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Lab 19_Call

Nov 27, 2017 - In this lab, you will configure Call Recording. The Finesse Desktop ... Communica ons Manager for IP Communicator devices may change, requiring updates in order to properly ... We have provided icons for Firefox, Chrome, and Internet Explorer. ... SIP Trunk Security Profile: Non Secure SIP Trunk Profile. 
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Lab 19: Call Recording Conﬁgura on Lab Overview In this lab, you will conﬁgure Call Recording. The Finesse Desktop was modiﬁed to support it in a previous lab. In this lab, you will: Log in to the UCCX App Admin web page Log in to the Cisco Uniﬁed Communica on Manager Admin page Create a Recording Proﬁle on CUCM Log in to Cisco Media Sense Create a SIP trunk for Media Sense Conﬁgure Call Rou ng to Media Sense Modify Phone DNs to support Call Recording.



Es mated Time to Complete 45 minutes



Lab Topology and Addressing
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If you have purchased or received Cisco eLab credits for use with our Labs on Demand solu on, or if you have used a reset point during in-class labs, you may need to perform special procedures to ensure your IP Communicator and PSTN IP phones properly register. Our lab environment uses reset points allowing you to rewind and fast forward throughout various labs in a course. When performing a reset point, the sta c entries in the Cisco Uniﬁed Communica ons Manager for IP Communicator devices may change, requiring updates in order to properly register. Note: For students who are comple ng labs within a class environment, note that reset points should only be used under the direc on of your instructor. Most classroom lab environments will never use reset points and therefore will not require you to complete these Appendix A steps.



Please See Appendix A in the eLabs Web Portal When you log in to the Remote Labs web interface at h ps://www.remotelabs.com, you will be presented with a pop-up window containing the lab exercises you are working on. The appendix will be located in the upper naviga on bar inside the pop-up window as seen below:



Lab Procedures Task 1: Log In to the CUCM Administra ve Interface In this task, you will log in to the Administra ve Interface on the CUCM. Both Student 1 and Student 2 will complete various sec ons of this exercise simultaneously.



Device



Address
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Cisco Uniﬁed Communica ons Manager



h ps://10.1.1.100/ OR h ps://cucm-pub-hq.globalknowledge.com



Username Password



admin



Ci5co123!



Student 1 and Student 2: refer to Lab 1 for access instruc ons to Remote Labs if you are not currently logged into the remote labs environment. Student 1 and Student 2: from your respec ve Citrix Desktop, launch your browser of choice. We have provided icons for Firefox, Chrome, and Internet Explorer. Enter h ps://cucmpub-hq.globalknowledge.com OR h ps://10.1.1.100 into the URL bar.



Student 1 and Student 2: since the lab environment in its current state uses self-signed cer ﬁcates, you will get the following security error. Click Con nue to this website (not recommended). This screenshot may look diﬀerent in Chrome or Firefox. Accept the cer ﬁcate warning.



Note: Our lab environment is preconﬁgured for DNS and should have all the proper A Records already conﬁgured. DNS allows you to browse to a name rather than an IP address. Should you have issues browsing to h ps://cucm-pub-hq.globalknowledge.com, a empt to PING the address by clicking Start, entering CMD in the search box, and typing ping cucm-pub-hq.globalknowledge.com
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or ask your instructor for further assistance. Student 1 and Student 2: once you have accepted all of the cer ﬁcate warnings, you will be presented with the ini al splash screen for Cisco Uniﬁed Communica ons Manager. Click Cisco Uniﬁed Communica ons Manager.



Student 1 and Student 2: log in to Cisco Uniﬁed CM Administra on with the username admin and password Ci5co123!.



Task 2: Conﬁgure Call Recording on CUCM In this task, the Student 1 and Student 2 will make the necessary conﬁgura ons to implement call recording. Student 1: from the menu bar, choose Device > Device Se ngs > Recording Proﬁle.
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Student 1: click Add New to add a new proﬁle.



Student 1: enter these values: Name: MediaSense Recording Calling Search Space: Line_InternalOnly_CSS Recording Des na on Address: 29999
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Student 1: click Save. Your new proﬁle appears in the Recording Proﬁle list.



Task 3: Conﬁgure a SIP Trunk for MediaSense Student 2: in Cisco Uniﬁed Communica ons Manager administra on, go to Device > Trunk. Student 2: click Add New. Student 2: for the trunk type choose SIP Trunk. The web page will update.
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Student 2: leave the Defaults and click Next. Student 2: enter these values (leave all others default): Device Name: SIP_to_MediaSense Descrip on: MediaSense Control Device Pool: Headquarters Des na on Address: 10.1.1.111 SIP Trunk Security Proﬁle: Non Secure SIP Trunk Proﬁle SIP Proﬁle: Standard SIP Proﬁle
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Student 2: click Save. Your new SIP trunk appears in the list of trunks. Student 2: make sure to reset the trunk.



Student 2: no fy Student 1 that they can con nue with the below steps.



Task 4: Conﬁgure a Route Group Student 1: in Cisco Uniﬁed Communica ons Manager administra on, go to Call Rou ng > Route/Hunt > Route Group.
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Student 1: click Add New. Student 1: enter the Route Group Name as MediaSense_RG. Student 1: in the Find Devices to Add to Route Group sec on, the SIP_to_MediaSense trunk should display. Click the Add to Route Group bu on to move it to the Current Group Members sec on. Click OK if you receive a pop-up warning. Student 1: click Save. Your new Route Group appears in the list of route groups.



Task 5: Conﬁgure a Route List Student 1: in Cisco Uniﬁed Communica ons Manager administra on, go to Call Rou ng > Route/Hunt > Route List.
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Student 1: click Add New. Student 1: enter these values: Name: MediaSense_RL Descrip on: Route List to MediaSense Cisco Uniﬁed Communica ons Manager Group: Headquarters Student 1: click Save. The web page will update. Student 1: click the Add Route Group bu on. A new web page will display. Student 1: in the Route Group ﬁeld, use the pull down menu to choose MediaSense_RG [N0N-QSIG]. Student 1: click Save. The updated Route List web page displays and your new Route List appears in the list of route lists. Student 1: reset the route list.
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Student 1: ask Student 2 to validate your work and con nue.



Task 6: Conﬁgure a Route Pa ern Student 1: in Cisco Uniﬁed Communica ons Manager administra on, go to Call Rou ng > Route/Hunt > Route Pa ern.



Student 1: click Add New. Student 1: enter these values:
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Route Pa ern: 29999 (value from the recording proﬁle) Gateway/Route List: MediaSense_RL Student 1: click Save and click OK to acknowledge the two pop-up warnings.



Student 1: your new Route Pa ern appears in the list of route pa erns. Ask Student 2 to validate your work.



Task 7: Turn on Built in Bridge and No ﬁca on Tones You must ensure that all agent phones have their built in bridge op on turned on. You can do this individually under Device > Phone or you can perform this procedure to set the default to on for all phones. Addi onally, you can also turn on no ﬁca on tones as an op on. Note: Jabber Clients and IPCommunicator do not have a Built in Bridge op on as they do not possess onboard hardware DSPs to provide this service. These phones will not be able to perform recordings in this lab. An alterna ve in a real world scenario would be to conﬁgure a Cisco Uniﬁed Border Element for media forking. More informa on about this conﬁgura on can be found at h ps://suppor orums.cisco.com/document/93881/cisco-mediasense-and-cisco-uniﬁed-borderelement-cube-network-based-media-recording. Complete these steps to turn on the built in bridge op on and set the no ﬁca on tones: Student 2: in Cisco Uniﬁed Communica ons Manager administra on, go to System > Service Parameters.
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Student 2: choose cucm-pub-hq.gobalknowledge.com--CUCM Voice/Video (Ac ve).



Student 2: choose Cisco CallManager (Ac ve).
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Student 2: when the web page updates, look for the sec on labeled as Clusterwide Parameters (Device -— Phone). The third ﬁeld should be Built in Bridge Enable which by default is set to oﬀ. Student 2: turn the op on On. Student 2: further in the list of parameters you will ﬁnd two sec ons next to each other called Clusterwide Parameters (Feature - Call Recording) and Clusterwide Parameters (Feature Monitoring). Student 2: set these op ons to True and then click Save.



Task 8: Upload Security Cer ﬁcate In this task, you will complete these steps to download the security cer ﬁcate from MediaSense and
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upload it to Cisco Uniﬁed CCX Student 2: access the Cisco Uniﬁed OS Administra on page for MediaSense: URL: h ps://10.1.1.111/cmpla orm Username: admin Password: Ci5co123! Student 2: on the menu bar, click Security > Cer ﬁcate Management.



Student 2: click Find. Locate the row that designates the Cer ﬁcate type as tomcat-trust with a Common Name of MS-HQ.globalknowledge.com.pem. Student 2: click MS-HQ.globalknowledge.com.pem to open the cer ﬁcate.



Student 2: click the Download bu on and save it to your local system.
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Student 2: log out of Cisco Uniﬁed OS Administra on. Student 2: redirect your URL and log in to Cisco Uniﬁed OS Administra on for Cisco Uniﬁed CCX: URL: h ps://10.1.1.105/cmpla orm Username: admin Password: Ci5co123! Student 2: on the menu bar, click Security > Cer ﬁcate Management. Student 2: click Upload Cer ﬁcate/Cer ﬁcate chain.



Student 2: from the Cer ﬁcate Name drop-down list, select tomcat-trust. Student 2: click Browse and navigate to the MS-HQ.globalknowledge.com.pem ﬁle that you
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downloaded in the previous step. Note: This may be in your web browser Downloads folder.



Student 2: click Upload File. Student 2: the Window will display Success: Cer ﬁcate Uploaded and a warning that the Cisco Tomcat service must be restarted. Click Close. You will reset tomcat in a later step.



Student 2: if you navigate to Security > Cer ﬁcate Management and click Find, the new cer ﬁcate will appear in the list of cer ﬁcates that displays as a tomcat«trust cer ﬁcate and has a Common Name of MS-HQ.globalknowledge.com. Student 2: ask Student 1 to validate your work. Log out of Cisco Uniﬁed OS Administra on.



Task 9: Conﬁgure Recording Server in Cisco Uniﬁed CCX
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Student 1: access Cisco Uniﬁed CCX Administra on. Student 1: on the menu bar, choose System > Recording Conﬁgura on. Enter the values as shown: Node 1 Hostname: MS-HQ.globalknowledge.com Node 2 Hostname: API User Name: admin Password: Ci5co123! Student 1: click Update. The web page updates appropriately with the informa on you entered.



Task 10: Conﬁgure MediaSense for Call Recording In this task, you will conﬁgure MediaSense for call recording. Student 1: open a browser and connect to MediaSense Administra on. URL: h ps://10.1.1.111/oraadmin User Name: admin Password: Ci5co123! Student 1: in MediaSense administra on, navigate to Administra on > Uniﬁed CM Conﬁgura on. Student 1: ensure that the AXL Service Provider and the Call Control Service Provider display 10.1.1.100 in their Selected Fields. Set the AXL Service Provider creden als as: Username: admin Password: Ci5co123!
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Student 1: click Save. Student 1: navigate to Administra on > Cisco Finesse Conﬁgura on. Student 1: in the Primary Cisco Finesse Server IP or Hostname ﬁeld, enter 10.1.1.105. Student 1: click Save.



Student 1: navigate to Administra on > MediaSense API User Conﬁgura on. Student 1: click the bu on to Manage MediaSense Users. From the Available Unifed CM Users, choose all agent accounts, and associate them as MediaSense API Users.
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Click Save and log out of MediaSense administra on. The web pages update appropriately with the informa on you entered.



Task 11: Enable Recording on Your Phone In this task, you will set call recording op ons on the agent ACD line before recording can occur. Student 1 and Student 2: access Cisco Uniﬁed Communica ons Manager. Student 1 and Student 2: go to Device > Phone and then click Find. Student 1: select the Student1-IPCOMM phone and click the link for line 1.



Student 2: select the Student2-IPCOMM phone and click the link for line 1.
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Student 1 and Student 2: scroll down towards the bo om of the page make these se ngs: Recording Op on: Selec ve Call Recording Enabled Recording Proﬁle: MediaSense Recording Media Source: Phone Preferred



Student 1 and Student 2: click Save, Apply Conﬁg, and Reset. Note: Recall the note above and that we cannot test in our lab environment since IPCOMMUNICATOR and Jabber do not oﬀer the built in bridge feature. If you would like to take on a challenge and me permits, you could conﬁgure an addi onal agent to use the 9951 and remote control it via Uniﬁed FX. We have found this to be problema c with our speciﬁc lab environment, though we want to make sure that you are familiar with the steps to conﬁgure call recording.
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Lab Complete
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