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Lab 1: ICND1 Review Lab



Objectives In this lab you will erase your pod’s existing router and switch configurations, and then rebuild new configurations from scratch. The objectives for this lab are: • Configure your switch, including name, passwords, SSHv2, address, VLANs, and trunking. • Configure your routers, including name, passwords, SSHv2, inter-VLAN routing, static routes. • Configure port address translation (PAT) and an access list (ACL) on PxR1. • Configure IPv6 addresses on both routers. • Test all configurations, including PAT, ACL, inter-VLAN routing, static routes, and IPv6. • Configure and verify port security on the switch; remove when complete. Important



Substitute your pod number for x and the router number for y in all instructions and commands.



The passwords configured on the devices at this point are: • Console and vty access: username: ccna, password: cisco • enable secret: sanfran
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Lab 1: ICND1 Review Lab



Lab Topology IPv4 Addressing The following diagram illustrates the logical topology used in this lab, along with the IPv4 addresses configured.
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IPv6 Addressing The following diagram illustrates the logical topology used in this lab, along with the IPv6 addresses configured.
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Lab 1: ICND1 Review Lab



Command List The following table lists the commands used in this lab, in alphabetical order.



Cisco IOS Commands Used In This Lab Command



Description



(config)#[no] access-list number permit | deny condition



Creates a numbered ACL. With the no keyword deletes the ACL (only the ACL number parameter is required to delete the ACL).



#configure terminal



Enters global configuration mode.



#copy running-config startupconfig



Saves the running configuration (in RAM) into the startup configuration (in NVRAM).



(config)#crypto key generate rsa



Generates an RSA key pair.



#debug ip nat



Enables NAT debugging.



#delete vlan.dat



Deletes the vlan.dat file from flash.



>enable



Enters the EXEC privileged mode.



(config-subif)#encapsulation dot1q vlan [native]



Configures trunking on a router interface and associates the vlan number with the subinterface.



(config)#enable secret text



Sets the enable secret password; this password is used when entering privileged mode.



(config)#end



Terminates configuration mode.



#erase startup-config



Erases the startup-config file in NVARM.



(config-line)#exec-timeout min [sec]



Sets the inactivity time allowed before a session is automatically logged out to the specified number of minutes (and optionally number of seconds).



#exit



Exit the current mode and go up one level.



(config)#hostname name



Sets the hostname of the device.



(config-if)#interface type number



Enters configuration mode for the specified interface.



(config)#interface type number.subinterface



Enters configuration mode for the subinterface.



(config)#interface range type number/number - number



Enters interface range configuration mode, to put the same configuration on multiple interfaces simultaneously.



(config)#[no] ip access-group number | name direction



Places an ACL on an interface. The no form of this command removes the ACL.



(config-if)#[no] ip address address mask



Configures the specified IP address and subnet mask on the interface. The no form of this command removes the address from the interface.
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(config)#ip default-gateway address



Configures the specified IP address as the default gateway for the switch.



(config)#[no] ip domain-lookup



ip domain lookup enables the IP DNS-based host name-to-address translation for unknown commands. The no form of this command disables the use of DNS for unknown commands.



(config)#ip domain-name domain



Sets the IP domain name, required by the cryptographic key generation process.



(config-if)#[no] ip nat inside



Designates an interface as NAT inside. With the no keyword removes NAT designation.



(config)#[no] ip nat inside source list ACL interface interface overload



Creates a PAT mapping. With the no keyword removes PAT mapping.



(config-if)#[no] ip nat outside



Designates an interface as NAT outside. With the no keyword removes NAT designation.



(config)#[no] ip route 0.0.0.0 0.0.0.0 address



Specifies a default static route via the specified IP address. With the no keyword removes the static default route.



(config)#ip ssh version 2



Specifies the version of SSH to be run.



(config-if)#ipv6 address address/mask



Configures an IPv6 address on an interface (or subinterface).



(config)#[no] ipv6 route ::/0 type number IPv6-address



Creates a static default IPv6 route, via the specified outgoing interface to the specified address. With the no keyword, removes the static route.



(config)#ipv6 unicast-routing



Enables IPv6 unicast routing.



(config)#line console 0



Enters configuration mode for line console 0.



(config)#line vty 0 15



Enters virtual terminal configuration mode for lines 0 through 15.



(config-line)#logging synchronous



Synchronizes unsolicited messages and output from debug commands with the CLI input.



(config-line)#login local



Activates the login process on the console or virtual terminal lines to use the local authentication database (as defined by the username commands).



#logout



Exits the EXEC process.



(config-vlan)#name name



Assigns a name to a VLAN.



(config-if)#[no] mac-address mac-address



Sets the MAC address of the interface to a static value; use the no parameter to remove the static value and return to the default value.



(config-router)#network address wildcard-mask area area



Specifies which interfaces run OSPF and in which area.



#ping address



Sends an echo request to the specified address.
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Lab 1: ICND1 Review Lab #ping IPv6-address



Sends ICMP echo requests to the target IPv6 address.



#reload



Restarts the switch.



(config)#router ospf process-id



Configures an OSPF routing process.



(config-router)#router-id id



Specifies the router ID for OSPF; the router id is in an IPv4-address format.



(config)#no service config



Disable autoloading of configuration files from a network server.



#show access-lists



Displays ACLs.



#show interface type number



Displays the current status of the interface.



#show interfaces [type number] trunk



Displays trunking info about an interface.



#show ip nat translations



Displays static translations.



#show ip ospf neighbor



Displays status of OSPF neighbors.



#show ip route



Displays the IP routing table



#show ipv6 interface [brief}



Displays IPv6-specific interface information. With the brief keyword, displays a summary of this information.



#show ipv6 route



Displays the IPv6 routing table.



#show mac address-table [dynamic]



Displays the MAC address table. With the dynamic keyword, displays only the dynamically learned MAC addresses in the MAC address table.



#show port-security interface type number



Displays the port security status of an interface.



#show running-config



Displays the running configuration (in RAM).



#show running-config interface type number



Displays the running configuration (in RAM) for the specified interface.



#show vlan



Displays VLAN information on the switch.



#show vlans



Displays VLAN information on the router.



(config-if)#[no] shutdown



Disables the specified interface. The no form of the command enables the specified interface.



#ssh –l username address



Establishes an SSH connection using the specified username to the specified IP address. If the current user’s username is the same as the username to be used to establish the SSH session, the –l parameter (a lower case letter “L”, not the number one) and the username can be omitted from the command.



(config-if-range)#switchport access vlan vlan



Sets VLAN assignment of an interface.



(config-if)#[no] switchport mode mode



Sets trunking mode of an interface. With the no parameter, resets the mode back to the default.



(config-if)#[no] switchport port-security



Enables port security on an interface; use the no parameter to disable port security
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Lab 1: ICND1 Review Lab (config-if)#[no] switchport port-security mac-address sticky



Enables the secure MAC addresses associated with an interface to be learned dynamically; use the no parameter to disable sticky learning.



(config-if)#switchport portsecurity max number



Sets the maximum number of secure MAC address for the interface.



(config-if)# [no] switchport port-security violation shutdown



Sets the action to be taken when a security violation occurs; shutdown causes the port to be shutdown. With the no parameter, resets the action back to the default.



(config-if)#switchport trunk allowed vlan vlan-list



Sets VLAN allowed list on a trunk interface.



#telnet address



Establishes a Telnet connection to the specified IP address.



#telnet IPv6-address



Telnets to the target IPv6 address.



#traceroute IPv6-address



Executes a trace to the target IPv6 address.



(config-line)#transport input ssh



Specifies that only the protocol SSH can be used to connect to the virtual terminal lines.



#undebug all



Disables all debugging.



(config)#username name secret text



Creates a username and secret (encrypted) password pair (in the local authentication database).



(config)#vlan vlan



Creates a VLAN.



(config)#vtp mode transparent



Puts the switch in VTP transparent mode.



Windows Commands Used In This Lab



L1-8



Command



Description



ipconfig



Displays some of the current IP settings.



ipconfig /all



Displays all of the current IP settings, including the IPv6 addresses.



ping address



Causes an ICMP echo message to be sent to the destination, which should cause an ICMP echo reply message to be returned.



tracert address



Displays the path of routers that a test packet traverses on the way to a destination address.
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Procedure In this lab you will erase your pod’s existing router and switch configurations, and then rebuild new configurations from scratch. Important



Refer to “Lab 0: Introduction, and Connecting to and Using the Remote Lab Environment” and Appendix “Configuring and Using the Network Interface on the Lab Windows 8 PCs” before starting this lab. This and subsequent labs assume that you are familiar with the information in Lab 0 and that Appendix.



Important



In this and subsequent labs, the firewall must be turned OFF on both PC1 and PC2. If for some reason it is on, turn it off. (The firewall is accessed using Start -> Control Panel -> System and Security -> Windows Firewall -> Turn Windows Firewall on or off; select both “off” options.)



Important



In this and subsequent labs, use the names, addresses, process IDs, and so on as noted in the lab instructions. Other labs, such as those with troubleshooting exercises, rely on these items being as they are detailed in the lab instructions.



Note



In this and subsequent labs, the term “IP” refers to IP version 4 (IPv4).



Important



If you have just done a “reset to” this lab, or you are doing this lab outside of the classroom environment and have just selected and started up this lab, then the configuration in each of the devices has already been erased and you do not need to do the first section to erase them. In this case, the devices will start up at the Switch> and Router> prompts and you can skip Steps 1 through 7. If you have any doubts, do Steps 1 through 7.



Remove the existing PxSW and PxRy configurations 1.



Connect to your PxSW console and enter privileged mode. Erase the switch’s startup config.



PxSW#erase startup-config Erasing the nvram filesystem will remove all configuration files! Continue? [confirm] [OK] Erase of nvram: complete PxSW# 22:09:39: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram PxSW#
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2.



You must type the entire erase startup-config command; short-cuts don't work for this command!



Delete the switch’s VLAN database. When prompted to confirm the deletion (this will occur twice), press the “Enter” key.



PxSW#delete vlan.dat Delete filename [vlan.dat]? Delete flash:vlan.dat? [confirm] PxSW#



3.



Reload the switch. If asked to save the config, enter “n” (no). Press to confirm the reload.



PxSW#reload System configuration has been modified. Save? [yes/no]: n Proceed with reload? [confirm] 22:12:09: %SYS-5-RELOAD: Reload requested



4.



While the switch is rebooting, connect to each of your PxRy consoles and enter privileged mode. Erase BOTH routers’ startup configurations. Press the key when prompted to confirm.



PxRy#erase startup-config Erasing the nvram filesystem will remove all configuration files! Continue? [confirm] [OK] Erase of nvram: complete PxRy# *Mar 27 08:23:17.412: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram PxRy#



5.



Reload BOTH routers. If prompted to save the config, enter “n”. Confirm the reload request by pressing the key.



PxRy#reload System configuration has been modified. Save? [yes/no]: n Proceed with reload? [confirm] *Mar 27 08:25:29.765: %SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload Command.



6.



When the switch finishes reloading (this will take several minutes) it will ask you if you would like to enter the initial configuration dialog (also known as setup mode). Exit setup mode by typing “n” or “no” and pressing .



% Please answer 'yes' or 'no'. Would you like to enter the initial configuration dialog? [yes/no]: no



Note
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If the initial configuration dialog question does not appear, check your NVRAM to see if you have a valid startup-configuration file. If a file is present erase the startup file and reload. If there is no file or the problem persists you will need to seek assistance.
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7.



The switch will continue its booting process and will display a “Switch>” prompt. (If you think you may have missed seeing the prompt, just press the Enter key and the switch will re-issue the prompt.)



Switch>



Configure the PxSW switch 8.



Enter privileged mode.



Switch>enable Switch#



9.



Enter global configuration mode and configure the name of your switch to be PxSW (where x is your pod number).



Switch#config t Enter configuration commands, one per line. Switch(config)#hostname PxSW PxSW(config)#



End with CNTL/Z.



10. Configure the switch's VLAN trunking protocol (VTP) mode to transparent. (VTP allows switches connected by trunks to share their VLAN configuration information; we do not want this to happen in this network. In VTP transparent mode, the switch will pass on any VTP information it gets to other switches, but will not act upon that information itself.) PxSW(config)#vtp mode transparent



11. Configure password protection for privileged mode; use an encrypted password sanfran. PxSW(config)#enable secret sanfran



12. Create a username and secret password pair; use ccna as the username and cisco as the secret password. Use the locally configured username/password pair you just created for the console login. PxSW(config)#username ccna secret cisco PxSW(config)#line con 0 PxSW(config-line)#login local



Note



The name and password in this command are case sensitive.



13. Change the EXEC inactivity timer on the console line to 60 minutes. Synchronize unsolicited messages and output from debug commands with the CLI input on the console line. PxSW(config-line)#exec-timeout 60 PxSW(config-line)#logging synchronous PxSW(config-line)#exit
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14. On the switch’s sixteen virtual terminal lines, change the EXEC inactivity timer to 60 minutes and synchronize messages. PxSW(config)#line vty 0 15 PxSW(config-line)#exec-timeout 60 PxSW(config-line)#logging synchronous



15. Configure your switch to accept only SSH for remote management: Configure a domain name; use cisco.com. (Normally you would use your organization’s domain name.) Generate cryptographic keys; the default key size is 512, but use 1024 to produce a more secure key. Enable SSH version 2. Configure the vty lines to use the locally configured username/password pair you created and to support only SSH. PxSW(config-line)#exit PxSW(config)#ip domain-name cisco.com PxSW(config)#crypto key generate rsa The name for the keys will be: PxRy.cisco.com Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose Keys. Choosing a key modulus greater than 512 may take a few minutes. How many bits in the modulus [512]: 1024 % Generating 1024 bit RSA keys, keys will be non-exportable...[OK] *Mar 10 18:42:19.409: %SSH-5-ENABLED: SSH 1.99 has been enabled PxSW(config)# PxSW(config)#ip ssh version 2 PxSW(config)#line vty 0 15 PxSW(config-line)#login local PxSW(config-line)#transport input ssh



16. To prevent the switch from attempting to resolve typos through DNS, disable DNS lookups. PxSW(config-line)#exit PxSW(config)#no ip domain-lookup



17. Configure an IP address, 10.10.x.3/24 on the switch's interface VLAN 1, where x is your pod number. Enable the interface and configure 10.10.x.1 as the switch’s default gateway. PxSW(config)#interface vlan 1 PxSW(config-if)#ip address 10.10.x.3 255.255.255.0 PxSW(config-if)#no shutdown PxSW(config-if)#exit PxSW(config)#ip default-gateway 10.10.x.1



18. Enable interfaces FastEthernet 0/1 and 0/2, which connect to the pod routers, and interfaces FastEthernet 0/9 and 0/10, which connect to PC1 and PC2. Disable interfaces FastEthernet 0/11 and 0/12, which connect to the core switch. PxSW(config)#interface range Fa0/1 -2 PxSW(config-if-range)#no shutdown PxSW(config-if-range)interface range Fa0/9 - 10 PxSW(config-if-range)#no shutdown
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Lab 1: ICND1 Review Lab PxSW(config-if-range)interface range Fa0/11 – 12 PxSW(config-if-range)#shutdown PxSW(config-if-range)#exit



19. Create three VLANs: VLAN 1x will contain PC1, VLAN 2x will contain PC2, and VLAN3x will be the link between the two pod routers; in each of these VLAN numbers, x is your pod number. Use the names VLAN1x, VLAN2x, and VLAN3x. For example, in pod 5 create VLAN 15, 25, and 35, with names VLAN15, VLAN25, and VLAN35 respectively. PxSW(config)#vlan 1x PxSW(config-vlan)#name VLAN1x PxSW(config-vlan)#exit PxSW(config)#vlan 2x PxSW(config-vlan)#name VLAN2x PxSW(config-vlan)#exit PxSW(config)#vlan 3x PxSW(config-vlan)#name VLAN3x PxSW(config-vlan)#exit



Note



Don’t forget that you can recall the previous commands in the command list by using the up arrow on your keyboard. This feature can come in very handy when configuring many similar features!



20. Place the switch’s interfaces into the appropriate VLAN, according to the following table. Interface



VLAN number (x = your pod number)



Fa 0/2



VLAN 3x



Fa0/9



VLAN 1x



Fa0/10



VLAN 2x



PxSW(config)#interface fastethernet 0/2 PxSW(config-if)#switchport access vlan 3x PxSW(config-if)#exit PxSW(config)#interface fastethernet 0/9 PxSW(config-if)#switchport access vlan 1x PxSW(config-if)#exit PxSW(config)#interface fastethernet 0/10 PxSW(config-if)#switchport access vlan 2x PxSW(config-if)#exit
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21. Configure trunking on the switch’s FastEthernet 0/1 interface; this is the interface connected to PxR1. Allow only the pod VLANs 1, 1x, 2x, and 3x on the trunk. PxSW(config)#interface fastethernet 0/1 PxSW(config-if)#switchport mode trunk PxSW(config-if)#switchport trunk allowed vlan 1,1x,2x,3x PxSW(config-if)#end



Note



In the switchport trunk allowed vlan command you cannot put spaces in the list of VLAN numbers.



Examine the switch configuration 22. Display the switch’s running config, and inspect it for obvious errors. Correct any errors that you find. PxSW#show running-config Building configuration... Current configuration : 1887 bytes hostname PxSW ! boot-start-marker boot-end-marker ! enable secret 5 $1$MwWB$mlGhntn.NW88DZkZ6Bu5E0 ! username ccna secret 5 $1$4ply$OXbD45OeKajioPlV5EHdQ0 no aaa new-model system mtu routing 1500 ! ! no ip domain-lookup ip domain-name cisco.com ip ssh version 2 interface FastEthernet0/1 switchport trunk allowed vlan 1,1x,2x,3x switchport mode trunk ! interface FastEthernet0/2 switchport access vlan 3x ! interface FastEthernet0/9 switchport access vlan 1x ! interface FastEthernet0/10 switchport access vlan 2x
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Lab 1: ICND1 Review Lab ! interface FastEthernet0/11 shutdown ! interface FastEthernet0/12 shutdown ! interface Vlan1 ip address 10.10.x.3 255.255.255.0 ! ip default-gateway 10.10.x.1 ip http server ip http secure-server logging esm config ! line con 0 exec-timeout 60 0 logging synchronous login local line vty 0 4 exec-timeout 60 0 logging synchronous login local transport input ssh line vty 5 15 exec-timeout 60 0 logging synchronous login local transport input ssh ! end



Configure the PxRy routers In this section you will configure both routers (remember that you can do them in parallel if two console terminals are available). Important



If you did a “reset to” this lab or you are doing this lab outside of the classroom environment, and you were able to skip the erase startup-config and reload steps, your routers will start up at the Router> prompt. In this case you will not do the next two steps. Otherwise, wait until the routers have rebooted (this takes a few minutes) and continue with the next step.
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23. The router will ask you if you would like to enter the initial configuration dialog (this dialog is also called setup mode). Exit setup mode by typing “n” or “no” and pressing . --- System Configuration Dialog --Would you like to enter the initial configuration dialog? [yes/no]: % Please answer 'yes' or 'no'. Would you like to enter the initial configuration dialog? [yes/no]: no



24. The router will continue its booting process and will display a “Router>” prompt. If you think you may have missed seeing the prompt, just press the Enter key and the router will re-issue the prompt. Router>



25. Enter privileged mode. Router>enable Router#



Note



Recall that when a router reloads, it tries to find a configuration. If the router does not have a configuration in NVRAM (because you erased it), it will ask you if you want to enter the initial configuration dialog. If you say no (as you did in this lab), then by default it will attempt to find and download a configuration from the network (even if you are entering a configuration). To do that, it needs an IP address, so it attempts to enable all of its interfaces and obtain an IP address on any of them, using DHCP. In the lab environment, the core router is configured as a DHCP server (for use in one of the labs), so the router will get an address on its GigabitEthernet 0/1 interface. The router will then attempt to load a configuration from the network. You may see messages similar to “%Error opening tftp://255.255.255.255/ciscortr.cfg (Timed out)”; this is because of course there is no configuration on the network (you are going to configure the router), so those attempts fail. The following two steps remove this configuration and put the router back to the blank configuration we need for this lab.



26. On both routers enter configuration mode. Configure the no service config command. Router#config t Enter configuration commands, one per line. Router(config)#no service config



End with CNTL/Z.



27. On the GigabitEthernet 0/1 interface of both routers, configure the no ip address and shutdown commands. Router(config)#interface Gi0/1 Router(config-if)#no ip address Router(config-if)#shutdown Router(config-if)#exit
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28. Configure the name of your router to be PxRy (where x is your pod number and y is the router number). Router(config)#hostname PxRy PxRy(config)#



Important



Remember to type your pod number instead of x and the router number instead of y!



29. Configure password protection for privileged mode; use an encrypted password sanfran. PxRy(config)#enable secret sanfran



30. Create a username and secret password pair; use ccna as the username and cisco as the secret password. Use the locally configured username/password pair you just created for the console login. PxRy(config)#username ccna secret cisco PxRy(config)#line con 0 PxRy(config-line)#login local



Note



The name and password in this command are case sensitive.



31. Change the EXEC inactivity timer on the console line to 60 minutes. Synchronize unsolicited messages and output from debug commands with the CLI input on the console line. PxRy(config-line)#exec-timeout 60 PxRy(config-line)#logging synchronous PxRy(config-line)#exit



32. On the routers’ sixteen virtual terminal lines, change the EXEC inactivity timer to 60 minutes and synchronize messages. PxRy(config)#line vty 0 15 PxRy(config-line)#exec-timeout 60 PxRy(config-line)#logging synchronous



33. Configure your PxRy to accept only SSH for remote management: Configure a domain name; use cisco.com. (Normally you would use your organization’s domain name.) Generate cryptographic keys; the default key size is 512, but use 1024 to produce a more secure key. Enable SSH version 2. Configure the vty lines to use the locally configured username/password pair you created and to support only SSH. PxRy(config-line)#exit PxRy(config)#ip domain-name cisco.com PxRy(config)#crypto key generate rsa The name for the keys will be: PxRy.cisco.com Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose Keys. Choosing a key modulus greater than 512 may take a few minutes.
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Lab 1: ICND1 Review Lab How many bits in the modulus [512]: 1024 % Generating 1024 bit RSA keys, keys will be non-exportable...[OK] *Mar 10 18:42:19.409: %SSH-5-ENABLED: SSH 1.99 has been enabled PxRy(config)# PxRy(config)#ip ssh version 2 PxRy(config)#line vty 0 15 PxRy(config-line)#login local PxRy(config-line)#transport input ssh



34. To prevent the router from attempting to resolve typos through DNS, disable DNS lookups: PxRy(config)#no ip domain-lookup



Configure the other router 35. If your pod’s other router has not yet been configured, configure it now.



Examine the router configurations 36. Display both routers’ running configs, and inspect them for obvious errors. Correct any errors that you find: PxRy#show running-config Current configuration : 1673 bytes ! hostname PxR1 ! boot-start-marker boot-end-marker ! ! enable secret 4 NUtXpRU892oGmKT2hPuxM6rMJlDMKfYF3czf8T.rrWA ! no ip domain lookup ip domain name cisco.com username ccna secret 4 tnhtc92DXBhelxjYk8LWJrPV36S2i4ntXrpb4RFmfqY ! ! ip ssh version 2 interface Embedded-Service-Engine0/0 no ip address shutdown ! interface GigabitEthernet0/0 no ip address shutdown
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Lab 1: ICND1 Review Lab duplex auto speed auto ! interface GigabitEthernet0/1 ip address dhcp duplex auto speed auto ! interface Serial0/0/0 no ip address shutdown ! interface Serial0/0/1 no ip address shutdown line con 0 exec-timeout 60 0 logging synchronous login local line aux 0 line 2 no activation-character no exec transport preferred none transport input all transport output pad telnet rlogin lapb-ta mop udptn v120 ssh stopbits 1 line vty 0 4 exec-timeout 60 0 logging synchronous login local transport input ssh line vty 5 15 exec-timeout 60 0 logging synchronous login local transport input ssh ! scheduler allocate 20000 1000 ! end
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Configure inter-VLAN routing on PxR1 37. On PxR1 only, enable GigabitEthernet 0/0 and configure it as a trunk port. Create subinterfaces for each of the VLANs; use a subinterface number equal to the VLAN number, specify IEEE 802.1q encapsulation (tagging), and assign the appropriate IP address to the subinterface as detailed in the following table (x = your pod number). Subinterface



VLAN number



Address/ Mask



PxR1 Gi0/0.1



1 (native VLAN)



10.10.x.1 255.255.255.0



PxR1 Gi0/0.1x



1x



10.1.x.1 255.255.255.0



PxR1 Gi0/0.2x



2x



10.2.x.1 255.255.255.0



PxR1 Gi0/0.3x



3x



10.3.x.1 255.255.255.0



PxR1#configure terminal PxR1(config)#interface gi 0/0 PxR1(config-if)#no shutdown PxR1(config-if)#interface gi 0/0.1 PxR1(config-subif)#encapsulation dot1q 1 native PxR1(config-subif)#ip address 10.10.x.1 255.255.255.0 PxR1(config-subif)#interface gi 0/0.1x PxR1(config-subif)#encapsulation dot1q 1x PxR1(config-subif)#ip address 10.1.x.1 255.255.255.0 PxR1(config-subif)#interface gi 0/0.2x PxR1(config-subif)#encapsulation dot1q 2x PxR1(config-subif)#ip address 10.2.x.1 255.255.255.0 PxR1(config-subif)#interface gi 0/0.3x PxR1(config-subif)#encapsulation dot1q 3x PxR1(config-subif)#ip address 10.3.x.1 255.255.255.0 PxR1(config-subif)#exit



Configure connection to core on PxR1 38. On PxR1, enable the GigabitEthernet 0/1 interface connection to the core. Configure this interface with address 192.168.xx.1/24. Configure PxR1 with a default route to the core router (192.168.xx.3). PxR1(config)#interface Gi0/1 PxR1(config-if)#no shutdown PxR1(config-if)#ip address 192.168.xx.1 255.255.255.0 PxR1(config-if)#exit PxR1(config)#ip route 0.0.0.0 0.0.0.0 192.168.xx.3
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Configure address and static default route on PxR2 39. On PxR2, shutdown the GigabitEthernet 0/1 interface connection to the core. PxR2(config)#interface Gi0/1 PxR2(config-if)#shutdown PxR2(config-if)#exit



40. On PxR2, enable the GigabitEthernet 0/0 interface and give it an address 10.3.x.2/24. Create a default static route via PxR1 (10.3.x.1). PxR2(config)#interface Gi0/0 PxR2(config-if)#ip address 10.3.x.2 255.255.255.0 PxR2(config-if)#no shutdown PxR2(config-if)#exit PxR2(config)#ip route 0.0.0.0 0.0.0.0 10.3.x.1



Configure PAT on PxR1 41. Configure PxR1’s GigabitEthernet 0/1 as the outside interface for translation. PxR1(config)#interface GigabitEthernet 0/1 PxR1(config-if)#ip nat outside



42. On PxR1 configure all of the subinterfaces of interface Gi0/0 as the inside interfaces for translation. PxR1(config-if)#interface GigabitEthernet 0/0.1 PxR1(config-subif)#ip nat inside PxR1(config-subif)#interface GigabitEthernet 0/0.1x PxR1(config-subif)#ip nat inside PxR1(config-subif)#interface GigabitEthernet 0/0.2x PxR1(config-subif)#ip nat inside PxR1(config-subif)#interface GigabitEthernet 0/0.3x PxR1(config-subif)#ip nat inside PxR1(config-subif)#exit



43. Configure PxR1to perform a many-to-one dynamic translation (PAT) from any of the pod subnets to the address of the router’s GigabitEthernet 0/1 interface. To do this, first create a standard ACL (use number 5) that permits traffic from any of the pod subnets, and denies everything else. PxR1(config)#access-list PxR1(config)#access-list PxR1(config)#access-list PxR1(config)#access-list



5 5 5 5



permit permit permit permit



10.10.x.0 0.0.0.255 10.1.x.0 0.0.0.255 10.2.x.0 0.0.0.255 10.3.x.0 0.0.0.255



44. Enable the translation by using the access list (5) in the translation command, and then leave config mode. PxR1(config)#ip nat inside source list 5 interface Gi0/1 overload PxR1(config)#end
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Verify PC addresses 45. Connect to PC1 and PC2. Verify that the address and default gateway on PC1 and PC2 are those shown in the following table (x = your pod number). Device/ Interface



Address/ Mask



Default Gateway



PC1



10.1.x.10 255.255.255.0



10.1.x.1



PC2



10.2.x.20 255.255.255.0



10.2.x.1



Note



Ignore any IPv6 addresses on the PCs; the focus here is the IPv4 addresses.



Important



If the PC’s addresses are missing or incorrect, configure them to match the table. Remember that “Lab 0: Introduction, and Connecting to and Using the Remote Lab Environment” and Appendix “Configuring and Using the Network Interface on the Lab Windows 8 PCs” are available to help you connect to and configure the PCs.



Important



If you do configure the addresses, remember that on the PCs, you must close both the “Internet Protocol Version 4 (TCP/IPv4) Properties” window and the “Ethernet Properties” window for the address change to take effect. Also recall that the PC’s desktop includes an indication of the PC’s IP address and default gateway. This information is refreshed every few minutes, so will not change immediately. To confirm that the address has been configured correctly, use the ipconfig /all PC command.



Here is PC1’s addressing information (from the example Pod 6):
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Here is PC2’s addressing information (from the example Pod 6):



Control inbound traffic on PxR1 46. Create a numbered extended ACL on your router (use list number 100) that blocks Telnet traffic from PC1 and PC2 (10.1.x.10 and 10.2.x.20) to the core router (192.168.xx.3) and allows all other traffic. PxR1(config)#access-list 100 deny tcp host 10.1.x.10 host 192.168.xx.3 eq telnet PxR1(config)#access-list 100 deny tcp host 10.2.x.20 host 192.168.xx.3 eq telnet PxR1(config)#access-list 100 permit ip any any



47. Configure PxR1 to use the ACL you just created on its GigabitEthernet 0/0.1x and GigabitEthernet 0/0.2x subinterfaces to prevent Telnets from PC1 and PC2 to the core router. PxR1(config)#interface gi0/0.1x PxR1(config-if)#ip access-group 100 in PxR1(config-if)#exit PxR1(config)#interface gi0/0.2x PxR1(config-if)#ip access-group 100 in PxR1(config-if)#exit



The ACL is configured inbound on PxR1’s GigabitEthernet 0/0 subinterfaces. Because PxR1 is configured to do Port Address Translation (PAT), it is translating the 10.1.x.0/24 and 10.2.x.0/24 subnets to the address on its GigabitEthernet 0/1 interface. When configuring ACLs it is important to remember which addresses will appear where in the network!
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Enable IPv6 on PxR1 48. Enable IPv6 unicast routing on PxR1. PxR1(config)#ipv6 unicast-routing



49. In this lab, you will use the following IPv6 address plan, where “x” is your pod number. VLAN



IPv6 Subnet



Device Interface



IPv6 Host Addresses



1



2001:db8:10:x::/64



PxR1 Gi0/0.1



2001:db8:10:x::1/64



1x



2001:db8:1:x::/64



PxR1 Gi0/0.1x



2001:db8:1:x::1/64



2x



2001:db8:2:x::/64



PxR1 Gi0/0.2x



2001:db8:2:x::1/64



3x



2001:db8:3:x::/64



PxR1 Gi0/0.3x PxR2 Gi0/0



2001:db8:3:x::1/64 2001:db8:3:x::2/64



Subnet on PxR1's Gi0/1 interface



2001:db8:168:xx::/64



PxR1 Gi0/1 Core



2001:db8:168:xx::/64 + EUI-64 2001:db8:168:xx::3/64



Configure PxR1’s GigabitEthernet 0/0 subinterfaces with IPv6 addresses according to the address plan. Remember that each “x” in the subinterface numbers and addresses is your pod number! PxR1(config)#interface gi 0/0.1 PxR1(config-subif)#ipv6 address PxR1(config-subif)#interface gi PxR1(config-subif)#ipv6 address PxR1(config-subif)#interface gi PxR1(config-subif)#ipv6 address PxR1(config-subif)#interface gi PxR1(config-subif)#ipv6 address PxR1(config-subif)#exit



2001:db8:10:x::1/64 0/0.1x 2001:db8:1:x::1/64 0/0.2x 2001:db8:2:x::1/64 0/0.3x 2001:db8:3:x::1/64



50. Configure Px1s’s GigabitEthernet 0/1 interface to obtain an IPv6 address via stateless autoconfiguration. PxR1(config)#interface gi0/1 PxR1(config-if)#ipv6 address autoconfig



51. On PxR1, configure an IPv6 default route via the GigabitEthernet 0/1 interface to the core router's IPv6 address 2001:db8:168:xx::3. Exit config mode. PxR1(config-if)#exit PxR1(config)#ipv6 route ::/0 Gi0/1 2001:db8:168:xx::3 PxR1(config)#end



Enable IPv6 on PxR2 52. Enable IPv6 unicast routing on PxR2. PxR2(config)#ipv6 unicast-routing



53. Configure PxR2’s GigabitEthernet 0/0 interface with an IPv6 address 2001:db8:3:x::2/64, where “x” is your pod number. PxR2(config)#interface gi 0/0 PxR2(config-if)#ipv6 address 2001:db8:3:x::2/64
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54. On PxR2, configure an IPv6 default route via the GigabitEthernet 0/0 interface to PxR1's IPv6 address 2001:db8:3:x::1. Exit config mode. PxR2(config-if)#exit PxR2(config)#ipv6 route ::/0 Gi0/0 2001:db8:3:x::1 PxR2(config)#end



Test the configurations 55. On PxSW and both PxRy, logout of the device, log back in again, and enter privileged mode to test the username and passwords. PxSW#logout PxSW con0 is now available Press RETURN to get started. User Access Verification Username: ccna Password:cisco PxSW>enable Password:sanfran PxSW#



PxRy#logout PxRy con0 is now available Press RETURN to get started. User Access Verification Username: ccna Password:cisco PxR1>enable Password:sanfran PxRy#



56. On PxSW, view the VLAN database to verify that the interfaces are in the correct VLANs. PxSW#show vlan VLAN Name Status Ports ---- -------------------------------- --------- ------------------------------1 default active Fa0/3, Fa0/4, Fa0/5, Fa0/6 Fa0/7, Fa0/8, Fa0/11, Fa0/12 Fa0/13, Fa0/14, Fa0/15, Fa0/16 Fa0/17, Fa0/18, Fa0/19, Fa0/20 Fa0/21, Fa0/22, Fa0/23, Fa0/24 Gi0/1, Gi0/2 1x VLAN1x active Fa0/9 2x VLAN2x active Fa0/10 3x VLAN3x active Fa0/2 PxSW#



Interface FastEthernet 0/1 should not appear in the list because it is a trunk. © Global Knowledge Training LLC
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57. Display the trunking information on PxSW’s FastEthernet 0/1 to verify that the status is trunking and that only the pod VLANs are allowed on the trunk. PxSW#show interface fastethernet 0/1 trunk Port Fa0/1



Mode on



Encapsulation 802.1q



Status trunking



Native vlan 1



Port Fa0/1



Vlans allowed on trunk 1,1x,2x,3x



Port Fa0/1



Vlans allowed and active in management domain 1,1x,2x,3x



Port Fa0/1



Vlans in spanning tree forwarding state and not pruned 1,1x,2x,3x



58. Examine the VLANs on PxR1, to ensure that all subinterfaces are configured correctly. PxR1#show vlans Virtual LAN ID:



1 (IEEE 802.1Q Encapsulation)



vLAN Trunk Interface:



GigabitEthernet0/0.1



This is configured as native Vlan for the following interface(s) : GigabitEthernet0/0 Native-vlan Tx-type: Untagged Protocols Configured: IP Other



Address: 10.10.x.1



Received: 0 0



Transmitted: 0 49



Received: 10 163



Transmitted: 0 1



Received: 10 154



Transmitted: 0 1



131 packets, 24802 bytes input 68 packets, 21553 bytes output Virtual LAN ID:



1x (IEEE 802.1Q Encapsulation)



vLAN Trunk Interface:



GigabitEthernet0/0.1x



Protocols Configured: Address: IP 10.1.x.1 Other 173 packets, 18976 bytes input 179 packets, 24264 bytes output Virtual LAN ID:



2x (IEEE 802.1Q Encapsulation)



vLAN Trunk Interface:



GigabitEthernet0/0.2x



Protocols Configured: IP Other



Address: 10.2.x.1



164 packets, 18052 bytes input 171 packets, 23209 bytes output Virtual LAN ID:
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GigabitEthernet0/0.3x



Protocols Configured: IP Other



Address: 10.3.x.1



Received: 0 7



Transmitted: 0 1



7 packets, 790 bytes input 17 packets, 1686 bytes output PxR1#



59. Display each router’s IP routing table. Each router should have connected, local, and static routes. PxR1#show ip route Gateway of last resort is 192.168.xx.3 to network 0.0.0.0 S* C L C L C L C L C L PxR1#



0.0.0.0/0 [1/0] via 192.168.xx.3 10.0.0.0/8 is variably subnetted, 8 subnets, 2 masks 10.1.x.0/24 is directly connected, GigabitEthernet0/0.1x 10.1.x.1/32 is directly connected, GigabitEthernet0/0.1x 10.2.x.0/24 is directly connected, GigabitEthernet0/0.2x 10.2.x.1/32 is directly connected, GigabitEthernet0/0.2x 10.3.x.0/24 is directly connected, GigabitEthernet0/0.3x 10.3.x.1/32 is directly connected, GigabitEthernet0/0.3x 10.10.x.0/24 is directly connected, GigabitEthernet0/0.1 10.10.x.1/32 is directly connected, GigabitEthernet0/0.1 192.168.xx.0/24 is variably subnetted, 2 subnets, 2 masks 192.168.xx.0/24 is directly connected, GigabitEthernet0/1 192.168.xx.1/32 is directly connected, GigabitEthernet0/1



PxR2#show ip route Gateway of last resort is 10.3.x.1 to network 0.0.0.0 S* C L PxR2#



0.0.0.0/0 [1/0] via 10.3.x.1 10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks 10.3.x.0/24 is directly connected, GigabitEthernet0/0 10.3.x.2/32 is directly connected, GigabitEthernet0/0



60. View PxR1’s ACLs to verify that they are correct. PxR1#show access-lists Standard IP access list 5 10 permit 10.10.x.0, wildcard bits 0.0.0.255 20 permit 10.1.x.0, wildcard bits 0.0.0.255 30 permit 10.2.x.0, wildcard bits 0.0.0.255 40 permit 10.3.x.0, wildcard bits 0.0.0.255 Extended IP access list 100 10 deny tcp host 10.1.x.10 host 192.168.xx.3 eq telnet 20 deny tcp host 10.2.x.20 host 192.168.xx.3 eq telnet 30 permit ip any any PxR1#
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Verify PAT on PxR1 61. Enable IP NAT debugging on PxR1. PxR1#debug ip nat



62. Ping the TFTP server (172.16.1.1) from your switch. You should see the debug activity on PxR1 as NAT processes the traffic going from the switch to the TFTP server and back. PxSW#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/203/1006 ms PxSW# PxR1# *Mar *Mar *Mar *Mar *Mar *Mar *Mar *Mar *Mar *Mar



2 2 2 2 2 2 2 2 2 2



13:44:47.707: 13:44:47.711: 13:44:47.711: 13:44:47.711: 13:44:47.715: 13:44:47.715: 13:44:47.715: 13:44:47.719: 13:44:47.719: 13:44:47.719:



NAT*: NAT*: NAT*: NAT*: NAT*: NAT*: NAT*: NAT*: NAT*: NAT*:



s=10.10.x.3->192.168.xx.1, d=172.16.1.1 s=172.16.1.1, d=192.168.xx.1->10.10.x.3 s=10.10.x.3->192.168.xx.1, d=172.16.1.1 s=172.16.1.1, d=192.168.xx.1->10.10.x.3 s=10.10.x.3->192.168.xx.1, d=172.16.1.1 s=172.16.1.1, d=192.168.xx.1->10.10.x.3 s=10.10.x.3->192.168.xx.1, d=172.16.1.1 s=172.16.1.1, d=192.168.xx.1->10.10.x.3 s=10.10.x.3->192.168.xx.1, d=172.16.1.1 s=172.16.1.1, d=192.168.xx.1->10.10.x.3



[0] [21072] [1] [21073] [2] [21074] [3] [21075] [4] [21076]



63. Examine PxR1’s NAT table to verify that you see the translations. (The default timeout for ICMP is 60 seconds so if you miss them, do the ping from PxSW again.) PxR1#show ip nat translations Pro Inside global Inside local icmp 192.168.xx.1:1 10.10.x.3:1



Outside local 172.16.1.1:1



Outside global 172.16.1.1:1



You should see “Inside local” entries from the switch’s address (10.10.x.3) translated to “Inside global” addresses (overloaded on the address on Gi0/1 (192.168.xx.1). 64. Disable all debugging on PxR1. PxR1#undebug all
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Verify connectivity 65. To verify connectivity, perform the following tests. Ensure that you are on the correct device and using the correct target addresses. Note



When doing an SSH, if you get a Security Alert, click on the Yes button.



Test



Expected Result



Ping from PxSW to PxR1 (10.10.x.1)



Yes



Ping from PxSW to TFTP server (172.16.1.1)



Yes



Ping from PxSW to core router (192.168.xx.3)



Yes



Telnet from PxSW to core router (192.168.xx.3)



Yes



Ping from PC1 to PxR1 (10.1.x.1)



Yes



Ping from PC1 to TFTP server (172.16.1.1)



Yes



Ping from PC1 to core router (192.168.xx.3)



Yes



Telnet from PC1 to core router (192.168.xx.3)



No



SSH from PC1 to PxSW (10.10.x.3)



Yes



SSH from PC1 to PxR1 (10.1.x.1)



Yes



SSH from PC1 to PxR2 (10.3.x.2)



Yes



Ping from PC2 to PxR1 (10.2.x.1)



Yes



Ping from PC2 to core router (192.168.xx.3)



Yes



Ping from PC2 to TFTP server (172.16.1.1)



Yes



Telnet from PC2 to core router (192.168.xx.3)



No



Ping from PxR2 to PxR1 (10.3.x.1)



Yes



Ping from PxR2 to TFTP server (172.16.1.1)



Yes
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Verify IPv6 66. Verify that PxR1’s GigabitEthernet 0/0 subinterfaces and GigabitEthernet 0/1interface are “up/up”, and that they have the correct IPv6 global unicast addresses. PxR1#show ipv6 interface brief Em0/0 [administratively down/down] unassigned GigabitEthernet0/0 [up/up] unassigned GigabitEthernet0/0.1 [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:10:x::1 GigabitEthernet0/0.1x [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:1:x::1 GigabitEthernet0/0.2x [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:2:x::1 GigabitEthernet0/0.3x [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:3:x::1 GigabitEthernet0/1 [up/up] FE80::AEF2:C5FF:FE2B:20E1 2001:DB8:168:xx:AEF2:C5FF:FE2B:20E1 Serial0/0/0 [administratively down/down] unassigned Serial0/0/1 [administratively down/down] unassigned NVI0 [up/up] unassigned PxR1#



67. Verify that PxR2’s GigabitEthernet 0/0 interface is “up/up”, and that it has the correct IPv6 global unicast address. PxR2#show ipv6 interface brief Em0/0 [administratively unassigned GigabitEthernet0/0 [up/up] FE80::AEF2:C5FF:FE83:2120 2001:DB8:3:x::2 GigabitEthernet0/1 [administratively unassigned Serial0/0/0 [administratively unassigned Serial0/0/1 [administratively unassigned PxR2#
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down/down]



down/down] down/down] down/down]



© Global Knowledge Training LLC



Lab 1: ICND1 Review Lab



68. View the IPv6 routing tables on your PxRy routers. You should see static, connected, and local routes. PxR1#show ipv6 route Codes: C - Connected, L - Local, S - Static, U - Per-user Static route B - BGP, R - RIP, I1 - ISIS L1, I2 - ISIS L2 IA - ISIS interarea, IS - ISIS summary, D - EIGRP, EX - EIGRP external ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect O - OSPF Intra, OI - OSPF Inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2 ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2 S ::/0 [1/0] via 2001:DB8:168:xx::3, GigabitEthernet0/1 C 2001:DB8:1:x::/64 [0/0] via GigabitEthernet0/0.1x, directly connected L 2001:DB8:1:x::1/128 [0/0] via GigabitEthernet0/0.1x, receive C 2001:DB8:2:x::/64 [0/0] via GigabitEthernet0/0.2x, directly connected L 2001:DB8:2:x::1/128 [0/0] via GigabitEthernet0/0.2x, receive C 2001:DB8:3:x::/64 [0/0] via GigabitEthernet0/0.3x, directly connected L 2001:DB8:3:x::1/128 [0/0] via GigabitEthernet0/0.3x, receive C 2001:DB8:10:x::/64 [0/0] via GigabitEthernet0/0.1, directly connected L 2001:DB8:10:x::1/128 [0/0] via GigabitEthernet0/0.1, receive NDp 2001:DB8:168:xx::/64 [2/0] via GigabitEthernet0/1, directly connected L 2001:DB8:168:xx:AEF2:C5FF:FE2B:20E1/128 [0/0] via GigabitEthernet0/1, receive L FF00::/8 [0/0] via Null0, receive PxR1# PxR2#show ipv6 route IPv6 Routing Table - default - 4 entries Codes: C - Connected, L - Local, S - Static, U - Per-user Static route B - BGP, R - RIP, I1 - ISIS L1, I2 - ISIS L2 IA - ISIS interarea, IS - ISIS summary, D - EIGRP, EX - EIGRP external ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect O - OSPF Intra, OI - OSPF Inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2 ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2 S ::/0 [1/0] via 2001:DB8:3:x::1, GigabitEthernet0/0 C 2001:DB8:3:x::/64 [0/0] via GigabitEthernet0/0, directly connected L 2001:DB8:3:x::2/128 [0/0] via GigabitEthernet0/0, receive L FF00::/8 [0/0] via Null0, receive PxR2#
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69. From PxR2, ping the PxR1’s IPv6 address. The ping should be successful. PxR2#ping 2001:db8:3:x::1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 2001:DB8:3:x::1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms PxR2#



70. From PxR1, ping the core router’s IPv6 address. The ping should be successful. PxR1#ping 2001:db8:168:xx::3 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 2001:DB8:168:xx::3, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms PxR1#



71. From PxR1, trace to the core router’s IPv6 address. The trace should be successful. PxR1#traceroute 2001:db8:168:xx::3 Type escape sequence to abort. Tracing the route to 2001:DB8:168:xx::3 1 2001:DB8:168:xx::3 0 msec 0 msec 4 msec PxR1#



72. From PxR1, telnet to the core router’s IPv6 address. The telnet should be successful; exit the telnet. PxR1#telnet 2001:db8:168:xx::3 Trying 2001:DB8:168:xx::3 ... Open User Access Verification Password:cisco core-ro>exit [Connection to 2001:db8:168:xx::3 closed by foreign host] PxR1#



Configure and verify port security on your PxSW 73. Display only the dynamically learned MAC addresses on your switch. PxSW#show mac address dynamic Mac Address Table ------------------------------------------Vlan ---1 1x 1x 1x 2x 2x 2x
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Mac Address ----------acf2.c52b.20e0 000c.2971.073f 001c.573e.0e0d acf2.c52b.20e0 000c.297c.a788 001c.573e.0e0e acf2.c52b.20e0



Type -------DYNAMIC DYNAMIC DYNAMIC DYNAMIC DYNAMIC DYNAMIC DYNAMIC



Ports ----Fa0/1 Fa0/9 Fa0/9 Fa0/1 Fa0/10 Fa0/10 Fa0/1
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Lab 1: ICND1 Review Lab 3x acf2.c52b.20e0 DYNAMIC Fa0/1 3x acf2.c583.2120 DYNAMIC Fa0/2 Total Mac Addresses for this criterion: 9



Write down the MAC address for your PxR2 router, which is shown as the dynamically learned address on the switch's FastEthernet 0/2 interface. 74. Configure interface FastEthernet 0/2 (which is connected to PxR2) for access mode and enable port security on it. Configure the port to accept only one MAC address and to shutdown if it encounters another address. Enable MAC address sticky learning. PxSW#conf t Enter configuration commands, one per line. End with CNTL/Z. PxSW(config)#interface fa0/2 PxSW(config-if)#switchport mode access PxSW(config-if)#switchport port-security PxSW(config-if)#switchport port-security max 1 PxSW(config-if)#switchport port-security violation shutdown PxSW(config-if)#switchport port-security mac-address sticky PxSW(config-if)#end



75. Connect to the console of your PxR2 router and ping 10.3.x.1 on PxR1 to cause traffic to go from the router to the switch, via the secure interface FastEthernet 0/2 on the switch. PxR2#ping 10.3.x.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 10.3.x.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms PxR2#



76. Examine the MAC address table on the switch to confirm that the MAC address of PxR2 is statically learned. PxSW#show mac address-table Mac Address Table ------------------------------------------Vlan Mac Address Type Ports ------------------------1 acf2.c52b.20e0 DYNAMIC Fa0/1 1x 000c.2971.073f DYNAMIC Fa0/9 1x 001c.573e.0e0d DYNAMIC Fa0/9 1x acf2.c52b.20e0 DYNAMIC Fa0/1 2x 000c.297c.a788 DYNAMIC Fa0/10 2x 001c.573e.0e0e DYNAMIC Fa0/10 2x acf2.c52b.20e0 DYNAMIC Fa0/1 3x acf2.c52b.20e0 DYNAMIC Fa0/1 3x acf2.c583.2120 STATIC Fa0/2 Total Mac Addresses for this criterion: 29 PxSW#



77. Change the MAC address on PxR2’s GigabitEthernet 0/0 interface to 4200.0000.0001. PxR2#configure terminal PxR2(config)#interface gigabitethernet 0/0 PxR2(config-if)#mac-address 4200.0000.0001
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Lab 1: ICND1 Review Lab



The interface on the router should go down. *Mar 3 02:13:38.480: %LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed stat e to down *Mar 3 02:13:39.480: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEth ernet0/0, changed state to down



Examine the messages on the switch. PxSW# *Mar 1 13:56:07.255: %PM-4-ERR_DISABLE: psecure-violation error detected on Fa0 /2, putting Fa0/2 in err-disable state PxSW# *Mar 1 13:56:07.263: %PORT_SECURITY-2-PSECURE_VIOLATION: Security violation occ urred, caused by MAC address 4200.0000.0001 on port FastEthernet0/2. PxSW# *Mar 1 13:56:08.261: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthern et0/2, changed state to down *Mar 1 13:56:09.268: %LINK-3-UPDOWN: Interface FastEthernet0/2, changed state t o down



78. Try to ping your 10.3.x.1 again from your PxR2 to verify that port security is working. PxR2(config-if)#end PxR2#ping 10.3.x.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 10.3.x.1, timeout is 2 seconds: ..... Success rate is 0 percent (0/5) PxR2#



79. Display the status of the switch’s FastEthernet 0/2 interface; it should be in an “errdisabled” state. PxSW#show interface fa 0/2 FastEthernet0/2 is down, line protocol is down (err-disabled) Hardware is Fast Ethernet, address is 2401.c70f.4d82 (bia 2401.c70f.4d82) PxSW#



80. Examine the port-security status of interface FastEthernet 0/2 on the switch to verify that it is Secure-shutdown. PxSW#show port-security interface fa0/2 Port Security : Enabled Port Status : Secure-shutdown Violation Mode : Shutdown Aging Time : 0 mins Aging Type : Absolute SecureStatic Address Aging : Disabled Maximum MAC Addresses : 1 Total MAC Addresses : 1 Configured MAC Addresses : 0 Sticky MAC Addresses : 1 Last Source Address:Vlan : 4200.0000.0001:3x Security Violation Count : 1 PxSW#
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Lab 1: ICND1 Review Lab



81. Remove the configured MAC address on PxR2’s GigabitEthernet 0/0 interface. PxR2#config t PxR2(config)#interface gigabitethernet 0/0 PxR2(config-if)#no mac-address



82. Clear the err-disable state on the FastEthernet 0/2 interface of the switch (using the shutdown command followed by the no shutdown command). Exit config mode. PxSW(config)#interface fa0/2 PxSW(config-if)#shutdown PxSW(config-if)# *Mar 1 14:02:08.300: %LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively down PxSW(config-if)#no shutdown PxSW(config-if)# *Mar 1 14:02:14.239: %LINK-3-UPDOWN: Interface FastEthernet0/2, changed state t o up *Mar 1 14:02:15.246: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthern et0/2, changed state to up PxSW(config-if)#end



83. Observe that the interface on PxR2 comes up. Ping from PxR2 to 10.10.x.1, to verify that it is working. PxR2# *Mar 3 02:19:46.464: %LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed stat e to up *Mar 3 02:19:47.464: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEth ernet0/0, changed state to up



Remove port security 84. Remove port security from the switch’s interface FastEthernet 0/2, remove the violation mode, remove the sticky MAC address, and remove the access mode. PxSW(config)#interface fa0/2 PxSW(config-if)#no switchport PxSW(config-if)#no switchport PxSW(config-if)#no switchport PxSW(config-if)#no switchport



port-security port-security violation shutdown port-security mac-address sticky mode access



85. Examine the running configuration for the FastEthernet 0/2 interface to verify that there are not any port security configuration commands on that interface. PxSW#show run interface fa0/1 Building configuration... Current configuration : 33 bytes ! interface FastEthernet0/1 end PxSW#
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Configure OSPF You will now remove PAT and the default route from PxR1 and configure it for singlearea OSPF, with the core router. PxR2 will continue to have its default route to PxR1 for now; this will be changed in a later lab. 86. On PxR1, remove the PAT configuration, including the inside and outside interface configurations, ACL 5, and the translation command. PxR1(config)#interface GigabitEthernet 0/1 PxR1(config-if)#no ip nat outside PxR1(config-if)#interface GigabitEthernet 0/0.1 PxR1(config-subif)#no ip nat inside PxR1(config-subif)#interface GigabitEthernet 0/0.1x PxR1(config-subif)#no ip nat inside PxR1(config-subif)#interface GigabitEthernet 0/0.2x PxR1(config-subif)#no ip nat inside PxR1(config-subif)#interface GigabitEthernet 0/0.3x PxR1(config-subif)#no ip nat inside PxR1(config-subif)#exit PxR1(config)#no access-list 5 PxR1(config)#no ip nat inside source list 5 interface Gi0/1 overload PxR1(config)#



87. Remove PxR1’s default route to the core router (192.168.xx.3). PxR1(config)#no ip route 0.0.0.0 0.0.0.0 192.168.xx.3



88. On PxR1 create an OSPF process, using OSPF process ID of 1 and manually configure the router ID to 1.1.x.1, where x is your pod number. PxR1(config)#router ospf 1 PxR1(config-router)#router-id 1.1.x.1



89. For PxR1 configure all of the GigabitEthernet 0/0 subinterfaces and the GigabitEthernet 0/1 interface in OSPF area 0. PxR1(config-router)#network PxR1(config-router)#network PxR1(config-router)#network PxR1(config-router)#network PxR1(config-router)#network



10.10.x.0 0.0.0.255 area 0 10.1.x.0 0.0.0.255 area 0 10.2.x.0 0.0.0.255 area 0 10.3.x.0 0.0.0.255 area 0 192.168.xx.0 0.0.0.255 area 0



Verify OSPF functionality 90. Examine your PxR1 OSPF neighbor table; verify that it has one OSPF neighbor, the core router. PxR1#show ip ospf neighbor Neighbor ID 2.2.2.2 t0/1
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Pri 1



State FULL/DR



Dead Time 00:00:38



Address 192.168.xx.3



Interface GigabitEtherne
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91. Display PxR1’s IP routing table. You should see routes from the core, and possibly from other pods in the routing table. Note



The following routing table is from the example P6R1 router. The actual routes will vary depending on the number of pods in use and how they are configured.



P6R1#show ip route Gateway of last resort is not set



O C L O C L O C L O C L O O O O O O O C L P6R1#



10.0.0.0/8 is variably subnetted, 12 subnets, 2 masks 10.1.5.0/24 [110/3] via 192.168.66.3, 00:01:52, GigabitEthernet0/1 10.1.6.0/24 is directly connected, GigabitEthernet0/0.16 10.1.6.1/32 is directly connected, GigabitEthernet0/0.16 10.2.5.0/24 [110/3] via 192.168.66.3, 00:01:52, GigabitEthernet0/1 10.2.6.0/24 is directly connected, GigabitEthernet0/0.26 10.2.6.1/32 is directly connected, GigabitEthernet0/0.26 10.3.5.0/24 [110/3] via 192.168.66.3, 00:01:52, GigabitEthernet0/1 10.3.6.0/24 is directly connected, GigabitEthernet0/0.36 10.3.6.1/32 is directly connected, GigabitEthernet0/0.36 10.10.5.0/24 [110/3] via 192.168.66.3, 00:01:52, GigabitEthernet0/1 10.10.6.0/24 is directly connected, GigabitEthernet0/0.1 10.10.6.1/32 is directly connected, GigabitEthernet0/0.1 172.16.0.0/24 is subnetted, 1 subnets 172.16.1.0 [110/2] via 192.168.66.3, 00:01:52, GigabitEthernet0/1 192.168.1.0/27 is subnetted, 1 subnets 192.168.1.192 [110/65] via 192.168.66.3, 00:01:52, GigabitEthernet0/1 192.168.11.0/24 [110/2] via 192.168.66.3, 00:01:52, GigabitEthernet0/1 192.168.22.0/24 [110/2] via 192.168.66.3, 00:01:52, GigabitEthernet0/1 192.168.33.0/24 [110/2] via 192.168.66.3, 00:01:52, GigabitEthernet0/1 192.168.44.0/24 [110/2] via 192.168.66.3, 00:01:52, GigabitEthernet0/1 192.168.55.0/24 [110/2] via 192.168.66.3, 00:01:52, GigabitEthernet0/1 192.168.66.0/24 is variably subnetted, 2 subnets, 2 masks 192.168.66.0/24 is directly connected, GigabitEthernet0/1 192.168.66.1/32 is directly connected, GigabitEthernet0/1



Verify end-to-end connectivity with OSPF 92. Ping the TFTP server (172.16.1.1) from PxR1, PxR2, PxSW, PC1, and PC2. All pings should be successful. If not, you will need to troubleshoot the problem by checking the configurations and if the problem persists you will need to seek assistance. PxR1#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms PxR1# PxR2#ping 172.16.1.1 Type escape sequence to abort.
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Lab 1: ICND1 Review Lab Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms PxR2# PxSW#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/9 ms PxSW#



Here’s PC1 pinging the TFTP server:



Here’s PC2 pinging the TFTP server:



Save the configurations 93. Save the running configuration to NVRAM on all devices under your control. PxSW#copy running-config startup-config PxR1#copy running-config startup-config PxR2#copy running-config startup-config



Lab Complete L1-38
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Lab 1: ICND1 Review Lab



Completed Configuration Your configurations should be similar to the examples below. PC1 has address 10.1.x.10, with subnet mask 255.255.255.0. Its default gateway is set to 10.1.x.1. PC2 has address 10.2.x.20, with subnet mask 255.255.255.0. Its default gateway is set to 10.2.x.1. Note



These example configurations include no shutdown commands on some interfaces and the crypto key generate rsa modulus 1024 command. You will not see these commands in the output of the show running-config command. In the PxSW configuration you will also see more detail in the crypto pki certificate section in the output of the show running-config command.



PxSW: version 15.0 no service pad service timestamps debug datetime msec service timestamps log datetime msec no service password-encryption ! hostname PxSW ! boot-start-marker boot-end-marker ! enable secret 5 $1$MwWB$mlGhntn.NW88DZkZ6Bu5E0 ! username ccna secret 5 $1$4ply$OXbD45OeKajioPlV5EHdQ0 no aaa new-model system mtu routing 1500 vtp mode transparent ! ! no ip domain-lookup ip domain-name cisco.com ! crypto key generate rsa modulus 1024 ! crypto pki trustpoint TP-self-signed-3339668864 enrollment selfsigned subject-name cn=IOS-Self-Signed-Certificate-3339668864 revocation-check none rsakeypair TP-self-signed-3339668864 ! ! crypto pki certificate chain TP-self-signed-3339668864 certificate self-signed 01 nvram:IOS-Self-Sig#5.cer !
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Lab 1: ICND1 Review Lab ! ! spanning-tree mode pvst spanning-tree extend system-id ! vlan internal allocation policy ascending ! vlan 1x name VLAN1x ! vlan 2x name VLAN2x ! vlan 3x name VLAN3x ! ip ssh version 2 ! ! ! ! ! interface FastEthernet0/1 switchport trunk allowed vlan 1,1x,2x,3x switchport mode trunk ! interface FastEthernet0/2 switchport access vlan 3x ! interface FastEthernet0/3 ! interface FastEthernet0/4 ! interface FastEthernet0/5 ! interface FastEthernet0/6 ! interface FastEthernet0/7 ! interface FastEthernet0/8 ! interface FastEthernet0/9 switchport access vlan 1x ! interface FastEthernet0/10 switchport access vlan 2x ! interface FastEthernet0/11 shutdown ! interface FastEthernet0/12 shutdown ! interface FastEthernet0/13 ! interface FastEthernet0/14 ! interface FastEthernet0/15
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Lab 1: ICND1 Review Lab ! interface FastEthernet0/16 ! interface FastEthernet0/17 ! interface FastEthernet0/18 ! interface FastEthernet0/19 ! interface FastEthernet0/20 ! interface FastEthernet0/21 ! interface FastEthernet0/22 ! interface FastEthernet0/23 ! interface FastEthernet0/24 ! interface GigabitEthernet0/1 ! interface GigabitEthernet0/2 ! interface Vlan1 ip address 10.10.x.3 255.255.255.0 no shutdown ! ip default-gateway 10.10.x.1 ip http server ip http secure-server logging esm config ! line con 0 exec-timeout 60 0 logging synchronous login local line vty 0 4 exec-timeout 60 0 logging synchronous login local transport input ssh line vty 5 15 exec-timeout 60 0 logging synchronous login local transport input ssh ! end



PxR1: version 15.2 service timestamps debug datetime msec service timestamps log datetime msec no service password-encryption ! hostname PxR1 ! boot-start-marker
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Lab 1: ICND1 Review Lab boot-end-marker ! ! enable secret 4 NUtXpRU892oGmKT2hPuxM6rMJlDMKfYF3czf8T.rrWA ! no aaa new-model ! ip cef ! ! ! ! ! ! no ip domain lookup ip domain name cisco.com ipv6 unicast-routing ipv6 cef multilink bundle-name authenticated ! ! ! ! license udi pid CISCO2901/K9 sn FTX170480E4 ! crypto key generate rsa modulus 1024 ! username ccna secret 4 tnhtc92DXBhelxjYk8LWJrPV36S2i4ntXrpb4RFmfqY ! ! ip ssh version 2 csdb tcp synwait-time 30 csdb tcp idle-time 3600 csdb tcp finwait-time 5 csdb tcp reassembly max-memory 1024 csdb tcp reassembly max-queue-length 16 csdb udp idle-time 30 csdb icmp idle-time 10 csdb session max-session 65535 ! ! ! ! interface Embedded-Service-Engine0/0 no ip address shutdown ! interface GigabitEthernet0/0 no ip address speed auto duplex auto no shutdown ! interface GigabitEthernet0/0.1 encapsulation dot1Q 1 native ip address 10.10.x.1 255.255.255.0 ipv6 address 2001:DB8:10:x::1/64 no shutdown
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Lab 1: ICND1 Review Lab ! interface GigabitEthernet0/0.1x encapsulation dot1Q 1x ip address 10.1.x.1 255.255.255.0 ip access-group 100 in ipv6 address 2001:DB8:1:x::1/64 no shutdown ! interface GigabitEthernet0/0.2x encapsulation dot1Q 2x ip address 10.2.x.1 255.255.255.0 ip access-group 100 in ipv6 address 2001:DB8:2:x::1/64 no shutdown ! interface GigabitEthernet0/0.3x encapsulation dot1Q 3x ip address 10.3.x.1 255.255.255.0 ipv6 address 2001:DB8:3:x::1/64 no shutdown ! interface GigabitEthernet0/1 ip address 192.168.xx.1 255.255.255.0 speed auto duplex auto ipv6 address autoconfig no shutdown ! interface Serial0/0/0 no ip address shutdown ! interface Serial0/0/1 no ip address shutdown ! router ospf 1 router-id 1.1.x.1 network 10.1.x.0 0.0.0.255 area 0 network 10.2.x.0 0.0.0.255 area 0 network 10.3.x.0 0.0.0.255 area 0 network 10.10.x.0 0.0.0.255 area 0 network 192.168.xx.0 0.0.0.255 area 0 ! ip forward-protocol nd ! no ip http server no ip http secure-server ! ! access-list 100 deny tcp host 10.1.x.10 host 192.168.xx.3 eq telnet access-list 100 deny tcp host 10.2.x.20 host 192.168.xx.3 eq telnet access-list 100 permit ip any any ipv6 route ::/0 GigabitEthernet0/1 2001:DB8:168:xx::3 ! ! ! control-plane
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Lab 1: ICND1 Review Lab ! ! ! line con 0 exec-timeout 60 0 logging synchronous login local line aux 0 line 2 no activation-character no exec transport preferred none transport input all transport output pad telnet rlogin lapb-ta mop udptn v120 ssh stopbits 1 line vty 0 4 exec-timeout 60 0 logging synchronous login local transport input ssh line vty 5 15 exec-timeout 60 0 logging synchronous login local transport input ssh ! scheduler allocate 20000 1000 ! end



PxR2: version 15.2 service timestamps debug datetime msec service timestamps log datetime msec no service password-encryption ! hostname PxR2 ! boot-start-marker boot-end-marker ! ! enable secret 4 NUtXpRU892oGmKT2hPuxM6rMJlDMKfYF3czf8T.rrWA ! no aaa new-model ! ip cef ! ! ! ! ! ! no ip domain lookup ip domain name cisco.com ipv6 unicast-routing ipv6 cef
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Lab 1: ICND1 Review Lab multilink bundle-name authenticated ! ! ! ! license udi pid CISCO2901/K9 sn FTX170480EA ! crypto key generate rsa modulus 1024 ! username ccna secret 4 tnhtc92DXBhelxjYk8LWJrPV36S2i4ntXrpb4RFmfqY ! ! ip ssh version 2 csdb tcp synwait-time 30 csdb tcp idle-time 3600 csdb tcp finwait-time 5 csdb tcp reassembly max-memory 1024 csdb tcp reassembly max-queue-length 16 csdb udp idle-time 30 csdb icmp idle-time 10 csdb session max-session 65535 ! ! ! ! interface Embedded-Service-Engine0/0 no ip address shutdown ! interface GigabitEthernet0/0 ip address 10.3.x.2 255.255.255.0 speed auto duplex auto ipv6 address 2001:DB8:3:x::2/64 no shutdown ! interface GigabitEthernet0/1 no ip address shutdown speed auto duplex auto ! interface Serial0/0/0 no ip address shutdown clock rate 2000000 ! interface Serial0/0/1 no ip address shutdown ! ip forward-protocol nd ! no ip http server no ip http secure-server ! ip route 0.0.0.0 0.0.0.0 10.3.x.1 !
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Lab 1: ICND1 Review Lab ipv6 route ::/0 GigabitEthernet0/0 2001:DB8:3:x::1 ! ! ! control-plane ! ! ! line con 0 exec-timeout 60 0 logging synchronous login local line aux 0 line 2 no activation-character no exec transport preferred none transport input all transport output pad telnet rlogin lapb-ta mop udptn v120 ssh stopbits 1 line vty 0 4 exec-timeout 60 0 logging synchronous login local transport input ssh line vty 5 15 exec-timeout 60 0 logging synchronous login local transport input ssh ! scheduler allocate 20000 1000 ! end
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Chapter review 

eBook versions and licenses are also available for most titles. For more information .... Chapter 11: Connecting to MySQL with PHP and SQL ....................................
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LAB de création et de fabrication numérique LAB City ... - Chroniques 

29 janv. 2017 - Appel à participation - LAB de création et de fabrication numérique ... mènera cette co-création au côté du designer Bruxellois Damien Gernay.
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Imagine la culture de demain Guide du Lab - European Lab 

15 mai 2015 - Macadam I FR pascale bonniel-Chalier. La terre est ronde I FR. Coffee & experts : CoopÃ©rations euro- pÃ©ennes et mobilitÃ©. Ã€ l'heure oÃ¹ tout le ...
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Kaspersky Lab Licence .fr 

RESELLER: CAP SYNERGY. Address: 1 Voie Felix EBOUE. Support Requests: [email protected]. DISTRIBUTOR: Afina. Address: 171 avenue Georges ...
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