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Introduction



Security in the IoT



Internet of Things



I connect all devices and services I 46 billions devices by 2021 I transport huge amounts of data



(c) Internet Security Buzz
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Introduction



Security in the IoT



And Security?



A. Blanchard, N. Kosmatov, F.Loulergue
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Introduction



An overview of Frama-C



Outline Introduction Security in the IoT An overview of Frama-C The Contiki operating system Verification of absence of runtime errors using EVA Deductive verification using WP Runtime Verification using E-ACSL Conclusion
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Introduction



An overview of Frama-C



Frama-C Historical Context I 90’s: CAVEAT, Hoare logic-based tool for C code at CEA I 2000’s: CAVEAT used by Airbus during certification process of the A380 (DO-178 level A qualification) I 2002: Why and its C front-end Caduceus (at INRIA) I 2004: start of Frama-C project as a successor to CAVEAT and Caduceus I 2008: First public release of Frama-C (Hydrogen) I 2012: WP: Weakest-precondition based plugin I 2012: E-ACSL: Runtime Verification plugin I 2013: CEA Spin-off TrustInSoft I 2016: Eva: Evolved Value Analysis I 2016: Frama-Clang: C++ extension I 2017: Frama-C Sulfur (v.16) I Today: Frama-C Chlorine (v.17) A. Blanchard, N. Kosmatov, F.Loulergue
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Introduction



An overview of Frama-C



Frama-C Open-Source Distribution Framework for Analysis of source code written in ISO 99 C [Kirchner et al, FAC’15]



I analysis of C code extended with ACSL annotations I ACSL Specification Language I langua franca of Frama-C analyzers



I mostly open-source (LGPL 2.1)



http://frama-c.com I also proprietary extensions and distributions I targets both academic and industrial usage



A. Blanchard, N. Kosmatov, F.Loulergue
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Introduction



An overview of Frama-C



Example: a C Program Annotated in ACSL /∗@ requires n>=0 && \valid(t+(0..n−1)); assigns \nothing; ensures \result != 0 (\forall integer j; 0 t[j] == 0); ∗/ int all zeros(int t[], int n) { int k; /∗@ loop invariant 0 =0 ) return x ; return −x ; } I I I I



The returned value is not always as expected. For x=INT MIN, −x cannot be represented by an int and overflows Example: on 32-bit, INT MIN= −231 while INT MAX= 231 − 1 Run WP: frama-c-gui -wp -wp-rte 01-abs-1.c
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Deductive verification using WP



Function contracts



Safety warnings: arithmetic overflows



Absence of arithmetic overflows can be important to check I A sad example: crash of Ariane 5 in 1996 WP can automatically check the absence of runtime errors I Use the command frama-c-gui -wp -wp-rte file.c I It generates VCs to ensure that runtime errors do not occur I in particular, arithmetic operations do not overflow



I If not proved, an error may occur.
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Deductive verification using WP



Function contracts



Example 1 (Continued) - Solution Run WP: frama-c-gui -wp -wp-rte 01-abs-2.c This completely specified program is proved: #include /∗@ requires x > INT MIN; ensures (x >= 0 ==> \result == x) && (x < 0 ==> \result == −x); assigns \nothing; ∗/ int abs ( int x ) { if ( x >=0 ) return x ; return −x ; }



A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 2



Specify and prove the following program: // returns the maximum of a and b int max ( int a, int b ) { if ( a > b ) return a ; return b ; }
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Deductive verification using WP



Function contracts



Example 2 (Continued) - Find the error Run WP: frama-c-gui -wp -wp-rte 02-max-1.c The following program is proved. Do you see any error? /∗@ ensures \result >= a && \result >= b; ∗/ int max ( int a, int b ) { if ( a >= b ) return a ; return b ; }



A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 2 (Continued) - A wrong version Run WP: frama-c-gui -wp -wp-rte 02-max-2.c This is a wrong implementation that is also proved. Why? #include /∗@ ensures \result >= a && \result >= b; ∗/ int max ( int a, int b ) { return INT MAX ; } I Our specification is incomplete I Should say that the returned value is one of the arguments



A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 2 (Continued) - Another issue The following program is proved. Do you see any issue? /∗@ ensures \result >= a && \result >= b; ensures \result == a || \result == b ; ∗/ int max ( int a, int b ) { if ( a >= b ) return a ; return b ; }



A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 2 (Continued) - Another issue Run WP: frama-c-gui -wp -wp-rte 02-max-3.c With this specification, we cannot prove the following program. Why? /∗@ ensures \result >= a && \result >= b ; ensures \result == a || \result == b ; ∗/ int max(int a, int b); extern int v ; int main(){ v = 3; int r = max(4,2); //@ assert v == 3 ; } I Again, our specification is incomplete I Should say that max does not modify any memory location A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Assigns clause



The clause assigns v1, v2, ... , vN; I Part of the postcondition I Specifies which (non local) variables can be modified by the function I If nothing can be modified, specify assigns \nothing
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Deductive verification using WP



Function contracts



Example 2 (Continued) - Solution Run WP: frama-c-gui -wp -wp-rte 02-max-4.c This completely specified program is proved: /∗@ ensures \result >= a && \result >= b; ensures \result == a || \result == b; assigns \nothing; ∗/ int max ( int a, int b ) { if ( a >= b ) return a ; return b ; }



A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 3



Specify and prove the following program: // returns the maximum of ∗p and ∗q int max ptr ( int ∗p, int ∗q ) { if ( ∗p >= ∗q ) return ∗p ; return ∗q ; }
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Deductive verification using WP



Function contracts



Example 3 (Continued) - A proof failure Run WP: frama-c-gui -wp -wp-rte 03-max ptr-1.c Explain the proof failure for the program: /∗@ ensures \result >= ∗p && \result >= ∗q; ensures \result == ∗p || \result == ∗q; ∗/ int max ptr ( int ∗p, int ∗q ) { if ( ∗p >= ∗q ) return ∗p ; return ∗q ; } I Nothing ensures that pointers p, q are valid I It must be ensured either by the function, or by its precondition A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Safety warnings: invalid memory accesses



An invalid pointer or array access may result in a segmentation fault or memory corruption. I WP can automatically generate VCs to check memory access validity I use the command frama-c-gui -wp -wp-rte file.c



I They ensure that each pointer (array) access has a valid offset (index) I If the function assumes that an input pointer is valid, it must be stated in its precondition, e.g. I \valid(p) for one pointer p I \valid(p+0..2) for a range of offsets p, p+1, p+2



A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 3 (Continued) - Another issue Run WP: frama-c-gui -wp -wp-rte 03-max ptr-2.c The following program is proved. Do you see any issue? /∗@ requires \valid(p) && \valid(q); ensures \result >= ∗p && \result >= ∗q; ensures \result == ∗p || \result == ∗q; ∗/ int max ptr ( int ∗p, int ∗q ) { if ( ∗p >= ∗q ) return ∗p ; return ∗q ; }



A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 3 (Continued) - A wrong version Run WP: frama-c-gui -wp -wp-rte 03-max ptr-3.c This is a wrong implementation that is also proved. Why? /∗@ requires \valid(p) && \valid(q); ensures \result >= ∗p && \result >= ∗q; ensures \result == ∗p || \result == ∗q; ∗/ int max ptr ( int ∗p, int ∗q ) { ∗p = 0; ∗q = 0; return 0 ; } I Our specification is incomplete I Should say that the function cannot modify ∗p and ∗q A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Assigns clause



The clause assigns v1, v2, ... , vN; I Part of the postcondition I Specifies which (non local) variables can be modified by the function I If nothing can be modified, specify assigns \nothing I Avoids to state for all unchanged global variables v: ensures \old(v) == v; I Avoids to forget one of them: explicit permission is required



A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 3 (Continued) - Solution Run WP: frama-c-gui -wp -wp-rte 03-max ptr-4.c This completely specified program is proved: /∗@ requires \valid(p) && \valid(q); ensures \result >= ∗p && \result >= ∗q; ensures \result == ∗p || \result == ∗q; assigns \nothing; ∗/ int max ptr ( int ∗p, int ∗q ) { if ( ∗p >= ∗q ) return ∗p ; return ∗q ; } The wrong version is not proved wrt. this specification. A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 4



Specify and prove the following program (file 04-swap-0.c): /∗ swaps two pointed values ∗/ void swap(int ∗a, int ∗b){ int tmp = ∗a ; ∗a = ∗b ; ∗b = tmp ; }
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Deductive verification using WP



Function contracts



Example 4 - Solution Run WP: frama-c-gui -wp -wp-rte 04-swap-1.c This is the completely specified program: /∗@ requires \valid(a) && \valid(b); requires \separated(a,b); assigns ∗a, ∗b; ensures ∗a == \old(∗b) && ∗b == \old(∗a); ∗/ void swap(int ∗a, int ∗b){ int tmp = ∗a ; ∗a = ∗b ; ∗b = tmp ; }



A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Behaviors Specification by cases I Global precondition (requires) applies to all cases I Global postcondition (ensures, assigns) applies to all cases I Behaviors define contracts (refine global contract) in particular cases I For each case (each behavior) I the subdomain is defined by assumes clause I the behavior’s precondition is defined by requires clauses I it is supposed to be true whenever assumes condition is true



I the behavior’s postcondition is defined by ensures, assigns clauses I it must be ensured whenever assumes condition is true



I complete behaviors states that given behaviors cover all cases I disjoint behaviors states that given behaviors do not overlap



A. Blanchard, N. Kosmatov, F.Loulergue



Verification of IoT Software with Frama-C



IEEE SecDev|2018



61 / 115



Deductive verification using WP



Function contracts



Example 5



Specify using behaviors and prove the function abs (file 05-abs-0.c): // returns the absolute value of x int abs ( int x ) { if ( x >=0 ) return x ; return −x ; }
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Deductive verification using WP



Function contracts



Example 5 (Continued) - Solution Run WP: frama-c-gui -wp -wp-rte 05-abs-1.c #include /∗@ requires x > INT MIN; assigns \nothing; behavior pos: assumes x >= 0; ensures \result == x; behavior neg: assumes x < 0; ensures \result == −x; complete behaviors; disjoint behaviors; ∗/ int abs ( int x ) { if ( x >=0 ) return x ; return −x ; } A. Blanchard, N. Kosmatov, F.Loulergue



Verification of IoT Software with Frama-C



IEEE SecDev|2018



63 / 115



Deductive verification using WP



Function contracts



Contracts and function calls



Pre/post of the caller and of the callee have dual roles in the caller’s proof I Pre of the caller is assumed, Post of the caller must be ensured I Pre of the callee must be ensured, Post of the callee is assumed A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 6 Specify and prove the function max abs (file 06-max abs-0.c): int abs ( int x ); int max ( int x, int y ); // returns maximum of absolute values of x and y int max abs( int x, int y ) { x=abs(x); y=abs(y); return max(x,y); }



A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 6 (Continued) - Explain the proof failure Run WP: frama-c-gui -wp -wp-rte 06-max abs-1.c #include /∗@ requires x > INT MIN; ensures (x >= 0 ==> \result == x) && (x < 0 ==> \result == −x); assigns \nothing; ∗/ int abs ( int x ); /∗@ ensures \result >= x && \result >= y; ensures \result == x || \result == y; assigns \nothing; ∗/ int max ( int x, int y ); /∗@ ensures \result >= x && \result >= −x && \result >= y && \result >= −y; ensures \result == x || \result == −x || \result == y || \result == −y; assigns \nothing; ∗/ int max abs( int x, int y ) { x=abs(x); y=abs(y); return max(x,y); } A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 6 (Continued) - Explain the proof failure Run WP: frama-c-gui -wp -wp-rte 06-max abs-2.c #include /∗@ requires x > INT MIN; ensures (x >= 0 ==> \result == x) && (x < 0 ==> \result == −x); assigns \nothing; ∗/ int abs ( int x ); /∗@ ensures \result >= x && \result >= y; assigns \nothing; ∗/ int max ( int x, int y ); /∗@ requires x > INT MIN; requires y > INT MIN; ensures \result >= x && \result >= −x && \result >= y && \result >= −y; ensures \result == x || \result == −x || \result == y || \result == −y; assigns \nothing; ∗/ int max abs( int x, int y ) { x=abs(x); y=abs(y); return max(x,y); } A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Function contracts



Example 6 (Continued) - Solution Run WP: frama-c-gui -wp -wp-rte 06-max abs-3.c #include /∗@ requires x > INT MIN; ensures (x >= 0 ==> \result == x) && (x < 0 ==> \result == −x); assigns \nothing; ∗/ int abs ( int x ); /∗@ ensures \result >= x && \result >= y; ensures \result == x || \result == y; assigns \nothing; ∗/ int max ( int x, int y ); /∗@ requires x > INT MIN; requires y > INT MIN; ensures \result >= x && \result >= −x && \result >= y && \result >= −y; ensures \result == x || \result == −x || \result == y || \result == −y; assigns \nothing; ∗/ int max abs( int x, int y ) { x=abs(x); y=abs(y); return max(x,y); A.}Blanchard, N. Kosmatov, F.Loulergue Verification of IoT Software with Frama-C
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Deductive verification using WP



Programs with loops



Outline Introduction Verification of absence of runtime errors using EVA Deductive verification using WP Overview of ACSL and WP Function contracts Programs with loops An application to Contiki My proof fails... What to do? Runtime Verification using E-ACSL Conclusion



A. Blanchard, N. Kosmatov, F.Loulergue
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Deductive verification using WP



Programs with loops



Loops and automatic proof



I What is the issue with loops? Unknown, variable number of iterations I The only possible way to handle loops: proof by induction I Induction needs a suitable inductive property, that is proved to be I satisfied just before the loop, and I satisfied after k + 1 iterations whenever it is satisfied after k ≥ 0 iterations



I Such inductive property is called loop invariant I The verification conditions for a loop invariant include two parts I loop invariant initially holds I loop invariant is preserved by any iteration
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Deductive verification using WP



Programs with loops



Loop invariants - some hints (? ) How to find a suitable loop invariant? Consider two aspects: I identify variables modified in the loop I variable number of iterations prevents from deducing their values (relationships with other variables) I define their possible value intervals (relationships) after k iterations I use loop assigns clause to list variables that (might) have been assigned so far after k iterations



I identify realized actions, or properties already ensured by the loop I what part of the job already realized after k iterations? I what part of the expected loop results already ensured after k iterations? I why the next iteration can proceed as it does? . . .



A stronger property on each iteration may be required to prove the final result of the loop Some experience may be necessary to find appropriate loop invariants A. Blanchard, N. Kosmatov, F.Loulergue



Verification of IoT Software with Frama-C



IEEE SecDev|2018



71 / 115



Deductive verification using WP



Programs with loops



Loop invariants - more hints (? ) Remember: a loop invariant must be true I before (the first iteration of) the loop, even if no iteration is possible I after any complete iteration even if no more iterations are possible I in other words, any time before the loop condition check In particular, a for loop for(i=0; i 
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