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Structural vs. functional testing



Specification specified properties



Functional:



Oracle test results



verdict



Specification Structural:



specified properties Oracle



verdict



…….



test results



Analysis functional tests activate specified behaviour



Implementation



Analysis structural tests activate implemented behaviour
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Unit structural testing is useful



Manually created functional test cases do not cover all the code • Certain « functional » test cases can be missed • Certain parts of code can depend on implementation choices and cannot be properly covered by the specification Evaluation of structural coverage Adding test cases to complete structural coverage
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Unit structural testing can be mandatory Development, evaluation and certification standards • • • •



Common Criteria for IT Security Evaluation DO-178B (avionics) ECCS-E-ST-40C (space) IEC/EN 61508 (Electronic Safety-related Systems) & derived standards:



     



ISO 26262 (automotive) IEC/EN 50128 (rail) IEC/EN 60601 (medical) EC/EN 61513 (nuclear) IEC/EN 60880 (nuclear safety-critical) IEC/EN 61511 (process e.g. petrochemical, pharmaceutical)
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CFG and code coverage by example C code 1 int f(int x){ 2 if(x < 0) 3 x = x + 1; 4 if(x != 1) 5 x = 2*x; 6 return x; } branch coverage



control-flow graph (CFG) xj - Confirm parameters and check the results.
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Example 4. C Precondition for Tritype



Another way to define a precondition in a C function Tritype_precond returns 1 iff the precondition is verified “Customize test parameters” on pathcrawler-online.com to check that Pathcrawler has activated the C precondition.



Confirm & observe the number of test cases & results.



……. PathCrawler



25



Test parameters



• Define admissible inputs (precondition)  Domains of input variables  Relations between variables…



• Wrong test parameters may  Indicate inexistent bugs (the bug is in the input)



 Provoke runtime errors
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Example 5. Merge with default parameters



Merge of two sorted arrays t1, t2 into a sorted array t3 • inputs: arrays t1[3], t2[3], t3[6] of fixed size “Test with predefined params” on pathcrawler-online.com Check the concrete outputs. What is wrong with the concrete outputs? This example also illustrates well the information on array inputs, symbolic outputs and path predicate included in a test-case
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Exercise 6. Quantified precondition for Merge



If the input arrays t1 and t2 are not ordered, Merge does not work! Exercise. Start from Example 5. “Customize test parameters” - Add two quantified preconditions (INDEX is a reserved word): for all INDEX such that INDEX < 2 we have t1[ INDEX ] 
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