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Preface This preface contains the following sections: •



Audience and Use, page ix



•



Documentation Conventions, page ix



•



Cisco Unity Documentation, page x



•



Obtaining Documentation, Obtaining Support, and Security Guidelines, page x



Audience and Use The Reconfiguration and Upgrade Guide for Cisco Unity is intended for system administrators and technicians who handle upgrades and changes to the Cisco Unity system configuration, and Microsoft Exchange upgrades. For many of the procedures in this guide, you need a working knowledge of Exchange, and Microsoft Windows 2000 Server or Windows Server 2003. The Reconfiguration and Upgrade Guide for Cisco Unity focuses on information and procedures necessary for changing the current configuration of the system—that is the hardware and software arrangements that define what Cisco Unity is and what it does—and for upgrading the products that Cisco Unity uses to newer versions. The guide does not include information on changing Cisco Unity data (for example, subscriber templates and call handlers).



Documentation Conventions Table 1



Cisco Unity Reconfiguration and Upgrade Guide Conventions



Convention



Description



boldfaced text



Boldfaced text is used for:



(angle brackets)



•



Key and button names. (Example: Click OK.)



•



Information that you enter. (Example: Enter Administrator in the User Name box.)



Angle brackets are used around parameters for which you supply a value. (Example: In the Command Prompt window, enter ping .)



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange) OL-13603-01



ix



Preface



Table 1



Cisco Unity Reconfiguration and Upgrade Guide Conventions (continued)



Convention



Description



-



Hyphens separate keys that must be pressed simultaneously. (Example: Press Ctrl-Alt-Delete.)



(hyphen) > (right angle bracket)



A right angle bracket is used to separate selections that you make: •



On menus. (Example: On the Windows Start menu, click Settings > Control Panel > Phone and Modem Options.)



•



In the navigation bar of the Cisco Unity Administrator. (Example: Go to the System > Configuration > Settings page.)



The Cisco Unity Reconfiguration and Upgrade Guide also uses the following conventions:



Note



Caution



Means reader take note. Notes contain helpful suggestions or references to material not covered in the document.



Means reader be careful. In this situation, you might do something that could result in equipment damage or loss of data.



Cisco Unity Documentation For descriptions and URLs of Cisco Unity documentation on Cisco.com, refer to the Documentation Guide for Cisco Unity. The document is shipped with Cisco Unity and is available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_documentation_roadmaps_list.ht ml.



Obtaining Documentation, Obtaining Support, and Security Guidelines For information on obtaining documentation, obtaining support, providing documentation feedback, security guidelines, and also recommended aliases and general Cisco documents, see the monthly What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical documentation, at: http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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CH A P T E R



1



Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version The task lists and procedures in this chapter apply only to upgrading the Cisco Unity software from version 4.x to the currently shipping version. Note that the lists contain some tasks that reference instructions in other Cisco Unity documentation. For information on adding Cisco Unity features, see the “Adding Features to the Cisco Unity 5.x System” chapter after you have finished upgrading the software. This chapter contains the following sections: •



Task List for Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version Without Failover, page 1-2



•



Task List for Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version with Failover Configured, page 1-6



•



Obtaining Cisco Unity License Files, page 1-10



•



Downloading Software for the Upgrade, page 1-11



•



Checking the Consistency of the Cisco Unity Database, and Backing Up Cisco Unity Data, page 1-13



•



Determining Whether to Set Up Cisco Unity to Use SSL, page 1-14



•



Installing the Microsoft Certificate Services Component, page 1-15



•



Extending the Active Directory Schema for Cisco Unity, page 1-16



•



Creating New Active Directory Accounts for Cisco Unity Installation and Services, page 1-17



•



Setting Permissions on an Active Directory Location by Using the Permissions Wizard, page 1-18



•



Disabling Antivirus and Cisco Security Agent Services, page 1-18



•



Running the Cisco Unity System Preparation Assistant, page 1-19



•



Upgrading to Exchange 2003 System Manager on the Cisco Unity Server, page 1-20



•



Installing the Exchange Service Pack Required by Cisco Unity Setup, page 1-21



•



Upgrading and Configuring Cisco Unity Software, page 1-22



•



Designating the Phone System as Cisco Unified CM Express, page 1-30



•



Installing the Latest Microsoft Service Packs, page 1-31



•



Installing Microsoft Updates and Cisco Security Agent for Cisco Unity, page 1-31



•



Re-enabling Antivirus and Cisco Security Agent Services, page 1-32
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Chapter 1 Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version Task List for Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version Without Failover



•



Deleting Apache Tomcat Sample Directories, page 1-32



•



Installing Additional Dialogic Software for D/120JCT-Euro Rev 2 Voice Cards, page 1-33



•



Setting Up the Cisco Unity Administrator and Status Monitor to Use SSL, page 1-34



•



Configuring Internet Explorer to Display the Cisco Unity Administrator (Windows Server 2003 Only), page 1-35



•



Securing the Example Administrator and Example Subscriber Accounts Against Toll Fraud, page 1-36



•



Disabling or Deleting Old Installation and Service Accounts, page 1-37



•



Hardening the Cisco Unity Server, page 1-37



Task List for Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version Without Failover Revised May 1, 2008



If the Cisco Unity system is using Cisco Unity Bridge, the order and timing of upgrade tasks are different than for a Cisco Unity system that is not using the Bridge. Refer instead to the upgrading chapter of the applicable Networking Guide for Cisco Unity Bridge at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. •



If the Cisco Unity system is using Cisco Unity Bridge version 2.x, you must upgrade to Bridge version 3.0 at the same time that you upgrade to Cisco Unity Bridge 5.x. Refer to the “Upgrading from Bridge 2.x to Bridge 3.x” chapter of the Networking Guide for Cisco Unity Bridge Release 3.0 at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. The task list in this chapter guides you through upgrading both Cisco Unity and the Bridge. If you want to upgrade to the latest version of the Bridge after you upgrade to Bridge 3.0 and Cisco Unity 5.x, refer to the “Upgrading Bridge 3.x Software to the Shipping Version” chapter of the Networking Guide for Cisco Unity Bridge Release 3.1 at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html.



•



Caution



If the Cisco Unity system is using Cisco Unity Bridge version 3.x, refer to the “Upgrading from Cisco Unity 4.0(3) or Later with Bridge 3.x” chapter of the applicable Networking Guide for Cisco Unity Bridge at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html.



Windows Server 2003 is supported on the Cisco Unity server only with Cisco Unity version 4.0(4) and later. Upgrading to Windows Server 2003 on an existing Cisco Unity server is supported only when you back up Cisco Unity data by using the Cisco Unity Disaster Recovery Backup tool, reinstall all software on the Cisco Unity server, and restore Cisco Unity data by using the Cisco Unity Disaster Recovery Restore tool. For more information, see the “Replacing or Converting a Cisco Unity 5.x Server, or Upgrading to Windows 2003” chapter. The Cisco Unity server will be out of service while the Cisco Unity software is upgraded. 1.



Obtain the license file(s) for the upgrade to Cisco Unity 5.x. See the “Obtaining Cisco Unity License Files” section on page 1-10.



2.



Download software for the upgrade. See the “Downloading Software for the Upgrade” section on page 1-11.
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Chapter 1



Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version Task List for Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version Without Failover



3.



If the partner Exchange server is running Exchange 5.5: Upgrade Exchange. Do the procedures in the applicable section in the “Upgrading Exchange on the Cisco Unity 5.x System” chapter.



Caution 4.



For Cisco Unity 4.2(1) and later, Exchange 5.5 is not supported as the message store.



If SMTP Networking is configured: Migrate to VPIM Networking. Beginning with Cisco Unity 5.0(1), SMTP Networking is no longer supported. See the “Migrating from SMTP Networking to VPIM Networking” chapter in the Networking Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html.



Caution



You must migrate from SMTP Networking to VPIM Networking before you begin the Cisco Unity upgrade, or SMTP subscribers will stop functioning.



5.



Refer to Release Notes for Cisco Unity Release for additional information on upgrading to the shipping version of Cisco Unity. In particular, note the items in the sections “Installation and Upgrade Notes” and “Limitations and Restrictions.” Release notes are available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_release_notes_list.html.



6.



Check the consistency of the Cisco Unity database by using the Cisco Unity Directory Walker (DbWalker) utility, and back up Cisco Unity data by using the Cisco Unity Disaster Recovery Backup tool. See the “Checking the Consistency of the Cisco Unity Database, and Backing Up Cisco Unity Data” section on page 1-13.



7.



If Cisco Unity is not already using SSL: Determine whether to set up Cisco Unity to use SSL. See the “Determining Whether to Set Up Cisco Unity to Use SSL” section on page 1-14.



8.



If you plan to set up Cisco Unity to use SSL and want to use the Microsoft Certificate Services available with Windows to issue your own certificate: Install the Microsoft Certificate Services component. See the “Installing the Microsoft Certificate Services Component” section on page 1-15.



9.



Update the Active Directory schema. See the “Extending the Active Directory Schema for Cisco Unity” section on page 1-16.



10. Optional: Create new Active Directory accounts for Cisco Unity installation and services.



Beginning with Cisco Unity 4.2(1), the Permissions wizard sets only the permissions that Cisco Unity requires to function rather than setting permissions at a higher level. If you want to take advantage of the reduced permissions, you must create new Active Directory accounts for Cisco Unity installation and services. Later in the task list, you will be alerted when to run the Permissions wizard to set permissions on the new accounts, and when to change the accounts that Cisco Unity services log on as and disable or delete the old accounts. See the “Creating New Active Directory Accounts for Cisco Unity Installation and Services” section on page 1-17. 11. If you downloaded the latest version of the Permissions wizard from CiscoUnityTools.com, install



and run that version. Otherwise, run the version that appears in the Utilities\PermissionsWizard directory on the shipping Cisco Unity DVD. For more information, refer to the Permissions wizard Help file, PWHelp_.htm.



Caution



You must run the Permissions wizard even if you did not create new installation and service accounts in Task 10.
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Chapter 1 Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version Task List for Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version Without Failover



We recommend that you run the Cisco Unity Permissions wizard during off-peak hours unless you are installing a new Cisco Unity system in a Voice Messaging configuration and you are not creating subscriber accounts in the corporate directory. The new version of Permissions wizard sets permissions at a more granular level that requires more changes to the Active Directory database than previous versions. When the Permissions wizard completes, the Lsass.exe process updates the Active Directory database with the new permissions. While Lsass.exe is processing the updates, it uses 100 percent of available processor time on one of the domain controllers in the domain where the Permissions wizard was run. (Other domain controllers in the domain are also affected, but the impact is less significant.) The updates take a few minutes to several hours, depending on the size of the database. Except when the Cisco Unity server is the domain controller and the Lsass.exe process slows the screen refresh, you may continue with the Cisco Unity installation while Lsass.exe is processing changes. 12. If Cisco Unity is configured to automatically create Bridge or VPIM subscribers in a different AD



location than regular subscribers: Rerun the Permissions wizard, and specify the domain and location on the Set Active Directory Containers for New Objects page. See the “Setting Permissions on an Active Directory Location by Using the Permissions Wizard” section on page 1-18. 13. If antivirus software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server:



Disable antivirus services and the Cisco Security Agent service. See the “Disabling Antivirus and Cisco Security Agent Services” section on page 1-18. 14. Run the Cisco Unity System Preparation Assistant to update the required Windows components,



browser, and database. Cisco Unity System Preparation Assistant also installs the Windows and the SQL Server or MSDE service packs required by the current Cisco Unity Setup. See the “Running the Cisco Unity System Preparation Assistant” section on page 1-19. If you are upgrading from Cisco Unity 4.2(1) to Cisco Unity 5.0(1), you can skip this step. The Cisco Unity 4.2(1) and Cisco Unity 5.0(1) versions of the Cisco Unity System Preparation Assistant install the same software. If you are upgrading from or to any other version of Cisco Unity, you must run the Cisco Unity System Preparation Assistant.



Caution



Do not install the latest service packs that are recommended for use with Cisco Unity yet. Any service packs qualified for use with the current version of Cisco Unity after the current version was released have not been tested with Cisco Unity Setup and may cause Setup to fail. In addition, do not run the latest Cisco Unity Server Updates wizard, which installs updates only for the latest recommended service packs.



15. If Exchange 2000 System Manager (not the full version of Exchange 2000) is installed on the



Cisco Unity server: Upgrade to Exchange 2003 System Manager. See the “Upgrading to Exchange 2003 System Manager on the Cisco Unity Server” section on page 1-20.



Note



Upgrade to Exchange 2003 System Manager even if you are using only Exchange 2000 as a message store. Exchange 2003 System Manager allows you to access Exchange 2000 data and also allows Cisco Unity subscriber mailboxes to be homed in Exchange 2007.



16. Install the applicable Exchange service pack. See the “Installing the Exchange Service Pack



Required by Cisco Unity Setup” section on page 1-21. 17. Run the Cisco Unity Installation and Configuration Assistant to upgrade and configure the



Cisco Unity software, and to set up the Cisco Personal Communications Assistant to use SSL. See the “Upgrading and Configuring Cisco Unity Software” section on page 1-22.
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18. If you are upgrading from Cisco Unity 4.0(1) through 4.0(4) and Cisco Unity is integrated with



Cisco Unified CM Express or with a Cisco Unified CM cluster that includes a Cisco Unified CM Express server: Designate the phone system as Cisco Unified CM Express. See the “Designating the Phone System as Cisco Unified CM Express” section on page 1-30. 19. Install the latest Microsoft service packs qualified for use with Cisco Unity, if any. See the



“Installing the Latest Microsoft Service Packs” section on page 1-31. 20. Run the Cisco Unity Server Updates wizard to install Microsoft security updates and, optionally,



Cisco Security Agent for Cisco Unity. See the “Installing Microsoft Updates and Cisco Security Agent for Cisco Unity” section on page 1-31. 21. If antivirus software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server:



Re-enable antivirus services and the Cisco Security Agent service. See the “Re-enabling Antivirus and Cisco Security Agent Services” section on page 1-32. 22. Delete Apache Tomcat sample directories. See the “Deleting Apache Tomcat Sample Directories”



section on page 1-32. 23. If you are upgrading from Cisco Unity 4.0(1) through 4.0(4), and if Cisco Unity uses Intel Dialogic



D/120JCT-Euro Rev 2 voice cards to integrate with a circuit-switched phone system: Install additional Dialogic .prm files. See the “Installing Additional Dialogic Software for D/120JCT-Euro Rev 2 Voice Cards” section on page 1-33. 24. If you are setting up Cisco Unity to use SSL: Set up the Cisco Unity Administrator and Status



Monitor to use SSL. See the “Setting Up the Cisco Unity Administrator and Status Monitor to Use SSL” section on page 1-34. 25. Review the substitute objects on the System > Configuration > Settings page of the Cisco Unity



Administrator. The objects are Substitute Recipient, Substitute Owner, Substitute After Message Call Handler, and Substitute Exit Call Handler. Cisco Unity uses the objects to substitute references to any subscriber that is deleted by using the Cisco Unity Administrator without first reassigning such references (for example, ownership of a call handler or distribution list). For new installations, the Example Administrator is configured as the Substitute Recipient and Substitute Owner, and the Goodbye call handler is configured as the Substitute After Message Call Handler and Substitute Exit Call Handler. For upgrades, any changes made to the defaults will not be overwritten. However, we recommend that you review these settings now and update them if you wish to use different substitute objects. Refer to Cisco Unity Administrator Help for a description of each object and where it applies. 26. If Windows Server 2003 is installed on the Cisco Unity Server: Update Internet Explorer security



settings. See the “Configuring Internet Explorer to Display the Cisco Unity Administrator (Windows Server 2003 Only)” section on page 1-35. 27. Secure the Example Administrator and Example Subscriber accounts against toll fraud. See the



“Securing the Example Administrator and Example Subscriber Accounts Against Toll Fraud” section on page 1-36. 28. If the Cisco Unity server is connected to the corporate network: Harden the Cisco Unity server. See



the “Hardening the Cisco Unity Server” section on page 1-37. 29. If the system is using the AMIS or VPIM networking options: Refer to the applicable “Upgrading



with ” section in the “Upgrading and Uninstalling Networking Options” chapter of the Networking Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. 30. If the system is using Cisco Unity Bridge version 3.x: Refer to the “Upgrading from Cisco Unity



4.0(3) or Later with Bridge 3.x” chapter of the applicable Networking Guide for Cisco Unity Bridge at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html.
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Task List for Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version with Failover Configured Revised May 1, 2008



If the Cisco Unity system is using Cisco Unity Bridge, the order and timing of upgrade tasks are different than for a Cisco Unity system that is not using the Bridge. Refer instead to the “Upgrading from Cisco Unity 4.0(3) or Later with Bridge 3.x” chapter of the applicable Networking Guide for Cisco Unity Bridge at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. •



If the Cisco Unity system is using Cisco Unity Bridge version 2.x, you must upgrade to Bridge version 3.0 at the same time that you upgrade to Cisco Unity Bridge 5.x. Refer to the “Upgrading from Bridge 2.x to Bridge 3.x” chapter of the Networking Guide for Cisco Unity Bridge, Release 3.0 at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. The task list in this chapter guides you through upgrading both Cisco Unity and the Bridge. If you want to upgrade to the latest version of the Bridge after you upgrade to Bridge 3.0 and Cisco Unity 5.x, refer to the “Upgrading Bridge 3.x Software to the Shipping Version” chapter of the Networking Guide for Cisco Unity Bridge, Release 3.1 at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html.



•



Caution



If the Cisco Unity system is using Cisco Unity Bridge version 3.x, refer to the “Upgrading from Cisco Unity 4.0(3) or Later with Bridge 3.x” chapter of the applicable Networking Guide for Cisco Unity Bridge at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html.



Windows Server 2003 is supported on the Cisco Unity server only with Cisco Unity version 4.0(4) and later. Upgrading from Windows 2000 to Windows Server 2003 is not supported when any additional software has been installed on the server (for example, SQL Server 2000 or MSDE 2000, or Cisco Unity). Upgrading to Windows Server 2003 on an existing Cisco Unity server is supported only when you back up Cisco Unity data by using the Cisco Unity Disaster Recovery Backup tool, reinstall all software on the Cisco Unity server, and restore Cisco Unity data by using the Cisco Unity Disaster Recovery Restore tool. Start the upgrade on the primary Cisco Unity server. The task list alerts you when to begin upgrading the secondary Cisco Unity server. Some failover tasks reference detailed instructions in the Failover Configuration and Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html.



Note



Instructions for upgrading the Cisco Unity software from version 4.x to Cisco Unity 5.0(1), with minimal interruption to voice mail (known as a rolling upgrade) are available in the Doing a Rolling Upgrade to Cisco Unity 5.0 with Failover Configured (With Microsoft Exchange) at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html. 1.



Obtain the license file(s) for the upgrade to Cisco Unity 5.x. See the “Obtaining Cisco Unity License Files” section on page 1-10.



2.



Download software for the upgrade. See the “Downloading Software for the Upgrade” section on page 1-11.



3.



If the partner Exchange server is running Exchange 5.5: Upgrade Exchange. Do the procedures in the applicable section in the “Upgrading Exchange on the Cisco Unity 5.x System” chapter.
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Caution 4.



For Cisco Unity 4.2(1) and later, Exchange 5.5 is not supported as the message store.



If SMTP Networking is configured: Migrate to VPIM Networking. Beginning with Cisco Unity 5.0(1), SMTP Networking is no longer supported. See the “Migrating from SMTP Networking to VPIM Networking” chapter in the Networking Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html.



Caution



You must migrate from SMTP Networking to VPIM Networking before you begin the Cisco Unity upgrade, or SMTP subscribers will stop functioning.



5.



Refer to Release Notes for Cisco Unity Release for additional information on upgrading to the shipping version of Cisco Unity. In particular, note the items in the sections “Installation and Upgrade Notes” and “Limitations and Restrictions.” Release notes are available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_release_notes_list.html.



6.



Check the consistency of the Cisco Unity database by using the Cisco Unity Directory Walker (DbWalker) utility, and back up Cisco Unity data by using the Disaster Recovery Backup tool. See the “Checking the Consistency of the Cisco Unity Database, and Backing Up Cisco Unity Data” section on page 1-13.



7.



If Cisco Unity is not already using SSL: Determine whether to set up Cisco Unity to use SSL. See the “Determining Whether to Set Up Cisco Unity to Use SSL” section on page 1-14.



8.



If you plan to set up Cisco Unity to use SSL and want to use the Microsoft Certificate Services available with Windows to issue your own certificate: Install the Microsoft Certificate Services component. See the “Installing the Microsoft Certificate Services Component” section on page 1-15.



9.



Update the Active Directory schema. See the “Extending the Active Directory Schema for Cisco Unity” section on page 1-16.



10. Optional: Create new Active Directory accounts for Cisco Unity installation and services.



Beginning with Cisco Unity 4.2(1), the Permissions wizard sets only the permissions that Cisco Unity requires to function rather than setting permissions at a higher level. If you want to take advantage of the reduced permissions, you must create new Active Directory accounts for Cisco Unity installation and services. Later in the task list, you will be alerted when to run the Permissions wizard to set permissions on the new accounts, and when to change the accounts that Cisco Unity services log on as and disable or delete the old accounts. See the “Creating New Active Directory Accounts for Cisco Unity Installation and Services” section on page 1-17. 11. If you downloaded the latest version of the Permissions wizard from CiscoUnityTools.com, install



and run that version. Otherwise, run the version that appears in the Utilities\PermissionsWizard directory on the shipping Cisco Unity DVD. For more information, refer to the Permissions wizard Help file, PWHelp_.htm.



Caution



You must run the Permissions wizard even if you did not create new installation and service accounts in Task 10.
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We recommend that you run the Cisco Unity Permissions wizard during off-peak hours unless you are installing a new Cisco Unity system in a Voice Messaging configuration and you are not creating subscriber accounts in the corporate directory. The new version of Permissions wizard sets permissions at a more granular level that requires more changes to the Active Directory database than previous versions. When the Permissions wizard completes, the Lsass.exe process updates the Active Directory database with the new permissions. While Lsass.exe is processing the updates, it uses 100 percent of available processor time on the root domain controller in the domain and on one of the global catalog servers in the site where the Permissions wizard was run. (Other domain controllers in the domain and other global catalog servers in the forest are also affected, but the impact is less significant.) The updates take a few minutes to several hours, depending on the size of the database. Except when the Cisco Unity server is the domain controller and the Lsass.exe process slows the screen refresh, you may continue with the Cisco Unity installation while Lsass.exe is processing changes. 12. If Cisco Unity is configured to automatically create Bridge or VPIM subscribers in a different AD



location than regular subscribers: rerun the Permissions wizard, and specify the domain and location on the Set Active Directory Containers for New Objects page. See the “Setting Permissions on an Active Directory Location by Using the Permissions Wizard” section on page 1-18. 13. If antivirus software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server:



Disable antivirus services and the Cisco Security Agent service. See the “Disabling Antivirus and Cisco Security Agent Services” section on page 1-18. 14. Run the Cisco Unity System Preparation Assistant to update the required Windows components,



browser, and database. Cisco Unity System Preparation Assistant also installs the Windows and the SQL Server or MSDE service packs required by the current Cisco Unity Setup. See the “Running the Cisco Unity System Preparation Assistant” section on page 1-19. If you are upgrading from Cisco Unity 4.2(1) to Cisco Unity 5.0(1), you can skip this step. The Cisco Unity 4.2(1) and Cisco Unity 5.0(1) versions of the Cisco Unity System Preparation Assistant install the same software. If you are upgrading from or to any other version of Cisco Unity, you must run the Cisco Unity System Preparation Assistant.



Caution



Do not install the latest service packs that are recommended for use with Cisco Unity yet. Any service packs qualified for use with the current version of Cisco Unity after the current version was released have not been tested with Cisco Unity Setup and may cause Setup to fail. In addition, do not run the latest Cisco Unity Server Updates wizard, which installs updates only for the latest recommended service packs.



15. If Exchange 2000 System Manager (not the full version of Exchange 2000) is installed on the



Cisco Unity server: Upgrade to Exchange 2003 System Manager. See the “Upgrading to Exchange 2003 System Manager on the Cisco Unity Server” section on page 1-20.



Note



Upgrade to Exchange 2003 System Manager even if you are using only Exchange 2000 as a message store. Exchange 2003 System Manager allows you to access Exchange 2000 data and also allows Cisco Unity subscriber mailboxes to be homed in Exchange 2007.
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16. Install the applicable Exchange service pack. See the “Installing the Exchange Service Pack



Required by Cisco Unity Setup” section on page 1-21. 17. Run the Cisco Unity Installation and Configuration Assistant to upgrade and configure the



Cisco Unity software, and to set up the Cisco Personal Communications Assistant to use SSL. See the “Upgrading and Configuring Cisco Unity Software” section on page 1-22. 18. Install the latest Microsoft service packs qualified for use with Cisco Unity, if any. See the



“Installing the Latest Microsoft Service Packs” section on page 1-31. 19. Run the Cisco Unity Server Updates wizard to install Microsoft security updates and, optionally,



Cisco Security Agent for Cisco Unity. See the “Installing Microsoft Updates and Cisco Security Agent for Cisco Unity” section on page 1-31. 20. If antivirus software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server:



Re-enable antivirus services and the Cisco Security Agent service. See the “Re-enabling Antivirus and Cisco Security Agent Services” section on page 1-32. 21. Delete Apache Tomcat sample directories. See the “Deleting Apache Tomcat Sample Directories”



section on page 1-32. 22. If you are upgrading from Cisco Unity 4.0(1) through 4.0(4), and if Cisco Unity uses Intel Dialogic



D/120JCT-Euro Rev 2 voice cards to integrate with a circuit-switched phone system: Install additional Dialogic .prm files. See the “Installing Additional Dialogic Software for D/120JCT-Euro Rev 2 Voice Cards” section on page 1-33. 23. If you are setting up Cisco Unity to use SSL: Set up the Cisco Unity Administrator and Status



Monitor to use SSL. See the “Setting Up the Cisco Unity Administrator and Status Monitor to Use SSL” section on page 1-34. 24. If Windows Server 2003 is installed on the Cisco Unity Server: Update Internet Explorer security



settings. See the “Configuring Internet Explorer to Display the Cisco Unity Administrator (Windows Server 2003 Only)” section on page 1-35. 25. Run the Configure Cisco Unity Failover wizard. Refer to the “Configuring Failover on the Primary



and Secondary Servers” section in the “Configuring Cisco Unity Failover” chapter of the Failover Configuration and Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. 26. On the secondary server, run the Permissions wizard.



When you run the Permissions wizard on the secondary server, Lsass.exe does not affect performance on domain controllers. 27. On the secondary server, repeat Task 13. through Task 25. to upgrade the server. 28. Review the substitute objects on the System > Configuration > Settings page of the Cisco Unity



Administrator. The objects are Substitute Recipient, Substitute Owner, Substitute After Message Call Handler, and Substitute Exit Call Handler. Cisco Unity uses the objects to substitute references to any subscriber that is deleted by using the Cisco Unity Administrator without first reassigning such references (for example, ownership of a call handler or distribution list). For new installations, the Example Administrator is configured as the Substitute Recipient and Substitute Owner, and the Goodbye call handler is configured as the Substitute After Message Call Handler and Substitute Exit Call Handler. For upgrades, any changes made to the defaults will not be overwritten. However, we recommend that you review these settings now and update them if you wish to use different substitute objects. Refer to Cisco Unity Administrator Help for a description of each object and where it applies. 29. Secure the Example Administrator and Example Subscriber accounts against toll fraud. See the



“Securing the Example Administrator and Example Subscriber Accounts Against Toll Fraud” section on page 1-36.
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30. If the Cisco Unity servers are connected to the corporate network: Harden the Cisco Unity servers.



See the “Hardening the Cisco Unity Server” section on page 1-37. 31. If the system is using the AMIS or VPIM networking options: Refer to the applicable “Upgrading



with ” section in the “Upgrading and Uninstalling Networking Options” chapter of the Networking Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. 32. If the system is using Cisco Unity Bridge version 3.x: Refer to the “Upgrading from Cisco Unity



4.0(3) or Later with Bridge 3.x” chapter of the applicable Networking Guide for Cisco Unity Bridge at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html.



Obtaining Cisco Unity License Files License files, which enable the features purchased by the customer, are required for installing Cisco Unity software, for some upgrades, and for adding or changing licensed features. You obtain the license files by completing registration information on Cisco.com. Shortly after registration, Cisco e-mails the license files. The e-mail from Cisco contains instructions on how to save and store the files. The Cisco Unity Reconfiguration and Upgrade Guide later provides specific instructions on the use of the license files. (For more information on licensing, refer to the white paper Licensing for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.)



Note



If the system is configured for failover, you install the license files only on the primary server. The following information is required during registration: •



The MAC address (physical address) for the network interface card (NIC) in the Cisco Unity server or, if a dual NIC is configured for fault tolerance, the MAC address that the two NICs share.



•



The product authorization key (PAK), which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1.



Do the following two procedures in the order listed. To Get the MAC Address of the Cisco Unity Server Step 1



On the computer on which Cisco Unity will be installed, do one of the following: •



If the server contains a dual NIC that has been configured for fault tolerance, run the NIC-configuration utility provided by the manufacturer, and write down the MAC address (excluding hyphens) that is shared by the two NICs. Then skip the rest of this procedure.



•



If the server does not contain a dual NIC or if the server contains a dual NIC that is not configured for fault tolerance, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 2



In the Command Prompt window, enter ipconfig /all, and press Enter.



Step 3



Write down the value of Physical Address, excluding the hyphens, or save it to a file that you can access during online registration. (For example, if the physical address is 00-A1-B2-C3-D4-E5, record 00A1B2C3D4E5.) If the server contains a dual NIC, two values will appear. Write down the value for the NIC that you will use to connect the Cisco Unity server to the network.
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Step 4



Close the Command Prompt window.



To Register and Obtain the License Files Step 1



Browse to the registration website at http://www.cisco.com/go/license (URL is case sensitive). You must be a registered user on Cisco.com to obtain license files.



Step 2



Enter the PAK or software serial number, and click Submit.



Step 3



Follow the on-screen prompts.



Step 4



Shortly after registration, you will receive an e-mail with the Cisco Unity license files. If license files are lost, it can take up to one business day to get another copy.



If you do not receive the license files within 1 hour or to get another copy of a license file, call the Cisco Technical Assistance Center (TAC) and ask for the Licensing Team: In the U.S.



800 553-2447



Outside the U.S.



For your local Cisco TAC phone number, see the Cisco Worldwide Contacts page at http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml.



Or open a service request using the TAC Service Request Tool at http://tools.cisco.com/ServiceRequestTool/create/DefineProblem.do. You will need to provide information to verify Cisco Unity ownership—for example, the purchase order number or the PAK (which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1).



Downloading Software for the Upgrade Revised May 1, 2008



This section lists the software needed to upgrade Cisco Unity. If you do not have Cisco Unity DVDs for the currently shipping version, download all of the software listed in this section. Note the following considerations: •



The downloads may total several gigabytes. Use a computer with a high-speed Internet connection, and confirm that the computer has sufficient disk space or has access to a network drive with sufficient disk space.



•



Most downloads are self-extracting executable files. When downloads are complete, extract the updates and burn DVDs that contain the extracted files. Then delete the downloaded .exe files to free disk space. For detailed instructions on downloading software and burning DVDs, refer to the “Installation and Upgrade Information” section of the applicable release notes, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_release_notes_list.html.
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Caution



•



Note



Until you have installed all of the recommended service packs and updates, and, optionally, Cisco Security Agent for Cisco Unity and antivirus software, third-party components installed on the Cisco Unity server have significant security vulnerabilities. Do not connect the Cisco Unity server to the network to install software. Instead, burn DVDs that contain the downloaded software, and install the software from the DVDs.



The Cisco Unity documentation instructs you when to install the software you download.



To access the software download page, you must be logged on to Cisco.com as a registered user.



Download the following software for all installations. Even if you have Cisco Unity DVDs for the currently shipping version, we recommend that you download the software, some of which may have been released or updated after the discs were produced. Cisco Unity Software



Disc images for the currently shipping Cisco Unity version, including: •



The Cisco Unity installation disc.



•



The discs for Cisco Unity languages that you want to install on the server (other that U.S. English, which is automatically installed on all systems).



•



The applicable Cisco Unity Service Pack discs for the version of Cisco Unity that you are installing and for the version of Exchange that you are using. You always need Service Pack disc 1, which contains the Cisco Unity System Preparation Assistant. Before you install Cisco Unity, you must install the Microsoft service packs that were required for that version of Cisco Unity. After you install Cisco Unity, you can install any later service packs that were qualified for use with Cisco Unity.



Note



If you are upgrading from Cisco Unity 4.2(1) to Cisco Unity 5.0(1), you do not need to download Service Pack disc 1 or run the Cisco Unity System Preparation Assistant. The Cisco Unity 4.2(1) and Cisco Unity 5.0(1) versions of the Cisco Unity System Preparation Assistant install the same software. If you are upgrading from or to any other version of Cisco Unity, you must run the Cisco Unity System Preparation Assistant.



Refer to the “Downloading Software for Cisco Unity ” section of the applicable Release Notes for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_release_notes_list.html. Latest Microsoft Service Packs and Cisco Unity Server Updates Wizard



Download the following software: •



For the Microsoft software that you are installing on the Cisco Unity server, the latest service packs recommended for use with Cisco Unity, if later than the service packs shipped with Cisco Unity. Any service packs that are qualified for use with Cisco Unity after the most recent Cisco Unity release are available on the Microsoft Updates Software Download page at http://www.cisco.com/cgi-bin/tablebuild.pl/unity_msft_updates. Also download or print the installation instructions.
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For a list of the service packs that are recommended, refer to the section “Recommended Service Packs—Cisco Unity Server” in the System Requirements for Cisco Unity for your version of Cisco Unity, at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html. •



The latest Cisco Unity Server Updates Wizard, which automatically installs the latest Microsoft updates for Windows, Exchange, and SQL Server or MSDE that are recommended for use with Cisco Unity. The wizard also optionally installs the latest version of the Cisco Security Agent for Cisco Unity. Available on the Microsoft Updates for Cisco Unity Software Download page at http://www.cisco.com/cgi-bin/tablebuild.pl/unity_msft_updates. For information on the Microsoft updates and the version of Cisco Security Agent for Cisco Unity that are installed by the Server Updates Wizard, refer to Software Installed by the Cisco Unity Server Updates Wizard at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



Cisco Unity Directory Walker Utility and Cisco Unity Disaster Recovery Tools



The latest versions of the Cisco Unity Directory Walker (DbWalker) utility utility and the Cisco Unity Disaster Recovery tools (DiRT). DbWalker is used to check the consistency of and correct errors in the Cisco Unity database before the upgrade. DiRT is used to back up Cisco Unity data before the upgrade and to restore Cisco Unity data, if necessary. (All are included on the Cisco Unity discs, but updates are posted regularly to the Cisco Unity Tools website.) DbWalker for Cisco Unity 4.x and later is available at http://ciscounitytools.com/App_DirectoryWalker4.htm. DiRT is available at http://ciscounitytools.com/App_DisasterRecoveryTools.htm. Cisco Unity Permissions Wizard



The latest version of the Cisco Unity Permissions wizard. The Permissions wizard for Cisco Unity 5.0(1) and later is available at http://ciscounitytools.com/App_PW_501.htm.



Checking the Consistency of the Cisco Unity Database, and Backing Up Cisco Unity Data Revised May 1, 2008



Before you upgrade Cisco Unity, we recommend that you run the DbWalker utility to check the consistency of the Cisco Unity database. Running DbWalker fixes most minor errors automatically and flags any major errors. On a system with a few hundred subscribers, running DbWalker takes only a few minutes. However, on a large system, running DbWalker may take several hours. The duration depends on the speed of the processor, the amount of RAM in the server, the number of calls that Cisco Unity is taking, and other variables. We also recommend that you back up Cisco Unity data by using the Disaster Recovery Backup tool. Running the tool takes only a few minutes, and having a DiRT backup allows you to restore Cisco Unity data easily, if necessary. To Check the Consistency of the Cisco Unity Database Step 1



On the Cisco Unity server, install the latest version of DbWalker, if it is not already installed. If Cisco Unity failover is configured, do this procedure on the primary server.
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Determining Whether to Set Up Cisco Unity to Use SSL



Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



If you choose to back up messages as well as Cisco Unity data in the next procedure, backing up takes longer, the size of the backup is significantly larger, and the account with which you log on to Windows requires additional permissions. Refer to DiRT Help for detailed information. To Back Up Cisco Unity Data Step 1



On the Cisco Unity server, install the latest versions of DiRT, if the tools are not already installed. If Cisco Unity failover is configured, do this procedure on the secondary server.



Step 2



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.



Caution



If failover is configured, do not back up the primary server unless the secondary server is unavailable. If you restore from a backup of the primary server, you must also perform an additional procedure for Cisco Unity failover to function correctly. For more information, see “Working With Systems Configured For Failover” in DiRT Help.



Determining Whether to Set Up Cisco Unity to Use SSL Note



If Cisco Unity is already using SSL, skip this section. When subscribers log on to the Cisco Personal Communications Assistant (PCA), their credentials are sent across the network to Cisco Unity in clear text. The same is true in the following situations: •



When the Cisco Unity Administrator and the Status Monitor are configured to use the Anonymous authentication method.



•



With the Mobile Message Access for BlackBerry feature, when data is sent between the Cisco Unity server and the BlackBerry server.



In addition, the information that subscribers enter on the pages of the Cisco PCA and of the Cisco Unity Administrator (regardless of which authentication method it uses) is not encrypted.
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For increased security, we recommend that you set up Cisco Unity to use the Secure Sockets Layer (SSL) protocol. SSL uses public/private key encryption to provide a secure connection between servers and clients, and uses digital certificates to authenticate servers or servers and clients. (A digital certificate is a file that contains encrypted data that attests to the identity of an organization or entity, such as a computer.) Using the SSL protocol ensures that all Cisco Unity subscriber credentials—as well as the information that a subscriber enters on any page of the Cisco Unity Administrator and the Cisco PCA—are encrypted as the data is sent across the network. In addition, when you set up Cisco Unity to use SSL, each time that a subscriber tries to access any Cisco Unity web application, the browser will confirm that it is connected with the real Cisco Unity server—and not an entity falsely posing as such—before allowing the subscriber to log on. To set up a web server such as Cisco Unity to use SSL, you can either obtain a digital certificate from a certificate authority (CA) or use Microsoft Certificate Services available with Windows to issue your own certificate. (A CA is a trusted organization or entity that issues and manages certificates at the request of another organization or entity.) Cost, certificate features, ease of setup and maintenance, and the security policies practiced by the organization are some of the issues to consider when determining whether you should purchase a certificate from a CA or issue your own. Information on third-party CAs, Microsoft Certificate Services, and SSL is widely available on the Internet, as well as in the Windows and IIS online documentation. Such sources can help you determine whether to use SSL and how to set up a web server to use it.



Installing the Microsoft Certificate Services Component Note



If you do not plan to set up Cisco Unity to use SSL or if you want to use a digital certificate from a Certificate Authority to set up Cisco Unity to use SSL, skip this section. Do the procedure in this section if you plan to set up Cisco Unity to use SSL and you want to use the Microsoft Certificate Services available with Windows to issue your own certificate. You may install the component on the Cisco Unity server or on another server. To Install the Microsoft Certificate Services Component



Step 1



On the server that will act as your certificate authority (CA) and issue certificates, on the Windows Start menu, click Settings > Control Panel > Add/Remove Programs.



Step 2



Click Add/Remove Windows Components.



Step 3



In the Windows Components dialog box, check the Certificate Services check box. Do not change any other items. When the warning appears about not being able to rename the computer, or to join or be removed from a domain, click Yes.



Step 4



Click Next.



Step 5



Click Stand-alone Root CA, and click Next. (A stand-alone CA is a CA that does not require Active Directory.)



Step 6



Follow the on-screen prompts to complete the installation. For information, refer to the Windows documentation. If a message appears that Internet Information Services is running on the computer and must be stopped before proceeding, click OK to stop the services.
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Extending the Active Directory Schema for Cisco Unity



Step 7



In the Completing the Windows Components Wizard dialog box, click Finish.



Step 8



Close the Add Remove Programs dialog box and Control Panel.



Extending the Active Directory Schema for Cisco Unity Several changes to the Active Directory schema are required for Cisco Unity to work properly. To see the changes that the schema update program makes, browse to the directory Schema\LdifScripts on Cisco Unity DVD 1, and view the file Avdirmonex2k.ldf. Changes to the Active Directory schema may take 15 minutes or more to replicate throughout the forest. These changes must finish replicating before you can install Cisco Unity. To Extend the Active Directory Schema Step 1



Confirm that all domain controllers are on line. (The Active Directory schema extensions replicate only when all domain controllers are on line.)



Step 2



On the computer that has the schema master role (typically the first DC/GC in the forest), log on to Windows as a user who is a member of the Schema Admins group.



Step 3



On Cisco Unity DVD 1, browse to the directory ADSchemaSetup, and double-click ADSchemaSetup.exe.



Step 4



In the Active Directory Schema Setup dialog box, check the Exchange Directory Monitor check box.



Step 5



If you have ever used, are currently using, or plan to use VPIM Networking or Bridge Networking, check the applicable boxes.



Caution



If the schema has ever been updated with Bridge Connector and/or VPIM Connector extensions (for Bridge Networking and VPIM Networking, respectively) from an earlier version of Cisco Unity, you must update those extensions and the Directory Monitor extensions even if you are no longer using the Bridge or VPIM.



Step 6



Click OK.



Step 7



When the schema extension has finished, Ldif.log and Ldif.err files are saved to the desktop. View the contents of these files to confirm that the extension completed successfully.
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Creating New Active Directory Accounts for Cisco Unity Installation and Services Beginning with Cisco Unity 4.2(1), the Permissions wizard set only the permissions that Cisco Unity requires to function rather than setting permissions at a higher level. If you want to take advantage of the reduced permissions, create new Active Directory domain accounts for Cisco Unity installation and services.



Caution



The Permissions wizard does not take permissions away, it only grants permissions. If you run the Permissions wizard on existing accounts, permissions will not be reduced. To Create New Domain Accounts for Cisco Unity Installation and Services



Step 1



On the Cisco Unity server or another server where Active Directory Users and Computers is installed, log on to Windows by using an account that is a member of the Domain Admins group.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Active Directory Users and Computers.



Step 3



In the left pane, expand the domain, right-click Users or the organizational unit where you want to create the installation account, and click New > User.



Step 4



Follow the on-screen prompts to create the installation account. Creating an Exchange mailbox is optional. We suggest that you use names similar to the following for the accounts. Installation



UnityInstall



Account that Cisco Unity directory services log on as (directory services account)



UnityDirSvc



Account that Cisco Unity message store services log on UnityMsgStoreSvc as (message store services account) Step 5



Repeat Step 3 and Step 4 to create the Cisco Unity directory services account and message store services account.



Step 6



Ensure that for the accounts that Cisco Unity services log on as, the password will never expire. If the password expires, Cisco Unity will stop working the next time the server is restarted.



Step 7



Close Active Directory Users and Computers.
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Setting Permissions on an Active Directory Location by Using the Permissions Wizard You rerun the Permissions Wizard to update the permissions on the Active Directory location where Cisco Unity automatically creates Bridge and/or VPIM subscribers, if it is different from the location where Cisco Unity creates regular subscribers. If Cisco Unity is configured to automatically create both Bridge and VPIM subscribers in different locations, do the following procedure for the Bridge subscriber location, and repeat the procedure for the VPIM subscriber location. Run the Permissions wizard during off-peak hours. Beginning with Cisco Unity 4.2(1), the Permissions wizard sets permissions at a more granular level than previous versions did, which requires more changes to the Active Directory database.



Caution



When the Permissions wizard completes, the Lsass.exe process updates the Active Directory database with the new permissions. While Lsass.exe is processing the updates, it uses 100% of available processor time on the root domain controller in the domain and on one of the global catalog servers in the site where the Permissions wizard was run. (Other domain controllers in the domain and other global catalog servers in the forest are also affected, but the impact is less significant.) The updates take a few minutes to several hours, depending on the size of the database. Do not continue with the Cisco Unity upgrade until Lsass.exe has finished processing the changes, or Cisco Unity Setup may fail. To Set Permissions on the AD Location by Using the Permissions Wizard



Step 1



If you downloaded the latest version of Permissions wizard from CiscoUnityTools.com, install and run that version. Otherwise, run the version that appears in the Utilities\PermissionsWizard directory on the shipping Cisco Unity DVD.



Step 2



Click Next without changing any options until you arrive at the Choose Active Directory Containers for New Objects page.



Step 3



Choose the domain and the applicable container or organizational unit in which Cisco Unity automatically creates Bridge or VPIM subscribers. Note



Step 4



The Permissions wizard only has the ability to grant permissions—it does not remove any permissions. Following this procedure will add the necessary permissions on the container or OU that you select, but will not remove permissions that are already granted on other containers for Cisco Unity.



Click Next and follow the prompts to complete the Permissions wizard.



Disabling Antivirus and Cisco Security Agent Services Note



If the system is not using antivirus software or Cisco Security Agent for Cisco Unity, skip this section.
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You disable antivirus and Cisco Security Agent services on the server so that they do not slow down the installation of software or cause the installations to fail. The Cisco Unity Reconfiguration and Upgrade Guide alerts you when to re-enable the services after all of the installation procedures that can be affected are complete. To Disable and Stop Antivirus and Cisco Security Agent Services Step 1



Refer to the antivirus software documentation to determine the names of the antivirus services.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



Disable and stop each antivirus service and the Cisco Security Agent service:



Step 4



a.



In the right pane, double-click the service.



b.



On the General tab, in the Startup Type list, click Disabled. This prevents the service from starting when you restart the server.



c.



Click Stop to stop the service immediately.



d.



Click OK to close the Properties dialog box.



When the services have been disabled, close the Services MMC.



Running the Cisco Unity System Preparation Assistant The Cisco Unity System Preparation Assistant is a program that helps customize the platform for Cisco Unity by checking for and installing Windows components, Microsoft service packs and updates, and other software required by Cisco Unity. (For a detailed list, refer to Components and Software Installed by the Cisco Unity Platform Configuration Discs and the Cisco Unity System Preparation Assistant at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.)



Caution



Do not run the Cisco Unity System Preparation Assistant remotely by using Windows Terminal Services or other remote-access applications, or the installation of required software may fail. If a Microsoft AutoMenu window appears while the Cisco Unity System Preparation Assistant is installing an application, close the window and allow the assistant to continue. To Run the Cisco Unity System Preparation Assistant



Step 1



Log on to Windows by using an account that is a member of the Local Administrators group.



Step 2



On the Cisco Unity Service Packs DVD, browse to the Cuspa directory, and double-click Cuspa.vbs. If you are accessing the Cisco Unity System Preparation Assistant files on another server, use Windows Explorer or the “net” command to map the network drive to a drive letter on the Cisco Unity server before you run Cuspa.vbs.



Step 3



If prompted, double-click the language of your choice to continue the installation.



Step 4



On the Welcome screen, click Next.
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Upgrading to Exchange 2003 System Manager on the Cisco Unity Server



Step 5



On the Cisco Unity Server Characteristics page, set the following fields: Configuration



Click Unified Messaging or Voice Messaging Only, depending on the Cisco Unity configuration.



Failover



Check the This Is a Primary or Secondary Failover Server check box if the system is using failover.



Number of Ports



Enter the number of voice ports that you are connecting with the Cisco Unity server.



Step 6



Click Next. The assistant lists the components and indicates whether or not they are installed.



Step 7



Follow the on-screen prompts in the Cisco Unity System Preparation Assistant to install the additional software required by Cisco Unity.



Step 8



If MSDE Service Pack 4 is being installed, skip to Step 9. If SQL Server Service Pack 4 is being installed, install it now:



Step 9



a.



On the Welcome screen, click Next.



b.



Follow the on-screen prompts until you are prompted to choose the authentication mode.



c.



Choose Windows authentication, and click Next.



d.



If the SA Password Warning dialog box appears, enter and confirm the password, and click Next.



e.



On the Backward Compatibility Checklist page, do not check the Enable Cross-Database Ownership Chaining for All Databases [Not Recommended] check box.



f.



Follow the on-screen prompts to continue.



g.



If you are prompted about shutdown tasks before continuing with the installation, click Next.



h.



Click Finish to begin installing components.



i.



When the Setup message appears, click OK.



j.



Click Finish to restart the server.



k.



Skip to Step 10.



If MSDE Service Pack 4 is being installed, install it now: a.



Follow the on-screen prompts.



b.



When the installation is complete, click Yes to restart the server.



Step 10



Follow the on-screen prompts in the Cisco Unity System Preparation Assistant to install the additional software required by Cisco Unity.



Step 11



When the Cisco Unity System Preparation Assistant has completed, click Finish.



Upgrading to Exchange 2003 System Manager on the Cisco Unity Server If Exchange 2000 System Manager is installed on the Cisco Unity server (and the full version of Exchange is not), do the following procedure to upgrade to Exchange 2003 System Manager.
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Note



If you have no other Exchange 2003 servers in the forest, you are prompted to run forestprep and domainprep before you are allowed to install Exchange 2003 System Manager. Follow the onscreen prompts. To Upgrade Exchange 2000 System Manager to Exchange 2003 System Manager



Step 1



On the Cisco Unity server, insert the Cisco Unity Message Store 2003 disc in the DVD drive.



Step 2



If the disc does not run automatically, browse to the root directory, and double-click Setup.exe.



Step 3



Click Exchange Deployment Tools.



Step 4



Click Install Exchange System Management Tools Only.



Step 5



On the Install Exchange System Management Tools Only page, scroll down to Step 4 and click Run Setup Now.



Note



In early editions of Exchange 2003, Step 3 on the Install Exchange System Management Tools Only page incorrectly listed Windows Server 2003 Administration Tools Pack as required when the operating system is Windows 2000 Server. In later editions of Exchange 2003, this requirement was removed from Help, as explained in Microsoft Knowledge Base article 826966.



Step 6



In the Welcome to Microsoft Exchange Installation wizard, click Next.



Step 7



In the License Agreement dialog box, click I Agree, and click Next.



Step 8



In the Component Selection dialog box, in the Action column, set the actions for the following three components: Microsoft Exchange 2003



Change the action to Custom.



Microsoft Exchange Messaging and Collaboration Services



Change the action to None.



Microsoft Exchange System Management Tools



Leave the action as Install.



Step 9



Click Next.



Step 10



Follow the on-screen prompts to complete the installation.



Step 11



Restart the server.



Installing the Exchange Service Pack Required by Cisco Unity Setup Do the applicable procedure to install the Exchange service pack that you downloaded when you did the “Downloading Software for the Upgrade” section on page 1-11: •



To Install Exchange 2000 Service Pack 3, page 1-22



•



To Install Exchange 2003 Service Pack 2, page 1-22



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange) OL-13603-01



1-21



Chapter 1



Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version



Upgrading and Configuring Cisco Unity Software



Install the service pack on the following servers: •



The Cisco Unity server. If failover is configured, both the primary and secondary Cisco Unity servers.



•



The partner Exchange server.



•



The Exchange servers on which Cisco Unity subscribers are homed.



To Install Exchange 2000 Service Pack 3 Step 1



On Cisco Unity Service Packs DVD 1, browse to the directory Exchange_2000_SP3\Setup\I386, and double-click Update.exe.



Step 2



Follow the on-screen prompts to complete the installation.



Step 3



Restart the server.



Step 4



If you have not already done so, repeat this procedure on the partner Exchange server and on every Exchange 2000 server on which Cisco Unity subscriber mailboxes are homed.



To Install Exchange 2003 Service Pack 2 Step 1



On Cisco Unity Service Packs DVD 1, browse to the directory Exchange_2003_SP1\Setup\I386, and double-click Update.exe.



Step 2



Follow the on-screen prompts to complete the installation.



Step 3



Restart the server.



Step 4



If you have not already done so, repeat this procedure on the partner Exchange server and on every Exchange 2003 server on which Cisco Unity subscriber mailboxes are homed.



Upgrading and Configuring Cisco Unity Software To upgrade and configure Cisco Unity software, you use the Cisco Unity Installation and Configuration Assistant to run four programs in a specific order. The programs: •



Check the system and upgrade the Cisco Unity software.



•



Configure the Cisco Unity services.



•



Configure Cisco Unity for the message store.



•



Configure the Cisco Personal Communications Assistant to use SSL, if applicable.



Do the procedures in the following two subsections in the order listed.
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Upgrading the Cisco Unity Software, and Configuring Services and Cisco Unity for the Message Store To Upgrade and Configure the Cisco Unity Software Step 1



Log on to Windows by using the Cisco Unity installation account.



Caution



If you have not already done so, disable virus-scanning and Cisco Security Agent services on the server, if applicable. Otherwise, the installation may fail.



Step 2



On Cisco Unity DVD 1, browse to the root directory and double-click Setup.exe.



Step 3



If prompted, double-click the language of your choice to continue the upgrade.



Step 4



If you have already installed the Cisco Unity 5.0 upgrade license, skip to Step 5. If you have not already installed the upgrade license, on the Install a Cisco Unity Upgrade License page, click Run the Cisco Unity Install License File Wizard. a.



On the Welcome to the Cisco Unity License File wizard page, click Next.



b.



On the Add or Remove License Files page, add or remove the applicable license files: – If you are installing the upgrade license file on a non-failover Cisco Unity server, browse to the



location of the upgrade license file, and double-click the license file name. – If you are installing the upgrade license file on the primary Cisco Unity server in a failover



configuration, browse to the location of the upgrade license file, and double-click the license file name. – If you are installing a license file on the Cisco Unity secondary server in a failover



configuration, remove the Cisco Unity 4.x default license file CiscoUnity40.lic. Then browse to the CommServer\Licenses directory on the Cisco Unity installation disc, and add CiscoUnity50.lic. c.



Follow the on-screen prompts to finish the wizard.



Step 5



On the Cisco Unity Installation and Configuration Assistant Welcome screen, click Continue.



Step 6



If you already checked the consistency of the Cisco Unity database by using DbWalker, as recommended in the “Checking the Consistency of the Cisco Unity Database, and Backing Up Cisco Unity Data” section on page 1-13, click Skip DbWalker, click OK, and skip to Step 7. If you have not checked the consistency of the Cisco Unity database recently, we recommend that you do so now. On a system with a few hundred subscribers, running DbWalker takes only a few minutes. However, on a large system, running DbWalker may take several hours. The duration depends on the speed of the processor, the amount of RAM in the server, the number of calls that Cisco Unity is taking, and other variables. Click Run DbWalker from the Installation Media, click Continue, and follow the on-screen prompts.



Step 7



If you have already backed up Cisco Unity data by using the Disaster Recovery Backup tool, as recommended in the “Checking the Consistency of the Cisco Unity Database, and Backing Up Cisco Unity Data” section on page 1-13, click Skip DiRT, click OK, and skip to Step 8. If you have not backed up Cisco Unity data recently, we recommend that you do so now. Running the Disaster Recovery Backup tool takes only a few minutes, and having a DiRT backup allows you to restore Cisco Unity data easily, if necessary. Click Run DiRT from the Installation Media, click Continue, and follow the on-screen prompts.
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Step 8



In the main window of the assistant, click Run the Cisco Unity Setup Program.



Step 9



If prompted, double-click the language of your choice to continue the upgrade.



Step 10



If a message to stop services appears, click OK.



Step 11



Click Next or Continue without changing values until the Select Features dialog box appears.



Step 12



In the Select Features dialog box: a.



Check the Upgrade Cisco Unity check box.



b.



If the Cisco Unity license includes text to speech, check the Enable TTS check box. If not, uncheck the Enable TTS check box.



c.



If Windows 2000 is installed on the server, uncheck the Install Voice Card Software check box.



Caution



Step 13



If Cisco Unity is integrated with a circuit-switched phone system and you reinstall voice card software, the Dialogic quiet parameter and software settings for the D/120JCT-Euro and D/240PCI-T1 voice cards are reset to default values.



Click Next or Continue without changing values until you are prompted to restart the Cisco Unity server.



Caution



Do not cancel Cisco Unity Setup, or you may have to uninstall and reinstall Cisco Unity. In some cases, nothing may appear to be happening for long periods. To confirm that Cisco Unity Setup is still working, right-click the Windows taskbar and click Task Manager, then the Processes tab and Image Name (to sort by process name), and find Setup.exe. It should be using more than 0% of the CPU.



Step 14



Check the Yes, I Want to Restart My Computer Now check box, and click Finish.



Step 15



In the main window of the Cisco Unity Installation and Configuration Assistant, click Run the Cisco Unity Services Configuration Wizard. (You should be logged on to Windows with the Cisco Unity installation account.) If you created a new installation account and service accounts in the “Creating New Active Directory Accounts for Cisco Unity Installation and Services” section on page 1-17, specify the new accounts when prompted.



Step 16



On the Welcome screen, click Next.



Step 17



Choose the message store type, and click Next.



Step 18



Follow the on-screen prompts to complete the configuration.



Step 19



In the main window of the assistant, click Run the Cisco Unity Message Store Configuration Wizard.



Step 20



Confirm that the message store server is running. If the message store server is not running, configuring the message store will fail.



Step 21



On the Welcome screen, click Next.



Step 22



Follow the on-screen prompts.
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Step 23



When the message store configuration is complete, click Next.



Step 24



If you have not previously set up Cisco Unity to use SSL, the Set Up the Cisco Personal Communications Assistant to Use SSL page appears. Skip to the next subsection, “Setting Up the Cisco Personal Communications Assistant to Use SSL.” If Cisco Unity is already set up to use SSL, when the Summary screen appears, click Close.



Setting Up the Cisco Personal Communications Assistant to Use SSL From the Cisco Unity Installation and Configuration Assistant, you can set up the Cisco PCA to use SSL. Using the SSL protocol ensures that all subscriber credentials—as well as the information that a subscriber enters on any page in the Cisco PCA—are encrypted as the data is sent across the network. After the Cisco Unity Installation and Configuration Assistant is finished and the Cisco PCA is set up to use SSL, you manually set up the Cisco Unity Administrator and Status Monitor to use SSL. The Cisco Unity Reconfiguration and Upgrade Guide alerts you when to do the procedure. If you do not want to set up the Cisco PCA to use SSL, see the “Skipping Cisco PCA Setup for SSL” section on page 1-25. To set up the Cisco PCA to use SSL, do the procedures in the applicable section, depending on whether you are using a certificate authority: •



Setting Up the Cisco PCA to Use SSL by Creating a Local Certificate Without a Certificate Authority, page 1-26



•



Setting Up the Cisco PCA to Use SSL by Using a Certificate Authority, page 1-27



If the Cisco Unity server is running Windows Server 2003, you can set up the Cisco Personal Communications Assistant to use SSL now. However, the option to do so by creating a local certificate without a certificate authority has not been automated for Windows Server 2003. If you want to set up the Cisco PCA to use SSL by using this method, you must do so manually. Refer to the “Using SSL to Secure Client/Server Connections” chapter of the Security Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html.



Skipping Cisco PCA Setup for SSL Do the procedure in this section if you do not want to set up the Cisco PCA to use SSL. (Note that without SSL when subscribers log on to the Cisco PCA, their credentials will be sent across the network to Cisco Unity in clear text. In addition, the information that subscribers enter on the pages of the Cisco PCA will not be encrypted.) To Skip Cisco PCA Setup for SSL Step 1



On the Set Up the Cisco Personal Communications Assistant to Use SSL page, Click Do Not Set Up Cisco Personal Communications Assistant to Use SSL.



Step 2



Click Continue.



Step 3



Click Close to exit the Cisco Unity Installation and Configuration Assistant.
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Setting Up the Cisco PCA to Use SSL by Creating a Local Certificate Without a Certificate Authority To Set Up the Cisco PCA to Use SSL by Creating a Local Certificate Without a Certificate Authority Step 1



On the Set Up the Cisco Personal Communications Assistant to Use SSL page, click Create a Local Certificate Without a Certificate Authority.



Step 2



Click Internet Services Manager.



Step 3



Expand the name of the Cisco Unity server.



Step 4



If the Cisco Unity server is running Windows Server 2003, expand Web Sites. If not, skip to Step 5.



Step 5



Right-click Default Web Site, and click Properties.



Step 6



In the Default Web Site Properties dialog box, click the Directory Security tab.



Step 7



Under Secure Communications, click Server Certificate.



Step 8



On the Web Server Certificate wizard Welcome page, click Next.



Step 9



Click Create a New Certificate, and click Next.



Step 10



Click Prepare the Request Now, But Send It Later, and click Next.



Step 11



Enter a name and a bit length for the certificate. We strongly recommend that you choose a bit length of 512. Greater bit lengths may decrease performance.



Step 12



Click Next.



Step 13



Enter the organization information, and click Next.



Step 14



For the common name of the site, enter either the system name of the Cisco Unity server or the fully qualified domain name.



Caution



The name must exactly match the host portion of any URL that will access the system by using a secure connection.



Step 15



Click Next.



Step 16



Enter the geographical information, and click Next.



Step 17



Specify the certificate request file name and location, and write down the file name and location because you will need the information later in this procedure.



Step 18



Click Next.



Step 19



Verify the request file information, and click Next.



Step 20



Click Finish to exit the Web Server Certificate wizard.



Step 21



Click OK to Close the Default Web Site Properties dialog box.



Step 22



Close the Internet Services Manager window.



Step 23



In the Cisco Unity Installation and Configuration Assistant, in the Enter Certificate Request File box, enter the full path and file name of the certificate request file that you specified in Step 17.



Step 24



Click Create Certificate.



Step 25



Click Internet Services Manager.
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Step 26



Expand the name of the Cisco Unity server.



Step 27



If the Cisco Unity server is running Windows Server 2003, expand Web Sites. If not, skip to Step 28.



Step 28



Right-click Default Web Site, and click Properties.



Step 29



In the Default Web Site Properties dialog box, click the Directory Security tab.



Step 30



Under Secure Communications, click Server Certificate.



Step 31



On the Web Server Certificate wizard Welcome page, click Next.



Step 32



Click Process the Pending Request and Install the Certificate.



Step 33



Click OK.



Step 34



In the Process a Pending Request dialog box, click OK to accept the default path and file name of the pending certificate request.



Step 35



In the Certificate Summary dialog box, click Next.



Step 36



Click Finish to exit the Web Server Certificate wizard.



Step 37



Click OK to Close the Default Web Site Properties dialog box.



Step 38



Close the Internet Services Manager window.



Step 39



In the Cisco Unity Installation and Configuration Assistant, click Enable Cisco PCA to Use SSL.



Step 40



Click Internet Services Manager.



Step 41



Right-click the name of the Cisco Unity server, and click Restart IIS.



Step 42



In the Stop/Start/Restart dialog box, click Restart Internet Services on .



Step 43



Click OK.



Step 44



Close the Internet Services Manager window.



Step 45



In the Cisco Unity Installation and Configuration Assistant, click Continue.



Step 46



Click Close to exit the Cisco Unity Installation and Configuration Assistant.



Setting Up the Cisco PCA to Use SSL by Using a Certificate Authority This section contains four procedures. If you are using Microsoft Certificate Services to issue your own certificate, do all four procedures in the order listed. If you are using a certificate purchased from a Certificate Authority (for example, VeriSign), do only the fourth procedure, “To Install the Certificate.” To Create a Certificate Request by Using Microsoft Certificate Services Step 1



On the Set Up the Cisco Personal Communications Assistant to Use SSL page, click Use a Certificate Authority.



Step 2



Click Internet Services Manager.



Step 3



Expand the name of the Cisco Unity server.
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Upgrading and Configuring Cisco Unity Software



Step 4



If the Cisco Unity server is running Windows Server 2003, expand Web Sites. If not, skip to Step 5.



Step 5



Right-click Default Web Site, and click Properties.



Step 6



In the Default Web Site Properties dialog box, click the Directory Security tab.



Step 7



Under Secure Communications, click Server Certificate.



Step 8



On the Web Server Certificate wizard Welcome page, click Next.



Step 9



Click Create a New Certificate, and click Next.



Step 10



Click Prepare the Request Now, But Send It Later, and click Next.



Step 11



Enter a name and a bit length for the certificate. We strongly recommend that you choose a bit length of 512. Greater bit lengths may decrease performance.



Step 12



Click Next.



Step 13



Enter the organization information, and click Next.



Step 14



For the common name of the site, enter either the system name of the Cisco Unity server or the fully qualified domain name.



Caution



The name must exactly match the host portion of any URL that will access the system by using a secure connection.



Step 15



Click Next.



Step 16



Enter the geographical information, and click Next.



Step 17



Specify the certificate request file name and location, and write down the file name and location because you will need the information in the next procedure. Save the file to a disk or to a directory that the certificate authority (CA) server can access.



Step 18



Click Next.



Step 19



Verify the request file information, and click Next.



Step 20



Click Finish to exit the Web Server Certificate wizard.



Step 21



Click OK to Close the Default Web Site Properties dialog box.



Step 22



Close the Internet Services Manager window.



Step 23



Click Close to exit the Cisco Unity Installation and Configuration Assistant.



To Submit the Certificate Request by Using Microsoft Certificate Services Step 1



On the server that is acting as the CA, on the Windows Start menu, click Run.



Step 2



Run Certreq.



Step 3



Browse to the directory where you saved the certificate request file, and double-click the file.



Step 4



Click the CA to use, and click OK.
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Once the CA submits the certificate request, it assigns a pending status by default for added security. This requires a person to verify the authenticity of the request and to manually issue the certificate. To Issue the Certificate by Using Microsoft Certificate Services Step 1



On the server that is acting as the CA, on the Windows Start menu, click Programs > Administrative Tools > Certification Authority.



Step 2



In the left pane of the Certification Authority window, expand Certification Authority.



Step 3



Expand .



Step 4



Click Pending Requests.



Step 5



In the right pane, right-click the request, and click All Tasks > Issue.



Step 6



In the left pane, click Issued Certificates.



Step 7



In the right pane, double-click the certificate to open it.



Step 8



Click the Details tab.



Step 9



In the Show list, choose , and click Copy to File.



Step 10



On the Certificate Export wizard Welcome page, click Next.



Step 11



Accept the default export file format DER encoded binary X.509 (.CER), and click Next.



Step 12



Specify a file name and a location that the Cisco Unity server can access, and click Next.



Step 13



Verify the settings, and click Finish.



Step 14



Click OK to close the Certificate Details dialog box.



Step 15



Close the Certification Authority window.



To Install the Certificate Step 1



On the Cisco Unity server, double-click the CUICA icon on the desktop.



Step 2



In the Cisco Unity Installation and Configuration Assistant, click Use a Certificate Authority.



Step 3



On the Set Up the Cisco Personal Communications Assistant to Use SSL page, at Step 3, click Internet Services Manager.



Step 4



Expand the name of the Cisco Unity server.



Step 5



If the Cisco Unity server is running Windows Server 2003, expand Web Sites. If not, skip to Step 6.



Step 6



Right-click Default Web Site, and click Properties.



Step 7



In the Default Web Site Properties dialog box, click the Directory Security tab.



Step 8



Under Secure Communications, click Server Certificate.



Step 9



On the Web Server Certificate wizard Welcome page, click Next.



Step 10



Click Process the Pending Request and Install the Certificate, and click Next.



Step 11



Browse to the directory of the certificate (.cer) file, and double-click the file.



Step 12



Verify the certificate information, and click Next.



Step 13



Click Finish to exit the Web Server Certificate wizard.
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Designating the Phone System as Cisco Unified CM Express



Step 14



Click OK to close the Default Web Site Properties dialog box.



Step 15



Close the Internet Services Manager window.



Step 16



In the Cisco Unity Installation and Configuration Assistant, click Enable Cisco PCA to Use SSL.



Step 17



Restart IIS:



Step 18



a.



Click Internet Services Manager.



b.



Right-click the name of the Cisco Unity server, and click Restart IIS.



c.



In the Stop/Start/Restart dialog box, click Restart Internet Services on .



d.



Click OK.



e.



Close the Internet Services Manager window.



Click Close to exit the Cisco Unity Installation and Configuration Assistant.



Designating the Phone System as Cisco Unified CM Express Note



If the Cisco Unity system is configured for failover, skip this section. The Cisco Unified CM Express integration is not supported with Cisco Unity failover. You must do the procedure in this section when both of the following conditions apply: •



You are upgrading to the shipping version of Cisco Unity from Cisco Unity 4.0(1) through 4.0(4).



•



Cisco Unity is integrated with Cisco Unified CM Express or with a Cisco Unified CM cluster that includes a Cisco Unified CM Express server.



Doing the procedure enables all the Cisco Unified CM Express integration features listed in the applicable Cisco Unified CM Express integration guide. To Designate the Phone System as Cisco Unified CM Express Step 1



On the Cisco Unity server, on the Windows Start menu, click Programs > Cisco Unity > Manage Integrations. UTIM appears.



Step 2



In the left pane of the UTIM window, click the Cisco Unified CM Express integration or the Cisco Unified CM integration that includes a Cisco Unified CM Express server.



Step 3



In the right pane, click the applicable cluster.



Step 4



In the right pane, click the Servers tab.



Step 5



In the list of servers, double-click the first Cisco Unified CM Express server.



Step 6



In the Modify Server dialog box, in the IP Address or Host Name field, enter the IP address of the Cisco Unified CM Express server.



Step 7



Check the This Server Is Cisco Unified CM Express check box.



Step 8



Click OK.



Step 9



On the Servers tab, click Save.
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Step 10



At the prompt to restart the Cisco Unity services, click Yes. The Cisco Unity services restart.



Note



Step 11



When restarting Cisco Unity, use the UTIM prompt instead of the Cisco Unity icon in the Windows taskbar. The taskbar icon does not restart all the Cisco Unity services.



Exit UTIM.



Installing the Latest Microsoft Service Packs You install the latest Microsoft service packs that has been qualified for use with Cisco Unity, if any, as well as the corresponding updates, to enhance the security of the Cisco Unity server. Do the following procedures. To Install the Latest Microsoft Service Packs, If Any



Follow the instructions that you printed or downloaded when you downloaded the service pack.



Installing Microsoft Updates and Cisco Security Agent for Cisco Unity Revised May 1, 2008



You run the Cisco Unity Server Updates wizard that you downloaded in the “Downloading Software for the Upgrade” section on page 1-11 to install the Microsoft updates that apply to Cisco Unity and, optionally, to install Cisco Security Agent for Cisco Unity. If Cisco Security Agent for Cisco Unity is already installed on the server, you must disable and uninstall it before you can install the latest version. For more information, see the Release Notes for Cisco Security Agent for Cisco Unity for the version of Cisco Security Agent for Cisco Unity currently installed. Release notes are available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_release_notes_list.html. To Install Microsoft Updates and, Optionally, Cisco Security Agent for Cisco Unity Step 1



Insert in the drive the disc that you burned with the latest version of the Cisco Unity Server Updates Wizard.



Step 2



Run ServerUpdatesWizard.exe.



Step 3



Follow the on-screen prompts to complete the installation of Microsoft updates and, optionally, Cisco Security Agent for Cisco Unity.
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Re-enabling Antivirus and Cisco Security Agent Services



Note



Step 4



If you are accessing the server by using Remote Desktop or a VNC client, and you are installing Cisco Security Agent for Cisco Unity, the Remote Desktop or VNC session will be disconnected when Cisco Security Agent for Cisco Unity restarts the network interface. If the session does not reconnect automatically, reconnect manually to finish the Server Updates wizard. Restart the Cisco Unity server.



Re-enabling Antivirus and Cisco Security Agent Services You re-enable virus-scanning and Cisco Security Agent services now that all of the software installations that could have been affected if the services were running are complete. If you installed Cisco Security Agent for Cisco Unity when you ran the Server Updates wizard, you do not need to re-enable or start it. To Re-enable and Start Antivirus and Cisco Security Agent Services Step 1



Refer to the virus-scanning software documentation to determine the names of the virus-scanning services.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



Re-enable and start each virus-scanning service and the Cisco Security Agent service:



Step 4



a.



In the right pane, double-click the service.



b.



On the General tab, in the Startup Type list, click Automatic to re-enable the service.



c.



Click Start to start the service.



d.



Click OK to close the Properties dialog box.



When the services have been re-enabled, close the Services MMC.



Deleting Apache Tomcat Sample Directories Added May 1, 2008



Apache Tomcat, which is automatically installed on the Cisco Unity server and is required for Cisco Unity to function properly, contains security vulnerabilities in sample applications. To eliminate the security vulnerabilities, do the following procedure to delete the sample directories. For more information, see the CVE-IDs “CVE-2007-1355” and “CVE-2007-2449” on the CVE (Common Vulnerabilities and Exposures) website at http://cve.mitre.org. To Delete Apache Tomcat Sample Applications Step 1



In the Services MMC, stop the Tomcat service.



Step 2



Delete the following directories and their contents under the directory where Cisco Unity is installed (Commserver by default):
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Step 3



•



cscoserv\Tomcat\webapps\examples



•



cscoserv\Tomcat\webapps\tomcat-docs



In the Services MMC, restart the Tomcat service.



Installing Additional Dialogic Software for D/120JCT-Euro Rev 2 Voice Cards The Intel Dialogic D/120JCT-Euro Rev 2 voice card requires some software that is installed automatically with Cisco Unity 4.0(5) and later but that was not installed for Cisco Unity versions 4.0(1) through 4.0(4). If you are upgrading to the shipping version from Cisco Unity 4.0(1) through 4.0(4) and you are using D/120JCT-Euro Rev 2 voice cards, do the following procedure. To Install Additional Dialogic Software for the Dialogic D/120JCT-Euro Rev 2 Voice Card Step 1



On a secure server, go to the Other Cisco Unity Components Software Download page at http://www.cisco.com/cgi-bin/tablebuild.pl/unity, and download the file DialogicD120JCTEuro.exe.



Note



To access the software download page, you must be logged on to Cisco.com as a registered user.



Step 2



Click the file DialogicD120JCTEuro.exe.



Step 3



When prompted to verify the software image, click Next.



Step 4



On the Software Download Rules page, click Accept.



Step 5



Follow the on-screen prompts to download the file.



Step 6



When the download is complete, copy the file DialogicD120JCTEuro.exe to the Cisco Unity server.



Step 7



On the Cisco Unity server, in Windows Explorer, double-click DialogicD120JCTEuro.exe.



Step 8



Follow the on-screen prompts to extract the following three files to the directory Commserver\Dialogic\Data: •



nz_120jr2.prm



•



au_120jr2.prm



•



eu_120jr2.prm



Step 9



Right-click the Cisco Unity icon in the status area of the taskbar, and click Stop Cisco Unity.



Step 10



On the Windows Start menu, click Programs > Dialogic System Software > Dialogic Configuration Manager - DCM.



Step 11



On the Dialogic Configuration Manager Service menu, click Stop Service.



Step 12



On the Dialogic Configuration Manager Service menu, click Start Service. Stopping and restarting the service forces the Rev 2 card(s) to download the updated .prm files.



Step 13



On the Windows Start menu, click Programs > Startup > AvCsTrayStatus to restart the Cisco Unity icon.



Step 14



When the Cisco Unity icon appears in the status area of the taskbar, right-click it.
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Step 15



Click Start Cisco Unity.



Setting Up the Cisco Unity Administrator and Status Monitor to Use SSL Note



If you are not setting up Cisco Unity to use SSL, skip this section. Using the SSL protocol ensures that all subscriber credentials—as well as the information that a subscriber enters on any page in the Cisco Unity Administrator—are encrypted as the data is sent across the network. To Set Up the Cisco Unity Administrator and Status Monitor to Use SSL



Step 1



On the Cisco Unity server, on the Windows Start menu, click Programs > Administrative Tools > Internet Services Manager.



Step 2



Expand the name of the Cisco Unity server.



Step 3



If the Cisco Unity server is running Windows Server 2003, expand Web Sites. If not, skip to Step 4.



Step 4



Expand Default Web Site.



Step 5



Under Default Web Site, right-click Web, and click Properties.



Step 6



In the Properties dialog box, set the Web directory to use SSL: a.



Click the Directory Security tab.



b.



Under Secure Communications, click Edit.



c.



Check the Require Secure Channel (SSL) check box.



d.



Click OK to close the Secure Communications dialog box.



e.



Click OK to close the Properties dialog box.



Step 7



Under Default Web Site, right-click SAWeb, and click Properties.



Step 8



Repeat Step 6 to set the SAWeb directory to use SSL.



Step 9



Under Default Web Site, right-click Status, and click Properties.



Step 10



Repeat Step 6 to set the Status directory to use SSL.



Step 11



Under Default Web Site, double-click AvXml.



Step 12



In the right pane, right-click AvXml.dll, and click Properties.



Step 13



In the Properties dialog box, click the File Security tab.



Step 14



Under Secure Communications, click Edit.



Step 15



Check the Require Secure Channel (SSL) check box.



Step 16



Click OK to close the Secure Communications dialog box.
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Step 17



Click OK to close the AvXml.dll Properties dialog box.



Step 18



Close the Internet Services Manager window.



Configuring Internet Explorer to Display the Cisco Unity Administrator (Windows Server 2003 Only) This section applies only when Windows Server 2003 is installed on the Cisco Unity server. If you created a Cisco Unity administration account as recommended by the Cisco Unity installation guide, and if you log on to Windows using that account, the changes that Windows Server 2003 Service Pack 1 makes to default Internet Explorer security settings cause the Cisco Unity Administrator to display a blank page. Do the following procedure to configure Internet Explorer to display the Cisco Unity Administrator when you log on to Windows using the administration account. To Configure Internet Explorer to Display the Cisco Unity Administrator Step 1



Log on to the Cisco Unity server using the Cisco Unity administration account.



Step 2



Right click the Cisco Unity icon in the system tray, and click Launch System Admin.



Step 3



If you are prompted to provide a user name and password, click Cancel.



Step 4



On the Internet Explorer Tools menu, click Internet Options.



Step 5



Click the Security tab.



Step 6



Under Select a Web Content Zone to Specify Its Security Settings, click the Trusted Sites icon.



Step 7



Click Sites.



Step 8



In the Trusted Sites dialog box, in the Add This Website to the Zone field, enter the applicable value depending on whether the Cisco Unity Administrator is set up to use SSL: If the Cisco Unity Administrator is set up to use SSL



Enter https:\\



If the Cisco Unity Administrator is not set up to use SSL



Enter http:\\



Step 9



If the Cisco Unity Administrator is set up to use SSL, check the Require Server Verification (https:) for All Sites in This Zone check box. If not, uncheck the check box.



Step 10



Click Add.



Step 11



Click Close to close the Trusted Sites dialog box.



Step 12



On the Security tab, click Custom Level.



Step 13



In the Security Settings dialog box, change the value of the Reset To list to Low.



Step 14



Click Reset, and click Yes to confirm that you want to change the security settings for this zone.



Step 15



Click OK to close the Security Settings dialog box.



Step 16



If the Security Settings dialog box does not close: a.



Close the dialog box by clicking the X in the upper-right corner.
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b. Step 17



In the “not responding” message box, click End Now. (The “not responding” message box may take a few seconds to appear.)



Restart the Cisco Unity Administrator.



Securing the Example Administrator and Example Subscriber Accounts Against Toll Fraud It is possible for a malicious user to dial into Cisco Unity, log on as the Example Administrator or Example Subscriber by using the default extension and password, and configure Cisco Unity to forward calls to phone numbers for which there are charges or to reconfigure greetings so an operator believes the messaging system is personally accepting collect-call charges. To help secure Cisco Unity against toll fraud, we strongly recommend that you change the phone password for both accounts after Cisco Unity is installed. Although the Example Subscriber account is no longer created during Cisco Unity installation in versions 4.0(3) and later, you may still have an Example Subscriber account from an earlier version, as the account is not removed during the upgrade process. (For information on the accounts, refer to the “About Default Accounts” section in the “Messaging and Default Accounts Overview” chapter of the System Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html. To Change the Password on the Example Administrator and Example Subscriber Accounts Step 1



In the Cisco Unity Administrator, go to any Subscribers > Subscribers page.



Step 2



Click the Find icon.



Step 3



On the Find and Select Subscriber page, click Find.



Step 4



Click Example Administrator.



Step 5



In the left pane, click Phone Password.



Step 6



In the right pane, check the User Cannot Change Password check box.



Step 7



Check the Password Never Expires check box.



Step 8



Under Reset Phone Password, enter and confirm a new password by using digits 0 through 9. We recommend that you enter a long and nontrivial password; 20 digits or more is desirable. (The minimum length of the password is set on the Subscribers > Account Policy > Phone Password Restrictions page.) In a nontrivial password: •



The digits are not all the same (for example, 9999).



•



The digits are not consecutive (for example, 1234).



•



The password is not the same as the extension assigned to the example account.



•



The password does not spell the name of the example account, the name of the company, the name of the IT manager, or any other obvious words.



Step 9



Click the Save icon.



Step 10



Click the Find icon.
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Step 11



On the Find and Select Subscriber page, click Find.



Step 12



Click Example Subscriber.



Step 13



Repeat Step 5 through Step 9 for Example Subscriber.



Step 14



Close the Cisco Unity Administrator.



Disabling or Deleting Old Installation and Service Accounts If you created new installation and service accounts to take advantage of the reduced Active Directory permissions that are set by the Permissions wizard beginning with Cisco Unity 4.2(1), use Active Directory Users and Computers (ADUC) to disable or delete the old accounts. Refer to ADUC Help for more information.



Hardening the Cisco Unity Server Note



If the Cisco Unity server is not connected to the corporate network, skip this section. We strongly recommend that you secure Cisco Unity and the Cisco Unity server. Refer to the Security Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html.
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Adding Features to the Cisco Unity 5.x System The task lists and procedures in this chapter apply only to adding features to a Cisco Unity system that is already running the currently shipping version. If you are adding a single feature to the Cisco Unity system, see the applicable section in this chapter. If you are adding multiple features, use the “Task List for Adding Features to the Cisco Unity 5.x System” section on page 2-1 to add them in the correct order. This chapter contains the following sections: •



Task List for Adding Features to the Cisco Unity 5.x System, page 2-1



•



Adding, Exchanging, or Removing Voice Cards, page 2-2



•



Adding Voice Messaging Ports, page 2-10



•



Adding Cisco Unity User Licenses, page 2-21.



•



Adding Languages, page 2-24



•



Adding Text to Speech, page 2-30



•



Adding Voice Recognition, page 2-36



•



Adding AMIS Networking, page 2-39



•



Adding Bridge Networking, page 2-42



•



Adding VPIM Networking, page 2-42



•



Adding Other Networking Options, page 2-44



•



Adding an Integration, page 2-45



•



Adding Failover to the Cisco Unity System When Exchange Is Already on a Separate Server, page 2-51



Task List for Adding Features to the Cisco Unity 5.x System This task list contains all possible supported tasks for modifying a Cisco Unity system that is running the shipping version. (To upgrade to the shipping version, see Chapter 1, “Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version.”) If a task does not apply to your situation, skip it. 1.



Add, exchange, or remove voice cards. See the “Adding, Exchanging, or Removing Voice Cards” section on page 2-2.



2.



Add voice messaging ports. See the “Adding Voice Messaging Ports” section on page 2-10.



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange) OL-13603-01



2-1



Chapter 2



Adding Features to the Cisco Unity 5.x System



Adding, Exchanging, or Removing Voice Cards



(If you are adding ports for a new integration, skip this task. You will handle adding ports when you create the integration in Task 11.) 3.



Add Cisco Unity user licenses. See the “Adding Cisco Unity User Licenses” section on page 2-21.



4.



Add languages. See the “Adding Languages” section on page 2-24.



5.



Add text to speech. See the “Adding Text to Speech” section on page 2-30.



6.



Add voice recognition. See the “Adding Voice Recognition” section on page 2-36.



7.



Add AMIS Networking. See the “Adding AMIS Networking” section on page 2-39.



8.



Add Bridge Networking. See the “Adding Bridge Networking” section on page 2-42.



9.



Add VPIM Networking. See the “Adding VPIM Networking” section on page 2-42.



10. Add Digital Networking, SMTP Networking, or Internet Subscribers. See the “Adding Other



Networking Options” section on page 2-44. 11. Add an integration. See the “Adding an Integration” section on page 2-45. 12. Add Cisco Unity failover. See the “Adding Failover to the Cisco Unity System When Exchange Is



Already on a Separate Server” section on page 2-51.



Adding, Exchanging, or Removing Voice Cards This section contains two task lists. Use the applicable list to update the Cisco Unity system correctly, depending on whether the system is using failover:



Caution



•



Task List for Adding, Exchanging, or Removing Voice Cards Without Failover, page 2-2



•



Task List for Adding, Exchanging, or Removing Voice Cards with Failover Configured, page 2-3



The number of voice messaging ports allowed on a Cisco Unity server is controlled by a setting in the license file. If the number of ports on the voice cards in the server is greater than the license file allows, only the number of ports specified in the license file will work.



Task List for Adding, Exchanging, or Removing Voice Cards Without Failover Note



If the system is using Cisco Unity failover, see the “Task List for Adding, Exchanging, or Removing Voice Cards with Failover Configured” section on page 2-3 instead. 1.



Determine the current setting for the Intel Dialogic quiet parameter. Refer to the “Determining the Current Setting for the Quiet Parameter and Other Parameters” section on page 2-4.



2.



Uninstall voice card software. Refer to the “Removing Intel Dialogic Voice Card Software” section on page 2-5.



3.



Shut down the server. For more information, see the “Shutting Down or Restarting the Cisco Unity Server” section on page A-2.



4.



Add, exchange, or remove the voice cards. Refer to the “Installing Voice Cards” section in the “Setting Up the Hardware” chapter of the applicable Cisco Unity installation guide for your configuration. (Installation guides are available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.)



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange)



2-2



OL-13603-01



Chapter 2



Adding Features to the Cisco Unity 5.x System Adding, Exchanging, or Removing Voice Cards



5.



Restart the Cisco Unity server. For more information, see the “Shutting Down or Restarting the Cisco Unity Server” section on page A-2.



6.



If the Cisco Unity server still contains voice cards, and virus-scanning software or Cisco Security Agent for Cisco Unity is installed: Disable virus-scanning services and the Cisco Security Agent service. See the “Disabling Virus-Scanning and Cisco Security Agent Services” section on page 2-6.



7.



If the Cisco Unity server still contains voice cards: Run the Cisco Unity Installation and Configuration Assistant. See the “Running the Cisco Unity Installation and Configuration Assistant to Install Voice Card Software” section on page 2-6.



8.



If the Cisco Unity server still contains voice cards: Reset the Intel Dialogic quiet parameter. Refer to the “Resetting the Quiet Parameter and Other Parameters” section on page 2-8.



9.



If the Cisco Unity server still contains voice cards, and virus-scanning software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server: Re-enable virus-scanning services and the Cisco Security Agent service. See the “Re-enabling Virus-Scanning and Cisco Security Agent Services” section on page 2-9.



10. If you removed voice cards: Remove the unused voice messaging ports on the Cisco Unity server.



Refer to the “Changing the Settings for an Existing Integration” section in the applicable Cisco Unity integration guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_installation_and_configuratio n_guides_list.html.



Task List for Adding, Exchanging, or Removing Voice Cards with Failover Configured Begin the following tasks on the primary Cisco Unity server. The task list alerts you when to update the secondary Cisco Unity server. 1.



Determine the current setting for the Intel Dialogic quiet parameter. See the “Determining the Current Setting for the Quiet Parameter and Other Parameters” section on page 2-4.



2.



Uninstall voice card software. Refer to the “Removing Intel Dialogic Voice Card Software” section on page 2-5.



3.



Shut down the server. For more information, see the “Shutting Down or Restarting the Cisco Unity Server” section on page A-2.



4.



Add, exchange, or remove the voice cards. Refer to the “Installing Voice Cards” section in the “Setting Up the Hardware” chapter of the applicable Cisco Unity installation guide for your configuration. (Installation guides are available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.)



5.



Restart the Cisco Unity server. For more information, see the “Shutting Down or Restarting the Cisco Unity Server” section on page A-2.



6.



If the Cisco Unity server still contains voice cards, and virus-scanning software or Cisco Security Agent for Cisco Unity is installed: Disable virus-scanning services and the Cisco Security Agent service. See the “Disabling Virus-Scanning and Cisco Security Agent Services” section on page 2-6.



7.



If the Cisco Unity server still contains voice cards: Run the Cisco Unity Installation and Configuration Assistant. See the “Running the Cisco Unity Installation and Configuration Assistant to Install Voice Card Software” section on page 2-6.



8.



If the Cisco Unity server still contains voice cards: Reset the Intel Dialogic quiet parameter. Refer to the “Resetting the Quiet Parameter and Other Parameters” section on page 2-8.
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9.



If the Cisco Unity server still contains voice cards, and virus-scanning software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server: Re-enable virus-scanning services and the Cisco Security Agent service. See the “Re-enabling Virus-Scanning and Cisco Security Agent Services” section on page 2-9.



10. If you removed voice cards: Remove the unused voice messaging ports on the Cisco Unity server.



Refer to the “Changing the Settings for an Existing Integration” section in the applicable Cisco Unity integration guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_installation_and_configuratio n_guides_list.html. 11. On the secondary Cisco Unity server, repeat Task 1. through Task 10.



Determining the Current Setting for the Quiet Parameter and Other Parameters When the quiet parameter and any other parameters have been set to a value other than the default, the settings will be lost when you remove the Intel Dialogic software. Write down the current values of the parameters so you can restore the values after you reinstall the software. If the parameter-file value is blank, the Intel Dialogic default settings are being used, and you do not need to reset any parameter values when you reinstall the software. To Determine the Current Setting for the Quiet Parameter and Other Parameters Step 1



Exit the Cisco Unity software, if it is running. For more information, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



In the right pane of the Services dialog box, right-click Telephony, and click Stop.



Step 4



If you are prompted to stop other services, click Yes.



Step 5



On the Windows Start menu, click Programs > Dialogic System Software > Dialogic Configuration Manager–DCM. The tree-structured list contains an entry for each Intel Dialogic card installed in the server.



Step 6



On the Service menu, click Stop Service.



Step 7



Double-click a card in the tree list.



Step 8



In the Properties dialog box for the card, click the Misc tab.



Step 9



In the Parameter list, click ParameterFile.



Step 10



Write down all the values in the Value field. You will re-enter the values later when you reset the parameters. Use the format .prm. If the Value field is blank, the Intel Dialogic default settings are being used.



Step 11



Click OK.



Step 12



Repeat Step 7 through Step 11 for any additional cards in the tree list.
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Removing Intel Dialogic Voice Card Software To Remove Intel Dialogic Voice Card Software Step 1



Exit the Cisco Unity software, if it is running. For more information, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



In the right pane of the Services dialog box, right-click Telephony, and click Stop.



Step 4



If you are prompted to stop other services, click Yes.



Step 5



On the Windows Start menu, click Programs > Dialogic Systems Software > Dialogic Configuration Manager–DCM. Dialogic Configuration Manager may display an error message about not detecting devices. This error is harmless. Click OK.



Step 6



On the Service menu, click Stop Service.



Step 7



Click Close.



Step 8



Close the DCM.



Step 9



On the Windows Start menu, click Settings > Control Panel > Phone and Modem Options.



Step 10



Click the Advanced tab.



Step 11



Click Dialogic Generation 2 Service Provider for NT or DSE Service Provider, as applicable.



Step 12



Click Remove.



Step 13



Click Yes.



Step 14



Click OK to close the Phone and Modem Options dialog box.



Step 15



In Control Panel, double-click Sounds and Multimedia.



Step 16



In the Sounds and Multimedia Options dialog box, click the Hardware tab.



Step 17



Click Legacy Audio Drivers.



Step 18



Click Properties.



Step 19



In the Legacy Audio Drivers Properties dialog box, click the Properties tab.



Step 20



Expand Audio Devices.



Step 21



Click Audio for Dialogic WAVE.



Step 22



Click Remove.



Step 23



Click Yes to confirm.



Step 24



When prompted to restart the server, click Don’t Restart Now.



Caution



If you restart now, the WAVE driver is not removed.



Step 25



Click OK to close the Legacy Audio Drivers Properties dialog box.



Step 26



Click OK to close the Sounds and Multimedia Properties dialog box.



Step 27



Close Control Panel.



Step 28



On the Windows Start menu, click Programs > Dialogic System Software > Uninstall.
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Step 29



Follow the on-screen prompts to uninstall the software. If you are prompted to delete shared files, click No to All.



Step 30



Click OK.



Step 31



When the uninstallation is complete, click Yes to restart the server. (The Dialogic-triggered restart may not restart the session; in this case, manually restart.)



Step 32



After the server restarts, log on.



Step 33



In Windows Explorer, browse to the directory where Cisco Unity is installed (the default directory is CommServer), and delete the Dialogic directory.



Disabling Virus-Scanning and Cisco Security Agent Services You disable antivirus and Cisco Security Agent services on the server so that they do not slow down the installation of software or cause the installations to fail. The Cisco Unity Reconfiguration and Upgrade Guide alerts you when to re-enable the services after all of the installation procedures that can be affected are complete. To Disable and Stop Virus-Scanning and Cisco Security Agent Services Step 1



Refer to the antivirus software documentation to determine the names of the antivirus services.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



Disable and stop each antivirus service and the Cisco Security Agent service:



Step 4



a.



In the right pane, double-click the service.



b.



On the General tab, in the Startup Type list, click Disabled. This prevents the service from starting when you restart the server.



c.



Click Stop to stop the service immediately.



d.



Click OK to close the Properties dialog box.



When the services have been disabled, close the Services MMC.



Running the Cisco Unity Installation and Configuration Assistant to Install Voice Card Software When you run the Cisco Unity Installation and Configuration Assistant to add or change features, you may be required to complete wizards that are not directly related to the change that you are making to Cisco Unity because the assistant removes and recopies Cisco Unity files.
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To Run the Cisco Unity Installation and Configuration Assistant to Install Voice Card Software Step 1



Log on to Windows by using the Cisco Unity installation account.



Note



If you have not already done so, disable virus-scanning and Cisco Security Agent services on the server, if applicable. Otherwise, the installation may fail.



Step 2



On Cisco Unity DVD 1, browse to the root directory and double-click Setup.exe.



Step 3



If Cisco Unity is not set up to use SSL, the Set Up the Cisco Personal Communications Assistant to Use SSL page appears. Click Do Not Set Up Cisco Personal Communications Assistant to Use SSL, and click Next.



Note



If you want to set up Cisco Unity to use SSL, see the “Manual Procedures for Setting Up Cisco Unity to Use SSL” chapter of the applicable Cisco Unity installation guide at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



Step 4



On the Summary screen, click Add or Change Cisco Unity Features.



Step 5



On the Install Cisco Unity screen, click Run the Cisco Unity Setup Program.



Note



Note that by running the Cisco Unity Setup program, you are reinstalling the version of Cisco Unity on the disc.



Step 6



In the Setup dialog box, click Next.



Step 7



Follow the on-screen prompts until the Select Features dialog box appears.



Step 8



In the Select Features dialog box: a.



Uncheck the Upgrade Cisco Unity check box.



b.



If the Cisco Unity license includes text to speech, check the Enable TTS check box. If not, uncheck the Enable TTS check box.



c. Step 9



Check the Install Voice Card Software check box.



Follow the on-screen prompts until you are prompted to restart the Cisco Unity server.
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Step 10



Do the applicable steps depending on whether the Cisco Unity server contains Intel Dialogic D/120JCT-Euro or D/240PCI-T1 voice cards: If the server does not contain Intel Dialogic D/120JCT-EURO or D/240PCI-T1 voice cards



Check the Yes, I Want to Restart My Computer Now check box, and click Finish. Cisco Unity software is now upgraded.



If the server contains Intel Dialogic D/120JCT-EURO or D/240PCI-T1 voice cards



a.



Uncheck the Yes, I Want to Restart My Computer Now check box, and click Finish.



Caution



If the Cisco Unity server contains Intel Dialogic D/120JCT-EURO or D/240PCI-T1 voice cards, do not restart the server now or you will not be able to access the Cisco Unity Administrator after Cisco Unity is installed.



b.



Do the procedure under “Software Settings” for your voice card in the “Voice Cards and PIMG Units” appendix of the applicable Cisco Unity installation guide for your configuration. (Installation guides are available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_i nstallation_guides_list.html.)



c.



Restart the Cisco Unity server.



Step 11



In the main window of the Cisco Unity Installation and Configuration Assistant, click Run the Cisco Unity Services Configuration Wizard. (Note that you should be logged on to Windows with the Cisco Unity installation account.)



Step 12



On the Welcome screen, click Next.



Step 13



Follow the on-screen prompts to complete the services configuration.



Step 14



In the main window of the assistant, click Run the Cisco Unity Message Store Configuration Wizard. (Note that you should be logged on to Windows with the Cisco Unity installation account.)



Step 15



On the Welcome screen, click Next.



Step 16



Follow the on-screen prompts to complete the message store configuration.



Step 17



Click Finish.



Step 18



On the Summary screen, click Close.



Resetting the Quiet Parameter and Other Parameters To Reset the Quiet Parameter and Other Parameters Step 1



Exit the Cisco Unity software, if it is running. For more information, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.
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Step 3



In the right pane of the Services dialog box, right-click Telephony, and click Stop.



Step 4



If you are prompted to stop other services, click Yes.



Step 5



On the Windows Start menu, click Programs > Dialogic System Software > Dialogic Configuration Manager–DCM. The tree-structured list contains an entry for each Intel Dialogic card installed in the server.



Step 6



On the Service menu, click Stop Service.



Step 7



Double-click a card in the tree list.



Step 8



In the Properties dialog box for the card, click the Misc tab.



Step 9



In the Parameter list, click ParameterFile.



Step 10



In the Value field, enter all the values that you recorded in the earlier procedure and enter the quiet parameter last. Use the format .prm followed by a space. (For example, for the quiet parameter, enter quiet.prm, where XX = the -dBm level of the desired quiet parameter file. The recommended setting for Cisco Unity is 50.)



Step 11



Click OK.



Step 12



Repeat Step 7 through Step 11 for any additional cards in the tree list.



Step 13



Restart the Cisco Unity server.



Re-enabling Virus-Scanning and Cisco Security Agent Services You re-enable virus-scanning and Cisco Security Agent services now that all of the software installations that could have been affected if the services were running are complete. To Re-enable and Start Virus-Scanning and Cisco Security Agent Services Step 1



Refer to the virus-scanning software documentation to determine the names of the virus-scanning services.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



Re-enable and start each virus-scanning service and the Cisco Security Agent service:



Step 4



a.



In the right pane, double-click the service.



b.



On the General tab, in the Startup Type list, click Automatic to re-enable the service.



c.



Click Start to start the service.



d.



Click OK to close the Properties dialog box.



When the services have been re-enabled, close the Services MMC.



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange) OL-13603-01



2-9



Chapter 2



Adding Features to the Cisco Unity 5.x System



Adding Voice Messaging Ports



Adding Voice Messaging Ports Note



If you are adding ports as part of a new IP integration, skip this section. You will handle adding ports when you create the integration. This section contains two task lists. Use the applicable list to update the Cisco Unity system correctly, depending on whether the system is using failover: •



Task List for Adding Voice Messaging Ports Without Failover, page 2-10



•



Task List for Adding Voice Messaging Ports with Failover Configured, page 2-11



Note that license(s) must have been purchased to add voice messaging ports.



Task List for Adding Voice Messaging Ports Without Failover Note



If the system is using Cisco Unity failover, see the “Task List for Adding Voice Messaging Ports with Failover Configured” section on page 2-11 instead. 1.



If the Cisco Unity server is running Windows 2000 Server and the upgraded server will have more than 96 voice ports, upgrade the operating system to Windows Server 2003 before you continue. At higher port counts, Cisco Unity requires Windows features that are not available in Windows 2000 Server. For information on upgrading from Windows 2000 Server to Windows Server 2003, see the “Replacing a Cisco Unity 5.x Server Without Failover, or Upgrading to Windows 2003” section on page 14-1.



2.



Obtain the license file(s) for the licensed additional voice messaging ports. See the “Obtaining Cisco Unity License Files” section on page 2-11.



3.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add Voice Messaging Ports” section on page 2-13.



4.



If the number of ports is changing from 32 or fewer to more than 32, upgrade from MSDE 2000 to SQL Server 2000. See the “Upgrading from MSDE 2000 to SQL Server 2000” section on page 2-14.



5.



If the number of ports is changing from 71 or fewer to more than 71, use the Advanced Settings Tool to set the applicable settings. See the “Adjust the Advanced Settings for 72 or More Voice Messaging Ports” section on page 2-15.



6.



If the number of ports is changing from 96 or fewer to more than 96, add the 3GB and userva switches to the Boot.ini file. See the “Adding 3GB and userva Switches to the Boot.ini File” section on page 2-16.



7.



Program the phone system for the additional voice messaging ports. See the “Programming the Phone System for the Additional Voice Messaging Ports” section on page 2-17.



8.



For voice card integrations: Install additional voice cards in the Cisco Unity server, if applicable and if you have not done so already. See the “Adding, Exchanging, or Removing Voice Cards” section on page 2-2.



9.



Configure Cisco Unity to use the additional ports. See the “Configuring the Additional Voice Messaging Ports in Cisco Unity” section on page 2-20.
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Task List for Adding Voice Messaging Ports with Failover Configured Begin the following tasks on the primary Cisco Unity server. The task list alerts you when to update the secondary Cisco Unity server. 1.



If the Cisco Unity servers are running Windows 2000 Server and the upgraded servers will have more than 96 voice ports, upgrade the operating system to Windows Server 2003 before you continue. At higher port counts, Cisco Unity requires Windows features that are not available in Windows 2000 Server. For information on upgrading from Windows 2000 Server to Windows Server 2003, see the “Replacing Both 5.x Failover Servers, or Upgrading to Windows 2003” section on page 14-12.



2.



Obtain the license file(s) for the licensed additional voice messaging ports. See the “Obtaining Cisco Unity License Files” section on page 2-11.



3.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add Voice Messaging Ports” section on page 2-13.



4.



If the number of ports is changing from 71 or fewer to more than 71, use the Advanced Settings Tool to set the applicable settings. See the “Adjust the Advanced Settings for 72 or More Voice Messaging Ports” section on page 2-15.



5.



If the number of ports is changing from 96 or fewer to more than 96, revise the Boot.ini file. See the “Adding 3GB and userva Switches to the Boot.ini File” section on page 2-16.



6.



Program the phone system for the additional voice messaging ports. See the “Programming the Phone System for the Additional Voice Messaging Ports” section on page 2-17.



7.



For voice card integrations: Install voice cards in the Cisco Unity server, if applicable and if you have not done so already. See the “Adding, Exchanging, or Removing Voice Cards” section on page 2-2.



8.



Configure Cisco Unity to use the additional ports. See the “Configuring the Additional Voice Messaging Ports in Cisco Unity” section on page 2-20.



9.



On the secondary Cisco Unity server, repeat Task 7. and Task 8.



Obtaining Cisco Unity License Files License files, which enable the features purchased by the customer, are required for installing Cisco Unity software, for some upgrades, and for adding or changing licensed features. You obtain the license files by completing registration information on Cisco.com. Shortly after registration, Cisco e-mails the license files. The e-mail from Cisco contains instructions on how to save and store the files. The Cisco Unity Reconfiguration and Upgrade Guide later provides specific instructions on the use of the license files. (For more information on licensing, refer to the white paper Licensing for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.)



Note



If the system is configured for failover, you install the license files only on the primary server.
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The following information is required during registration: •



The MAC address (physical address) for the network interface card (NIC) in the Cisco Unity server or, if a dual NIC is configured for fault tolerance, the MAC address that the two NICs share.



•



The product authorization key (PAK), which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1.



Do the following two procedures in the order listed. To Get the MAC Address of the Cisco Unity Server Step 1



On the Cisco Unity server, do one of the following: •



If the server contains a dual NIC that has been configured for fault tolerance, run the NIC-configuration utility provided by the manufacturer, and write down the MAC address (excluding hyphens) that is shared by the two NICs. Then skip the rest of this procedure.



•



If the server does not contain a dual NIC or if the server contains a dual NIC that is not configured for fault tolerance, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 2



In the Command Prompt window, enter ipconfig /all, and press Enter.



Step 3



Write down the value of Physical Address, excluding the hyphens, or save it to a file that you can access during online registration. (For example, if the physical address is 00-A1-B2-C3-D4-E5, record 00A1B2C3D4E5.) If the server contains a dual NIC, two values will appear. Write down the value for the NIC that you will use to connect the Cisco Unity server to the network.



Step 4



Close the Command Prompt window.



To Register and Obtain the License Files Step 1



Browse to the registration website at http://www.cisco.com/go/license (URL is case sensitive). You must be a registered user on Cisco.com to obtain license files.



Step 2



Enter the PAK or software serial number, and click Submit.



Step 3



Follow the on-screen prompts.



Step 4



Shortly after registration, you will receive an e-mail with the Cisco Unity license files. If license files are lost, it can take up to one business day to get another copy.



If you do not receive the license files within 1 hour or to get another copy of a license file, call the Cisco Technical Assistance Center (TAC) and ask for the Licensing Team: In the U.S.



800 553-2447



Outside the U.S.



For your local Cisco TAC phone number, see the Cisco Worldwide Contacts page at http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml.
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Or open a service request using the TAC Service Request Tool at http://tools.cisco.com/ServiceRequestTool/create/DefineProblem.do. You will need to provide information to verify Cisco Unity ownership—for example, the purchase order number or the PAK (which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1).



Running the Cisco Unity License File Wizard to Add Voice Messaging Ports Note



If you are installing a licensed feature on the secondary Cisco Unity server now, skip this section. You install the license files only on the primary server. To Run the License File Wizard to Add Voice Messaging Ports



Step 1



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account.



Step 2



Double-click the Cisco Unity Tools Depot icon on the desktop.



Step 3



Under Administration Tools, double-click License File Install Wizard.



Step 4



On the Welcome screen, click Next.



Step 5



Click Add.



Step 6



Insert the Cisco Unity license file disk, if applicable. (When Cisco Unity was registered on Cisco.com, Cisco replied with an e-mail containing attached files with the licenses for Cisco Unity features. The instructions in the e-mail directed that the attached files be saved.)



Step 7



Browse to drive A or to the location where the license files are stored.



Step 8



Double-click the license file to add it to the License Files list. If prompted, click Yes to copy the license file to the local system.



Caution



License files are used cumulatively. Do not remove files from the License Files list, or the licenses provided by those files will be deactivated.



Step 9



If you are adding more than one license file, click Add, and repeat Step 7 and Step 8 for each license file.



Step 10



Click Next.



Step 11



In the Licenses list, confirm that the license information is correct.



Step 12



Click Next.



Step 13



Click Finish.



Step 14



Close the Cisco Unity Tools Depot window.



Step 15



Restart the Cisco Unity server.
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Upgrading from MSDE 2000 to SQL Server 2000 A Cisco Unity system with more than 32 ports requires SQL Server 2000.



Caution



If you upgrade the Cisco Unity server to more than 32 ports without upgrading to SQL Server 2000, Cisco Unity may not function properly. If MSDE 2000 Service Pack 3 or 3a has not been installed, install it before you upgrade to SQL Server 2000, or the upgrade will fail. Do the following three procedures in the order listed. To Install MSDE 2000 Service Pack 3a



Step 1



On the Windows Start menu, click Run.



Step 2



Enter \Commserver\kill -f av*.* to manually stop all Cisco Unity services.



Step 3



On the Cisco Unity Service Packs DVD, copy the MSDE_SP3 directory to the root directory of drive C.



Step 4



Remove the disc from the CD-ROM drive, if applicable.



Step 5



On the Windows Start menu, click Run.



Step 6



Enter C:\MSDE_SP3\MSDE\Setup.exe /upgradesp SQLRUN blanksapwd=1



Step 7



Follow the on-screen prompts to complete the installation.



Step 8



When the installation is finished, click Yes to restart the server.



Step 9



Delete the directory MSDE_SP3 to free hard-disk space.



To Upgrade from MSDE 2000 to SQL Server 2000 Step 1



Log on to Windows.



Step 2



Exit the Cisco Unity software. For details, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 3



Insert the Cisco Unity Data Store 2000 disc in the CD-ROM drive. If the CD does not run automatically, browse to the root directory, and double-click Autorun.exe.



Step 4



Click SQL Server 2000 Components.



Step 5



Click Install Database Server.



Step 6



In the Welcome dialog box, click Next.



Step 7



In the Computer Name dialog box, click Next to accept the default setting Local Computer.



Step 8



In the Installation Selection dialog box, click Upgrade, Remove, or Add Components to an Existing Instance of SQL Server, and click Next.



Step 9



Follow the on-screen prompts until the Upgrade dialog box appears.



Step 10



In the Upgrade dialog box, check the Yes, Upgrade My Programs check box, and click Next.
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Step 11



In the Choose Licensing Mode dialog box, click Processor License For, and enter the number of processors in the Cisco Unity server.



Step 12



Click Continue.



Step 13



Click Yes to install additional components.



Step 14



In the Select Components dialog box, check the check boxes for the following components: •



Server Components, and all subcomponents.



•



Management Tools, and all subcomponents.



•



Client Connectivity.



Step 15



Click Next.



Step 16



In the Start Copying Files dialog box, click Next.



Step 17



Click Finish.



To Install SQL Server 2000 Service Pack 3 Step 1



On the Windows Start menu, click Run.



Step 2



Enter \Commserver\kill -f av*.* to manually stop all Cisco Unity services.



Step 3



On the Cisco Unity Service Packs DVD, browse to the SQL2000_SP3\x86\Setup directory, and double-click Setupsql.exe.



Step 4



On the Welcome screen, click Next.



Step 5



Follow the on-screen prompts until the Connect to Server dialog box appears.



Step 6



In the Connect to Server dialog box, choose Windows authentication, and click Next.



Step 7



If the SA Password Warning dialog box appears, enter and confirm the password, and click OK.



Step 8



Check the Upgrade Microsoft Search and Apply SQL Server 2000 SP3 (Required) check box, and click Continue. (Do not check the Enable Cross-Database Ownership Chaining for All Databases (Not Recommended) check box.)



Step 9



Follow the on-screen prompts.



Step 10



Click Finish to begin installing components.



Step 11



When the Setup message appears, click OK.



Step 12



Click Finish to restart the server.



Adjust the Advanced Settings for 72 or More Voice Messaging Ports If the Cisco Unity server will be configured for 72 or more voice messaging ports, do the following procedure.
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To Adjust the Advanced Settings for 72 or More Voice Messaging Ports Step 1



On the Cisco Unity server, on the Windows Start menu, click Programs > Cisco Unity > Cisco Unity Tools Depot.



Step 2



In the Tools Depot window, in the left pane, expand Administration Tools and double-click Advanced Settings Tool.



Step 3



If the Cisco Unity server is not running Windows Server 2003, continue to Step 6. Otherwise, in the Cisco Unity Advanced Settings window, in the left pane, click Messaging - 72 or More Voice Ports Enable Low-Fragmentation Heap.



Step 4



In the New Value drop-down box, click 1 and click Set.



Step 5



When prompted that the value has been set, click OK.



Step 6



In the Cisco Unity Advanced Settings window, in the left pane, click Messaging - 72 or More Voice Ports - Number of MAPI Sessions Per Exchange Server.



Step 7



In the New Value drop-down box, click the applicable setting, then click Set. 2



For 72 to 83 ports



3



For 84 to 95 ports



4



For 96 to 119 ports



5



For 120 to 143 ports



6



For 144 ports



Step 8



When prompted that the value has been set, click OK.



Step 9



Close the Tools Depot window.



Step 10



Restart the server.



Adding 3GB and userva Switches to the Boot.ini File If the Cisco Unity server will be configured for more than 96 voice messaging ports, do the following procedure.



Caution



For using more than 96 voice messaging ports, Windows 2003 must be installed on the Cisco Unity server. Otherwise, Cisco Unity may not function correctly. See the System Requirements for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html. To Add 3GB and userva Switches to the Boot.ini File



Step 1



Open the c:\boot.ini file in a text editor.



Step 2



Add /3GB /userva=2800 to the line that includes WINDOWS="Microsoft Windows 2003 Server". For example: multi(0)disk(0)rdisk(0)partition(1)\WINDOWS="Windows Server 2003, Standard" /fastdetect /NoExecute=OptOut /3GB /userva=2800
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Step 3



Restart the server.



Programming the Phone System for the Additional Voice Messaging Ports The way you provide additional ports for the Cisco Unity system depends on the type of phone system integration and the phone system version. See the applicable procedure:



Note



•



To Program Cisco Unified CM SCCP for the Additional Voice Messaging Ports



•



To Program a Circuit-Switched Phone System for the Additional Voice Messaging Ports, page 2-20



Adding ports is not necessary for SIP integrations such as Cisco Unified CM SIP and Cisco SIP Proxy Server. To Program Cisco Unified CM SCCP for the Additional Voice Messaging Ports



Step 1



If Cisco Unity is not configured for failover, in the Cisco Unified CM Administration, add the ports to the voice mail server that the Cisco Unity server uses. Refer to the Cisco Unified CM Administration Guide. If Cisco Unity is configured for failover, in the Cisco Unified CM Administration, add the ports to the voice mail server that the primary Cisco Unity server uses, then add the same ports to the voice mail server that the secondary Cisco Unity server uses. Refer to the Cisco Unified CM Administration Guide.



Caution



Step 2



When Cisco Unity is configured for failover, the name of the voice mail server and voice mail ports that serve the secondary server must be different from the name of the voice mail server and voice mail ports that serve the primary server. Otherwise, the secondary server cannot function correctly.



If Cisco Unity is configured for failover, skip to Step 3. If Cisco Unity is not configured for failover, for the new ports, add the directory numbers for new ports to the applicable line group depending on whether the port will answer calls or only dial out: a.



Plan how Cisco Unity will use the old and new ports for answering calls and dialing out. Refer to the “Planning How the Voice Messaging Ports Will Be Used by Cisco Unity” section in the applicable Cisco Unified Communications Manager integration guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_installation_and_configuratio n_guides_list.html.



b.



In the Cisco Unified CM Administration, click Route Plan > Route/Hunt > Line Group.



c.



On the Find and List Line Groups page, click Find to list all line groups.



d.



Under Line Group Name, click the line group that contains directory numbers for voice mail ports that answer calls. (For example, click Cisco Unity Answering Ports.)



e.



On the Line Group Configuration page, under Find Directory Numbers to Add to Line Group, in the Route Partition field, click the name of the partition that you set up for all voice mail port directory numbers. (For example, click VMRestrictedPT.)



f.



Press and hold the Shift key, then in the Available CN/Route Partition list, click the directory numbers for new voice mail ports that will answer calls.
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g.



Click Add to Line Group.



Caution



The directory numbers in the Selected DN/Route Partition list must appear in numerical sequence with the lowest number on top. Otherwise, hunting may not function correctly. Do not include directory numbers of voice mail ports that will only dial out (for example, to set MWIs). Otherwise, Cisco Unity may not be able to answer calls.



h.



Click Update.



i.



Click Back to Find/List Line Groups.



j.



On the Find and List Line Groups page, click the line group that contains directory numbers for voice mail ports that only dial out. (For example, click Cisco Unity Dial-Out Ports.)



k.



On the Line Group Configuration page, under Find Directory Numbers to Add to Line Group, in the Route Partition field, click the name of the partition that you set up for all voice mail port directory numbers. (For example, click VMRestrictedPT.)



l.



Press and hold the Shift key, then in the Available CN/Route Partition list, click the directory numbers for new voice mail ports that will only dial out.



m.



Click Add to Line Group.



Caution



The directory numbers in the Selected DN/Route Partition list must appear in numerical sequence with the lowest number on top. Otherwise, hunting may not function correctly. Do not include directory numbers of voice mail ports that will answer calls. Otherwise, Cisco Unity may not be able to dial out when needed.



Step 3



n.



Click Update.



o.



Exit the Cisco Unified CM Administration.



If Cisco Unity is configured for failover, for the new ports, add the directory numbers for new ports to the applicable line group depending on whether the port will answer calls or only dial out so calls can be forwarded to the secondary server when failover occurs: a.



In the Cisco Unified CM Administration, click Route Plan > Route/Hunt > Line Group.



b.



On the Find and List Line Groups page, click Find to list all line groups.



c.



Under Line Group Name, click the line group that contains directory numbers for voice mail ports that answer calls on the primary server. (For example, click Cisco Unity Primary Answering Ports.)



d.



On the Line Group Configuration page, under Find Directory Numbers to Add the Line Group, in the Route Partition field, click the name of the partition that you set up for all voice mail port directory numbers. (For example, click VMRestrictedPT.)



e.



Press and hold the Shift key, then in the Available CN/Route Partition list, click the directory numbers for new voice mail ports that will answer calls on the primary server.
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f.



Click Add to Line Group.



Caution



The directory numbers in the Selected DN/Route Partition list must appear in numerical sequence with the lowest number on top. Otherwise, hunting may not function correctly. Do not include directory numbers of voice mail ports that will only dial out (for example, to set MWIs). Otherwise, Cisco Unity may not be able to answer calls.



g.



Click Update.



h.



Click Back to Find/List Line Groups.



i.



On the Find and List Line Groups page, click the line group that contains directory numbers for voice mail ports that only dial out on the primary server. (For example, click Cisco Unity Primary Dial-Out Ports.)



j.



On the Line Group Configuration page, under Find Directory Numbers to Add to Line Group, in the Route Partition field, click the name of the partition that you set up for all voice mail port directory numbers. (For example, click VMRestrictedPT.)



k.



Press and hold the Shift key, then in the Available CN/Route Partition list, click the directory numbers for new voice mail ports that will only dial out on the primary server.



l.



Click Add to Line Group.



Caution



The directory numbers in the Selected DN/Route Partition list must appear in numerical sequence with the lowest number on top. Otherwise, hunting may not function correctly. Do not include directory numbers of voice mail ports that will answer calls. Otherwise, Cisco Unity may not be able to dial out when needed.



m.



Click Update.



n.



Click Back to Find/List Line Groups.



o.



On the Find and List Line Groups page, click the line group that contains directory numbers for voice mail ports that answer calls on the secondary server. (For example, click Cisco Unity Secondary Answering Ports.)



p.



On the Line Group Configuration page, under Find Directory Numbers to Add the Line Group, in the Route Partition field, click the name of the partition that you set up for all voice mail port directory numbers. (For example, click VMRestrictedPT.)



q.



Press and hold the Shift key, then in the Available CN/Route Partition list, click the directory numbers for new voice mail ports that will answer calls on the secondary server.



r.



Click Add to Line Group.



Caution



The directory numbers in the Selected DN/Route Partition list must appear in numerical sequence with the lowest number on top. Otherwise, hunting may not function correctly. Do not include directory numbers of voice mail ports that will only dial out (for example, to set MWIs). Otherwise, Cisco Unity may not be able to answer calls.



s.



Click Update.
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t.



Click Back to Find/List Line Groups.



u.



On the Find and List Line Groups page, click the line group that contains directory numbers for voice mail ports that only dial out on the secondary server. (For example, click Cisco Unity Secondary Dial-Out Ports.)



v.



On the Line Group Configuration page, under Find Directory Numbers to Add to Line Group, in the Route Partition field, click the name of the partition that you set up for all voice mail port directory numbers. (For example, click VMRestrictedPT.)



w.



Press and hold the Shift key, then in the Available CN/Route Partition list, click the directory numbers for new voice mail ports that will only dial out on the secondary server.



x.



Click Add to Line Group.



Caution



The directory numbers in the Selected DN/Route Partition list must appear in numerical sequence with the lowest number on top. Otherwise, hunting may not function correctly. Do not include directory numbers of voice mail ports that will answer calls. Otherwise, Cisco Unity may not be able to dial out when needed.



y.



Click Update.



z.



Exit the Cisco Unified CM Administration.



To Program a Circuit-Switched Phone System for the Additional Voice Messaging Ports Step 1



Plan how Cisco Unity will use the old and new ports for answering calls and dialing out. Refer to the “Planning How the Voice Messaging Ports Will Be Used by Cisco Unity” section in the applicable Cisco Unified Communications Manager integration guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_installation_and_configuration_g uides_list.html.



Step 2



Program the phone system to enable the new ports and to send incoming calls only to ports that will answer calls. Refer to the documentation for the phone system. Also refer to the “Programming the Phone System” in the applicable Cisco Unity integration guide.



Configuring the Additional Voice Messaging Ports in Cisco Unity You run the Cisco Unity Telephony Integration Manager to configure additional ports in Cisco Unity. To Configure the Voice Messaging Ports in Cisco Unity Step 1



On the Cisco Unity server, double-click the Cisco Unity Tools Depot icon on the desktop.



Step 2



Under Switch Integration Tools, double-click Telephony Integration Manager.



Step 3



In the left pane, click .



Step 4



In the right pane, click .



Step 5



Click the Ports tab.
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Step 6



Click Add Port.



Step 7



In the Number of Ports to Add field, enter the number of additional ports.



Step 8



Click OK.



Step 9



Enable the applicable functions for each port. For details, refer to the “Settings for the Voice Messaging Ports” table in the procedure “To Enter the Voice Messaging Port Settings for the Integration” in the “Creating a New Integration with the Phone System” section of the applicable Cisco Unity integration guide.



Step 10



Click Save.



Step 11



When prompted, restart the Cisco Unity services.



If you are have set up Cisco Unified CM authentication and encryption (requires an integration with Cisco Unified CM 4.1 or later through SCCP), do the procedure for enabling authentication and encryption on the new voice messaging ports. See the applicable Cisco Unified Communications Manager integration guide at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_installation_and_configuration_g uides_list.html.



Adding Cisco Unity User Licenses This section contains two task lists. Use the applicable list to update the Cisco Unity system correctly, depending on whether the system is using failover: •



Task List for Adding Cisco Unity User Licenses Without Failover, page 2-21



•



Task List for Adding Cisco Unity User Licenses with Failover Configured, page 2-22



Note that additional licenses must have been purchased to add users.



Task List for Adding Cisco Unity User Licenses Without Failover Note



If the system is using Cisco Unity failover, see the “Task List for Adding Cisco Unity User Licenses with Failover Configured” section on page 2-22 instead. 1.



Obtain the license file(s) for the additional Cisco Unity user licenses. See the “Obtaining Cisco Unity License Files” section on page 2-22.



2.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add User Licenses” section on page 2-23.



3.



Create Cisco Unity subscriber accounts. Refer to the “Managing Subscriber Accounts” chapter of the System Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html.
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Task List for Adding Cisco Unity User Licenses with Failover Configured Do the following tasks on the primary Cisco Unity server. The updates will automatically replicate to the secondary Cisco Unity server. 1.



Obtain the license file(s) for the additional Cisco Unity user licenses. See the “Obtaining Cisco Unity License Files” section on page 2-22.



2.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add User Licenses” section on page 2-23.



3.



Create Cisco Unity subscriber accounts. Refer to the “Managing Subscriber Accounts” chapter of the System Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html.



Obtaining Cisco Unity License Files License files, which enable the features purchased by the customer, are required for installing Cisco Unity software, for some upgrades, and for adding or changing licensed features. You obtain the license files by completing registration information on Cisco.com. Shortly after registration, Cisco e-mails the license files. The e-mail from Cisco contains instructions on how to save and store the files. The Cisco Unity Reconfiguration and Upgrade Guide later provides specific instructions on the use of the license files. (For more information on licensing, refer to the white paper Licensing for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.)



Note



If the system is configured for failover, you install the license files only on the primary server. The following information is required during registration: •



The MAC address (physical address) for the network interface card (NIC) in the Cisco Unity server or, if a dual NIC is configured for fault tolerance, the MAC address that the two NICs share.



•



The product authorization key (PAK), which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1.



Do the following two procedures in the order listed. To Get the MAC Address of the Cisco Unity Server Step 1



Step 2



On the Cisco Unity server, do one of the following: •



If the server contains a dual NIC that has been configured for fault tolerance, run the NIC-configuration utility provided by the manufacturer, and write down the MAC address (excluding hyphens) that is shared by the two NICs. Then skip the rest of this procedure.



•



If the server does not contain a dual NIC or if the server contains a dual NIC that is not configured for fault tolerance, on the Windows Start menu, click Programs > Accessories > Command Prompt.



In the Command Prompt window, enter ipconfig /all, and press Enter.
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Step 3



Write down the value of Physical Address, excluding the hyphens, or save it to a file that you can access during online registration. (For example, if the physical address is 00-A1-B2-C3-D4-E5, record 00A1B2C3D4E5.) If the server contains a dual NIC, two values will appear. Write down the value for the NIC that you will use to connect the Cisco Unity server to the network.



Step 4



Close the Command Prompt window.



To Register and Obtain the License Files Step 1



Browse to the registration website at http://www.cisco.com/go/license (URL is case sensitive). You must be a registered user on Cisco.com to obtain license files.



Step 2



Enter the PAK or software serial number, and click Submit.



Step 3



Follow the on-screen prompts.



Step 4



Shortly after registration, you will receive an e-mail with the Cisco Unity license files. If license files are lost, it can take up to one business day to get another copy.



If you do not receive the license files within 1 hour or to get another copy of a license file, call the Cisco Technical Assistance Center (TAC) and ask for the Licensing Team: In the U.S.



800 553-2447



Outside the U.S.



For your local Cisco TAC phone number, see the Cisco Worldwide Contacts page at http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml.



Or open a service request using the TAC Service Request Tool at http://tools.cisco.com/ServiceRequestTool/create/DefineProblem.do. You will need to provide information to verify Cisco Unity ownership—for example, the purchase order number or the PAK (which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1).



Running the Cisco Unity License File Wizard to Add User Licenses Flow 1_Note in Run_LicFileWizard_for_ModifyUpgrade_ONLY.fm. Last edited: 1/05/04, CA.



Note



If you are installing a licensed feature on the secondary Cisco Unity server now, skip this section. You install the license files only on the primary server.
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To Run the License File Wizard to Add User Licenses Step 1



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account.



Step 2



Double-click the Cisco Unity Tools Depot icon on the desktop.



Step 3



Under Administration Tools, double-click License File Install Wizard.



Step 4



On the Welcome screen, click Next.



Step 5



Click Add.



Step 6



Insert the Cisco Unity license file disk, if applicable. (When Cisco Unity was registered on Cisco.com, Cisco replied with an e-mail containing attached files with the licenses for Cisco Unity features. The instructions in the e-mail directed that the attached files be saved.)



Step 7



Browse to drive A or to the location where the license files are stored.



Step 8



Double-click the license file to add it to the License Files list. If prompted, click Yes to copy the license file to the local system.



Caution



License files are used cumulatively. Do not remove files from the License Files list, or the licenses provided by those files will be deactivated.



Step 9



If you are adding more than one license file, click Add, and repeat Step 7 and Step 8 for each license file.



Step 10



Click Next.



Step 11



In the Licenses list, confirm that the license information is correct.



Step 12



Click Next.



Step 13



Click Finish.



Step 14



Close the Cisco Unity Tools Depot window.



Step 15



Restart the Cisco Unity server.



Adding Languages This section contains two task lists. Use the applicable list to update the Cisco Unity system correctly, depending on whether the system is using failover: •



Task List for Adding Languages to the Cisco Unity System Without Failover, page 2-25



•



Task List for Adding Languages with Failover Configured, page 2-25



Note that license(s) must have been purchased to add languages.
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Task List for Adding Languages to the Cisco Unity System Without Failover Note



If the system is using Cisco Unity failover, see the “Task List for Adding Languages with Failover Configured” section on page 2-25 instead. 1.



Obtain the license file(s) for the licensed additional languages. See the “Obtaining Cisco Unity License Files” section on page 2-26.



2.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add Languages” section on page 2-27.



3.



If virus-scanning software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server: Disable virus-scanning services and the Cisco Security Agent service. See the “Disabling Virus-Scanning and Cisco Security Agent Services” section on page 2-28.



4.



Run the Cisco Unity Installation and Configuration Assistant to install the additional languages. See the “Running the Cisco Unity Installation and Configuration Assistant to Add Languages” section on page 2-28.



5.



If virus-scanning software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server: Re-enable virus-scanning services and the Cisco Security Agent service. See the “Re-enabling Virus-Scanning and Cisco Security Agent Services” section on page 2-30.



6.



Make the additional languages available for use. Refer to the “Managing Languages” chapter of the System Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html.



Task List for Adding Languages with Failover Configured Begin the following tasks on the primary Cisco Unity server. The task list alerts you when to update the secondary Cisco Unity server. 1.



Obtain the license file(s) for the licensed additional languages. See the “Obtaining Cisco Unity License Files” section on page 2-26.



2.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add Languages” section on page 2-27.



3.



If virus-scanning software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server: Disable virus-scanning services and the Cisco Security Agent service. See the “Disabling Virus-Scanning and Cisco Security Agent Services” section on page 2-28.



4.



Run the Cisco Unity Installation and Configuration Assistant to add the languages. See the “Running the Cisco Unity Installation and Configuration Assistant to Add Languages” section on page 2-28.



5.



If virus-scanning software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server: Re-enable virus-scanning services and the Cisco Security Agent service. See the “Re-enabling Virus-Scanning and Cisco Security Agent Services” section on page 2-30.



6.



Make the additional languages available for use. Refer to the “Managing Languages” chapter of the System Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html.



7.



On the secondary Cisco Unity server, repeat Task 3. through Task 6.
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Obtaining Cisco Unity License Files License files, which enable the features purchased by the customer, are required for installing Cisco Unity software, for some upgrades, and for adding or changing licensed features. You obtain the license files by completing registration information on Cisco.com. Shortly after registration, Cisco e-mails the license files. The e-mail from Cisco contains instructions on how to save and store the files. The Cisco Unity Reconfiguration and Upgrade Guide later provides specific instructions on the use of the license files. (For more information on licensing, refer to the white paper Licensing for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.)



Note



If the system is configured for failover, you install the license files only on the primary server. The following information is required during registration: •



The MAC address (physical address) for the network interface card (NIC) in the Cisco Unity server or, if a dual NIC is configured for fault tolerance, the MAC address that the two NICs share.



•



The product authorization key (PAK), which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1.



Do the following two procedures in the order listed. To Get the MAC Address of the Cisco Unity Server Step 1



On the Cisco Unity server, do one of the following: •



If the server contains a dual NIC that has been configured for fault tolerance, run the NIC-configuration utility provided by the manufacturer, and write down the MAC address (excluding hyphens) that is shared by the two NICs. Then skip the rest of this procedure.



•



If the server does not contain a dual NIC or if the server contains a dual NIC that is not configured for fault tolerance, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 2



In the Command Prompt window, enter ipconfig /all, and press Enter.



Step 3



Write down the value of Physical Address, excluding the hyphens, or save it to a file that you can access during online registration. (For example, if the physical address is 00-A1-B2-C3-D4-E5, record 00A1B2C3D4E5.) If the server contains a dual NIC, two values will appear. Write down the value for the NIC that you will use to connect the Cisco Unity server to the network.



Step 4



Close the Command Prompt window.



To Register and Obtain the License Files Step 1



Browse to the registration website at http://www.cisco.com/go/license (URL is case sensitive). You must be a registered user on Cisco.com to obtain license files.



Step 2



Enter the PAK or software serial number, and click Submit.
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Step 3



Follow the on-screen prompts.



Step 4



Shortly after registration, you will receive an e-mail with the Cisco Unity license files. If license files are lost, it can take up to one business day to get another copy.



If you do not receive the license files within 1 hour or to get another copy of a license file, call the Cisco Technical Assistance Center (TAC) and ask for the Licensing Team: In the U.S.



800 553-2447



Outside the U.S.



For your local Cisco TAC phone number, see the Cisco Worldwide Contacts page at http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml.



Or open a service request using the TAC Service Request Tool at http://tools.cisco.com/ServiceRequestTool/create/DefineProblem.do. You will need to provide information to verify Cisco Unity ownership—for example, the purchase order number or the PAK (which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1).



Running the Cisco Unity License File Wizard to Add Languages Note



If you are installing a licensed feature on the secondary Cisco Unity server now, skip this section. You install the license files only on the primary server. To Run the License File Wizard to Add Languages



Step 1



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account.



Step 2



Double-click the Cisco Unity Tools Depot icon on the desktop.



Step 3



Under Administration Tools, double-click License File Install Wizard.



Step 4



On the Welcome screen, click Next.



Step 5



Click Add.



Step 6



Insert the Cisco Unity license file disk, if applicable. (When Cisco Unity was registered on Cisco.com, Cisco replied with an e-mail containing attached files with the licenses for Cisco Unity features. The instructions in the e-mail directed that the attached files be saved.)



Step 7



Browse to drive A or to the location where the license files are stored.
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Step 8



Double-click the license file to add it to the License Files list. If prompted, click Yes to copy the license file to the local system.



Caution



License files are used cumulatively. Do not remove files from the License Files list, or the licenses provided by those files will be deactivated.



Step 9



If you are adding more than one license file, click Add, and repeat Step 7 and Step 8 for each license file.



Step 10



Click Next.



Step 11



In the Licenses list, confirm that the license information is correct.



Step 12



Click Next.



Step 13



Click Finish.



Step 14



Close the Cisco Unity Tools Depot window.



Step 15



Restart the Cisco Unity server.



Disabling Virus-Scanning and Cisco Security Agent Services You disable antivirus and Cisco Security Agent services on the server so that they do not slow down the installation of software or cause the installations to fail. The Cisco Unity Reconfiguration and Upgrade Guide alerts you when to re-enable the services after all of the installation procedures that can be affected are complete. To Disable and Stop Virus-Scanning and Cisco Security Agent Services Step 1



Refer to the antivirus software documentation to determine the names of the antivirus services.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



Disable and stop each antivirus service and the Cisco Security Agent service:



Step 4



a.



In the right pane, double-click the service.



b.



On the General tab, in the Startup Type list, click Disabled. This prevents the service from starting when you restart the server.



c.



Click Stop to stop the service immediately.



d.



Click OK to close the Properties dialog box.



When the services have been disabled, close the Services MMC.



Running the Cisco Unity Installation and Configuration Assistant to Add Languages When you run the Cisco Unity Installation and Configuration Assistant to add or change features, you may be required to complete wizards that are not directly related to the change that you are making to Cisco Unity because the assistant removes and recopies Cisco Unity files.
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Caution



When you run the Cisco Unity Installation and Configuration Assistant to add languages, changes that you may have made to Cisco Unity software are overwritten. After the process completes, you must reinstall any Cisco Unity engineering specials, reinstall the Cisco Unity-CM TSP (if you installed an updated version), and reconfigure Cisco Unity failover.



Caution



Do not install more languages than your license files allow. To Run the Cisco Unity Installation and Configuration Assistant to Add Languages



Step 1



Log on to Windows by using the Cisco Unity installation account.



Note



If you have not already done so, disable virus-scanning and Cisco Security Agent services on the server, if applicable. Otherwise, the installation may fail.



Step 2



On Cisco Unity DVD 1, browse to the root directory and double-click Setup.exe.



Step 3



If Cisco Unity is not set up to use SSL, the Set Up the Cisco Personal Communications Assistant to Use SSL page appears. Click Do Not Set Up Cisco Personal Communications Assistant to Use SSL, and click Next.



Note



If you want to set up Cisco Unity to use SSL, see the “Manual Procedures for Setting Up Cisco Unity to Use SSL” chapter of the applicable Cisco Unity installation guide at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



Step 4



On the Summary screen, click Add or Change Cisco Unity Features.



Step 5



On the Install Cisco Unity screen, click Run the Cisco Unity Setup Program.



Note



Note that by running the Cisco Unity Setup program, you are reinstalling the version of Cisco Unity on the disc.



Step 6



In the Setup dialog box, click Next.



Step 7



Follow the on-screen prompts until the Select Features dialog box appears.



Step 8



In the Select Features dialog box: a.



Check the Upgrade Cisco Unity check box.



b.



If the Cisco Unity license includes text to speech, check the Enable TTS check box. If not, uncheck the Enable TTS check box.



c.



Uncheck the Install Voice Card Software check box.



Step 9



Follow the on-screen prompts until the Cisco Unity Languages dialog box appears.



Step 10



In the Cisco Unity Languages dialog box, choose the language(s) to install, and click Next. Note that if you are using text to speech (TTS) and are using Australian English or New Zealand English as the phone language, also install U.S. English or UK English for the TTS language.



Step 11



Set the system-default languages for the phone, GUI, and TTS, and click Next.
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Step 12



Follow the on-screen prompts until you are prompted to restart the Cisco Unity server.



Step 13



Check the Yes, I Want to Restart My Computer Now check box, and click Finish.



Step 14



In the main window of the Cisco Unity Installation and Configuration Assistant, click Run the Cisco Unity Services Configuration Wizard. (Note that you should be logged on to Windows with the Cisco Unity installation account.)



Step 15



On the Welcome screen, click Next.



Step 16



Follow the on-screen prompts to complete the services configuration.



Step 17



In the main window of the assistant, click Run the Cisco Unity Message Store Configuration Wizard. (Note that you should be logged on to Windows with the Cisco Unity installation account.)



Step 18



On the Welcome screen, click Next.



Step 19



Follow the on-screen prompts to complete the message store configuration.



Step 20



Click Finish.



Step 21



On the Summary screen, click Close.



Re-enabling Virus-Scanning and Cisco Security Agent Services You re-enable virus-scanning and Cisco Security Agent services now that all of the software installations that could have been affected if the services were running are complete. To Re-enable and Start Virus-Scanning and Cisco Security Agent Services Step 1



Refer to the virus-scanning software documentation to determine the names of the virus-scanning services.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



Re-enable and start each virus-scanning service and the Cisco Security Agent service:



Step 4



a.



In the right pane, double-click the service.



b.



On the General tab, in the Startup Type list, click Automatic to re-enable the service.



c.



Click Start to start the service.



d.



Click OK to close the Properties dialog box.



When the services have been re-enabled, close the Services MMC.



Adding Text to Speech This section contains two task lists. Use the applicable list to update the Cisco Unity system correctly, depending on whether the system is using failover: •



Task List for Adding Text to Speech Without Failover, page 2-31



•



Task List for Adding Text to Speech with Failover Configured, page 2-31



Note that license(s) must have been purchased to add text to speech (TTS).
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Task List for Adding Text to Speech Without Failover Note



If the system is using Cisco Unity failover, see the “Task List for Adding Text to Speech with Failover Configured” section on page 2-31 instead. 1.



Obtain the license file for the licensed TTS. See the “Obtaining Cisco Unity License Files” section on page 2-32.



2.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add Text to Speech” section on page 2-33.



3.



If virus-scanning software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server: Disable virus-scanning services and the Cisco Security Agent service. See the “Disabling Virus-Scanning and Cisco Security Agent Services” section on page 2-34.



4.



Run the Cisco Unity Installation and Configuration Assistant to install the TTS engine and to set the default TTS language. See the “Running the Cisco Unity Installation and Configuration Assistant to Add Text to Speech” section on page 2-34.



5.



If virus-scanning software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server: Re-enable virus-scanning services and the Cisco Security Agent service. See the “Re-enabling Virus-Scanning and Cisco Security Agent Services” section on page 2-36.



6.



Put subscribers in a class of service (COS) that includes TTS. Refer to the “Managing Classes of Service” chapter of the System Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html.



Task List for Adding Text to Speech with Failover Configured Begin the following tasks on the primary Cisco Unity server. The task list alerts you when to update the secondary Cisco Unity server. 1.



Obtain the license file for the licensed TTS. See the “Obtaining Cisco Unity License Files” section on page 2-32.



2.



Run the Cisco Unity Install License File wizard. See the “Running the Cisco Unity License File Wizard to Add Text to Speech” section on page 2-33.



3.



If virus-scanning software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server: Disable virus-scanning services and the Cisco Security Agent service. See the “Disabling Virus-Scanning and Cisco Security Agent Services” section on page 2-34.



4.



Run the Cisco Unity Installation and Configuration Assistant to install the TTS engine and to set the default TTS language. See the “Running the Cisco Unity Installation and Configuration Assistant to Add Text to Speech” section on page 2-34.



5.



If virus-scanning software or Cisco Security Agent for Cisco Unity is installed on the Cisco Unity server: Re-enable virus-scanning services and the Cisco Security Agent service. See the “Re-enabling Virus-Scanning and Cisco Security Agent Services” section on page 2-36.



6.



Put subscribers in a class of service (COS) that includes TTS. Refer to the “Managing Classes of Service” chapter of the System Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html.



7.



On the secondary Cisco Unity server, repeat Task 3. through Task 6.
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Obtaining Cisco Unity License Files License files, which enable the features purchased by the customer, are required for installing Cisco Unity software, for some upgrades, and for adding or changing licensed features. You obtain the license files by completing registration information on Cisco.com. Shortly after registration, Cisco e-mails the license files. The e-mail from Cisco contains instructions on how to save and store the files. The Cisco Unity Reconfiguration and Upgrade Guide later provides specific instructions on the use of the license files. (For more information on licensing, refer to the white paper Licensing for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.)



Note



If the system is configured for failover, you install the license files only on the primary server. The following information is required during registration: •



The MAC address (physical address) for the network interface card (NIC) in the Cisco Unity server or, if a dual NIC is configured for fault tolerance, the MAC address that the two NICs share.



•



The product authorization key (PAK), which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1.



Do the following two procedures in the order listed. To Get the MAC Address of the Cisco Unity Server Step 1



On the Cisco Unity server, do one of the following: •



If the server contains a dual NIC that has been configured for fault tolerance, run the NIC-configuration utility provided by the manufacturer, and write down the MAC address (excluding hyphens) that is shared by the two NICs. Then skip the rest of this procedure.



•



If the server does not contain a dual NIC or if the server contains a dual NIC that is not configured for fault tolerance, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 2



In the Command Prompt window, enter ipconfig /all, and press Enter.



Step 3



Write down the value of Physical Address, excluding the hyphens, or save it to a file that you can access during online registration. (For example, if the physical address is 00-A1-B2-C3-D4-E5, record 00A1B2C3D4E5.) If the server contains a dual NIC, two values will appear. Write down the value for the NIC that you will use to connect the Cisco Unity server to the network.



Step 4



Close the Command Prompt window.



To Register and Obtain the License Files Step 1



Browse to the registration website at http://www.cisco.com/go/license (URL is case sensitive). You must be a registered user on Cisco.com to obtain license files.



Step 2



Enter the PAK or software serial number, and click Submit.
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Step 3



Follow the on-screen prompts.



Step 4



Shortly after registration, you will receive an e-mail with the Cisco Unity license files. If license files are lost, it can take up to one business day to get another copy.



If you do not receive the license files within 1 hour or to get another copy of a license file, call the Cisco Technical Assistance Center (TAC) and ask for the Licensing Team: In the U.S.



800 553-2447



Outside the U.S.



For your local Cisco TAC phone number, see the Cisco Worldwide Contacts page at http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml.



Or open a service request using the TAC Service Request Tool at http://tools.cisco.com/ServiceRequestTool/create/DefineProblem.do. You will need to provide information to verify Cisco Unity ownership—for example, the purchase order number or the PAK (which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1).



Running the Cisco Unity License File Wizard to Add Text to Speech Note



If you are installing a licensed feature on the secondary Cisco Unity server now, skip this section. You install the license files only on the primary server. To Run the License File Wizard to Add Text to Speech



Step 1



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account.



Step 2



Double-click the Cisco Unity Tools Depot icon on the desktop.



Step 3



Under Administration Tools, double-click License File Install Wizard.



Step 4



On the Welcome screen, click Next.



Step 5



Click Add.



Step 6



Insert the Cisco Unity license file disk, if applicable. (When Cisco Unity was registered on Cisco.com, Cisco replied with an e-mail containing attached files with the licenses for Cisco Unity features. The instructions in the e-mail directed that the attached files be saved.)



Step 7



Browse to drive A or to the location where the license files are stored.
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Step 8



Double-click the license file to add it to the License Files list. If prompted, click Yes to copy the license file to the local system.



Caution



License files are used cumulatively. Do not remove files from the License Files list, or the licenses provided by those files will be deactivated.



Step 9



If you are adding more than one license file, click Add, and repeat Step 7 and Step 8 for each license file.



Step 10



Click Next.



Step 11



In the Licenses list, confirm that the license information is correct.



Step 12



Click Next.



Step 13



Click Finish.



Step 14



Close the Cisco Unity Tools Depot window.



Step 15



Restart the Cisco Unity server.



Disabling Virus-Scanning and Cisco Security Agent Services You disable antivirus and Cisco Security Agent services on the server so that they do not slow down the installation of software or cause the installations to fail. The Cisco Unity Reconfiguration and Upgrade Guide alerts you when to re-enable the services after all of the installation procedures that can be affected are complete. To Disable and Stop Virus-Scanning and Cisco Security Agent Services Step 1



Refer to the antivirus software documentation to determine the names of the antivirus services.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



Disable and stop each antivirus service and the Cisco Security Agent service:



Step 4



a.



In the right pane, double-click the service.



b.



On the General tab, in the Startup Type list, click Disabled. This prevents the service from starting when you restart the server.



c.



Click Stop to stop the service immediately.



d.



Click OK to close the Properties dialog box.



When the services have been disabled, close the Services MMC.



Running the Cisco Unity Installation and Configuration Assistant to Add Text to Speech When you run the Cisco Unity Installation and Configuration Assistant to add or change features, you may be required to complete wizards that are not directly related to the change that you are making to Cisco Unity because the assistant removes and recopies Cisco Unity files.
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Caution



When you run the Cisco Unity Installation and Configuration Assistant to add Text to Speech, changes that you may have made to Cisco Unity software are overwritten. After the process completes, you must reinstall any Cisco Unity engineering specials, reinstall the Cisco Unity-CM TSP (if you installed an updated version), and reconfigure Cisco Unity failover. To Run the Cisco Unity Installation and Configuration Assistant to Add Text to Speech



Step 1



Log on to Windows by using the Cisco Unity installation account.



Note



If you have not already done so, disable virus-scanning and Cisco Security Agent services on the server, if applicable. Otherwise, the installation may fail.



Step 2



On Cisco Unity DVD 1, browse to the root directory and double-click Setup.exe.



Step 3



If Cisco Unity is not set up to use SSL, the Set Up the Cisco Personal Communications Assistant to Use SSL page appears. Click Do Not Set Up Cisco Personal Communications Assistant to Use SSL, and click Next.



Note



If you want to set up Cisco Unity to use SSL, see the “Manual Procedures for Setting Up Cisco Unity to Use SSL” chapter of the applicable Cisco Unity installation guide at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



Step 4



On the Summary screen, click Add or Change Cisco Unity Features.



Step 5



On the Install Cisco Unity screen, click Run the Cisco Unity Setup Program.



Note



Note that by running the Cisco Unity Setup program, you are reinstalling the version of Cisco Unity on the disc.



Step 6



In the Setup dialog box, click Next.



Step 7



Follow the on-screen prompts until the Select Features dialog box appears.



Step 8



In the Select Features dialog box: a.



Check the Upgrade Cisco Unity check box.



b.



Check the Enable TTS check box.



c.



Uncheck the Install Voice Card Software check box.



Step 9



Follow the on-screen prompts until the Cisco Unity Languages dialog box appears.



Step 10



In the Cisco Unity Languages dialog box, click Next to accept the existing language-installation value(s).



Step 11



Set the system-default language for TTS, and click Next. Do not change any other values.



Step 12



Follow the on-screen prompts until you are prompted to restart the Cisco Unity server.



Step 13



Check the Yes, I Want to Restart My Computer Now check box, and click Finish.



Step 14



In the main window of the Cisco Unity Installation and Configuration Assistant, click Run the Cisco Unity Services Configuration Wizard. (Note that you should be logged on to Windows with the Cisco Unity installation account.)
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Step 15



On the Welcome screen, click Next.



Step 16



Follow the on-screen prompts to complete the services configuration.



Step 17



In the main window of the assistant, click Run the Cisco Unity Message Store Configuration Wizard. (Note that you should be logged on to Windows with the Cisco Unity installation account.)



Step 18



On the Welcome screen, click Next.



Step 19



Follow the on-screen prompts to complete the message store configuration.



Step 20



Click Finish.



Step 21



On the Summary screen, click Close.



Re-enabling Virus-Scanning and Cisco Security Agent Services You re-enable virus-scanning and Cisco Security Agent services now that all of the software installations that could have been affected if the services were running are complete. To Re-enable and Start Virus-Scanning and Cisco Security Agent Services Step 1



Refer to the virus-scanning software documentation to determine the names of the virus-scanning services.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



Re-enable and start each virus-scanning service and the Cisco Security Agent service:



Step 4



a.



In the right pane, double-click the service.



b.



On the General tab, in the Startup Type list, click Automatic to re-enable the service.



c.



Click Start to start the service.



d.



Click OK to close the Properties dialog box.



When the services have been re-enabled, close the Services MMC.



Adding Voice Recognition Use the following task list to update the Cisco Unity system correctly. Note that license(s) must have been purchased to add voice recognition.



Task List for Adding Voice Recognition 1.



Obtain a license file that includes voice recognition. See the “Obtaining Cisco Unity License Files” section on page 2-37.



2.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add Voice Recognition” section on page 2-38.
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3.



Install and configure the voice-recognition server. See the “Installing and Configuring a Voice-Recognition Server” appendix of the applicable Cisco Unity installation guide at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



4.



Configure Cisco Unity templates and subscribers for voice recognition. See the “Managing Voice-Recognition Features” chapter of the System Administration Guide for Cisco Unity, Release 5.x at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html.



Obtaining Cisco Unity License Files License files, which enable the features purchased by the customer, are required for installing Cisco Unity software, for some upgrades, and for adding or changing licensed features. You obtain the license files by completing registration information on Cisco.com. Shortly after registration, Cisco e-mails the license files. The e-mail from Cisco contains instructions on how to save and store the files. The Cisco Unity Reconfiguration and Upgrade Guide later provides specific instructions on the use of the license files. (For more information on licensing, refer to the white paper Licensing for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.)



Note



If the system is configured for failover, you install the license files only on the primary server. The following information is required during registration: •



The MAC address (physical address) for the network interface card (NIC) in the Cisco Unity server or, if a dual NIC is configured for fault tolerance, the MAC address that the two NICs share.



•



The product authorization key (PAK), which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1.



Do the following two procedures in the order listed. To Get the MAC Address of the Cisco Unity Server Step 1



On the Cisco Unity server, do one of the following: •



If the server contains a dual NIC that has been configured for fault tolerance, run the NIC-configuration utility provided by the manufacturer, and write down the MAC address (excluding hyphens) that is shared by the two NICs. Then skip the rest of this procedure.



•



If the server does not contain a dual NIC or if the server contains a dual NIC that is not configured for fault tolerance, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 2



In the Command Prompt window, enter ipconfig /all, and press Enter.



Step 3



Write down the value of Physical Address, excluding the hyphens, or save it to a file that you can access during online registration. (For example, if the physical address is 00-A1-B2-C3-D4-E5, record 00A1B2C3D4E5.) If the server contains a dual NIC, two values will appear. Write down the value for the NIC that you will use to connect the Cisco Unity server to the network.



Step 4



Close the Command Prompt window.
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To Register and Obtain the License Files Step 1



Browse to the registration website at http://www.cisco.com/go/license (URL is case sensitive). You must be a registered user on Cisco.com to obtain license files.



Step 2



Enter the PAK or software serial number, and click Submit.



Step 3



Follow the on-screen prompts.



Step 4



Shortly after registration, you will receive an e-mail with the Cisco Unity license files. If license files are lost, it can take up to one business day to get another copy.



If you do not receive the license files within 1 hour or to get another copy of a license file, call the Cisco Technical Assistance Center (TAC) and ask for the Licensing Team: In the U.S.



800 553-2447



Outside the U.S.



For your local Cisco TAC phone number, see the Cisco Worldwide Contacts page at http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml.



Or open a service request using the TAC Service Request Tool at http://tools.cisco.com/ServiceRequestTool/create/DefineProblem.do. You will need to provide information to verify Cisco Unity ownership—for example, the purchase order number or the PAK (which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1).



Running the Cisco Unity License File Wizard to Add Voice Recognition Note



If failover is configured, do the following procedure on the primary server. To Run the License File Wizard to Add Voice Recognition



Step 1



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account.



Step 2



Double-click the Cisco Unity Tools Depot icon on the desktop.



Step 3



Under Administration Tools, double-click License File Install Wizard.



Step 4



On the Welcome screen, click Next.



Step 5



Click Add.



Step 6



Insert the Cisco Unity license file disk, if applicable. (When Cisco Unity was registered on Cisco.com, Cisco replied with an e-mail containing attached files with the licenses for Cisco Unity features. The instructions in the e-mail directed that the attached files be saved.)



Step 7



Browse to drive A or to the location where the license files are stored.
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Step 8



Double-click the license file to add it to the License Files list. If prompted, click Yes to copy the license file to the local system.



Caution



License files are used cumulatively. Do not remove files from the License Files list, or the licenses provided by those files will be deactivated.



Step 9



If you are adding more than one license file, click Add, and repeat Step 7 and Step 8 for each license file.



Step 10



Click Next.



Step 11



In the Licenses list, confirm that the license information is correct.



Step 12



Click Next.



Step 13



Click Finish.



Step 14



Close the Cisco Unity Tools Depot window.



Step 15



Restart the Cisco Unity server.



Adding AMIS Networking Use the following task list to update the Cisco Unity system correctly. Note that license(s) must have been purchased to add AMIS Networking.



Task List for Adding AMIS Networking 1.



Obtain the license file for the licensed AMIS Networking option. See the “Obtaining Cisco Unity License Files” section on page 2-39.



2.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add AMIS Networking” section on page 2-41.



3.



Set up AMIS Networking. Refer to the “AMIS Networking” chapter of the Networking Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. (Note that if the system is using failover, the settings for AMIS Networking are replicated to the secondary server.)



Obtaining Cisco Unity License Files License files, which enable the features purchased by the customer, are required for installing Cisco Unity software, for some upgrades, and for adding or changing licensed features. You obtain the license files by completing registration information on Cisco.com. Shortly after registration, Cisco e-mails the license files. The e-mail from Cisco contains instructions on how to save and store the files. The Cisco Unity Reconfiguration and Upgrade Guide later provides specific instructions on the use of the license files. (For more information on licensing, refer to the white paper Licensing for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.)
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Note



If the system is configured for failover, you install the license files only on the primary server. The following information is required during registration: •



The MAC address (physical address) for the network interface card (NIC) in the Cisco Unity server or, if a dual NIC is configured for fault tolerance, the MAC address that the two NICs share.



•



The product authorization key (PAK), which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1.



Do the following two procedures in the order listed. To Get the MAC Address of the Cisco Unity Server Step 1



On the Cisco Unity server, do one of the following: •



If the server contains a dual NIC that has been configured for fault tolerance, run the NIC-configuration utility provided by the manufacturer, and write down the MAC address (excluding hyphens) that is shared by the two NICs. Then skip the rest of this procedure.



•



If the server does not contain a dual NIC or if the server contains a dual NIC that is not configured for fault tolerance, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 2



In the Command Prompt window, enter ipconfig /all, and press Enter.



Step 3



Write down the value of Physical Address, excluding the hyphens, or save it to a file that you can access during online registration. (For example, if the physical address is 00-A1-B2-C3-D4-E5, record 00A1B2C3D4E5.) If the server contains a dual NIC, two values will appear. Write down the value for the NIC that you will use to connect the Cisco Unity server to the network.



Step 4



Close the Command Prompt window.



To Register and Obtain the License Files Step 1



Browse to the registration website at http://www.cisco.com/go/license (URL is case sensitive). You must be a registered user on Cisco.com to obtain license files.



Step 2



Enter the PAK or software serial number, and click Submit.



Step 3



Follow the on-screen prompts.



Step 4



Shortly after registration, you will receive an e-mail with the Cisco Unity license files. If license files are lost, it can take up to one business day to get another copy.
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If you do not receive the license files within 1 hour or to get another copy of a license file, call the Cisco Technical Assistance Center (TAC) and ask for the Licensing Team: In the U.S.



800 553-2447



Outside the U.S.



For your local Cisco TAC phone number, see the Cisco Worldwide Contacts page at http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml.



Or open a service request using the TAC Service Request Tool at http://tools.cisco.com/ServiceRequestTool/create/DefineProblem.do. You will need to provide information to verify Cisco Unity ownership—for example, the purchase order number or the PAK (which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1).



Running the Cisco Unity License File Wizard to Add AMIS Networking To Run the License File Wizard to Add AMIS Networking Step 1



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account.



Step 2



Double-click the Cisco Unity Tools Depot icon on the desktop.



Step 3



Under Administration Tools, double-click License File Install Wizard.



Step 4



On the Welcome screen, click Next.



Step 5



Click Add.



Step 6



Insert the Cisco Unity license file disk, if applicable. (When Cisco Unity was registered on Cisco.com, Cisco replied with an e-mail containing attached files with the licenses for Cisco Unity features. The instructions in the e-mail directed that the attached files be saved.)



Step 7



Browse to drive A or to the location where the license files are stored.



Step 8



Double-click the license file to add it to the License Files list. If prompted, click Yes to copy the license file to the local system.



Caution



License files are used cumulatively. Do not remove files from the License Files list, or the licenses provided by those files will be deactivated.



Step 9



If you are adding more than one license file, click Add, and repeat Step 7 and Step 8 for each license file.



Step 10



Click Next.



Step 11



In the Licenses list, confirm that the license information is correct.



Step 12



Click Next.



Step 13



Click Finish.
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Step 14



Close the Cisco Unity Tools Depot window.



Step 15



Restart the Cisco Unity server.



Adding Bridge Networking Refer to the “Overview of Mandatory Tasks for Installing the Cisco Unity Bridge” chapter of the Installation Guide for Cisco Unity Bridge at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html.



Adding VPIM Networking Use the following task list to update the Cisco Unity system correctly. Note that license(s) must have been purchased to add VPIM Networking.



Task List for Adding VPIM Networking 1.



Obtain the license file for the licensed VPIM Networking option. See the “Obtaining Cisco Unity License Files” section on page 2-42.



2.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add VPIM Networking” section on page 2-44.



3.



Set up VPIM Networking. Refer to the “VPIM Networking” chapter of the Networking Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. (Note that if the system is using failover, the settings for VPIM Networking are replicated to the secondary server.)



Obtaining Cisco Unity License Files License files, which enable the features purchased by the customer, are required for installing Cisco Unity software, for some upgrades, and for adding or changing licensed features. You obtain the license files by completing registration information on Cisco.com. Shortly after registration, Cisco e-mails the license files. The e-mail from Cisco contains instructions on how to save and store the files. The Cisco Unity Reconfiguration and Upgrade Guide later provides specific instructions on the use of the license files. (For more information on licensing, refer to the white paper Licensing for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.)



Note



If the system is configured for failover, you install the license files only on the primary server.
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The following information is required during registration: •



The MAC address (physical address) for the network interface card (NIC) in the Cisco Unity server or, if a dual NIC is configured for fault tolerance, the MAC address that the two NICs share.



•



The product authorization key (PAK), which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1.



Do the following two procedures in the order listed. To Get the MAC Address of the Cisco Unity Server Step 1



On the Cisco Unity server, do one of the following: •



If the server contains a dual NIC that has been configured for fault tolerance, run the NIC-configuration utility provided by the manufacturer, and write down the MAC address (excluding hyphens) that is shared by the two NICs. Then skip the rest of this procedure.



•



If the server does not contain a dual NIC or if the server contains a dual NIC that is not configured for fault tolerance, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 2



In the Command Prompt window, enter ipconfig /all, and press Enter.



Step 3



Write down the value of Physical Address, excluding the hyphens, or save it to a file that you can access during online registration. (For example, if the physical address is 00-A1-B2-C3-D4-E5, record 00A1B2C3D4E5.) If the server contains a dual NIC, two values will appear. Write down the value for the NIC that you will use to connect the Cisco Unity server to the network.



Step 4



Close the Command Prompt window.



To Register and Obtain the License Files Step 1



Browse to the registration website at http://www.cisco.com/go/license (URL is case sensitive). You must be a registered user on Cisco.com to obtain license files.



Step 2



Enter the PAK or software serial number, and click Submit.



Step 3



Follow the on-screen prompts.



Step 4



Shortly after registration, you will receive an e-mail with the Cisco Unity license files. If license files are lost, it can take up to one business day to get another copy.



If you do not receive the license files within 1 hour or to get another copy of a license file, call the Cisco Technical Assistance Center (TAC) and ask for the Licensing Team: In the U.S.



800 553-2447



Outside the U.S.



For your local Cisco TAC phone number, see the Cisco Worldwide Contacts page at http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml.
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Or open a service request using the TAC Service Request Tool at http://tools.cisco.com/ServiceRequestTool/create/DefineProblem.do. You will need to provide information to verify Cisco Unity ownership—for example, the purchase order number or the PAK (which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1).



Running the Cisco Unity License File Wizard to Add VPIM Networking To Run the License File Wizard to Add VPIM Networking Step 1



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account.



Step 2



Double-click the Cisco Unity Tools Depot icon on the desktop.



Step 3



Under Administration Tools, double-click License File Install Wizard.



Step 4



On the Welcome screen, click Next.



Step 5



Click Add.



Step 6



Insert the Cisco Unity license file disk, if applicable. (When Cisco Unity was registered on Cisco.com, Cisco replied with an e-mail containing attached files with the licenses for Cisco Unity features. The instructions in the e-mail directed that the attached files be saved.)



Step 7



Browse to drive A or to the location where the license files are stored.



Step 8



Double-click the license file to add it to the License Files list. If prompted, click Yes to copy the license file to the local system.



Caution



License files are used cumulatively. Do not remove files from the License Files list, or the licenses provided by those files will be deactivated.



Step 9



If you are adding more than one license file, click Add, and repeat Step 7 and Step 8 for each license file.



Step 10



Click Next.



Step 11



In the Licenses list, confirm that the license information is correct.



Step 12



Click Next.



Step 13



Click Finish.



Step 14



Close the Cisco Unity Tools Depot window.



Step 15



Restart the Cisco Unity server.



Adding Other Networking Options To add Digital Networking, Internet Subscribers, or SMTP Networking, refer to the applicable chapter of the Networking Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html.
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Adding an Integration This section contains two task lists. Use the applicable list to update the Cisco Unity system correctly, depending on whether the system is using failover: •



Task List for Adding an Integration Without Failover, page 2-45



•



Task List for Adding an Integration with Failover Configured, page 2-46



Note that if you are adding voice messaging ports as part of the new integration, license(s) must have been purchased.



Task List for Adding an Integration Without Failover Note



If the system is using Cisco Unity failover, see the “Task List for Adding an Integration with Failover Configured” section on page 2-46 instead. 1.



Confirm that the combination of phone systems is supported. See the Multiple Phone System Integration Guide at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_installation_and_configuratio n_guides_list.html.



2.



If you are not adding voice messaging ports as part of the new integration, skip to Task 6. If you are adding voice messaging ports as part of the new integration, obtain the license file(s) for the licensed additional ports. See the “Obtaining Cisco Unity License Files” section on page 2-46.



3.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add Voice Messaging Ports” section on page 2-48.



4.



If the number of ports is changing from 32 or fewer to more than 32, upgrade from MSDE 2000 to SQL Server 2000. See the “Upgrading from MSDE 2000 to SQL Server 2000” section on page 2-48.



5.



If the number of ports is changing from 96 or fewer to more than 96, add the 3GB and userva switches to the Boot.ini file. See the “Adding 3GB and userva Switches to the Boot.ini File” section on page 2-50.



Caution



6.



If the number of ports is changing to more than 96, you must have Windows 2003 installed. Otherwise, Cisco Unity will not function correctly.



Create the integration. Refer to the applicable Cisco Unity integration guide for the phone system (Cisco Unified CM or SIP). Integration guides are available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_installation_and_configuratio n_guides_list.html.
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Task List for Adding an Integration with Failover Configured Begin the following tasks on the primary Cisco Unity server. The task list alerts you when to update the secondary Cisco Unity server. 1.



Confirm that the combination of phone systems is supported. See the Multiple Phone System Integration Guide at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_installation_and_configuratio n_guides_list.html.



2.



If you are not adding voice messaging ports as part of the new integration, skip to Task 5. If you are adding voice messaging ports as part of the new integration, obtain the license file(s) for the licensed additional ports. See the “Obtaining Cisco Unity License Files” section on page 2-46.



3.



Run the Cisco Unity license file wizard. See the “Running the Cisco Unity License File Wizard to Add Voice Messaging Ports” section on page 2-48.



4.



If the number of ports is changing from 96 or fewer to more than 96, add the 3GB and userva switches to the Boot.ini file. See the “Adding 3GB and userva Switches to the Boot.ini File” section on page 2-50.



Caution



If the number of ports is changing to more than 96, you must have Windows 2003 installed. Otherwise, Cisco Unity will not function correctly.



5.



Create the integration. Refer to the applicable Cisco Unity integration guide for the phone system (Cisco Unified CM or SIP). Integration guides are available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_installation_and_configuratio n_guides_list.html.



6.



On the secondary server, repeat Task 4. and Task 5.



Obtaining Cisco Unity License Files License files, which enable the features purchased by the customer, are required for installing Cisco Unity software, for some upgrades, and for adding or changing licensed features. You obtain the license files by completing registration information on Cisco.com. Shortly after registration, Cisco e-mails the license files. The e-mail from Cisco contains instructions on how to save and store the files. The Cisco Unity Reconfiguration and Upgrade Guide later provides specific instructions on the use of the license files. (For more information on licensing, refer to the white paper Licensing for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.)



Note



If the system is configured for failover, you install the license files only on the primary server. The following information is required during registration: •



The MAC address (physical address) for the network interface card (NIC) in the Cisco Unity server or, if a dual NIC is configured for fault tolerance, the MAC address that the two NICs share.



•



The product authorization key (PAK), which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1.



Do the following two procedures in the order listed.
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To Get the MAC Address of the Cisco Unity Server Step 1



On the Cisco Unity server, do one of the following: •



If the server contains a dual NIC that has been configured for fault tolerance, run the NIC-configuration utility provided by the manufacturer, and write down the MAC address (excluding hyphens) that is shared by the two NICs. Then skip the rest of this procedure.



•



If the server does not contain a dual NIC or if the server contains a dual NIC that is not configured for fault tolerance, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 2



In the Command Prompt window, enter ipconfig /all, and press Enter.



Step 3



Write down the value of Physical Address, excluding the hyphens, or save it to a file that you can access during online registration. (For example, if the physical address is 00-A1-B2-C3-D4-E5, record 00A1B2C3D4E5.) If the server contains a dual NIC, two values will appear. Write down the value for the NIC that you will use to connect the Cisco Unity server to the network.



Step 4



Close the Command Prompt window.



To Register and Obtain the License Files Step 1



Browse to the registration website at http://www.cisco.com/go/license (URL is case sensitive). You must be a registered user on Cisco.com to obtain license files.



Step 2



Enter the PAK or software serial number, and click Submit.



Step 3



Follow the on-screen prompts.



Step 4



Shortly after registration, you will receive an e-mail with the Cisco Unity license files. If license files are lost, it can take up to one business day to get another copy.



If you do not receive the license files within 1 hour or to get another copy of a license file, call the Cisco Technical Assistance Center (TAC) and ask for the Licensing Team: In the U.S.



800 553-2447



Outside the U.S.



For your local Cisco TAC phone number, see the Cisco Worldwide Contacts page at http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml.



Or open a service request using the TAC Service Request Tool at http://tools.cisco.com/ServiceRequestTool/create/DefineProblem.do. You will need to provide information to verify Cisco Unity ownership—for example, the purchase order number or the PAK (which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1).
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Running the Cisco Unity License File Wizard to Add Voice Messaging Ports Note



If you are installing a licensed feature on the secondary Cisco Unity server now, skip this section. You install the license files only on the primary server. To Run the License File Wizard to Add Voice Messaging Ports



Step 1



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account.



Step 2



Double-click the Cisco Unity Tools Depot icon on the desktop.



Step 3



Under Administration Tools, double-click License File Install Wizard.



Step 4



On the Welcome screen, click Next.



Step 5



Click Add.



Step 6



Insert the Cisco Unity license file disk, if applicable. (When Cisco Unity was registered on Cisco.com, Cisco replied with an e-mail containing attached files with the licenses for Cisco Unity features. The instructions in the e-mail directed that the attached files be saved.)



Step 7



Browse to drive A or to the location where the license files are stored.



Step 8



Double-click the license file to add it to the License Files list. If prompted, click Yes to copy the license file to the local system.



Caution



License files are used cumulatively. Do not remove files from the License Files list, or the licenses provided by those files will be deactivated.



Step 9



If you are adding more than one license file, click Add, and repeat Step 7 and Step 8 for each license file.



Step 10



Click Next.



Step 11



In the Licenses list, confirm that the license information is correct.



Step 12



Click Next.



Step 13



Click Finish.



Step 14



Close the Cisco Unity Tools Depot window.



Step 15



Restart the Cisco Unity server.



Upgrading from MSDE 2000 to SQL Server 2000 A Cisco Unity system with more than 32 ports requires SQL Server 2000.



Caution



If you upgrade the Cisco Unity server to more than 32 ports without upgrading to SQL Server 2000, Cisco Unity may not function properly.
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If MSDE 2000 Service Pack 3 or 3a has not been installed, install it before you upgrade to SQL Server 2000, or the upgrade will fail. To Install MSDE 2000 Service Pack 3a Step 1



On the Windows Start menu, click Run.



Step 2



Enter \Commserver\kill -f av*.* to manually stop all Cisco Unity services.



Step 3



On the Cisco Unity Service Packs DVD, copy the MSDE_SP3 directory to the root directory of drive C.



Step 4



Remove the disc from the CD-ROM drive, if applicable.



Step 5



On the Windows Start menu, click Run.



Step 6



Enter C:\MSDE_SP3\MSDE\Setup.exe /upgradesp SQLRUN blanksapwd=1



Step 7



Follow the on-screen prompts to complete the installation.



Step 8



When the installation is finished, click Yes to restart the server.



Step 9



Delete the directory MSDE_SP3 to free hard-disk space.



To Upgrade from MSDE 2000 to SQL Server 2000 Step 1



Log on to Windows.



Step 2



Exit the Cisco Unity software. For details, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 3



Insert the Cisco Unity Data Store 2000 disc in the CD-ROM drive. If the CD does not run automatically, browse to the root directory, and double-click Autorun.exe.



Step 4



Click SQL Server 2000 Components.



Step 5



Click Install Database Server.



Step 6



In the Welcome dialog box, click Next.



Step 7



In the Computer Name dialog box, click Next to accept the default setting Local Computer.



Step 8



In the Installation Selection dialog box, click Upgrade, Remove, or Add Components to an Existing Instance of SQL Server, and click Next.



Step 9



Follow the on-screen prompts until the Upgrade dialog box appears.



Step 10



In the Upgrade dialog box, check the Yes, Upgrade My Programs check box, and click Next.



Step 11



In the Choose Licensing Mode dialog box, click Processor License For, and enter the number of processors in the Cisco Unity server.



Step 12



Click Continue.



Step 13



Click Yes to install additional components.
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Step 14



In the Select Components dialog box, check the check boxes for the following components: •



Server Components, and all subcomponents.



•



Management Tools, and all subcomponents.



•



Client Connectivity.



Step 15



Click Next.



Step 16



In the Start Copying Files dialog box, click Next.



Step 17



Click Finish.



To Install SQL Server 2000 Service Pack 3 Step 1



On the Windows Start menu, click Run.



Step 2



Enter \Commserver\kill -f av*.* to manually stop all Cisco Unity services.



Step 3



On the Cisco Unity Service Packs DVD, browse to the SQL2000_SP3\x86\Setup directory, and double-click Setupsql.exe.



Step 4



On the Welcome screen, click Next.



Step 5



Follow the on-screen prompts until the Connect to Server dialog box appears.



Step 6



In the Connect to Server dialog box, choose Windows authentication, and click Next.



Step 7



If the SA Password Warning dialog box appears, enter and confirm the password, and click OK.



Step 8



Check the Upgrade Microsoft Search and Apply SQL Server 2000 SP3 (Required) check box, and click Continue. (Do not check the Enable Cross-Database Ownership Chaining for All Databases (Not Recommended) check box.)



Step 9



Follow the on-screen prompts.



Step 10



Click Finish to begin installing components.



Step 11



When the Setup message appears, click OK.



Step 12



Click Finish to restart the server.



Adding 3GB and userva Switches to the Boot.ini File If the Cisco Unity servers will be configured for more than 96 voice messaging ports, do the following procedure.



Caution



For using more than 96 voice messaging ports, Windows 2003 must be installed on the Cisco Unity server. Otherwise, Cisco Unity may not function correctly. See the System Requirements for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.
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To Add 3GB and userva Switches to the Boot.ini File Step 1



Open the c:\boot.ini file in a text editor.



Step 2



Add /3GB /userva=2800 to the line that includes WINDOWS="Microsoft Windows 2003 Server". For example: multi(0)disk(0)rdisk(0)partition(1)\WINDOWS="Windows Server 2003, Standard" /fastdetect /NoExecute=OptOut /3GB /userva=2800



Step 3



Restart the server.



Adding Failover to the Cisco Unity System When Exchange Is Already on a Separate Server Revised August 22, 2008



Use the task list in this section to update the Cisco Unity system correctly. Note that if Cisco Unity and Exchange are currently on the same server and the server is not a domain controller/global catalog server (DC/GC), you must first move Cisco Unity onto a different server. See the “Moving Cisco Unity 5.x onto a Separate Server” section on page 13-1. If the Cisco Unity server is a DC/GC, you must reinstall all software because adding failover to a Cisco Unity server that is already a DC/GC is not supported, and because demoting a Cisco Unity server to a member server is not supported.



Task List for Adding Failover to the Cisco Unity System When Exchange Is Already on a Separate Server 1.



Obtain the license file for the licensed Cisco Unity failover option. See the “Obtaining Cisco Unity License Files” section on page 2-52.



2.



Run the Cisco Unity license file wizard on the existing Cisco Unity server. See the “Running the Cisco Unity License File Wizard to Add Failover” section on page 2-53.



3.



Install the secondary Cisco Unity server with the same enabled features and configurations as the existing Cisco Unity server. Follow the task list instructions in the Part 2 section in the “Overview of Mandatory Tasks for Installing Cisco Unity” chapter of the applicable Cisco Unity installation guide for your configuration. (Installation guides are available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.)



4.



Configure failover. Refer to the “Configuring Cisco Unity Failover” chapter of the Failover Configuration and Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. Note that subscriber and call management data will be replicated to the secondary server after failover has been configured.
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Obtaining Cisco Unity License Files License files, which enable the features purchased by the customer, are required for installing Cisco Unity software, for some upgrades, and for adding or changing licensed features. You obtain the license files by completing registration information on Cisco.com. Shortly after registration, Cisco e-mails the license files. The e-mail from Cisco contains instructions on how to save and store the files. The Cisco Unity Reconfiguration and Upgrade Guide later provides specific instructions on the use of the license files. (For more information on licensing, refer to the white paper Licensing for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.)



Note



If the system is configured for failover, you install the license files only on the primary server. The following information is required during registration: •



The MAC address (physical address) for the network interface card (NIC) in the Cisco Unity server or, if a dual NIC is configured for fault tolerance, the MAC address that the two NICs share.



•



The product authorization key (PAK), which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1.



Do the following two procedures in the order listed. To Get the MAC Address of the Cisco Unity Server Step 1



On the Cisco Unity server, do one of the following: •



If the server contains a dual NIC that has been configured for fault tolerance, run the NIC-configuration utility provided by the manufacturer, and write down the MAC address (excluding hyphens) that is shared by the two NICs. Then skip the rest of this procedure.



•



If the server does not contain a dual NIC or if the server contains a dual NIC that is not configured for fault tolerance, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 2



In the Command Prompt window, enter ipconfig /all, and press Enter.



Step 3



Write down the value of Physical Address, excluding the hyphens, or save it to a file that you can access during online registration. (For example, if the physical address is 00-A1-B2-C3-D4-E5, record 00A1B2C3D4E5.) If the server contains a dual NIC, two values will appear. Write down the value for the NIC that you will use to connect the Cisco Unity server to the network.



Step 4



Close the Command Prompt window.



To Register and Obtain the License Files Step 1



Browse to the registration website at http://www.cisco.com/go/license (URL is case sensitive). You must be a registered user on Cisco.com to obtain license files.



Step 2



Enter the PAK or software serial number, and click Submit.
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Step 3



Follow the on-screen prompts.



Step 4



Shortly after registration, you will receive an e-mail with the Cisco Unity license files. If license files are lost, it can take up to one business day to get another copy.



If you do not receive the license files within 1 hour or to get another copy of a license file, call the Cisco Technical Assistance Center (TAC) and ask for the Licensing Team: In the U.S.



800 553-2447



Outside the U.S.



For your local Cisco TAC phone number, see the Cisco Worldwide Contacts page at http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml.



Or open a service request using the TAC Service Request Tool at http://tools.cisco.com/ServiceRequestTool/create/DefineProblem.do. You will need to provide information to verify Cisco Unity ownership—for example, the purchase order number or the PAK (which appears on the sticker located on the front of the sleeve for Cisco Unity DVD 1).



Running the Cisco Unity License File Wizard to Add Failover Do the following procedure only on the existing Cisco Unity server. To Run the License File Wizard to Add Failover Step 1



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account.



Step 2



Double-click the Cisco Unity Tools Depot icon on the desktop.



Step 3



Under Administration Tools, double-click License File Install Wizard.



Step 4



On the Welcome screen, click Next.



Step 5



Click Add.



Step 6



Insert the Cisco Unity license file disk, if applicable. (When Cisco Unity was registered on Cisco.com, Cisco replied with an e-mail containing attached files with the licenses for Cisco Unity features. The instructions in the e-mail directed that the attached files be saved.)



Step 7



Browse to drive A or to the location where the license files are stored.



Step 8



Double-click the license file to add it to the License Files list. If prompted, click Yes to copy the license file to the local system.



Caution



Step 9



License files are used cumulatively. Do not remove files from the License Files list, or the licenses provided by those files will be deactivated.



If you are adding more than one license file, click Add, and repeat Step 7 and Step 8 for each license file.
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Step 10



Click Next.



Step 11



In the Licenses list, confirm that the license information is correct.



Step 12



Click Next.



Step 13



Click Finish.



Step 14



Close the Cisco Unity Tools Depot window.



Step 15



Restart the Cisco Unity server.
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Installing Optional Software This chapter contains the following sections:



Caution



•



Installing RSA SecurID, page 3-1



•



Installing Other Optional Software, page 3-1



Do not install Outlook on the Cisco Unity server, or Cisco Unity may not notify subscribers of new messages.



Installing RSA SecurID For supported versions of RSA SecurID, refer to the applicable version of Supported Hardware and Software, and Support Policies for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html. Follow the manufacturer instructions to install RSA SecurID. For information on RSA SecurID, see the “Determining Whether to Offer Enhanced Phone Security” section in the “Authentication for Cisco Unity Applications” chapter of the Security Guide for Cisco Unity. The guide is available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html.



Installing Other Optional Software For information on supported software, refer to the applicable version of Supported Hardware and Software, and Support Policies for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html. Follow the manufacturer instructions to install other optional software.



Caution



Do not install Outlook on the Cisco Unity server, or Cisco Unity may not notify subscribers of new messages.
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Changing the Partner Exchange Server Use the procedures in this chapter to change the partner Exchange server to a server that is running the same version of Exchange as the current partner Exchange server is running. If you want to change the partner Exchange server to a server running a later version of Exchange, see the “Upgrading Exchange on the Cisco Unity 5.x System” chapter. This chapter contains the following sections: •



Choosing a Different Partner Exchange Server, page 4-1



•



Changing the Partner Exchange 2007 Server for Cisco Unity 5.x, page 4-2



•



Changing the Partner Exchange 2003 or Exchange 2000 Server for Cisco Unity 5.x, page 4-6



Choosing a Different Partner Exchange Server When you installed Cisco Unity, you chose an Exchange server with which Cisco Unity communicates—the partner Exchange server. If the current partner server is being decommissioned, is malfunctioning, is being rebuilt, or will be off line for maintenance for an extended period, you must specify a different partner server. (If the partner server will be off line only briefly, you do not need to change the partner server. The Unity Message Repository will save messages on the hard disk on the Cisco Unity server and then send them to Exchange when the partner server comes back on line.) Use the information in this section to decide which server you will specify as the new partner Exchange server. When all Cisco Unity subscriber mailboxes will be homed on the same Exchange server, use that server as the partner server. For the Voice Messaging configuration with Exchange installed on the Cisco Unity server, the Cisco Unity server is the partner Exchange server. When Cisco Unity subscriber mailboxes will be homed on more than one Exchange server, consider the following general guidelines for deciding which server to use as the partner server: •



All voice messages from outside callers pass through the partner server on their way to user mailboxes. Use an Exchange server based on its ability to handle the additional traffic.



•



When Exchange 2003 or Exchange 2000 is configured for active/active or active/passive clustering, use either an Exchange server outside the cluster or the Exchange virtual server in the cluster.



When Cisco Unity subscriber mailboxes will be homed in Exchange 2003 and/or Exchange 2000, we recommend, for most topologies, that you use an Exchange 2003 server as the partner server. Otherwise, when you upgrade the partner server, Cisco Unity subscriber mailboxes will not have access to messages during the upgrade. In addition, you may need to upgrade the Exchange administration software installed on the Cisco Unity server.
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However, in some cases, a server running Exchange 2003 may not be the best choice. Because of the amount of data that passes between the Cisco Unity server and the partner Exchange server, the partner server should be in the same site as the Cisco Unity server. When Cisco Unity subscriber mailboxes will be homed in Exchange on multiple sites and the only servers running Exchange 2003 are on remote sites, do one of the following: •



Upgrade a local server to Exchange 2003 before you install Cisco Unity.



•



Use a server that is running Exchange 2000 and that is in the same site as the Cisco Unity server.



When Cisco Unity subscriber mailboxes will be homed in Exchange 2007 as well as in Exchange 2003 and/or Exchange 2000, choose a partner server based on the considerations already mentioned as well as ease of access to Exchange 2007 servers and the roles installed on the server:



Caution



•



To be used as the partner Exchange server, an Exchange 2007 server must have the Mailbox server role installed.



•



If you choose an Exchange 2007 server, when you run the Cisco Unity Message Store Configuration wizard later in the process, the wizard creates scripts that must be run either on the partner Exchange 2007 server or on another Exchange 2007 server on which Exchange Management Shell is installed. (The scripts create Exchange mailboxes that Cisco Unity cannot create directly in Exchange 2007.) By default, scripts cannot be run remotely, so you may need to be at an Exchange 2007 server to run them. If physical access to the Exchange servers is restricted, you can choose an Exchange 2003 or Exchange 2000 server as the partner Exchange server, and Cisco Unity can create the accounts automatically.



When Windows Server 2003 is installed on the Cisco Unity server, you must use an Exchange 2007 or Exchange 2003 server as the partner server.



Changing the Partner Exchange 2007 Server for Cisco Unity 5.x This section assumes that the existing and new partner servers are running the same version of Exchange. If you are changing the version of Exchange at the same time that you are changing the partner server, see the “Upgrading Exchange on the Cisco Unity 5.x System” chapter instead. If the Cisco Unity Voice Connector for Exchange 2000 is installed on any Exchange 2003 or Exchange 2000 server in the forest, then the following servers must be either in the same Exchange routing group or in routing groups that are connected to one another with Exchange routing-group connectors: •



The partner Exchange server.



•



All Exchange servers on which mailboxes for Cisco Unity subscribers are homed.



•



The Exchange server on which the Cisco Unity Voice Connector is installed.



Otherwise, subscribers may not be able to successfully send or receive messages using supported Cisco Unity networking options such as AMIS or VPIM Networking. As a result, if you are changing the partner Exchange server to a server in a routing group that is not connected as described, you must first install routing-group connectors to ensure that the partner Exchange server can successfully send and receive messages to mailboxes in any other Exchange routing group. This section contains five procedures. Do the procedures in the order listed.
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To Download the Latest Cisco Unity Permissions Wizard Step 1



Download the latest version of the Cisco Unity Permissions wizard for Cisco Unity 5.0(1) and later, available at http://ciscounitytools.com/App_PW_501.htm.



To Determine the Current Partner Exchange Server Step 1



On the Cisco Unity server, start Regedit.



Step 2



Expand the key HKEY_LOCAL_MACHINE\SOFTWARE\Active Voice\Doh.



Step 3



The name of the current partner Exchange server appears in the key Mail Server Name.



Step 4



Close Regedit.



To Prepare to Change the Partner Exchange 2007 Server for Cisco Unity 5.x Step 1



Choose the new partner Exchange 2007 server. For information to help you decide on a partner server, see the “Choosing a Different Partner Exchange Server” section on page 4-1.



Step 2



Determine and write down which Active Directory accounts are being used as the Cisco Unity installation, directory services, and administration accounts.



Step 3



Confirm that Exchange is running on the new partner Exchange server. If Exchange is not running, changing the partner server will fail.



Step 4



Confirm that the new partner Exchange server is running the same service pack as the current partner server. Microsoft recommends applying the same service pack to all mail servers within the organization.



Do the following procedure if you will be homing Cisco Unity subscribers on the new partner server and if you have not already granted Cisco Unity the required permissions to the mailstore(s) on that server.



Caution



When the Permissions wizard completes, the Lsass.exe process updates the Active Directory database with the new permissions. While Lsass.exe is processing the updates, it uses 100% of available processor time on the root domain controller in the domain and on one of the global catalog servers in the site where the Permissions wizard was run. (Other domain controllers in the domain and other global catalog servers in the forest are also affected, but the impact is less significant.) The updates take a few minutes to several hours, depending on the size of the database. Do not continue with changing the partner server until Lsass.exe has finished processing the changes, or the process may fail. To Run the Cisco Unity Permissions Wizard



Step 1



On the Cisco Unity server, install the latest version of the Cisco Unity Permissions wizard, if it is not already installed.



Step 2



Log on to the Cisco Unity server by using an account that meets the following criteria: •



Is a member of the Domain Admins group in the domain in which the Cisco Unity server is installed.
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•



Is either an Exchange Full Administrator or a member of the Domain Admins group in the domain in which Exchange mailboxes for Cisco Unity subscribers are homed. (If Exchange mailboxes are homed in multiple domains, the account that you log on with must be either an Exchange Full Administrator or a member of the Domain Admins group in a domain that contains all of the domains in which mailboxes are homed.)



Caution



Step 3



Run the Permissions wizard from the directory in which you installed it in Step 1. For more information, refer to Permissions wizard Help.



Caution



Step 4



If you try to run the Permissions wizard by using an account that has less than the default permissions for a Domain Admin, the wizard may not be able to set all of the permissions required by the installation account and the service accounts. If the Permissions wizard cannot set all of the required permissions, Cisco Unity will not run properly.



Remember to specify the mailstore(s) on the new partner server so Cisco Unity has the necessary permissions to access the mailstores. Otherwise, Cisco Unity subscribers whose Exchange mailboxes are homed on the server will not be able to send or receive voice messages.



Restart the Cisco Unity server.



The following procedure moves the Cisco Unity system mailbox (Unity_) and the mailbox for broadcast messages (USbms_). If applicable, it also moves the mailboxes for AMIS, Bridge, or VPIM Networking (UAmis_, UOmni_, and UVPIM_, respectively). To Change the Partner Exchange 2007 Server for Cisco Unity 5.x Step 1



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account. If failover is configured, log on to both servers.



Step 2



Exit the Cisco Unity software. If failover is configured, exit the Cisco Unity software on both servers.



Caution



Step 3



When failover is configured, you must change the partner Exchange server on both servers while Cisco Unity is stopped on both servers, or Cisco Unity data may be corrupted.



On the Windows Start menu, click Settings > Control Panel > Add/Remove Programs. If failover is configured, you can start with either the primary or the secondary server.



Step 4



In the list of currently installed programs, click Cisco Unity Message Store Configuration Wizard, and click Change/Remove.



Step 5



On the Cisco Unity Message Store Configuration Wizard Welcome screen, click Next.



Step 6



Enter the password for the installation account, and click Next.
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Step 7



If an account does not exist for the Cisco Unity Administrator (Cisco Unity administration account), skip to Step 8. If an account exists for the Cisco Unity Administrator, click Change, then in the Select User dialog box, double-click the name of the Cisco Unity administration account.



Step 8



Click Next.



Step 9



In the Select Partner Message Store dialog box, click Microsoft Exchange 2007, and click Next.



Step 10



If Cisco Unity is installed in a Unified Messaging configuration, uncheck the Disable Active Directory Accounts that Are Created By Cisco Unity check box, and click Next. Then skip to Step 11. If Cisco Unity is installed in a Voice Messaging configuration, review the onscreen text and check or uncheck the Disable Active Directory Accounts that Are Created By Cisco Unity check box, as applicable, and click Next.



Step 11



In the Select Mailbox Location dialog box, specify the new partner Exchange server and the mailbox store in which to create new mailboxes. If failover is configured, you must specify the same Exchange server and mailbox store for both Cisco Unity servers.



Step 12



Click Next.



Step 13



In the Select Active Directory Containers for New Objects dialog box, specify the domain in which you want Cisco Unity to create users and distribution lists. If failover is configured, you must specify the same domain for both Cisco Unity servers.



Step 14



If custom organizational units were created for users or distribution lists, click the corresponding Change button to specify them. If failover is configured, you must specify the same custom organizational units for both Cisco Unity servers.



Step 15



Click Next.



Step 16



On the Run



Step 17



Scripts on the Partner Exchange 2007 Server page, do not click Next or Cancel. You will return to the Cisco Unity server to complete the wizard in Step 22.



Step 18



Copy the file Ex2k7Script_.ps1 from the Windows desktop to one of the following locations: •



A removeable disk.



•



A network location that is accessible either to the partner Exchange server or to another server on which Exchange Management Shell is installed.



Step 19



Log on to a server on which Exchange Management Shell is installed using an account that has the permissions required to run a script.



Step 20



Copy the script onto the local server.



Step 21



Start Exchange Management Shell, and run the script.



Step 22



Exit Exchange Management Shell, and return to the Cisco Unity server.



Step 23



Follow the on-screen prompts until message store configuration is complete.



Step 24



If failover is configured, repeat Step 3 through Step 22 on the other Cisco Unity server.
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Changing the Partner Exchange 2003 or Exchange 2000 Server for Cisco Unity 5.x



Changing the Partner Exchange 2003 or Exchange 2000 Server for Cisco Unity 5.x This section assumes that the existing and new partner servers are running the same version of Exchange. If you are changing the version of Exchange at the same time that you are changing the partner server, see the “Upgrading Exchange on the Cisco Unity 5.x System” chapter instead. If the Cisco Unity Voice Connector for Exchange 2000 is installed on any Exchange 2003 or Exchange 2000 server in the forest, then the following servers must be either in the same Exchange routing group or in routing groups that are connected to one another with Exchange routing-group connectors: •



The partner Exchange server.



•



All Exchange servers on which mailboxes for Cisco Unity subscribers are homed.



•



The Exchange server on which the Cisco Unity Voice Connector is installed.



Otherwise, subscribers may not be able to successfully send or receive messages using supported Cisco Unity networking options such as AMIS or VPIM Networking. As a result, if you are changing the partner Exchange server to a server in a routing group that is not connected as described, you must first install routing-group connectors to ensure that the partner Exchange server can successfully send and receive messages to mailboxes in any other Exchange routing group. This section contains four procedures. Do the procedures in the order listed. To Download the Latest Cisco Unity Permissions Wizard Step 1



Download the latest version of the Cisco Unity Permissions wizard for Cisco Unity 5.0(1) and later, available at http://ciscounitytools.com/App_PW_501.htm.



To Determine the Current Partner Exchange Server Step 1



On the Cisco Unity server, start Regedit.



Step 2



Expand the key HKEY_LOCAL_MACHINE\SOFTWARE\Active Voice\Doh.



Step 3



The name of the current partner Exchange server appears in the key Mail Server Name.



Step 4



Close Regedit.



To Prepare to Change the Partner Exchange 2003 or Exchange 2000 Server for Cisco Unity 5.x Step 1



Choose the new partner Exchange 2003 or Exchange 2000 server. For information to help you decide on a partner server, see the “Choosing a Different Partner Exchange Server” section on page 4-1.



Step 2



Determine and write down which Active Directory accounts are being used as the Cisco Unity installation, directory services, and administration accounts.
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Step 3



Confirm that Exchange is running on the new partner Exchange server. If Exchange is not running, changing the partner server will fail.



Step 4



Confirm that the new partner Exchange server is running the same service pack as the current partner server. Microsoft recommends applying the same service pack to all mail servers within the organization.



Do the following procedure if you will be homing Cisco Unity subscribers on the new partner server and if you have not already granted Cisco Unity the required permissions to the mailstore(s) on that server.



Caution



When the Permissions wizard completes, the Lsass.exe process updates the Active Directory database with the new permissions. While Lsass.exe is processing the updates, it uses 100% of available processor time on the root domain controller in the domain and on one of the global catalog servers in the site where the Permissions wizard was run. (Other domain controllers in the domain and other global catalog servers in the forest are also affected, but the impact is less significant.) The updates take a few minutes to several hours, depending on the size of the database. Do not continue with changing the partner server until Lsass.exe has finished processing the changes, or the process may fail. To Run the Cisco Unity Permissions Wizard



Step 1



On the Cisco Unity server, install the latest version of the Cisco Unity Permissions wizard, if it is not already installed.



Step 2



Log on to the Cisco Unity server by using an account that meets the following criteria: •



Is a member of the Domain Admins group in the domain in which the Cisco Unity server is installed.



•



Is either an Exchange Full Administrator or a member of the Domain Admins group in the domain in which Exchange mailboxes for Cisco Unity subscribers are homed. (If Exchange mailboxes are homed in multiple domains, the account that you log on with must be either an Exchange Full Administrator or a member of the Domain Admins group in a domain that contains all of the domains in which mailboxes are homed.)



Caution



Step 3



Run the Permissions wizard from the directory in which you installed it in Step 1. For more information, refer to Permissions wizard Help.



Caution



Step 4



If you try to run the Permissions wizard by using an account that has less than the default permissions for a Domain Admin, the wizard may not be able to set all of the permissions required by the installation account and the service accounts. If the Permissions wizard cannot set all of the required permissions, Cisco Unity will not run properly.



Remember to specify the mailstore(s) on the new partner server so Cisco Unity has the necessary permissions to access the mailstores. Otherwise, Cisco Unity subscribers whose Exchange mailboxes are homed on the server will not be able to send or receive voice messages.



Restart the Cisco Unity server.
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Changing the Partner Exchange 2003 or Exchange 2000 Server for Cisco Unity 5.x



To Change the Partner Exchange 2003 or Exchange 2000 Server for Cisco Unity 5.x Step 1



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account. If failover is configured, log on to both servers.



Step 2



Exit the Cisco Unity software. If failover is configured, exit the Cisco Unity software on both servers.



Caution



Step 3



When failover is configured, you must change the partner Exchange server on both servers while Cisco Unity is stopped on both servers, or Cisco Unity data may be corrupted.



On the Windows Start menu, click Settings > Control Panel > Add/Remove Programs. If failover is configured, you can start with either the primary or the secondary server.



Step 4



In the list of currently installed programs, click Cisco Unity Message Store Configuration Wizard, and click Change/Remove.



Step 5



On the Cisco Unity Message Store Configuration Wizard Welcome screen, click Next.



Step 6



Enter the password for the installation account, and click Next.



Step 7



If an account does not exist for the Cisco Unity Administrator (Cisco Unity administration account), skip to Step 8. If an account exists for the Cisco Unity Administrator, click Change, then in the Select User dialog box, double-click the name of the Cisco Unity administration account.



Step 8



Click Next.



Step 9



In the Select Partner Message Store dialog box, click Microsoft Exchange 2003 or Microsoft Exchange 2000, depending on the version of Exchange installed on the new partner Exchange server.



Step 10



Click Next.



Step 11



In the Select Mailbox Location dialog box, specify the new partner Exchange server and the mailbox store in which to create new mailboxes. If failover is configured, you must specify the same Exchange server and mailbox store for both Cisco Unity servers.



Step 12



Click Next.



Step 13



In the Select Active Directory Containers for New Objects dialog box, specify the domain in which you want Cisco Unity to create users and distribution lists. If failover is configured, you must specify the same domain for both Cisco Unity servers.



Step 14



If custom organizational units were created for users or distribution lists, click the corresponding Change button to specify them. If failover is configured, you must specify the same custom organizational units for both Cisco Unity servers.



Step 15



Click Next.



Step 16



Follow the on-screen prompts until message store configuration is complete.



Step 17



If failover is configured, repeat Step 3 through Step 16 on the other Cisco Unity server.
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Do the following procedure to move the Cisco Unity mailbox for broadcast messages and, if applicable, to move the mailboxes for AMIS, Bridge, or VPIM Networking. To Move the USbms, UAmis, UOmni, and UVPIM Mailboxes Step 1



Step 2



Step 3



Step 4



Move the USbms_ mailbox, which is the mailbox in which Cisco Unity places broadcast messages: a.



On the Windows Start menu on the Cisco Unity server, click Programs > Administrative Tools > Services.



b.



From the Services window, stop CsBMsgConnector, which is the service that processes broadcast messages.



c.



Use the standard Exchange process for moving mailboxes to move the USbms_ mailbox to the new partner Exchange server. For more information, refer to the Exchange documentation.



d.



From the Services window, restart CsBMsgConnector.



If AMIS Networking is configured: a.



Use the standard Exchange process for moving mailboxes to move the UAmis_ mailbox to the new partner Exchange server. For more information, refer to the Exchange documentation.



b.



To prevent messages from getting stuck in the UAmis mailbox after the move, stop and restart Cisco Unity by using the system tray icon.



If Bridge Networking is configured: a.



On the Windows Start menu on the Cisco Unity bridgehead server, click Programs > Administrative Tools > Services.



b.



From the Services window, stop CsBridgeConnector, which is the service that processes directory messages placed in the UOmni mailbox by the Cisco Unity Voice Connector for Microsoft Exchange.



c.



Use the standard Exchange process for moving mailboxes to move the UOmni_ mailbox to the new partner Exchange server. For more information, refer to the Exchange documentation.



d.



From the Services window, restart CsBridgeConnector.



If VPIM Networking is configured: a.



On the Windows Start menu on the VPIM bridgehead server, click Programs > Administrative Tools > Services.



b.



From the Services window, stop CsVPIMConnector, which is the service that processes directory messages placed in the UVPIM mailbox by the Cisco Unity Voice Connector for Microsoft Exchange.



c.



Use the standard Exchange process for moving mailboxes to move the UVPIM_ mailbox to the new partner Exchange server. For more information, refer to the Exchange documentation.



d.



From the Services window, restart CsVPIMConnector.
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Changing the Domain Controller and Global Catalog Server This chapter contains the following sections: •



Changing the Domain Controller That Cisco Unity 5.x Monitors, page 5-1



•



Changing the Global Catalog Server That Cisco Unity 5.x Monitors for Directory Updates, page 5-2



•



Changing the Global Catalog Server with Which the Cisco Unity 5.x MAPI Client Communicates, page 5-3



Note that all sections apply only to Exchange 2003 and Exchange 2000.



Changing the Domain Controller That Cisco Unity 5.x Monitors If a domain controller (DC) stops functioning, Cisco Unity automatically finds another one and resynchronizes the MSDE 2000 or SQL Server 2000 database on the Cisco Unity server with the directory on the new DC. However, if the current DC is being decommissioned, is malfunctioning, is being rebuilt, or will be off line for maintenance, you can use the DC/GC Reconnect Settings tool to:



Note



•



Specify the DC that Cisco Unity automatically switches to when the current DC is taken off line.



•



Schedule the resynchronization of the Cisco Unity database with the Active Directory database on the new DC.



•



Manually change the DC that Cisco Unity monitors before the current DC is taken off line.



Changing the DC that Cisco Unity monitors requires that directory data on the Cisco Unity server be fully resynchronized with the Active Directory. This process is CPU intensive, so we recommend that you make the change during off-peak hours. If failover is configured, the DC/GC Reconnect Settings tool will run only on the active server. In addition, you do not need to change settings on both servers because all of the data for the DC/GC Reconnect feature is stored in the Cisco Unity database and is automatically replicated between the two servers.
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Changing the Domain Controller and Global Catalog Server



To Change the Domain Controller That Cisco Unity Monitors



Use the DC/GC Reconnect Settings tool, which appears under Administration Tools in the Cisco Unity Tools Depot. (The Tools Depot icon is on the Cisco Unity server desktop.) Refer to Help for the DC/GC Reconnect Settings tool for information on how to use the tool, including options for manually changing the DC immediately or specifying the DC that Cisco Unity reconnects with if the current DC stops functioning. If failover is configured, use the tool on the active server.



Changing the Global Catalog Server That Cisco Unity 5.x Monitors for Directory Updates If a global catalog server (GC) stops functioning, Cisco Unity automatically finds another one and resynchronizes the MSDE 2000 or SQL Server 2000 database on the Cisco Unity server with the directory on the new GC. However, if the current GC is being decommissioned, is malfunctioning, is being rebuilt, or will be off line for maintenance, you can use the DC/GC Reconnect Settings tool to: •



Specify the GC that Cisco Unity automatically switches to when the current GC is taken off line.



•



Schedule the resynchronization of the Cisco Unity database with the Active Directory database on the new GC.



•



Manually change the GC that Cisco Unity monitors before the current GC is taken off line.



If the Cisco Unity MAPI client is using the same GC that Cisco Unity monitors for directory updates, you also need to change the server that the MAPI client uses. Otherwise, voice messages will not be delivered. See the “Changing the Global Catalog Server with Which the Cisco Unity 5.x MAPI Client Communicates” section on page 5-3. (You do not need to use the same GC for both purposes. You only need to change both settings if one GC is currently being used for both purposes and that GC will not be available.)



Note



Changing the GC that Cisco Unity monitors for directory updates requires that global data on the Cisco Unity server be fully resynchronized with the GC database. This process is CPU intensive, so we recommend that you make the change during off-peak hours. If failover is configured, the DC/GC Reconnect Settings tool will run only on the active server. In addition, you do not need to change settings on both servers because all of the data for the DC/GC Reconnect feature is stored in the Cisco Unity database and is automatically replicated between the two servers.
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To Change the Global Catalog Server That Cisco Unity Monitors for Directory Updates



Use the DC/GC Reconnect Settings tool, which appears under Administration Tools in the Cisco Unity Tools Depot. (The Tools Depot icon is on the Cisco Unity server desktop.) Refer to Help for the DC/GC Reconnect Settings tool for information on how to use the tool, including options for manually changing the GC immediately or choosing the GC that Cisco Unity reconnects with if the current GC stops functioning. If failover is configured, use the tool on the active server.



Changing the Global Catalog Server with Which the Cisco Unity 5.x MAPI Client Communicates If the global catalog server (GC) with which the Cisco Unity MAPI client communicates with Exchange is being decommissioned, is malfunctioning, is being rebuilt, or will be off line for maintenance, you need to specify a different GC. Otherwise, voice messages will stop being delivered to Exchange mailboxes. If Cisco Unity monitors the same GC for directory updates that the Cisco Unity MAPI client uses, you also need to change the GC that Cisco Unity monitors for directory updates. Otherwise, data in the Cisco Unity directory will not be updated when data in the Active Directory is updated. (You do not need to use the same GC for both purposes. You only need to change both settings if one GC is currently being used for both purposes and that GC will not be available.) If you also need to change the GC that Cisco Unity monitors for directory updates, see the “Changing the Global Catalog Server That Cisco Unity 5.x Monitors for Directory Updates” section on page 5-2. If failover is configured, use the same GC for both the primary and secondary Cisco Unity servers. If you already know the GC with which the Cisco Unity MAPI client communicates, skip to the second procedure, “To Change the Global Catalog Server with Which the Cisco Unity MAPI Client Communicates.” If you need to determine the GC with which the Cisco Unity MAPI client currently is communicating, start with the first procedure. To Determine the Global Catalog Server with Which the Cisco Unity MAPI Client Communicates Step 1



If you know which account the AvCsMgr service logs on as, skip to Step 2. If not, determine the account that the AvCsMgr service logs on as: a.



On the Windows Start menu, click Programs > Administrative Tools > Services.



b.



In the right pane, right-click AvCsMgr, and click Properties.



c.



Click the Log On tab.



d.



Make note of the account that the service logs on as.



e.



Close the AvCsMgr Properties dialog box.



f.



Close the Services MMC.



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange) OL-13603-01



5-3



Chapter 5 Changing the Domain Controller and Global Catalog Server Changing the Global Catalog Server with Which the Cisco Unity 5.x MAPI Client Communicates



Step 2



Log on to Cisco Unity by using the account that AvCsMgr logs on as. This is important because the value you need to change in the registry may not be visible if you log on to Windows by using another account.



Step 3



On the Cisco Unity server, start Regedit. If failover is configured, you can start with either the primary or the secondary server.



Step 4



Expand the key HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows Messaging Subsystem\Profiles\Unity System Profile\dca... (For example: HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows Messaging Subsystem\Profiles\Unity System Profile\dca740c8c042101ab4b908002b2fe182.)



Step 5



The name of the GC with which the Cisco Unity MAPI client communicates is displayed in the key 001e6602.



Step 6



Close Regedit.



Step 7



If failover is configured, repeat Step 3 through Step 6 on the other server.



To Change the Global Catalog Server with Which the Cisco Unity MAPI Client Communicates Step 1



Log on to the Cisco Unity server by using an account that has the right to change the registry. If failover is configured and you need to change the GC for both servers, you can start with either the primary or the secondary server.



Step 2



Start Regedit.



Caution



Changing the wrong registry key or entering an incorrect value can cause the server to malfunction. Before you edit the registry, confirm that you know how to restore it if a problem occurs. (Refer to the “Restoring” topics in Registry Editor Help.) Note that when Cisco Unity failover is configured, registry changes on one Cisco Unity server must be made manually on the other Cisco Unity server, because registry changes are not replicated. If you have any questions about changing registry key settings, contact Cisco TAC.



Step 3



If you do not have a current backup of the registry, click Registry > Export Registry File, and save the registry settings to a file.



Step 4



Expand the key HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows Messaging Subsystem\Profiles\Unity System Profile\dca740c8c042101ab4b908002b2fe182.



Step 5



Change the value of the key 001e6602 to the name of the new GC (for example, 001e6602 = GCServerName.cisco.com).



Step 6



Close Regedit.



Step 7



Exit the Cisco Unity software.



Step 8



Restart the Cisco Unity software.



Step 9



Confirm that the Cisco Unity MAPI client is communicating with the GC: a.



For each Exchange server on which subscribers are homed, leave a voice message as an outside caller for at least one Cisco Unity subscriber homed on the server.
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Step 10



b.



Confirm that the message waiting indicator for each subscriber is functioning properly.



c.



Confirm that the message can be retrieved by using the phone.



d.



If anything does not work correctly, confirm that you entered a valid GC in Step 5 and that you can ping the GC by name, fully qualified domain name, and IP address.



If failover is configured and the MAPI clients now communicate with different GCs, repeat Step 1 through Step 9 on the other Cisco Unity server to configure it to use the same GC.
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Changing the Cisco Unity Codecs This chapter contains the following sections: •



Configuration Changes That May Require Cisco Unity Codec Changes, page 6-1



•



Task List for Changing Cisco Unity Codecs, page 6-2



•



Confirming or Changing the Phone System Codec, page 6-2



•



Changing the Message Recording and Storage Codec, page 6-2



•



Changing the Message Retrieval Codec(s), page 6-4



•



Changing the Codec Format of Existing Greetings and Recorded Names, page 6-6



•



Changing the Codec Format of System Prompts, page 6-7



•



Testing the Codec Configuration Changes, page 6-9



Configuration Changes That May Require Cisco Unity Codec Changes The following configuration changes may require changing one or more codecs in use on the Cisco Unity system: •



Installing a new phone system.



•



Installing a new server that changes the amount of disk space available for message storage.



•



Setting up Cisco Unity VPIM Networking.



•



Setting up text to speech (TTS).



•



Setting up TTY.



Changes to improve audio quality or system performance may also involve codec changes. If you change one or more of the codecs in use on the Cisco Unity system, then you need to evaluate codec compatibility systemwide. See the “Task List for Changing Cisco Unity Codecs” section on page 6-2. For information on choosing and implementing audio codecs during a new Cisco Unity installation, refer to the white paper Audio Codecs and Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.
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Task List for Changing Cisco Unity Codecs



Task List for Changing Cisco Unity Codecs Generally, the following tasks are needed to change the Cisco Unity system configuration to use one or more of the supported codecs. If a task does not apply to your situation, skip it. 1.



Confirm or change the phone system codec. See the “Confirming or Changing the Phone System Codec” section on page 6-2.



2.



Choose a codec for message recording and storage. See the “Changing the Message Recording and Storage Codec” section on page 6-2.



3.



Match the codec format of Cisco Unity recorded names and greetings to the message recording and storage codec. See the “Changing the Codec Format of Existing Greetings and Recorded Names” section on page 6-6.



4.



Match the codec format of Cisco Unity system prompts to the message recording and storage codec. See the “Changing the Codec Format of System Prompts” section on page 6-7.



5.



Choose one or more codecs for message retrieval, and configure each subscriber workstation as needed. See the “Changing the Message Retrieval Codec(s)” section on page 6-4.



6.



Test the changes. See the “Testing the Codec Configuration Changes” section on page 6-9.



Confirming or Changing the Phone System Codec The phone system codec is chosen and set up when the system is installed. If you are installing a new phone system or upgrading an existing phone system, confirm that the phone system codec that you want to use is supported for use with Cisco Unity. G.711 and G.729a codecs are supported by Cisco Unified CM and Cisco Unity, and are recommended for best sound quality and system performance. If OKI ADPCM, GSM 6.10, or G.726 codecs are used for message storage on a Cisco Unity system with a Cisco Unified CM integration, transcoding will take place at the Cisco Unity server, and this may affect audio quality and system performance. Cisco Unified CM codecs are set up by using the Region Configuration Settings. Refer to the Cisco Unified Communications Manager Administration Guide for your version of Cisco Unified CM, available at http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_administration_guides_list.html. A site with a circuit-switched phone system integration may choose to use G.711 or one of the OKI ADPCM codecs for message recording and storage. For circuit-switched phone system codec setup, refer to the manufacturer documentation.



Changing the Message Recording and Storage Codec In sites with only one Cisco Unity server installed, a single codec is chosen for message recording and storage. In a networked environment, different Cisco Unity servers may be configured with different recording and storage codecs to meet the needs of their sites. When a message is recorded and stored in a lower-quality codec and then later converted to a higher-quality codec during playback, the sound quality does not improve. If anything, the quality suffers during transcoding, especially when the sampling rate is changed.
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For example, to preserve the best possible sound quality, do not use OKI ADPCM 6 kHz if it will then need to be converted to G.711 Mu-Law 8 kHz to play on Cisco hardware. Instead, use the OKI ADPCM 8-kHz format. To change the recording and storage codec for new messages, you use the Set Record Format utility, available in the Cisco Unity Tools Depot. The dialog box displayed by the Set Record Format utility lists all of the codecs that are installed on the server, and may include codecs that are not supported for use with Cisco Unity. The following audio codecs are supported for use with Cisco Unity: G.711 Mu-Law and A-Law



Automatically installed on the Cisco Unity server and subscriber workstations when the Windows operating system is installed.



G.729a



Automatically installed on the Cisco Unity server with Cisco Unity.



OKI ADPCM 6 kHz and 8 kHz



Manually installed by using the Avvox_setup.exe program, which is available on the Cisco Software Center website.



GSM 6.10



Automatically installed on the Cisco Unity server and subscriber workstations when the Windows operating system is installed.



G.726



Automatically installed on the Cisco Unity server and on the server with the Cisco Unity Voice Connector for Microsoft Exchange, and manually installed on subscriber workstations by using manufacturer installation instructions (if applicable).



Note the following considerations: •



The codec format of existing messages cannot be changed by using the Set Record Format utility.



•



If a Cisco Unity system has been running for a while and the recording and storage codec is changed, Cisco Unity will have messages stored in more than one format.



•



Cisco Unity can transcode messages recorded and stored in multiple formats. However, we recommend minimizing the number of different codecs in use on a Cisco Unity system (for example, for message recording and storage, Cisco Unified CM region, prompts, and/or VPIM) in order to reduce the need for transcoding and, thus, to minimize CPU-performance impact and preserve audio quality.



•



G.711 MuLaw must be selected as the message recording and storage codec if you are using the Cisco Unity TTY language. Cisco Unity TTY is not compatible with G.729a or other message recording and storage codecs.



To Change the Message Recording and Storage Codec Step 1



Stop Cisco Unity (right-click the Cisco Unity icon in the system tray, click Stop Cisco Unity, and click OK to confirm that you want to stop the Cisco Unity software).



Step 2



To use the G.711 Mu-law or A-Law, G.729a, G.726, or GSM 6.10 codec, skip to Step 3. To use one of the optional OKI ADPCM codecs (6 kHz or 8 kHz): a.



Go to the Other Cisco Unity Components Software Download page at http://www.cisco.com/cgi-bin/tablebuild.pl/unity.



Note



To access the software download page, you must be logged on to Cisco.com as a registered user.
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Changing the Message Retrieval Codec(s)



b.



Click CiscoUnityDialogicCodec.exe, and download the file to the directory of your choice on the Cisco Unity server and on the server on which the Cisco Unity Voice Connector is installed, if applicable.



c.



Unzip the CiscoUnityDialogicCodec.exe file to the directory of your choice.



d.



Double-click Avvox_setup.exe, and follow the on-screen prompts.



Step 3



On the Cisco Unity desktop, double-click the Cisco Unity Tools Depot icon.



Step 4



In the left pane, under Audio Management Tools, double-click Set Record Format.



Step 5



In the Format list, select the applicable codec, and click OK.



Step 6



Restart the Cisco Unity server.



Step 7



If the Cisco Unity system is configured for failover, repeat Step 1 through Step 6 on the secondary server.



Changing the Message Retrieval Codec(s) In a Cisco Unity Unified Messaging environment, subscribers can listen to voice messages on the phone or by playing WAV files from their desktops. Although different Cisco Unity servers may be configured with different recording and storage codecs to meet the needs of their sites, subscribers can listen to voice messages from any phone, regardless of the recording and storage codec in use. Depending on the configuration, Cisco Unity, the PSTN, the phone system, the gateway, the voice card, and/or the phone itself performs any transcoding that is needed. To play WAV files stored in the supported codec formats, subscribers need a compatible audio player (one that uses Audio Compression Manager, such as Cisco Unity ViewMail for Microsoft Outlook, Sound Recorder, or Windows Media Player) installed on their workstations, and may need one or more codecs installed. In environments where messages may be forwarded to recipients outside of the organization, the audio players of the recipients must also be able to play messages recorded in each of the codec formats in use. The default Cisco Unity audio player, ViewMail for Outlook, is compatible with all codecs supported for use with Cisco Unity. Table 6-1 lists the codecs required on subscriber workstations when an audio player other than the default player is installed on the workstations. Table 6-1



Required Codecs for Audio Players Other Than ViewMail Installed on Subscriber Workstations



Message Storage Format



Required Codec



G.711 Mu-Law or A-Law



G.711



GSM 6.10



GSM 6.10



Already installed on workstation by default with operating system. Already installed on workstation by default with operating system.
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Table 6-1



Required Codecs for Audio Players Other Than ViewMail Installed on Subscriber Workstations (continued)



Message Storage Format



Required Codec



G.729a



G.729a See the “To Install the G.729a Codec for Cisco Unity on a Subscriber Workstation That Does Not Have ViewMail Installed” procedure on page 6-5 to install on workstation.



OKI ADPCM



OKI ADPCM See the “To Install an OKI ADPCM Codec for Cisco Unity on a Subscriber Workstation That Does Not Have ViewMail Installed” procedure on page 6-5 to install on workstation.



G.726



G.726 See the “To Install the G.726 Codec on a Subscriber Workstation” procedure on page 6-6 to install on workstation.



Note that if incoming VPIM messages are not converted, they may be stored in G.726, GSM 6.10, or G.711 format. The G.726 codec must be installed on all subscriber workstations in order to play G.726-format messages, regardless of the audio player installed. If needed, multiple supported codecs may be installed on subscriber workstations.



Note



GSM 6.10 is supported for playback on a Pocket PC, and is a higher quality recording format than MP3. To Install the G.729a Codec for Cisco Unity on a Subscriber Workstation That Does Not Have ViewMail Installed



Step 1



On Cisco Unity DVD 1, browse to the Utilities directory.



Step 2



Copy the Sl_G729a_setup.exe file to the directory of your choice on the network or to a disk.



Step 3



Administrators or subscribers can install the codec from the network or from the disk: a.



Confirm that the subscriber workstation is using a Windows operating system and that a compatible audio player is installed.



b.



Double-click Sl_G729a_setup.exe, and follow the on-screen prompts.



c.



Restart the subscriber workstation for the codec change to take effect.



To Install an OKI ADPCM Codec for Cisco Unity on a Subscriber Workstation That Does Not Have ViewMail Installed Step 1



Go to the Other Cisco Unity Components Software Download page at http://www.cisco.com/cgi-bin/tablebuild.pl/unity.



Note



To access the software download page, you must be logged on to Cisco.com as a registered user.
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Changing the Codec Format of Existing Greetings and Recorded Names



Step 2



Click CiscoUnityDialogicCodec.exe, and download the file to the directory of your choice on the network or to a disk.



Step 3



Administrators or subscribers can install a codec from the network or from the disk: a.



Confirm that the subscriber workstation is using a Windows operating system and that a compatible audio player is installed.



b.



Unzip the CiscoUnityDialogicCodec.exe file to the directory of your choice on the workstation.



c.



Double-click Avvox_setup.exe, and follow the on-screen prompts.



d.



Restart the subscriber workstation for the codec change to take effect.



To Install the G.726 Codec on a Subscriber Workstation Step 1



Purchase license(s) from the vendor of your choice.



Step 2



Follow the vendor instructions for installing to the directory of your choice on the network or to a disk.



Step 3



Administrators or subscribers can install the codec on their workstations from the network or from the disk.



Changing the Codec Format of Existing Greetings and Recorded Names For consistent sound quality, the codec format of all existing greetings and recorded names should match the message recording and storage codec being used by Cisco Unity. Greetings and names are recorded in the codec format selected in the Set Record Format utility at the time the recordings are made. This section contains two procedures. You view the codec format of greetings and recorded names by using the Codec Checker utility. You change the codec format of greetings and recorded names by using the Set WAV Format utility. Both utilities are available in the Cisco Unity Tools Depot. To View the Codec Format of Existing Greetings and Recorded Names Step 1



On the Cisco Unity desktop, double-click the Cisco Unity Tools Depot icon.



Step 2



In the left pane, under Audio Management Tools, double-click Codec Checker. In the Codec Checker window, codec information appears in the first column of the Greetings and Voice Names table and of the Prompts table.



Step 3



Export a CSV copy of the information displayed by the Codec Checker, if applicable.



Step 4



Click Exit.



To Change the Codec Format of Existing Greetings and Recorded Names Step 1



On the Cisco Unity desktop, double-click the Cisco Unity Tools Depot icon.



Step 2



In the left pane, under Audio Management Tools, double-click Set WAV Format.
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Step 3



Under Select Greetings and Voice Names to Adjust, click Select All.



Step 4



Under Back Up Original Voice Names and Greetings, check the Save Original Files To check box, and enter a location to which to save the files.



Step 5



In the New WAV File Format list, click the new codec.



Step 6



Click Set WAV Format.



Step 7



When the Set Wave Format dialog box displays “Finished,” click OK to view the log file, which lists the greetings and recorded names that were updated.



Step 8



Close the log file, and click Exit.



Step 9



If the Cisco Unity system is configured for failover, repeat Step 1 through Step 8 on the secondary server.



Changing the Codec Format of System Prompts For consistent sound quality, the codec format of Cisco Unity system prompts should match the message recording and storage codec being used by Cisco Unity. Table 6-2 lists the system-prompt formats to be used with Cisco Unity recording and storage codecs. Table 6-2



Matching the System-Prompt Codec Format



Cisco Unity Recording and Storage Codec



System Prompt Codec Format



G.711 (default)



G.711



G.729a



G.729a



OKI ADPCM, GSM 6.10, or G.726



G.711



Note that if incoming VPIM messages are not converted, they may be in G.726, GSM 6.10, or G.711 format, and the default G.711 prompts should be used. Both the G.711 and the G.729a system prompt formats are available in all supported phone languages.



Caution



Customizing system prompts is not supported for any of the Cisco Unity phone languages. All system prompts are automatically deleted and replaced whenever you upgrade Cisco Unity, including the installation of maintenance releases. For a Cisco Unity system running version 4.0(1) or later, you choose either the G.711 or the G.729a system-prompt codec format during installation or during an upgrade. To change the format at any other time, do the first procedure, “To Run the Cisco Unity Installation and Configuration Assistant to Change the Codec Format of System Prompts.” If you change the system prompt format from G.711 to G.729, also do the second procedure, “To Change the Record Beep Prompt Codec Format.” When you run the Cisco Unity Installation and Configuration Assistant to add or change features, you may be required to complete wizards that are not directly related to the change that you are making to Cisco Unity because the assistant removes and recopies Cisco Unity files.
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Changing the Codec Format of System Prompts



To Run the Cisco Unity Installation and Configuration Assistant to Change the Codec Format of System Prompts Step 1



Log on to Windows by using the Cisco Unity installation account.



Note



If you have not already done so, disable virus-scanning and Cisco Security Agent services on the server, if applicable. Otherwise, the installation may fail.



Step 2



On Cisco Unity DVD 1, browse to the root directory and double-click Setup.exe.



Step 3



If Cisco Unity is not set up to use SSL, the Set Up the Cisco Personal Communications Assistant to Use SSL page appears. Click Do Not Set Up Cisco Personal Communications Assistant to Use SSL, and click Next.



Note



If you want to set up Cisco Unity to use SSL, see the “Manual Procedures for Setting Up Cisco Unity to Use SSL” chapter of the applicable Cisco Unity installation guide at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



Step 4



On the Summary screen, click Add or Change Cisco Unity Features.



Step 5



On the Install Cisco Unity screen, click Run the Cisco Unity Setup Program.



Note



Note that by running the Cisco Unity Setup program, you are reinstalling the version of Cisco Unity on the disc.



Step 6



In the Setup dialog box, click Next.



Step 7



Follow the on-screen prompts until the Select Features dialog box appears.



Step 8



In the Select Features dialog box: a.



Check the Upgrade Cisco Unity check box.



b.



If the Cisco Unity license includes text to speech, check the Enable TTS check box. If not, uncheck the Enable TTS check box.



c.



Uncheck the Install Voice Card Software check box.



Step 9



Follow the on-screen prompts until the Choose the System Prompt Set dialog box appears.



Step 10



In the Choose the System Prompt Set dialog box, choose either the G.711 or G.729a prompt set format.



Step 11



Follow the on-screen prompts until you are prompted to restart the Cisco Unity server.



Step 12



Check the Yes, I Want to Restart My Computer Now check box, and click Finish.



Step 13



In the main window of the Cisco Unity Installation and Configuration Assistant, click Run the Cisco Unity Services Configuration Wizard. (Note that you should be logged on to Windows with the Cisco Unity installation account.)



Step 14



On the Welcome screen, click Next.



Step 15



Follow the on-screen prompts to complete the services configuration.



Step 16



In the main window of the assistant, click Run the Cisco Unity Message Store Configuration Wizard. (Note that you should be logged on to Windows with the Cisco Unity installation account.)



Step 17



On the Welcome screen, click Next.



Step 18



Follow the on-screen prompts to complete the message store configuration.
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Step 19



Click Finish.



Step 20



On the Summary screen, click Close.



Step 21



If the Cisco Unity system is configured for failover, repeat Step 1 through Step 19 on the secondary server.



Do the following procedure only if you changed the system prompt codec format from G.711 to G.729a. To Change the Record Beep Prompt Codec Format Step 1



On the Cisco Unity server, on the Windows Start menu, click Programs > Accessories > Entertainment > Sound Recorder.



Step 2



In the Sound – Sound Recorder dialog box, on the File menu, click Open.



Step 3



Browse to the directory CommServer\Support.



Step 4



Double-click the Recordbeep.wav file.



Step 5



In the Recordbeep Sound Recorder dialog box, on the File menu, click Properties.



Step 6



In the Properties for Recordbeep.wav dialog box, click Convert Now.



Step 7



In the Sound Selection dialog box, in the Format list, click G.729a.



Step 8



Click OK twice to close the Sound Selection and the Properties for Recordbeep.wav dialog boxes.



Step 9



In the Recordbeep Sound Recorder dialog box, on the File menu, click Save.



Step 10



On the File menu, click Exit.



Step 11



If the Cisco Unity system is configured for failover, repeat Step 1 through Step 10 on the secondary server.



Testing the Codec Configuration Changes After Cisco Unity, the phone system, and the network have been configured to use the chosen codec(s), it is imperative that the configuration be thoroughly tested before subscribers and outside callers interact with the system. Consider the following recommendations when deciding how to test the configuration: •



Record messages at all locations, with any and all devices potentially in use, including subscriber desk phones, cellular phones, wireless headsets, and microphones at subscriber workstations.



•



Retrieve messages at all locations, with any and all devices potentially in use, including subscriber desk phones, cellular phones, wireless headsets, and desktop audio applications.



•



Assess the audio quality of retrieved voice messages, system prompts, recorded names, and greetings.



•



Fully test the phone system integration by using the procedures in the applicable Cisco Unity integration guide. (Integration guides are available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_installation_and_configuratio n_guides_list.html.)



•



If the Cisco Unity system is configured for failover, also conduct the tests on the secondary server.
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Testing the Codec Configuration Changes



Refer to Release Notes for Cisco Unity (available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_release_notes_list.html) for open caveats and documentation updates that may affect how Cisco Unity operates with the various supported audio codecs.
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Renaming a Cisco Unity 5.x Server or Moving a Cisco Unity 5.x Server to Another Domain This chapter contains the following sections: •



Renaming a Cisco Unity 5.x Server or Moving a Cisco Unity 5.x Server to Another Domain (Without Failover), page 7-1



•



Renaming Both Cisco Unity 5.x Servers or Moving the 5.x Servers to Another Domain (With Failover Configured), page 7-3



Renaming a server and moving a server to another domain are not related, but the procedures are nearly identical.



Renaming a Cisco Unity 5.x Server or Moving a Cisco Unity



5.x Server to Another Domain (Without Failover) Do the procedure in this section to change the Windows name of a Cisco Unity server or to move a Cisco Unity server that is a member server in one domain to a different domain (for example, to move the server from a Windows NT domain to a Windows Server 2003 domain). The procedure in this section requires that you use the Cisco Unity Disaster Recovery tools (DiRT).



Caution



When you reinstall software, you must install the exact version of Cisco Unity that was installed when you backed up the server. The Disaster Recovery Restore tool can restore data only to the exact version of Cisco Unity that was backed up.



Caution



Do the procedure only if the Cisco Unity server is the only server in the domain or if it is a member server. If the Cisco Unity server is the domain controller and it is not the only server in the domain, refer to Microsoft documentation for information on installing Active Directory on another server in the domain, transferring roles from the Cisco Unity server to the new domain controller, and other applicable tasks before you rename the Cisco Unity server or move it to another domain.
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To Rename a Cisco Unity Server or Move a Cisco Unity to Another Domain (Without Failover) Step 1



Confirm that you have all of the disks necessary to reinstall the version of Cisco Unity currently installed on the Cisco Unity server. When you use DiRT to back up and restore Cisco Unity data, you must restore to the same version of Cisco Unity that you backed up.



Step 2



Download the latest versions of the following applications to a network drive:



Step 3



•



The Cisco Unity Directory Walker (DbWalker) utility at http://ciscounitytools.com/App_DirectoryWalker4.htm.



•



The Cisco Unity Disaster Recovery Backup tool and Disaster Recovery Restore tool, available at http://ciscounitytools.com/App_DisasterRecoveryTools.htm.



On the Cisco Unity server, install the versions of DbWalker and the Disaster Recovery Backup tool that you downloaded in Step 2.



Note



Do not install the Disaster Recovery Restore tool now. When you reinstall the operating system, you delete all partitions, which deletes all data and applications.



Step 4



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



Step 5



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Step 6



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.



If subscriber messages are stored on the Cisco Unity server and you chose not to back them up by using the Disaster Recovery Backup tool, back them up by using Backup Exec or another Exchange-aware backup utility. For more information, refer to the manufacturer documentation. We recommend that you use an Exchange-aware backup utility. The Disaster Recovery Backup tool backs up messages using the Microsoft Exchange ExMerge utility, and ExMerge does not retain single-instance messaging. (In single-instance messaging, when you send a message to a distribution list, only one copy is saved in the Exchange database, not one copy per recipient.) When you back up using ExMerge, for every message sent to a distribution list, ExMerge saves one copy of that message for every recipient. As a result, the backup of the messages database may be so large that you cannot restore the entire database to the Cisco Unity server.



Step 7



Reinstall all software on the Cisco Unity server, including the operating system, by following the instructions in the applicable Cisco Unity installation guide for your configuration at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



Caution



You must install the same version of Cisco Unity that was previously installed. Otherwise, the Disaster Recovery Restore tool cannot restore the data that you backed up earlier in this procedure.
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Note the following: •



If you use a retail Windows disk to install Windows, delete and recreate all partitions to ensure that old applications and data are deleted.



•



When you configure Windows, if there is more than one Cisco Unity server in the Active Directory forest, give each Cisco Unity server a name that is unique in the first 14 characters, or Cisco Unity will have problems communicating with the Active Directory accounts created by Cisco Unity. For example, the following names would cause communication problems: CiscoUnitySrvr1 and CiscoUnitySrvr2.



•



If you are not replacing the phone system, you can skip the task on setting up or programming the phone system.



•



Install the same version of Cisco Unity that was running when you backed up Cisco Unity data. DiRT Restore can only restore data to the same version of Cisco Unity that you backed up.



Step 8



On the Cisco Unity server, install the version of the Disaster Recovery Restore tool that you downloaded in Step 2.



Step 9



Restore Cisco Unity data by using the Disaster Recovery Restore tool and the backup that you made earlier. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryRestore.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully.



Step 10



Reapply any non-Cisco Unity custom registry settings. (DiRT backs up and restores Cisco Unity registry settings.)



Step 11



If you backed up subscriber messages by using a backup utility other than the Disaster Recovery Backup tool, restore the messages.



Renaming Both Cisco Unity 5.x Servers or Moving the 5.x



Servers to Another Domain (With Failover Configured) Revised May 1, 2008



This section describes how to rename both the primary server and the secondary server, or how to move both servers to another domain Active Directory domain. (Both servers must be in the same domain.)



Caution



When Exchange is installed on the secondary server, renaming Cisco Unity servers or moving Cisco Unity servers to another domain is not supported. The following items are required: •



The latest versions of the following applications: – The Cisco Unity Directory Walker (DbWalker) utility, available at



http://ciscounitytools.com/App_DirectoryWalker4.htm. – The Disaster Recovery Backup tool and the Disaster Recovery Restore tool, available at



http://ciscounitytools.com/App_DisasterRecoveryTools.htm.
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Note



•



Software for reinstalling the primary and secondary servers (must be the same versions installed on both servers).



•



The applicable Cisco Unity installation guide for your configuration, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



The voice messaging service does not function while the servers are being renamed or moved to another domain. During this time, callers and subscribers will not be able to record or listen to voice messages. We recommend that you replace the servers when phone traffic is light (for example, after business hours). Do the following procedures in the order listed. To Manually Initiate Failover to the Secondary Server and Disable Automatic Failback



Step 1



If the primary server is not active, skip to Step 4. If the primary server is active, on the primary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 2



Click Failover.



Step 3



Click OK to confirm that you want to fail over to the secondary server. The primary server becomes inactive, and the secondary server becomes active.



Step 4



On the secondary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 5



Click Configure.



Step 6



In the Failback Type field of the Failover Configuration dialog box, click Manual.



Step 7



Click OK to close the Failover Configuration dialog box.



To Stop File Replication on the Secondary and Primary Servers Step 1



On the secondary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



In the right pane, double-click AvCsNodeMgr.



Step 3



On the General tab, click Stop.



Step 4



In the Startup Type list, click Disabled.



Step 5



Click OK.



Step 6



Close the Services window.



Caution



Because the Node Manager service is disabled, file replication stops. Replication is re-enabled when normal failover operation resumes.



Step 7



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 8



In the right pane, double-click AvCsNodeMgr.



Step 9



On the General tab, click Stop.
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Step 10



In the Startup Type list, click Disabled.



Step 11



Click OK.



Step 12



Close the Services window.



To Stop SQL Replication on the Primary Server Step 1



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager.



Step 2



In the left pane of the Console Root window, browse to the Replication node for the primary server. Typically, the node is three levels under the Microsoft SQL Servers node.



Step 3



Right-click the Replication node, and click Disable Publishing. The Disable Publishing and Distribution wizard appears.



Step 4



On the Welcome page, click Next.



Step 5



On the Disable Publishing page, click Yes, then click Next.



Step 6



On the Confirm Dropping of Publications page, click Next.



Step 7



On the Completing page, click Finish.



Step 8



When the process is completed, click OK.



Step 9



Close the Console Root window.



Step 10



Exit Enterprise Manager.



To Check the Consistency of the Cisco Unity Database on the Secondary Server Step 1



On the secondary server, install the latest version of DbWalker, if it is not already installed.



Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



To Back Up Cisco Unity Data on the Secondary Server to a Network Storage Location Step 1



On the secondary server, install the latest version of the Disaster Recovery Backup tool, if the tool is not already installed.



Step 2



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.
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Caution



Step 3



Do not back up the primary server unless the secondary server is unavailable. If you restore from a backup of the primary server, you must also perform an additional procedure for Cisco Unity failover to function correctly. For more information, see “Working With Systems Configured For Failover” in DiRT Help.



Save the Cisco Unity data to a network storage location.



To Remove the Primary and Secondary Servers from the Environment Step 1



On the primary server, log on to Windows as a Cisco Unity administrator.



Step 2



Right-click the Cisco Unity icon in the status area of the taskbar. (If the Cisco Unity icon is not in the taskbar, browse to the CommServer directory and double-click AvCsTrayStatus.exe.)



Step 3



Click Stop Cisco Unity. Cisco Unity stops running when all calls are finished, and an “X” appears in the Cisco Unity icon.



Step 4



Right-click the SQL Server icon in the status area of the taskbar.



Step 5



Click MSSQLServer - Stop.



Step 6



Disconnect the network cable from the primary server.



Step 7



On the secondary server, repeat Step 1 through Step 6.



Step 8



Using Active Directory Users and Computers, remove the primary and secondary servers from the domain.



To Reinstall All Software on the Primary and Secondary Servers Step 1



Follow the instructions in the applicable Cisco Unity installation guide for your configuration to reinstall all software on the primary and secondary servers. Note the following: •



If you use a retail Windows disk to install Windows, delete and recreate all partitions to ensure that old applications and data are deleted.



•



When you configure Windows, if there is more than one Cisco Unity server in the Active Directory forest, give each Cisco Unity server a name that is unique in the first 14 characters, or Cisco Unity will have problems communicating with the Active Directory accounts created by Cisco Unity. For example, the following names would cause communication problems: CiscoUnitySrvr1 and CiscoUnitySrvr2.



•



If you are not replacing the phone system, you can skip the task on setting up or programming the phone system.



•



Install the same version of Cisco Unity that was running when you backed up Cisco Unity data. DiRT Restore can only restore data to the same version of Cisco Unity that you backed up.
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To Restore Cisco Unity Data on the Primary Server from the Network Storage Location Step 1



On the primary server, install the latest version of the Disaster Recovery Restore tool, if it is not already installed.



Step 2



Restore Cisco Unity data by using the Disaster Recovery Restore tool and the backup that you made earlier. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryRestore.exe.)



Caution



Step 3



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully.



Reapply any non-Cisco Unity custom registry settings. (DiRT backs up and restores Cisco Unity registry settings.)



To Configure Failover on the Primary Server Step 1



In Windows Explorer, browse to the CommServer directory.



Step 2



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 3



On the Welcome page, click Next.



Step 4



On the Specify Server Role page, click Primary Server, and click Next.



Step 5



On the Enter the Name of Your Server page, click Browse, select the name of the secondary server, and click OK. The IP address for the secondary server is filled in automatically.



Step 6



Click Next.



Step 7



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 8



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 9



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the primary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 10



On the Completing page, click Finish.



To Configure Failover on the Secondary Server Step 1



On the Windows taskbar, double-click the system clock. The Date/Time Properties dialog box appears.
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Step 2



Set the time to the same hour and minute as shown on the primary server, and click OK.



Step 3



In Windows Explorer, browse to the CommServer directory.



Step 4



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 5



On the Welcome page, click Next.



Step 6



On the Specify Server Role page, click Secondary Server, and click Next.



Step 7



On the Enter the Name of Your Server page, click Browse, select the name of the primary server, and click OK. The IP address for the primary server is filled in automatically.



Step 8



Click Next.



Step 9



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 10



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 11



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the secondary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 12



On the Completing page, click Finish.
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Changing the IP Address of a Cisco Unity or Voice-Recognition Server This chapter contains the following sections: •



Changing the IP Address of a Cisco Unity 5.x Server Without Failover, page 8-1



•



Changing the IP Address of a Primary Cisco Unity 5.x Server (With Failover Configured), page 8-3



•



Changing the IP Address of a Secondary Cisco Unity 5.x Server (With Failover Configured), page 8-8



•



Changing the IP Address of a Cisco Unity Voice-Recognition Server, page 8-13



Changing the IP Address of a Cisco Unity 5.x Server Without Failover Revised May 1, 2008



When choosing an IP address for a Cisco Unity server, note the following considerations: •



Do not choose an address accessible from the Internet. Doing so can expose the Cisco Unity server to unwanted intrusion from the Internet, even when the server is hardened.



•



Do not choose an address that separates the Cisco Unity server from the following servers by a firewall: – The partner Exchange server. – The domain controller that Cisco Unity monitors for directory updates. – The global catalog server that Cisco Unity monitors for directory updates. – The global catalog server with which the Cisco Unity MAPI client communicates. – A Cisco Unity voice-recognition server.



•



If the Cisco Unity server is separated from any of the following servers by a firewall, open the applicable TCP and UDP ports: – Any Exchange server that homes mailboxes for Cisco Unity subscribers. – DNS servers. – Workstations that are used to administer Cisco Unity. – Client workstations that are used to access Cisco Unity via the Cisco Personal Communications



Assistant (Cisco PCA).
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– Cisco Unified CM servers. – SIP end points. – SCCP phones.



For details on the TCP/UDP ports that must be opened in a firewall to allow communication between Cisco Unity and other servers, see the “IP Communications Required by Cisco Unity” chapter in the Security Guide for Cisco Unity 5.x at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html. Do the applicable procedures. To Change the IP Address of a Cisco Unity Server Without Failover Step 1



On the Cisco Unity server, on the Windows Start menu, click Settings > Control Panel > Network and Dial-Up Connections > Local Area Connection.



Step 2



Click Properties.



Step 3



In the Components Checked Are Used by This Connection list, select Internet Protocol (TCP/IP), but do not uncheck the check box.



Step 4



Click Properties.



Step 5



In the Internet Protocol (TCP/IP) Properties dialog box, change values as applicable. Refer to Windows Help for more information.



Step 6



Click OK to close the Internet Protocol TCP/IP Properties dialog box.



Step 7



Click OK to close the Local Area Connection Properties dialog box.



Step 8



Close the Local Area Connection Status window.



Step 9



If the IP address is in a different subnet, disconnect the network cable from the original subnet, and connect the cable from the target subnet to the Cisco Unity server.



Step 10



Confirm that the server name can be resolved to the new IP address.



Depending on your network, after changing the IP address of a Cisco Unity server that has Exchange on the server, you may need to update the Exchange SMTP virtual server settings to reflect the new IP address so that Bridge and/or VPIM messages are delivered correctly. To Check and Update the SMTP Virtual Server Relay List Step 1



On the Cisco Unity server, on the Windows Start menu, click Programs > Microsoft Exchange > System Manager.



Step 2



In the tree on the left, expand Servers\\Protocols\SMTP.



Step 3



Right-click Default SMTP Virtual Server and select Properties.



Step 4



Click the Access tab.



Step 5



Click Relay.



Step 6



If All Except the List Below is selected and the new server IP address does not appear in the list, skip to Step 11. If All Except the List Below is selected and the new server IP address appears in the list, click the IP address and click Remove, then skip to Step 10. If Only the List Below is selected, continue with Step 7.
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Step 7



Click Add.



Step 8



Click Single Computer, and enter the new IP address of the Cisco Unity server.



Step 9



Click OK.



Step 10



Verify that the Allow All Computers Which Successfully Authenticate to Relay, Regardless of the List Above check box is checked.



Step 11



Click OK twice to close the Properties dialog box.



Step 12



Close the Exchange System Manager.



Changing the IP Address of a Primary Cisco Unity 5.x Server (With Failover Configured) Revised May 5, 2008



Use this procedure to change the IP address of the primary Cisco Unity server both when Exchange is installed on a separate server and when Exchange is installed on the secondary server. When choosing an IP address for the primary Cisco Unity server, note the following considerations: •



Do not choose an address accessible from the Internet. Doing so can expose the Cisco Unity server to unwanted intrusion from the Internet, even when the server is hardened.



•



Do not choose an address that separates the primary server from the following servers by a firewall: – The partner Exchange server. – The domain controller that Cisco Unity monitors for directory updates. – The global catalog server that Cisco Unity monitors for directory updates. – The global catalog server with which the Cisco Unity MAPI client communicates. – A Cisco Unity voice-recognition server.



•



If the primary server is separated from any of the following servers by a firewall, open the applicable TCP and UDP ports: – The secondary server. – Any Exchange server that homes mailboxes for Cisco Unity subscribers. – DNS servers. – Workstations that are used to administer Cisco Unity. – Client workstations that are used to access Cisco Unity via the Cisco Personal Communications



Assistant (Cisco PCA). – Cisco Unified CM servers. – SIP end points. – SCCP phones.



For details on the TCP/UDP ports that must be opened in a firewall to allow communication between Cisco Unity and other servers, see the “IP Communications Required by Cisco Unity” chapter in the Security Guide for Cisco Unity 5.x at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html. Do the following nine procedures in the order listed.
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To Disable Automatic Failover and Failback, and Stop File Replication Step 1



On the secondary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 2



Click Failover.



Step 3



Click OK to confirm that you want to fail over to the secondary server.



Step 4



Click Advanced.



Step 5



Check the Disable Automatic Failover and Failback check box.



Step 6



(If the applicable ES is installed on the Cisco Unity servers) Confirm that the Enable File Replication check box is unchecked.



Note



The Enable File Replication check box does not appear if the applicable ES is not installed.



Step 7



Click OK.



Step 8



Click Configure.



Step 9



Uncheck the Force Failover If Call Arrives on Inactive Secondary check box.



Step 10



Click OK.



Step 11



Close the Failover Monitor.



To Stop the Node Manager Service on the Primary and Secondary Cisco Unity 5.x Servers Step 1



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



In the Services window, right-click AvCsNodeMgr, and click Stop.



Step 3



Close the Services window on the primary server.



Step 4



On the secondary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 5



In the Services window, right-click AvCsNodeMgr, and click Stop.



Step 6



Close the Services window on the secondary server.



To Change the IP Address of the Primary Cisco Unity 5.x Server Step 1



On the primary server, on the Windows Start menu, click Settings > Control Panel > Network and Dial-Up Connections > Local Area Connection.



Step 2



Click Properties.



Step 3



In the Components Checked Are Used by This Connection list, select Internet Protocol (TCP/IP), but do not uncheck the check box.



Step 4



Click Properties.



Step 5



In the Internet Protocol (TCP/IP) Properties dialog box, change values as applicable. Refer to Windows Help for more information.
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Step 6



Click OK to close the Internet Protocol TCP/IP Properties dialog box.



Step 7



Click OK to close the Local Area Connection Properties dialog box.



Step 8



Close the Local Area Connection Status window.



Step 9



If the IP address is in a different subnet, disconnect the network cable from the original subnet, and connect the cable from the target subnet to the Cisco Unity server.



Step 10



Confirm that the server name can be resolved to the new IP address.



To Check the Consistency of the Cisco Unity Database Step 1



On the primary server, install the latest version of the Cisco Unity Directory Walker (DbWalker) utility, available at http://ciscounitytools.com/App_DirectoryWalker4.htm.



Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



To Set the Registry of the Secondary Cisco Unity 5.x Server by Reconfiguring Failover Step 1



On the Windows taskbar, double-click the system clock. The Date/Time Properties dialog box appears.



Step 2



Set the time to the same hour and minute as shown on the primary server, and click OK.



Step 3



In Windows Explorer, browse to the CommServer directory.



Step 4



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 5



On the Welcome page, click Next.



Step 6



On the Specify Server Role page, click Secondary Server, and click Next.



Step 7



On the Enter the Name of Your Server page, click Browse, select the name of the primary server, and click OK. The IP address for the primary server is filled in automatically.



Step 8



Click Next.



Step 9



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 10



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 11



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the secondary server.
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If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again. Step 12



On the Completing page, click Finish.



To Confirm That Both Cisco Unity 5.x Servers Can Be Pinged and That SQL Replication Has No Errors Step 1



On the primary server, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 2



In the Command Prompt window, enter C:\Ping , and press Enter. If the secondary server sends a reply, the IP address is valid. If the secondary server does not send a reply, either the primary server has a problem obtaining an address from the DHCP server, or the assigned IP address conflicts with the IP address of another computer on the network. Verify the network settings. If needed, troubleshoot any problem as you would a network connectivity problem.



Step 3



In the Command Prompt window, enter C:\Ping , and press Enter. If the primary server sends a reply, the server name is valid.



Step 4



On the secondary server, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 5



In the Command Prompt window, enter C:\Ping , and press Enter. If the primary server sends a reply, the IP address is valid. If the primary server does not send a reply, either the secondary server has a problem obtaining an address from the DHCP server, or the assigned IP address conflicts with the IP address of another computer on the network. Verify the network settings. If needed, troubleshoot any problem as you would a network connectivity problem.



Step 6



In the Command Prompt window, enter C:\Ping , and press Enter. If the secondary server sends a reply, the server name is valid.



Step 7



On the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager. The SQL Server Enterprise Manager window appears.



Step 8



Confirm that no errors appear for the SQL replication agents. If errors appear for the Distribution agent, right-click the agent, and click Start Synchronizing to resume SQL replication. The errors will clear in a few minutes after the network connection between the primary and secondary servers is restored.



To Restart the Primary Cisco Unity 5.x Server Step 1



While the secondary server is active and answering calls, restart the primary server. The primary server becomes active, and the secondary server becomes inactive.



Step 2



Confirm that the primary server starts and that there are no errors in the Application Event log.
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To Confirm That the Primary Cisco Unity 5.x Server Is Active and, If Applicable, to Re-enable Automatic Failover and Failback Step 1



On the secondary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 2



If the secondary server is active, click Failback, and click OK.



Step 3



Re-enable file replication (for WAN connections), or re-enable automatic failover and failback, if applicable: a.



Click Advanced.



b.



Do one of the following: •



(If the applicable ES is installed on the Cisco Unity servers) Check the Enable File Replication check box.



Note



• c.



The Enable File Replication check box does not appear if the applicable ES is not installed.



Uncheck the Disable Automatic Failover and Failback check box.



Click OK.



The setting will replicate to the primary server. Step 4



Close the Failover Monitor.



During testing in the following procedure, you may need to refer to the Failover Configuration and Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. To Confirm That Failover and Failback Function Correctly Step 1



While the primary server is active, create a test file (for example, Test.txt) in the CommServer\Stream Files directory on the primary server.



Step 2



Confirm that the file replicates to the secondary server within the time set in the File Replication Interval field in the Failover Monitor (the default is 10 minutes). If the file does not replicate, you must configure failover on both the primary and secondary servers, then do this procedure again.



Step 3



On the primary server, modify the extension of a subscriber.



Step 4



Confirm that the change replicates to the secondary server immediately. When you open the Cisco Unity Administrator on the secondary server, ignore the warnings that the secondary server is inactive. If the change does not replicate, you must configure failover on both the primary and secondary servers, then do this procedure again.



Step 5



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager. The SQL Server Enterprise Manager window appears.



Step 6



In the left pane, expand the Microsoft SQL Servers node.
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Step 7



Expand the Replication Monitor node. If the node does not exist, failover has not been configured. You must configure failover on both the primary and secondary servers, then do this procedure again.



Step 8



If the Replication Monitor subnodes do not have red Xs on them in the left pane, UnityDb database replication for failover is functioning normally. If the Replication Monitor subnodes have red Xs on them, restore replication for failover: a.



On the primary server, close the SQL Server Enterprise Manager window.



b.



On the secondary server, run the failover configuration wizard.



Step 9



Restore the original extension of the subscriber.



Step 10



On the primary server, manually initiate failover.



Step 11



Confirm that the primary server becomes inactive and that the secondary server becomes active.



Step 12



Call in to Cisco Unity.



Step 13



Confirm that the secondary server answers the call. If the secondary server does not answer the call, you must configure failover on both the primary and secondary servers, then do this procedure again.



Step 14



On the secondary server, delete the test file from the CommServer\Stream Files directory.



Step 15



Confirm that the file is deleted from the primary server within the time set in the File Replication Interval field in the Failover Monitor (the default is 10 minutes).



Step 16



On the secondary server, manually initiate failback.



Step 17



Confirm that the primary server becomes active and that the secondary server becomes inactive.



Step 18



Call in to Cisco Unity.



Step 19



Confirm that the primary server answers the call.



Changing the IP Address of a Secondary Cisco Unity 5.x Server (With Failover Configured) Revised May 5, 2008



Use this procedure to change the IP address of the secondary Cisco Unity server both when Exchange is installed on a separate server and when Exchange is installed on the secondary server. When choosing an IP address for the secondary Cisco Unity server, note the following considerations: •



Do not choose an address accessible from the Internet. Doing so can expose the Cisco Unity server to unwanted intrusion from the Internet, even when the server is hardened.



•



Do not choose an address that separates the secondary server from the following servers by a firewall: – The partner Exchange server. – The domain controller that Cisco Unity monitors for directory updates. – The global catalog server that Cisco Unity monitors for directory updates. – The global catalog server with which the Cisco Unity MAPI client communicates.
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– A Cisco Unity voice-recognition server. •



If the secondary server is separated from any of the following servers by a firewall, open the applicable TCP and UDP ports: – The primary server. – Any Exchange server that homes mailboxes for Cisco Unity subscribers. – DNS servers. – Workstations that are used to administer Cisco Unity. – Client workstations that are used to access Cisco Unity via the Cisco Personal Communications



Assistant (Cisco PCA). – Cisco Unified CM servers. – SIP end points. – SCCP phones.



For details on the TCP/UDP ports that must be opened in a firewall to allow communication between Cisco Unity and other servers, see the “IP Communications Required by Cisco Unity” chapter in the Security Guide for Cisco Unity 5.x at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_maintenance_guides_list.html. Do the following nine procedures in the order listed. To Disable Automatic Failover and Failback, and Stop File Replication Step 1



On the secondary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 2



Click Advanced.



Step 3



Check the Disable Automatic Failover and Failback check box.



Step 4



(If the applicable ES is installed on the Cisco Unity servers) Confirm that the Enable File Replication check box is unchecked.



Note



The Enable File Replication check box does not appear if the applicable ES is not installed.



Step 5



Click OK.



Step 6



Click Configure.



Step 7



Uncheck the Force Failover If Call Arrives on Inactive Secondary check box.



Step 8



Click OK.



Step 9



Close the Failover Monitor.



To Stop the Node Manager Service on the Primary and Secondary Cisco Unity 5.x Servers Step 1



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



In the Services window, right-click AvCsNodeMgr, and click Stop.



Step 3



Close the Services window on the primary server.
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Step 4



On the secondary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 5



In the Services window, right-click AvCsNodeMgr, and click Stop.



Step 6



Close the Services window on the secondary server.



To Change the IP Address of the Secondary Cisco Unity 5.x Server Step 1



On the secondary server, on the Windows Start menu, click Settings > Control Panel > Network and Dial-Up Connections > Local Area Connection.



Step 2



Click Properties.



Step 3



In the Components Checked Are Used by This Connection list, select Internet Protocol (TCP/IP), but do not uncheck the check box.



Step 4



Click Properties.



Step 5



In the Internet Protocol (TCP/IP) Properties dialog box, change values as applicable. Refer to Windows Help for more information.



Step 6



Click OK to close the Internet Protocol TCP/IP Properties dialog box.



Step 7



Click OK to close the Local Area Connection Properties dialog box.



Step 8



Close the Local Area Connection Status window.



Step 9



If the IP address is in a different subnet, disconnect the network cable from the original subnet, and connect the cable from the target subnet to the Cisco Unity server.



Step 10



Confirm that the server name can be resolved to the new IP address.



To Check the Consistency of the Cisco Unity Database Step 1



On the primary server, install the latest version of the Cisco Unity Directory Walker (DbWalker) utility, available at http://ciscounitytools.com/App_DirectoryWalker4.htm.



Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



To Set the Registry of the Primary Cisco Unity 5.x Server by Reconfiguring Failover Step 1



In Windows Explorer, browse to the CommServer directory.



Step 2



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 3



On the Welcome page, click Next.



Step 4



On the Specify Server Role page, click Primary Server, and click Next.



Step 5



On the Enter the Name of Your Server page, click Browse, select the name of the secondary server, and click OK. The IP address for the secondary server is filled in automatically.



Step 6



Click Next.
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Step 7



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 8



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 9



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the primary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 10



On the Completing page, click Finish.



To Confirm That Both Cisco Unity 5.x Servers Can Be Pinged and That SQL Replication Has No Errors Step 1



On the primary server, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 2



In the Command Prompt window, enter C:\Ping , and press Enter. If the secondary server sends a reply, the IP address is valid. If the secondary server does not send a reply, either the primary server has a problem obtaining an address from the DHCP server, or the assigned IP address conflicts with the IP address of another computer on the network. Verify the network settings. If needed, troubleshoot any problem as you would a network connectivity problem.



Step 3



In the Command Prompt window, enter C:\Ping , and press Enter. If the primary server sends a reply, the server name is valid.



Step 4



On the secondary server, on the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 5



In the Command Prompt window, enter C:\Ping , and press Enter. If the primary server sends a reply, the IP address is valid. If the primary server does not send a reply, either the secondary server has a problem obtaining an address from the DHCP server, or the assigned IP address conflicts with the IP address of another computer on the network. Verify the network settings. If needed, troubleshoot any problem as you would a network connectivity problem.



Step 6



In the Command Prompt window, enter C:\Ping , and press Enter. If the secondary server sends a reply, the server name is valid.
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Step 7



On the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager. The SQL Server Enterprise Manager window appears.



Step 8



Confirm that no errors appear for the SQL replication agents. If errors appear for the Distribution agent, right-click the agent, and click Start Synchronizing to resume SQL replication. The errors will clear in a few minutes after the network connection between the primary and secondary servers is restored.



To Restart the Secondary Cisco Unity 5.x Server Step 1



While the primary server is active and answering calls, restart the secondary server.



Step 2



Confirm that the secondary server starts and that there are no errors in the Application Event log.



To Confirm That the Primary Cisco Unity 5.x Server Is Active and, If Applicable, to Re-enable Automatic Failover and Failback Step 1



On the secondary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 2



If the secondary server is active, click Failback, and click OK.



Step 3



Re-enable file replication (for WAN connections), or re-enable automatic failover and failback, if applicable: a.



Click Advanced.



b.



Do one of the following:



c.



•



(If the applicable ES is installed on the Cisco Unity servers) Check the Enable File Replication check box.



•



Uncheck the Disable Automatic Failover and Failback check box.



Click OK.



The setting will replicate to the primary server. Step 4



Close the Failover Monitor.



During testing in the following procedure, you may need to refer to the Failover Configuration and Administration Guide for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html. To Confirm That Failover and Failback Function Correctly Step 1



While the primary server is active, create a test file (for example, Test.txt) in the CommServer\Stream Files directory on the primary server.
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Step 2



Confirm that the file replicates to the secondary server within the time set in the File Replication Interval field in the Failover Monitor (the default is 10 minutes). If the file does not replicate, you must configure failover on both the primary and secondary servers, then do this procedure again.



Step 3



On the primary server, modify the extension of a subscriber.



Step 4



Confirm that the change replicates to the secondary server immediately. When you open the Cisco Unity Administrator on the secondary server, ignore the warnings that the secondary server is inactive. If the change does not replicate, you must configure failover on both the primary and secondary servers, then do this procedure again.



Step 5



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager. The SQL Server Enterprise Manager window appears.



Step 6



In the left pane, expand the Microsoft SQL Servers node.



Step 7



Expand the Replication Monitor node. If the node does not exist, failover has not been configured. You must configure failover on both the primary and secondary servers, then do this procedure again.



Step 8



If the Replication Monitor subnodes do not have red Xs on them in the left pane, UnityDb database replication for failover is functioning normally. If the Replication Monitor subnodes have red Xs on them, restore replication for failover: a.



On the primary server, close the SQL Server Enterprise Manager window.



b.



On the secondary server, run the failover configuration wizard.



Step 9



Restore the original extension of the subscriber.



Step 10



On the primary server, manually initiate failover.



Step 11



Confirm that the primary server becomes inactive and that the secondary server becomes active.



Step 12



Call in to Cisco Unity.



Step 13



Confirm that the secondary server answers the call. If the secondary server does not answer the call, you must configure failover on both the primary and secondary servers, then do this procedure again.



Step 14



On the secondary server, delete the test file from the CommServer\Stream Files directory.



Step 15



Confirm that the file is deleted from the primary server within the time set in the File Replication Interval field in the Failover Monitor (the default is 10 minutes).



Step 16



On the secondary server, manually initiate failback.



Step 17



Confirm that the primary server becomes active and that the secondary server becomes inactive.



Step 18



Call in to Cisco Unity.



Step 19



Confirm that the primary server answers the call.



Changing the IP Address of a Cisco Unity Voice-Recognition Server Revised May 1, 2008
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Changing the IP Address of a Cisco Unity Voice-Recognition Server



When choosing an IP address for a Cisco Unity voice-recognition server, note the following considerations: •



Do not choose an address accessible from the Internet. Doing so can expose the Cisco Unity server to unwanted intrusion from the Internet, even when the server is hardened.



•



Do not choose an IP address that separates the voice-recognition server from the Cisco Unity by a firewall. If failover is configured, do not separate the voice-recognition server from either Cisco Unity server by a firewall.



Do the following two procedures. To Change the IP Address of a Cisco Unity Voice-Recognition Server Step 1



On the Cisco Unity voice-recognition server, on the Windows Start menu, click Settings > Control Panel > Network and Dial-Up Connections > Local Area Connection.



Step 2



Click Properties.



Step 3



In the Components Checked Are Used by This Connection list, select Internet Protocol (TCP/IP), but do not uncheck the check box.



Step 4



Click Properties.



Step 5



In the Internet Protocol (TCP/IP) Properties dialog box, change values as applicable. Refer to Windows Help for more information.



Step 6



Click OK to close the Internet Protocol TCP/IP Properties dialog box.



Step 7



Click OK to close the Local Area Connection Properties dialog box.



Step 8



Close the Local Area Connection Status window.



Step 9



If the IP address is in a different subnet, disconnect the network cable from the original subnet, and connect the cable from the target subnet to the Cisco Unity voice-recognition server.



Step 10



Confirm that the server name can be resolved to the new IP address.



To Change the IP Address Setting in the Cisco Unity Administrator Step 1



On the Cisco Unity server, log on to Windows by using an account that is a member of the local Administrators group. If failover is configured, log on to the primary server.



Step 2



In the Cisco Unity Administrator, go to the Configuration > Voice Recognition > Settings page.



Step 3



On the Voice Recognition Settings page, in the IP Address field, enter the new IP address of the voice-recognition server.



Step 4



Click Save.



Step 5



Close the Cisco Unity Administrator.



Step 6



Repeat Step 1 through Step 5 on the secondary server.
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Changing Passwords This chapter contains the following sections: •



Changing Passwords for the Cisco Unity Service Accounts (Without Failover), page 9-1



•



Changing Passwords for the Cisco Unity Service Accounts (With Failover Configured), page 9-3



•



Changing the Active Directory Password for the Unity_ and EAdmin Accounts, page 9-6



Changing Passwords for the Cisco Unity Service Accounts (Without Failover) Note



If failover is configured, see the “Changing Passwords for the Cisco Unity Service Accounts (With Failover Configured)” section on page 9-3 instead. To change passwords on the accounts that Cisco Unity services log on as, you determine the Active Directory accounts that the services log on as, change the password on each account, and then change the password on the Cisco Unity services. Note that you use Active Directory Users and Computers in the procedure “To Change the Password for an Active Directory Account That Cisco Unity Services Log On As.” If the program is not installed on the Cisco Unity server, you can install it (refer to Windows 2000 Server Help), or you can use a computer in the domain that includes the Cisco Unity server (for example, the domain controller) on which Active Directory Users and Computers is already installed. Do the following four procedures in the order listed. To Determine the Active Directory Accounts That Cisco Unity Services Log On As



Step 1



See the “Cisco Unity 5.x Services” appendix, which lists the Cisco Unity services and the Active Directory accounts that they log on as.



Step 2



For each of the Cisco Unity services that log on as an account other than Local System, note: •



The name of the service.



•



The name of the Active Directory account in the Logs On As column.
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Changing Passwords for the Cisco Unity Service Accounts (Without Failover)



Ignore services that log on as the Local System account.



To Change the Password for an Active Directory Account That Cisco Unity Services Log On As Step 1



Log on to the server by using an account that has permission to change passwords (for example, a domain administrator account).



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Active Directory Users and Computers.



Step 3



In the left pane, click Users or the organizational unit in which the Active Directory account whose password you are changing was created.



Step 4



In the right pane, right-click the name of the account, and click Reset Password.



Step 5



Enter and confirm the new password, and click OK.



Step 6



If you are changing the password on more than one account, repeat Step 4 and Step 5 for each account.



To Change the Password for Cisco Unity Services Step 1



On the Cisco Unity server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



In the right pane, right-click the name of the first service that you identified in the procedure “To Determine the Active Directory Accounts That Cisco Unity Services Log On As.”



Step 3



Click Properties.



Step 4



Click the Log On tab.



Step 5



In the Password box and in the Confirm Password box, enter the same new password that you used for the account that the service logs on as.



Step 6



Click OK.



Step 7



Repeat Step 2 through Step 6 for each of the remaining Cisco Unity services that you identified in the procedure “To Determine the Active Directory Accounts That Cisco Unity Services Log On As.”



Step 8



Shut down and restart the Cisco Unity server.



To Confirm That Cisco Unity Services Restarted After Password Changes Step 1



On the Cisco Unity server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



For each service for which you changed the password, confirm that the value in the Status column is Started.



Step 3



If all services started, close the Services MMC, and skip the rest of this procedure. If one or more services failed to start, on the Windows Start menu, click Programs > Administrative Tools > Event Viewer.



Step 4



In the left pane, click System Log.
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Step 5



Look for one or more errors similar to the following description: The service failed to start due to the following error: The service did not start due to a logon failure.



Step 6



If you find one or more such errors, confirm that the passwords for the specified services and for the corresponding accounts were changed to the same values.



Step 7



If you change any passwords again while troubleshooting, shut down and restart the Cisco Unity server, and repeat this procedure.



Changing Passwords for the Cisco Unity Service Accounts (With Failover Configured) Note



If failover is not configured, see the “Changing Passwords for the Cisco Unity Service Accounts (Without Failover)” section on page 9-1 instead. To change passwords on the accounts that Cisco Unity services log on as, you determine the Active Directory accounts that the services log on as, change the password on each account, and then change the password on the Cisco Unity services. Use this procedure to change passwords for the Cisco Unity service accounts both when Exchange is installed on a separate server and when Exchange is installed on the secondary server. Note that you use Active Directory Users and Computers in the procedure “To Change the Password for an Active Directory Account That Cisco Unity Services Log On As.” If the program is not installed on the Cisco Unity server, you can install it (refer to Windows 2000 Server Help), or you can use a computer in the domain that includes the Cisco Unity server (for example, the domain controller) on which Active Directory Users and Computers is already installed. Do the following seven procedures in the order listed. To Determine the Active Directory Accounts That Cisco Unity Services Log On As



Step 1



See the “Cisco Unity 5.x Services” appendix, which lists the Cisco Unity services and the Active Directory accounts that they log on as.



Step 2



For each of the Cisco Unity services that log on as an account other than Local System, note: •



The name of the service.



•



The name of the Active Directory account in the Logs On As column.



Ignore services that log on as the Local System account.



To Change the Password for an Active Directory Account That Cisco Unity Services Log On As Step 1



Log on to the server by using an account that has permission to change passwords (for example, a domain administrator account).
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Changing Passwords for the Cisco Unity Service Accounts (With Failover Configured)



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Active Directory Users and Computers.



Step 3



In the left pane, click Users or the organizational unit in which the Active Directory account whose password you are changing was created.



Step 4



In the right pane, right-click the name of the account, and click Reset Password.



Step 5



Enter and confirm the new password, and click OK.



Step 6



If you are changing the password on more than one account, repeat Step 4 and Step 5 for each account.



To Change the Password for Cisco Unity Services on the Secondary Server Step 1



On the secondary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



In the right pane, right-click the name of the first service that you identified in the procedure “To Determine the Active Directory Accounts That Cisco Unity Services Log On As.”



Step 3



Click Properties.



Step 4



Click the Log On tab.



Step 5



In the Password box and in the Confirm Password box, enter the same new password that you used for the account that the service logs on as.



Step 6



Click OK.



Step 7



Repeat Step 2 through Step 6 for each of the remaining Cisco Unity services that you identified in the procedure “To Determine the Active Directory Accounts That Cisco Unity Services Log On As.”



Step 8



Shut down and restart the secondary server.



To Confirm That Cisco Unity Services on the Secondary Server Restarted After Password Changes Step 1



On the secondary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



For each service for which you changed the password, confirm that the value in the Status column is Started.



Step 3



If all services started, close the Services MMC, and skip the rest of this procedure. If one or more services failed to start, on the Windows Start menu, click Programs > Administrative Tools > Event Viewer.



Step 4



In the left pane, click System Log.



Step 5



Look for one or more errors similar to the following description: The service failed to start due to the following error: The service did not start due to a logon failure.
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Step 6



If you find one or more such errors, confirm that the passwords for the specified services and for the corresponding accounts were changed to the same values.



Step 7



If you change any passwords again while troubleshooting, shut down and restart the secondary server, and repeat this procedure.



To Manually Initiate Failover to the Secondary Server Step 1



On the primary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 2



Click Failover.



Step 3



Click OK to confirm that you want to fail over to the secondary server. The primary server becomes inactive, and the secondary server becomes active.



To Change the Password for Cisco Unity Services on the Primary Server Step 1



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



In the right pane, right-click the name of the first service that you identified in the procedure “To Determine the Active Directory Accounts That Cisco Unity Services Log On As.”



Step 3



Click Properties.



Step 4



Click the Log On tab.



Step 5



In the Password box and in the Confirm Password box, enter the same new password that you used for the account that the service logs on as.



Step 6



Click OK.



Step 7



Repeat Step 2 through Step 6 for each of the remaining Cisco Unity services that you identified in the procedure “To Determine the Active Directory Accounts That Cisco Unity Services Log On As.”



Step 8



Shut down and restart the primary server.



To Confirm That Cisco Unity Services on the Primary Server Restarted After Password Changes Step 1



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



For each service for which you changed the password, confirm that the value in the Status column is Started.



Step 3



If all services started, close the Services MMC, and skip the rest of this procedure. If one or more services failed to start, on the Windows Start menu, click Programs > Administrative Tools > Event Viewer.



Step 4



In the left pane, click System Log.



Step 5



Look for one or more errors similar to the following description: The service failed to start due to the following error: The service did not start due to a logon failure.
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Changing the Active Directory Password for the Unity_ and EAdmin Accounts



Step 6



If you find one or more such errors, confirm that the passwords for the specified services and for the corresponding accounts were changed to the same values.



Step 7



If you change any passwords again while troubleshooting, shut down and restart the primary server, and repeat this procedure.



Changing the Active Directory Password for the Unity_ and EAdmin Accounts When Cisco Unity is installed, two Active Directory accounts are automatically created: Unity_ and EAdmin. Prior to Cisco Unity 4.0(4), the default passwords on these accounts were long strings of random, alphanumeric characters. Beginning with Cisco Unity 4.0(4), the passwords are specified in the Password Hardening wizard, during installation. Because the accounts are used only by Cisco Unity, you can change a password at any time by using the applicable Windows application. For Active Directory accounts, use Active Directory Users and Computers; for Windows NT accounts, use User Manager for Domains. For more information, refer to Help for the application.



Note



To secure the accounts more effectively, you can disable (not delete) the accounts by using the same application that you use to change a password.
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Changing the Accounts That Cisco Unity Services Log On As This chapter contains the following section: •



Changing the Accounts That Cisco Unity Services Log On As with Failover Configured, page 10-1



Changing the Accounts That Cisco Unity Services Log On As with Failover Configured When Cisco Unity is configured for failover and you are changing the accounts that Cisco Unity services log on as, you must do the following procedure to ensure that both the primary and secondary Cisco Unity servers are configured correctly. Use this procedure to change the accounts that Cisco Unity services log on as both when Exchange is installed on a separate server and when Exchange is installed on the secondary server. To Change the Accounts That Cisco Unity Services Log On As (Failover Configuration Only) Step 1



Create the new accounts, and run the Cisco Unity Permissions wizard. If Exchange is the message store, set Exchange permissions. For more information, refer to the “Creating Accounts for the Installation and Setting Rights and Permissions” chapter of the applicable Cisco Unity installation guide at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



Step 2



If the primary server is active skip to Step 3. If the secondary server is active, fail back to the primary server: a.



On the secondary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



b.



Click Failback.



c.



Click OK to confirm that you want to fail back to the primary server. The primary server becomes active, and the secondary server becomes inactive.



d.



Close the Failover Monitor.
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Step 3



Changing the Accounts That Cisco Unity Services Log On As



See the “Cisco Unity 5.x Services” appendix and make a list of the services that log on as the applicable account(s), depending on the Exchange version on the partner Exchange server: •



Directory services account (UnityDirSvc)



•



Message store services account (UnityMsgStoreSvc)



Step 4



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 5



Right-click the first of the services that you identified in Step 3, and click Properties.



Step 6



Click the Log On tab.



Step 7



Enter the applicable account for the service, and enter and confirm the password for that account.



Step 8



Repeat Step 5 through Step 7 until you have changed the logon account for all of the services that you identified in Step 3.



Step 9



On the secondary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 10



Right-click the first of the services that you identified in Step 3, and click Properties.



Step 11



Click the Log On tab.



Step 12



Enter the applicable account for the service, and enter and confirm the password for that account.



Step 13



Repeat Step 10 through Step 12 until you have changed the logon account for all of the services that you identified in Step 3.



Step 14



On the secondary server, browse to the CommServer directory.



Step 15



Right-click the CommServer\Snapshot directory and click Sharing.



Step 16



On the Sharing tab, click Permissions.



Step 17



In the Permissions for dialog box, click Add.



Step 18



In the Select Users, Computer, or Groups dialog box, click the account that owns failover, click Add, and click OK. to close the dialog box.



Step 19



In the Permissions for , click the name of the account that owns failover.



Step 20



In the Permissions list, check Full Control and Change.



Step 21



In the Permissions for dialog box, click OK to close the dialog box.



Step 22



In the Properties dialog box, click OK.



Step 23



Repeat Step 15 through Step 22 for the following four directories:



Step 24



•



CommServer\Support



•



CommServer\UnityMTA



•



CommServer\Localize\DefaultConfiguration



•



CommServer\Localize\Prompts



Run the failover configuration wizard on the primary server: a.



In Windows Explorer, browse to the CommServer directory.



b.



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



c.



On the Welcome page, click Next.



d.



On the Specify Server Role page, click Primary Server, if available, and click Next.



e.



On the Enter the Name of Your Server page, click Browse, select the name of the secondary server, and click OK. The IP address for the secondary server is filled in automatically.
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f.



Click Next.



g.



On the Enter Failover Account Information page, click Browse, and double-click the name of the messaging account. This account will own the failover service. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



h.



In the Password field, enter the password for the account that owns the failover service, and click Next.



i.



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the primary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



j. Step 25



On the Completing page, click Finish.



Run the failover configuration wizard on the secondary server: a.



On the Windows taskbar, double-click the system clock. The Date/Time Properties dialog box appears.



b.



Set the time to the same hour and minute as shown on the primary server, and click OK.



c.



In Windows Explorer, browse to the CommServer directory.



d.



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



e.



On the Welcome page, click Next.



f.



On the Specify Server Role page, click Secondary Server, and click Next.



g.



On the Enter the Name of Your Server page, click Browse, select the name of the primary server, and click OK. The IP address for the primary server is filled in automatically.



h.



Click Next.



i.



On the Enter Failover Account Information page, click Browse, and double-click the name of the messaging account. This account will own the failover service. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the local Administrators group.



Caution



You must specify the same account on the both the primary and secondary servers.



j.



In the Password field, enter the password for the account that owns the failover service, and click Next.



k.



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the secondary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



l.



On the Completing page, click Finish.
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Adding or Replacing an Exchange Server on Which Cisco Unity Subscriber Mailboxes Are Homed This chapter contains the following sections: •



Adding an Exchange Server, page 11-1



•



Replacing an Exchange Server, page 11-2



Adding an Exchange Server If you want to add another Exchange server on which mailboxes for Cisco Unity subscribers will be homed, follow Microsoft procedures for replacing or adding the server. Then download and run the Cisco Unity Permissions wizard to grant the Cisco Unity message store services account the required permissions to the new mailstore(s). Do the following two procedures.



Caution



When the Permissions wizard completes, the Lsass.exe process updates the Active Directory database with the new permissions. While Lsass.exe is processing the updates, it uses 100% of available processor time on the root domain controller in the domain and on one of the global catalog servers in the site where the Permissions wizard was run. (Other domain controllers in the domain and other global catalog servers in the forest are also affected, but the impact is less significant.) The updates take a few minutes to several hours, depending on the size of the database. Do not continue with changing the partner server until Lsass.exe has finished processing the changes, or the process may fail. To Download the Latest Cisco Unity Permissions Wizard



Step 1



Download the latest version of the Cisco Unity Permissions wizard for Cisco Unity 5.0(1) and later, available at http://ciscounitytools.com/App_PW_501.htm.



To Run the Cisco Unity Permissions Wizard Step 1



On the Cisco Unity server, install the latest version of the Cisco Unity Permissions wizard, if it is not already installed.
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Step 2



Log on to the Cisco Unity server by using an account that meets the following criteria: •



Is a member of the Domain Admins group in the domain in which the Cisco Unity server is installed.



•



Is either an Exchange Full Administrator or a member of the Domain Admins group in the domain in which Exchange mailboxes for Cisco Unity subscribers are homed. (If Exchange mailboxes are homed in multiple domains, the account that you log on with must be either an Exchange Full Administrator or a member of the Domain Admins group in a domain that contains all of the domains in which mailboxes are homed.)



Caution



Step 3



Run the Permissions wizard from the directory in which you installed it in Step 1. For more information, refer to Permissions wizard Help.



Caution



Step 4



If you try to run the Permissions wizard by using an account that has less than the default permissions for a Domain Admin, the wizard may not be able to set all of the permissions required by the installation account and the service accounts. If the Permissions wizard cannot set all of the required permissions, Cisco Unity will not run properly.



Remember to specify the mailstore(s) on the new server so Cisco Unity has the necessary permissions to access the mailstores. Otherwise, Cisco Unity subscribers whose Exchange mailboxes are homed on the server will not be able to send or receive voice messages.



Restart the Cisco Unity server.



Replacing an Exchange Server If you want to replace an Exchange server on which mailboxes for Cisco Unity subscribers are homed, follow Microsoft procedures for replacing the server. Before you remove the old Exchange server from the environment, do the following: 1.



If the server you are replacing is the partner Exchange server, make another server the partner server. For more information, see Chapter 4, “Changing the Partner Exchange Server.”



2.



If the Cisco Unity Voice Connector for Microsoft Exchange is installed on the server you are replacing, uninstall the Voice Connector, and install it on another Exchange server. For more information, see the applicable Release Notes for Cisco Unity Voice Connector for Microsoft Exchange at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_release_notes_list.html.



After you add the replacement server to the environment, do the following two procedures to download and run the Cisco Unity Permissions wizard to grant the Cisco Unity message store services account the required permissions to the new mailstore(s).



Caution



When the Permissions wizard completes, the Lsass.exe process updates the Active Directory database with the new permissions. While Lsass.exe is processing the updates, it uses 100% of available processor time on the root domain controller in the domain and on one of the global catalog servers in the site where the Permissions wizard was run. (Other domain controllers in the domain and other global catalog
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servers in the forest are also affected, but the impact is less significant.) The updates take a few minutes to several hours, depending on the size of the database. Do not continue with changing the partner server until Lsass.exe has finished processing the changes, or the process may fail. To Download the Latest Cisco Unity Permissions Wizard Step 1



Download the latest version of the Cisco Unity Permissions wizard for Cisco Unity 5.0(1) and later, available at http://ciscounitytools.com/App_PW_501.htm.



To Run the Cisco Unity Permissions Wizard Step 1



On the Cisco Unity server, install the latest version of the Cisco Unity Permissions wizard, if it is not already installed.



Step 2



Log on to the Cisco Unity server by using an account that meets the following criteria: •



Is a member of the Domain Admins group in the domain in which the Cisco Unity server is installed.



•



Is either an Exchange Full Administrator or a member of the Domain Admins group in the domain in which Exchange mailboxes for Cisco Unity subscribers are homed. (If Exchange mailboxes are homed in multiple domains, the account that you log on with must be either an Exchange Full Administrator or a member of the Domain Admins group in a domain that contains all of the domains in which mailboxes are homed.)



Caution



Step 3



Run the Permissions wizard from the directory in which you installed it in Step 1. For more information, refer to Permissions wizard Help.



Caution



Step 4



If you try to run the Permissions wizard by using an account that has less than the default permissions for a Domain Admin, the wizard may not be able to set all of the permissions required by the installation account and the service accounts. If the Permissions wizard cannot set all of the required permissions, Cisco Unity will not run properly.



Remember to specify the mailstore(s) on the replacement server so Cisco Unity has the necessary permissions to access the mailstores. Otherwise, Cisco Unity subscribers whose Exchange mailboxes are homed on the server will not be able to send or receive voice messages.



Restart the Cisco Unity server.



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange) OL-13603-01



11-3



Chapter 11



Adding or Replacing an Exchange Server on Which Cisco Unity Subscriber Mailboxes Are Homed



Replacing an Exchange Server



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange)



11-4



OL-13603-01



CH A P T E R



12



Upgrading Exchange on the Cisco Unity 5.x System Use the procedures in this chapter to change the partner Exchange server to a server that is running a later version of Exchange than the current partner Exchange server is running. If you want to change the partner Exchange server to a server running the same version of Exchange, see the “Changing the Partner Exchange Server” chapter. This chapter contains the following sections: •



Upgrading Exchange 2000 or 2003 to Exchange 2007 for Cisco Unity 5.x Without Failover, page 12-1



•



Upgrading Exchange 2000 or 2003 to Exchange 2007 for Cisco Unity 5.x with Failover Configured, page 12-7



•



Upgrading Exchange 2000 to Exchange 2003 for Cisco Unity 5.x Without Failover, page 12-17



•



Upgrading Exchange 2000 to Exchange 2003 for Cisco Unity 5.x with Failover Configured, page 12-22



•



Upgrading Exchange 5.5 to Exchange 2003 or 2000, page 12-31



Upgrading Exchange 2000 or 2003 to Exchange 2007 for Cisco Unity 5.x Without Failover Note



If Cisco Unity failover is configured, see the “Upgrading Exchange 2000 or 2003 to Exchange 2007 for Cisco Unity 5.x with Failover Configured” section on page 12-7 to upgrade those servers. The upgrade procedures in this section were tested in a configuration that included the following elements: •



A domain controller/global catalog server (DC/GC).



•



A Cisco Unity server (member server).



•



An Exchange 2003 Server with Exchange 2003 Service Pack 2 (member server).



•



A separate Exchange 2007 server that was added during the upgrade (member server).
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Caution



All testing was done with the old partner Exchange server, the new partner Exchange server, and the Cisco Unity server in the same Active Directory domain. Upgrading from one version of Exchange to another when the partner Exchange servers are in separate Active Directory domains has not been tested, and may fail. The following subsections contain the instructions for upgrading a Cisco Unity 5.x system without failover from Exchange 2000 or 2003 to Exchange 2007: •



Downloading Software (Cisco Unity 5.x Without Failover), page 12-2



•



Upgrading Exchange 2000 or 2003 to Exchange 2007 (Cisco Unity 5.x Without Failover), page 12-3



•



Reconfiguring Cisco Unity (Version 5.x Without Failover), page 12-4



Cisco Unity will continue to function after you do the procedures in the “Upgrading Exchange 2000 or 2003 to Exchange 2007 (Cisco Unity 5.x Without Failover)” subsection, so you do not have to immediately do the procedures in the “Reconfiguring Cisco Unity (Version 5.x Without Failover)” subsection. Do not decommission the existing partner Exchange 2000 or 2003 server until you have completed all three subsections.



Note



If the Cisco Unity server is running Cisco Unity 4.2(1) or earlier, upgrade to the shipping Cisco Unity 5.x version before you upgrade to Exchange 2007. See Chapter 1, “Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version” in this guide, and use the task list for upgrading Cisco Unity without failover:



Downloading Software (Cisco Unity 5.x Without Failover) This subsection lists the software needed to reconfigure a Cisco Unity system for Exchange 2007. Note the following considerations: •



The downloads may total 200 MB or more. Use a computer with a high-speed Internet connection, and confirm that the computer has sufficient disk space or has access to a network drive with sufficient disk space.



•



The downloads are all self-extracting executable files. When all downloads are complete, extract the updates, then delete the downloaded .exe files to free disk space.



•



The documentation instructs you when to install the software you download.



Download the following software: •



The latest Exchange 2007 service pack recommended for use with Cisco Unity, if any. Refer to System Requirements for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html. The service pack is available on the Microsoft website.



•



The latest version of the Cisco Unity Directory Walker (DbWalker) utility, available at http://ciscounitytools.com/App_DirectoryWalker4.htm. Db Walker is used to check the consistency of and correct errors in the Cisco Unity database before the upgrade.
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•



The latest versions of the Cisco Unity Disaster Recovery tools (DiRT), available at http://ciscounitytools.com/App_DisasterRecoveryTools.htm. DiRT is used to back up Cisco Unity data before the upgrade and to restore Cisco Unity data, if necessary.



•



The latest version of the Cisco Unity Permissions wizard, available at http://ciscounitytools.com/App_PW_501.htm.



Upgrading Exchange 2000 or 2003 to Exchange 2007 (Cisco Unity 5.x Without Failover) Caution



If you are using the Cisco Unity Voice Connector for Microsoft Exchange, you must keep an Exchange 2000 or Exchange 2003 server in the forest and install the Voice Connector on that server. An Exchange 2007 version of the Voice Connector is not currently available. For Cisco Unity 4.0(2) and earlier, when the partner Exchange server was running Exchange 2000, Permissions Wizard automatically added the message store services account to the Exchange Domain Servers group. If you are upgrading to Exchange 2007 on a Cisco Unity system that has been upgraded from 4.0(2) or earlier, do the following procedure to remove the Cisco Unity message store services account from the Exchange Domain Servers group, or message delivery will fail. To Remove the Message Store Services Account from the Exchange Domain Servers Group (Selected Configurations Only)



Step 1



On the Windows Start menu, click Programs > Microsoft Exchange > Active Directory Users and Computers.



Step 2



In the left pane of Active Directory Users and Computers, expand the domain that contains the Cisco Unity server, and click Users.



Step 3



In the right pane, double-click Exchange Domain Servers.



Step 4



In the Exchange Domain Servers Properties dialog box, click the Members tab.



Step 5



In the Members list, click the name of the message store services account, and click Remove.



Step 6



Click Yes to confirm.



Step 7



Click OK to close the Exchange Domain Servers Properties dialog box.



Step 8



Close Active Directory Users and Computers.



To Upgrade from Exchange 2000 or 2003 to Exchange 2007 (Cisco Unity 5.x Without Failover) Step 1



Follow the Microsoft documentation to install an Exchange 2007 server that has the Mailbox server role. This is the server that you will use as the partner Exchange server. For more information on choosing a partner server, see the “Choosing a Different Partner Exchange Server” section on page 4-1.



Caution



Do not decommission the existing partner Exchange server until you complete the procedures in the “Reconfiguring Cisco Unity (Version 5.x Without Failover)” subsection, or Cisco Unity subscribers will not be able to access voice messages stored in Exchange.
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If you are connecting Cisco Unity with another voice-messaging system using AMIS, Cisco Unity Bridge, or VPIM Networking, when you run the Exchange 2007 Readiness Check scan in the Exchange Best Practices Analyzer, the report will include a warning about the AvExchangeIVC_ Voice Connector. This warning is expected. As noted earlier in this section, you need to keep an Exchange 2000 or Exchange 2003 server in the forest for the Voice Connector until you have completed the transition to Cisco Unity. Step 2



Step 3



Regardless of which version(s) of Outlook your are using, configure offline address books for Outlook 2003 and earlier: a.



Log on to an Exchange 2007 server, and start Exchange Management Console.



b.



In the console tree, click Microsoft Exchange.



c.



In the results pane, click the Finalize Deployment tab.



d.



In the Mailbox section, click Configure Offline Address Book (OAB) Distribution for Outlook 2003 and Earlier Clients.



e.



Follow the procedures to create a public folder database and to configure the default offline address book.



If an Exchange 2007 service pack has been released and qualified for use with Cisco Unity, back up the Exchange 2007 server that you will use as the partner Exchange server and all Exchange 2007 servers that home mailboxes for Cisco Unity subscribers.



Caution



Step 4



Microsoft recommends that you back up Exchange servers before you install the latest recommend Exchange service pack because some service packs cannot be uninstalled.



Install the latest recommended Exchange 2007 service pack on the Exchange 2007 server that you will use as the partner Exchange server and on all Exchange 2007 servers that home mailboxes for Cisco Unity subscribers.



Reconfiguring Cisco Unity (Version 5.x Without Failover) This subsection contains five procedures. Do them in the order listed to reconfigure Cisco Unity after you have installed the Exchange 2007 server that will become the partner server. If you are reconfiguring multiple Cisco Unity servers without failover, do all of the procedures on each server. To Check the Consistency of the Cisco Unity Database (Cisco Unity 5.x Without Failover) Step 1



On the Cisco Unity server, install the latest version of DbWalker, if it is not already installed.



Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)
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To Back Up Cisco Unity Data (Cisco Unity 5.x Without Failover) Step 1



On the Cisco Unity server, install the latest versions of DiRT, if the tools are not already installed.



Step 2



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.



To Upgrade Exchange Software on the Cisco Unity Server (Cisco Unity 5.x Without Failover) Step 1



Exit the Cisco Unity software.



Step 2



If Exchange 2000 System Management Tools is installed on the Cisco Unity server, upgrade to Exchange 2003 System Management Tools. Refer to Exchange 2003 Help for more information.



Caution



Step 3



Do not install the Exchange 2007 Management Console on the Cisco Unity server or Cisco Unity will not function properly. Install the latest Exchange 2003 service pack recommended for use with Cisco Unity, if any.



In the next procedure, you run the Cisco Unity Permissions wizard. If you do not run the wizard, Cisco Unity will not function properly. To Run the Cisco Unity Permissions Wizard (Cisco Unity 5.x Without Failover) Step 1



On theCisco Unity server, install the latest version of the Cisco Unity Permissions wizard, if it is not already installed.



Step 2



Log on to the Cisco Unity server by using an account that meets the following criteria: •



Is a member of the Domain Admins group in the domain in which the Cisco Unity server is installed.



•



Is either an Exchange Full Administrator or a member of the Domain Admins group in the domain in which Exchange mailboxes for Cisco Unity subscribers are homed. (If Exchange mailboxes are homed in multiple domains, the account that you log on with must be either an Exchange Full Administrator or a member of the Domain Admins group in a domain that contains all of the domains in which mailboxes are homed.)



Caution



If you try to run the Permissions wizard by using an account that has less than the default permissions for a Domain Admin, the wizard may not be able to set all of the permissions required by the installation account and the service accounts. If the Permissions wizard cannot set all of the required permissions, Cisco Unity will not run properly.
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Step 3



Run the Permissions wizard from the directory in which you installed it in Step 1. For more information, refer to Permissions wizard Help.



Caution



Step 4



Remember to specify the mailstores on the new Exchange 2007 servers when you run the Permissions wizard so that Cisco Unity has the necessary rights to the new mailstores. Otherwise, Cisco Unity subscribers whose Exchange mailboxes are homed on the servers will not be able to send or receive voice messages.



Restart the Cisco Unity server.



To Configure Cisco Unity for Exchange 2007 (Cisco Unity 5.x Without Failover) Step 1



Confirm that Exchange is running on the partner Exchange server that you chose in Step 1 of the “To Upgrade from Exchange 2000 or 2003 to Exchange 2007 (Cisco Unity 5.x Without Failover)” procedure on page 12-3. If Exchange is not running, configuring Cisco Unity for Exchange will fail.



Step 2



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account.



Step 3



Exit the Cisco Unity software.



Step 4



On the Windows Start menu, click Settings > Control Panel > Add/Remove Programs.



Step 5



In the list of currently installed programs, click Cisco Unity Message Store Configuration Wizard, and click Change/Remove.



Step 6



On the Cisco Unity Message Store Configuration Wizard Welcome screen, click Next.



Step 7



Enter the password for the installation account, and click Next.



Step 8



If an account does not exist for the Cisco Unity Administrator (Cisco Unity administration account), skip to Step 9. If an account exists for the Cisco Unity Administrator, click Change, then in the Select User dialog box, double-click the name of the Cisco Unity administration account.



Step 9



Click Next.



Step 10



In the Select Partner Message Store dialog box, click Microsoft Exchange 2007, and click Next.



Step 11



If Cisco Unity is installed in a Unified Messaging configuration, uncheck the Disable Active Directory Accounts that Are Created By Cisco Unity check box, and click Next. Then skip to Step 12. If Cisco Unity is installed in a Voice Messaging configuration, review the onscreen text and check or uncheck the Disable Active Directory Accounts that Are Created By Cisco Unity check box, as applicable, and click Next.



Step 12



In the Select Mailbox Location dialog box, specify the partner Exchange 2007 server and the mailbox store in which to create new mailboxes, and click Next.



Step 13



In the Select Active Directory Containers for New Objects dialog box, specify the domain in which you want Cisco Unity to create users and distribution lists.



Step 14



If custom organizational units were created for users or distribution lists, click the corresponding Change button to specify them, and click Next.



Step 15



On the Run Scripts on the Partner Exchange 2007 Server page, do not click Next or Cancel. You will return to the Cisco Unity server to complete the wizard in Step 20.
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Step 16



Copy the file Ex2k7Script_.ps1 from the Windows desktop to one of the following locations: •



A removeable disk.



•



A network location that is accessible either to the partner Exchange server or to another server on which Exchange Management Shell is installed.



Step 17



Log on to a server on which Exchange Management Shell is installed using an account that has the permissions required to run a script.



Step 18



Copy the script onto the local server.



Step 19



Start Exchange Management Shell, and run the script.



Step 20



Exit Exchange Management Shell, and return to the Cisco Unity server.



Step 21



Follow the on-screen prompts until message store configuration is complete.



Step 22



Repeat this procedure on any other Cisco Unity servers in the forest.



Upgrading Exchange 2000 or 2003 to Exchange 2007 for Cisco Unity 5.x with Failover Configured Note



If there are one or more non-failover Cisco Unity servers in the forest, see the “Upgrading Exchange 2000 or 2003 to Exchange 2007 for Cisco Unity 5.x Without Failover” section on page 12-1 to upgrade those servers. The upgrade procedures in this section were tested in a configuration that included the following elements:



Caution



•



A domain controller/global catalog server (DC/GC).



•



A Cisco Unity primary server (member server).



•



A Cisco Unity secondary server (member server).



•



An Exchange 2003 Server with Exchange 2003 Service Pack 2 (member server).



•



A separate Exchange 2007 server that was added during the upgrade (member server).



All testing was done with the old partner Exchange server, the new partner Exchange server, and the Cisco Unity server in the same Active Directory domain. Upgrading from one version of Exchange to another when the partner Exchange servers are in separate Active Directory domains has not been tested, and may fail. The following subsections contain the instructions for upgrading a Cisco Unity 5.x system configured for failover from Exchange 2000 or Exchange 2003 to Exchange 2007: •



Downloading Software (Cisco Unity 5.x with Failover Configured), page 12-8



•



Upgrading Exchange 2000 or 2003 to Exchange 2007 (Cisco Unity 5.x with Failover Configured), page 12-8



•



Reconfiguring Cisco Unity (Version 5.x with Failover Configured), page 12-10
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Cisco Unity will continue to function after you do the procedures in the “Upgrading Exchange 2000 to Exchange 2003 (Cisco Unity 5.x with Failover Configured)” subsection, so you do not have to immediately do the procedures in the “Reconfiguring Cisco Unity (Version 5.x with Failover Configured)” subsection. Do not decommission the existing partner Exchange 2000 or 2003 server until you have completed all three subsections.



Note



If the Cisco Unity failover servers are running Cisco Unity 4.2(1) or earlier, upgrade to Cisco Unity 5.x before you upgrade to Exchange 2007. See Chapter 1, “Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version” in this guide, and use the task list for upgrading Cisco Unity without failover.



Downloading Software (Cisco Unity 5.x with Failover Configured) This section lists the software needed to reconfigure a Cisco Unity system for Exchange 2007. Note the following considerations: •



The downloads may total 200 MB or more. Use a computer with a high-speed Internet connection, and confirm that the computer has sufficient disk space or has access to a network drive with sufficient disk space.



•



The downloads are all self-extracting executable files. When all downloads are complete, extract the updates, then delete the downloaded .exe files to free disk space.



•



The documentation instructs you when to install the software you download.



Download the following software: •



The latest Exchange 2007 service pack recommended for use with Cisco Unity, if any. Refer to System Requirements for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html. The service pack is available on the Microsoft website.



•



The latest version of the Cisco Unity Directory Walker (Db Walker) utility, available at http://ciscounitytools.com/App_DirectoryWalker4.htm. Db Walker is used to check the consistency of and correct errors in the Cisco Unity database before the upgrade.



•



The latest version of the Cisco Unity Disaster Recovery Tools (DiRT), at http://ciscounitytools.com/App_DisasterRecoveryTools.htm. DiRT is used to back up the Cisco Unity server before the upgrade.



•



The latest version of the Cisco Unity Permissions wizard, available at http://ciscounitytools.com/App_PW_501.htm.



Upgrading Exchange 2000 or 2003 to Exchange 2007 (Cisco Unity 5.x with Failover Configured) Before you begin the upgrade, note the following considerations:



Caution



If you are using the Cisco Unity Voice Connector for Microsoft Exchange, you must keep an Exchange 2000 or Exchange 2003 server in the forest and install the Voice Connector on that server. An Exchange 2007 version of the Voice Connector is not currently available.
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For Cisco Unity 4.0(2) and earlier, when the partner Exchange server was running Exchange 2000, Permissions Wizard automatically added the message store services account to the Exchange Domain Servers group. If you are upgrading to Exchange 2007 on a Cisco Unity system that has been upgraded from 4.0(2) or earlier, do the following procedure to remove the Cisco Unity message store services account from the Exchange Domain Servers group, or message delivery will fail. To Remove the Message Store Services Account from the Exchange Domain Servers Group (Selected Configurations Only) Step 1



On the Windows Start menu, click Programs > Microsoft Exchange > Active Directory Users and Computers.



Step 2



In the left pane of Active Directory Users and Computers, expand the domain that contains the Cisco Unity server, and click Users.



Step 3



In the right pane, double-click Exchange Domain Servers.



Step 4



In the Exchange Domain Servers Properties dialog box, click the Members tab.



Step 5



In the Members list, click the name of the message store services account, and click Remove.



Step 6



Click Yes to confirm.



Step 7



Click OK to close the Exchange Domain Servers Properties dialog box.



Step 8



Close Active Directory Users and Computers.



To Upgrade from Exchange 2000 or 2003 to Exchange 2007 (Cisco Unity 5.x with Failover Configured) Step 1



Follow the Microsoft documentation to install an Exchange 2007 server that has the Mailbox server role. This is the server that you will use as the partner Exchange server. For more information on choosing a partner server, see the “Choosing a Different Partner Exchange Server” section on page 4-1.



Caution



Step 2



Do not decommission the existing partner Exchange server until you complete the procedures in the “Reconfiguring Cisco Unity (Version 5.x with Failover Configured)” subsection, or Cisco Unity subscribers will not be able to access voice messages stored in Exchange.



Regardless of which version(s) of Outlook your are using, configure offline address books for Outlook 2003 and earlier: a.



Log on to an Exchange 2007 server, and start Exchange Management Console.



b.



In the console tree, click Microsoft Exchange.



c.



In the result pane, click the Finalize Deployment tab.



d.



In the Mailbox section, click Configure Offline Address Book (OAB) Distribution for Outlook 2003 and Earlier Clients.



e.



Follow the procedures to create a public folder database and to configure the default offline address book.
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Step 3



If an Exchange 2007 service pack has been released and qualified for use with Cisco Unity, back up the Exchange 2007 server that you will use as the partner Exchange server and all Exchange 2007 servers that home mailboxes for Cisco Unity subscribers.



Caution



Step 4



Upgrading Exchange on the Cisco Unity 5.x System



Microsoft recommends that you back up Exchange servers before you install the latest recommend Exchange service pack because some service packs cannot be uninstalled.



Install the latest recommended Exchange 2007 service pack on the Exchange 2007 server that you will use as the partner Exchange server and on all Exchange 2007 servers that home mailboxes for Cisco Unity subscribers.



Reconfiguring Cisco Unity (Version 5.x with Failover Configured) Revised May 1, 2008



This subsection contains 11 procedures. Do them in the order listed to reconfigure Cisco Unity after you have upgraded to Exchange 2007. To Check the Consistency of the Cisco Unity Database on the Primary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the primary server, install the latest version of DbWalker, if it is not already installed.



Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



To Back Up Cisco Unity Data on the Secondary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the secondary server, install the latest versions of DiRT, if the tools are not already installed.



Step 2



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.



Caution



Do not back up the primary server unless the secondary server is unavailable. If you restore from a backup of the primary server, you must also perform an additional procedure for Cisco Unity failover to function correctly. For more information, see “Working With Systems Configured For Failover” in DiRT Help.
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To Disable Automatic Failover, and Stop File and SQL Replication (Cisco Unity 5.x with Failover Configured) Step 1



If the primary server is active, skip to Step 5. If the primary server is not active, on the Windows Start menu on the secondary server, click Programs > Cisco Unity >Failover Monitor.



Step 2



Click Failback.



Step 3



Click OK to confirm that you want to fail back to the primary server.



Step 4



Close the Failover Monitor.



Step 5



On the primary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 6



Click Advanced.



Step 7



Check the Disable Automatic Failover and Failback check box.



Step 8



(If the applicable ES is installed on the Cisco Unity servers) Confirm that the Enable File Replication check box is unchecked.



Note



The Enable File Replication check box does not appear if the applicable ES is not installed.



Step 9



Click OK, and close the Failover Monitor.



Step 10



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 11



In the right pane, double-click AvCsNodeMgr.



Step 12



On the General tab, click Stop.



Step 13



In the Startup Type list, click Disabled.



Step 14



Click OK.



Step 15



Close the Services window.



Caution



Because the Node Manager service is disabled, file replication stops. Replication is re-enabled when normal failover operation resumes.



Step 16



On the secondary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 17



In the right pane, double-click AvCsNodeMgr.



Step 18



On the General tab, click Stop.



Step 19



In the Startup Type list, click Disabled.



Step 20



Click OK.



Step 21



Close the Services window.



Step 22



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager.



Step 23



In the left pane of the Console Root window, browse to the Replication node for the primary server. Typically, the node is three levels under the Microsoft SQL Servers node.



Step 24



Right-click the Replication node, and click Disable Publishing. The Disable Publishing and Distribution wizard appears.



Step 25



On the Welcome page, click Next.
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Step 26



On the Disable Publishing page, click Yes, then click Next.



Step 27



On the Confirm Dropping of Publications page, click Next.



Step 28



On the Completing page, click Finish.



Step 29



When the process is completed, click OK.



Step 30



Close the Console Root window.



Step 31



Exit Enterprise Manager.



Upgrading Exchange on the Cisco Unity 5.x System



To Upgrade Exchange Software on the Primary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the primary server, exit the Cisco Unity software.



Step 2



If Exchange 2000 System Management Tools is installed on the primary server, upgrade to Exchange 2003 System Management Tools. Refer to Exchange 2003 Help for more information.



Caution



Do not install the Exchange 2007 Management Console on the primary Cisco Unity server, or Cisco Unity will not function properly.



Step 3



Install the latest Exchange 2007 service pack recommended for use with Cisco Unity, if any.



To Run the Cisco Unity Permissions Wizard on the Primary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the primary server, install the latest version of the Cisco Unity Permissions wizard, if it is not already installed.



Step 2



Log on to the primary server by using an account that meets the following criteria: •



Is a member of the Domain Admins group in the domain in which the Cisco Unity server is installed.



•



Is either an Exchange Full Administrator or a member of the Domain Admins group in the domain in which Exchange mailboxes for Cisco Unity subscribers are homed. (If Exchange mailboxes are homed in multiple domains, the account that you log on with must be either an Exchange Full Administrator or a member of the Domain Admins group in a domain that contains all of the domains in which mailboxes are homed.)



Caution



Step 3



If you try to run the Permissions wizard by using an account that has less than the default permissions for a Domain Admin, the wizard may not be able to set all of the permissions required by the installation account and the services accounts. If the Permissions wizard cannot set all of the required permissions, Cisco Unity will not run properly.



Run the Permissions wizard from the directory in which you installed it in Step 1. For more information, refer to Permissions wizard Help.
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Caution



Remember to specify the mailstores on the new Exchange 2007 servers when you run the Permissions wizard so that Cisco Unity has the necessary rights to the new mailstores. Otherwise, Cisco Unity subscribers whose Exchange mailboxes are homed on the servers will not be able to send or receive voice messages.



Step 4



Restart the primary server.



Step 5



Repeat Step 1 through Step 4 on the secondary server.



Caution



If you do not run the wizard on both the primary and secondary servers, Cisco Unity will not function properly.



To Configure the Primary Server for Exchange 2007 (Cisco Unity 5.x with Failover Configured) Step 1



Confirm that Exchange is running on the partner Exchange server that you chose in Step 1 of the “To Upgrade from Exchange 2000 or 2003 to Exchange 2007 (Cisco Unity 5.x with Failover Configured)” section on page 12-9. If Exchange is not running, configuring Cisco Unity for Exchange will fail.



Step 2



On the primary server, log on to Windows by using the Cisco Unity installation account.



Step 3



Exit the Cisco Unity software.



Step 4



On the Windows Start menu, click Settings > Control Panel > Add/Remove Programs.



Step 5



In the list of currently installed programs, click Cisco Unity Message Store Configuration Wizard, and click Change/Remove.



Step 6



On the Cisco Unity Message Store Configuration Wizard Welcome screen, click Next.



Step 7



Enter the password for the installation account, and click Next.



Step 8



If an account does not exist for the Cisco Unity Administrator (Cisco Unity administration account), skip to Step 9. If an account exists for the Cisco Unity Administrator, click Change, then in the Select User dialog box, double-click the name of the Cisco Unity administration account.



Step 9



Click Next.



Step 10



In the Select Partner Message Store dialog box, click Microsoft Exchange 2007, and click Next.



Step 11



If Cisco Unity is installed in a Unified Messaging configuration, uncheck the Disable Active Directory Accounts that Are Created By Cisco Unity check box, and click Next. Then skip to Step 12. If Cisco Unity is installed in a Voice Messaging configuration, review the onscreen text and check or uncheck the Disable Active Directory Accounts that Are Created By Cisco Unity check box, as applicable, and click Next.



Step 12



In the Select Mailbox Location dialog box, specify the partner Exchange 2007 server and the mailbox store in which to create new mailboxes, and click Next.



Step 13



In the Select Active Directory Containers for New Objects dialog box, specify the domain in which you want Cisco Unity to create users and distribution lists.
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Step 14



If custom organizational units were created for users or distribution lists, click the corresponding Change button to specify them, and click Next.



Step 15



On the Run Scripts on the Partner Exchange 2007 Server page, do not click Cancel to exit the Message Store Configuration wizard. You will return to the Cisco Unity server to complete the wizard in Step 19.



Step 16



Copy the file Ex2k7Script_.ps1 from the Windows desktop to one of the following locations: •



A removable disk.



•



A network location that is accessible either to the partner Exchange server or to another server on which Exchange Management Shell is installed.



Step 17



Log on to a server on which Exchange Management Shell is installed using an account that has the permissions necessary to run a script.



Step 18



Run the script that you copied in Step 16.



Step 19



Return to the Cisco Unity server, and follow the on-screen prompts until message store configuration is complete.



Step 20



Restart the primary server.



To Upgrade Exchange Software on the Secondary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the secondary server, exit the Cisco Unity software.



Step 2



If Exchange 2000 System Management Tools are installed on the secondary server, upgrade to Exchange 2003 System Management Tools. Refer to the Exchange 2003 Help for more information.



Caution



Step 3



Do not install the Exchange 2007 Management Console on the Cisco Unity server, or Cisco Unity will not function properly. Install the latest Exchange 2007 service pack recommended for use with Cisco Unity, if any.



To Configure the Secondary Server for Exchange 2007 (Cisco Unity 5.x with Failover Configured) Step 1



Confirm that Exchange is running on the partner Exchange server that you chose in Step 1 of the “To Upgrade from Exchange 2000 or 2003 to Exchange 2007 (Cisco Unity 5.x with Failover Configured)” section on page 12-9. If Exchange is not running, configuring Cisco Unity for Exchange will fail.



Step 2



On the secondary server, log on to Windows by using the Cisco Unity installation account.



Step 3



Exit the Cisco Unity software.



Step 4



On the Windows Start menu, click Settings > Control Panel > Add/Remove Programs.



Step 5



In the list of currently installed programs, click Cisco Unity Message Store Configuration Wizard, and click Change/Remove.



Step 6



On the Cisco Unity Message Store Configuration Wizard Welcome screen, click Next.



Step 7



Enter the password for the installation account, and click Next.
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Step 8



If an account does not exist for the Cisco Unity Administrator (Cisco Unity administration account), skip to Step 9. If an account exists for the Cisco Unity Administrator, click Change, then in the Select User dialog box, double-click the name of the Cisco Unity administration account.



Step 9



Click Next.



Step 10



In the Select Partner Message Store dialog box, click Microsoft Exchange 2007, and click Next.



Step 11



If Cisco Unity is installed in a Unified Messaging configuration, uncheck the Disable Active Directory Accounts that Are Created By Cisco Unity check box, and click Next. Then skip to Step 12. If Cisco Unity is installed in a Voice Messaging configuration, review the onscreen text and check or uncheck the Disable Active Directory Accounts that Are Created By Cisco Unity check box, as applicable, and click Next.



Step 12



In the Select Mailbox Location dialog box, specify the partner Exchange 2007 server and the mailbox store in which to create new mailboxes, and click Next.



Step 13



In the Select Active Directory Containers for New Objects dialog box, specify the domain in which you want Cisco Unity to create users and distribution lists.



Step 14



If custom organizational units were created for users or distribution lists, click the corresponding Change button to specify them, and click Next.



Step 15



On the Run Scripts on the Partner Exchange 2007 Server page, do not click Cancel to exit the Message Store Configuration wizard. You will return to the Cisco Unity server to complete the wizard in Step 19.



Step 16



Copy the file Ex2k7Script_.ps1 from the Windows desktop to one of the following locations: •



A removeable disk.



•



A network location that is accessible either to the partner Exchange server or to another server on which Exchange Management Shell is installed.



Step 17



Log on to a server on which Exchange Management Shell is installed using an account that has the permissions necessary to run a script.



Step 18



Run the script that you copied in Step 16.



Step 19



Return to the Cisco Unity server, and follow the on-screen prompts until message store configuration is complete.



Step 20



Restart the secondary server.



To Configure Failover on the Primary Server (Cisco Unity 5.x with Failover Configured) Step 1



In Windows Explorer, browse to the CommServer directory.



Step 2



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 3



On the Welcome page, click Next.



Step 4



On the Specify Server Role page, click Primary Server, and click Next.



Step 5



On the Enter the Name of Your Server page, click Browse, select the name of the secondary server, and click OK. The IP address for the secondary server is filled in automatically.



Step 6



Click Next.



Step 7



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as.
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The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 8



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 9



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the primary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 10



On the Completing page, click Finish.



To Configure Failover on the Secondary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the Windows taskbar, double-click the system clock. The Date/Time Properties dialog box appears.



Step 2



Set the time to the same hour and minute as shown on the primary server, and click OK.



Step 3



In Windows Explorer, browse to the CommServer directory.



Step 4



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 5



On the Welcome page, click Next.



Step 6



On the Specify Server Role page, click Secondary Server, and click Next.



Step 7



On the Enter the Name of Your Server page, click Browse, select the name of the primary server, and click OK. The IP address for the primary server is filled in automatically.



Step 8



Click Next.



Step 9



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 10



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 11



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the secondary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 12



On the Completing page, click Finish.
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Upgrading Exchange 2000 to Exchange 2003 for Cisco Unity 5.x Without Failover Note



If Cisco Unity failover is configured, see the “Upgrading Exchange 2000 to Exchange 2003 for Cisco Unity 5.x with Failover Configured” section on page 12-22 to upgrade those servers. The upgrade procedures in this section were tested in a configuration that included the following elements:



Caution



•



A domain controller/global catalog server (DC/GC).



•



A Cisco Unity server (member server).



•



An Exchange 2000 Server with Exchange 2000 Service Pack 3 (member server).



•



A separate Exchange 2003 server that was added during the upgrade (member server).



All testing was done with the old partner Exchange server, the new partner Exchange server, and the Cisco Unity server in the same Active Directory domain. Upgrading from one version of Exchange to another when the partner Exchange servers are in separate Active Directory domains has not been tested, and may fail. The following subsections contain the instructions for upgrading a Cisco Unity 5.x system without failover from Exchange 2000 to Exchange 2003: •



Downloading Software (Cisco Unity 5.x Without Failover), page 12-17



•



Upgrading Exchange 2000 to Exchange 2003 (Cisco Unity 5.x Without Failover), page 12-18



•



Reconfiguring Cisco Unity (Version 5.x Without Failover), page 12-19



Note that if you are upgrading the existing partner server to Exchange 2003, Cisco Unity will continue to function after you do the procedures in the “Upgrading Exchange 2000 to Exchange 2003 (Cisco Unity 5.x Without Failover)” subsection, so you do not have to immediately do the procedures in the “Reconfiguring Cisco Unity (Version 5.x Without Failover)” subsection. If you are replacing the existing physical server with a new server running Exchange 2003, do not decommission the existing partner Exchange 2000 server until you have completed all three subsections.



Note



If the Cisco Unity server is running Cisco Unity 4.0(2) or earlier, upgrade to the shipping Cisco Unity 5.x version before you upgrade to Exchange 2003. See Chapter 1, “Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version” in this guide, and use the task list for upgrading Cisco Unity without failover:



Downloading Software (Cisco Unity 5.x Without Failover) This subsection lists the software needed to reconfigure a Cisco Unity system for Exchange 2003. Note the following considerations: •



The downloads may total 200 MB or more. Use a computer with a high-speed Internet connection, and confirm that the computer has sufficient disk space or has access to a network drive with sufficient disk space.
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•



The downloads are all self-extracting executable files. When all downloads are complete, extract the updates, then delete the downloaded .exe files to free disk space.



•



The documentation instructs you when to install the software you download.



Download the following software: •



The latest Exchange 2003 service pack recommended for use with Cisco Unity. Refer to System Requirements for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html. The service pack is available on the Microsoft website.



•



The latest version of the Cisco Unity Directory Walker (DbWalker) utility, available at http://ciscounitytools.com/App_DirectoryWalker4.htm. Db Walker is used to check the consistency of and correct errors in the Cisco Unity database before the upgrade.



•



The latest versions of the Cisco Unity Disaster Recovery tools (DiRT), available at http://ciscounitytools.com/App_DisasterRecoveryTools.htm. DiRT is used to back up Cisco Unity data before the upgrade and to restore Cisco Unity data, if necessary.



•



The latest version of the Cisco Unity Permissions wizard, available at http://ciscounitytools.com/App_PW_421.htm.



Upgrading Exchange 2000 to Exchange 2003 (Cisco Unity 5.x Without Failover) Before you begin the upgrade, note the following considerations: •



If you are upgrading an Exchange 2000 server to Exchange 2003, back up Exchange data before you upgrade.



•



If you are upgrading the current partner Exchange 2000 server to Exchange 2003, Cisco Unity will continue to take messages during the upgrade and will store the messages in the Unity Message Repository (UMR) until Exchange 2003 is running. Subscribers will be able to retrieve voice messages that were left in the UMR after the Exchange upgrade began, but they will not be able to retrieve messages that are already in Exchange mailboxes on the Exchange server being upgraded until Exchange 2003 is running.



•



If you are using the Cisco Unity Voice Connector for Microsoft Exchange and you are decommissioning an Exchange 2000 server on which the Voice Connector is installed, install the Voice Connector on another Exchange server before you decommission the old server. If the Voice Connector is installed on an Exchange 2000 server that you are upgrading to Exchange 2003, you do not need to do anything special. The same Voice Connector is used for both Exchange 2000 and Exchange 2003, and it is not affected by the Exchange upgrade.



For Cisco Unity 4.0(2) and earlier, when the partner Exchange server was running Exchange 2000, Permissions Wizard automatically added the message store services account to the Exchange Domain Servers group. If you are upgrading from Exchange 2000 to Exchange 2003 on a Cisco Unity system that has been upgraded from 4.0(2) or earlier, do the following procedure to remove the Cisco Unity message store services account from the Exchange Domain Servers group, or message delivery will fail. To Remove the Message Store Services Account from the Exchange Domain Servers Group (Selected Configurations Only) Step 1



On the Windows Start menu, click Programs > Microsoft Exchange > Active Directory Users and Computers.



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange)



12-18



OL-13603-01



Chapter 12



Upgrading Exchange on the Cisco Unity 5.x System Upgrading Exchange 2000 to Exchange 2003 for Cisco Unity 5.x Without Failover



Step 2



In the left pane of Active Directory Users and Computers, expand the domain that contains the Cisco Unity server, and click Users.



Step 3



In the right pane, double-click Exchange Domain Servers.



Step 4



In the Exchange Domain Servers Properties dialog box, click the Members tab.



Step 5



In the Members list, click the name of the message store services account, and click Remove.



Step 6



Click Yes to confirm.



Step 7



Click OK to close the Exchange Domain Servers Properties dialog box.



Step 8



Close Active Directory Users and Computers.



To Upgrade from Exchange 2000 to Exchange 2003 (Cisco Unity 5.x Without Failover) Step 1



Follow the Microsoft documentation either to install Exchange 2003 on at least one server or to upgrade an existing server to Exchange 2003. This is the server that you will use as the partner Exchange server. For more information on a partner server, see the “Choosing a Different Partner Exchange Server” section on page 4-1.



Caution



Step 2



Back up the Exchange 2003 server that you will use as the partner Exchange server and all Exchange 2003 servers that will home mailboxes for Cisco Unity subscribers.



Caution



Step 3



Do not decommission the existing partner Exchange server until you complete the procedures in the “Reconfiguring Cisco Unity (Version 5.x Without Failover)” subsection, or Cisco Unity subscribers will not be able to access voice messages stored in Exchange.



Microsoft recommends that you back up Exchange servers before you install the latest recommend Exchange 2003 service pack because some service packs cannot be uninstalled.



Install the latest recommended Exchange 2003 service pack on the Exchange 2003 server that you will use as the partner Exchange server and on all Exchange 2003 servers that will home mailboxes for Cisco Unity subscribers.



Reconfiguring Cisco Unity (Version 5.x Without Failover) This subsection contains five procedures. Do them in the order listed to reconfigure Cisco Unity after you have upgraded from Exchange 2000 to Exchange 2003. If you are reconfiguring multiple Cisco Unity servers without failover, do all of the procedures on each server. To Check the Consistency of the Cisco Unity Database (Cisco Unity 5.x Without Failover) Step 1



On the Cisco Unity server, install the latest version of DbWalker, if it is not already installed.
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Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



To Back Up Cisco Unity Data (Cisco Unity 5.x Without Failover) Step 1



On the Cisco Unity server, install the latest versions of DiRT, if the tools are not already installed.



Step 2



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.



To Upgrade Exchange Software on the Cisco Unity Server (Cisco Unity 5.x Without Failover) Step 1



Exit the Cisco Unity software.



Step 2



Upgrade Exchange 2000 System Management Tools to Exchange 2003 System Management Tools. Refer to Exchange 2003 Help for more information.



Step 3



Install the latest Exchange 2003 service pack recommended for use with Cisco Unity.



In the next procedure, you run the Cisco Unity Permissions wizard. If you do not run the wizard, Cisco Unity will not function properly. To Run the Cisco Unity Permissions Wizard (Cisco Unity 5.x Without Failover) Step 1



On theCisco Unity server, install the latest version of the Cisco Unity Permissions wizard, if it is not already installed.
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Step 2



Log on to the Cisco Unity server by using an account that meets the following criteria: •



Is a member of the Domain Admins group in the domain in which the Cisco Unity server is installed.



•



Is either an Exchange Full Administrator or a member of the Domain Admins group in the domain in which Exchange mailboxes for Cisco Unity subscribers are homed. (If Exchange mailboxes are homed in multiple domains, the account that you log on with must be either an Exchange Full Administrator or a member of the Domain Admins group in a domain that contains all of the domains in which mailboxes are homed.)



Caution



Step 3



If you try to run the Permissions wizard by using an account that has less than the default permissions for a Domain Admin, the wizard may not be able to set all of the permissions required by the installation account and the service accounts. If the Permissions wizard cannot set all of the required permissions, Cisco Unity will not run properly.



Run the Permissions wizard from the directory in which you installed it in Step 1. For more information, refer to Permissions wizard Help.



Caution



If you are installing any new Exchange 2003 servers on which Cisco Unity subscriber mailboxes will be homed, remember to specify the mailstores on the servers when you run the Permissions wizard so that Cisco Unity has the necessary rights to the new servers. Otherwise, Cisco Unity subscribers whose Exchange mailboxes are homed on the servers will not be able to send or receive voice messages.



Step 4



Restart the Cisco Unity server.



Step 5



If you are upgrading the existing partner server and will continue to use the server as the partner server, you are finished with the upgrade. Do not do the last procedure. If you are specifying a different partner server, do the following procedure, “To Configure Cisco Unity for Exchange 2003 (Cisco Unity 5.x Without Failover).”



To Configure Cisco Unity for Exchange 2003 (Cisco Unity 5.x Without Failover) Step 1



Confirm that Exchange is running on the partner Exchange server that you chose in Step 1 of the “To Upgrade from Exchange 2000 to Exchange 2003 (Cisco Unity 5.x Without Failover)” procedure on page 12-19. If Exchange is not running, configuring Cisco Unity for Exchange will fail.



Step 2



On the Cisco Unity server, log on to Windows by using the Cisco Unity installation account.



Step 3



Exit the Cisco Unity software.



Step 4



On the Windows Start menu, click Settings > Control Panel > Add/Remove Programs.



Step 5



In the list of currently installed programs, click Cisco Unity Message Store Configuration Wizard, and click Change/Remove.



Step 6



On the Cisco Unity Message Store Configuration Wizard Welcome screen, click Next.



Step 7



Enter the password for the installation account, and click Next.



Step 8



If an account does not exist for the Cisco Unity Administrator (Cisco Unity administration account), skip to Step 9.
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If an account exists for the Cisco Unity Administrator, click Change, then in the Select User dialog box, double-click the name of the Cisco Unity administration account. Step 9



Click Next.



Step 10



In the Select Partner Message Store dialog box, click Microsoft Exchange 2003, and click Next.



Step 11



In the Select Mailbox Location dialog box, specify the partner Exchange 2003 server and the mailbox store in which to create new mailboxes.



Step 12



Click Next.



Step 13



In the Select Active Directory Containers for New Objects dialog box, specify the domain in which you want Cisco Unity to create users and distribution lists.



Step 14



If custom organizational units were created for users or distribution lists, click the corresponding Change button to specify them.



Step 15



Click Next.



Step 16



Follow the on-screen prompts until message store configuration is complete.



Upgrading Exchange 2000 to Exchange 2003 for Cisco Unity 5.x with Failover Configured Note



If there are one or more non-failover Cisco Unity servers in the forest, see the “Upgrading Exchange 2000 to Exchange 2003 for Cisco Unity 5.x Without Failover” section on page 12-17 to upgrade those servers. The upgrade procedures in this section were tested in a configuration that included the following elements:



Caution



•



A domain controller/global catalog server (DC/GC).



•



A Cisco Unity primary server (member server).



•



A Cisco Unity secondary server (member server).



•



An Exchange 2000 Server with Exchange 2000 Service Pack 3 (member server).



•



A separate Exchange 2003 server that was added during the upgrade (member server).



All testing was done with the old partner Exchange server, the new partner Exchange server, and the Cisco Unity server in the same Active Directory domain. Upgrading from one version of Exchange to another when the partner Exchange servers are in separate Active Directory domains has not been tested, and may fail. The following subsections contain the instructions for upgrading a Cisco Unity 5.x system configured for failover from Exchange 2000 to Exchange 2003: •



Downloading Software (Cisco Unity 5.x with Failover Configured), page 12-23
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•



Upgrading Exchange 2000 to Exchange 2003 (Cisco Unity 5.x with Failover Configured), page 12-23



•



Reconfiguring Cisco Unity (Version 5.x with Failover Configured), page 12-25



Note that if you are upgrading the existing partner server to Exchange 2003, Cisco Unity will continue to function after you do the procedures in the “Upgrading Exchange 2000 to Exchange 2003 (Cisco Unity 5.x with Failover Configured)” subsection, so you do not have to immediately do the procedures in the “Reconfiguring Cisco Unity (Version 5.x with Failover Configured)” subsection. If you are replacing the existing physical server with a new server running Exchange 2003, do not decommission the existing partner Exchange 2000 server until you have completed all three subsections.



Note



If the Cisco Unity failover servers are running Cisco Unity 4.0(2) or earlier, upgrade to Cisco Unity 5.x before you upgrade to Exchange 2003. See Chapter 1, “Upgrading Cisco Unity 4.x Software to the Shipping 5.x Version” in this guide, and use the task list for upgrading Cisco Unity without failover.



Downloading Software (Cisco Unity 5.x with Failover Configured) This section lists the software needed to reconfigure a Cisco Unity system for Exchange 2003. Note the following considerations: •



The downloads may total 200 MB or more. Use a computer with a high-speed Internet connection, and confirm that the computer has sufficient disk space or has access to a network drive with sufficient disk space.



•



The downloads are all self-extracting executable files. When all downloads are complete, extract the updates, then delete the downloaded .exe files to free disk space.



•



The documentation instructs you when to install the software you download.



Download the following software: •



The latest Exchange 2003 service pack recommended for use with Cisco Unity. Refer to System Requirements for Cisco Unity at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html. The service pack is available on the Microsoft website.



•



The latest version of the Cisco Unity Directory Walker (Db Walker) utility, available at http://ciscounitytools.com/App_DirectoryWalker4.htm. Db Walker is used to check the consistency of and correct errors in the Cisco Unity database before the upgrade.



•



The latest version of the Cisco Unity Disaster Recovery Tools (DiRT), at http://ciscounitytools.com/App_DisasterRecoveryTools.htm. DiRT is used to back up the Cisco Unity server before the upgrade.



•



The latest version of the Cisco Unity Permissions wizard, available at http://ciscounitytools.com/App_PW_421.htm.



Upgrading Exchange 2000 to Exchange 2003 (Cisco Unity 5.x with Failover Configured) Before you begin the upgrade, note the following considerations: •



If you are upgrading an Exchange 2000 server to Exchange 2003, back up Exchange data before you upgrade.
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•



If you are upgrading the current partner Exchange 2000 server to Exchange 2003, Cisco Unity will continue to take messages during the upgrade and will store those messages in the Unity Message Repository (UMR) until Exchange 2003 is running. Subscribers will be able to retrieve voice messages that were left in the UMR after the Exchange upgrade began, but they will not be able to retrieve messages that are already in Exchange mailboxes on the Exchange server being upgraded until Exchange 2003 is running.



•



If you are using the Cisco Unity Voice Connector for Microsoft Exchange and you are decommissioning an Exchange 2000 server on which the Voice Connector is installed, install the Voice Connector on another Exchange server before you decommission the old server. If the Voice Connector is installed on an Exchange 2000 server that you are upgrading to Exchange 2003, you do not need to do anything special. The same Voice Connector is used for both Exchange 2000 and Exchange 2003, and it is not affected by the Exchange upgrade.



For Cisco Unity 4.0(2) and earlier, when the partner Exchange server was running Exchange 2000, Permissions Wizard automatically added the message store services account to the Exchange Domain Servers group. If you are upgrading from Exchange 2000 to Exchange 2003 on a Cisco Unity system that has been upgraded from 4.0(2) or earlier, do the following procedure to remove the Cisco Unity message store services account from the Exchange Domain Servers group, or message delivery will fail. To Remove the Message Store Services Account from the Exchange Domain Servers Group (Selected Configurations Only) Step 1



On the Windows Start menu, click Programs > Microsoft Exchange > Active Directory Users and Computers.



Step 2



In the left pane of Active Directory Users and Computers, expand the domain that contains the Cisco Unity server, and click Users.



Step 3



In the right pane, double-click Exchange Domain Servers.



Step 4



In the Exchange Domain Servers Properties dialog box, click the Members tab.



Step 5



In the Members list, click the name of the message store services account, and click Remove.



Step 6



Click Yes to confirm.



Step 7



Click OK to close the Exchange Domain Servers Properties dialog box.



Step 8



Close Active Directory Users and Computers.



To Upgrade from Exchange 2000 to Exchange 2003 (Cisco Unity 5.x with Failover Configured) Step 1



Follow the Microsoft documentation either to install Exchange 2003 on at least one server or to upgrade an existing server to Exchange 2003. This is the server that you will use as the partner Exchange server. For more information on a partner server, see the “Choosing a Different Partner Exchange Server” section on page 4-1.



Caution



Do not decommission the existing partner Exchange server until you complete the procedures in the “Reconfiguring Cisco Unity (Version 5.x with Failover Configured)” section on page 12-25, or Cisco Unity subscribers will not be able to access voice messages stored in Exchange.
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Step 2



Back up the Exchange 2003 server that you will use as the partner Exchange server and all Exchange 2003 servers that will home mailboxes for Cisco Unity subscribers.



Caution



Step 3



Microsoft recommends that you back up Exchange servers before you install the Exchange 2003 service pack because some service packs cannot be uninstalled.



Install the latest Exchange 2003 service pack recommended for use with Cisco Unity on the Exchange 2003 server that you will use as the partner Exchange server and on all Exchange 2003 servers that will home mailboxes for Cisco Unity subscribers.



Reconfiguring Cisco Unity (Version 5.x with Failover Configured) Revised May 1, 2008



This subsection contains 11 procedures. Do them in the order listed to reconfigure Cisco Unity after you have upgraded from Exchange 2000 to Exchange 2003. To Check the Consistency of the Cisco Unity Database on the Primary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the primary server, install the latest version of DbWalker, if it is not already installed.



Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



To Back Up Cisco Unity Data on the Secondary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the secondary server, install the latest versions of DiRT, if the tools are not already installed.



Step 2



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.



Caution



Do not back up the primary server unless the secondary server is unavailable. If you restore from a backup of the primary server, you must also perform an additional procedure for Cisco Unity failover to function correctly. For more information, see “Working With Systems Configured For Failover” in DiRT Help.
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To Disable Automatic Failover, and Stop File and SQL Replication (Cisco Unity 5.x with Failover Configured) Step 1



If the primary server is active, skip to Step 5. If the primary server is not active, on the Windows Start menu on the secondary server, click Programs > Cisco Unity >Failover Monitor.



Step 2



Click Failback.



Step 3



Click OK to confirm that you want to fail back to the primary server.



Step 4



Close the Failover Monitor.



Step 5



On the primary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 6



Click Advanced.



Step 7



Check the Disable Automatic Failover and Failback check box.



Step 8



(If the applicable ES is installed on the Cisco Unity servers) Confirm that the Enable File Replication check box is unchecked.



Note



The Enable File Replication check box does not appear if the applicable ES is not installed.



Step 9



Click OK, and close the Failover Monitor.



Step 10



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 11



In the right pane, double-click AvCsNodeMgr.



Step 12



On the General tab, click Stop.



Step 13



In the Startup Type list, click Disabled.



Step 14



Click OK.



Step 15



Close the Services window.



Caution



Because the Node Manager service is disabled, file replication stops. Replication is re-enabled when normal failover operation resumes.



Step 16



On the secondary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 17



In the right pane, double-click AvCsNodeMgr.



Step 18



On the General tab, click Stop.



Step 19



In the Startup Type list, click Disabled.



Step 20



Click OK.



Step 21



Close the Services window.



Step 22



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager.



Step 23



In the left pane of the Console Root window, browse to the Replication node for the primary server. Typically, the node is three levels under the Microsoft SQL Servers node.



Step 24



Right-click the Replication node, and click Disable Publishing. The Disable Publishing and Distribution wizard appears.



Step 25



On the Welcome page, click Next.
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Step 26



On the Disable Publishing page, click Yes, then click Next.



Step 27



On the Confirm Dropping of Publications page, click Next.



Step 28



On the Completing page, click Finish.



Step 29



When the process is completed, click OK.



Step 30



Close the Console Root window.



Step 31



Exit Enterprise Manager.



To Upgrade Exchange Software on the Primary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the primary server, exit the Cisco Unity software.



Step 2



Upgrade Exchange 2000 System Management Tools to Exchange 2003 System Management Tools. Refer to Exchange 2003 Help for more information.



Step 3



Install the latest Exchange 2003 service pack recommended for use with Cisco Unity.



To Run the Cisco Unity Permissions Wizard on the Primary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the primary server, install the latest version of the Cisco Unity Permissions wizard, if it is not already installed.



Step 2



Log on to the primary server by using an account that meets the following criteria: •



Is a member of the Domain Admins group in the domain in which the Cisco Unity server is installed.



•



Is either an Exchange Full Administrator or a member of the Domain Admins group in the domain in which Exchange mailboxes for Cisco Unity subscribers are homed. (If Exchange mailboxes are homed in multiple domains, the account that you log on with must be either an Exchange Full Administrator or a member of the Domain Admins group in a domain that contains all of the domains in which mailboxes are homed.)



Caution



Step 3



Run the Permissions wizard from the directory in which you installed it in Step 1. For more information, refer to Permissions wizard Help.



Caution



Step 4



If you try to run the Permissions wizard by using an account that has less than the default permissions for a Domain Admin, the wizard may not be able to set all of the permissions required by the installation account and the services accounts. If the Permissions wizard cannot set all of the required permissions, Cisco Unity will not run properly.



If you are installing any new Exchange 2003 servers on which Cisco Unity subscriber mailboxes will be homed, remember to specify the mailstores on the servers when you run Permissions wizard so that Cisco Unity has the necessary rights to the new servers. Otherwise, Cisco Unity subscribers whose Exchange mailboxes are homed on the servers will not be able to send or receive voice messages.



Restart the primary server.
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Step 5



Repeat Step 1 through Step 4 on the secondary server.



Caution



Step 6



If you do not run the wizard on both the primary and secondary servers, Cisco Unity will not function properly.



If you are upgrading the existing partner server and will continue to use that server as the partner server, skip to the “To Upgrade Exchange Software on the Secondary Server (Cisco Unity 5.x with Failover Configured)” procedure on page 12-29. If you want to specify a different partner server, do the following procedure, “To Configure the Primary Server for Exchange 2003 (Cisco Unity 5.x with Failover Configured).”



To Configure the Primary Server for Exchange 2003 (Cisco Unity 5.x with Failover Configured) Step 1



Confirm that Exchange is running on the partner Exchange server that you chose in Step 1 of the “To Upgrade from Exchange 2000 to Exchange 2003 (Cisco Unity 5.x with Failover Configured)” section on page 12-24. If Exchange is not running, configuring Cisco Unity for Exchange will fail.



Step 2



On the primary server, log on to Windows by using the Cisco Unity installation account.



Step 3



Exit the Cisco Unity software.



Step 4



On the Windows Start menu, click Settings > Control Panel > Add/Remove Programs.



Step 5



In the list of currently installed programs, click Cisco Unity Message Store Configuration Wizard, and click Change/Remove.



Step 6



On the Cisco Unity Message Store Configuration Wizard Welcome screen, click Next.



Step 7



Enter the password for the installation account, and click Next.



Step 8



If an account does not exist for the Cisco Unity Administrator (Cisco Unity administration account), skip to Step 9. If an account exists for the Cisco Unity Administrator, click Change, then in the Select User dialog box, double-click the name of the Cisco Unity administration account.



Step 9



Click Next.



Step 10



In the Select Partner Message Store dialog box, click Microsoft Exchange 2003, and click Next.



Step 11



In the Select Mailbox Location dialog box, specify the partner Exchange 2003 server and the mailbox store in which to create new mailboxes.



Step 12



Click Next.



Step 13



In the Select Active Directory Containers for New Objects dialog box, specify the domain in which you want Cisco Unity to create users and distribution lists.



Step 14



If custom organizational units were created for users or distribution lists, click the corresponding Change button to specify them.



Step 15



Click Next.



Step 16



Follow the on-screen prompts until message store configuration is complete.



Step 17



Restart the primary server.
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To Upgrade Exchange Software on the Secondary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the secondary server, exit the Cisco Unity software.



Step 2



Upgrade Exchange 2000 System Management Tools to Exchange 2003 System Management Tools. Refer to the Exchange 2003 Help for more information.



Step 3



Install the latest Exchange 2003 service pack recommended for use with Cisco Unity.



Step 4



If you are upgrading the existing partner server and will continue to use that server as the partner server, restart the secondary server, then skip to the “To Configure Failover on the Primary Server (Cisco Unity 5.x with Failover Configured)” procedure on page 12-30. If you want to specify a different partner server, do the following procedure, “To Configure the Secondary Server for Exchange 2003 (Cisco Unity 5.x with Failover Configured).”



To Configure the Secondary Server for Exchange 2003 (Cisco Unity 5.x with Failover Configured) Step 1



Confirm that Exchange is running on the partner Exchange server that you chose in Step 1 of the “To Upgrade from Exchange 2000 to Exchange 2003 (Cisco Unity 5.x with Failover Configured)” section on page 12-24. If Exchange is not running, configuring Cisco Unity for Exchange will fail.



Step 2



On the secondary server, log on to Windows by using the Cisco Unity installation account.



Step 3



Exit the Cisco Unity software.



Step 4



On the Windows Start menu, click Settings > Control Panel > Add/Remove Programs.



Step 5



In the list of currently installed programs, click Cisco Unity Message Store Configuration Wizard, and click Change/Remove.



Step 6



On the Cisco Unity Message Store Configuration Wizard Welcome screen, click Next.



Step 7



Enter the password for the installation account, and click Next.



Step 8



If an account does not exist for the Cisco Unity Administrator (Cisco Unity administration account), skip to Step 9. If an account exists for the Cisco Unity Administrator, click Change, then in the Select User dialog box, double-click the name of the Cisco Unity administration account.



Step 9



Click Next.



Step 10



In the Select Partner Message Store dialog box, click Microsoft Exchange 2003, and click Next.



Step 11



In the Select Mailbox Location dialog box, choose the partner Exchange 2003 server and the mailbox store in which to create new mailboxes.



Step 12



Click Next.



Step 13



In the Select Active Directory Containers for New Objects dialog box, specify the domain in which you want Cisco Unity to create users and distribution lists.



Step 14



If custom organizational units were created for users or distribution lists, click the corresponding Change button to specify them.



Step 15



Click Next.



Step 16



Follow the on-screen prompts until message store configuration is complete.
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Step 17



Restart the secondary server.



To Configure Failover on the Primary Server (Cisco Unity 5.x with Failover Configured) Step 1



In Windows Explorer, browse to the CommServer directory.



Step 2



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 3



On the Welcome page, click Next.



Step 4



On the Specify Server Role page, click Primary Server, and click Next.



Step 5



On the Enter the Name of Your Server page, click Browse, select the name of the secondary server, and click OK. The IP address for the secondary server is filled in automatically.



Step 6



Click Next.



Step 7



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 8



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 9



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the primary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 10



On the Completing page, click Finish.



To Configure Failover on the Secondary Server (Cisco Unity 5.x with Failover Configured) Step 1



On the Windows taskbar, double-click the system clock. The Date/Time Properties dialog box appears.



Step 2



Set the time to the same hour and minute as shown on the primary server, and click OK.



Step 3



In Windows Explorer, browse to the CommServer directory.



Step 4



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 5



On the Welcome page, click Next.



Step 6



On the Specify Server Role page, click Secondary Server, and click Next.



Step 7



On the Enter the Name of Your Server page, click Browse, select the name of the primary server, and click OK. The IP address for the primary server is filled in automatically.



Step 8



Click Next.



Step 9



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as.
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The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 10



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 11



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the secondary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 12



On the Completing page, click Finish.



Upgrading Exchange 5.5 to Exchange 2003 or 2000 Beginning with Cisco Unity 4.2, installations and upgrades failed when Exchange 5.5 was the message store. If you are using Exchange 5.5 as the Cisco Unity message store, you must upgrade to Exchange 2003 or Exchange 2000 before you can upgrade to version Cisco Unity 5.x. For more information, refer to the “Upgrading Exchange on the Cisco Unity System” chapter in the Reconfiguration and Upgrade Guide for Cisco Unity that applies to 4.x versions of Cisco Unity. The guide is available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.
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Separating Cisco Unity 5.x and Exchange This chapter contains the following sections: •



Moving Cisco Unity 5.x onto a Separate Server, page 13-1



•



Converting from Two-Server to Three-Server Failover, page 13-2



Moving Cisco Unity 5.x onto a Separate Server For a Cisco Unity 5.x system that has Exchange on the Cisco Unity server, this section explains how to get Cisco Unity and Exchange onto separate servers by removing Cisco Unity from the current server and installing it on a separate server. Some customers have successfully removed Exchange from the current server instead of removing Cisco Unity. However, removing Cisco Unity from the server has, on average, been more successful. For information on adding Cisco Unity failover after you have separated Cisco Unity and Exchange, see the “Adding Failover to the Cisco Unity System When Exchange Is Already on a Separate Server” section on page 2-51. To Move Cisco Unity 5.x onto a Separate Server Step 1



Confirm that you have discs for the currently installed version of Cisco Unity.



Caution



Step 2



Step 3



This procedure requires that you back up Cisco Unity data, uninstall and reinstall Cisco Unity, and restore Cisco Unity data. You must restore data to the exact version of Cisco Unity that you backed up.



Download and install the latest versions of the following three applications from http://ciscounitytools.com: •



Cisco Unity Directory Walker (DbWalker) utility. DbWalker is used to check the consistency of and correct errors in the Cisco Unity database.



•



Cisco Unity Disaster Recovery tools (DiRT). DiRT is used to back up and restore Cisco Unity data.



•



Uninstall Cisco Unity utility.



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)
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Step 4



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.



Step 5



Uninstall Cisco Unity by using the Uninstall utility. This is necessary to remove Cisco Unity data from Active Directory. Refer to Uninstall Cisco Unity Help for detailed instructions.



Step 6



Set up a new Cisco Unity server and install all software by following the instructions in the applicable Cisco Unity installation guide for your configuration at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



Caution



Step 7



Restore Cisco Unity data by using the Disaster Recovery Restore tool and the backup that you made earlier. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryRestore.exe.)



Caution



Step 8



Reinstall the exact version of Cisco Unity that was installed when you backed up Cisco Unity data earlier in the procedure. DiRT can restore data only to the exact version of Cisco Unity that you backed up.



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully.



Reapply any non-Cisco Unity custom registry settings. (DiRT backs up and restores Cisco Unity registry settings.)



Converting from Two-Server to Three-Server Failover Revised May 1, 2008



For a Cisco Unity 5.x failover system that has Exchange on the Cisco Unity secondary server, this section explains how to get Cisco Unity and Exchange onto separate servers by removing Cisco Unity from the current server and installing it on a separate server. Some customers have successfully removed Exchange from the current server instead of removing Cisco Unity. However, removing Cisco Unity from the server has, on average, been more successful. For information on reconfiguring Cisco Unity failover after you have separated Cisco Unity and Exchange, see the “Adding Failover to the Cisco Unity System When Exchange Is Already on a Separate Server” section on page 2-51. The following items are required to remove Cisco Unity from the secondary server and install it on a separate server: •



The latest version of the following applications from the CiscoUnityTools.com website, http://ciscounitytools.com/App_DirectoryWalker4.htm: – Cisco Unity Directory Walker (DbWalker) utility.
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– Cisco Unity Disaster Recovery tools (DiRT). DiRT is used to back up and restore Cisco Unity



data. – Uninstall Cisco Unity utility. •



Software for reinstalling all software on the new secondary server.



Caution



•



You must install on the new secondary server the same version of Cisco Unity that is installed on the primary server.



The applicable Cisco Unity installation guide for your configuration, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



To Remove Any SQL Errors and Stop SQL Replication on the Primary Server Step 1



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager.



Step 2



In the left pane of the Console Root window, browse to the Replication node for the primary server. Typically, the node is three levels under the Microsoft SQL Servers node.



Step 3



Right-click the Replication node, and click Configure Publishing, Subscribers, and Distribution. The Configure Publishing and Distribution wizard appears.



Step 4



On the Welcome page, click Next.



Step 5



On the Select Distributor page, click Next.



Step 6



On the Specify Snapshot Folder page, click Next.



Step 7



In the SQL Server Enterprise Manager dialog box, click Yes.



Step 8



On the Customize the Configuration page, click Next.



Step 9



On the Completing page, click Finish.



Step 10



In the SQL Server Enterprise Manager dialog box, click OK.



Step 11



In the SQL Server Enterprise Manager dialog box, click Close.



Step 12



In the left pane of the Console Root window, right-click the Replication node, and click Disable Publishing. The Disable Publishing and Distribution wizard appears.



Step 13



On the Welcome page, click Next.



Step 14



On the Disable Publishing page, click Yes, then click Next.



Step 15



On the Confirm Dropping of Publications page, click Next.



Step 16



On the Completing page, click Finish.



Step 17



When the process is completed, click OK.



Step 18



Close the Console Root window.



Step 19



Exit Enterprise Manager.



To Check the Consistency of the Cisco Unity Database and Back Up Data on the Secondary Server Step 1



On the secondary server, install the latest version of DbWalker and DiRT, if they are not already installed.
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Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



Step 3



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.



Caution



Do not back up the primary server unless the secondary server is unavailable. If you restore from a backup of the primary server, you must also perform an additional procedure for Cisco Unity failover to function correctly. For more information, see “Working With Systems Configured For Failover” in DiRT Help.



To Uninstall Cisco Unity on the Secondary Server Step 1



On the secondary server, log on to Windows as a Cisco Unity administrator.



Step 2



Right-click the Cisco Unity icon in the status area of the taskbar. (If the Cisco Unity icon is not in the taskbar, browse to the CommServer directory and double-click AvCsTrayStatus.exe.)



Step 3



Click Stop Cisco Unity.



Step 4



Click OK to confirm that you want to stop the Cisco Unity software. Cisco Unity stops running when all calls are finished, and an “X” appears in the Cisco Unity icon.



Step 5



Right-click the SQL Server icon in the status area of the taskbar.



Step 6



Click MSSQLServer - Stop.



Step 7



On the secondary server, install the latest version of the Uninstall Cisco Unity utility, if it is not already installed.



Step 8



Uninstall Cisco Unity on the secondary server by using the Uninstall utility. Refer to Uninstall Cisco Unity Help for detailed instructions.



Caution



Do not choose the option to remove Cisco Unity data from Active Directory.



To Install Cisco Unity 5.x on the New Secondary Server Step 1



Follow the instructions in the applicable Cisco Unity installation guide for your configuration to install the new secondary server. Refer to Part 2 in the “Overview of Mandatory Tasks for Installing Cisco Unity” chapter.
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Caution



Step 2



Install the same version of Cisco Unity that is installed on the primary server, or failover may not function properly.



Reapply any non-Cisco Unity custom registry settings.



To Configure Failover on the Primary Server Step 1



In Windows Explorer, browse to the CommServer directory.



Step 2



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 3



On the Welcome page, click Next.



Step 4



On the Specify Server Role page, click Primary Server, and click Next.



Step 5



On the Enter the Name of Your Server page, click Browse, select the name of the secondary server, and click OK. The IP address for the secondary server is filled in automatically.



Step 6



Click Next.



Step 7



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 8



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 9



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the primary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 10



On the Completing page, click Finish.



To Configure Failover on the Secondary Server Step 1



On the Windows taskbar, double-click the system clock. The Date/Time Properties dialog box appears.



Step 2



Set the time to the same hour and minute as shown on the primary server, and click OK.



Step 3



In Windows Explorer, browse to the CommServer directory.



Step 4



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 5



On the Welcome page, click Next.



Step 6



On the Specify Server Role page, click Secondary Server, and click Next.



Step 7



On the Enter the Name of Your Server page, click Browse, select the name of the primary server, and click OK. The IP address for the primary server is filled in automatically.
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Step 8



Click Next.



Step 9



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 10



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 11



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the secondary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 12



On the Completing page, click Finish.
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Replacing or Converting a Cisco Unity 5.x Server, or Upgrading to Windows 2003 This chapter contains the following sections: •



Replacing a Cisco Unity 5.x Server Without Failover, or Upgrading to Windows 2003, page 14-1



•



Replacing Only the Primary 5.x Server, or Upgrading to Windows 2003, page 14-4



•



Replacing Only the Secondary 5.x Server, or Upgrading to Windows 2003, page 14-9



•



Replacing Both 5.x Failover Servers, or Upgrading to Windows 2003, page 14-12



•



About Uninstalling Failover on Cisco Unity 5.x Servers, page 14-17



•



Converting a Secondary Server to a 60-Day Cisco Unity 5.x Server Without a Primary Server, page 14-18



•



Converting a Secondary Server to a Permanent Regular Cisco Unity 5.x Server Without Failover, page 14-19



•



Converting a Primary Server to a Permanent Regular Cisco Unity 5.x Server Without Failover, page 14-25



Replacing a Cisco Unity 5.x Server Without Failover, or Upgrading to Windows 2003 The procedure in this section requires that you use the Cisco Unity Disaster Recovery tools (DiRT).



Caution



Upgrading from Windows 2000 Server to Windows Server 2003 on an existing Cisco Unity server is supported only when you follow the procedures in this section. If you use Microsoft processes for upgrading Windows without reinstalling all software, default Windows Server 2003 configuration settings are different than settings for a fresh Windows Server 2003 installation, and Cisco Unity will not function properly.



Caution



You must install the exact version of Cisco Unity on the replacement server as the version that you back up on the existing server. The Disaster Recovery Restore tool can restore data only to the exact version of Cisco Unity that was backed up.
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Caution



Do the procedure only if the Cisco Unity server is the only server in the domain or if it is a member server. If the Cisco Unity server is the domain controller and it is not the only server in the domain, refer to Microsoft documentation for information on installing Active Directory on another server in the domain, transferring roles from the Cisco Unity server to the new domain controller, and other applicable tasks before you replace the Cisco Unity server. To Replace a Cisco Unity Server Without Failover, or Upgrade to Windows 2003



Step 1



Confirm that you have all of the disks necessary to reinstall the version of Cisco Unity currently installed on the Cisco Unity server. When you use DiRT to back up and restore Cisco Unity data, you must restore to the same version of Cisco Unity that you backed up.



Step 2



If you are replacing the server, get updated license files that reference the MAC address of the NIC in the new server. (Cisco Unity 5.x licenses are associated with the MAC address on the network interface card (NIC).) For information on getting updated license files, refer to the white paper Licensing for Cisco Unity (All Versions) at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.



Step 3



Download the latest versions of the following applications: •



The Cisco Unity Directory Walker (DbWalker) utility at http://ciscounitytools.com/App_DirectoryWalker4.htm.



•



The Cisco Unity Disaster Recovery Backup tool and Disaster Recovery Restore tool, available at http://ciscounitytools.com/App_DisasterRecoveryTools.htm.



Step 4



On the Cisco Unity server, install the versions of DbWalker and the Disaster Recovery Backup tool that you downloaded in Step 3.



Step 5



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



Step 6



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Step 7



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.



If subscriber messages are stored on the existing server and you chose not to back them up by using the Disaster Recovery Backup tool, back them up by using Backup Exec or another Exchange-aware backup utility. For more information, refer to the manufacturer documentation. We recommend that you use an Exchange-aware backup utility. The Disaster Recovery Backup tool backs up messages using the Microsoft Exchange ExMerge utility, and ExMerge does not retain single-instance messaging. (In single-instance messaging, when you send a message to a distribution list, only one copy appears in the Exchange database.) When you back up using ExMerge, for every message sent to a distribution list, ExMerge saves one copy of that message for every recipient. This may increase the size of the messages database so much that you cannot restore the entire database to the Cisco Unity server.



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange)



14-2



OL-13603-01



Chapter 14



Replacing or Converting a Cisco Unity 5.x Server, or Upgrading to Windows 2003 Replacing a Cisco Unity 5.x Server Without Failover, or Upgrading to Windows 2003



Step 8



If you are replacing the server, if the existing Cisco Unity server is integrated with a circuit-switched phone system through voice cards, and if you want to move the voice cards to the replacement server, shut down the existing server. If the replacement server will be integrated with Cisco Unified CM or with a circuit-switched phone system through PIMG/TIMG units, or if you are installing new voice cards, the existing Cisco Unity server can continue taking calls until Step 11.



Step 9



If you are replacing the server, remove voice cards from the existing server, if applicable.



Step 10



If you are replacing the server, install hardware, if applicable, and software on the replacement server by following the instructions in the applicable Cisco Unity installation guide for your configuration at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html. If you are upgrading Windows, reinstall all software on the server by following the instructions in the applicable Cisco Unity installation guide for your configuration at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



Caution



You must install the same version of Cisco Unity that was installed when you backed up Cisco Unity data earlier in this procedure. Otherwise, the Disaster Recovery Restore tool cannot restore the data that you backed up.



Note the following: •



When you configure Windows, if there is more than one Cisco Unity server in the Active Directory forest, give each Cisco Unity server a name that is unique in the first 14 characters, or Cisco Unity will have problems communicating with the Active Directory accounts created by Cisco Unity. For example, the following names would cause communication problems: CiscoUnitySrvr1 and CiscoUnitySrvr2.



•



If you are not replacing the phone system, you can skip the task on setting up or programming the phone system.



Step 11



If you are replacing the server, disconnect the old Cisco Unity server from the network, and connect the replacement server to the network.



Step 12



Install the version of the Disaster Recovery Restore tool that you downloaded in Step 3.



Step 13



Restore Cisco Unity data by using the Disaster Recovery Restore tool and the backup that you made earlier. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryRestore.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully.



Step 14



Reapply any non-Cisco Unity custom registry settings. (DiRT backs up and restores Cisco Unity registry settings.)



Step 15



If you backed up subscriber messages by using a backup utility other than the Disaster Recovery Backup tool, restore the messages.
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Replacing Only the Primary 5.x Server, or Upgrading to Windows 2003 Revised November 14, 2008



This section describes how to replace the primary Cisco Unity server or upgrade from Windows 2000 to Windows 2003 on that server. The replacement or upgraded primary server keeps the same IP address and server name as the original server. Use this procedure to replace the primary 5.x server both when Exchange is installed on a separate server and when Exchange is installed on the secondary server.



Caution



Upgrading from Windows 2000 Server to Windows Server 2003 on an existing Cisco Unity primary server is supported only when you follow the procedures in this section. If you use Microsoft processes for upgrading Windows without reinstalling all software, default Windows Server 2003 configuration settings are different than settings for a fresh Windows Server 2003 installation, and Cisco Unity will not function properly.



Caution



Changes made to the Cisco Unity system (for example, recording new greetings or making subscriber changes) while the secondary server is active and the primary server is off line are not replicated to the primary server.



Caution



An interruption of the voice messaging service occurs in the final procedure. During this time, callers and subscribers will not be able to record or listen to voice messages. The following items are required to replace the primary server: •



The latest versions of the following applications: – The Cisco Unity Directory Walker (DbWalker) utility, available at



http://ciscounitytools.com/App_DirectoryWalker4.htm. – The Cisco Unity Disaster Recovery tools (DiRT), available at



http://ciscounitytools.com/App_DisasterRecoveryTools.htm. •



Software for reinstalling the primary server (must be the same versions installed on the secondary server).



•



The applicable Cisco Unity installation guide for your configuration, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



•



If you are replacing the server, updated license files that reference the MAC address of the network interface card (NIC) in the replacement server. Licenses are associated with the MAC address on the NIC. For information on getting updated license files, refer to the white paper Licensing for Cisco Unity (All Versions) at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.



Do the following 10 procedures in the order listed. Do the applicable procedure for your version.
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To Manually Initiate Failover to the Secondary Server and Disable Automatic Failback Step 1



If the primary server is not active, skip to Step 4. If the primary server is active, on the primary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 2



Click Failover.



Step 3



Click OK to confirm that you want to fail over to the secondary server. The primary server becomes inactive, and the secondary server becomes active.



Step 4



On the secondary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 5



Click Configure.



Step 6



In the Failback Type field of the Failover Configuration dialog box, click Manual.



Step 7



Click OK to close the Failover Configuration dialog box.



To Stop File Replication on the Secondary and Primary Servers Step 1



On the secondary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



In the right pane, double-click AvCsNodeMgr.



Step 3



On the General tab, click Stop.



Step 4



In the Startup Type list, click Disabled.



Step 5



Click OK.



Step 6



Close the Services window.



Caution



Because the Node Manager service is disabled, file replication stops. Replication is re-enabled when normal failover operation resumes.



Step 7



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 8



In the right pane, double-click AvCsNodeMgr.



Step 9



On the General tab, click Stop.



Step 10



In the Startup Type list, click Disabled.



Step 11



Click OK.



Step 12



Close the Services window.



To Stop SQL Replication on the Primary Server Step 1



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager.
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Step 2



In the left pane of the Console Root window, browse to the Replication node for the primary server. Typically, the node is three levels under the Microsoft SQL Servers node.



Step 3



Right-click the Replication node, and click Disable Publishing. The Disable Publishing and Distribution wizard appears.



Step 4



On the Welcome page, click Next.



Step 5



On the Disable Publishing page, click Yes, then click Next.



Step 6



On the Confirm Dropping of Publications page, click Next.



Step 7



On the Completing page, click Finish.



Step 8



When the process is completed, click OK.



Step 9



Close the Console Root window.



Step 10



Exit Enterprise Manager.



To Check the Consistency of the Cisco Unity Database on the Secondary Server Step 1



On the secondary server, install the latest version of DbWalker, if it is not already installed.



Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



To Back Up Cisco Unity Data on the Secondary Server to a Network Storage Location Step 1



On the secondary server, install the latest versions of DiRT, if the tools are not already installed.



Step 2



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Step 3



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.



Caution



Do not back up the primary server unless the secondary server is unavailable. If you restore from a backup of the primary server, you must also perform an additional procedure for Cisco Unity failover to function correctly. For more information, see “Working With Systems Configured For Failover” in DiRT Help.



Save the data to a network storage location.
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To Remove the Primary Server from the Environment Step 1



On the primary server, log on to Windows as a Cisco Unity administrator.



Step 2



Right-click the Cisco Unity icon in the status area of the taskbar. (If the Cisco Unity icon is not in the taskbar, browse to the CommServer directory and double-click AvCsTrayStatus.exe.)



Step 3



Click Stop Cisco Unity.



Step 4



Click OK to confirm that you want to stop the Cisco Unity software. Cisco Unity stops running when all calls are finished, and an “X” appears in the Cisco Unity icon.



Step 5



Right-click the SQL Server icon in the status area of the taskbar.



Step 6



Click MSSQLServer - Stop.



Step 7



Using the System control panel, make the server a workgroup server.



Step 8



Disconnect the network cable from the server.



To Install the Replacement Primary Server, or Upgrade to Windows 2003 Step 1



If you are replacing the server, follow the instructions in the applicable Cisco Unity installation guide for your configuration to install the replacement primary server. If you are upgrading from Windows 2000 to Windows 2003, reinstall all software on the server. Refer to Part 1 in the “Overview of Mandatory Tasks for Installing Cisco Unity” chapter. Note that the same version of Cisco Unity must be installed on both servers.



To Restore Cisco Unity Data on the Replacement or Upgraded Primary Server from the Network Storage Location Step 1



On the replacement or upgraded primary server, install the latest versions of DiRT, if the tools are not already installed.



Step 2



Restore Cisco Unity data by using the Disaster Recovery Restore tool and the backup that you made earlier. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryRestore.exe.)



Caution



Step 3



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully.



In the HKEY_LOCAL_MACHINE\SOFTWARE hive of the registry, confirm that the following registry settings match the settings on the secondary server: •



Active Voice\Conversations\1.0\Exclude All Receipts



•



Active Voice\Conversations\1.0\Exclude Return Receipts



•



Active Voice\SystemParameters\1.0\EnabledAlternateGreetingNotice



•



Active Voice\MALEx\1.0\MinSearchFolderLifeHours



•



Active Voice\MALEx\1.0\DisableSearchFolderUse
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Reapply any non-Cisco Unity custom registry settings. (DiRT backs up and restores Cisco Unity registry settings.)



To Configure Failover on the Primary Server Step 1



In Windows Explorer, browse to the CommServer directory.



Step 2



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 3



When the prompt that lists the requirements for the wizard appears, confirm that the requirements have been met and click OK.



Step 4



On the Welcome page, click Next.



Step 5



On the Specify Server Role page, click Primary Server, and click Next.



Step 6



On the Enter the Name of Your Server page, click Browse, select the name of the secondary server, and click OK. The IP address for the secondary server is filled in automatically.



Step 7



Click Next.



Step 8



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 9



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 10



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the primary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 11



On the Completing page, click Finish.



To Configure Failover on the Secondary Server Step 1



On the Windows taskbar, double-click the system clock. The Date/Time Properties dialog box appears.



Step 2



Set the time to the same hour and minute as shown on the primary server, and click OK.



Step 3



In Windows Explorer, browse to the CommServer directory.



Step 4



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 5



When the prompt that lists the requirements for the wizard appears, confirm that the requirements have been met and click OK.



Step 6



On the Welcome page, click Next.



Step 7



On the Specify Server Role page, click Secondary Server, and click Next.
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Step 8



On the Enter the Name of Your Server page, click Browse, select the name of the primary server, and click OK. The IP address for the primary server is filled in automatically.



Step 9



Click Next.



Step 10



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 11



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 12



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the secondary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 13



On the Completing page, click Finish.



Replacing Only the Secondary 5.x Server, or Upgrading to Windows 2003 Revised November 14, 2008



This section describes how to replace the secondary Cisco Unity server or upgrade from Windows 2000 to Windows 2003 on that server. The replacement or upgraded secondary server keeps the same IP address and server name as the original server.



Caution



Upgrading from Windows 2000 Server to Windows Server 2003 on an existing Cisco Unity secondary server is supported only when you follow the procedures in this section. If you use Microsoft processes for upgrading Windows without reinstalling all software, default Windows Server 2003 configuration settings are different than settings for a fresh Windows Server 2003 installation, and Cisco Unity will not function properly.



Caution



When Exchange is installed on the secondary server, do not use this section to replace the secondary server or the process will fail. Instead, use the procedures in the “Replacing Both 5.x Failover Servers, or Upgrading to Windows 2003” section on page 14-12. The following items are required to replace the secondary server: •



The latest version of the Cisco Unity Directory Walker (DbWalker) utility, available at http://ciscounitytools.com/App_DirectoryWalker4.htm.
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•



Software for reinstalling the secondary server (must be the same versions installed on the primary server).



•



The applicable Cisco Unity installation guide for your configuration, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



Do the following five procedures in the order listed. To Remove Any SQL Errors and Stop SQL Replication on the Primary Server Step 1



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager.



Step 2



In the left pane of the Console Root window, right-click the Replication node, and click Disable Publishing. The Disable Publishing and Distribution wizard appears.



Step 3



On the Welcome page, click Next.



Step 4



On the Disable Publishing page, click Yes, then click Next.



Step 5



On the Confirm Dropping of Publications page, click Next.



Step 6



On the Completing page, click Finish.



Step 7



When the process is completed, click OK.



Step 8



Close the Console Root window.



Step 9



Exit Enterprise Manager.



To Check the Consistency of the Cisco Unity Database on the Primary Server Step 1



On the primary server, install the latest version of DbWalker, if it is not already installed.



Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



To Remove the Secondary Server from the Environment Step 1



On the secondary server, log on to Windows as a Cisco Unity administrator.



Step 2



Right-click the Cisco Unity icon in the status area of the taskbar. (If the Cisco Unity icon is not in the taskbar, browse to the CommServer directory and double-click AvCsTrayStatus.exe.)



Step 3



Click Stop Cisco Unity.



Step 4



Click OK to confirm that you want to stop the Cisco Unity software. Cisco Unity stops running when all calls are finished, and an “X” appears in the Cisco Unity icon.



Step 5



Right-click the SQL Server icon in the status area of the taskbar.



Step 6



Click MSSQLServer - Stop.



Step 7



Using the System control panel, make the server a workgroup server.
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Step 8



Disconnect the network cable from the server.



To Install the Replacement Secondary Server Step 1



If you are replacing the server, follow the instructions in the applicable Cisco Unity installation guide for your configuration to install the replacement secondary server. If you are upgrading from Windows 2000 to Windows 2003, reinstall all software on the server. Refer to Part 2 in the “Overview of Mandatory Tasks for Installing Cisco Unity” chapter.



Step 2



In the HKEY_LOCAL_MACHINE\SOFTWARE hive of the registry, confirm that the following registry settings match the settings on the primary server:



Step 3



•



Active Voice\Conversations\1.0\Exclude All Receipts



•



Active Voice\Conversations\1.0\Exclude Return Receipts



•



Active Voice\SystemParameters\1.0\EnabledAlternateGreetingNotice



•



Active Voice\MALEx\1.0\MinSearchFolderLifeHours



•



Active Voice\MALEx\1.0\DisableSearchFolderUse



Reapply any non-Cisco Unity custom registry settings.



To Configure Failover on the Secondary Server Step 1



On the Windows taskbar, double-click the system clock. The Date/Time Properties dialog box appears.



Step 2



Set the time to the same hour and minute as shown on the primary server, and click OK.



Step 3



In Windows Explorer, browse to the CommServer directory.



Step 4



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 5



When the prompt that lists the requirements for the wizard appears, confirm that the requirements have been met and click OK.



Step 6



On the Welcome page, click Next.



Step 7



On the Specify Server Role page, click Secondary Server, and click Next.



Step 8



On the Enter the Name of Your Server page, click Browse, select the name of the primary server, and click OK. The IP address for the primary server is filled in automatically.



Step 9



Click Next.



Step 10



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution Step 11



You must specify the same account on both the primary and secondary servers.



In the Password field, enter the password for the account that the failover service will log on as, and click Next.
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Step 12



Replacing or Converting a Cisco Unity 5.x Server, or Upgrading to Windows 2003



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the secondary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 13



On the Completing page, click Finish.



Replacing Both 5.x Failover Servers, or Upgrading to Windows 2003 Revised November 14, 2008



This section describes how to replace the primary and secondary failover servers at the same time or upgrade from Windows 2000 to Windows 2003 on both servers. Both replacement or upgraded servers keep the IP addresses and server names that the original servers had.



Caution



Upgrading from Windows 2000 Server to Windows Server 2003 on existing Cisco Unity failover servers is supported only when you follow the procedures in this section. If you use Microsoft processes for upgrading Windows without reinstalling all software, default Windows Server 2003 configuration settings are different than settings for a fresh Windows Server 2003 installation, and Cisco Unity will not function properly. Use the procedures in this section both when Exchange is installed on a separate server and when Exchange is installed on the secondary server. The procedures in this section require that you have a recent backup of or can back up Cisco Unity data from the secondary server by using the Cisco Unity Disaster Recovery Backup tool. If a backup is not available or backing up the Cisco Unity data is not possible, you must repopulate the Cisco Unity system with subscriber and call management data as described in the Cisco Unity installation guide instead. The following items are required to replace the primary and secondary servers at the same time: •



The latest versions of the following applications: – The Cisco Unity Directory Walker (DbWalker) utility, available at



http://ciscounitytools.com/App_DirectoryWalker4.htm. – The Cisco Unity Disaster Recovery tools (DiRT), available at



http://ciscounitytools.com/App_DisasterRecoveryTools.htm. •



Software for reinstalling the primary and secondary servers (must be the same versions installed on both servers).



•



The applicable Cisco Unity installation guide for your configuration, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



•



Updated license files that reference the MAC address of the network interface card (NIC) in the replacement server. Licenses are associated with the MAC address on the NIC. For information on getting updated license files, refer to White Paper: Licensing for Cisco Unity (All Versions) at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_white_papers_list.html.
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Note



The voice messaging service does not function while the primary and secondary servers are being replaced or upgraded. During this time, callers and subscribers will not be able to record or listen to voice messages. We recommend that you replace the servers when phone traffic is light (for example, after business hours). Do the following 10 procedures in the order listed. Do the first two procedures only if it is possible to back up Cisco Unity data on the secondary server. To Manually Initiate Failover to the Secondary Server and Disable Automatic Failback



Step 1



If the primary server is not active, skip to Step 4. If the primary server is active, on the primary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 2



Click Failover.



Step 3



Click OK to confirm that you want to fail over to the secondary server. The primary server becomes inactive, and the secondary server becomes active.



Step 4



On the secondary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 5



Click Configure.



Step 6



In the Failback Type field of the Failover Configuration dialog box, click Manual.



Step 7



Click OK to close the Failover Configuration dialog box.



To Stop File Replication on the Secondary and Primary Servers Step 1



On the secondary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



In the right pane, double-click AvCsNodeMgr.



Step 3



On the General tab, click Stop.



Step 4



In the Startup Type list, click Disabled.



Step 5



Click OK.



Step 6



Close the Services window.



Caution



Because the Node Manager service is disabled, file replication stops. Replication is re-enabled when normal failover operation resumes.



Step 7



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 8



In the right pane, double-click AvCsNodeMgr.



Step 9



On the General tab, click Stop.



Step 10



In the Startup Type list, click Disabled.



Step 11



Click OK.
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Step 12



Replacing or Converting a Cisco Unity 5.x Server, or Upgrading to Windows 2003



Close the Services window.



To Stop SQL Replication on the Primary Server Step 1



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager.



Step 2



In the left pane of the Console Root window, browse to the Replication node for the primary server. Typically, the node is three levels under the Microsoft SQL Servers node.



Step 3



Right-click the Replication node, and click Disable Publishing. The Disable Publishing and Distribution wizard appears.



Step 4



On the Welcome page, click Next.



Step 5



On the Disable Publishing page, click Yes, then click Next.



Step 6



On the Confirm Dropping of Publications page, click Next.



Step 7



On the Completing page, click Finish.



Step 8



When the process is completed, click OK.



Step 9



Close the Console Root window.



Step 10



Exit Enterprise Manager.



To Check the Consistency of the Cisco Unity Database on the Secondary Server Step 1



On the secondary server, install the latest version of DbWalker, if it is not already installed.



Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



To Back Up Cisco Unity Data on the Secondary Server to a Network Storage Location Step 1



On the secondary server, install the latest versions of DiRT, if the tools are not already installed.



Step 2



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.
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Caution



Step 3



Do not back up the primary server unless the secondary server is unavailable. If you restore from a backup of the primary server, you must also perform an additional procedure for Cisco Unity failover to function correctly. For more information, see “Working With Systems Configured For Failover” in DiRT Help.



Save the Cisco Unity data to a network storage location.



To Remove the Primary and Secondary Servers from the Environment Step 1



On the primary server, log on to Windows as a Cisco Unity administrator.



Step 2



Right-click the Cisco Unity icon in the status area of the taskbar. (If the Cisco Unity icon is not in the taskbar, browse to the CommServer directory and double-click AvCsTrayStatus.exe.)



Step 3



Click Stop Cisco Unity.



Step 4



Click OK to confirm that you want to stop the Cisco Unity software. Cisco Unity stops running when all calls are finished, and an “X” appears in the Cisco Unity icon.



Step 5



Right-click the SQL Server icon in the status area of the taskbar.



Step 6



Click MSSQLServer - Stop.



Step 7



Using the System control panel, make the server a workgroup server.



Step 8



Disconnect the network cable from the server.



Step 9



Repeat the procedure on the secondary server.



To Install the Replacement Primary and Secondary Servers Step 1



Follow the instructions in the applicable Cisco Unity installation guide for your configuration to install the replacement primary and secondary servers. Refer to Part 1 and Part 2 in the “Overview of Mandatory Tasks for Installing Cisco Unity” chapter. Note that you must install the updated license files on the replacement primary server. Note that the same version of Cisco Unity must be installed on both servers.



To Restore Cisco Unity Data on the Replacement Primary Server from the Network Storage Location Step 1



On the replacement primary server, install the latest versions of DiRT, if the tools are not already installed.



Step 2



Restore Cisco Unity data by using the Disaster Recovery Restore tool and the backup that you made earlier. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryRestore.exe.)
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Caution



Step 3



Step 4



Replacing or Converting a Cisco Unity 5.x Server, or Upgrading to Windows 2003



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully.



In the HKEY_LOCAL_MACHINE\SOFTWARE hive of the registry, confirm that the following registry settings match the settings on the secondary server: •



Active Voice\Conversations\1.0\Exclude All Receipts



•



Active Voice\Conversations\1.0\Exclude Return Receipts



•



Active Voice\SystemParameters\1.0\EnabledAlternateGreetingNotice



•



Active Voice\MALEx\1.0\MinSearchFolderLifeHours



•



Active Voice\MALEx\1.0\DisableSearchFolderUse



Reapply any non-Cisco Unity custom registry settings. (DiRT backs up and restores Cisco Unity registry settings.)



To Configure Failover on the Primary Server Step 1



In Windows Explorer, browse to the CommServer directory.



Step 2



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 3



When the prompt that lists the requirements for the wizard appears, confirm that the requirements have been met and click OK.



Step 4



On the Welcome page, click Next.



Step 5



On the Specify Server Role page, click Primary Server, and click Next.



Step 6



On the Enter the Name of Your Server page, click Browse, select the name of the secondary server, and click OK. The IP address for the secondary server is filled in automatically.



Step 7



Click Next.



Step 8



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 9



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 10



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the primary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 11



On the Completing page, click Finish.
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To Configure Failover on the Secondary Server Step 1



On the Windows taskbar, double-click the system clock. The Date/Time Properties dialog box appears.



Step 2



Set the time to the same hour and minute as shown on the primary server, and click OK.



Step 3



In Windows Explorer, browse to the CommServer directory.



Step 4



Double-click FailoverConfig.exe to start the Configure Cisco Unity Failover wizard.



Step 5



When the prompt that lists the requirements for the wizard appears, confirm that the requirements have been met and click OK.



Step 6



On the Welcome page, click Next.



Step 7



On the Specify Server Role page, click Secondary Server, and click Next.



Step 8



On the Enter the Name of Your Server page, click Browse, select the name of the primary server, and click OK. The IP address for the primary server is filled in automatically.



Step 9



Click Next.



Step 10



On the Enter Failover Account Information page, click Browse, and double-click the name of the message store services account. This is the account that the failover service will log on as. The account you select must have the right to act as part of the operating system and to log on as a service, and must be a member of the Local Administrators group.



Caution



You must specify the same account on both the primary and secondary servers.



Step 11



In the Password field, enter the password for the account that the failover service will log on as, and click Next.



Step 12



On the Begin Configuring Your Server page, click Configure. The wizard verifies settings and configures failover on the secondary server. If the wizard does not finish the configuration successfully, an error message explains why the wizard failed. Exit the wizard, correct the problem, and click Configure again.



Step 13



On the Completing page, click Finish.



About Uninstalling Failover on Cisco Unity 5.x Servers When converting a Cisco Unity failover server to another purpose for which Cisco Unity failover is not needed, it is necessary to change a number of settings for the Cisco Unity system. To convert a primary or secondary Cisco Unity server to a Cisco Unity server without failover, see the applicable section in this chapter: •



Converting a Secondary Server to a 60-Day Cisco Unity 5.x Server Without a Primary Server, page 14-18



•



Converting a Secondary Server to a Permanent Regular Cisco Unity 5.x Server Without Failover, page 14-19



•



Converting a Primary Server to a Permanent Regular Cisco Unity 5.x Server Without Failover, page 14-25
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To convert a primary or secondary Cisco Unity server to a server for another application, follow the installation instructions for the application.



Converting a Secondary Server to a 60-Day Cisco Unity 5.x Server Without a Primary Server When operating without the primary server, the secondary server answers calls for 60 days after the last time that it was able to contact the primary server, provided the secondary server has contacted the primary server at least once. Use the procedures in this section both when Exchange is installed on a separate server and when Exchange is installed on the secondary server. Do the following three procedures in the order listed. To Disable Sharing in the Directories Used by Failover on Both Servers Step 1



On the primary server, browse to the CommServer\Stream Files directory.



Step 2



Right-click the Stream Files directory, and click Sharing.



Step 3



In the Links Properties dialog box, on the Sharing tab, click Do Not Share This Folder, then click OK.



Step 4



Repeat Step 1 through Step 3 for the following five directories: •



CommServer\Snapshot



•



CommServer\Support



•



CommServer\UnityMTA



•



CommServer\Localize\DefaultConfiguration



•



CommServer\Localize\Prompts



Step 5



On the secondary server, browse to the CommServer\Stream Files directory.



Step 6



Right-click the Stream Files directory, and click Sharing.



Step 7



In the Links Properties dialog box, on the Sharing tab, click Do Not Share This Folder, then click OK.



Step 8



Repeat Step 5 through Step 7 for the following five directories on the secondary server: •



CommServer\Snapshot



•



CommServer\Support



•



CommServer\UnityMTA



•



CommServer\Localize\DefaultConfiguration



•



CommServer\Localize\Prompts
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To Remove the Primary Server from the Environment Step 1



Shut down the primary server. For details, see the “Shutting Down or Restarting the Cisco Unity Server” section on page A-2. The secondary server becomes active and handles calls.



Step 2



Disconnect the network cable from the primary server.



To Convert the Secondary Server into a 60-Day Cisco Unity Server Without a Primary Server Step 1



On the secondary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 2



Click Configure.



Step 3



In the Failback Type field, click Manual.



Step 4



Click OK to close the Failover Configuration dialog box.



Step 5



Click Advanced.



Step 6



Uncheck the Disable Automatic Failover and Failback check box.



Step 7



Click OK.



Step 8



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 9



In the right pane, double-click AvCsNodeMgr.



Step 10



On the General tab, click Stop.



Step 11



In the Startup Type list, click Disabled.



Step 12



Click OK.



Converting a Secondary Server to a Permanent Regular Cisco Unity 5.x Server Without Failover Revised May 1, 2008



To convert the secondary server to a regular Cisco Unity server that operates without failover, you must purchase a new license because the failover license will disable the former secondary server after 60 days. Use the procedures in this section both when Exchange is installed on a separate server and when Exchange is installed on the secondary server. The following items are required to convert the secondary server to a permanent regular Cisco Unity server without failover: •



A Cisco Unity license for the server.



•



The latest versions of the following applications: – The Cisco Unity Directory Walker (DbWalker) utility, available at



http://ciscounitytools.com/App_DirectoryWalker4.htm.
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– The Cisco Unity Disaster Recovery tools (DiRT), available at



http://ciscounitytools.com/App_DisasterRecoveryTools.htm. – The Uninstall Cisco Unity utility, available at



http://ciscounitytools.com/App_UninstallUnity30.htm. •



Software for reinstalling the Cisco Unity server.



•



The applicable Cisco Unity installation guide for your configuration, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html.



Do the following 11 procedures in the order listed. To Disable Automatic Failover Step 1



If the primary server is active, skip to Step 5. If the primary server is not active, on the Windows Start menu on the secondary server, click Programs > Cisco Unity >Failover Monitor.



Step 2



Click Failback.



Step 3



Click OK to confirm that you want to fail back to the primary server.



Step 4



Close the Failover Monitor.



Step 5



On the primary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 6



Click Advanced.



Step 7



Check the Disable Automatic Failover and Failback check box.



Step 8



(If the applicable ES is installed on the Cisco Unity servers) Confirm that the Enable File Replication check box is unchecked.



Note Step 9



The Enable File Replication check box does not appear if the applicable ES is not installed.



Click OK, and close the Failover Monitor.



To Stop File Replication on the Primary Server Step 1



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



In the right pane, double-click AvCsNodeMgr.



Step 3



On the General tab, click Stop.



Step 4



In the Startup Type list, click Disabled.



Step 5



Click OK.



Step 6



Close the Services window.
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To Stop SQL Replication on the Primary Server Step 1



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager.



Step 2



In the left pane of the Console Root window, browse to the Replication node for the primary server. Typically, the node is three levels under the Microsoft SQL Servers node.



Step 3



Right-click the Replication node, and click Disable Publishing. The Disable Publishing and Distribution wizard appears.



Step 4



On the Welcome page, click Next.



Step 5



On the Disable Publishing page, click Yes, then click Next.



Step 6



On the Confirm Dropping of Publications page, click Next.



Step 7



On the Completing page, click Finish.



Step 8



When the process is completed, click OK.



Step 9



Close the Console Root window.



Step 10



Exit Enterprise Manager.



To Delete References to the Node Manager Service on the Secondary Server Step 1



On the secondary server, exit the Cisco Unity software. For details, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



In the right pane, double-click NodeMgr.



Step 4



On the General tab, click Stop.



Step 5



In the Startup Type list, click Disabled.



Step 6



Click OK.



Step 7



Close the Services window.



Step 8



On the Windows Start menu, click Run.



Step 9



Enter Cmd, and press Enter.



Step 10



In the Command window, enter :\CommServer\AvCsNodeMgr /unregserver, and press Enter.



Step 11



Enter Regedit, and press Enter.



Caution



Changing the wrong registry key or entering an incorrect value can cause the server to malfunction. Before you edit the registry, confirm that you know how to restore it if a problem occurs. (Refer to the “Restoring” topics in Registry Editor Help.) If you have any questions about changing registry key settings, contact Cisco TAC.



Step 12



If you do not have a current backup of the registry, click Registry > Export Registry File, and save the registry settings to a file.



Step 13



Delete the key HKEY_LOCAL_MACHINE\SOFTWARE\Active Voice\AvCsNodeMgr.
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Step 14



Expand the key HKEY_LOCAL_MACHINE\Software\Active Voice\AvCsGateway\1.0\Services.



Step 15



Under Services, search for the Service key in which the Name value is “AvCsNodeMgr.”



Step 16



In the Service key, double-click Start.



Step 17



In the Edit DWORD Value dialog box, in the Value Data field, enter 0, and click OK.



Step 18



Close the Registry Editor.



Step 19



In the Command window, enter Exit, and press Enter.



Step 20



On the Windows Start menu, click Programs > Cisco Unity.



Step 21



Right-click NodeMgr Monitor, and click Delete.



Step 22



Click Yes to confirm.



To Disable Sharing in the Directories Used by Failover on the Secondary Server Step 1



On the secondary server, browse to the CommServer\Stream Files directory.



Step 2



Right-click the Stream Files directory, and click Sharing.



Step 3



In the Links Properties dialog box, on the Sharing tab, click Do Not Share This Folder, then click OK.



Step 4



Repeat Step 1 through Step 3 for the following five directories:



Caution



•



CommServer\Snapshot



•



CommServer\Support



•



CommServer\UnityMTA



•



CommServer\Localize\DefaultConfiguration



•



CommServer\Localize\Prompts



Changes made to the primary server (for example, recording new greetings or making subscriber changes) after the next procedure is finished will not be replicated to the secondary server and will be lost. To Check the Consistency of the Cisco Unity Database on the Secondary Server



Step 1



On the secondary server, install the latest version of DbWalker, if it is not already installed.



Step 2



Run DbWalker, and correct all errors that the utility finds. Refer to DbWalker Help for detailed instructions on running the utility and on correcting errors in the database. (The Help file, DbWalker.htm, is in the same directory as DbWalker.exe.)



To Back Up Cisco Unity Data on the Secondary Server to a Network Storage Location Step 1



On the secondary server, install the latest version of DiRT, if the tools have not already been installed.
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Step 2



Step 3



Back up Cisco Unity data by using the Disaster Recovery Backup tool. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryBackup.exe.)



Caution



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully. In addition, the account you are logged on as when you back up Cisco Unity data must have sufficient permissions or the backup will fail.



Caution



Do not back up the primary server unless the secondary server is unavailable. If you restore from a backup of the primary server, you must also perform an additional procedure for Cisco Unity failover to function correctly. For more information, see “Working With Systems Configured For Failover” in DiRT Help.



Save the Cisco Unity data to a network storage location.



To Uninstall Cisco Unity on the Secondary Server Step 1



On the secondary server, install the latest version of the Uninstall Cisco Unity utility, if it is not already installed.



Step 2



Log on to the secondary server by using the Cisco Unity installation account.



Step 3



Exit the Cisco Unity software. For details, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 4



On the Windows Start menu, click Programs > Accessories > Command Prompt.



Step 5



In the Command Prompt window, enter cd commserver\utilties\uninstallunity3xand4x and press Enter.



Step 6



Enter unityuninstall3xand4x.exe /skipdoh and press Enter.



Caution



Step 7



The Cisco Unity Uninstall utility cannot be stopped after it starts, and the uninstall cannot be reversed.



Uncheck the Remove Subscriber Information from Mail Users in Directory check box.



Caution



If you do not uncheck the check box, Cisco Unity attributes will be removed from Active Directory for all subscribers associated with this failover pair. Neither server will be able to take calls because it will not have any subscribers.



Step 8



Click Uninstall.



Step 9



Follow the on-screen prompts.



Step 10



When the utility has finished, you may need to manually delete the CommServer directory.
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If you cannot delete the CommServer directory: a.



In the CommServer directory, delete all files with the .exe extension.



b.



On the Windows Start menu, click Programs > Startup, right-click AvCsTrayStatus, and click Delete.



c.



Restart the Cisco Unity server, and delete the CommServer directory.



To Install the Former Secondary Server as a Regular Cisco Unity Server Without Failover Step 1



Disable virus-scanning services. Refer to the software manufacturer documentation to determine the correct services.



Step 2



Follow the instructions in the “Installing and Configuring Cisco Unity Software” chapter of the applicable Cisco Unity installation guide for your configuration.



To Restore Cisco Unity Data on the Cisco Unity Server from the Network Storage Location Step 1



On the Cisco Unity server, install the latest versions of DiRT, if the tools are not already installed.



Step 2



Restore Cisco Unity data by using the Disaster Recovery Restore tool and the backup that you made earlier. Refer to DiRT Help for detailed instructions. (The Help file, UnityDisasterRecovery.htm, is in the same directory as UnityDisasterRecoveryRestore.exe.)



Caution



Step 3



Follow Help carefully. DiRT includes a variety of options that you must understand to use the tools successfully.



Reapply any non-Cisco Unity custom registry settings. (DiRT backs up and restores Cisco Unity registry settings.)



To Remove the Primary Server from the Environment Step 1



Disconnect the network cable from the primary server.



Caution



Step 2



To prevent unexpected behavior from the former secondary server, do not reconnect the primary server to the network while the former secondary server is connected and running.



Reinstall the operating system on the primary server to remove Cisco Unity failover from the hard disk.
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Converting a Primary Server to a Permanent Regular Cisco Unity 5.x Server Without Failover Do the following six procedures in the order listed. To Disable Automatic Failover Step 1



On the primary server, on the Windows Start menu, click Programs > Cisco Unity > Failover Monitor.



Step 2



Click Advanced.



Step 3



Check the Disable Automatic Failover and Failback check box.



Step 4



(If the applicable ES is installed on the Cisco Unity servers) Confirm that the Enable File Replication check box is unchecked.



Note Step 5



The Enable File Replication check box does not appear if the applicable ES is not installed.



Click OK.



To Stop File Replication on the Primary and Secondary Servers Step 1



On the primary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 2



In the right pane, double-click AvCsNodeMgr.



Step 3



On the General tab, click Stop.



Step 4



In the Startup Type list, click Disabled.



Step 5



Click OK.



Step 6



Close the Services window.



Step 7



On the secondary server, on the Windows Start menu, click Programs > Administrative Tools > Services.



Step 8



In the right pane, double-click AvCsNodeMgr.



Step 9



On the General tab, click Stop.



Step 10



In the Startup Type list, click Disabled.



Step 11



Click OK.



Step 12



Close the Services window.



To Delete References to the Node Manager Service on the Primary Server Step 1



On the primary server, exit the Cisco Unity software. For details, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.
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Step 3



In the right pane, double-click NodeMgr.



Step 4



On the General tab, click Stop.



Step 5



In the Startup Type list, click Disabled.



Step 6



Click OK.



Step 7



Close the Services window.



Step 8



On the Windows Start menu, click Run.



Step 9



Enter Cmd, and press Enter.



Step 10



In the Command window, enter :\CommServer\AvCsNodeMgr /unregserver, and press Enter.



Step 11



Enter Regedit, and press Enter.



Caution



Changing the wrong registry key or entering an incorrect value can cause the server to malfunction. Before you edit the registry, confirm that you know how to restore it if a problem occurs. (Refer to the “Restoring” topics in Registry Editor Help.) If you have any questions about changing registry key settings, contact Cisco TAC.



Step 12



If you do not have a current backup of the registry, click Registry > Export Registry File, and save the registry settings to a file.



Step 13



Delete the key HKEY_LOCAL_MACHINE\SOFTWARE\Active Voice\AvCsNodeMgr.



Step 14



Expand the key HKEY_LOCAL_MACHINE\Software\Active Voice\AvCsGateway\1.0\Services.



Step 15



Under Services, search for the Service key in which the Name value is “AvCsNodeMgr.”



Step 16



In the Service key, double-click Start.



Step 17



In the Edit DWORD Value dialog box, in the Value Data field, enter 0, and click OK.



Step 18



Close the Registry Editor.



Step 19



In the Command window, enter Exit, and press Enter.



Step 20



On the Windows Start menu, click Programs > Cisco Unity.



Step 21



Right-click NodeMgr Monitor, and click Delete.



Step 22



Click Yes to confirm.



To Disable Sharing in the Directories Used by Failover on the Primary Server Step 1



On the primary server, browse to the CommServer\Stream Files directory.



Step 2



Right-click the Stream Files directory, and click Sharing.



Step 3



In the Links Properties dialog box, on the Sharing tab, click Do Not Share This Folder, then click OK.



Step 4



Repeat Step 1 through Step 3 for the following five directories: •



CommServer\Snapshot



•



CommServer\Support



•



CommServer\UnityMTA
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•



CommServer\Localize\DefaultConfiguration



•



CommServer\Localize\Prompts



To Stop SQL Replication on the Primary Server Step 1



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager.



Step 2



In the left pane of the Console Root window, browse to the Replication node for the primary server. Typically, the node is three levels under the Microsoft SQL Servers node.



Step 3



Right-click the Replication node, and click Disable Publishing. The Disable Publishing and Distribution wizard appears.



Step 4



On the Welcome page, click Next.



Step 5



On the Disable Publishing page, click Yes, then click Next.



Step 6



On the Confirm Dropping of Publications page, click Next.



Step 7



On the Completing page, click Finish.



Step 8



When the process is completed, click OK.



Step 9



Close the Console Root window.



Step 10



Exit Enterprise Manager.



To Remove the Secondary Server from the Environment Step 1



Disconnect the network cable from the secondary server.



Caution



Step 2



To prevent unexpected behavior from the former primary server, do not reconnect the secondary server to the network while the former primary server is connected and running.



Reinstall the operating system on the secondary server to remove Cisco Unity failover from the hard disk.
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Upgrading and Downgrading SQL Server 2000 and MSDE 2000 This chapter contains the following sections: •



Upgrading from MSDE 2000 to SQL Server 2000, page 15-1



•



Downgrading from SQL Server 2000 to MSDE 2000, page 15-3



Upgrading from MSDE 2000 to SQL Server 2000 Revised May 6, 2009



You upgrade from MSDE 2000 to SQL Server 2000 for the following scenarios: •



You are adding ports to the Cisco Unity system, and the upgraded system will have more than 32 ports.



Caution



•



If you upgrade the Cisco Unity server to more than 32 ports without upgrading to SQL Server 2000, Cisco Unity may not function properly.



You are adding a pair of Cisco Unity failover servers. SQL Server 2000 must be installed on the primary and secondary servers. (MSDE 2000 is not supported on either server with Cisco Unity failover.)



Do the following two procedures. To Upgrade from MSDE 2000 to SQL Server 2000 Step 1



Log on to Windows.



Step 2



Exit the Cisco Unity software. For details, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 3



Insert the Cisco Unity Data Store 2000 disc in the CD-ROM drive. If the CD does not run automatically, browse to the root directory, and double-click Autorun.exe.



Step 4



Click SQL Server 2000 Components.



Step 5



Click Install Database Server.



Step 6



In the Welcome dialog box, click Next.



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange) OL-13603-01



15-1



Chapter 15



Upgrading and Downgrading SQL Server 2000 and MSDE 2000



Upgrading from MSDE 2000 to SQL Server 2000



Step 7



In the Computer Name dialog box, click Next to accept the default setting Local Computer.



Step 8



In the Installation Selection dialog box, click Upgrade, Remove, or Add Components to an Existing Instance of SQL Server, and click Next.



Step 9



Follow the on-screen prompts until the Upgrade dialog box appears.



Step 10



In the Upgrade dialog box, check the Yes, Upgrade My Programs check box, and click Next.



Step 11



In the Choose Licensing Mode dialog box, click Processor License For, and enter the number of processors in the Cisco Unity server.



Step 12



Click Continue.



Step 13



Click Yes to install additional components.



Step 14



In the Select Components dialog box, check the check boxes for the following components: •



Server Components, and all subcomponents.



•



Management Tools, and all subcomponents.



•



Client Connectivity.



Step 15



Click Next.



Step 16



In the Start Copying Files dialog box, click Next.



Step 17



Click Finish.



To Run the Cisco Unity System Preparation Assistant to Install SQL Server 2000 Service Pack 4 Step 1



Log on to Windows by using an account that is a member of the local Administrators group.



Step 2



Exit the Cisco Unity software. For details, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 3



On Cisco Unity Service Packs CD 1, browse to the Cuspa directory, and double-click Cuspa.vbs. If you are accessing the Cisco Unity System Preparation Assistant files on another server, use Windows Explorer or the “net” command to map the network drive to a drive letter on the Cisco Unity server before you run Cuspa.vbs.



Step 4



If prompted, double-click the language of your choice to continue the installation.



Step 5



On the Welcome screen, click Next.



Step 6



On the Cisco Unity Server Characteristics page, set the following fields: Configuration



Click the applicable value, Voice Messaging Only or Unified Messaging



Failover



Check this check box if you upgraded to SQL Server 2000 because you are configuring Cisco Unity failover.



Number of Ports



Enter the number of voice ports that you are connecting with the Cisco Unity server.



Step 7



Click Next. The assistant lists the components and indicates whether or not they are installed.



Step 8



Follow the prompts to install any missing components until you are prompted to install SQL Server 2000 Service Pack 4.
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If a Microsoft AutoMenu window appears when the assistant is installing an application, close the window and allow the assistant to continue. Step 9



Install SQL Server 2000 Service Pack 4: a.



On the Welcome screen, click Next.



b.



Follow the on-screen prompts until you are prompted to choose the authentication mode.



c.



Choose Windows authentication, and click Next.



d.



If the SA Password Warning dialog box appears, enter and confirm the password, and click Next.



e.



Follow the on-screen prompts to continue.



f.



If you are prompted about shutdown tasks before continuing with the installation, click Next.



g.



Click Finish to begin installing components.



h.



When the Setup message appears, click OK.



i.



Click Finish to restart the server.



Downgrading from SQL Server 2000 to MSDE 2000 Revised May 6, 2009



Before you downgrade to MSDE 2000, back up the Cisco Unity database. Do the following six procedures in the order listed. To Back Up the Cisco Unity Database



Back up the UnityDB database by using SQL Server Enterprise Manager. Refer to the Microsoft documentation.



To Uninstall SQL Server 2000 Step 1



On the Windows Start menu, click Settings > Control Panel > Add/Remove Programs.



Step 2



Click Microsoft SQL Server 2000, and click Change/Remove.



Step 3



When the uninstallation is complete, restart the Cisco Unity server. For details, see the “Shutting Down or Restarting the Cisco Unity Server” section on page A-2.



To Install MSDE 2000 Step 1



Insert the Cisco Unity Data Store 2000 disc in the CD-ROM drive.
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Downgrading from SQL Server 2000 to MSDE 2000



Step 2



Browse to the directory MSDE, and double-click Setup.exe.



Step 3



When the installation is complete, click Yes to restart the Cisco Unity server. Leave the Cisco Unity Data Store 2000 disc in the CD-ROM drive.



To Install Enterprise Manager Step 1



When the Cisco Unity server restarts, log on to Windows.



Step 2



If the Cisco Unity Data Store 2000 disc does not run automatically, browse to the root directory, and double-click Autorun.exe.



Step 3



Click SQL Server 2000 Components.



Step 4



Click Install Database Server.



Step 5



In the Welcome dialog box, click Next.



Step 6



In the Computer Name dialog box, click Next to accept the default setting Local Computer.



Step 7



In the Installation Selection dialog box, click Next to accept the default setting Create a New Instance of SQL Server, or Install Client Tools.



Step 8



Follow the on-screen prompts until the CD Key dialog box appears.



Step 9



Enter the key for Cisco Unity Data Store 2000. The key is located on a sticker on the back of the CD sleeve.



Step 10



Click Next.



Step 11



In the Installation Definition dialog box, click Client Tools Only.



Step 12



Click Next.



Step 13



In the Select Components dialog box, uncheck all check boxes in the Components list except Management Tools.



Step 14



Select Management Tools (but do not uncheck the check box).



Step 15



In the Sub-Components list, uncheck all check boxes except Enterprise Manager, and click Next.



Step 16



In the Start Copying Files dialog box, click Next.



Step 17



Click Finish.



To Install MSDE 2000 Service Pack 4 Step 1



Log on to Windows by using an account that is a member of the local Administrators group.



Step 2



Exit the Cisco Unity software. For details, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 3



On Cisco Unity Service Packs CD 1, browse to the Cuspa directory, and double-click Cuspa.vbs. If you are accessing the Cisco Unity System Preparation Assistant files on another server, use Windows Explorer or the “net” command to map the network drive to a drive letter on the Cisco Unity server before you run Cuspa.vbs.



Step 4



If prompted, double-click the language of your choice to continue the installation.



Step 5



On the Welcome screen, click Next.
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Step 6



On the Cisco Unity Server Characteristics page, set the following fields: Configuration



Click the applicable value, Voice Messaging Only or Unified Messaging



Failover



Check this check box if you upgraded to SQL Server 2000 because you are configuring Cisco Unity failover.



Number of Ports



Enter the number of voice ports that you are connecting with the Cisco Unity server.



Step 7



Click Next. The assistant lists the components and indicates whether or not they are installed.



Step 8



Follow the prompts to install any missing components until you are prompted to install MSDE 2000 Service Pack 4. If a Microsoft AutoMenu window appears when the assistant is installing an application, close the window and allow the assistant to continue.



Step 9



Install MSDE 2000 Service Pack 4: a.



Follow the on-screen prompts.



b.



When the installation is complete, click Yes to restart the server.



To Complete the Downgrade to MSDE 2000 Step 1



Restart the Cisco Unity server. For details, see “Shutting Down or Restarting the Cisco Unity Server” section on page A-2.



Step 2



Using SQL Server Enterprise Manager, restore the database that you backed up in the “To Back Up the Cisco Unity Database” procedure on page 15-3.



Step 3



Restart the Cisco Unity server again.
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Downgrading from SQL Server 2000 to MSDE 2000
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Uninstalling Cisco Unity This chapter contains the following sections:



Note



•



Task List for Uninstalling Cisco Unity, page 16-1



•



Removing Dialogic Voice Card Software, page 16-1



•



Stopping SQL Server Replication on the Primary Server (With Failover Configured), page 16-3



•



Uninstalling Cisco Unity, page 16-3



To replace one or both servers in a pair of Cisco Unity failover servers or to convert a primary or secondary server to a non-failover server, see Chapter 14, “Replacing or Converting a Cisco Unity 5.x Server, or Upgrading to Windows 2003,” instead.



Task List for Uninstalling Cisco Unity 1.



If Cisco Unity is integrated with a circuit-switched phone system: Remove voice card software from the Cisco Unity server. See the “Removing Dialogic Voice Card Software” section on page 16-1.



2.



If Cisco Unity failover is configured: Disable SQL Server replication. See the “Stopping SQL Server Replication on the Primary Server (With Failover Configured)” section on page 16-3.



3.



Uninstall Cisco Unity. See the “Uninstalling Cisco Unity” section on page 16-3.



Removing Dialogic Voice Card Software Note



If Cisco Unity is not integrated with a circuit-switched phone system through voice cards, skip this section. To Remove Dialogic Voice Card Software



Step 1



Exit the Cisco Unity software, if it is running. For more information, see the “Exiting the Cisco Unity Software” section on page A-1.



Step 2



On the Windows Start menu, click Programs > Administrative Tools > Services.



Step 3



In the right pane of the Services dialog box, right-click Telephony, and click Stop.
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Removing Dialogic Voice Card Software



Step 4



If you are prompted to stop other services, click Yes.



Step 5



On the Windows Start menu, click Programs > Dialogic Systems Software > Dialogic Configuration Manager–DCM. Dialogic Configuration Manager may display an error message about not detecting devices. This error is harmless. Click OK.



Step 6



On the Service menu, click Stop Service.



Step 7



Click Close.



Step 8



Close the DCM.



Step 9



On the Windows Start menu, click Settings > Control Panel > Phone and Modem Options.



Step 10



Click the Advanced tab.



Step 11



Click Dialogic Generation 2 Service Provider for NT or DSE Service Provider, as applicable.



Step 12



Click Remove.



Step 13



Click Yes.



Step 14



Click OK to close the Phone and Modem Options dialog box.



Step 15



In Control Panel, double-click Sounds and Multimedia.



Step 16



In the Sounds and Multimedia Options dialog box, click the Hardware tab.



Step 17



Click Legacy Audio Drivers.



Step 18



Click Properties.



Step 19



In the Legacy Audio Drivers Properties dialog box, click the Properties tab.



Step 20



Expand Audio Devices.



Step 21



Click Audio for Dialogic WAVE.



Step 22



Click Remove.



Step 23



Click Yes to confirm.



Step 24



When prompted to restart the server, click Don’t Restart Now.



Caution



If you restart now, the WAVE driver is not removed.



Step 25



Click OK to close the Legacy Audio Drivers Properties dialog box.



Step 26



Click OK to close the Sounds and Multimedia Properties dialog box.



Step 27



Close Control Panel.



Step 28



On the Windows Start menu, click Programs > Dialogic System Software > Uninstall.



Step 29



Follow the on-screen prompts to uninstall the software. If you are prompted to delete shared files, click No to All.



Step 30



Click OK.



Step 31



When the uninstallation is complete, click Yes to restart the server. (The Dialogic-triggered restart may not restart the session; in this case, manually restart.)
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Step 32



After the server restarts, log on.



Step 33



In Windows Explorer, browse to the directory where Cisco Unity is installed (the default directory is CommServer), and delete the Dialogic directory.



Stopping SQL Server Replication on the Primary Server (With Failover Configured) Note



If Cisco Unity failover is not configured, skip this section. To Stop SQL Server Replication on the Primary Server (With Failover Configured)



Step 1



On the primary server, on the Windows Start menu, click Programs > Microsoft SQL Server > Enterprise Manager.



Step 2



In the left pane of the Console Root window, browse to the Replication node for the primary server. Typically, the node is three levels under the Microsoft SQL Servers node.



Step 3



Right-click the Replication node, and click Disable Publishing. The Disable Publishing and Distribution wizard appears.



Step 4



On the Welcome page, click Next.



Step 5



On the Disable Publishing page, click Yes, then click Next.



Step 6



On the Confirm Dropping of Publications page, click Next.



Step 7



On the Completing page, click Finish.



Step 8



When the process is completed, click OK.



Step 9



Close the Console Root window.



Step 10



Exit Enterprise Manager.



Uninstalling Cisco Unity To uninstall Cisco Unity, download, install, and run the latest version of the Cisco Unity Uninstall utility for your version of Cisco Unity. The Uninstall utility is available at http://ciscounitytools.com.



Caution



Follow Uninstall Help carefully, or the uninstallation will fail. Help also lists the manual steps that must be done to complete the uninstallation.



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange) OL-13603-01



16-3



Chapter 16



Uninstalling Cisco Unity



Uninstalling Cisco Unity
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Exiting and Starting the Cisco Unity Software and Server This appendix contains the following sections: •



Exiting the Cisco Unity Software, page A-1



•



Shutting Down or Restarting the Cisco Unity Server, page A-2



•



Starting the Cisco Unity Software, page A-3



Exiting the Cisco Unity Software This section contains two procedures for exiting the Cisco Unity software: from the Cisco Unity server and from another computer.



Caution



Do not use Kill av*.* to exit the Cisco Unity software. Kill av*.* does not stop all Cisco Unity services. Do not stop AvCsMgr by using the Services window or the Component Services window as a method to exit the Cisco Unity software. Stopping the AvCsMgr does not stop all Cisco Unity services and may cause unexpected results. To Exit the Cisco Unity Software from the Cisco Unity Server



Step 1



If the system uses the automated attendant, route all calls to the operator.



Step 2



On the Cisco Unity server, log on to Windows by using either the Cisco Unity administration account or an appropriate Windows domain account.



Step 3



Right-click the Cisco Unity icon in the status area of the taskbar. (If the Cisco Unity icon is not in the taskbar, browse to the CommServer directory, and double-click AvCsTrayStatus.exe.)



Step 4



Click Stop Cisco Unity.



Step 5



Click OK to confirm that you want to exit the Cisco Unity software. Cisco Unity stops running when all calls are finished, and an “X” appears in the Cisco Unity icon.



Step 6



Press Ctrl-Alt-Delete, then lock or log off of Windows to prevent access by unauthorized users.



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange) OL-13603-01



A-1



Appendix A



Exiting and Starting the Cisco Unity Software and Server



Shutting Down or Restarting the Cisco Unity Server



To Exit the Cisco Unity Software from Another Computer Step 1



If the system uses the automated attendant, route all calls to the operator.



Step 2



If the Cisco Unity Status Monitor does not use Integrated Windows authentication, skip to Step 3. When the Cisco Unity Status Monitor uses Integrated Windows authentication, do the following substeps to access the Status Monitor:



Step 3



a.



Log on to Windows by using either the Cisco Unity administration account or an appropriate Windows domain account.



b.



Start Internet Explorer, and go to http:///status.



c.



If Internet Explorer prompts you for a user name and password, enter the user name, password, and domain for the administration account or the Windows domain account.



d.



Skip to Step 5.



When the Cisco Unity Status Monitor uses Anonymous authentication, do the following substeps to access the Status Monitor: a.



Log on to Windows by using any domain account that has the right to log on locally.



b.



Start Internet Explorer, and go to http:///status.



Step 4



On the Cisco Unity Log On page, enter the user name, password, and domain for the Cisco Unity administration account or the Windows domain account, and click Log On.



Step 5



In the Cisco Unity Status Monitor, under Shutting Down Cisco Unity, choose a method:



Step 6



•



Cisco Unity stops running after all calls are finished.



•



Cisco Unity interrupts calls in progress with a voice message, disconnects all calls, then stops running.



Click Shut Down.



Shutting Down or Restarting the Cisco Unity Server Note



Restarting the Cisco Unity server may result in delayed message notification and message waiting indication until MAPI logon to all subscriber mailboxes has been completed. Depending on the size of the subscriber database, it could take several hours to complete the MAPI logon.
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Exiting and Starting the Cisco Unity Software and Server Starting the Cisco Unity Software



If the Cisco Unity system has an expansion chassis or is set up for failover, note the following considerations before shutting down or restarting the Cisco Unity server: Expansion chassis connected to the Cisco Unity server



Cisco Unity failover



When both the expansion chassis and the Cisco Unity server are turned off, turn on the expansion chassis before you turn on the server. Otherwise, the server may not detect the voice cards in the expansion chassis. •



When both servers are running and the active server is shut down, the inactive server becomes active.



•



When neither server is running, the first server started becomes the active server.



•



When the secondary server is active and configured for automatic failback, and the primary server is also running, the secondary server attempts failback on the failback schedule.



To Shut Down or Restart the Cisco Unity Server Step 1



Exit the Cisco Unity software, if it is running, by using one of the procedures in the “Exiting the Cisco Unity Software” section on page A-1.



Step 2



On the Windows Start menu, click Shut Down.



Step 3



Click Shut Down or Restart. During a restart, the Cisco Unity software starts automatically. When Cisco Unity starts successfully, three tones play and a check mark appears in the Cisco Unity icon in the status area of the taskbar. When Cisco Unity does not start successfully, two tones play and an “X” appears in the Cisco Unity icon in the status area of the taskbar.



Starting the Cisco Unity Software This section contains two procedures for starting the Cisco Unity software: from the Cisco Unity server and from another computer. Cisco Unity is a Windows service that is configured to start automatically when you turn on or restart the server. Do one of the procedures in this section only if you exited the Cisco Unity software and did not restart the server. Exchange must be running before you start the Cisco Unity software—either on the partner Exchange server or on the Cisco Unity server, depending on your configuration. If Exchange stops for any reason while Cisco Unity is running, Cisco Unity will continue to take messages. To Start the Cisco Unity Software from the Cisco Unity Server Step 1



On the Cisco Unity server, log on to Windows by using either the Cisco Unity administration account or an appropriate Windows domain account.



Step 2



Right-click the Cisco Unity icon in the status area of the taskbar.



Reconfiguration and Upgrade Guide for Cisco Unity Release 5.x (With Microsoft Exchange) OL-13603-01



A-3



Appendix A



Exiting and Starting the Cisco Unity Software and Server



Starting the Cisco Unity Software



(If the Cisco Unity icon is not in the taskbar, browse to the CommServer directory, and double-click AvCsTrayStatus.exe.) Step 3



Click Start Cisco Unity. When Cisco Unity starts successfully, three tones play and a check mark appears in the Cisco Unity icon. When Cisco Unity does not start successfully, two tones play and an “X” appears in the Cisco Unity icon.



Step 4



Press Ctrl-Alt-Delete, then lock or log off of Windows to prevent access by unauthorized users.



Step 5



If the system uses the automated attendant and you routed calls to the operator before you exited the Cisco Unity software, reroute calls to Cisco Unity.



To Start the Cisco Unity Software from Another Computer Step 1



If the Cisco Unity Status Monitor does not use Integrated Windows authentication, skip to Step 2. When the Cisco Unity Status Monitor uses Integrated Windows authentication, do the following substeps to access the Status Monitor:



Step 2



a.



Log on to Windows by using either the Cisco Unity administration account or an appropriate Windows domain account.



b.



Start Internet Explorer, and go to http:///status.



c.



If Internet Explorer prompts you for a user name and password, enter the user name, password, and domain for the Cisco Unity administration account or the Windows domain account.



d.



Skip to Step 4.



When the Cisco Unity Status Monitor uses Anonymous authentication, do the following substeps to access the Status Monitor: a.



Log on to Windows by using any domain account that has the right to log on locally.



b.



Start Internet Explorer, and go to http:///status.



Step 3



On the Cisco Unity Log On page, enter the user name, password, and domain for the Cisco Unity administration account or the Windows domain account, and click Log On.



Step 4



In the Cisco Unity Status Monitor, click the System Status icon (the first icon), at the top of the page.



Step 5



Click Start.



Step 6



If the system uses the automated attendant and you routed calls to the operator before you exited the Cisco Unity software, reroute calls to Cisco Unity.
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B



Cisco Unity 5.x Services This appendix describes the Cisco Unity services in the following table.



Note



Table B-1



Services that log on as the account for Cisco Unity directory services are listed as logging on as UnityDirSvc. Services that log on as the account for Cisco Unity message store services are listed as logging on as UnityMsgStoreSvc. The actual account names may be different.



Cisco Unity 5.0 Services When the Partner Server Is Running Exchange



Service



Logs On As



Startup Mode



Comments



Dependencies



AvCsGateway



UnityMsgStoreSvc



Automatic



Critical; must be restarted if stopped.



MSSQLSERVER



Starts and stops AvCsMgr. AvCsMgr



UnityMsgStoreSvc



Manual



Critical; started and stopped by the system tray or the Status Monitor via AvCsGateway.



Dialogic System Service, MSSQLSERVER, Telephony



Can be started only by AvCsGateway; should be stopped by AvCsGateway. If AvCsGateway is started by the Status Monitor, AvCsMgr is also started. AvCsNodeMgr (Installed only when failover is installed.)



Failover service account; account must be the same on both servers



Automatic



For the active server: Critical; must be restarted if stopped, or failover does not work. If stopped, there is no impact on AvCsMgr, but failover or failback will occur.



Remote Procedure Call (RPC)



For the inactive server: Not critical. If stopped, there is no impact on AvCsMgr.
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Cisco Unity 5.x Services



Cisco Unity 5.0 Services When the Partner Server Is Running Exchange (continued)



Service



Logs On As



Startup Mode



Comments



Dependencies



AvDirChangeWriter



Local System



Automatic



Critical, must be restarted if stopped.



Message Queuing, MSSQLSERVER



If stopped, there is no impact on AvCsMgr, but it cannot take changes from AD and place them into SQL. AvDSAD



UnityDirSvc



Automatic



Critical; must be restarted if stopped.



Message Queuing, MSSQLSERVER



If stopped, there is no impact on AvCsMgr, but cannot write to or read from AD. AvDSGlobalCatalog



UnityDirSvc



Automatic



Critical; must be restarted if stopped.



Message Queuing, MSSQLSERVER



If stopped, there is no impact on AvCsMgr, but cannot read from global catalog. AvLic



Local System



Automatic



MSSQLSERVER



AvMMProxySvr



Local System



Automatic



Critical; used by web applications and e-mail clients.



Remote Procedure Call (RPC)



AvMsgStoreMonitorSvr



UnityMsgStoreSvc



Manual



Critical; used for message notification and MWIs.



None



AvNotifierMgr



UnityMsgStoreSvc



Manual



Critical; used for message notification and MWIs.



None



AvRepDirSvrSvc



Local System



Manual



Not critical; can be disabled if reports are not used; AvCsMgr starts Reports during startup if Reports is not already running.



MSSQLSERVER



If stopped, there is no impact on AvCsMgr, but it can be disabled if reports are not used. AvSqlChangeWriter



Local System



Automatic



Runs during the MSCW bulk MSSQLSERVER synchronization of all SQL and AD data. It may also run at other times.



AvTtsSvr



Local System



Manual



Not critical.



None
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Table B-1



Cisco Unity 5.0 Services When the Partner Server Is Running Exchange (continued)



Service



Logs On As



Startup Mode



Comments



Dependencies



AvUMRSyncSvr



UnityMsgStoreSvc



Manual



Critical; must be restarted if MSSQLSERVER stopped; AvCsMgr starts AvUMRSyncSvr during startup if AvUMRSyncSvr is not already running. If stopped, there is no impact on AvCsMgr, but messages from unidentified callers remain on the Cisco Unity server and are not handed off to Exchange for delivery; must be restarted if stopped.



Cisco Unified Performance Information and Diagnostics



Local System



Automatic



Not critical.



None (configurable)



Cisco Unity Bellhop



Local System



Manual



Not critical.



Remote Procedure Call (RPC)



CiscoUnityTdsProxy



Local System



Automatic



Critical; used by the Cisco Unity Administrator and by the Cisco Personal Communications Assistant.



None



If stopped, there is no impact on AvCsMgr.
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Cisco Unity 5.x Services



Cisco Unity 5.0 Services When the Partner Server Is Running Exchange (continued)



Service



Logs On As



Startup Mode



Comments



Dependencies



CsBMsgConnector



UnityMsgStoreSvc



Manual



Not critical if system broadcasts are not expected; can be disabled if the server is not intended to receive system broadcast messages that are sent from other Cisco Unity or Cisco Unity Express servers (or from the local Cisco Unity server if addressed to multiple servers).



MSSQLSERVER



If stopped, there is no impact on AvCsMgr; however, system broadcast messages that are sent from other Cisco Unity or Cisco Unity Express servers (or from the local Cisco Unity server if addressed to multiple servers) will not be processed or activated, and any messages received in the USbms mailbox (intentionally or inadvertently) will remain there unless they are manually deleted. CsBridgeConnector



UnityMsgStoreSvc



Manual



(Always installed, but started only if the Bridge is licensed.)



Not critical; can be disabled MSSQLSERVER if the Bridge is not used; does not start if no Bridge ports are licensed. If stopped, there is no impact on AvCsMgr, but the Bridge does not function.



CsEmsSvc



UnitySvc



(Not registered as a service until configured.)



Manual



Not critical.



None



If stopped, there is no impact on AvCsMgr.
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Cisco Unity 5.x Services



Cisco Unity 5.0 Services When the Partner Server Is Running Exchange (continued)



Service



Logs On As



Startup Mode



Comments



Dependencies



CsVPIMConnector



UnityMsgStoreSvc



Manual



Not critical; can be disabled MSSQLSERVER if automatic VPIM subscriber directory updates are disabled on all VPIM delivery locations; does not start if ConfigMgr.exe has not been run with the Create VPIM Dir Account option. If stopped, there is no impact on AvCsMgr, but automatic VPIM subscriber directory updates will not occur.



CuMessageAgingSvr



UnityDirSvc



Manual



Not critical; can be disabled if secure messaging is not used.



None



If stopped, there is no impact on AvCsMgr, but messages will not expire. Exchange 2000 Voice Connector Connector



Local System



Automatic



Not critical; can be disabled if Voice Connector is not used.



None



If stopped, there is no impact on AvCsMgr, but the Voice Connector will not function. This service is installed on the Exchange 2000 server; if Exchange is installed on the Cisco Unity server, the service appears. License Logging Service Local System



Automatic



TomCat



Automatic



Local System



Critical; used for licensing.



None None
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A Active Directory, moving Cisco Unity server to another domain (without failover) 7-1 Active Directory, moving primary and secondary failover servers to another domain at same time 7-3 adding 2-39



Bridge Networking



2-42



Cisco Unity user licenses Digital Networking



2-45



codec format of existing greetings and recorded names 6-6



2-21



codec format of system prompts



2-44



features to Cisco Unity 4.x system (task list) Internet Subscribers



2-1



5-1



global catalog server that Cisco Unity monitors for directory updates 5-2 global catalog server with which Cisco Unity MAPI client communicates 5-3



2-44



2-45



IP address of Cisco Unity server without failover



2-24



SIP integration



2-44



IP address of primary Cisco Unity 5.x server



2-30



message recording and storage codec



voice messaging ports VPIM Networking



8-3



IP address of secondary Cisco Unity 5.x server



2-2
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8-1



IP address of Cisco Unity voice-recognition server 8-14



2-45



SMTP Networking voice cards



6-7



domain controller that Cisco Unity monitors



failover when Exchange is already on separate server 2-51
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certificate services component, installing for 4.x upgrade to shipping version 1-15 Active Directory password for Unity_ and EAdmin accounts 9-6



Cisco CallManager integration
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C



changing



AMIS Networking



IP integration



2-42



2-10



2-36 2-42



AMIS Networking, adding



6-4



partner Exchange server



4-1



6-2



passwords on Cisco Unity service accounts (with failover configured) 9-3



2-39



audience and use, description



message retrieval codec



8-8



passwords on Cisco Unity service accounts (without failover) 9-1



ii-ix



phone system codec



B



6-2



checking consistency of Cisco Unity database for 4.x upgrade to shipping version 1-13



backing up Cisco Unity data for 4.x upgrade to shipping version 1-13



Cisco CallManager Express, enabling integration features 1-30 Cisco CallManager integration, adding
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upgrading and configuring for 4.x upgrade to shipping version 1-22



disabling service



1-19



re-enabling service



Cisco Unity System Preparation Assistant, running for 4.x upgrade to shipping version 1-19



1-32



Cisco Unity



Cisco Unity user licenses, adding



data, backing up for 4.x upgrade to shipping version 1-13 exiting software



codecs changing format of existing greetings and recorded names 6-6



A-1



renaming primary and secondary servers at same time 7-3 restarting server



uninstalling



6-7



changing message recording and storage



separating 5.x from Exchange starting software



changing format of system prompts



A-2



shutting down server



2-21



changing message retrieval



13-1, 13-2



6-4
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A-2



list of supported



A-3



Cisco Unity Administrator, setting up to use SSL for 4.x upgrade to shipping version 1-34



6-2



testing configuration changes



6-9



configuring



Cisco Unity Directory Walker utility



Cisco Unity message store for 4.x upgrade to shipping version 1-23



checking the consistency of Cisco Unity database for 4.x upgrade to shipping version 1-13 downloading latest version for 4.x upgrade to shipping version 1-11



6-2



6-3



task list for changing



16-1



6-2



services for 4.x upgrade to shipping version conventions, documentation



1-23



ii-ix



converting



Cisco Unity Disaster Recovery Backup tool, backing up Cisco Unity data for 4.x upgrade to shipping version 1-13



primary server to permanent regular Cisco Unity server without failover 14-25



Cisco Unity Disaster Recovery tools



secondary server to 60-day Cisco Unity server without primary server 14-18



backing up Cisco Unity data for 4.x upgrade to shipping version 1-13
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downloading latest version for 4.x upgrade to shipping version 1-11 Cisco Unity server moving primary and secondary to another domain at same time 7-3 moving to another domain (without failover) renaming (without failover)



7-1



replacing (without failover)



14-1



uninstalling Cisco Unity



data, backing up Cisco Unity for 4.x upgrade to shipping version 1-13



7-1



database, checking consistency of Cisco Unity for 4.x upgrade to shipping version 1-13



16-1



DbWalker. See Cisco Unity Directory Walker utility



Cisco Unity software downloading for 4.x upgrade to shipping version upgrading 4.x to shipping version with failover configured, task list 1-6



D



DC/GC Reconnect Settings tool 1-11



using to change DC that Cisco Unity monitors



5-1



using to change GC that Cisco Unity monitors for directory updates 5-2 Digital Networking, adding
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F
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G
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E
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I



4-1
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