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Cisco Unified CM Trunks Revised: April 2, 2010; OL-21733-01



A trunk is a communications channel on Cisco Unified Communications Manager (Unified CM) that enables Unified CM to connect to other servers. Using one or more trunks, Unified CM can receive or place voice and video calls, exchange real-time event information, and communicate in other ways with call control servers and other external servers. Trunks are an integral and a crucial part of a Cisco Unified Communications deployment, hence it is important to understand the types of trunks available, their capabilities, and design and deployment considerations such as resiliency, capacity, load balancing, and so forth. There are three types of trunks that can be configured in the Unified CM: H.225 (H.323), SIP, and intercluster trunks. This chapter describes the general capabilities and functions of these trunks. More discussion on specific applications of Unified CM trunks can be found in other pertinent chapters of this document. This chapter discusses the following topics: •



A Comparison of H.323 and SIP Trunks, page 14-3



•



H.323 Trunks, page 14-10



•



SIP Trunks, page 14-21



•



Cisco Unified CM Trunks and Emergency Services, page 14-29



For more details on the applications of Unified CM trunks, refer to their respective sections in the following chapters: •



Unified Communications Deployment Models, page 5-1



•



Media Resources, page 17-1



•



Call Admission Control, page 11-1



•



IP Video Telephony, page 12-1



•



Cisco Unified Presence, page 25-1
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What's New in This Chapter



What's New in This Chapter Table 14-1 lists the topics that are new in this chapter or that have changed significantly from previous releases of this document. Table 14-1



New or Changed Information Since the Previous Release of This Document



New or Revised Topic



Described in:



Revision Date



Cisco Unified CM IP-PSTN connection models



Trunk IP-PSTN Connection Models, page 14-7



April 2, 2010



Codec selection between regions



Codec Selection Over IP Trunks, page 14-28



April 2, 2010



SIP trunk service types



SIP Trunk Service Types, page 14-27



April 2, 2010



Unified CM Trunks Solution Architecture Unified CM uses the mechanism of IP trunks to exchange call-related information with other components of a Unified Communications solution. Given their importance in this respect, it is important to develop the system architecture of the IP trunks with proper regard to the protocol, feature and service expectations, performance requirements, and so forth. Figure 14-1 illustrates the role of IP trunks in system connectivity. The illustration does not show all possible connections from the Unified CM cluster. Figure 14-1



IP Trunks Provide Connections to Unified CM
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Calls are directed toward trunks as defined by the dial plan using the route pattern construct. A route pattern can use a trunk either directly or through a route list. The route list, if used, consists of one or more route groups, each of which contains one or more trunks. An individual trunk within a route group may be configured to be selected in either a top-down or circular fashion. For outgoing calls, Unified CM selects one of the trunks associated in this fashion with the route pattern. Before it accepts an incoming call, Unified CM verifies whether a trunk is defined to the remote address from which the call is received.



A Comparison of H.323 and SIP Trunks Cisco Unified CM trunk connections support both H.323 and SIP. In many cases, the decision to use H.323 or SIP is driven by the unique feature(s) offered by each protocol. There are also a number of external factors that can affect the choice of trunk protocol, such as customer preference or the protocol's maturity and degree of interoperability offered between various vendors' products. For trunk connections between Cisco devices, this decision is relatively straightforward. For trunk connections to other vendors' products and to service provider networks, it is important to understand which features are required by the customer and the extent of interoperability between any two vendors' products. Table 14-2 compares some of the features offered over H.323 and SIP trunks between Unified CM clusters. Table 14-2



Comparison of H.323 and SIP Features on Cisco Unified CM Trunks



Feature



H.323



QSIG over H.323



SIP



Calling Line (Number) Identification Presentation



Yes



Yes



Yes



Calling Line (Number) Identification Restriction



Yes



Yes



Yes



Calling Name Identification Presentation



Yes



Yes



Yes



Calling Name Identification Restriction



Yes



Yes



Yes



Connected Line (Number) Identification Presentation



Yes



Yes



Yes



Connected Line (Number) Identification Restriction



Yes



Yes



Yes



Connected Name Identification Presentation



Yes



Yes



Yes



Connected Name Identification Restriction



Yes



Yes



Yes



Alerting Name



No



Yes



Yes



Call Transfer (Blind/Attended)



Yes/Yes



Yes/Yes



Yes/Yes



Call Forward All



Yes



Yes



Yes



Call Forward Busy



Yes



Yes



Yes



Call Forward No Reply



Yes



Yes



Yes



Call Completion to Busy Subscriber



No



Yes



No



Call Completion No Reply



No



Yes



No



Subscribe/Notify, Publish – Presence



No



No



Yes



Message Waiting Indication (MWI: lamp ON, lamp OFF) No



Yes



Yes



Path Replacement



No



Yes



No



Call Hold/Resume



Yes



Yes



Yes



Cisco Unified Communications System 8.x SRND OL-21733-01



14-3



Chapter 14



Cisco Unified CM Trunks



A Comparison of H.323 and SIP Trunks



Table 14-2



Comparison of H.323 and SIP Features on Cisco Unified CM Trunks (continued)



Feature



H.323



QSIG over H.323



SIP



Music On Hold (unicast and multicast)



Yes



Yes



Yes



DTMF-relay



H.245 Out Of Band (OOB)1



H.245 Out Of Band (OOB)1



RFC 2833, KPML (OOB), Unsolicited Notify (OOB)



SIP Early Offer



N/A



N/A



Yes – Requires MTP for outbound calls



SIP Delayed Offer



N/A



N/A



Yes



H.323 Fast Start



Yes – MTP required Yes – MTP required N/A for Outbound Fast for Outbound Fast Start Start



H.323 Slow Start



Yes



Yes



N/A



Audio codecs



G.711, G.722, G.723, G.729



G.711, G.722, G.723, G.729



G.711, G.722, G.723, G.729, iLBC, AAC, iSAC



Codecs with MTP



G.711, G.722, G.723, G.729



G.711, G.722, G.723, G.729



G.711, G.729



Video



Yes



Yes



Yes



Video codecs



H.261, H.263, H.261, H.263, H.261, H.263, H.263+, H.264 AVC H.263+, H.264 AVC H.263+, H.264 AVC



T.38 Fax



Yes



Yes



Yes



Signaling Authentication



No



No



Digest, TLS



Signaling Encryption



No



No



TLS



Media Encryption (audio)



SRTP



SRTP



SRTP



RSVP-based QoS and call admission control



No



No



Yes



1. H.323 trunks support signaling of RFC 2833 for certain connection types.



H.323 Trunks Architecture The H.323 trunk provides connectivity to other Unified CM clusters and other H.323 devices such as gateways. H.323 trunks support most of the audio and video codecs that Unified CM supports for intra-cluster communications, with the exception of wideband audio and wideband video. H.323 trunks use the Empty Capabilities Set (ECS) to provide supplementary call services such as hold/resume and transfer. This method is a standard H.245 mechanism to stop or close a media stream (or channel) and start or open it to the same or a different endpoint address. This method allows Unified CM to keep a call active while still being able to control the source and destination of the media streams on the fly. For example, consider a call between two clusters (A and B) using the H.323 trunk. When a user in cluster A places a user in cluster B on hold, the media streams between the two users are closed and the user in cluster B is connected to a music on hold (MoH) server in cluster A. The MoH server is instructed to send media (the music file) to the user. When the user in cluster A resumes the call, the MoH stream is closed and the two-way media streams are reopened between the two users. (Unified CM does not support H.450 for supplementary call services.) In this case, MoH is an example of an ECS operation.
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Starting with Cisco Unified CM 7.1(2), H.323 trunks support multicast MoH, therefore the media resource group list (MRGL) for the H.323 trunks can contain both unicast and milticast MoH sources. (For details, see Music on Hold, page 18-1.) The bandwidth used for calls on H.323 trunks can be controlled by the use of regions configured in Unified CM and assigned to each trunk. A region limits the amount of bandwidth allocated for calls by specifying the audio codec type and video bandwidth per call for that region. Calls between that region and another region must be within the specified bandwidth limit. If the device making the call over the H.323 trunk is in a more restrictive region or does not support a particular codec such as video, then it is a subset of codecs that are allowed for that call. The H.323 trunk supports DTMF signaling for both out-of-band DTMF using H.245 and in-band DTMF using RTP Named Telephone Events (RFC-2833). There are no configuration options. For an explanation of when the H.323 trunk uses which method, refer to the chapter on Media Resources, page 17-1.



SIP Trunks Architecture SIP trunks provide connectivity to other SIP devices such as gateways, proxies, voicemail systems, and other Unified CM clusters. Although the SIP trunk interface was first provided in Cisco Unified CM 4.x releases, Cisco Unified CM 5.x and later releases provide major enhancements for SIP trunks and remove the limitations in Cisco Unified CM 4.x, such as single codec support, lack of video support, and the mandatory media termination point (MTP). For the complete list of new enhancements for SIP trunks, refer to the Cisco Unified Communications Manager product release notes available at http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_release_notes_list.html When used for intercluster trunking, SIP trunks do not support QSIG Tunneling using Annex M1. As in H.323 trunks, the codec selected for use for calls over a SIP trunk is determined by the capabilities of the remote endpoint as learned from the SIP call setup messages, capabilities of the local endpoint, and the inter-region bit rate settings between the trunk and the local endpoint regions.



Note



A higher-quality codec such as G.722 or G.711 will be selected over a lower-quality codec such as G.729, if possible. An exception to this rule is if the link between the regions is marked as lossy. In this case the iLBC codec, if available, will be used.



IP PSTN and IP Trunks to Service Provider Networks With support for both H.323 and SIP trunks in Cisco Unified CM, service providers are starting to offer non-TDM PSTN connections to enterprise customers. Apart from the obvious benefit of the cost savings from deploying non-TDM interfaces, in many case these IP-based PSTN connections also offer additional voice features over traditional PSTN interfaces. The choice of H.323 or SIP as the IP trunking protocol often depends on the service provider, although SIP-based services are now beginning to dominate the available offerings. This is mainly due to the increasing popularity of SIP within the enterprise and the promise of additional capabilities such as Presence and support for many multimedia applications (such as instant messaging). SIP will probably become the more widely deployed Unified Communications protocol in the long term.
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Because both the SIP and H323 standard are open to a degree of interpretation (there are many optional as well as mandatory requirements), the degree of interoperability between vendors is often something that improves over time as the protocols mature. To this end, the Cisco Unified Border Element (formerly Cisco Multiservice IP-to-IP Gateway Software) offers a number of interoperability features as well as a natural demarcation point as a Session Border Controller when connecting to other vendors’ H323 and SIP networks.



Cisco Unified Border Element The Cisco Unified Border Element (formerly Cisco Multiservice IP-to-IP Gateway Software) provides a wide range of signalling and media functionality between the enterprise and service-provider Cisco Unified Communications networks. Cisco Unified Border Element provides a network-to-network interface point for: •



Address and port translations (privacy and topology hiding)



•



Signaling interworking (H.323 and SIP)



•



Media interworking (DTMF, fax, modem, and codec transcoding)



•



QoS and bandwidth management (QoS marking using ToS, DSCP, and bandwidth enforcement using RSVP and codec filtering)



•



Billing and CDR normalization



The Cisco Unified Border Element is a licensed Cisco IOS application that is available on the Cisco 2800 and 3800 Series Integrated Service Routers (ISR), the Cisco AS5350XM and AS5400XM Media Gateways, and the Cisco 7200VXR and Cisco 7301 Series router and gateway platforms. Cisco recommends the use of Cisco Unified Border Element for any IP PSTN deployment.



Cisco Unified SIP Proxy The Cisco Unified SIP Proxy provides SIP proxy functionality on a Cisco NME-522 network module that can be plugged into a network module slot on the Cisco 3800 Series Integrated Services Routers (ISRs). This ISR does not need to be dedicated to hosting the network module and running the proxy alone, but can be used simultaneous for other network functions such as to run the Cisco Unified Border Element described above. The Cisco Unified SIP Proxy brings the following benefits to a network using Unified CM SIP trunks: •



Aggregation and routing The Unified SIP Proxy is capable of connecting several SIP servers to each other without each of the servers connecting to every other one in a full-mesh configuration



•



Scalability The Unified SIP Proxy can be used to terminate calls to and from the enterprise and IP-PSTN service providers. The proxy, in turn, distributes the calls across a pool of Unified Border Elements. More Unified Border Elements may be added to increase capacity.



•



Availability and load balancing The Unified SIP Proxy distributes calls over the pool of available Unified Border Elements and monitors the status of each Unified Border Element to ensure reliable call completion.



•



Message normalization The Unified SIP Proxy serves to hide differences in SIP protocol messaging by providing the means to manipulate headers and contents of the messages as they pass through the Unified SIP Proxy.
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The following design considerations should be taken into account when deploying the Cisco Unified SIP Proxy with the Cisco Unified Border Element: •



Use the Unified SIP Proxy when a scalable connection is desired. Adding capacity is as easy as adding a new Unified Border Element.



•



Configure a load balancing scheme on the Unified SIP Proxy so that none of the attached Unified Border Elements is overloaded.



•



Set up trunk monitoring in the Unified SIP Proxy so that it can detect and act on any failure of the Unified CM or Unified Border Element



Figure 14-2 shows the call flow using the Cisco Unified SIP Proxy with Cisco Unified Border Element. Figure 14-2



Call Flow for Cisco Unified SIP Proxy with Cisco Unified Border Element
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M
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To originate a call to the service provider, Unified CM sends the call to the Unified SIP Proxy. The Unified SIP Proxy determines that the request came from Unified CM and forwards the call to a Unified Border Element. The Unified Border Element terminates and re-originates the call, and sends it back to the Unified SIP Proxy. The Unified SIP Proxy determines that the call came from a Unified Border Element, and this time forwards it to the service provider. Media is then established directly from the originating phone to the service provider via the Unified Border Element. For details on installing and configuring the Cisco Unified SIP Proxy, please refer to the product documentation available at http://www.cisco.com/en/US/products/ps10140/tsd_products_support_model_home.html



Trunk IP-PSTN Connection Models Trunks may be connected to IP PSTN service providers in several different ways, depending on the desired architecture. The two most common architectures for this connectivity are centralized trunks and distributed trunks. Centralized trunks connect to the service provider (SP) through one logical connection (although there may be more than one physical connection for redundancy) with Session Border Controllers (SBCs) such as the Cisco Unified Border Element. (See Figure 14-3.) All calls to and from the enterprise use this set
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of trunks. If the enterprise hosts a single central Unified CM cluster at its headquarters, with remote branches connected to the headquarters through a WAN, then media and signaling for PSTN calls to and from each of the sites traverses the WAN. Figure 14-3
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Distributed trunks connect to the service provider through several logical connections. (See Figure 14-4.) Each branch of an enterprise may have its own local trunk to the service provider. Media from branches no longer needs to traverse the WAN but flows to the service provider interface through a local SBC.



Cisco Unified Communications System 8.x SRND



14-8



OL-21733-01



Chapter 14



Cisco Unified CM Trunks A Comparison of H.323 and SIP Trunks



Figure 14-4
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Each connectivity model has its own advantages and disadvantages. Centralized trunks are generally easier to deploy in terms of both physical equipment and configuration complexity. Distributed trunks have the advantage of local hand-off of media and better number portability from local providers. As illustrated in Figure 14-5, a hybrid connectivity model that groups some of the branches together for connectivity, or that provides trunks from each Unified CM cluster of a multi-cluster deployment, captures the advantages of both forms of deployment.
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Figure 14-5



Hybrid SIP Trunk Model with Regional Aggregation



SP VoIP Headquarters 1



PSTN



V



IP



Headquarters 2



SBC



WAN CUBE



IP



IP



CUBE



IP



IP



IP



IP



IP



IP



IP



IP



IP



IP



IP



IP



IP



IP



IP



IP



Branches



IP



IP



IP



253875



Regional-SP RTP Branch-HQ RTP



H.323 Trunks The following major types of H.323 trunks can be configured in a Unified CM: •



Intercluster Trunk (Non-Gatekeeper Controlled), page 14-10



•



Intercluster Trunk (Gatekeeper Controlled), page 14-11



•



H.225 Trunk (Gatekeeper Controlled), page 14-11



Intercluster Trunk (Non-Gatekeeper Controlled) This trunk is the simplest and is used for connecting to other Unified CM clusters in either a multi-cluster single campus or a distributed call processing deployment. This trunk does not use a gatekeeper for call admission control, although it may use locations configured in Unified CM if bandwidth control is required. When defining this type of trunk, you may define up to three remote Unified CM servers in the same destination cluster. The trunk will automatically load-balance across all defined remote Unified CM servers. In the remote cluster, it is important to configure a corresponding intercluster trunk (non-gatekeeper controlled) that has a Unified CM Group containing the same servers that were defined as remote Unified CM servers in the first cluster. A similar configuration is required in each Unified CM cluster connected by the intercluster trunks.



Cisco Unified Communications System 8.x SRND



14-10



OL-21733-01



Chapter 14



Cisco Unified CM Trunks H.323 Trunks



For example, if Cluster 1 has a trunk to Cluster 2 and Cluster 2 has a trunk to Cluster 1, the following configurations would be needed: •



Cluster 1 – Servers B, C, and D are configured as members of the Unified CM Group defined in the device



pool associated with the trunk to Cluster 2. – The non-gatekeeper controlled trunk has Cluster 2's remote servers D, E, and F configured. •



Cluster 2 – Servers D, E, and F are configured as members of the Unified CM Group defined in the device



pool associated with the trunk to Cluster 1. – The non-gatekeeper controlled trunk has Cluster 1's remote servers B, C, and D configured.



High Availability for Non-Gatekeeper Controlled Trunks



To ensure trunk operation in case of failure of a single subscriber in the local cluster, define more than one subscriber in the Unified CM Group associated with the trunk. To guard against the possibility of failure of a single remote server, define the destination address of the trunk to more than one redundant server.



Intercluster Trunk (Gatekeeper Controlled) The intercluster gatekeeper controlled trunk should be used instead of the non-gatekeeper controlled trunk for a larger number of clusters. The advantages of using the gatekeeper controlled trunk are mainly the overall administration of the cluster and failover times. Non-gatekeeper controlled trunks generally require that a full mesh of trunks be configured, which can become an administrative burden as the number of clusters increases. In addition, if a subscriber server in a cluster becomes unreachable, there will be a 5-second (default) timeout while the call is attempted. If an entire cluster is unreachable, the number of attempts before either call failure or rerouting over the PSTN will depend on the number of remote servers defined for the trunk and on the number of trunks in the route list or route group. If there are many remote servers and many non-gatekeeper controlled trunks, the call delay can become excessive. With a gatekeeper controlled trunk, you configure only one trunk that can then communicate via the gatekeeper with all other clusters registered to the gatekeeper. If a cluster or subscriber becomes unreachable, the gatekeeper automatically directs the call to another subscriber in the cluster or rejects the call if no other possibilities exist, thus allowing the call to be rerouted over the PSTN (if required) with little incurred delay. With a single Cisco gatekeeper, it is possible to have 100 clusters all registering a single trunk each, with all clusters being able to call each other. With non-gatekeeper controlled trunks, this same topology would require 99 trunks configured in each cluster. The gatekeeper controlled intercluster trunk should be used for communicating only with other Unified CMs because the use of this trunk with other H.323 devices might cause problems with supplementary services. In addition, a gatekeeper controlled intercluster trunk must be used for backward compatibility with Unified CM prior to Release 3.2.



H.225 Trunk (Gatekeeper Controlled) The H.225 gatekeeper controlled trunk is essentially the same as the intercluster gatekeeper controlled trunk except that it has the capability of working with Unified CM clusters (Release 3.2 and later) as well as other H.323 devices such as gateways, conferencing systems, and clients. This capability is achieved
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through a discovery mechanism on a call-by-call basis. (See H.323 Operation in Unified CM, page 14-18, for details of this discovery process.) This type of trunk is the recommended H.323 trunk if all Unified CM clusters are at least Release 3.2.



High Availability for Gatekeeper Controlled Trunks Redundancy can be achieved in several ways, depending on the requirements of the design. The simplest method is to configure a gatekeeper controlled trunk and assign up to three subscribers in the Unified CM Group associated with the device pool assigned to that trunk. This configuration will cause all servers to register with the same gatekeeper in the same zone with the same technology prefix. However, the H.323 trunk name that is used for the h323_id will have a suffix of "_n" where n is the node number in the cluster. This ID is automatically generated and cannot be changed. You configure a single trunk, but the gatekeeper registers multiple trunks, one from each subscriber in the Unified CM Group. If you have additional redundancy requirements, it is possible to configure another gatekeeper controlled trunk with a different name and different subscribers in the Unified CM Group, but with all the other parameters identical to the first trunk. This second trunk will cause additional subscribers to register with the gatekeeper. Cisco recommends assigning device pools that contain a Unified CM Group consisting of the two servers that make up the standard subscriber pair. (See Call Processing Subscriber Redundancy, page 8-15, for more information on subscriber redundancy.) For complete redundancy in each full cluster, four trunks would be needed, using four different device pools and resulting in eight subscribers registering with the gatekeeper. (The same result could be achieved with three trunks and larger Unified CM Groups.) During registration, several parameters are passed between Unified CM and the gatekeeper. Unified CM uses an ephemeral User Datagram Protocol (UDP) port for gatekeeper Registration Admission Status (RAS) messages. This port would normally be UDP 1719. However, Unified CM must be able to identify precisely which H.323 daemon is the originator of a RAS message from a particular server; therefore it uses a range of UDP ports and assigns them dynamically. During the registration process, a trunk registers the following information for the other subscribers in its Unified CM Group: •



H.225 call signaling port



•



h323_id



•



CanMapAlias support



•



Technology prefix



•



H.225 call signaling address



If the recommended clustered gatekeepers are used, the gatekeeper will return a list of alternate gatekeeper addresses that may be used if the primary gatekeeper fails or does not have sufficient available resources. Figure 14-6 shows a cluster of gatekeepers that use Gatekeeper Update Protocol (GUP) to communicate. (See the chapter on Call Processing, page 8-1, for more information on gatekeepers.)
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Figure 14-6
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If an H.323 trunk has only a single subscriber in its Unified CM Group, there will be only one connection between the configured gatekeeper in Unified CM and the gatekeeper cluster, as illustrated in Figure 14-7. Figure 14-7



H.323 Trunk with a Single Unified CM Subscriber
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If there are multiple subscribers in the Unified CM Group associated with the trunk, additional connections will be established between the Unified CM cluster and the gatekeeper cluster, as illustrated in Figure 14-8. Figure 14-8



H.323 Trunk with Multiple Unified CM Subscribers
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This approach provides redundancy for subscriber failures as well as gatekeeper failures after registration because the alternate gatekeeper is communicated when the trunk registers. This approach does not, however, provide redundancy if the configured gatekeeper is unavailable at initial registration or following a reset because the list of alternate gatekeepers is dynamic and not stored in the database. To provide an additional level of redundancy as well as load balancing, an additional gatekeeper from the gatekeeper cluster is configured in Unified CM. For example, if the original trunk is registered with Element 2, the additional gatekeeper could be configured as Element 4, as illustrated in Figure 14-9. Figure 14-9
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The Unified CM configuration for the example in Figure 14-9 would contain the following components: •



Two gatekeepers for Element 2 and Element 4



•



Two H.323 trunks defined with a Unified CM Group containing subscriber servers A and B



Using this approach, the Unified CM cluster will still be able to register when either Element 2 or Element 4 is not reachable during initial registration (that is, during power-up or trunk reset). Load balancing of calls inbound to the Unified CM cluster is done automatic by default because the gatekeeper randomly selects one of the subscribers registered within the zone. If this is not the desired behavior, you can use the gw-priority configuration command in the gatekeeper to modify this default behavior, as illustrated in Example 14-1. Example 14-1 Using the gw-priority Command to Direct Calls to a Particular Trunk gatekeeper zone local SJC cisco.com 10.0.1.10 zone prefix SJC 1408....... gw-priority 10 sjc-trunk_2 zone prefix SJC 1408....... gw-priority 9 sjc-trunk_3 zone prefix SJC 1408....... gw-default-priority 0 gw-type-prefix 1#* default-technology arq reject-unknown-prefix no shutdown endpoint ttl 60



In Example 14-1, the H.323 trunk was configured as sjc-trunk in Unified CM, and the “_2” and “_3” suffixes are appended automatically by the Unified CM subscribers to indicate which node number they are in the cluster. Therefore, this example uses node 2 as the first choice, which should be the highest-priority Unified CM in the Unified CM Group for this trunk. Node 3 is the second choice in this case. The use of gw-default-priority 0 is optional. It was used in this example to disable the use of any other trunk that might accidentally be configured to register in this zone.
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Load Balancing Outbound Calls



In the majority of cases, the standard method of assigning Unified CM Groups to devices is sufficient to handle the call distribution of outbound calls over IP trunks from call processing subscribers. IP trunk calls might appear to originate randomly from call processing subscribers, but the trade-off for this random call origination is reduced call processing and reduced Intra-Cluster Communication Signaling (ICCS) traffic within the cluster. Load balancing of outbound IP trunk calls across call processing servers, as described below, can be counter-productive because the advantages gained from predictable call origination within the cluster can be outweighed by the increase in ICCS traffic created by calls from phones registered to one subscriber extending their communication to another server within the cluster to originate the outgoing IP trunk call.



Note



In configurations where a route list is employed to help choose the outbound trunk, the selection of the subscriber may be different than that explained above. Instead of preferring the subscriber that has the calling endpoint registered to it and that also hosts the trunk, Unified CM may choose the subscriber that hosts both the route list and the trunk. For this reason, the selection of the outbound trunk might no longer minimize ICCS traffic between subscribers. To minimize ICCS traffic when route lists are used, Cisco recommends using a different set of subscribers in the Unified CM Group associated with the route list than the set of subscribers used in the Unified CM Group associated with the trunks. For the initiation of outbound calls over an H.323 trunk, the following key factors within a Unified CM cluster determine which server is selected: •



Which Unified CM servers have an active H.323 daemon for the selected trunk



•



Whether the phone originating the call is registered to a Unified CM server with an active H.323 daemon for the selected trunk



For IP trunks, the server selection process is not as intuitive as it is for H.323 connections to gateways where, for example, route lists and route groups can be used to select the gateway(s) used to originate the call to the PSTN and also to provide call distribution among multiple gateways. While the route list and route group process still operates for trunk selection and call distribution, a second process is also in operation to select the server from which the H.323 call will originate. In other words, after the route list and route group configuration selects the outgoing trunk, one server in the Unified CM Group for the selected trunk must be chosen to originate the H.323 call. For all IP trunks, this process of server selection for outgoing calls is as follows:



Note



•



If there is an active H.323 daemon for the selected trunk on the Unified CM server to which the phone or device originating the call is registered (that is, if the server is one of those listed in the trunk's Unified CM Group), then use this Unified CM server to originate the H.323 call.



•



If there is no active H.323 daemon for the selected trunk on the Unified CM server to which the phone or device originating the call is registered, then select a server on a round-robin basis from the Unified CM Group of the selected trunk.



All servers defined in a trunk's Unified CM Group will run an active H.323 daemon for that trunk. On each server defined within a trunk's Unified CM Group, a unique H.323 daemon is created for each H.323 trunk. To provide predictable and deterministic load balancing for outgoing calls over IP trunks, you must consider the trunk selection behavior described above.
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Subscriber-based load balancing of outgoing IP trunk calls can be achieved as follows: •



To load-balance outbound trunk calls across only a subset of the call processing servers in the cluster, define multiple trunks and assign only a single subscriber to the Unified CM Group of each trunk.



•



If you want subscriber redundancy within Unified CM Groups, the easiest way to provide predictable subscriber load balancing of outbound trunk calls is to ensure that the subscribers used to register phones are different from those initiating trunk calls.



For example, to spread outbound trunk calls across four subscribers in the cluster, perform the following tasks: •



Configure four H.323 trunks with four Unified CM Groups, all contained within a route group with circular call distribution.



•



Define Unified CM Groups as follows: – Group A: Subscriber A – Group B: Subscriber B – Group C: Subscriber C – Group D: Subscriber D



With no backup subscribers defined, if the primary subscriber for the specified trunk fails, Unified CM will re-route outgoing calls to the next trunk in the route group. In the example above, backup subscribers can be defined within each Unified CM Group for each trunk provided, using subscribers A, B, C, and D as follows: •



Group A: Subscriber A; Subscriber B



•



Group B: Subscriber B; Subscriber C



•



Group C: Subscriber C; Subscriber D



•



Group D: Subscriber D; Subscriber A



However, to avoid subscriber selection for outgoing trunk calls based on phone registration and H.323 daemon subscriber co-location, all phones in the cluster should be registered to other call processing servers (for example, subscribers E, F, G, and H), with server redundancy as required using Unified CM Groups. To spread outbound trunk calls across all eight subscribers in a cluster, perform the flowering tasks: •



Configure eight H.323 trunks with eight different Unified CM Groups, each containing only one subscriber and all contained within a circular route group.



•



Define Unified CM Groups as follows: – Subscriber A – Subscriber B – Subscriber C – Subscriber D – Subscriber E – Subscriber F – Subscriber G – Subscriber H
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H.323 Trunks with Media Termination Points Media termination points (MTPs) are generally not required for normal operation of the H.323 trunk. They are, however, required for communication with devices that are H.323 Version 1, that do not support the Empty Capabilities Set (ECS) for supplementary services, or that require H323 FastStart. To test whether or not an MTP is required, use the following simple procedure: 1.



Place a call from a phone via the H.323 trunk to the other device. This call should work normally.



2.



Place the call on hold, then resume it. If the call drops, then it is highly likely that an MTP is required to ensure interoperability between Unified CM and the other device.



H323 Outbound FastStart Call Connections Calls that are placed from IP phones over large WAN topologies can experience voice clipping when the called party goes off-hook to answer the call. When H.323 trunks or gateways are separated from the Unified CM server, significant delays can occur because of the many H.245 messages that are exchanged when a call is set up. With the FastStart feature, information that is required to complete a media connection between two parties gets exchanged during the H.225 portion of call setup, and this exchange eliminates the need for H.245 messages. The connection experiences one round-trip WAN delay during call setup, and the calling party does not experience voice clipping when the called party answers the call. Unified CM uses media termination points (MTP) for making an H.323 outbound FastStart call. Unified CM starts an outbound FastStart call by allocating an MTP and opening the receive channel. Next, the H.323 Fast Connect procedure sends the SETUP message with a FastStart element to the called endpoint. The FastStart element includes information about the receiving channel for the MTP.



Other MTP Uses MTPs are very useful for terminating media streams from other devices that make calls over the H.323 trunk and for re-originating the media streams with the same voice payload; however, in such cases the IP address is changed to that of the MTP. With this fact in mind, you can utilize MTPs in the following scenarios: •



If the phones, gateways, and other devices within your enterprise all use RFC 1918 private addresses, you might still want to connect to other systems on a public network without using Network Address Translation (NAT) for all your voice and video devices. If the Unified CM subscriber that communicates to the public network is using a public IP address, the signaling will be routed. If all MTPs are also using public addresses, the media from the devices with RFC 1918 addresses will be terminated on the MTP and then originated again, but this time with a public address that is routable on the public network. This approach allows tens of thousands of devices with RFC 1918 addresses to communicate with the public network. This same method can be used to conceal the real IP addresses of devices in an enterprise network when communicating with other enterprises or service providers.



•



Trust boundaries can be established to traverse firewalls or to allow access through an access control list (ACL). Normally, for media to traverse a firewall, you could either use an Application Layer Gateway (ALG) or fix-up to provide access dynamically for the media streams or you could allocate a wide range of addresses and ports for use by all voice devices that need to communicate across the firewall. All calls that use the H.323 trunk and traverse a firewall or ACL will have media that is sourced from the MTP(s), which may use either a single IP address or a small range of IP addresses.
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With both of these methods, if the MTP Required box is checked, the default behavior is to allow calls on the H.323 trunks even if MTP resources are unavailable or exhausted. This default behavior might result in no voice path for the call, but the behavior can be changed by setting the Unified CM service parameter Fail Call if MTP allocation fails under the H.323 section to True.



H.323 Operation in Unified CM This section provides information on how the H.323 protocol is used and implemented in Unified CM, and it explains how and why certain features work the way they do. The most important point to understand is which subscribers run the call signaling daemons. These daemons are pieces of code that make and receive H.323 calls. They are usually referred to as H.225 daemons, or H.225Ds. H.225 is part of the H.323 protocol and is mainly responsible for call control. H.245 is the other major component of H.323 that is responsible for the media control of a call. The subscribers listed in the Unified CM Group for a particular H.323 device determine which subscribers run the daemons and when. This point is a very important because calls sent to an incorrect subscriber might be rejected. For example, this situation would occur if a Cisco IOS H.323 gateway is configured with dial peers that send calls to subscriber C in a Unified CM cluster but the Unified CM Group for that gateway has only subscribers A and B in its list. In such a case, the call will fail or be handled by an H.323 trunk daemon if one happens to be configured on the subscriber. The following scenarios describe where and when H.225Ds are created on subscribers: •



H.323 client The H.225D is active on only the highest-priority subscriber available in the Unified CM Group associated with the H.323 client. If the H.323 client is gatekeeper controlled, the RasAggregator device registers from only the highest-priority subscriber available in the Unified CM Group associated with the gatekeeper controlled H.323 client. The RasAggregator is a special device that registers in gatekeeper zones for the purpose of providing two specific features: – If H.323 clients use DHCP, they cannot be used with a Unified CM using DNS unless they



support Dynamic DNS. With the RasAggregator, Unified CM can obtain the IP address of a specific H.323 client that is registered with the gatekeeper whenever a call is placed. The gatekeeper registration is done using standard RAS ARQ messages that contain the E.164 address of the H.323 client. The gatekeeper resolves the E.164 address and provides the IP address back to Unified CM in an ACF message. – The RasAggregator also ensures that all calls by the H.323 clients are made through Unified CM



and not directly between the clients themselves, thus ensuring that dialing rules and codec restrictions are enforced. •



H.323 gateway The H.225D is active on all subscribers in the Unified CM Group associated with the H.323 gateway.



•



H.323 trunks The H.225D is active on all subscribers in the Unified CM Group associated with the H.323 trunk. A RAS daemon registers the trunk with the gatekeeper from all subscribers in the associated Unified CM Group.
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When an incoming H.323 call is made to a subscriber in a Unified CM cluster, various decisions are made to determine if the call is accepted or rejected and which H.225D will receive the call if it is accepted. Figure 14-10 shows how this process works. Figure 14-10



Process for Determining if an H.323 Call is Accepted or Rejected



Check H.225 TCP connection peer IP address against configured H.323 gateways or clients for this subscriber



Inbound H.323 call to Cisco Unified CM subscriber



Match



Process call as if from configured gateway or client



No Match



Not equal to Port 1720 Does the port number match a dynamic port used No match for a configured Gatekeeper Controlled Trunk for this subscriber? Match Process call as an incoming Gatekeeper Controlled Trunk call



Check if Gatekeeper Controlled Trunk has been configured to used 1720 in the service parameters Yes



No



Is the “Accept Unknown TCP Connections” service parameter set toTrue?



No



Accept inbound H225 TCP connection.



Wait for H.225 setup message, then extract source signaling address



Check H.225 signaling Match address against configured H.323 gateways No match



Send ARQ to gatekeeper; Process call using the IP peer address



Reject H.225 TCP connection



H225ReleaseComplete with cause IE Call Rejected; User hears reorder tone



Process call, sourcing it as if from configured gateway



132369



Examine signaling port number



Equals Port 1720



Unified CM H.323 protocol includes the following additional features: •



Protocol Auto Detect This feature provides the ability to determine, on a call-by-call basis, if the calling device is from Cisco Unified CM Release 3.2 or later. Whenever a call is received, Unified CM looks for an H.225 User-to-User Information Element (UUIE) that indicates if the other end is another Unified CM. If it is, it will always use the Intercluster Trunk Protocol. If no UUIE is found, it will use the configured protocol for that device. This feature enables an H.225 gatekeeper controlled trunk to switch between Intercluster Trunk Protocol and H.225 on a call-by-call basis, allowing a mixture of Unified CM clusters and other H.323 devices to use the gatekeeper. Intercluster Trunk Protocol is the same as H.225 except for several differences that enable specific features to work correctly between Unified CM clusters.
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•



Tunneled QSIG or H.323 Annex M1 With the release of Cisco Unified CM 4.1(3), this feature can be enabled on all H.323 trunks. It allows specific H.323 Annex M1 features to be implemented between Unified CM clusters and other verified systems that also support H.323 Annex M1. These features include: – Path replacement – Message waiting indication (MWI) – Callback



•



Alternate Endpoints When registering with a gatekeeper that supports this feature, such as a Cisco Multimedia Conference Manager (MCM) Gatekeeper, Unified CM can inform the gatekeeper of alternate destinations for calls to the H.323 trunk. These alternate endpoints or destinations are sent to the calling device by the gatekeeper when this H.323 trunk is called. They are the other subscribers listed in the Unified CM Group associated with the H.323 trunk that registers with the gatekeeper.



•



Alternate Gatekeeper When an H.323 trunk registers with a gatekeeper that supports this feature (for example, a Cisco gatekeeper cluster), Unified CM is dynamically informed about other gatekeepers that can process registrations, call admission requests, and other RAS functions in the event that this gatekeeper fails or exhausts its own resources.



•



CanMapAlias When an H.323 trunk sends an admission request (ARQ) to the gatekeeper, it might receive a different E.164 number in the admission confirmation message (ACF), indicating that the original called number should be replaced with this new one. This feature requires a route server using Gatekeeper Transaction Message Protocol (GKTMP) to communicate with Cisco gatekeepers.



Note •



CanMapAlias is supported for the called number only.



Bandwidth Requests H.323 trunks can update the gatekeeper with bandwidth information to indicate a change in the requested bandwidth allocated to a specific call. This feature is disabled by default and is controlled by setting the Unified CM service parameter BRQ Enabled to True, under the H.323 section. This feature is especially important when video is used on an H.323 trunk because the original bandwidth request is for the maximum amount allowed. Enabling this feature ensures that call admission control uses the actual bandwidth negotiated during call setup.



Design Considerations for H.323 Trunks Currently H.323 trunks are the only choice when QSIG tunneling is required either between two Unified CM clusters or between a Unified CM cluster and another IP-PBX. The H.245 out-of-band DTMF relay method is preferred over an in-band method in H.323 trunks. In-band methods such as RFC-2833 should be used only when the communicating entities on both sides of the trunk are SIP-based (for example, SIP phones or trunks). An MTP may be allocated dynamically to convert between out-of-band DTMF relay to in-band DTMF relay, if required.
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Use a gatekeeper controlled intercluster trunk when you need to connect five or more clusters to each other. This will help centralize the dial plan and reduce the configuration required on each of the clusters, not just for the trunks but also for route patterns, route lists, route groups, and so forth. In addition, the gatekeeper can be used for defining the maximum allowable bandwidths for the different types of calls. If a route list is used to distribute calls across several trunks, make sure the Unified CM Group associated with that route list does not include any of the subscriber servers that host the trunks controlled by that route list. This ensures that outgoing calls will be distributed evenly across all the subscribers.



SIP Trunks As with H.323 trunks, there are several design considerations to be taken into account when deploying SIP trunks. This section describes those design considerations.



General Deployment Considerations For SIP trunk connections to third-party devices, such as SIP-based PBXs or service-provider IP PSTN connections, Cisco recommends the use of Delayed Offer for outbound calls from Unified CM and either Delayed Offer or Early Offer for inbound calls to Unified CM. Using Delayed Offer for outbound calls removes the requirement to assign MTP resources to the SIP trunk, except in cases where a mismatch in DTMF transport types exists between the called and calling endpoints (in which case Unified CM will insert an MTP dynamically). As previously mentioned, Cisco also recommends the deployment of the Cisco Unified Border Element on any IP PSTN SIP trunk connection from Unified CM to a voice service provider. SIP Delayed Offer, Early Offer, and DTMF are discussed in more detail in the subsequent sections.



DTMF Transport There are several methods of transporting DTMF information between SIP endpoints. In general terms, these methods can be classified as out-of-band (OOB) and in-band signaling. In-band DTMF transport methods send either raw or signaled DTMF tones within the RTP stream, and they need to be handled and interpreted by the endpoints that generate and/or receive them. Out-of-band (OOB) signaling methods transport DTMF tones outside of the RTP path, either directly to and from the endpoints or via a call agent such as Cisco Unified CM, which interprets and/or forwards these tones as required. Out-of-band (OOB) SIP DTMF signaling methods include Unsolicited Notify (UN), Information (INFO), and Key Press Markup Language (KPML). While KPML (RFC 4730) is the OOB signaling method preferred by Cisco, KPML is not widely used in the market place at this time. Currently, the only known products supporting KPML are Cisco Unified CM, Cisco IOS Gateways (Release 12.4 and later), and some models of Cisco IP Phones. Unsolicited Notify is a nonstandard method and is used only on Cisco IOS Gateways (Release 12.2 and later). INFO is not supported by Unified CM. In-band DTMF transport methods send DTMF tones as either raw tones in the RTP media stream or as signaled tones in the RTP payload using RFC 2833. Among SIP product vendors, RFC 2833 has become the predominant method of sending and receiving DTMF tones and is supported by the majority of Cisco voice products. Because in-band signaling methods send DTMF tones in the RTP media stream, the SIP endpoints in a session must either support the transport method used (for example, RFC 2833) or provide a method of intercepting this in-band signaling and converting it. If the two endpoints are using a back-to-back user
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agent (B2BUA) server for the call control (for example, Cisco Unified CM) and the endpoints negotiate different DTMF methods between each device and call control box, then the call control box determines how to handle the DTMF differences, either via MTP insertion or via OOB methods. With Unified CM, a DTMF transport mismatch (for example, in-band to out-of-band DTMF) is resolved by inserting a Media Termination Point (MTP), which terminates the RTP stream with in-band DTMF signaling (RFC 2833), extracts the DTMF tones from the RTP stream, and forwards these tones out-of-band to Unified CM, where they are then forwarded to the endpoint supporting out-of-band signaling. In this case, the MTP is always in the media path between the two endpoints because there is no MTP codec dependency for DTMF translation. In-band DTMF tones can also be transported as raw (audible) tones in the RTP media stream. This transport method is not widely supported by Cisco products and, in general, is not recommended as an end-to-end DTMF transport mechanism. In-band audio DTMF tones can generally be reproduced reliably only when using G.711 a-law or mu-law codecs, and they are not suitable for use with low-bandwidth codecs. In cases where in-band audio is the only available DTMF transport mechanism, the Cisco Unified Border Element can be used to translate the in-band audio DTMF signaling into RFC 2833 signaling. Over Unified CM SIP trunks, Cisco recommends configuring the DTMF Signaling Method to No Preference. This setting allows Unified CM to make an optimal decision for DTMF and minimize MTP allocation.



SIP Delayed Offer and Early Offer Cisco Unified CM uses the SIP Offer/Answer model for establishing SIP sessions, as defined in RFC 3264. In this context, an Offer is contained in the Session Description Protocol (SDP) fields sent in the body of a SIP message. The Offer typically defines the media characteristics supported by the device (media streams, codecs, directional attributes, IP address, and ports to use). The device receiving the Offer sends an Answer in the SDP fields of its SIP response, with its corresponding matching media streams and codec, whether accepted or not, and the IP address and port on which it wants to receive the media streams. Unified CM uses this Offer/Answer model to establish SIP sessions as defined in the key SIP standard, RFC 3261. RFC 3261 defines two ways that SDP messages can be sent in the Offer and Answer. These methods are commonly known as Delayed Offer and Early Offer, and support for both methods by User Agent Client/Servers is a mandatory requirement of the specification. In the simplest terms, an initial SIP Invite sent with SDP in the message body defines an Early Offer, whereas an initial SIP Invite without SDP in the message body defines a Delayed Offer. In an Early Offer, the session initiator (calling device) sends its capabilities (for example, codecs supported) in the SDP contained in the initial Invite (thus allowing the called device to choose its preferred codec for the session). In a Delayed Offer, the session initiator does not send its capabilities in the initial Invite but waits for the called device to send its capabilities first (for example, the list of codecs supported by the called device, thus allowing the calling device to choose the codec to be used for the session). Delayed Offer and Early Offer are the two media capabilities exchange options available to all standards-based SIP switches. Most vendors have a preference for either Delayed Offer or Early Offer, each of which has its own set of benefits and limitations.
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Note



Unified CM can support Delayed Offer in one direction and Early Offer in the other direction. This capability can often be useful in situations where a SIP switch connecting to Unified CM via a SIP trunk wishes to control the codecs offered and selected for inbound and outbound calls (that is, where using Delayed Offer outbound from Unified CM and Early Offer inbound to Unified CM allows the service provider to send the Offer in all cases and, in doing so, to decide which codecs are offered for all calls.) Early Media



In certain circumstances, a SIP session might require that a media path be set up prior to the finalization of the media capabilities exchange between the two SIP endpoints. To this end, the SIP protocol allows the establishment of Early Media after the initial Offer has been received by an endpoint. Some reasons for using Early Media include: •



The called device might want to establish an Early Media RTP path to reduce the effects of audio cut-through delay (clipping) for calls experiencing long signaling delays or to provide a network-based voice message to the caller.



•



The calling device might want to establish an Early Media RTP path to access a DTMF or voice-driven IVR system.



Unified CM supports Early Media for both Early Offer and Delayed Offer calls.



Note



The terms Early Offer and Early Media are often confused; they are not the same.



Media Termination Points Media Termination Points (MTPs) are generally not required for Delayed Offer calls from Unified CM SIP trunks. For this reason, Cisco recommends Delayed Offer as the call setup method for outbound calls from Unified CM SIP trunks. For outbound Early Offer calls from Unified CM, MTP resources are required (SIP Trunk MTP required box is checked and the desired codec to be offered is selected) and remain in the media path for the duration of the call. For calls inbound and outbound from Unified CM, endpoints can negotiate the use of RFC 2833 or an out-of-band DTMF method (for example, KPML) end-to-end. If a common DTMF method cannot be negotiated between the endpoints, Cisco Unified CM 5.x and later releases will insert an MTP dynamically. Cisco Unified CM 5.x and later releases support Delayed Offer (Invite without SDP) by default. Although Delayed Offer is a mandatory part of the SIP RFC 3261 specification, some SIP applications do not support it. In those cases, you must configure the SIP trunk to support Early Offer by pre-allocating an MTP under the SIP Trunk configuration. MTPs are available in three forms: •



Software-based MTPs in Cisco IOS gateways — Available with any Cisco IOS T-train software release and scaling up to 500 sessions (calls) on the Cisco 3845 Integrated Services Router



•



Hardware-based MTPs in Cisco IOS gateways — Available with any Cisco IOS T-train software release, hardware MTPs use on-board DSP resources and scale calls according to the number of DSPs supported on the Cisco router platform



•



Software-based MTPs using the Cisco IP Voice Media Streaming Application on a Cisco Media Convergence Server (MCS)



The following example configuration is for a Cisco IOS software-based MTP: ! sccp local Vlan5
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sccp ccm 10.10.5.1 identifier 5 version 5.0.1 ! Communications Manager IP address (10.10.5.1) sccp ! sccp ccm group 5 bind interface Vlan5 associate ccm 5 priority 1 associate profile 5 register MTP000E83783C50 ! MTP name (MTP000E83783C50) … must match the Unified CM MTP name. ! dspfarm profile 5 mtp description software MTP codec g711ulaw codec pass-through maximum sessions software 500 associate application SCCP



Note that either software or hardware MTPs in the Cisco IOS gateways must be used if the G.729 codec is selected for early offer. For more information on MTPs, see the chapter on Media Resources, page 17-1.



SIP Trunk Transport Protocols SIP trunks can use either TCP or UDP as a message transport protocol. As a reliable, connection-orientated protocol that maintains the connection state, TCP is preferred because failover to an alternative trunk is nearly instantaneous on the failure of the destination device at the far end of the SIP trunk. UDP is not connection-orientated and therefore relies on the SIP protocol stack to determine if the destination device at the end of the SIP trunk is unavailable. For UDP-based SIP trunks, Unified CM uses the values for the SIP Invite Retry count and SIP Trying timers to detect and respond to far-end device failures. By default, the failover time is approximately 64 seconds per call, but these timers can be tuned to reduce failover times to acceptable values. For more information on SIP trunk timer tuning, refer to the configuration example and technical notes at: http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a 008082d76a.shtml



SIP Intercluster Trunks One of the main benefits of using SIP trunks for intercluster trunking is call survivability. However, as compared to H.323 trunks, SIP trunks do not support QSIG Tunneling using Annex M1. For outbound calls over SIP trunks using destination IP addresses rather than DNS, subscriber load balancing can be achieved in the same way as for H.323 trunk calls. (See the H.323 section on Load Balancing Outbound Calls, page 14-15.) Unlike H.323 trunks in Cisco Unified CM Release 3.3 and above, SIP trunks can point to only a single IP address or DNS Server (SRV) record. To provide failover and load balancing for intercluster SIP trunks that are not capable of DNS SRV, configure multiple SIP trunks. In addition, these SIP trunks must be members of route groups and route lists. Also, it is important to note that Unified CM accepts calls only from a SIP device whose IP address matches one of the destination addresses of the configured SIP trunks. In addition, the incoming port number of the SIP messages has to match the port number configured for that SIP trunk. As a consequence, Cisco recommends that you configure as many SIP trunks with destination addresses as needed to match all IP addresses of any far-end SIP devices that can
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potentially place an inbound call. This method is not desirable for deployments with more than two Unified CM clusters, and it is better to use SIP trunks with DNS SRV if there are more than two clusters. Figure 14-11 shows the call flow for an intercluster SIP trunk call using DNS SRV. Figure 14-11



Call Flow for Intercluster SIP Trunk Using DNS SRV
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Route Pattern: 8752XXXX SIP Trunk Dst: DSN SRV cluster2.foo.com
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IP



Calls 87522001



8-752-2001 Note: The DNS A Lookup has been removed from this call flow



Figure 14-11 illustrates the following steps in the call flow: 1.



The IP phone in Cluster1 calls 87522001.



2.



The call matches a route pattern of 8752XXXX that is pointing to SIP Trunk with DNS SRV of cluster2.foo.com. CCM3 in Cluster1 is the node handling this call because the SIP trunk is registered to it. CCM3 sends a DNS SRV lookup for cluster2.foo.com



3.



The DNS server replies with two records: CCM-A.cluster2.foo.com and CCM-B.cluster2.foo.com. Because CCM-A.cluster2.foo.com has a higher priority, the call is attempted to this Unified CM. Before sending the SIP invite, another DNS lookup is done for CCM-A.cluster2.foo.com.



4.



CCM3 sends a SIP invite to [email protected] with destination address set to the IP address of CCM-A.
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5.



Unified CM interprets this call as a local call because the host portion of the uniform resource identifier (URI) matches the Cluster FQDN enterprise parameter. Cluster2 does not have any SIP trunk configured with a destination of CCM3, so it does a DNS SRV lookup for all domains configured under the SIP trunks with DNS SRV. In this case, the example shows a single trunk with a DNS SRV destination of cluster1.foo.com



6.



The DNS server returns two entries, and one of them matches the source IP address of the invite. The cluster accepts the call and extends it to extension 87522001.



SRTP in SIP Trunks Secure RTP (SRTP) is supported over SIP trunks in Cisco Unified CM 7.0 and later releases. SRTP requires that the trunk be established using an encrypted TLS connection with the remote side. SRTP parameters are exchanged in the SIP SDP messages over this trunk. An MTP does not support SRTP; therefore, for SRTP, the MTP Required flag in the trunk configuration must be left unchecked. This implies that Unified CM will support SRTP with Delayed Offer calls only. However, if Unified CM dynamically inserts an MTP for reasons other than Early Offer, such as for a Trusted Relay Point or as an RSVP agent, then SRTP will be supported through the MTP. Note that dtmf-relay using MTP (where the MTP needs to convert between in-band and out-of-band DTMF signals) will not function for SRTP because it will be unable to decrypt the DTMF packets in the media stream.



Calling Party Number Normalization and SIP Trunks Unified CM 7.0 introduces the capability to transform calling party numbers of calls inbound over gateways and trunks to a normalized format. Typically, you would want this format to be the globally routable, international representation of the number as per E.164 specifications. The process of normalization relies on receiving the number and the associated number-type of the incoming call. The number-type parameter can be used to select the appropriate digits to prefix to the calling number. Number-types can be one of four types: Unknown, Subscriber, National, or International. For more details and examples on how these number-types are used, refer to the chapter on Dial Plan, page 9-1. You can specify the prefix digits for each of the four number types in the H.323 trunk and H.323 gateway configuration pages in Unified CM. H.323 can transport these number types in its signaling. SIP, on the other hand, is unable to transport the number-type information in its signaling. Thus, a call coming in via a SIP gateway across a SIP trunk to Unified CM will not have any indication of whether the calling-party number is local, national, or international. Without the number-type information, Unified CM is unable to apply the correct prefix to the calling-party number. The inability of the SIP trunk to transport the number type implies that the normalization of the calling number must be performed before the call is presented to Unified CM. One place where the transformation can be performed is on the ingress SIP gateway. The following example configuration shows the translation rules that can be defined on a Cisco IOS gateway to accomplish this transformation: voice translation-rule 1 rule 1 // /+4940/ type subscriber subscriber rule 2 // /+49/ type national national rule 3 // /+/ type international international ... voice translation-profile 1 translate calling 1
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... dial-peer voice 300 voip translation-profile outgoing 1 destination-pattern .T session protocol sipv2 session target ipv4:9.6.3.12 ...



When configured as in the example above, a Cisco IOS gateway using SIP to communicate with Unified CM will send calling party information digits normalized to the E.164 format, including the + sign. The Unified CM configuration will receive all calls from this gateway with a numbering type of "unknown," and would not need to add any prefixes. For more details on configuring translation rules, please refer to the document Voice Translation Rules, available at http://www.cisco.com/en/US/tech/tk652/tk90/technologies_tech_note09186a0080325e8e.shtml Unified CM can set the calling party number of outgoing calls to the normalized global format. The number-type in outgoing calls from the SIP trunk will be unknown, and the Cisco IOS gateway should change it to International if no stripping is done, or perform a combination of stripping and numbering type change if required by the connected service provider.



SIP Trunk Service Types Most SIP trunks are general-purpose trunks capable of connecting to a wide variety of SIP servers such as other Cisco Unified CMs, Cisco Unified Border Elements, Cisco Unified Gateways, and so forth. In addition to these all-purpose trunks, Unified CM provides SIP trunks dedicated for specific services. These special-purpose trunks enable technologies such as the following: •



Cisco Intercompany Media Engine (IME) See Cisco Intercompany Media Engine, page 5-27



•



Cisco Unified Communications Call Control Discovery (CCD) through the Cisco IOS Service Advertisement Framework (SAF) See Service Advertisement Framework (SAF), page 3-61.



•



Cisco Extension Mobility Cross Cluster (EMCC) See Extension Mobility Cross Cluster (EMCC), page 21-11



High Availability for SIP Trunks In general, the design concepts for high availability for SIP trunks follow the same guidelines as H.323 trunks (see High Availability for Non-Gatekeeper Controlled Trunks, page 14-11 and High Availability for Gatekeeper Controlled Trunks, page 14-12). The subscribers defined in the Unified CM Group associated with an individual trunk make up the set of servers that can place or receive calls over that trunk. Up to three subscribers can be defined in a Unified CM Group, thus ensuring high availability of the trunk itself. To guard against a remote server failure, multiple trunks to redundant remote servers (if available) should be defined. SIP trunks, unlike H.323 trunks, are defined for a single destination address. These trunks should be grouped in a single route group or route list and associated with the same route pattern. If Unified CM is not able to place a call over any of the trunks in the list, it will fail-over and try the next
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trunk. SIP timers associated with this failover process may be adjusted for optimum performance. If a highly available DNS server is present in the network, you can define multiple redundant servers for a single trunk by using a DNS address instead of an IP address for the trunk destination.



Design Considerations for SIP Trunks Given the wide support of SIP in the industry, SIP trunks are usually a good choice for connectivity. Support for SIP trunks has been greatly enhanced since they were first introduced in Cisco Unified CM 4.x releases. for large-scale usage of SIP trunks, Cisco recommends Unified CM 5.1(2) or later releases. SIP trunks in Unified CM 4.x always require an MTP for outbound calls and are limited to the G.711 codec for voice communication. Ensure that there are enough MTP resources for the expected number of simultaneous calls. SIP trunks in Unified CM 5.x and later releases offer a choice of whether to allocate an MTP for each outgoing call, and an MTP is not used by default. If the remote end does not require Early Offer (Offer SDP in initial INVITE), optimize MTP resource usage by using Delayed Offer. Voice clipping, if observed, can be minimized or eliminated by enabling PRACK on the trunk. This parameter can be enabled in the Service Parameters for the Cisco CallManager Service (SIP Rel1XX Enabled). Other operating parameters for security settings and the types of messages accepted over a SIP trunk can be enabled in the SIP Trunk Security Profile. Here you can set parameters not only for TLS and Digest Authentication, but also for whether or not the trunk will accept Presence Subscription, an out-of-dialog REFER message, Replaces header, or an unsolicited notification. For connection to service provider networks, Cisco recommends the use of the Cisco Unified Border Element. In addition to providing a demarcation point between the enterprise and service provider networks, the Cisco Unified Border Element can also be used for enhancing SIP signaling interoperability between the two networks. With Unified CM 7.x, the low-bandwidth codec, G.729, is available in Early Offer in addition to G.711. However, only one of these codecs may be signaled in the Early Offer. Multiple codecs in the early offer, or transformation of a Delayed Offer call from Unified CM to an Early Offer call, can be accomplished by the Cisco Unified Border Element's Delayed Offer to Early Offer feature. If you are using SRTP over the SIP trunk, Delayed Offer is the only mode supported from Unified CM.



Codec Selection Over IP Trunks Before media between communicating entities can be established, both the entities must agree on the codec(s) that they want to use. This codec (or codecs if both audio and video are involved) is derived from the intersection of codecs supported by communicating entities involved and the configured policy in Unified CM. Policy in Unified CM is configured by region settings. The inter-region Max Audio Bit Rate for audio and the inter-region Max Video Call Bit Rate setting for video (that includes audio) determine the set of codecs that will be used between devices contained in the respective regions. Note that the bit rate settings determine only the maximum bandwidth that is allowed for devices communicating across those regions and does not specify the exact codec that will be used for every call. If the entities share several codecs in common and the inter-region bit rate setting allows the selection of more than one codec, Unified CM will select the codec with the best quality without consideration of the actual bit rate of the codec.
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For example, if the inter-region audio bit rate setting between a trunk and an IP phone is set to 8 kbps (G.729) and both endpoints indicate support for G.729, then that codec will be selected. However, if the inter-region audio bit rate is set to 64 kbps (G.722 and G.711) and both endpoints indicate support for G.711, G.722, and G.729, then Unified CM will choose G.722 because this codec will deliver the best audio quality. The codec selection rules change somewhat when the Link Loss Type for the region is characterized as being Lossy. In this case the iSAC codec, if supported by the communicating sides and allowed by the inter-region bit rate setting, takes priority over others because it can deliver good audio quality at a lower bit rate.



Note



If MTP Required is checked for the trunk, then the codec specified for the MTP will be used regardless of other settings. In this case, the inter-region bit rate settings must be configured appropriately to allow this codec.



Cisco Unified CM Trunks and Emergency Services IP trunks might be unable to deliver emergency 911 calls or, like centralized PSTN trunks, might be unable to deliver such calls to the appropriate Public Safety Answering Point (PSAP) for the caller's location. Customers must investigate carefully the capabilities of the IP trunk service provider to deliver emergency 911 calls and caller locations to the appropriate PSAP. Cisco Emergency Responder may be used to provide the location-specific calling party number to the IP trunk service provider for emergency 911 calls. Centralized IP or PSTN trunks might also temporarily become unavailable for emergency 911 calls from remote locations due to WAN congestion or failure. For this reason, remote locations should always have local gateways to the PSTN that are capable of delivering emergency 911 calls. For more information, see Emergency Services, page 10-1.



Capacity Planning for Unified CM IP Trunks Cisco 7800 Series Media Convergence Servers support the following trunk capacities: •



An MCS-7845 cluster can support up to 2100 trunks.



•



An MCS-7835 cluster can support up to 1100 trunks.



•



An MCS-7825 cluster can support up to 1100 trunks.



•



An MCS-7816 cluster can support up to 200 trunks.



While the above values represent the nominal maximum capacities, actual trunk scalability and performance ultimately depend on several factors including all other applications and tasks that the individual subscribers are processing, the busy hour call attempts (BHCA) across the trunks, and so forth. To determine the overall system capacity, use the Cisco Unified Communications Sizing Tool (Unified CST), which is available to Cisco employees and partners with proper login authentication at http://tools.cisco.com/cucst To obtain the most trunk throughput from a cluster, ensure that the trunk load for both incoming and outgoing calls is distributed uniformly over the all of the subscribers in the cluster as much as possible. For outgoing calls this implies that each subscriber must be capable of originating calls across trunks and that the calling load must be balanced across all the subscribers. Trunks may be defined on multiple subscribers by making use of the Unified CM Group construct in the device-pool associated with the trunk. A Unified CM Group may contain up to three Unified CM subscribers and multiple trunks, and it
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should be defined to extend the call sourcing capability to all desired subscribers in the cluster. If multiple trunks are defined and a route list is used to cycle call placement between them, then the subscribers in the device pool associated with the route list should not include those subscribers associated with the trunks.
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Overview of Cisco Unified Communications Call Control Revised: April 2, 2010; OL-21733-01



After the network infrastructure and call routing have been properly designed and deployed for your Cisco Unified Communications System, the next phase involves deploying a group of core call control components. These call control components allow users to initiate calls more easily, enhance user capabilities, and enhance the experience of remote callers as well. The following aspects are essential to Unified Communications call control components: •



Integration with central Lightweight Directory Access Protocol (LDAP) directories



•



Access to media resources such as audio conferencing or codec transcoding



•



Capabilities for music or advertising on hold for callers into the Unified Communications System



•



Capabilities and feature sets for Unified Communications endpoints



•



Device mobility features for endpoints that move with users



•



Applications embedded in the call routing, such as click-to-call dialing, manager-assistant applications, and the ability for users to log in to any phone



This part of the SRND provides coverage for all the various call control components mentioned above. Each chapter provides an introduction to the call control components, followed by discussions surrounding architecture, high availability, capacity planning, and design considerations. The content of each chapter focuses on design-related information rather than product-specific support and configuration information. This part of the SRND includes the following chapters: •



LDAP Directory Integration, page 16-1 This chapter covers aspects of Unified Communications integration with the LDAP directories, including the Unified Communications Manager directory architecture itself as well as design considerations for LDAP synchronization and authentication. Directory access from Unified Communications endpoints and security considerations are also explored.



•



Media Resources, page 17-1 This chapter examines all components classified as Unified Communications media resources. Digital signal processors (DSPs) and their deployment for voice termination, conferencing, and transcoding capabilities are all discussed. Media termination points (MTPs), how they function, and design considerations with SIP and H.323 trunks are also covered. In addition, design considerations surrounding Trusted Relay Points, RSVP Agents, annunciator, and secure conferencing are included in the chapter.
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•



Music on Hold, page 18-1 This chapter explores music (or advertising) on hold (MoH) and the various deployment possibilities in a Unified Communications system. The chapter explains how MoH is invoked and how codecs are chosen, and it includes some sample call flows. Best practices for various Unified Communications deployment models are explored, including viable options for central site deployments with branch offices.



•



Unified Communications Endpoints, page 19-1 This chapter discusses all the Unified Communications endpoints available in the Cisco portfolio, and it lists their capabilities in table form for easy comparison. Software-based endpoints are discussed in addition to wireless and hard-wired phones. The chapter also covers video telephony endpoints and gateways that provide foreign exchange station (FXS) ports for analog connectivity.



•



Device Mobility, page 20-1 This chapter looks specifically at the Device Mobility feature of Cisco Unified Communications Manager, in which users can physically move their Unified Communications endpoint between locations and still make the most efficient use of system resources. The feature functionality is explained in addition to design considerations for deploying it.



•



Cisco Unified CM Applications, page 21-1 This chapter covers the inherent applications built into Cisco Unified Communications Manager: IP Phone Services, WebDialer, IP Manager Assistant (IPMA), and Extension Mobility (EM). The chapter first explains the architecture behind the applications, followed by a discussion of design considerations. The chapter also explores variations in the applications such as Extension Mobility Cross Cluster (EMCC) and IPMA proxy-line versus shared-line mode.



Architecture As with other network and application technology systems, unified communications call control components build upon the underlying network and system infrastructures. Figure 15-1 shows the logical location of unified communications call control components in the overall Cisco Unified Communications System architecture.
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Figure 15-1
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Unified communications call control components such as conferencing resources, music on hold, directory integration, and endpoints require the unified communications networking infrastructure and unified communications call routing architecture to be well designed and already deployed. These call control components build on the unified communications system and provide enhanced (and usually required) user features.



High Availability As with the network and call routing, call control infrastructure should be made highly available to ensure that required features and functionality remain available during outages in the network or call processing entities. It is important to understand the various types of failures that can occur and the design considerations around these failures. In some cases, the failure of a single server or feature can impact multiple services because many unified communications components are dependent on others. For example, while the various service components of Cisco Unified Communications Manager (Unified CM) applications may be functioning properly, the loss of the Unified CM call processing
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service will effectively render the Unified CM applications unusable because the deployment is dependent upon Unified CM to place or receive calls. In many cases, all or part of the functionality can be handled by a redundant resource, thus giving end users the ability to continue to leverage services in the event of certain failures. For media resources and music on hold, high availability considerations include temporary loss of functionality due to network outages and server or DSP platform failures. This could lead to a poor user experience (for example, initiating a conference only to see a "Resources Not Available" or similar message on the phone) as well as a poor experience for callers into the system (for example, possibly hearing silence instead of a specific advertising message while on hold). Design details around configuration best practices and deployment of redundant resources are discussed in the respective chapters. Unified CM applications are deployed by enabling specific services on Unified CM nodes in the cluster. If there is a service outage, it will result in a degraded or completely non-functional user experience. Users logging in to phones or accessing IP phone services will experience long delays and typically re-initiate the connection several times, further exacerbating the problem. The chapters in this part of the SRND explain the architecture of the applications and provide design considerations related to which nodes and/or how many nodes in the cluster to enable for application-specific features. Similarly, for LDAP directory integrations, an LDAP directory server can go offline or the connection between LDAP and the call processing entity can become unavailable. There must be design considerations to allow for LDAP authentication or user directory lookups to continue to function with an alternate server or through an alternate path.



Capacity Planning Network, call routing, and call control infrastructures must be designed and deployed with an understanding of the capacity and scalability of the individual components and the overall system. When deploying various unified communications call control components, it is important to consider not only the scalability of the components themselves, but also the underlying infrastructures. Certainly the network infrastructure must have available bandwidth and be capable of handling the additional traffic load these components create. Likewise, the call routing infrastructure must be capable of handling user and device configuration and registration as well as additional load surrounding protocols and connections associated with call control elements. There are capacity planning considerations across all of the chapters of this part of the SRND. For LDAP directory integrations, the most common consideration is the number of users that can be synchronized in the unified communications database, along with polling updates and how they can affect system performance. DSP media resources have a finite number of conferencing or transcoding sessions they each can handle, so proper sizing and allocation of DSPs is critical to a good design. Each Unified CM application has its own set of upper limits, whether it is the supported Extension Mobility login rate or the number of IP Manager Assistants that can be configured in the system. Each call control chapter contains a capacity planning section that offers capacity design guidance and assists in architecting sound unified communications designs.
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Directories are specialized databases that are optimized for a high number of reads and searches, and occasional writes and updates. Directories typically store data that does not change often, such as employee information, user policies, user privileges, and group membership on the corporate network. Directories are extensible, meaning that the type of information stored can be modified and extended. The term directory schema defines the type of information stored, its container (or attribute), and its relationship to users and resources. The Lightweight Directory Access Protocol (LDAP) provides applications with a standard method for accessing and potentially modifying the information stored in the directory. This capability enables companies to centralize all user information in a single repository available to several applications, with a remarkable reduction in maintenance costs through the ease of adds, moves, and changes. This chapter covers the main design principles for integrating a Cisco Unified Communications system based on Cisco Unified Communications Manager (Unified CM) with a corporate LDAP directory. The main topics include: •



What is Directory Integration?, page 16-2 This section analyzes the various requirements for integration with a corporate LDAP directory in a typical enterprise IT organization.



•



Directory Access for Unified Communications Endpoints, page 16-3 This section describes the technical solution to enable directory access for Cisco Unified Communications endpoints and provides design best-practices around it.



•



Directory Integration with Unified CM, page 16-5 This section describes the technical solutions and provides design considerations for directory integration with Cisco Unified CM, including the LDAP synchronization and LDAP authentication functions.



The considerations presented in this chapter apply to Cisco Unified CM as well as the following applications bundled with it: Cisco Extension Mobility, Cisco Unified Communications Manager Assistant, WebDialer, Bulk Administration Tool, and Real-Time Monitoring Tool. For Cisco Unity, refer to the Cisco Unity Design Guide and to the following white papers: Cisco Unity Data and the Directory, Active Directory Capacity Planning, and Cisco Unity Data Architecture and How Cisco Unity Works, also available at http://www.cisco.com
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What's New in This Chapter Table 16-1 lists the topics that are new in this chapter or that have changed significantly from previous releases of this document. Table 16-1



New or Changed Information Since the Previous Release of This Document



New or Revised Topic



Described in



Revision Date



Filtering



User Filtering for Directory Synchronization and Authentication, page 16-23



April 2, 2010



What is Directory Integration? Integrating voice applications with a corporate LDAP directory is a common task for many enterprise IT organizations. However, the exact scope of the integration varies from company to company, and can translate into one or more specific and independent requirements, as shown in Figure 16-1. Figure 16-1
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IP



One common requirement is to enable user lookups (sometimes called the "white pages" service) from IP phones or other voice and/or video endpoints, so that users can dial contacts quickly after looking up their numbers in the directory. Another requirement is to provision users automatically from the corporate directory into the user database for applications. This method avoids having to add, remove, or modify core user information manually each time a change occurs in the corporate directory.
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Authentication of end-users and administrators of the voice and/or video applications using their corporate directory credentials is also a common requirement. Enabling directory authentication allows the IT department to deliver single log-on functionality while reducing the number of passwords each user needs to maintain across different corporate applications. As shown in Table 16-2, within the context of a Cisco Unified Communications system, the term directory access refers to mechanisms and solutions that satisfy the requirement of user lookups for Cisco Unified Communications endpoints, while the term directory integration refers to mechanisms and solutions that satisfy the requirements of user provisioning and authentication (for both end users and administrators). Table 16-2



Directory Requirements and Cisco Solutions



Requirement



Cisco Solution



Cisco Unified CM Feature
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Directory access
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User provisioning
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Directory integration



LDAP Authentication



Authentication for Unified Communications application administrators
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LDAP Authentication



The remainder of this chapter describes how to address these requirements in a Cisco Unified Communications system based on Cisco Unified CM.



Note



Another interpretation of the term directory integration revolves around the ability to add application servers to a Microsoft Active Directory domain in order to centralize management and security policies. Cisco Unified CM is an appliance that runs on a customized embedded operating system, and it cannot be added to a Microsoft Active Directory domain. Server management for Unified CM is provided through the Cisco Real Time Monitoring Tool (RTMT). Strong security policies tailored to the application are already implemented within the embedded operating system.



Directory Access for Unified Communications Endpoints This section describes how to configure corporate directory access to any LDAP-compliant directory server to perform user lookups from Cisco Unified Communications endpoints (such as Cisco Unified IP Phones). The guidelines contained in this section apply regardless of whether Unified CM or other Unified Communications applications have been integrated with a corporate directory for user provisioning and authentication. Cisco Unified IP Phones equipped with a display screen can search a user directory when a user presses the Directories button on the phone. The IP Phones use Hyper-Text Transfer Protocol (HTTP) to send requests to a web server. The responses from the web server contain specific Extensible Markup Language (XML) objects that the phone interprets and displays. By default, Cisco Unified IP Phones are configured to perform user lookups against Unified CM's embedded database. However, it is possible to change this configuration so that the lookup is performed on a corporate LDAP directory. In this case, the phones send an HTTP request to an external web server
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that operates as a proxy by translating the request into an LDAP query which is then processed by the corporate directory. The web server encapsulates the LDAP response into an XML object that is sent back to the phone using HTTP, to be rendered to the end user. Figure 16-2 illustrates this mechanism in a deployment where Unified CM has not been integrated with the corporate directory. Note that, in this scenario, Unified CM is not involved in the message exchange. The authentication mechanism to Unified CM web pages, shown on the right half of Figure 16-2, is independent of how directory lookup is configured. Figure 16-2



Directory Access for Cisco Unified IP Phones Using the Cisco Unified IP Phone Services SDK
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In the example shown in Figure 16-2, the web server proxy function is provided by the Cisco LDAP Search Component Object Model (COM) server, which is included in the Cisco Unified IP Phone Services Software Development Kit (SDK). You can download the latest Cisco Unified IP Phone Services SDK from the Cisco Developer Community at http://developer.cisco.com/web/ipps/home The IP Phone Services SDK can be installed on a Microsoft Windows web server running IIS 4.0 or later, but it cannot be installed on a Unified CM server. The SDK includes some sample scripts to provide simple directory lookup functionality.
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To set up a corporate directory lookup service using the IP Phone Services SDK, perform the following steps: Step 1



Modify one of the sample scripts to point to your corporate LDAP directory, or write your own script using the LDAP Search COM Programming Guide provided with the SDK.



Step 2



In Unified CM, configure the URL Directories parameter (under System > Enterprise Parameters) to point to the URL of the script on the external web server.



Step 3



Reset the phones to make the changes take effect.



Note



If you want to offer the service only to a subset of users, configure the URL Directories parameter directly within the Phone Configuration page instead of the Enterprise Parameters page. In conclusion, the following design considerations apply to directory access with the Cisco Unified IP Phone Services SDK: •



User lookups are supported against any LDAP-compliant corporate directory.



•



When querying Microsoft Active Directory, you can perform lookups against the Global Catalog by pointing the script to a Global Catalog server and specifying port 3268 in the script configuration. This method typically results in faster lookups. Note that a Global Catalog does not contain a complete set of attributes for users. Refer to Microsoft Active Directory documentation for details.



•



There is no impact on Unified CM when this functionality is enabled, and only minimal impact on the LDAP directory server.



•



The sample scripts provided with the SDK allow only a minimal amount of customization (for example, you can prefix a digit string to all returned numbers). For a higher degree of manipulation, you will have to develop custom scripts, and a programming guide is included with the SDK to aid in writing the scripts.



•



This functionality does not entail provisioning or authentication of Unified CM users with the corporate directory.



Directory Integration with Unified CM This section describes the mechanisms and best practices for directory integration with Cisco Unified CM to allow for user provisioning and authentication with a corporate LDAP directory. This section covers the following topics: •



Cisco Unified Communications Directory Architecture, page 16-7 This section provides an overview of the user-related architecture in Unified CM.



•



LDAP Synchronization, page 16-10 This section describes the functionality of LDAP synchronization and provides design guidelines for its deployment, with additional considerations for Microsoft Active Directory.



•



LDAP Authentication, page 16-19 This section describes the functionality of LDAP authentication and provides design guidelines for its deployment, with additional considerations for Microsoft Active Directory.
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Table 16-3 specifies the currently supported LDAP directories for both synchronization and authentication on Cisco Unified Communication Manager. Table 16-3



LDAP Directory Support



LDAP Directory Type



Cisco Unified CM 6.x Cisco Unified CM 7.x



Yes Microsoft AD 2000 Microsoft AD 2003 Microsoft AD 2008 Microsoft ADAM 2003 Microsoft LDS 2008



Cisco Unified CM 8.x Yes



Yes



Cisco Unified CM 7.1(3) But Microsoft AD 2000 is or later release is required not supported with for Microsoft ADAM and Unified CM 8.x. LDS.



Netscape 4.x



Yes



No longer supported1



No longer supported1



iPlanet 5.0



Yes



No longer supported1



No longer supported1



iPlanet 5.1



Yes



Yes



Yes



Yes



Yes



SunOne 5.2 SunOne 6.x OpenLDAP 2.3.39 OpenLDAP 2.4



No



Yes



Yes 2



Yes



1. The directory vendor indicates that this solution has reached End of Life. 2. This directory type is supported only with Cisco Unified CM 7.1(2) and later releases.



Note



All Microsoft Directory products listed in Table 16-3 have equivalent support by Cisco Unified CM. All references to AD in this document are applicable to all the Microsoft products listed in this table.



Cisco Unified Communications System 8.x SRND



16-6



OL-21733-01



Chapter 16



LDAP Directory Integration Directory Integration with Unified CM



Cisco Unified Communications Directory Architecture Figure 16-3 shows the basic architecture of a Unified CM cluster. The embedded database stores all configuration information, including device-related data, call routing, feature provisioning, and user profiles. The database is present on all servers within a Unified CM cluster and is replicated automatically from the publisher server to all subscriber servers. Figure 16-3



Cisco Unified CM Architecture
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By default, all users are provisioned manually in the publisher database through the Unified CM Administration web interface. Cisco Unified CM has two types of users: •



End users — All users associated with a physical person and an interactive login. This category includes all Unified Communications users as well as Unified CM administrators when using the User Groups and Roles configuration (equivalent to the Cisco Multilevel Administration feature in prior Unified CM versions).



•



Application users — All users associated with other Cisco Unified Communications features or applications, such as Cisco Attendant Console, Cisco Unified Contact Center Express, or Cisco Unified Communications Manager Assistant. These applications need to authenticate with Unified CM, but these internal "users" do not have an interactive login and serve purely for internal communications between applications.



Table 16-4 lists the application users created by default in the Unified CM database, together with the feature or application that uses them. Additional application users can be created manually when integrating other Cisco Unified Communications applications (for example, the ac application user for Cisco Attendant Console, the jtapi application user for Cisco Unified Contact Center Express, and so forth).
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Table 16-4



Default Application Users for Unified CM



Application User



Used by:



CCMAdministrator



Unified CM Administration (default "super user")



CCMQRTSecureSysUser



Cisco Quality Reporting Tool



CCMQRTSysUser CCMSysUser



Cisco Extension Mobility



IPMASecureSysUser IPMASysUser



Cisco Unified Communications Manager Assistant



WDSecureSysUser



Cisco WebDialer



WDSysUser Based on these considerations, Figure 16-4 illustrates the default behavior in Unified CM for user-related operations such as lookups, provisioning, and authentication. Figure 16-4
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End users access the Unified CM User Options page via HTTPS and authenticate with a user name and password. If they have been configured as administrators by means of User Groups and Roles, they can also access the Unified CM Administration pages with the same credentials.
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Similarly, other Cisco features and applications authenticate to Unified CM via HTTPS with the user name and password associated with their respective application users. The authentication challenge carried by the HTTPS messages are relayed by the web service on Unified CM to an internal library called Identity Management System (IMS). In its default configuration, the IMS library authenticates both end users and application users against the embedded database. In this way, both "physical" users of the Unified Communications system and internal application accounts are authenticated using the credentials configured in Unified CM. End users may also authenticate with their user name and a numeric password (or PIN) when logging into the Extension Mobility service from an IP phone. In this case, the authentication challenge is carried via HTTP to Unified CM but is still relayed by the web service to the IMS library, which authenticates the credentials against the embedded database. In addition, user lookups performed by Unified Communications endpoints via the Directories button communicate with the web service on Unified CM via HTTP and access data on the embedded database. The importance of the distinction between End Users and Application Users becomes apparent when integration with a corporate directory is required. As mentioned in the previous section, this integration is accomplished by means of the following two separate processes: •



LDAP synchronization This process uses an internal tool called Cisco Directory Synchronization (DirSync) on Unified CM to synchronize a number of user attributes (either manually or periodically) from a corporate LDAP directory. When this feature is enabled, users are automatically provisioned from the corporate directory. This feature applies only to End Users, while Application Users are kept separate and are still provisioned via the Unified CM Administration interface. In summary, End Users are defined in the corporate directory and synchronized into the Unified CM database, while Application Users are stored only in the Unified CM database and do not need to be defined in the corporate directory.



•



LDAP authentication This process enables the IMS library to authenticate user credentials against a corporate LDAP directory using the LDAP standard Simple_Bind operation. When this feature is enabled, End User passwords are authenticated against the corporate directory, while Application User passwords are still authenticated locally against the Unified CM database. Cisco Extension Mobility PINs are also still authenticated locally.



Maintaining and authenticating the Application Users internally to the Unified CM database provides resilience for all the applications and features that use these accounts to communicate with Unified CM, independently of the availability of the corporate LDAP directory. Cisco Extension Mobility PINs are also kept within the Unified CM database because they are an integral part of a real-time application, which should not have dependencies on the responsiveness of the corporate directory. The next two sections describe in more detail LDAP synchronization and LDAP authentication, and they provide design best-practices for both functions.



Note



As illustrated in the section on Directory Access for Unified Communications Endpoints, page 16-3, user lookups from endpoints can also be performed against a corporate directory by configuring the Cisco Unified IP Phone Services SDK on an external web server.
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LDAP Synchronization Synchronization of Unified CM with a corporate LDAP directory allows the administrator to provision users easily by mapping Unified CM data fields to directory attributes. Critical user data maintained in the LDAP store is copied into the appropriate corresponding fields in the Unified CM database on a scheduled or on-demand basis. The corporate LDAP directory retains its status as the central repository. Unified CM has an integrated database for storing user data and a web interface within Unified CM Administration for creating and managing user accounts and data. When LDAP synchronization is enabled, the local database is still used, but the Unified CM facility to create end-user accounts is disabled. Management of end-user accounts is then accomplished through the interface of the LDAP directory. (See Figure 16-5.). Accounts for application users can still be created and managed using the Unified CM Administration web interface. The user account information is imported from the LDAP directory into the database located on the Unified CM publisher server. Information that is imported from the LDAP directory may not be changed by Unified CM. Additional user information specific to Cisco Unified Communications is managed by Unified CM and stored only within its local database. For example, device-to-user associations, speed dials, call forward settings, and user PINs are all examples of data that is managed by Unified CM and does not exist in the corporate LDAP directory. The user data is then propagated from the Unified CM publisher server to the subscriber servers through the built-in database synchronization mechanism. Figure 16-5
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When LDAP synchronization is activated, only one type of LDAP directory may be chosen globally for the cluster at any one time. Also, one attribute of the LDAP directory user is chosen to map into the Unified CM User ID field. Unified CM uses standard LDAPv3 for accessing the data. Cisco Unified CM imports data from standard attributes. Extending the directory schema is not required. Table 16-5 lists the attributes that are available for mapping to Unified CM fields. The data of the directory attribute that is mapped to the Unified CM User ID must be unique within all entries for that cluster. The attribute mapped to the Cisco UserID field must be populated in the directory and the sn attribute must be populated with data, otherwise those records are skipped during this import action. If the primary attribute used during import of end-user accounts matches any application user in the Unified CM database, that end user is not imported from the LDAP directory. Table 16-5 lists the attributes that are imported from the LDAP directory into corresponding Unified CM user fields, and it describes the mapping between those fields. Some Unified CM user fields might be mapped from one of several LDAP attributes. Table 16-5



Synchronized LDAP Attributes and Corresponding Unified CM Field Names



Unified CM User Field



Microsoft Active Directory



Active Directory Application Mode (ADAM) or Active Directory Lightweight Netscape, iPlanet, or Directory Service (AD LDS) Sun ONE OpenLDAP



User ID



One of:



One of:



One of:



One of:



sAMAccountName mail employeeNumber telephoneNumber userPrincipalName



uid mail employeeNumber telephoneNumber userPrincipalName



uid mail employeeNumber telephonePhone



uid mail employeeNumber telephonePhone



First Name



givenName



givenName



givenname



givenname



Middle Name



One of:



One of:



initials



initials



middleName initials



middleName initials



Last Name



sn



sn



sn



sn



Manager ID



manager



manager



manager



manager



Department



department



department



departmentnumber



departmentnumber



Phone Number



One of:



One of:



telephonenumber



telephonenumber



telephoneNumber ipPhone



telephoneNumber ipPhone



One of:



One of:



One of:



One of:



mail sAMAccountName



mail uid



mail uid



mail uid



Mail ID



Table 16-6 contains a list of additional attributes that are imported by the Dirsynch process and copied into the Unified CM database but are not displayed in the administrator user configuration web pages. The attribute msRTCSIP-PrimaryUserAddress is populated in AD when Microsoft OCS is used. This table is included for completeness.
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Table 16-6



Synchronized LDAP Attributes that Are Not Displayed



Unified CM User Field



Microsoft Active Directory



Netscape, iPlanet, or Sun ONE



OpenLDAP



objectGUID



objectGUID



Not applicable



Not applicable



OCSPrimaryUserAddress



msRTCSIP-PrimaryUserAddress



Not applicable



Not applicable



Title



title



Title



title



Home Phone Number



homePhone



Homephone



hometelephonenumber



Mobile Phone Number



mobile



Mobile



Mobiletelephonenumber



Pager Number



pager



Pager



pagertelephonenumber



The synchronization is performed by a process called Cisco DirSync, which is enabled through the Serviceability web page. When enabled, it allows one to five synchronization agreements to be configured in the system. An agreement specifies a search base that is a position in the LDAP tree where Unified CM will begin its search for user accounts to import. Unified CM can import only users that exist in the domain specified by the search base for a particular synchronization agreement. In Figure 16-6, two synchronization agreements are represented. One synchronization agreement specifies User Search Base 1 and imports users jsmith, jdoe and jbloggs. The other synchronization agreement specifies User Search Base 2 and imports users jjones, bfoo, and tbrown. The CCMDirMgr account is not imported because it does not reside below the point specified by a user search base. When users are organized in a structure in the LDAP directory, you can use that structure to control which user groups are imported. In this example, a single synchronization agreement could have been used to specify the root of the domain, but that search base would also have imported the Service Accts. The search base does not have to specify the domain root; it may specify any point in the tree. Figure 16-6
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To import the data into the Unified CM database, the system performs a bind to the LDAP directory using the account specified in the configuration as the LDAP Manager Distinguished Name, and reading of the database is done with this account. The account must be available in the LDAP directory for
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Unified CM to log in, and Cisco recommends that you create a specific account with permissions to allow it to read all user objects within the sub-tree that was specified by the user search base. The sync agreement specifies the full Distinguished Name of that account so that the account may reside anywhere within that domain. In the example in Figure 16-6, CCMDirMgr is the account used for the synchronization. It is possible to control the import of accounts through use of permissions of the LDAP Manager Distinguished Name account. In this example, if that account is restricted to have read access to ou=Eng but not to ou=Mktg, then only the accounts located under Eng will be imported. Synchronization agreements have the ability to specify multiple directory servers to provide redundancy. You can specify an ordered list of up to three directory servers in the configuration that will be used when attempting to synchronize. The servers are tried in order until the list is exhausted. If none of the directory servers responds, then the synchronization fails, but it will be attempted again according to the configured synchronization schedule.



Synchronization Mechanism The synchronization agreement specifies a time for synchronizing to begin and a period for re-synchronizing that can be specified in hours, days, weeks, or months (with a minimum value of 6 hours). A synchronization agreement can also be set up to run only once at a specific time. When synchronization is enabled for the first time on a Unified CM publisher server, user accounts that exist in the corporate directory are imported into the Unified CM database. Then either existing Unified CM end-user accounts are activated and data is updated, or a new end-user account is created according to the following process:



Note



1.



If end-user accounts already exist in the Unified CM database and a synchronization agreement is configured, all pre-existing accounts are marked inactive in Unified CM. The configuration of the synchronization agreement specifies a mapping of an LDAP database attribute to the Unified CM UserID. During the synchronization, accounts from the LDAP database that match an existing Unified CM account cause that Unified CM account to be marked active again.



2.



After the synchronization is completed, any accounts that were not set to active are permanently deleted from Unified CM when the garbage collection process runs. Garbage collection is a process that runs automatically at the fixed time of 3:15 AM, and it is not configurable. The deletion of Unified CM accounts that do not match LDAP directory accounts is necessary because Unified CM cannot manage accounts while synchronization is configured.



3.



Subsequently when changes are made in the corporate directory, the synchronization from Microsoft Active Directory occurs as a full re-synchronization at the next scheduled synchronization period. On the other hand, the iPlanet and Sun ONE directory products perform an incremental synchronization triggered by a change in the directory. The following sections present examples of each of these two scenarios.



Once users are synchronized from LDAP into the Unified CM database, deletion of a synchronization configuration will cause users that were imported by that configuration to be marked inactive in the database. Garbage collection will subsequently remove those users.
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Account Synchronization with Active Directory Figure 16-7 shows an example timeline of events for a Unified CM deployment where LDAP Synchronization and LDAP Authentication have both been enabled. The re-synchronization is set for 11:00 PM daily. Change Propagation with Active Directory
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Figure 16-7



After the initial synchronization, the creation, deletion, or disablement of an account will propagate to Unified CM according to the timeline shown in Figure 16-7 and as described in the following steps: 1.



At 8:00 AM on January 1, an account is disabled or deleted in AD. From this time and during the whole period A, password authentication (for example, Unified CM User Options page) will fail for this user because Unified CM redirects authentication to AD. However, PIN authentication (for example, Extension Mobility login) will still succeed because the PIN is stored in the Unified CM database.



2.



The periodic re-synchronization is scheduled for 11:00 PM on January 1. During that process, Unified CM will verify all accounts. Any accounts that have been disabled or deleted from AD will at that time be tagged in the Unified CM database as inactive. After 11:00 PM on January 1, when the account is marked inactive, both the PIN and password authentication by Unified CM will fail.



3.



Garbage collection of accounts occurs daily at the fixed time of 3:15 AM. This process permanently deletes user information from the Unified CM database for any record that has been marked inactive for over 24 hours. In this example, the garbage collection that runs at 3:15 AM on January 2 does not delete the account because it has not been inactive for 24 hours yet, so the account is deleted at 3:15 AM on January 3. At that point, the user data is permanently deleted from Unified CM.



If an account has been created in AD at the beginning of period A, it will be imported to Unified CM at the periodic re-synchronization that occurs at the beginning of period B and will immediately be active on Unified CM.
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Account Synchronization with iPlanet or Sun ONE The iPlanet and Sun ONE products support incremental synchronization agreements and use a different synchronization timeline than Microsoft Active Directory. The synchronization makes use of the Persistent Search mechanism defined by an IETF Draft and supported by many LDAP implementations. Figure 16-8 shows an example of this synchronization timeline for a Unified CM deployment with LDAP Synchronization and LDAP Authentication both enabled. Change Propagation with iPlanet and Sun ONE
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Figure 16-8



The example in Figure 16-8 involves the following steps: 1.



An account is deleted from the corporate directory at 8:00 AM on January 1, which causes an incremental update to be sent from the LDAP server to Unified CM. Unified CM sets its corresponding copy of the data to inactive. Because LDAP authentication is configured, the user will be unable to log in via password as soon as the LDAP server has deleted the record. Also, the PIN may not be used for login at the moment the Unified CM record is marked inactive.



2.



During period B, the user’s record is still present in Unified CM, albeit inactive.



3.



When the garbage collection runs at 3:15 AM on January 2, the record has not yet been inactive for 24 hours. The data remains in the Unified CM database until the beginning of period C on January 3, when the garbage collection process runs again at 3:15 AM and determines that the record has been inactive for 24 hours or more. The record is then permanently deleted from the database.



Accounts that are newly created in the directory are synchronized to Unified CM via incremental updates as well, and they may be used as soon as the incremental update is received.



Security Considerations During the import of accounts, no passwords or PINs are copied from the LDAP directory to the Unified CM database. If LDAP synchronization is not enabled in Unified CM, the password for the end user is managed by using Unified CM Administration. The password and PIN are stored in an encrypted format in the Unified CM database. The PIN is always managed on Unified CM. If you want to use the LDAP directory password to authenticate an end user, see the section on LDAP Authentication, page 16-19. The connection between the Unified CM publisher server and the directory server can be secured by enabling Secure LDAP (SLDAP) on Unified CM and the LDAP server. Secure LDAP enables LDAP to be sent over a Secure Socket Layer (SSL) connection and can be enabled by uploading the SSL certificate from within the Unified CM Platform Administration. For detailed procedure steps, refer to the Unified CM product documentation available at http://www.cisco.com. Refer to the documentation of the LDAP directory vendor to determine how to enable SLDAP.
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Design Considerations for LDAP Synchronization Observe the following design and implementation best practices when deploying LDAP synchronization with Cisco Unified CM: •



Use a specific account within the corporate directory to allow the Unified CM synchronization agreement to connect and authenticate to it. Cisco recommends that you use an account dedicated to Unified CM, with minimum permissions set to "read" all user objects within the desired search base and with a password set never to expire. The password for this account in the directory must be kept in synchronization with the password configuration of the account in Unified CM. If the service account password changes in the directory, be sure to update the account configuration in Unified CM.



•



All synchronization agreements on a given cluster must integrate with the same family of LDAP servers.



•



Stagger the scheduling of synchronization agreements so that multiple agreements are not querying the same LDAP servers simultaneously. Choose synchronization times that occur during quiet periods (off-peak hours).



•



If security of user data is required, enable Secure LDAP (SLDAP) by checking the Use SSL field on the LDAP Directory configuration page in Unified CM Administration.



•



Ensure that the LDAP directory attribute chosen to map into the Unified CM UserID field is unique within all synchronization agreements for that cluster.



•



The attribute chosen as UserID must not be the same as that for any of the Application Users defined in Unified CM.



•



The LDAP attribute sn(lastname) is a mandatory attribute for LDAP Synchronization of users.



•



An existing account in the Unified CM database before synchronization is maintained only if an account imported from the LDAP directory has a matching attribute. The attribute that is matched to the Unified CM UserID is determined by the synchronization agreement.



•



Administer end-user accounts through the LDAP directory's management tools, and manage the Cisco-specific data for those accounts through the Unified CM Administration web page.



•



For AD deployments, the ObjectGUID is used internally in Unified CM as the key attribute of a user. The attribute in AD that corresponds to the Unified CM User ID may be changed in AD. For example, if sAMAccountname is being used, a user may change their sAMAccountname in AD, and the corresponding user record in Unified CM would be updated. With all other LDAP platforms, the attribute that is mapped to User ID is the key for that account in Unified CM. Changing that attribute in LDAP will result in a new user being created in Unified CM, and the original user will be marked inactive.



Additional Considerations for Microsoft Active Directory A synchronization agreement for a domain will not synchronize users outside of that domain nor within a child domain because Unified CM does not follow AD referrals during the synchronization process. The example in Figure 16-9 requires three synchronization agreements to import all of the users. Although Search Base 1 specifies the root of the tree, it will not import users that exist in either of the child domains. Its scope is only VSE.LAB, and separate agreements are configured for the other two domains to import those users.
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Figure 16-9



Synchronization with Multiple Active Directory Domains
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In Figure 16-9, each of the domains and sub-domains contains at least one domain controller (DC) associated to them, and the three synchronization agreements each specify the appropriate domain controller. The DCs have information only on users within the domain where they reside, therefore three synchronization agreements are required to import all of the users. When synchronization is enabled with an AD forest containing multiple trees, as shown in Figure 16-10, multiple synchronization agreements are still needed for the same reasons listed above. Additionally, the UserPrincipalName (UPN) attribute is guaranteed by Active Directory to be unique across the forest and must be chosen as the attribute that is mapped to the Unified CM UserID. For additional considerations on the use of the UPN attribute in a multi-tree AD scenario, see the section on Additional Considerations for Microsoft Active Directory, page 16-21.
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Synchronization with Multiple AD Trees (Discontiguous Namespaces)
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Figure 16-10



Unified CM sends a default LDAP search filter string to AD when performing the synchronization of accounts. One of the clauses is to not return accounts that have been marked as disabled in AD. An account marked disabled by AD, such as when failed login attempts are exceeded, will be marked inactive if synchronization runs while the account is disabled.
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LDAP Authentication The LDAP authentication feature enables Unified CM to authenticate end user passwords against a corporate LDAP directory instead of using the embedded database. This authentication is accomplished with an LDAPv3 connection established between the IMS module within Unified CM and a corporate directory server, as shown in Figure 16-11. Figure 16-11
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To enable authentication, a single authentication agreement may be defined for the entire cluster. The authentication agreement supports configuration of up to three LDAP servers for redundancy and also supports secure connections LDAP over SSL (SLDAP) if desired. Authentication can be enabled only when LDAP synchronization is used. The following statements describe Unified CM's behavior when authentication is enabled: •



End user passwords are authenticated against the corporate directory by a simple bind operation.



•



Application user passwords are authenticated against the Unified CM database.



•



End user PINs are authenticated against the Unified CM database.



This behavior is in line with the guiding principle of providing single logon functionality for end users while making the operation of the real-time Unified Communications system independent of the availability of the corporate directory, and is shown graphically in Figure 16-12.
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Figure 16-12



Authenticating End User Passwords, Application User Passwords, and End User PINs
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Figure 16-13 illustrates the following process, adopted by Unified CM to authenticate an end user against a corporate LDAP directory: 1.



A user connects to the Unified CM User Options page via HTTPS and attempts to authenticate with a user name and password. In this example, the user name is jsmith.



2.



Unified CM issues an LDAP query for the user name jsmith, using the value specified in the LDAP Search Base on the LDAP Authentication configuration page as the scope for this query. If SLDAP is enabled, this query travels over an SSL connection.



3.



The corporate directory server replies via LDAP with the full Distinguished Name (DN) of user jsmith (for example, "cn=jsmith, ou=Users, dc=vse, dc=lab").



4.



Unified CM then attempts to validate the user's credentials by using an LDAP bind operation to pass the full DN and password provided by the user.



5.



If the LDAP bind is successful, Unified CM allows the user to proceed to the configuration page requested.
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Figure 16-13
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Design Considerations for LDAP Authentication Observe the following design and implementation best-practices when deploying LDAP authentication with Cisco Unified CM: •



Create a specific account within the corporate directory to allow Unified CM to connect and authenticate to it. Cisco recommends that you use an account dedicated to Unified CM, with minimum permissions set to "read" all user objects within the desired search base and with a password set to never expire. The password for this account in the directory must be kept in synchronization with the password configuration of the account in Unified CM. If the account password changes in the directory, be sure to update the account configuration in Unified CM. If LDAP synchronization is also enabled, you can use the same account for both functions.



•



Enable LDAP authentication on Unified CM by specifying the credentials of the aforementioned account under LDAP Manager Distinguished Name and LDAP Password, and by specifying the directory subtree where all the users reside under LDAP User Search Base.



•



This method provides single logon functionality to all end users: when they log in to the Unified CM User Options page, they can now use their corporate directory credentials.



•



Manage end-user passwords from within the corporate directory interface. Note that the password field is no longer displayed in the Unified CM Administration pages when authentication is enabled.



•



Manage end-user PINs from the Unified CM Administration web pages or from the Unified CM User Options page.



•



Manage Application User passwords from the Unified CM Administration web pages. Remember that these application users facilitate communication and remote call control with other Cisco Unified Communications applications and are not associated with real people.



•



Enable single logon for Unified CM administrators by adding their corresponding end user to the Unified CM Super Users user group from the Unified CM Administration web pages. Multiple levels of administrator rights can be defined by creating customized user groups and roles.



Additional Considerations for Microsoft Active Directory In environments that employ a distributed AD topology with multiple domain controllers geographically distributed, authentication speed might be unacceptable. When the Domain Controller for the authentication agreement does not contain a user account, a search must occur for that user across other domain controllers. If this configuration applies, and login speed is unacceptable, it is possible to set the authentication configuration to use a Global Catalog Server.
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An important restriction exists, however. Because a Global Catalog does not carry the Employee ID attribute, this method cannot be used if the Employee ID is used as the login. Only Domain Controllers may be used with this attribute. To enable queries against the Global Catalog, simply configure the LDAP Server Information in the LDAP Authentication page to point to the IP address or host name of a Domain Controller that has the Global Catalog role enabled, and configure the LDAP port as 3268. The use of Global Catalog for authentication becomes even more efficient if the users synchronized from Microsoft AD belong to multiple domains, because it allows Unified CM to authenticate users immediately without having to follow referrals. For these cases, point Unified CM to a Global Catalog server and set the LDAP User Search Base to the top of the root domain. In the case of a Microsoft AD forest that encompasses multiple trees, some additional considerations apply. Because a single LDAP search base cannot cover multiple namespaces, Unified CM must use a different mechanism to authenticate users across these discontiguous namespaces. As mentioned in the section on LDAP Synchronization, page 16-10, in order to support synchronization with an AD forest that has multiple trees, the UserPrincipalName (UPN) attribute must be used as the user ID within Unified CM. When the user ID is the UPN, the LDAP authentication configuration page within Unified CM Administration does not allow you to enter the LDAP Search Base field, but instead it displays the note, "LDAP user search base is formed using userid information." In fact, the user search base is derived from the UPN suffix for each user, as shown in Figure 16-14. In this example, a Microsoft Active Directory forest consists of two trees, avvid.info and vse.lab. Because the same user name may appear in both trees, Unified CM has been configured to use the UPN to uniquely identify users in its database during the synchronization and authentication processes. Figure 16-14
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As shown in Figure 16-14, a user named John Doe exists in both the avvid.info tree and the vse.lab tree. The following steps illustrate the authentication process for the first user, whose UPN is [email protected]:



Note



1.



The user authenticates to Unified CM via HTTPS with its user name (which corresponds to the UPN) and password.



2.



Unified CM performs an LDAP query against a Microsoft Active Directory Global Catalog server, using the user name specified in the UPN (anything before the @ sign) and deriving the LDAP search base from the UPN suffix (anything after the @ sign). In this case, the user name is jdoe and the LDAP search base is "dc=avvid, dc=info".



3.



Microsoft Active Directory identifies the correct Distinguished Name corresponding to the user name in the tree specified by the LDAP query. In this case, "cn=jdoe, ou=Users, dc=avvid, dc=info".



4.



Microsoft Active Directory responds via LDAP to Unified CM with the full Distinguished Name for this user.



5.



Unified CM attempts an LDAP bind with the Distinguished Name provided and the password initially entered by the user, and the authentication process then continues as in the standard case shown in Figure 16-13.



Support for LDAP authentication with Microsoft AD forests containing multiple trees relies exclusively on the approach described above. Therefore, support is limited to deployments where the UPN suffix of a user corresponds to the root domain of the tree where the user resides. AD allows the use of aliases, which allows a different UPN suffix. If the UPN suffix is disjointed from the actual namespace of the tree, it is not possible to authenticate Unified CM users against the entire Microsoft Active Directory forest. (It is, however, still possible to use a different attribute as user ID and limit the integration to a single tree within the forest.)



User Filtering for Directory Synchronization and Authentication Unified CM provides an LDAP Query Filter to optimize directory synchronization performance. Cisco recommends importing only those directory user accounts that will be assigned to Unified Communications resources in each individual cluster. When the number of directory user accounts exceeds the number supported for an individual cluster, filtering must be used to select the subset of users that will be associated on that cluster. The Unified CM synchronization feature is not meant to replace a large-scale corporate directory. In many cases, a unique search base is all that is needed to control which accounts are synchronized. When a unique search base is not available, a custom LDAP filter might be required. The information in the following sections addresses both methods that can be used to optimize directory synchronization. When any mechanism is used to limit the accounts imported into Unified CM, the default directory lookup configuration will list only those directory entries that exist in the Unified CM database. For directory lookup to access the entire directory, you must configure Unified CM to utilize an external web server. Details of this configuration are not discussed here but are discussed in the Unified CM product documentation available at http://www.cisco.com/en/US/partner/products/sw/voicesw/ps556/tsd_products_support_series_ho me.html
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Optimizing Unified CM Database Synchronization The Unified CM Database Synchronization feature provides a mechanism for importing a subset of the user configuration data (attributes) from the LDAP directory store into the Unified CM publisher database. Once synchronization of a user account has occurred, the copy of each user's LDAP account information may then be associated to additional data required to enable specific Unified Communications features for that user. When authentication is also enabled, the user's credentials are used to bind to the LDAP store for password verification. The end user's password is never stored in the Unified CM database when enabled for synchronization and/or authentication. User account information is cluster-specific. Each Unified CM publisher server maintains a unique list of those users receiving Unified Communications services from that cluster. Synchronization agreements are cluster-specific, and each publisher has its own unique copy of user account information. Only those users who will be assigned Unified Communications resources should be synchronized with Unified CM. The following is a partial list of common reasons why the entire set of users defined in the LDAP directory should not be imported into the Unified CM cluster: •



Importing users who will not be assigned Unified Communications resources can increase directory synchronization time.



•



Importing users who will not be assigned Unified Communications resources can slow Unified CM searches and overall database performance.



•



In many cases, the number of user accounts in the LDAP directory store far exceeds the total user capacity of the Unified CM database.



Unified CM has no enforced limit on the number of accounts that may be added to the system. Cisco recommends limiting the number of users to the same quantity as the supported number of endpoints. For example, a full-sized cluster of Cisco MCS-7845 servers can support up to 30,000 endpoints, and the system should be administered to limit the number of users to roughly 30,000. There might be cases where accounts are needed for applications, and some designs might require additional accounts. Cisco recommends using the control mechanisms described here to minimize the number of user accounts imported, regardless of the LDAP database size. This will improve the speed of the first and subsequent periodic synchronizations and will also improve manageability of the user accounts.



Using the LDAP Structure to Control Synchronization Many deployments of LDAP directories use the Organizational Unit Name (OU) to group users into a logical order and sometimes hierarchical order. If the LDAP directory has a structure that organizes users into multiple OUs, then it often is possible to use that structure to control the groups of users imported. Each individual Unified CM synchronization agreement specifies a single OU. All active accounts under the specified OU, even within sub-OUs, are imported. Only those users in the OU are synchronized. When multiple OUs containing users are required in a cluster, multiple synchronization agreements are required. When an OU contains users that will not be assigned Unified Communications resources, Cisco recommends omitting those OUs from the directory synchronization. The same technique may be used with AD, which defines containers. A synchronization agreement may specify a particular container in the directory tree and thereby limit the extent of the import. Because there are only five synchronization agreements available, LDAP deployments with many OUs or containers can quickly exhaust this technique. One possible method to synchronize users in a multi-OU environment is to control the permissions assigned to the synchronization service account. Configure the synchronization agreement to a tree node that contains a mix of users, and then restrict the system account from read access to selected parts of the subtree. Refer to your LDAP vendor documentation on how to restrict this access.
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LDAP Query Additional control over filtering might be required for any of the following reasons: •



The LDAP directory has a flat structure that does not enable adequate control by configuration of the synchronization agreements. When the aggregate number of users that are imported by all the synchronization agreements is greater than 60,000, then it is necessary to control the number of users imported through filters.



•



You want to import a subset of user accounts into the Unified CM cluster, for administrative segmentation of users, to control a subset of users that have access and authentication to the cluster. Any account that is imported into a cluster has some level of access to the web pages and authentication mechanisms, which might not be desirable in some cases.



•



The LDAP directory structure does not have an accurate representation of how users are going to be mapped into the Unified CM clusters. For instance, if OUs are set up according to an organizational hierarchy but users are mapped to Unified CM by geography, there might be little overlap between the two.



In these cases, the LDAP Query filter may be used to provide additional control over the synchronization agreements.



LDAP Query Filter Syntax and Server-Side Filtering Unified CM uses standard LDAP mechanisms for synchronizing data from an LDAP directory store. It utilizes the Search mechanism, as defined by RFC 2251–Lightweight Directory Access Protocol (v3), to send a request to retrieve data from the LDAP server. Also defined by that mechanism is the ability to specify a filter string inside the Search message that is used by the LDAP server to select entries in the database for which to return data. The syntax of the filter string is defined by RFC 2254, The String Representation of LDAP Search Filters. This RFC may be used as a reference for constructing more complex filter strings. The filter string is embedded within a Search message that is sent by Unified CM to the LDAP server and is executed by the server to select which user accounts will be provided in the response.



Simple Filter Syntax You can configure a filter by specifying standard attribute names and values that are desired for those attributes. The attributes may also be specified by DN element instead of name. The filter string that is used by Unified CM in LDAP queries is stored internally in the ldapfilter table and is the string inserted into the Search message. A filter is a UTF-8 formatted string that has the following syntax: (attribute operator value) or (operator(filter1)(filter2)) Where filter1 and filter2 have the syntax shown in first line, and the operator is one of those listed in Table 16-7. The attribute corresponds to an LDAP attribute that exists in the directory, operator is one of the operators listed in Table 16-7, and value corresponds to the actual data value that is requested for the attribute.
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Table 16-7



Basic Filter String Operators



Operator



Meaning of Function



!



Logical NOT



&



Logical AND



|



Logical OR



*



Wildcard



=



Equal to



>=



Lexicographically greater than or equal to



(enable)set CAT6500>(enable)set CAT6500>(enable)set CAT6500>(enable)set



qos enable port qos 2/1 vlan-based vlan vvlan_id mod/port port qos mod/port trust trust-dscp



Cisco ATA 186 and IP Conference Station Because the Cisco Analog Telephone Adaptor (ATA) 186 and IP Conference Station are trusted endpoints, their QoS configurations are identical to those described in the section on Cisco VG224 and VG248, page 19-33.



Cisco ATA 188 and IP Phones For the Cisco Analog Telephone Adaptor (ATA) 188 and IP Phones, Cisco recommends segregating the voice VLAN from the data VLAN. For the Cisco ATA 186, 7902, 7905, 7906, 7910, and IP Conference Station, Cisco still recommends configuring voice and data VLAN segregation and an auxiliary voice VLAN. In this way, the same access-layer configurations can be used with different IP phone models and ATAs, and end-users can plug their IP phones or ATAs into different access ports on the switch and get the same treatment. For the Cisco ATA 186, 7902, 7905, 7906, 7910, and IP Conference Stations, the command to override the CoS value of the frames from the attached PC has no effects because these devices do not have a PC connected to them. The following sections list the configuration commands for IP phones on the most commonly deployed Cisco Catalyst switches.
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Cisco 2950 CAT2950(config)# CAT2950(config)#class-map VVLAN CAT2950(config-cmap)# match access-group name VVLAN CAT2950(config-cmap)#class-map DVLAN CAT2950(config-cmap)# match access-group name DVLAN CAT2950(config-cmap)#exit CAT2950(config)# CAT2950(config)#policy-map IPPHONE-PC CAT2950(config-pmap)# class VVLAN CAT2950(config-pmap-c0# set ip dscp 46 CAT2950(config-pmap-c)# police 1000000 8192 exceed-action-drop CAT2950(config-pmap)# class DVLAN CAT2950(config-pmap-c0# set ip dscp 0 CAT2950(config-pmap-c)# police 5000000 8192 exceed-action-drop CAT2950(config-pmap-c)#exit CAT2950(config-pmap)#exit CAT2950(config)# CAT2950(config)#interface interface-id CAT2950(config-if)#mls qos trust device cisco-phone CAT2950(config-if)#mls qos trust cos CAT2950(config-if)#switchport mode access CAT2950(config-if)#switchport voice vlan vvlan_id CAT2950(config-if)#switchport access vlan dvlan_id CAT2950(config-if)#service-policy input IPPHONE-PC CAT2950(config-if)#exit CAT2950(config)# CAT2950(config)#ip access-list standard VVLAN CAT2950(config-std-nacl)# permit voice_IP_subnet wild_card_mask CAT2950(config-std-nacl)#exit CAT2950(config)#ip access-list standard DVLAN CAT2950(config-std-nacl)# permit data_IP_subnet wild_card_mask CAT2950(config-std-nacl)#end



Note



The mls qos map cos-dscp command is available only with Enhanced Image (EI). With Standard Image (SI), this command is not available and the default CoS-to-DSCP mapping is as follows:



CoS Value



0



1



2



3



4



5



6



7



DSCP Value



0



8



16



24



32



40



48



56



Cisco 2970, 3560, or 3750 CAT2970(config)# mls qos map cos-dscp 0 8 16 24 34 46 48 56 CAT2970(config)# mls qos map policed-dscp 0 24 to 8 CAT2970(config)# CAT2970(config)#class-map match-all VVLAN-VOICE CAT2970(config-cmap)# match access-group name VVLAN-VOICE CAT2970(config-cmap)# CAT2970(config-cmap)#class-map match-all VVLAN-CALL-SIGNALING CAT2970(config-cmap)# match access-group name VVLAN-CALL-SIGNALING CAT2970(config-cmap)# CAT2970(config-cmap)#class-map match-all VVLAN-ANY CAT2970(config-cmap)# match access-group name VVLAN-ANY CAT2970(config-cmap)# CAT2970(config-cmap)# policy-map IPPHONE-PC CAT2970(config-pmap)#class VVLAN-VOICE CAT2970(config-pmap-c)# set ip dscp 46 CAT2970(config-pmap-c)# police 128000 8000 exceed-action drop
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CAT2970(config-pmap-c)# class VVLAN-CALL-SIGNALING CAT2970(config-pmap-c)# set ip dscp 24 CAT2970(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit CAT2970(config-pmap-c)# class VVLAN-ANY CAT2970(config-pmap-c)# set ip dscp 0 CAT2970(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit CAT2970(config-pmap-c)# class class-default CAT2970(config-pmap-c)# set ip dscp 0 CAT2970(config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit CAT2970(config-pmap-c)# exit CAT2970(config-pmap)# exit CAT2970(config)# CAT2970(config)# CAT2970(config)#interface interface-id CAT2970(config-if)# switchport voice vlan vvlan_id CAT2970(config-if)# switchport access vlan dvlan_id CAT2970(config-if)# mls qos trust device cisco-phone CAT2970(config-if)# service-policy input IPPHONE-PC CAT2970(config-if)# exit CAT2970(config)# CAT2970(confiig)#ip access list extended VVLAN-VOICE CAT2970(config-ext-nacl)# permit udp Voice_IP_Subnet Subnet_Mask any range 16384 32767 dscp ef CAT2970(config-ext-nacl)# exit CAT2970(config)#ip access list extended VVLAN-CALL-SIGNALING CAT2970(config-ext-nacl)# permit tcp Voice_IP_Subnet Subnet_Mask any range 2000 2002 dscp cs3 CAT2970(config-ext-nacl)# permit tcp Voice_IP_Subnet Subnet_Mask any eq 2443 dscp cs3 CAT2970(config-ext-nacl)# permit udp Voice_IP_Subnet Subnet_Mask any eq 5060 dscp cs3 CAT2970(config-ext-nacl)# permit tcp Voice_IP_Subnet Subnet_Mask any range 5060 5061 dscp cs3 CAT2970(config-ext-nacl)# exit CAT2970(config)#ip access list extended VVLAN-ANY CAT2970(config-ext-nacl)# permit ip Voice_IP_Subnet Subnet_Mask any CAT2970(config-ext-nacl)# end CAT2970#



Cisco 3550 CAT3550(config)# mls qos map cos-dscp 0 8 16 24 34 46 48 56 CAT3550(config)# mls qos map policed-dscp 0 24 26 46 to 8 CAT3550(config)#class-map match-all VOICE CAT3550(config-cmap)# match ip dscp 46 CAT3550(config-cmap)#class-map match-all CALL SIGNALING CAT3550(config-cmap)# match ip dscp 24 CAT3550(config-cmap)# CAT3550(config-cmap)#class-map match-all VVLAN-VOICE CAT3550(config-cmap)# match vlan vvlan_id CAT3550(config-cmap)# match class-map VOICE CAT3550(config-cmap)# CAT3550(config-cmap)#class-map match-all VVLAN-CALL-SIGNALING CAT3550(config-cmap)# match vlan vvlan_id CAT3550(config-cmap)# match class-map CALL SIGNALING CAT3550(config-cmap)# CAT3550(config-cmap)#class-map match-all ANY CAT3550(config-cmap)# match access-group name ACL_Name CAT3550(config-cmap)# CAT3550(config-cmap)# class-map match-all VVLAN-ANY CAT3550(config-cmap)# match vlan vvlan_id CAT3550(config-cmap)# match class-map ANY CAT3550(config-cmap)# CAT3550(config-cmap)#class-map match-all DVLAN-ANY CAT3550(config-cmap)# match vlan dvlan_id
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CAT3550(config-cmap)# match class-map ANY CAT3550(config-cmap)# CAT3550(config-cmap)#policy-map IPPHONE-PC CAT3550(config-pmap)# class VVLAN-VOICE CAT3550(config-pmap-c)# set ip dscp 46 CAT3550(config-pmap-c)# police 128000 8000 exceed-action drop CAT3550(config-pmap-c)# CAT3550(config-pmap-c)#class VVLAN-CALL-SIGNALING CAT3550(config-pmap-c)# set ip dscp 24 CAT3550(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit CAT3550(config-pmap-c)# CAT3550(config-pmap-c)#class VVLAN-ANY CAT3550(config-pmap-c)# set ip dscp 0 CAT3550(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit CAT3550(config-pmap-c)# CAT3550(config-pmap-c)#class DVLAN-ANY CAT3550(config-pmap-c)# set ip dscp 0 CAT3550(config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit CAT3550(config-pmap-c)#exit CAT3550(config-pmap)#exit CAT3550(config)#interface interface-id CAT3550(config-if)# switchport voice vlan vvlan_id CAT3550(config-if)# switchport access vlan dvlan_id CAT3550(config-if)# mls qos trust device cisco-phone CAT3550(config-if)# service-policy input IPPHONE-PC CAT3550(config-if)# exit CAT3550(config)# CAT3550(confiig)#ip access list standard ACL_ANY CAT3550(config-std-nacl)# permit any CAT3550(config-std-nacl)# end CAT3550#



Cisco 4500 with SUPIII, IV, or V CAT4500(config)# qos map cos 5 to dscp 46 CAT4500(config)# qos map cos 0 24 26 46 to dscp 8 CAT4500(config)# CAT4500(config)#class-map match-all VVLAN-VOICE CAT4500(config-cmap)# match access-group name VVLAN-VOICE CAT4500(config-cmap)# CAT4500(config-cmap)#class-map match-all VVLAN-CALL-SIGNALING CAT4500(config-cmap)# match access-group name VVLAN-CALL-SIGNALING CAT4500(config-cmap)# CAT4500(config-cmap)#class-map match-all VVLAN-ANY CAT4500(config-cmap)# match access-group name VVLAN-ANY CAT4500(config-cmap)# CAT4500(config-cmap)# policy-map IPPHONE-PC CAT4500(config-pmap)#class VVLAN-VOICE CAT4500(config-pmap-c)# set ip dscp 46 CAT4500(config-pmap-c)# police 128 kps 8000 byte exceed-action drop CAT4500(config-pmap-c)# class VVLAN-CALL-SIGNALING CAT4500(config-pmap-c)# set ip dscp 24 CAT4500(config-pmap-c)# police 32 kps 8000 byte exceed-action policed-dscp-transmit CAT4500(config-pmap-c)# class VVLAN-ANY CAT4500(config-pmap-c)# set ip dscp 0 CAT4500(config-pmap-c)# police 32 kps 8000 byte exceed-action policed-dscp-transmit CAT4500(config-pmap-c)# class class-default CAT4500(config-pmap-c)# set ip dscp 0 CAT4500(config-pmap-c)# police 5 mpbs 8000 byte exceed-action policed-dscp-transmit CAT4500(config-pmap-c)# exit CAT4500(config-pmap)# exit CAT4500(config)# CAT4500(config)#
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CAT4500(config)#interface interface-id CAT4500(config-if)# switchport voice vlan vvlan_id CAT4500(config-if)# switchport access vlan dvlan_id CAT4500(config-if)# qos trust device cisco-phone CAT4500(config-if)# service-policy input IPPHONE-PC CAT4500(config-if)# exit CAT4500(config)# CAT4500(confiig)#ip access list extended VVLAN-VOICE CAT4500(config-ext-nacl)# permit udp Voice_IP_Subnet Subnet_Mask any range 16384 32767 dscp ef CAT4500(config-ext-nacl)# exit CAT4500(config)#ip access list extended VVLAN-CALL-SIGNALING CAT4500(config-ext-nacl)# permit tcp Voice_IP_Subnet Subnet_Mask any range 2000 2002 dscp cs3 CAT4500(config-ext-nacl)# permit tcp Voice_IP_Subnet Subnet_Mask any eq 2443 dscp cs3 CAT4500(config-ext-nacl)# permit udp Voice_IP_Subnet Subnet_Mask any eq 5060 dscp cs3 CAT4500(config-ext-nacl)# permit tcp Voice_IP_Subnet Subnet_Mask any range 5060 5061 dscp cs3 CAT4500(config-ext-nacl)# exit CAT4500(config)#ip access list extended VVLAN-ANY CAT4500(config-ext-nacl)# permit ip Voice_IP_Subnet Subnet_Mask any CAT4500(config-ext-nacl)# end CAT4500#



Cisco 6500 CAT6500> (enable) set qos cos-dscp-map 0 8 16 24 32 46 48 56 CAT6500> (enable) set qos policed-dscp-map 0, 24, 26, 46:8 CAT6500> (enable) CAT6500> (enable) set qos policer aggregate VVLAN-VOICE rate 128 burst 8000 drop CAT6500> (enable) set qos policer aggregate VVLAN-CALL-SIGNALING rate 32 burst 8000 policed-dscp CAT6500> (enable) set qos policer aggregate VVLAN-ANY rate 5000 burst 8000 policed-dscp CAT6500> (enable) set qos policer aggregate PC-DATA rate 5000 burst 8000 policed-dscp CAT6500> (enable) CAT6500> (enable) set qos acl ip IPPHONE-PC dscp 46 aggregate VVLAN-VOICE udp Voice_IP_Subnet Subnet_Mask any range 16384 32767 CAT6500> (enable) set qos acl ip IPPHONE-PC dscp 24 aggregate VVLAN-CALL-SIGNALING tcp Voice_IP_Subnet Subnet_Mask any range 2000 2002 CAT6500> (enable) set qos acl ip IPPHONE-PC dscp 24 aggregate VVLAN-CALL-SIGNALING tcp Voice_IP_Subnet Subnet_Mask any eq 2443 CAT6500> (enable) set qos acl ip IPPHONE-PC dscp 24 aggregate VVLAN-CALL-SIGNALING tcp Voice_IP_Subnet Wildcard_bits any range 5060 5061 CAT6500> (enable) set qos acl ip IPPHONE-PC dscp 24 aggregate VVLAN-CALL-SIGNALING udp Voice_IP_Subnet Wildcard_bits any eq 5060 CAT6500> (enable) set qos acl ip IPPHONE-PC dscp 0 aggregate VVLAN-ANY Voice_IP_Subnet Subnet_Mask any CAT6500> (enable) set qos acl ip IPPHONE-PC dscp 0 aggregate PC-DATA any CAT6500> (enable) commit qos acl IPPHONE-PC CAT6500> (enable) set vlan vvlan_id mod/port CAT6500> (enable) set port qos mod/port trust-device ciscoipphone CAT6500> (enable) set qos acl map IPPHONE-PC mod/port CAT6500> (enable)



Note



The DSCP re-marking must be done by a Layer-3 capable switch. If the access layer switch (such as the Cisco Catalyst 2950 with Standard Image or the Cisco 3524XL) does not have this capability, then the DSCP re-marking must be done at the distribution layer switch.
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Software-Based Endpoints Cisco Unified Personal Communicator and Cisco IP Communicator with Cisco Unified Video Advantage are both voice and video capable, which presents two challenges when using the ACL and policy map for packet classification and DSCP re-marking. First, Cisco Unified Personal Communicator uses the same IP address and UDP port range to source voice and video streams. The ACL that is based on IP address and port number is not granular enough to differentiate a voice call from a video call in order to apply appropriate DSCP re-marking. Second, Cisco IP Communicator uses the same IP address and UDP port range to source its voice packets. Similarly, the ACL is not granular enough to differentiate the voice stream of an audio-only call from the voice stream of a video call. Therefore, using the ACL and policy-map for packet classification and DSCP re-marking is not a feasible QoS solution for software-based endpoints. Because both Cisco Unified Personal Communicator and Cisco IP Communicator with Cisco Unified Video Advantage mark their signaling and media packets correctly as they ingress the network, Cisco recommends configuring the policy map to trust the DSCP marking of incoming traffic and apply traffic policing and rate limiting. The following sections list the configuration commands for Cisco Unified Personal Communicator and Cisco IP Communicator on the most commonly deployed Cisco Catalyst switches.



Note



The Cisco Catalyst 2950 Series switches are not recommended for software-based endpoint QoS implementations because the Cisco 2950 supports only 1-Mbps increments on FastEthernet ports, which can create a fairly large hole to admit onto the network unauthorized traffic that might be mimicking call signaling or media. Cisco 2970, 3560, or 3750 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970



(config)#mls qos (config)#mls qos map policed-dscp 0 24 26 46 to 8 (config)# (config)#class-map match-all SOFTWARE-BASED-ENDPOINT-VOICE (config-cmap)# match access-group name SOFTWARE-BASED-ENDPOINT-VOICE (config-cmap)#class-map match-all SOFTWARE-BASED-ENDPOINT-VIDEO (config-cmap)# match access-group name SOFTWARE-BASED-ENDPOINT-VIDEO (config-cmap)#class-map match-all SOFTWARE-BASED-ENDPOINT-SIGNALING (config-cmap)# match access-group name SOFTWARE-BASED-ENDPOINT-SIGNALING (config-cmap)#exit (config)# (config)#policy-map SOFTWARE-BASED-ENDPOINT (config-pmap-c)#class SOFTWARE-BASED-ENDPOINT-VOICE (config-pmap-c)# police 128000 8000 exceed-action drop (config-pmap-c)#class SOFTWARE-BASED-ENDPOINT-VIDEO (config-pmap-c)# police 50000000 8000 exceed-action policed-dscp-transmit (config-pmap-c)#class SOFTWARE-BASED-ENDPOINT-SIGNALING (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit (config-pmap-c)#class class-default (config-pmap-c)# set ip dscp 0 (config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit (config-pmap-c)# exit (config-pmap)#exit (config)# (config)#interface FastEthernet interface-id (config-if)# switchport access vlan dvlan_id (config-if)# switchport mode access (config-if)# service-policy input SOFTWARE-BASED-ENDPOINT (config-if)# exit (config)#ip access-list extended SOFTWARE-BASED-ENDPOINT-SIGNALING (config-ext-nacl)#permit ip PC_Subnet_Source wildcard_bits any dscp 24
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CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970 CAT2970



(config-ext-nacl)#exit (config)#ip access-list extended SOFTWARE-BASED-ENDPOINT-VIDEO (config-ext-nacl)#permit ip PC_Subnet_Source wildcard_bits any dscp 34 (config-ext-nacl)#exit (config)#ip access-list extended SOFTWARE-BASED-ENDPOINT-VOICE (config-ext-nacl)# permit ip PC_Subnet_Source wildcard_bits any dscp 46 (config-ext-nacl)#exit (config)#exit



Cisco 3550 3550(config)#class-map match-all SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-cmap)#match access-group name SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-cmap)#class-map match-all SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-cmap)# match access-group name SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-cmap)#class-map match-all SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-cmap)# match access-group name SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-cmap)#exit 3550(config)# 3550(config)#policy-map SOFTWARE-BASED-ENDPOINT 3550(config-pmap)#class SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-pmap)# police 128000 8000 exceed-action drop 3550(config-pmap)#class SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-pmap)# police 50000000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)#class SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-pmap)# police 32000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)#class class-default 3550(config-pmap)# set ip dscp 0 3550(config-pmap)# police 5000000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)# exit 3550(config)#exit 3550(config)# 3550(config)#interface FastEthernet interface_id 3550(config-if)# switchport access vlan dvlan_id 3550(config-if)# switchport mode access 3550(config-if)# service-policy input SOFTWARE-BASED-ENDPOINT 3550(config-if)# exit 3550(config)#ip access-list extended SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-ext-nacl)#permit ip PC_Subnet_Source wildcard_bits any dscp 24 3550(config-ext-nacl)#exit 3550(config-if)# ip access-list extended SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-ext-nacl)#permit ip PC_Subnet_Source wildcard_bits any dscp 34 3550(config-ext-nacl)#exit 3550(config-if)# ip access-list extended SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-ext-nacl)# permit ip PC_Subnet_Source wildcard_bits any dscp 46 3550(config-ext-nacl)#exit 3550(config)#exit



Cisco 6500 CAT6500> (enable) set qos CAT6500> (enable) set qos CAT6500> (enable) CAT6500> (enable) set qos 8000 drop CAT6500> (enable) set qos 8000 policed-dscp CAT6500> (enable) set qos 8000 policed-dscp CAT6500> (enable) set qos burst 8000 policed-dscp CAT6500> (enable)



enable policed-dscp-map 0, 24, 26, 34, 46:8 policer aggregate SOFTWARE-BASED-ENDPOINT-VOICE rate 128 burst policer aggregate SOFTWARE-BASED-ENDPOINT-VIDEO rate 5000 burst policer aggregate SOFTWARE-BASED-ENDPOINT-SIGNAL rate 32 burst policer aggregate SOFTWARE-BASED-ENDPOINT-DEFAULT rate 5000
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CAT6500> (enable) set qos acl ip SOFTWARE-BASED-ENDPOINT trust-dscp aggregate SOFTWARE-BASED-ENDPOINT-VOICE ip PC_Subnet_Source wildcard_bits any dscp-field 46 CAT6500> (enable) set qos acl ip SOFTWARE-BASED-ENDPOINT trust-dscp aggregate SOFTWARE-BASED-ENDPOINT-VIDEO ip PC_Subnet_Source wildcard_bits any dscp-field 34 CAT6500> (enable) set qos acl ip SOFTWARE-BASED-ENDPOINT trust-dscp aggregate SOFTWARE-BASED-ENDPOINT-SIGNAL ip PC_Subnet_Source wildcard_bits any dscp-field 24 CAT6500> (enable) set qos acl ip SOFTWARE-BASED-ENDPOINT dscp 0 aggregate SOFTWARE-BASED-ENDPOINT-DEFAULT any CAT6500> (enable) commit qos acl SOFTWARE-BASED-ENDPOINT CAT6500> (enable) set vlan dvlan_id mod/port CAT6500> (enable) set port qos mod/port trust untrusted CAT6500> (enable) set qos acl map SOFTWARE-BASED-ENDPOINT mod/port



Cisco Unified Wireless IP Phones By default, the Cisco Unified Wireless IP Phones and wirelessly attached Cisco Unified IP Phones 9971 mark their SCCP signaling messages using a Per-Hop Behavior (PHB) value of CS3 or a Differentiated Services Code Point (DSCP) value of 24 (this corresponds to a ToS value of 0x60), and it marks RTP voice packets using a PHB value of EF or a DSCP value of 46 (ToS of 0xB8). With proper queueing on the AP and configuration on the upstream first-hop switch to trust the AP's port, the wireless IP phone traffic will receive the same treatment as wired IP phone traffic. This practice allows the QoS settings to be consistent from LAN to WLAN environments. In addition, the Cisco Unified Wireless IP Phones and the Cisco Unified IP Phone 9971, when wirelessly attached, automatically announce their presence to the AP using the Cisco Discovery Protocol (CDP). The CDP packets are sent from the wireless IP phone to the AP, and they identify the phone so that the AP can place all traffic to the phone in the high-priority queue. As indicated in the configuration examples, packets coming from the AP should be trusted and, based on the VLAN tag of each packet, the DSCP marking should either be maintained or marked down. Thus, packets sourced from the Cisco Unified Wireless IP Phones on the voice VLAN should maintain the appropriate DSCP marking, and packets source from data devices on the data VLAN should be remarked to a DSCP value of 0. Cisco 3550 CAT3550(config)#mls qos CAT3550(config)#mls qos map cos-dscp 0 8 16 24 32 46 48 56 CAT3550(config-cmap)# CAT3550(config-cmap)#class-map match-all VOICE-SIGNALING CAT3550(config-cmap)#match ip dscp 24 CAT3550(config-cmap)# CAT3550(config-cmap)#class-map match-all VOICE CAT3550(config-cmap)#match ip dscp 46 CAT3550(config-cmap)# CAT3550(config-cmap)#class-map match-all INGRESS-DATA CAT3550(config-cmap)#match any CAT3550(config-cmap)# CAT3550(config-cmap)#class-map match-all INGRESS-VVLAN-VOICE CAT3550(config-cmap)#match vlan vvlan-id CAT3550(config-cmap)#match class-map VOICE CAT3550(config-cmap)# CAT3550(config-cmap)#class-map match-all INGRESS-VVLAN-VOICE-SIGNALING CAT3550(config-cmap)#match vlan vvlan-id CAT3550(config-cmap)#match class-map VOICE-SIGNALING CAT3550(config-cmap)# CAT3550(config-cmap)#class-map match-all INGRESS-DVLAN CAT3550(config-cmap)#match vlan dvlan-id CAT3550(config-cmap)#match class-map INGRESS-DATA
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CAT3550(config-cmap)# CAT3550(config-pmap-c)#policy-map INGRESS-QOS CAT3550(config-pmap)#class INGRESS-VVLAN-VOICE CAT3550(config-pmap-c)#set ip dscp 46 CAT3550(config-pmap-c)# CAT3550(config-pmap-c)#class INGRESS-VVLAN-VOICE-SIGNALING CAT3550(config-pmap-c)#set ip dscp 24 CAT3550(config-pmap-c)# CAT3550(config-pmap-c)#class INGRESS-DVLAN CAT3550(config-pmap-c)#set ip dscp 0 CAT3550(config-pmap-c)# CAT3550(config-pmap-c)#class class-default CAT3550(config-pmap-c)#set ip dscp 0 CAT3550(config-pmap-c)# CAT3550(config-pmap-c)#interface interface id CAT3550(config-if)#description Wireless Access Point CAT3550(config-if)#switchport access dvlan-id CAT3550(config-if)#switchport voice vvlan-id CAT3550(config-if)#mls qos trust dscp CAT3550(config-if)#service-policy input INGRESS-QOS



Cisco 6500 CAT6500> CAT6500> CAT6500> CAT6500> CAT6500> CAT6500> CAT6500> CAT6500> CAT6500> CAT6500> CAT6500> CAT6500> CAT6500>



(enable) (enable) (enable) (enable) (enable) (enable) (enable) (enable) (enable) (enable) (enable) (enable) (enable)



set qos enable set qos cos-dscp-map 0 8 16 24 32 46 48 56 set qos acl ip AP-VOICE-INGRESS trust-dscp ip any any set qos acl ip AP-DATA-INGRESS dscp 0 ip any any set qos acl map AP-VOICE-INGRESS vvlan-id input set qos acl map AP-DATA-INGRESS dvlan-id input set port qos mod/port vlan-based set port qos mod/port trust trust-dscp



Video Telephony Endpoints This section discusses how the following types of endpoint devices classify traffic: •



Cisco Unified Video Advantage with a Cisco Unified IP Phone, page 19-42



•



Cisco IP Video Phone 7985G, page 19-44



•



Sony and Tandberg SCCP Endpoints, page 19-45



•



H.323 and SIP Video Endpoints, page 19-47



Cisco Unified Video Advantage with a Cisco Unified IP Phone The Cisco Unified Video Advantage application residing on the user’s PC supports the classification of video packets using DSCP and, therefore, only at Layer 3. The current best practices for Cisco Unified Communications design recommend that the upstream Ethernet switch to which the phone is attached should be configured to trust the 802.1p CoS from the phone. Because the PC packets are
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unlikely to have an 802.1Q tag, they are unable to support 802.1p CoS bits. This lack of 802.1p support from the PC leaves the following possible options for providing QoS for Cisco Unified Video Advantage. Option 1



If your current QoS model extends trust to the IP Phone, then the voice and signaling packets will be correctly marked as they ingress the network. With an additional ACL on the port to match UDP port 5445, the video media channel will also be classified to PHB AF41. Without this ACL, the video media would be classified Best Effort and would incur poor image quality and lip-sync issues. The same ACL could also be used to match the CAST connection between the Cisco Unified Video Advantage PC and the IP Phone, which uses TCP port 4224 (classifying it as CS3), although the benefit of doing so is minimal. The signaling packets from the PC, which is on the data VLAN, are returned over the same high-speed port onto the voice VLAN, therefore they are highly unlikely to encounter any congestion. The following example illustrates the configuration for this option: 3550(config)#class-map match-all SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-cmap)#match access-group name SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-cmap)#class-map match-all SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-cmap)# match access-group name SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-cmap)#class-map match-all SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-cmap)# match access-group name SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-cmap)#exit 3550(config)# 3550(config)#policy-map SOFTWARE-BASED-ENDPOINT 3550(config-pmap)#class SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-pmap)# police 128000 8000 exceed-action drop 3550(config-pmap)#class SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-pmap)#set ip dscp 34 3550(config-pmap)# police 50000000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)#class SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-pmap)#set ip dscp 24 3550(config-pmap)# police 32000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)#class class-default 3550(config-pmap)# set ip dscp 0 3550(config-pmap)# police 5000000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)# exit 3550(config)#exit 3550(config)# 3550(config)#interface FastEthernet interface_id 3550(config-if)# switchport access vlan dvlan_id 3550(config-if)# switchport mode access 3550(config-if)# service-policy input SOFTWARE-BASED-ENDPOINT 3550(config-if)# exit 3550(config)#ip access-list extended SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-ext-nacl)#permit ip PC_Subnet_Source wildcard_bits any dscp 24 3550(config-ext-nacl)#permit tcp PC_Subnet_Source wildcard_bits eq 4224 any 3550(config-ext-nacl)#exit 3550(config-if)# ip access-list extended SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-ext-nacl)#permit ip PC_Subnet_Source wildcard_bits any dscp 34 3550(config-ext-nacl)#permit udp PC_Subnet_Source wildcard_bits eq 5445 any 3550(config-ext-nacl)#exit 3550(config-if)# ip access-list extended SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-ext-nacl)# permit ip PC_Subnet_Source wildcard_bits any dscp 46 3550(config-ext-nacl)#exit 3550(config)#exit
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Option 2



The Enterprise QoS Solution Reference Network Design Guide, Version 3.1 (available at http://www.cisco.com/go/designzone) presents another method. This alternative method recommends changing the port to trust the DSCP of incoming traffic instead of trusting CoS, and then running the incoming packets through a series of Per-Port/Per-VLAN Access Control Lists that match packets based on their TCP/UDP ports (along with other criteria) and police them to appropriate levels. For instance, Cisco Unified Video Advantage will mark its video packets with DSCP AF41, with the switch port set to trust DSCP. The packet will run through an ACL that matches it based on the fact that it is using UDP port 5445, is marked with DSCP AF41, and is coming in on the data VLAN. This ACL will then be used in a class map or policy map to trust the DSCP and police the traffic to N kbps (where N is the amount of video bandwidth you want to allow per port). Similar ACLs and policers will be present for the voice and signaling packets from the IP Phone in the voice VLAN. The following example illustrates the configuration for this option: 3550(config)#class-map match-all SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-cmap)#match access-group name SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-cmap)#class-map match-all SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-cmap)# match access-group name SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-cmap)#class-map match-all SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-cmap)# match access-group name SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-cmap)#exit 3550(config)# 3550(config)#policy-map SOFTWARE-BASED-ENDPOINT 3550(config-pmap)#class SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-pmap)# police 128000 8000 exceed-action drop 3550(config-pmap)#class SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-pmap)#set ip dscp 34 3550(config-pmap)# police 50000000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)#class SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-pmap)#set ip dscp 24 3550(config-pmap)# police 32000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)#class class-default 3550(config-pmap)# set ip dscp 0 3550(config-pmap)# police 5000000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)# exit 3550(config)#exit 3550(config)# 3550(config)#interface FastEthernet interface_id 3550(config-if)# switchport access vlan dvlan_id 3550(config-if)# switchport mode access 3550(config-if)# service-policy input SOFTWARE-BASED-ENDPOINT 3550(config-if)# exit 3550(config)#ip access-list extended SOFTWARE-BASED-ENDPOINT-SIGNALING 3550(config-ext-nacl)#permit tcp PC_Subnet_Source wildcard_bits eq 4224 any dscp 24 3550(config-ext-nacl)#exit 3550(config-if)# ip access-list extended SOFTWARE-BASED-ENDPOINT-VIDEO 3550(config-ext-nacl)#permit udp PC_Subnet_Source wildcard_bits eq 5445 any dscp 34 3550(config-ext-nacl)#exit 3550(config-if)# ip access-list extended SOFTWARE-BASED-ENDPOINT-VOICE 3550(config-ext-nacl)# permit ip PC_Subnet_Source wildcard_bits any dscp 46 3550(config-ext-nacl)#exit 3550(config)#exit



Cisco IP Video Phone 7985G Like many other Cisco Unified IP Phones, the Cisco IP Video Phone 7985G supports 802.1p/Q tagging for traffic originating from the phone and, because the Cisco IP Video Phone 7985G has a second Ethernet interface for PC access, traffic originating from attached devices as well. The current best
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practices for Cisco Unified Communications design recommend that the upstream Ethernet switch to which the phone is attached should be configured to trust the 802.1p CoS from the phone. Cisco recommends that trust not be extended to the PC port of the phone and, if the switch supports it, that you configure policers to limit the maximum amount of voice, video, and signaling traffic. The following example illustrates this type of configuration: 3550(config)#class-map match-all C7985-ENDPOINT-VOICE 3550(config-cmap)#match access-group name C7985-ENDPOINT-VOICE 3550(config-cmap)#class-map match-all C7985-ENDPOINT-VIDEO 3550(config-cmap)# match access-group name C7985-ENDPOINT-VIDEO 3550(config-cmap)#class-map match-all C7985-ENDPOINT-SIGNALING 3550(config-cmap)# match access-group name C7985-ENDPOINT-SIGNLAING 3550(config-cmap)#exit 3550(config)# 3550(config)#policy-map C7985-ENDPOINT 3550(config-pmap)#class C7985-ENDPOINT-VOICE 3550(config-pmap)# police 128000 8000 exceed-action drop 3550(config-pmap)#class C7985-ENDPOINT-VIDEO 3550(config-pmap)#set ip dscp 34 3550(config-pmap)# police 50000000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)#class C7985-ENDPOINT-SIGNALING 3550(config-pmap)#set ip dscp 24 3550(config-pmap)# police 32000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)#class class-default 3550(config-pmap)# set ip dscp 0 3550(config-pmap)# police 5000000 8000 exceed-action policed-dscp-transmit 3550(config-pmap)# exit 3550(config)#exit 3550(config)# 3550(config)#interface FastEthernet interface_id 3550(config-if)# switchport access vlan dvlan_id 3550(config-if)# switchport mode access 3550(config-if)# service-policy input C7985-ENDPOINT 3550(config-if)# exit 3550(config)#ip access-list extended C7985-ENDPOINT-SIGNALING 3550(config-ext-nacl)#permit ip Voice_IP_Subnet Subnet_Mask any dscp 24 3550(config-ext-nacl)#exit 3550(config-if)# ip access-list extended C7985-ENDPOINT-VIDEO 3550(config-ext-nacl)#permit ip Voice_IP_Subnet Subnet_Mask any dscp 34 3550(config-ext-nacl)#exit 3550(config-if)# ip access-list extended C7985-ENDPOINT-VOICE 3550(config-ext-nacl)# permit ip Voice_IP_Subnet Subnet_Mask any dscp 46 3550(config-ext-nacl)#exit 3550(config)#exit



Sony and Tandberg SCCP Endpoints Sony and Tandberg SCCP endpoints correctly mark their media and signaling packets at Layer 3 using DSCP. They do not, however, support 802.1Q and are therefore unable to classify using 802.1p CoS. If you use the UDP and TCP port-matching option, you would be able to classify the SCCP signaling correctly as CS3 and the video media as AF41; however, you would be unable to tell when a UDP port is being used in a voice-only call and should therefore be classified as EF. In such a case, the call
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admission control mechanisms would not be able to account for the bandwidth correctly. To avoid this situation, there is only one viable option for how to classify and trust traffic from a Sony or Tandberg endpoint: Option 1



Trust DSCP on the port used by the Sony or Tandberg endpoint. If the switch allows it, configure policers to limit the maximum amount of EF, AF41, and CS3 traffic that can be received on that port. Any other device plugged into that port should not necessarily be trusted, even if its packets are classified using DSCP. This option may be acceptable if the Sony or Tandberg system is a permanent installation in an office or small conference room. Because the Sony or Tandberg device does not support CDP, the VLAN placement of this endpoint requires manual modification if the requirement is to place it in the voice VLAN. The advantage of placing the endpoint directly in the voice VLAN is that it can be treated like any other IP Telephony endpoint in the system. The disadvantage is that the port might pose a security risk because it provides direct access to the voice VLAN. Alternatively, you can leave the Sony or Tandberg endpoint in the data VLAN, but you will have to provision access between the data and voice VLANs to permit SCCP signaling to Unified CM and to allow the UDP media streams to pass between the data and voice VLANs during voice or video calls. The following example illustrates the configuration for this option: CAT2970(config)# mls qos map cos-dscp 0 8 16 24 34 46 48 56 CAT2970(config)# mls qos map policed-dscp 0 24 to 8 CAT2970(config)#class-map match-all VVLAN-VOICE CAT2970(config-cmap)# match access-group name VVLAN-VOICE CAT2970(config-cmap)#class-map match-all VVLAN-VIDEO CAT2970(config-cmap)# match access-group name VVLAN-VIDEO CAT2970(config-cmap)#class-map match-all VVLAN-CALL-SIGNALING CAT2970(config-cmap)# match access-group name VVLAN-CALL-SIGNALING CAT2970(config-cmap)#class-map match-all VVLAN-ANY CAT2970(config-cmap)# match access-group name VVLAN-ANY CAT2970(config-cmap)# policy-map SCCP-VIDEO-ENDPOINT CAT2970(config-pmap)#class VVLAN-VOICE CAT2970(config-pmap-c)# set ip dscp 46 CAT2970(config-pmap-c)# police 128000 8000 exceed-action drop CAT2970(config-pmap)#class VVLAN-VIDEO CAT2970(config-pmap-c)# set ip dscp 34 CAT2970(config-pmap-c)# police 1500000 8000 exceed-action policed-dscp-transmit CAT2970(config-pmap-c)# class VVLAN-CALL-SIGNALING CAT2970(config-pmap-c)# set ip dscp 24 CAT2970(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit CAT2970(config-pmap-c)# class VVLAN-ANY CAT2970(config-pmap-c)# set ip dscp 0 CAT2970(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit CAT2970(config-pmap-c)# class class-default CAT2970(config-pmap-c)# set ip dscp 0 CAT2970(config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit CAT2970(config-pmap-c)# exit CAT2970(config-pmap)# exit CAT2970(config)#interface interface-id CAT2970(config-if)# switchport voice vlan vvlan_id CAT2970(config-if)# mls qos trust device cisco-phone CAT2970(config-if)# service-policy input SCCP-VIDEO-ENDPOINT CAT2970(config-if)# exit CAT2970(confiig)#ip access list extended VVLAN-VOICE CAT2970(config-ext-nacl)# permit udp Voice_IP_Subnet Subnet_Mask any range 16384 32767 dscp ef CAT2970(config-ext-nacl)# exit CAT2970(confiig)#ip access list extended VVLAN-VIDEO
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CAT2970(config-ext-nacl)# dscp af41 CAT2970(config-ext-nacl)# CAT2970(config)#ip access CAT2970(config-ext-nacl)# cs3 CAT2970(config-ext-nacl)# CAT2970(config-ext-nacl)# cs3 CAT2970(config-ext-nacl)# CAT2970(config)#ip access CAT2970(config-ext-nacl)# CAT2970(config-ext-nacl)#



permit udp Voice_IP_Subnet



Subnet_Mask any range 16384 32767



exit list extended VVLAN-CALL-SIGNALING permit tcp Voice_IP_Subnet Subnet_Mask any range 2000 2002 dscp permit udp Voice_IP_Subnet Subnet_Mask any eq 5060 dscp cs3 permit tcp Voice_IP_Subnet Subnet_Mask any range 5060 5061 dscp exit list extended VVLAN-ANY permit ip Voice_IP_Subnet end



Subnet_Mask any



H.323 and SIP Video Endpoints This type of endpoint is potentially the most challenging from a QoS perspective due to the wide range of H.323 and SIP video endpoints, the variation in implementations, and the feature sets. There are two main QoS options for these endpoints; the first relies on the H.323 or SIP video endpoint to correctly mark all the traffic, and the second relies on detailed knowledge of the TCP and UDP ports used. Option 1



If the endpoint correctly marks the media and signaling traffic (signaling should include SIP, H.225, H.245, and RAS), you could trust the classifications. Because it is unlikely that the endpoint supports 802.1Q (and therefore 802.1p CoS), you will probably have to use IP Precedence or DSCP in this case. The choice of classification type depends on the specific vendor, model, and software version.



Note



It is highly unlikely that an H.323 or SIP endpoint will mark its packets correctly. Option 2



Using a combination of source, destination, or both TCP and UDP port numbers (possibly including IP addresses as well), you could define an ACL that matches and classifies the traffic correctly. In addition, Cisco recommends that you also apply policers to limit the amount of each class of traffic that is admitted to the network. This option has the same potential as Option 1 for classifying voice-only calls incorrectly. The following example illustrates the configuration for this option: CAT2970(config)# mls qos map cos-dscp 0 8 16 24 34 46 48 56 CAT2970(config)# mls qos map policed-dscp 0 24 to 8 CAT2970(config)# CAT2970(config)#class-map match-all VVLAN-VIDEO CAT2970(config-cmap)# match access-group name VVLAN-VIDEO CAT2970(config-cmap)# CAT2970(config-cmap)#class-map match-all VVLAN-CALL-SIGNALING CAT2970(config-cmap)# match access-group name VVLAN-CALL-SIGNALING CAT2970(config-cmap)# CAT2970(config-cmap)#class-map match-all VVLAN-ANY CAT2970(config-cmap)# match access-group name VVLAN-ANY CAT2970(config-cmap)# CAT2970(config-cmap)# policy-map SCCP-VIDEO-ENDPOINT CAT2970(config-pmap)#class VVLAN-VIDEO CAT2970(config-pmap-c)# set ip dscp 34 CAT2970(config-pmap-c)# police 1500000 8000 exceed-action policed-dscp-transmit CAT2970(config-pmap-c)# class VVLAN-CALL-SIGNALING CAT2970(config-pmap-c)# set ip dscp 24
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CAT2970(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit CAT2970(config-pmap-c)# class VVLAN-ANY CAT2970(config-pmap-c)# set ip dscp 0 CAT2970(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit CAT2970(config-pmap-c)# class class-default CAT2970(config-pmap-c)# set ip dscp 0 CAT2970(config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit CAT2970(config-pmap-c)# exit CAT2970(config-pmap)# exit CAT2970(config)#interface interface-id CAT2970(config-if)# switchport voice vlan vvlan_id CAT2970(config-if)# mls qos trust device cisco-phone CAT2970(config-if)# service-policy input SCCP-VIDEO-ENDPOINT CAT2970(config-if)# exit CAT2970(config)# CAT2970(confiig)#ip access list extended VVLAN-VIDEO CAT2970(config-ext-nacl)# permit udp Voice_IP_Subnet Subnet_Mask any range 16384 32767 CAT2970(config-ext-nacl)# exit CAT2970(config)#ip access list extended VVLAN-CALL-SIGNALING CAT2970(config-ext-nacl)# permit udp Voice_IP_Subnet Subnet_Mask any eq 1719 dscp cs3 CAT2970(config-ext-nacl)# permit tcp Voice_IP_Subnet Subnet_Mask any eq 1720 dscp cs3 CAT2970(config-ext-nacl)# permit tcp Voice_IP_Subnet Subnet_Mask any range 11000 65535 dscp cs3 CAT2970(config-ext-nacl)# permit udp Voice_IP_Subnet Subnet_Mask any eq 5060 dscp cs3 CAT2970(config-ext-nacl)# permit tcp Voice_IP_Subnet Subnet_Mask any range 5060 5061 dscp cs3 CAT2970(config-ext-nacl)# exit CAT2970(config)#ip access list extended VVLAN-ANY CAT2970(config-ext-nacl)# permit ip Voice_IP_Subnet Subnet_Mask any CAT2970(config-ext-nacl)# end



Note



The above configuration will cause voice traffic to be marked similar to video traffic, even for audio-only calls. The signaling and RTP port usage can vary from vendor to vendor, so you must use the appropriate port range if it differs from what is used in the above example.



High Availability for Unified Communications Endpoints To stay in service even during failure of the Unified CM subscriber or other servers, Cisco Unified Communications endpoints are capable of being configured with multiple servers. For example, either through direct configuration or through DHCP during the boot-up phase, the endpoints can accept and process more than one TFTP server address. In case the primary TFTP server is down when the endpoint is booting up, the endpoint can get its configuration files from the secondary TFTP server. Each of the endpoints is also associated with a device pool. The device pool contains a Unified CM Group that has one or more Unified CM subscribers. A list of these subscribers is sent to the endpoints in their configuration files. The endpoints attempt to register with the first (the primary) subscriber in the list. If that Unified CM subscriber is unavailable, the endpoint attempts to register with the second subscriber in the list (the secondary), and so on. Once registered to a subscriber, an endpoint can fail-over to another subscriber in the priority list in the Unified CM Group if the current subscriber fails. When a higher-priority subscriber comes back up, the endpoint will re-register to it. To protect against network failure for endpoints located across a WAN from the Unified CM cluster, a locally available Cisco Integrated Services Router (ISR) equipped with Survivable Remote Site Telephony (SRST) may also be configured in the list of servers with which the endpoint may register. In case of a WAN failure, the endpoints register to the SRST router and provide uninterrupted telephony services (although the set of features they support in SRST mode might be smaller).
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Endpoints should be distributed uniformly across servers in the cluster to avoid overloading of any single server. For more information on redundancy methods between cluster subscribers, see the chapter on Call Processing, page 8-1.



Capacity Planning for Unified Communications Endpoints A Unified CM cluster supports the following capacities: •



Maximum of 30,000 endpoints per cluster with Cisco MCS-7845 servers



•



Maximum of 10,000 endpoints per cluster with Cisco MCS-7835 servers



•



Maximum of 4,000 endpoints per cluster with Cisco MCS-7825 servers



•



Maximum of 2,000 endpoints per cluster with Cisco MCS-7815 or MCS-7816 servers



The above numbers are nominal maximum capacities. The maximum number of endpoints that the cluster will support depends on all of the other functions that the servers are performing, the Busy Hour Call Attempts (BHCA) of the users, and so forth, and the actual capacity could be less than the nominal maximum capacity. To ensure proper system sizing, use the Cisco Unified Communications Sizing Tool (Unified CST). The sizing tool is available to Cisco employees and partners (appropriate login account required) at: http://tools.cisco.com/cucst



Design Considerations for Unified Communications Endpoints The following list summarizes high-level recommendations for selecting the right endpoint from the set of Cisco Unified Communications endpoints: •



For low-density analog connections, use the Cisco Analog Telephone Adapter (ATA) or low-density analog interface module.



•



For medium to high-density analog connections, use the high-density analog interface module, Cisco Communication Media Module (CMM) with 24-FXS port adapter, Catalyst 6500 24-FXS analog interface module, Cisco VG224, or Cisco VG248.



•



For voice-centric users with little or no usage of XML and other phone-based services, use the Cisco Unified IP Phones 6921, 6941, and 6961.



•



For telephony users with limited call features who generate small amounts of traffic, use the Cisco Unified SIP Phone 3911 or the Cisco Unified IP Phones 7902G, 7905G, 7906G, 7910G, 7910G+SW, 7911G, 7912G, or 7912G-A.



•



For transaction-type telephony users who generate a medium amount of traffic, use Cisco Unified IP Phones 7931G, 7940G, 7941G, 7941G-GE, 7942G, or 7945G.



•



For managers and administrative assistants who generate medium to heavy telephony traffic, use Cisco Unified IP Phones 7960G, 7961G, 7961G-GE, 7962G, 7965G, or 8961.



•



For executives with extensive call features who generate high amounts of telephony traffic, use Cisco Unified IP Phones 7970G, 7971G-GE, 7975G, 9951, or 9971.



•



For mobile workers and telecommuters, use Cisco IP Communicator.



•



For users who need a mobile IP phone, use the Cisco Unified Wireless IP Phones 7921G or 7925G.
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•



For making video calls, use Cisco Unified Video Advantage associated with a Cisco Unified IP Phone or Cisco IP Communicator, the Cisco IP Video Phone 7985G, or Sony and Tandberg SCCP endpoints.



•



For accessing voice, video, document sharing, and presence information from a single integrated interface, use Cisco Unified Personal Communicator.



•



For formal conferencing environments, use the Cisco Unified IP Conference Station 7936 or 7937G.



Endpoint Features Summary The following tables summarize the features supported by the various endpoint devices discussed in this chapter:



Table 19-7



•



Table 19-7 summarizes the Cisco Unified Communications features for Cisco analog gateways.



•



Table 19-8 summarizes the features for Cisco Basic IP Phones with Skinny Client Control Protocol (SCCP).



•



Table 19-9 summarizes the features for Cisco Basic IP Phones with Session Initiation Protocol (SIP).



•



Table 19-10 summarizes the features for Cisco Business IP Phones with SCCP.



•



Table 19-11 summarizes the features for Cisco Business IP Phones with SIP.



•



Table 19-12 summarizes the features for Cisco Manager and Executive IP Phones with SCCP.



•



Table 19-13 summarizes the features for Cisco Manager and Executive IP Phones with SIP.



•



Table 19-14 summarizes the features for specialized endpoints, including Cisco Unified IP Phones 7921G, 7925G, 7936, 7937G, and 7985G.



•



Table 19-15 summarizes the features for software-based devices, including Cisco Unified Personal Communicator and Cisco IP Communicator.



Cisco Analog Gateway Features



Feature



Analog Interface Cards



Ws-svc -cmm -24fxs



Ws-x6624 -fxs



VG202



VG204



VG224



VG248



ATA 186 and 188



Ethernet Connection



N



N



N



Y1



Y1



Y1



Y2



Y3



Maximum number of Analog Ports



244



72



24



2



4



24



48



2



Caller ID



Y



N



N



Y



Y



Y



Y



Y



Call Waiting



N



N



N



Y



Y



Y



Y



Y



Caller ID on Call Waiting



N



N



N



Y



Y



Y



Call Hold



N



Call Transfer



N



N N



N N



Y Y



Y Y



Y



Y



Y



5



Y



Y



Y



5



Y



Y 6



Call Forward



N



N



N



Y



Y



Y



Y



Auto-Answer



N



N



N



N



N



N



N



N



Ad Hoc Conference



N



N



N



Y



Y



Y



Y



Y



Meet-Me Conference



N



N



N



Y



Y



N



N



Y



Call Pickup



N



N



N



Y



Y



Y



N



Y



Y
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Table 19-7



Cisco Analog Gateway Features (continued)



Feature



Analog Interface Cards



Ws-svc -cmm -24fxs



Ws-x6624 -fxs



VG202



VG204



VG224



VG248



ATA 186 and 188



Group Pickup



N



N



N



Y



Y



Y



N



Y 7



Y7



Redial



N



N



N



Y



Y



Y



Y



Speed Dial



N



N



N



Y



Y



Y



Y



Y



On-hook Dialing



N



N



N



N



N



N



N



N



Voice Mail Access



Y



Y



Y



Y



Y



Y



Y



Y8



Message Waiting Indicator (MWI)



N



N



N



Y



Y



N



Y



Y8



Stutter Dial Tone, or Audible Message Waiting Indication (AMWI)



N



N



N



Y



Y



Y



Y



Y8



Survivable Remote Site Telephony (SRST) Support



N



N



N



Y



Y



Y



Y



Y



Music on Hold (MoH)



Y



Y



Y



Y



Y



N



Y



Y



Mute



N



N



N



N



N



N



N



N



Multilevel Precedence and Preemption (MLPP)



N



N



N



Y



Y



N



N



N



Barge



N



N



N



N



N



N



N



N



cBarge



N



N



N



N



N



N



N



N



Single Button Barge



N



N



N



N



N



N



N



N



Join Across Lines



N



N



N



N



N



N



N



N



Programmable Line Keys



N



N



N



N



N



N



N



N



Single Call per Line User Experience



N



N



N



N



N



N



N



N



Busy Lamp Field



N



N



N



N



N



N



N



N



Calling Party Number Normalization (+ Dialing)



N



N



N



N



N



N



N



N



Call Preservation



N



N



N



N



N



N



Y9



N



Call Admission Control



Y



N



N



N



N



N



N



N



Local Voice Busy-Out



Y



N



N



N



N



N



N



N



Private Line Automatic Ringdown (PLAR)



Y



N



N



N



N



N



N



Y



Hunt Group



Y



N



N



N



N



N



N



N



Dial Plan Mapping



Y



N



N



N



N



N



N



N



Supervisory Disconnect



Y



N



N



N



N



N



N



N



Signaling Packet ToS Value Marking



0x68



0x6810



0x68



0x68



0x68



0x68



0x68



0x68



Media Packet ToS Value Marking



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



Fax Pass-Through



Y



Fax Relay Skinny Client Control Protocol (SCCP)



11



Y



Y



Y



Y



N



N



12



11



Y



Y



Y



Y



Y



N



Y



Y



Y



Y



N



N



Y



Y



Y



Y



Y
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Cisco Analog Gateway Features (continued)



Feature



Analog Interface Cards



Ws-svc -cmm -24fxs



Ws-x6624 -fxs



VG202



VG204



VG224



VG248



ATA 186 and 188



Session Initiation Protocol (SIP)



N



N



N



Y



Y



Y



N



Y



H.323



Y



Y



N



Y



Y



Y



N



Y



Media Gateway Control Protocol (MGCP)



Y



Y



Y



Y



Y



Y



N



Y13



G.711



Y



Y



Y



Y



Y



Y



Y



Y



G.722



N



N



N



N



N



N



N



N



G.723



Y



Y



N



N



N



N



N



Y



G.726



Y



N



N



N



N



N



N



N



G.729



Y



Y



Y



Y



Y



Y



Y



Y



Voice Activity Detection (VAD)



Y



Y



N



Y



Y



Y



N



Y



Comfort Noise Generation (CNG)



Y



Y



N



Y



Y



Y



N



Y



1. Two 10/100 Base-T. 2. One 10/100 Base-T. 3. Two 10/100 Base-T for ATA 188; one 10 Base-T for ATA 186. 4. The EVM-HD-8FXS/DID provides eight ports on the baseboard and can be configured for FXS or DID signaling. In addition, it has room for two EM-HDA-8FXS as extension modules. 5. H.323 and SIP call control. 6. Call Forward All. 7. Last Number Redial. 8. Only on SCCP and SIP version. 9. Supported on VG248 version 1.2 or later. 10. It marks MGCP signaling on UDP port 2427, but it marks the MGCP keep-alive packets as best-effort on TCP port 2428. 11. Fax pass-through and fax relay. 12. Fax pass-through. 13. Unified CM does not support MGCP with the ATA.



Table 19-8



Cisco Basic IP Phones with SCCP



Feature



7902G 1



7905G 1



7906G 2



7910G 1



7910 +SW 3



7911G 3



7912G/G-A Y3



Ethernet Connection



Y



Ethernet Switch (PC port)



N



N



Y



N



Y



Y



Y4



Cisco Power-Over-Ethernet (PoE)



Y



Y



Y



Y



Y



Y



Y



IEEE 802.3af Power-Over-Ethernet (PoE)



N



N



Y



N



N



Y



N



Localization



N



Y



Y



N



N



Y



Y



Directory Number



1



1



1



1



1



1



1



Maximum number of calls per line



200



200



200



200



200



200



200



Liquid Crystal Display



N



Y



Y



Y



Y



Y



Y



Caller ID



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y
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Table 19-8



Cisco Basic IP Phones with SCCP (continued)



Feature



7902G



7905G



7906G



7910G



7910 +SW



7911G



7912G/G-A



Call Waiting



N



Y



Y



Y



Y



Y



Y



Caller ID on Call Waiting



N



Y



Y



Y



Y



Y



Y



Call Hold



Y



Y



Y



Y



Y



Y



Y



Blind Transfer



N



N



N



N



N



N



N



Early-attended Transfer



Y



Y



Y



Y



Y



Y



Y



Consultative Transfer



Y



Y



Y



Y



Y



Y



Y



Call Forward



Y



Y



Y



Y



Y



Auto-Answer



N



Y



Ad Hoc Conference



Y



Y



Meet-Me Conference



N



Call Pickup



N



Group Pickup



N



Y 5



Y 5



Y5



N



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y 6



Y



5



Y 6



Y 6



Y 6



Y 6



Y 6



Y6



Redial



Y



Speed Dial



Y



Y



Y



Y



Y



Y



Y



On-hook Dialing



N



Y



Y



Y



Y



Y



Y



Voice Mail Access



Y



Y



Y



Y



Y



Y



Y



Message Waiting Indicator (MWI)



Y



Y



Y



Y



Y



Y



Y



Stutter Dial Tone, or Audible Message Waiting Indication (AMWI)



N



N



Y



N



N



Y



N



Video call



N



N



N



N



N



N



N



Survivable Remote Site Telephony (SRST) Support



Y



Y



Y



Y



Y



Y



Y



Unicast MoH



Y



Y



Y



Y



Y



Y



Y



Multicast MoH



Y



Y



Y



Y



Y



Y



Y



Tone on Hold



Y



Y



Y



Y



Y 5



Y



Y 5



Y



Y 5



Y



Y 5



Y 5



Y5



Speaker



N



Y



Headset Jack



N



N



N



N



N



N



N



Mute



N



N



N



Y



Y



N



N



Multilevel Precedence and Preemption (MLPP)



Y



Y



Y



Y



Y



Y



Y



Barge



N



N



Y



N



N



Y



Y



cBarge



N



Y



Y



N



N



Y



Y



Single Button Barge



N



N



N



N



N



N



N



Join Across Lines



N



N



N



N



N



N



N



Programmable Line Keys



N



N



N



N



N



N



N



Single Call per Line User Experience



N



N



N



N



N



N



N



Busy Lamp Field



N



N



N



N



N



N



N



Y



Y



Y



Y
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Table 19-8



Cisco Basic IP Phones with SCCP (continued)



Feature



7902G



7905G



7906G



7910G



7910 +SW



7911G



7912G/G-A



Calling Party Number Normalization (+ Dialing)



N



N



N



N



N



N



N



Disable Gratuitous Address Resolution Y Protocol (GARP)



Y



Y



Y



Y



Y



Y



Signaling and Media Encryption



N



N



Y



N



N



Y



N



Signaling Integrity



N



N



Y



N



N



Y



N



Manufacturing-Installed Certificate (X.509v3)



N



N



Y



N



N



Y



N



Field-Installed Certificate



N



N



Y



N



N



Y



N



Third-Party XML Service



N



Y



Y



N



N



Y



Y



External Microphone and Speaker



N



N



N



N



N



N



N



Dial plan



N



N



N



N



N



N



N



Signaling Packet ToS Value Marking



0x60



0x60



0x60



0x60



0x60



0x60



0x60



Media Packet ToS Value Marking



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



G.711



Y



Y



Y



Y



Y



Y



Y



G.722



N



N



Y



N



N



Y



N



G.723



N



N



N



N



N



N



N



G.726



N



Y



N



N



N



N



N



G.729



Y



Y



Y



Y



Y



Y



Y



iLBC



N



N



Y



N



N



Y



N



Wideband Audio



N



N



N



N



N



N



N



Wideband Video



N



N



N



N



N



N



N



Voice Activity Detection (VAD)



Y



Y



Y



Y



Y



Y



Y



Comfort Noise Generation (CNG)



Y



Y



Y



Y



Y



Y



Y



DTMF - H.245



N



N



N



N



N



N



N



DTMF - SCCP



Y



Y



Y



Y



Y



Y



Y



DTMF - RFC2833



N



N



Y



N



N



Y



N



DTMF - KPML



N



N



N



N



N



N



N



DTMF - Unsolicited Notify



N



N



N



N



N



N



N



1. One 10 Base-T. 2. One 10/100 Base-T. 3. Two 10/100 Base-T. 4. The Cisco Unified IP Phone 7912G-A has an enhanced version of Ethernet switch. 5. One-way audio monitor mode. 6. Last Number Redial.
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Table 19-9



Cisco Basic IP Phones with SIP



Feature



3911 1



7905G 2



7906G 1



7911G 3



7912G/G-A Y1



Ethernet Connection



Y



Ethernet Switch (PC port)



N



N



Y



Y



Y4



Cisco Power-Over-Ethernet (PoE)



N



Y



Y



Y



Y



IEEE 802.3af Power-Over-Ethernet (PoE)



Y



N



Y



Y



N



Localization



Y



N



Y



Y



N



Directory Number



1



1



1



1



1



Maximum number of calls per line



2



2



50



50



2



Liquid Crystal Display



Y



Y



Y



Y



Y



Caller ID



Y



Y



Y



Y



Y



Call Waiting



Y



Y



Y



Y



Y



Caller ID on Call Waiting



Y



Y



Y



Y



Y



Call Hold



Y



Y



Y



Y



Y



Blind Transfer



N



Y



Y



Y



Y



Early-attended Transfer



Y



N



Y



Y



N



Consultative Transfer



Y



Y



Y



Y



Y



Y



Y5



Y



Y 5



5



Y



Y



Call Forward



Y



Auto-Answer



N



N



Y6



Y6



N



Ad Hoc Conference



Y



Y



Y



Y



Y



Meet-Me Conference



N



N



Y



Y



N



Call Pickup



N



N



Y



Y



N



Group Pickup



N



Y



N 7



Y



Y



N



7



Y



Y



Y7



Redial



Y



Speed Dial



Y8



Y8



Y



Y



Y8



On-hook Dialing



Y



Y



Y



Y



Y



Voice Mail Access



Y



Y



Y



Y



Y



Message Waiting Indicator (MWI)



Y



Y



Y



Y



Y



Stutter Dial Tone, or Audible Message Waiting Indication (AMWI)



Y



N



Y



Y



N



Video call



N



N



N



N



N



Survivable Remote Site Telephony (SRST) Support



Y



Y



Y



Y



Y



Unicast MoH



Y



Y



Y



Y



Y



Multicast MoH



N



N



Y



Y



N



Tone on Hold



N



Speaker



Y



Y



N 6



Y



N 6



Y



N 6



Y



N 6



Y6
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Table 19-9



Cisco Basic IP Phones with SIP (continued)



Feature



3911



7905G



7906G



7911G



7912G/G-A



Headset Jack



N



N



N



N



N



Mute



Y



N



N



N



N



Multilevel Precedence and Preemption (MLPP)



N



N



N



N



N



Barge



N



N



Y



Y



N



cBarge



N



N



Y



Y



N



Single Button Barge



N



N



N



N



N



Join Across Lines



N



N



N



N



N



Programmable Line Keys



N



N



N



N



N



Single Call per Line User Experience



N



N



N



N



N



Busy Lamp Field



N



N



N



N



N



Calling Party Number Normalization (+ Dialing)



N



N



N



N



N



Disable Gratuitous Address Resolution Protocol (GARP)



Y



Y



Y



Y



Y



Signaling and Media Encryption



N



N



Y



Y



N



Signaling Integrity



N



N



Y



Y



N



Manufacturing-Installed Certificate (X.509v3)



N



N



Y



Y



N



Field-Installed Certificate



N



N



Y



Y



N



Third-Party XML Service



N



N



Y



Y



N



External Microphone and Speaker



N



N



N



N



N



Dial plan



Y



Y



Y



Y



Y



Signaling Packet ToS Value Marking



0x60



0x60



0x60



0x60



0x60



Media Packet ToS Value Marking



0xB8



0xB8



0xB8



0xB8



0xB8



G.711



Y



Y



Y



Y



Y



G.722



N



N



Y



Y



N



G.723



N



N



N



N



N



G.726



N



N 9



N 9



N 9



N 9



Y9



G.729



Y



iLBC



N



N



Y



Y



N



Wideband Audio



N



N



N



N



N



Wideband Video



N



N



N



N



N



Voice Activity Detection (VAD)



Y



Y



Y



Y



Y



Comfort Noise Generation (CNG)



N



Y



Y



Y



Y



DTMF - H.245



N



N



N



N



N



DTMF - SCCP



N



N



N



N



N



Y



Y



Y
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Table 19-9



Cisco Basic IP Phones with SIP (continued)



Feature



3911



7905G



7906G



7911G



7912G/G-A



DTMF - RFC2833



Y



Y



Y



Y



Y



DTMF - KPML



N



N



Y



Y



N



DTMF - Unsolicited Notify



N



N



Y



Y



N



1. One 10/100 Base-T. 2. One 10 Base-T. 3. Two 10/100 Base-T. 4. The Cisco Unified IP Phone 7912G-A has an enhanced version of Ethernet switch. 5. For the Cisco Unified IP Phone 7905G and 7912G with SIP, if CFWDALL is configured on the phone, the phone must be in service to make CFWDALL work because Unified CM has no knowledge of the configuration on the phone. This behavior is different from an SCCP phone, which can be out of service and CFWDALL will still works). If CFWDALL is enabled on the Unified CM User page, Unified CM will handle this change but there will be no status line on the phone to indicate that the call is forwarded. CFWDALL configuration on the Unified CM User page overrides the configuration on the phone. 6. The Cisco Unified SIP Phone 3911 has a half-duplex speaker phone, whereas the Cisco Unified IP Phones 7905G, 7906G, 7911G, and 7912G/GA support one-way audio monitor mode. 7. Last Number Redial. 8. Speed dial can be configured only on the phone for these models. 9. These IP phone models do not support G.729b or G.729ab.



Table 19-10



Cisco Business IP Phones with SCCP



Feature



6921



6961



1



1



Ethernet Connection



Y



Ethernet Switch (PC port)



Y



Cisco Power-Over-Ethernet (PoE)



Y Y



N



7931G Y



1



Y



N



N



7940G Y



1



Y Y



7941G/G-GE 7942G Y



2



Y



Y



2



7945G Y2



Y



Y



Y



3



Y



N



3



Y



Y



IEEE 802.3af Power-Over-Ethernet (PoE)



Y



Y



Y



N



Y



Localization



Y



Y



Y



Y



Y



Y



Y



Directory Number



2



12



24



2



2



2



2



Maximum number of calls per line



1



1



1



200



200



200



200



Liquid Crystal Display



Y



Y



Y



Y



Y



Y



Y



Caller ID



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y 4



4



Call Waiting



Y



Caller ID on Call Waiting



Y



Y



Y



Y



Y



Y



Y



Call Hold



Y



Y



Y



Y



Y



Y



Y



Blind Transfer



N



N



N



N



N



N



N



Early-Attended Transfer



Y



Y



Y



Y



Y



Y



Y



Consultative Transfer



Y



Y



Y



Y



Y



Y



Y



Call Forward



Y



Y



Y



Y



Y



Y



Y



Auto-Answer



Y



Y



Y



Y



Y



Y



Y



Ad Hoc Conference



Y



Y



Y



Y



Y



Y



Y



Meet-Me Conference



Y



Y



Y



Y



Y



Y



Y



Y
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Table 19-10



Cisco Business IP Phones with SCCP (continued)



Feature



6921



6961



7931G



7940G



7941G/G-GE 7942G



7945G



Call Pickup



Y



Y



Y



Y



Y



Y



Y



Group Pickup



Y



Y



Y



Y



Y



Y



Y



Redial



Y



Y



Y5



Y5



Y5



Y5



Y5



Speed Dial



Y



Y



Y



Y



Y



Y



Y



On-hook Dialing



Y



Y



Y



Y



Y



Y



Y



Voice Mail Access



Y



Y



Y



Y



Y



Y



Y



Message Waiting Indicator (MWI)



Y



Y



Y



Y



Y



Y



Y



Stutter Dial Tone, or Audible Message Waiting Indication (AMWI)



Y



Y



Y



N



Y



Y



Y



Video call



N



N



N



Y



Y



Y



Y



Survivable Remote Site Telephony (SRST) N Support



N



Y



Y



Y



Y



Y



Unicast MoH



Y



Y



Y



Y



Y



Y



Y



Multicast MoH



Y



Y



Y



Y



Y



Y



Y



Tone on Hold



Y



Y



Y



Y



Y



Y



Y



Speaker



Y



Y



Y



Y



Y



Y



Y



Headset Jack



Y



Y



Y



Y



Y



Y



Y



Mute



Y



Y



Y



Y



Y



Y



Y



Multilevel Precedence and Preemption (MLPP)



N



N



Y



Y



Y



Y



Y



Barge



N



N



Y



Y



Y



Y



Y



cBarge



N



N



Y



Y



Y



Y



Y



Single Button Barge



N



N



Y



N



Y



Y



Y



Join Across Lines



Y



Y



Y



Y



Y



Y



Y



Programmable Line Keys



N



N



Y



N



Y



Y



Y



Single Call per Line User Experience



Y



Y



Y



N



N



N



N



Busy Lamp Field



N



N



Y



Y



Y



Y



Y



Calling Party Number Normalization (+ Dialing)



Y



Y



Y



Y



Y



Y



Y



Disable Gratuitous Address Resolution Protocol (GARP)



Y



Y



Y



Y



Y



Y



Y



Signaling and Media Encryption



N



N



Y



Y



Y



Y



Y



Signaling Integrity



Y



Y



Y



Y



Y



Y



Y



Manufacturing-Installed Certificate (X.509v3)



Y



Y



Y



N



Y



Y



Y



Field-Installed Certificate



N



N



Y



Y



Y



Y



Y



Third-Party XML Service



Y



Y



Y



Y



Y



Y



Y



External Microphone and Speaker



N



N



Y



Y



Y



Y



Y
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Table 19-10



Cisco Business IP Phones with SCCP (continued)



Feature



6921



6961



7931G



7940G



7941G/G-GE 7942G



7945G



Dial Plan



N



N



N



N



N



N



N



Signaling Packet ToS Value Marking



0x60



0x60



0x60



0x60



0x60



0x60



0x60



Media Packet ToS Value Marking



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



G.711



Y



Y



Y



Y



Y



Y



Y



G.722



N



N



Y



N



Y



Y



Y



G.723



N



N



N



N



N



N



N



G.726



N



N



N



N



N



N



N



G.729



Y



Y



Y



Y



Y



Y



Y



iLBC



N



N



Y



N



N



Y



Y



Wideband Audio



N



N



N



N



N



N



N



Wideband Video



N



N



N



N



N



N



N



Voice Activity Detection (VAD)



Y



Y



Y



Y



Y



Y



Y



Comfort Noise Generation (CNG)



Y



Y



Y



Y



Y



Y



Y



DTMF - H.245



N



N



N



N



N



N



N



DTMF - SCCP



Y



Y



Y



Y



Y



Y



Y



DTMF - RFC2833



Y



Y



Y



Y



Y



Y



Y



DTMF - KPML



N



N



N



N



N



N



N



DTMF - Unsolicited Notify



N



N



N



N



N



N



N



1. Two 10/100 Base-T Ethernet connections. 2. The Cisco Unified IP Phones 7941G and 7942G have two 10/100 Mbps Ethernet connections, and the Cisco Unified IP Phones 7941G-GE and 7945G have two 10/100/1000 Mbps Ethernet connections. 3. The Cisco Unified IP Phone 7941G supports both Cisco Prestandard Power over Ethernet (PoE) and IEEE 802.3af PoE, and the Cisco Unified IP Phone 7941G-GE supports only IEEE 802.3af PoE. 4. To implement Call Waiting on Cisco Unified IP Phones 6921 and 6961, configure the same DN on both lines (in different partitions) and then forward the first line to the second one on busy. 5. Last Number Redial.



Table 19-11



Cisco Business IP Phones with SIP



Feature



7931G



Ethernet Connection



Y



Ethernet Switch (PC port)



Y



1



7940G Y Y



1



7941G/G-GE 7942G Y



2



Y



Y



2



7945G Y2



Y



Y



3



Y



N



Cisco Power-Over-Ethernet (PoE)



N



Y



Y



IEEE 802.3af Power-Over-Ethernet (PoE)



Y



N



Y3



Y



Y



Localization



Y



N



Y



Y



Y



Directory Number



24



2



2



2



2



Maximum number of calls per line



1



2



50



50



50



Liquid Crystal Display



Y



Y



Y



Y



Y



Cisco Unified Communications System 8.x SRND OL-21733-01



19-59



Chapter 19



Unified Communications Endpoints



Endpoint Features Summary



Table 19-11



Cisco Business IP Phones with SIP (continued)



Feature



7931G



7940G



7941G/G-GE 7942G



7945G



Caller ID



Y



Y



Y



Y



Y



Call Waiting



Y



Y



Y



Y



Y



Caller ID on Call Waiting



Y



Y



Y



Y



Y



Call Hold



Y



Y



Y



Y



Y



Blind Transfer



N



Y



Y



Y



Y



Early-Attended Transfer



Y



Y



Y



Y



Y



Consultative Transfer



Y



Y



Y



Y



Y



Y



Y



Y



Y



Call Forward Auto-Answer



Y Y



Y



4



Y



5



Y



7



Y



Y



Y



Y 6



Ad Hoc Conference



Y



Y



Meet-Me Conference



Y



N



Y



Y



Y



Call Pickup



Y



N



Y



Y



Y



Group Pickup



Y



N 8



Y 8



Y



Y 8



Y 8



Y8



Redial



Y



Speed Dial



Y9



Y9



Y



Y



Y



On-hook Dialing



Y



N



Y



Y



Y



Voice Mail Access



Y



Y



Y



Y



Y



Message Waiting Indicator (MWI)



Y



Y



Y



Y



Y



Stutter Dial Tone, or Audible Message Waiting Indication (AMWI)



Y



N



Y



Y



Y



Video call



N



N



N



N



N



Survivable Remote Site Telephony (SRST) Support



Y



Y



Y



Y



Y



Unicast MoH



Y



Y



Y



Y



Y



Multicast MoH



Y



Y



Y



Y



Y



Tone on Hold



Y



N



N



N



N



Speaker



Y



Y



Y



Y



Y



Headset Jack



Y



Y



Y



Y



Y



Mute



Y



Y



Y



Y



Y



Multilevel Precedence and Preemption (MLPP)



N



N



N



N



N



Barge



Y



N



Y



Y



Y



cBarge



Y



N



Y



Y



Y



Single Button Barge



Y



N



Y



Y



Y



Join Across Lines



Y



N



Y



Y



Y



Programmable Line Keys



Y



N



Y



Y



Y



Single Call per Line User Experience



Y



N



N



N



N



Y



Y
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Table 19-11



Cisco Business IP Phones with SIP (continued)



Feature



7931G



7940G



7941G/G-GE 7942G



7945G



Busy Lamp Field



Y



N



Y



Y



Y



Calling Party Number Normalization (+ Dialing)



Y



N



Y



Y



Y



Disable Gratuitous Address Resolution Protocol (GARP)



Y



Y



Y



Y



Y



Signaling and Media Encryption



Y



N



Y



Y



Y



Signaling Integrity



Y



N



Y



Y



Y



Manufacturing-Installed Certificate (X.509v3)



Y



N



Y



Y



Y



Field-Installed Certificate



Y



N



Y



Y



Y



Y



Y



Y



10



Third-Party XML Service



Y



Y



External Microphone and Speaker



Y



Y



Y



Y



Y



Dial Plan



Y



Y



Y



Y



Y



Signaling Packet ToS Value Marking



0x60



0x60



0x60



0x60



0x60



Media Packet ToS Value Marking



0xB8



0xB8



0xB8



0xB8



0xB8



G.711



Y



Y



Y



Y



Y



G.722



Y



N



Y



Y



Y



G.723



N



N



N



N



N



G.726



N



N 11



N 11



N 11



N 11



Y11



G.729



Y



iLBC



Y



N



N



Y



Y



Wideband Audio



N



N



N



N



N



Wideband Video



N



N



N



N



N



Voice Activity Detection (VAD)



Y



Y



Y



Y



Y



Comfort Noise Generation (CNG)



Y



Y



Y



Y



Y



DTMF - H.245



N



N



N



N



N



DTMF - SCCP



N



N



N



N



N



DTMF - RFC2833



Y



Y



Y



Y



Y



DTMF - KPML



Y



N



Y



Y



Y



DTMF - Unsolicited Notify



N



N



N



N



N



Y



Y



Y



1. Two 10/100 Base-T Ethernet connections. 2. The Cisco Unified IP Phones 7941G and 7942G have two 10/100 Mbps Ethernet connections, and the Cisco Unified IP Phones 7941G-GE and 7945G have two 10/100/1000 Mbps Ethernet connections. 3. The Cisco Unified IP Phone 7941G supports both Cisco Prestandard Power over Ethernet (PoE) and IEEE 802.3af PoE, and the Cisco Unified IP Phone 7941G-GE supports only IEEE 802.3af PoE. 4. For the Cisco Unified IP Phone 7905, 7912, 7940, or 7960 with SIP, if CFWDALL is configured on the phone, the phone must be in service to make CFWDALL work because Unified CM has no knowledge of the configuration on the phone. This behavior is different from an SCCP phone, which can be out of service and CFWDALL will still works). If CFWDALL is enabled on the Unified CM User page, Unified CM will handle this change but there will be no status line on the phone to indicate that the call is forwarded. CFWDALL configuration on the Unified CM User page overrides the configuration on the phone.
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5. This feature can be configured locally on the phone. 6. One-way audio monitor mode. 7. The Cisco Unified IP Phone 7940 with IP supports only local mixing for ad hoc conferences and up to three parties in the conference. 8. Last Number Redial. 9. Speed dial can be configured only on the phone. 10. With limited support. 11. These IP phone models do not support G.729b or G.729ab.



Table 19-12



Cisco Manager and Executive IP Phones with SCCP



Feature



6941



Ethernet Connection



Y



Ethernet Switch (PC port)



Y



Cisco Power-Over-Ethernet (PoE)



1



7960G Y



1



Y



N



7961G/G-GE 7962G Y



2



Y



Y



Y



2



7965G Y



2



7970G Y



1



7971G-GE Y



3



7975G Y3



Y



Y



Y



Y



Y



Y



4



Y



N



Y



N



N



4



Y



Y



Y



Y



Y



IEEE 802.3af Power-Over-Ethernet (PoE)



Y



N



Y



Localization



Y



Y



Y



Y



Y



Y



Y



Y



Directory Number



4



6



6



2



6



8



8



8



Maximum number of calls per line



1



200



200



200



200



200



200



200



Liquid Crystal Display



Y



Y



Y



Y



Y



Y



Y



Y



Caller ID



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



5



Call Waiting



Y



Caller ID on Call Waiting



Y



Y



Y



Y



Y



Y



Y



Y



Call Hold



Y



Y



Y



Y



Y



Y



Y



Y



Blind Transfer



N



N



N



N



N



N



N



N



Early-Attended Transfer



Y



Y



Y



Y



Y



Y



Y



Y



Consultative Transfer



Y



Y



Y



Y



Y



Y



Y



Y



Call Forward



Y



Y



Y



Y



Y



Y



Y



Y



Auto-Answer



Y



Y



Y



Y



Y



Y



Y



Y



Ad Hoc Conference



Y



Y



Y



Y



Y



Y



Y



Y



Meet-Me Conference



Y



Y



Y



Y



Y



Y



Y



Y



Call Pickup



Y



Y



Y



Y



Y



Y



Y



Y



Group Pickup



Y



Y



Y 6



Y 6



Y 6



Y 6



Y 6



Y 6



Y6



Redial



Y



Y



Speed Dial



Y



Y



Y



Y



Y



Y



Y



Y



On-hook Dialing



Y



Y



Y



Y



Y



Y



Y



Y



Voice Mail Access



Y



Y



Y



Y



Y



Y



Y



Y



Message Waiting Indicator (MWI)



Y



Y



Y



Y



Y



Y



Y



Y



Stutter Dial Tone, or Audible Message Waiting Indication (AMWI)



Y



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y
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Table 19-12



Cisco Manager and Executive IP Phones with SCCP (continued)



Feature



6941



7960G



7961G/G-GE 7962G



7965G



7970G



7971G-GE



7975G



Video call



N



Y



Y



Y



Y



Y



Y



Y



Survivable Remote Site Telephony (SRST) Support



N



Y



Y



Y



Y



Y



Y



Y



Unicast MoH



Y



Y



Y



Y



Y



Y



Y



Y



Multicast MoH



Y



Y



Y



Y



Y



Y



Y



Y



Tone on Hold



Y



Y



Y



Y



Y



Y



Y



Y



Speaker



Y



Y



Y



Y



Y



Y



Y



Y



Headset Jack



Y



Y



Y



Y



Y



Y



Y



Y



Mute



Y



Y



Y



Y



Y



Y



Y



Y



Multilevel Precedence and Preemption (MLPP)



N



Y



Y



Y



Y



Y



Y



Y



Barge



Y



Y



Y



Y



Y



Y



Y



Y



cBarge



N



Y



Y



Y



Y



Y



Y



Y



Single Button Barge



N



N



Y



Y



Y



Y



Y



Y



Join Across Lines



Y



Y



Y



Y



Y



Y



Y



Y



Programmable Line Keys



Y



N



Y



Y



Y



Y



Y



Y



Single Call per Line User Experience



Y



N



N



N



N



N



N



N



Y



Y



Y



Y



Y



Y



Y



7



Busy Lamp Field



Y



Calling Party Number Normalization (+ Dialing)



Y



N



Y



Y



Y



Y



Y



Y



Disable Gratuitous Address Resolution Y Protocol (GARP)



Y



Y



Y



Y



Y



Y



Y



Signaling and Media Encryption



N



Y



Y



Y



Y



Y



Y



Y



Signaling Integrity



Y



Y



Y



Y



Y



Y



Y



Y



Manufacturing-Installed Certificate (X.509v3)



Y



N



Y



Y



Y



Y



Y



Y



Field-Installed Certificate



N



Y



Y



Y



Y



Y



Y



Y



Third-Party XML Service



Y



Y



Y



Y



Y



Y



Y



Y



External Microphone and Speaker



N



Y



Y



Y



Y



Y



Y



N



Dial Plan



N



N



N



N



N



N



N



N



Signaling Packet ToS Value Marking



0x60



0x60



0x60



0x60



0x60



0x60



0x60



0x60



Media Packet ToS Value Marking



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



G.711



Y



Y



Y



Y



Y



Y



Y



Y



G.722



N



N



Y



Y



Y



Y



Y



Y



G.723



N



N



N



N



N



N



N



N



G.726



N



N



N



N



N



N



N



N



G.729



Y



Y



Y



Y



Y



Y



Y



Y
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Table 19-12



Cisco Manager and Executive IP Phones with SCCP (continued)



Feature



6941



7960G



7961G/G-GE 7962G



7965G



7970G



7971G-GE



7975G



iLBC



Y



N



N



Y



Y



N



N



Y



Wideband Audio



N



N



N



N



N



N



N



N



Wideband Video



N



N



N



N



N



N



N



N



Voice Activity Detection (VAD)



Y



Y



Y



Y



Y



Y



Y



Y



Comfort Noise Generation (CNG)



Y



Y



Y



Y



Y



Y



Y



Y



DTMF - H.245



N



N



N



N



N



N



N



N



DTMF - SCCP



Y



Y



Y



Y



Y



Y



Y



Y



DTMF - RFC2833



Y



Y



Y



Y



Y



Y



Y



Y



DTMF - KPML



N



N



N



N



N



N



N



N



DTMF - Unsolicited Notify



N



N



N



N



N



N



N



N



1. Two 10/100 Base-T Ethernet connections. 2. The Cisco Unified IP Phones 7961G and 7962G have two 10/100 Mbps Ethernet connections, and the Cisco Unified IP Phones 7961G-GE and 7965G have two 10/100/1000 Mbps Ethernet connections. 3. Two 10/100/100 Mbps Ethernet connections. 4. The Cisco Unified IP Phone 7961G supports both Cisco Prestandard PoE and IEEE 802.3af PoE, and the Cisco Unified IP Phone 7961G-GE supports only IEEE 802.3af POE. 5. To implement Call Waiting on the Cisco Unified IP Phone 6941, configure the same DN (in different partitions) on two of its lines and then forward the first line to the second one on busy. 6. Last Number Redial. 7. Only on Speed Dials and not on Call History entries.



Table 19-13



Cisco Manager and Executive IP Phones with SIP



Feature



7960G



7961G/G-GE 7962G



7965G



7970G



7971G-GE 7975G



8961



9951



9971



Ethernet Connection



Y1



Y2



Y2



Y2



Y1



Y3



Y3



Y3



Y3



Y3



Ethernet Switch (PC port)



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



4



Y



N



Y



N



N



N



N



N



Cisco Power-Over-Ethernet (PoE)



Y



Y



IEEE 802.3af Power-Over-Ethernet (PoE)



N



Y4



Y



Y



Y



Y



Y



Y



Y



Y



IEEE 802.3at Power-Over-Ethernet (PoE)



N



N



N



N



N



N



N



N



Y



Y



USB Port



N



N



N



N



N



N



N



Y



Y



Y



Bluetooth Headset



N



N



N



N



N



N



N



N



Y



Y



IEEE 802.11a/b/g



N



N



N



N



N



N



N



N



N



Y



Localization



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Directory Number



6



6



6



6



8



8



8



5



5



6



Maximum number of calls per line



2



50



50



50



50



50



50



200



200



200



Liquid Crystal Display



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y
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Table 19-13



Cisco Manager and Executive IP Phones with SIP (continued)



Feature



7960G



7961G/G-GE 7962G



7965G



7970G



7971G-GE 7975G



8961



9951



9971



Caller ID



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Call Waiting



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Caller ID on Call Waiting



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Call Hold



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Blind Transfer



Y



N



N



N



N



N



N



N



N



N



Early-Attended Transfer



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Consultative Transfer



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



5



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



6



Y



Y



Y



Y



Y



Y



Y



Y



Y



Ad Hoc Conference



Y



7



Y



Y



Y



Y



Y



Y



Y



Y



Y



Meet-Me Conference



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Call Pickup



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Group Pickup



N



Call Forward Auto-Answer



Y 8



Y 8



Y 8



Y 8



Y 8



Y 8



Y 8



Y 8



Y 8



Y8



Redial



Y



Speed Dial



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



On-hook Dialing



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Voice Mail Access



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Message Waiting Indicator (MWI)



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Stutter Dial Tone, or Audible Message Waiting Indication (AMWI)



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Video call



N



N



N



N



N



N



N



N



N



N



Survivable Remote Site Telephony (SRST) Support



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Unicast MoH



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Multicast MoH



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Tone on Hold



N



N



N



N



N



N



N



N



N



N



Speaker



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Headset Jack



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Mute



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Multilevel Precedence and Preemption (MLPP)



N



N



N



N



N



N



N



N



N



N



Barge



N



Y



Y



Y



Y



Y



Y



N



N



N



cBarge



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Single Button Barge



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Join Across Lines



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y
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Table 19-13



Cisco Manager and Executive IP Phones with SIP (continued)



Feature



7960G



7961G/G-GE 7962G



7965G



7970G



7971G-GE 7975G



8961



9951



9971



Programmable Line Keys



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Single Call per Line User Experience



N



N



N



N



N



N



N



N



N



N



Busy Lamp Field



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Calling Party Number Normalization (+ Dialing)



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Disable Gratuitous Address Resolution Protocol (GARP)



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Signaling and Media Encryption



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Signaling Integrity



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Manufacturing-Installed Certificate (X.509v3)



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Field-Installed Certificate



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



9



Third-Party XML Service



Y



Java MIDlet Applications



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



External Microphone and Speaker



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Dial Plan



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Signaling Packet ToS Value Marking



0x60



0x60



0x60



0x60



0x60



0x60



0x60



0x60



0x60



0x60



Media Packet ToS Value Marking



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



0xB8



G.711



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



G.722



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



G.723



N



N



N



N



N



N



N



N



N



N



G.726



N



N



N



N



Y



Y



Y



N 10



N 10



N 10



N 10



N 10



N 10



10



G.729



Y



iLBC



N



N



Y



Y



N



N



Y



Y



Y



Y



iSAC



N



N



N



N



N



N



N



Y



Y



Y



Wideband Audio



N



N



N



N



N



N



N



N



N



N



Wideband Video



N



N



N



N



N



N



N



N



N



N



Wideband Acoustics



N



N



Y



Y



N



N



Y



Y



Y



Y



Voice Activity Detection (VAD)



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



Comfort Noise Generation (CNG)



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



DTMF - H.245



N



N



N



N



N



N



N



N



N



N



DTMF - SCCP



N



N



N



N



N



N



N



N



N



N



Y



Y



Y



Y



Y



Y
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Table 19-13



Cisco Manager and Executive IP Phones with SIP (continued)



Feature



7960G



7961G/G-GE 7962G



7965G



7970G



7971G-GE 7975G



8961



9951



9971



DTMF - RFC2833



Y



Y



Y



Y



Y



Y



Y



Y



Y



Y



DTMF - KPML



N



Y



Y



Y



Y



Y



Y



Y



Y



Y



DTMF - Unsolicited Notify



N



N



N



N



N



N



N



N



N



N



1. Two 10/100 Base-T Ethernet connections. 2. The Cisco Unified IP Phones 7961G and 7962G have two 10/100 Mbps Ethernet connections, and the Cisco Unified IP Phones 7961G-GE and 7965G have two 10/100/1000 Mbps Ethernet connections. 3. Two 10/100/100 Mbps Ethernet connections. 4. The Cisco Unified IP Phone 7961G supports both Cisco Prestandard PoE and IEEE 802.3af PoE, and the Cisco Unified IP Phone 7961G-GE supports only IEEE 802.3af PoE. 5. For the Cisco Unified IP Phone 7905, 7912, 7940, or 7960 with SIP, if CFWDALL is configured on the phone, the phone must be in service to make CFWDALL work because Unified CM has no knowledge of the configuration on the phone. This behavior is different from an SCCP phone, which can be out of service and CFWDALL will still works). If CFWDALL is enabled on the Unified CM User page, Unified CM will handle this change but there will be no status line on the phone to indicate that the call is forwarded. CFWDALL configuration on the Unified CM User page overrides the configuration on the phone. 6. This feature can be configured locally on the phone. 7. The Cisco Unified IP Phone 7960G with IP supports only local mixing for ad hoc conferences and up to three parties in the conference. 8. Last Number Redial. 9. With limited support. 10. These IP phone models do not support G.729b or G.729ab.



Table 19-14



Specialized Endpoints (SCCP Only)



Feature



7921G



7925G



7936 1



7937G 1



7985G Y2



Ethernet Connection



N



N



Y



Ethernet Switch (PC port)



N



N



N



N



Y



Cisco Power-Over-Ethernet (PoE)



N



N



N



N



N



IEEE 802.3af Power-Over-Ethernet (PoE)



N



N



N



Y



Y



Localization



Y



Y



N



Y



Y



Directory Number



6



6



1



1



2



Max number of calls per line



2



2



2



6



100



Liquid Crystal Display



Y



Y



Y



Y



Y



Caller ID



Y



Y



Y



Y



Y



Call Waiting



Y



Y



Y



Y



Y



Caller ID on Call Waiting



Y



Y



Y



Y



Y



Call Hold



Y



Y



Y



Y



Y



Blind Transfer



N



N



N



N



N



Early-Attended Transfer



Y



Y



Y



Y



Y



Consultative Transfer



Y



Y



Y



Y



Y



Call Forward



Y



Y



Y



Y



Y



Auto-Answer



Y



Y



N



Y



Y



Y
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Table 19-14



Specialized Endpoints (SCCP Only) (continued)



Feature



7921G



7925G



7936



7937G



7985G



Ad Hoc Conference



Y



Y



Y



Y



Y



Meet-Me Conference



Y



Y



Y



Y



Y



Call Pickup



Y



Y



Y



Y



Y



Group Pickup



Y



Y



Y



Y



Y



Y



Y



Y 3



3



Redial



Y



Speed Dial



Y



Y



N



Y



Y



On-hook Dialing



Y



Y



Y



Y



Y



Voice Mail Access



Y



Y



N



Y



Y



Message Waiting Indicator (MWI)



Y



Y



N



N



Y



Stutter Dial Tone, or Audible Message Waiting Indication (AMWI)



N



N



N



N



N



Video call



N



N



N



N



Y



Survivable Remote Site Telephony (SRST) Support



Y



Y



Y



Y



Y4



Unicast MoH



Y



Y



Y



Y



Y



Multicast MoH



Y



Y



Y



Y



N



Tone on Hold



Y



Y



Y



Y



Y



Speaker



Y



Y



Y



Y



Y



Headset Jack



Y



Y



N



N



Y



Mute



Y



Y



Y



Y



Y



Multilevel Precedence and Preemption (MLPP)



Y



Y



N



Y



Y



Barge



Y



Y



N



Y



Y



cBarge



Y



Y



N



Y



Y



Single Button Barge



N



N



N



N



N



Join Across Lines



N



N



N



N



N



Programmable Line Keys



N



N



N



N



N



Single Call per Line User Experience



N



N



N



N



N



Busy Lamp Field



N



N



N



N



N



Calling Party Number Normalization (+ Dialing)



N



N



N



N



N



Disable Gratuitous Address Resolution Protocol (GARP)



Y



Y



N



Y



N



Signaling and Media Encryption



Y



Y



N



N



N



Signaling Integrity



Y



Y



N



N



N



Manufacturing-Installed Certificate (X.509v3)



Y



Y



N



N



N



Field-Installed Certificate



Y



Y



N



N



N



Y
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Table 19-14



Specialized Endpoints (SCCP Only) (continued)



Feature



7921G



7925G



7936



7937G



7985G



Third-Party XML Service



Y



Y



N



Y



N



External Microphone and Speaker



Y



Y



Signaling Packet ToS Value Marking



0x60



Media Packet ToS Value Marking



5



6



N



Y



N



0x60



0x60



0x60



0x60



0xB8



0xB8



0xB8



0xB8



0x88



G.711



Y



Y



Y



Y



Y



G.722



Y



Y



N



Y



Y



G.723



N



N



N



N



N



G.726



N



N



N



N



N



G.729



Y



Y



Y



Y



Y



iLBC



Y



Y



N



N



N



Wideband Audio



N



N



N



N



N



Wideband Video



N



N



N



N



N



H.261



N



N



N



N



Y



H.263



N



N



N



N



Y



H.263+



N



N



N



N



Y



H.264



N



N



N



N



Y



Voice Activity Detection (VAD)



Y



Y



Y



Y



Y



Comfort Noise Generation (CNG)



Y



Y



Y



Y



Y



DTMF - H.245



N



N



N



N



N



DTMF - SCCP



Y



Y



Y



Y



Y



DTMF - RFC2833



N



N



N



Y



N



1. One 10/100 Base-T. 2. Two 10/100 Base-T. 3. Last Number Redial. 4. Only audio supported on SRST. 5. Bluetooth headset is supported. 6. Wireless lapel microphones are supported.



Table 19-15



Software-Based Endpoint Features



Feature



Unified Personal Communicator



IP Communicator with SCCP



IP Communicator with SIP



Directory Number



1



8



8



Caller ID



Y



Y



Y



Call Waiting



Y



Y



Y



Caller ID on Call Waiting



Y



Y



Y



Call Hold



Y



Y



Y



Y



Y



Call Transfer



Y



1
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Table 19-15



Software-Based Endpoint Features (continued)



Feature



Unified Personal Communicator



IP Communicator with SCCP



IP Communicator with SIP



Call Forward



N



Y



Y



Auto-Answer



Y



Y



Y



Ad Hoc Conference



Y2



Y



Y



3



Y



N



Meet-Me Conference



N



Web Conference



Y



N



N



Call Pickup



N



Y



Y



Group Pickup



N



Y



Y



Redial



Y



4



4



Y



Y4



Speed Dial



Y5



Y



Y



On-hook Dialing



Y



Y



Y



Voice Mail Access



Y



Y



Y



Message Waiting Indicator (MWI)



Y



Y



Y 6



Y6



Stutter Dial Tone, or Audible Message Waiting Indication (AMWI)



N



Y



Video call



Y



Y7



N



Survivable Remote Site Telephony (SRST) Support



N



Y



Y



Unicast Music on Hold (MoH)



Y



Y



Y



Multicast Music on Hold (MoH)



Y



Y



Y



Tone on Hold



N



Y



N



Mute



Y



Y



Y



Multilevel Precedence and Preemption (MLPP)



N



Y



N



Barge



N



Y



Y



cBarge



N



Y



Y



Single Button Barge



N



Y



N



Join Across Lines



N



Y



N



Programmable Line Keys



N



Y



N



Single Call per Line User Experience



N



N



N



Busy Lamp Field



N



Y



Y



Calling Party Number Normalization (+ Dialing)



N



Y



N



Disable Gratuitous Address Resolution Protocol (GARP)



N



N



N



Signaling and Media Encryption



N



Y



Y



Signaling Integrity



N



N



N
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Table 19-15



Software-Based Endpoint Features (continued)



Unified Personal Communicator



IP Communicator with SCCP



IP Communicator with SIP



Manufacturing-Installed Certificate (X.509v3)



N



N



N



Field-Installed Certificate



N



N



N



Third-Party XML Service



N



Y



Y



Signaling Packet ToS Value Marking



N



0x60



0x60



Media Packet ToS Value Marking



0xB8



0xB8



0xB8



Skinny Client Control Protocol (SCCP)



N



Y



N



Session Initiation Protocol (SIP)



Y



N



Y



G.711



Y



Y



Feature



Y 6



Y6



G.722



N



Y



G.723



N



N



N



G.726



N



N



N



G.729



Y



Y



N 6



Y6



iLBC



Y



Y



Wideband Audio



N



Y



N8



Wideband Video



N



N



N



H.261



N



N



N



H.263



Y



N



N



H.264



Y



N



N



Voice Activity Detection (VAD)



Y



Y



Y



Comfort Noise Generation (CNG)



Y



Y



Y



DTMF – H.245



N



N



N



DTMF – SCCP



N



Y



N



DTMF – RFC2833



Y



Y



Y



DTMF – KPML



Y



N



Y



1. Cisco Unified Personal Communicator does not have an explicit transfer feature. Calls can be transferred by the Cisco Unified Personal Communicator user by merging two calls and then disconnecting to obtain the effect of a transfer. 2. Cisco Unified Personal Communicator does not support the “consult, then merge” feature (equivalent to conference on IP phones), but it does support merge (equivalent to join on IP phones) to conference calls. 3. Cisco Unified Personal Communicator cannot create a meet-me conference, but the user can join one by dialing the correct number. 4. Last number redial. 5. Cisco Unified Personal Communicator does not support the Unified CM speed dials page, however it does support click-to-call from the Contacts (buddy) list, including personal contacts, in a similar fashion. 6. This feature is not supported with Cisco IP Communicator Release 2.1. 7. In combination with Cisco Unified Video Advantage, Cisco IP Communicator operating in SCCP mode supports video calls. 8. Cisco IP Communicator 2.1 does not support wideband audio.
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Table 19-16



Video Capabilities of the Cisco Unified IP Phones 9951 and 9971



Video Feature



9951



9971



Display Size



5 inches (10.2 cm by 7.6 cm)



5.6 inches (11.2 cm by 8.6 cm)



Display Resolution



VGA (640x480)



VGA (640x480)



Picture in Picture



Yes



Yes



Video Mute



Yes



Yes



Video Codecs Supported



H.264 Level 3.0 (Baseline Profile)



H.264 Level 3.0 (Baseline Profile)



Camera Resolution (Optional Attachment)



VGA (640x480) at 24 fps



VGA (640x480) at 24 fps



CIF (352x288) at 30 fps



CIF (352x288) at 30 fps
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Device Mobility Revised: April 2, 2010; OL-21733-01



In Cisco Unified Communications Manager (Unified CM), a site or a physical location is identified using various settings such as locations, regions, calling search spaces, and media resources. Cisco Unified IP Phones residing in a particular site are statically configured with these settings. Unified CM uses these settings for proper call establishment, call routing, media resource selection, and so forth. However, when mobile phones such as Cisco IP Communicator or Cisco Unified Wireless IP Phones are moved from their home site to a remote site, they retain the home settings that are statically configured on the phones. Unified CM then uses these home settings on the phones in the remote site. This situation is undesirable because it can cause problems with call routing, codec selection, media resource selection, and other call processing functions. Cisco Unified CM uses a feature called Device Mobility, which enables Unified CM to determine if the IP phone is at its home location or at a roaming location. Unified CM uses the device's IP subnets to determine the exact location of the IP phone. By enabling device mobility within a cluster, mobile users can roam from one site to another, thus acquiring the site-specific settings. Unified CM then uses these dynamically allocated settings for call routing, codec section, media resource selection, and so forth. The features and functionality discussed in this chapter apply to all Cisco Unified Communications call processing deployment models unless otherwise noted. This chapter begins with a discussion surrounding the main purpose for the Device Mobility feature, followed by an in-depth discussion of the Device Mobility feature itself. This discussion covers the various components and configuration constructs of the Device Mobility feature. This is followed by discussions pertaining to concerns regarding high availability and scalability of the Device Mobility feature. Next the chapter presents an in-depth discussion of the impact of the Device Mobility feature on the enterprise dial plan, including the implication for various dial plan models. The chapter concludes with a summarized list of design considerations and guidelines for deploying Device Mobility. This chapter contains the following sections: •



Need for Device Mobility, page 20-3



•



Device Mobility Architecture, page 20-4



•



High Availability for Device Mobility, page 20-9



•



Capacity Planning for Device Mobility, page 20-9



•



Dial Plan Design Considerations, page 20-10



•



Design Considerations for Device Mobility, page 20-18
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What's New in This Chapter Table 20-1 lists the topics that are new in this chapter or that have changed significantly from previous releases of this document. Table 20-1



New or Changed Information Since the Previous Release of This Document



New or Revised Topic



Described in



Revision Date



Summarized list of design guidelines for Device Mobility.



Design Considerations for Device Mobility, page 20-18



April 2, 2010



Added information surrounding capacity planning Capacity Planning for Device Mobility, page 20-9 April 2, 2010 for Device Mobility and the fact that there are no enforced limits in terms of configuration constructs (device pools, device mobility groups, and so forth). Added information surrounding high availability implications for the Device Mobility feature, which is fully redundant during a Unified CM cluster node failure (publisher or subscriber).



High Availability for Device Mobility, page 20-9



April 2, 2010
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Need for Device Mobility This section explains the need for device mobility when there are many mobile users in a Unified CM cluster. Figure 20-1 illustrates a hypothetical network containing a Unified CM cluster without the Device Mobility feature, located at the headquarter site (HQ). The cluster has two remote sites, Branch1 and Branch2. All intra-site calls use G.711 voice codecs, while all inter-site calls (calls across the IP WAN) use G.729 voice codecs. Each site has a PSTN gateway for external calls. Figure 20-1



Example Network with Two Remote Sites



Headquarters CallManager Cluster



Denver (303) 555-1234



IP M M



M



IP M



M



IP



PSTN



V G.711



IP



IP



Dials 9-1-303555-1234



IP



IP



User moves from Branch1 to Branch2 Branch 1



IP



190177



IP



Branch 2



When a user in Branch1 moves to Branch2 and calls a PSTN user in Denver, the following behavior occurs: •



Unified CM is not aware that the user has moved from Branch1 to Branch2. An external call to the PSTN is sent over the WAN to the Branch1 gateway and then out to the PSTN. Thus, the mobile user continues to use its home gateway for all PSTN calls.



•



The mobile user and Branch1 gateway are in the same Unified CM region and location. Location-based call admission control is applicable only for devices in different locations, and an intra-region call uses the G.711 voice codec. Thus, the call over the IP WAN to the Branch1 gateway uses the G.711 codec and is not tracked by Unified CM for purposes of call admission control. This behavior can result in over-subscription of the IP WAN bandwidth if all the remote links are low-speed links.



•



The mobile user creates a conference by adding multiple Branch2 users to the existing call with the PSTN user in Denver. The mobile user uses the conferencing resource that is on the Branch1 gateway, therefore all conference streams flow over the IP WAN.
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Device Mobility Architecture The Unified CM Device Mobility feature helps solve the problems mentioned above. This section briefly explains how the feature works. However, for a detailed explanation of this feature, refer to the product documentation available on http://www.cisco.com. Some of the device mobility elements include: •



Device Mobility Info — Configures IP subnets and associates device pools to the IP subnets.



•



Device Mobility Group — Defines a logical group of sites with similar dialing patterns (for example, US_dmg and EUR_dmg in Figure 20-2).



•



Physical Location — Defines the physical location of a device pool. In other words, this element defines the geographic location of IP phones and other devices associated with the device pool. (For example, all San Jose IP phones in Figure 20-2 are defined by physical location SJ_phyloc.)



Figure 20-2 illustrates the relationship between all these terms. Figure 20-2



Device Mobility Info



Relationship of Device Mobility Components



Device Pool



Physical Location



Device Mobility Group



SJ1_dmi 10.1.1.0/24



SJ-A_dp (building A)



SJ2_dmi 10.1.2.0/24



SJ-B1_dp



SJ_phyloc



(building B)



(SJ campus)



SJ3_dmi 10.1.3.0/24



SJ-B2_dp



US_dmg



(building B)



10.2.1.0/24



LON_dmi 10.10.10.0/24



RTP_dp



RTP_phyloc



LON_dp



LON_phyloc



(RTP campus)



(LON campus)



EUR_dmg



190179
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Unified CM assigns a device pool to an IP phone based on the device's IP subnet. The following steps, illustrated in Figure 20-3, describe the behavior: 1.



The IP phone tries to register to Unified CM by sending its IP address in the Skinny Client Control Protocol (SCCP) or Session Initiation Protocol (SIP) registration message.



2.



Unified CM derives the device's IP subnet and matches it with the subnet configured in the Device Mobility Info.



3.



If the subnet matches, Unified CM provides the device with a new configuration based on the device pool configuration.



Cisco Unified Communications System 8.x SRND



20-4



OL-21733-01



Chapter 20



Device Mobility Device Mobility Architecture



Figure 20-3



Phone Registration Process



1. Register me with 10.10.23.10
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Unified CM uses a set of parameters under the device pool configuration to accommodate Device Mobility. These parameters are of the following two main types: •



Roaming Sensitive Settings, page 20-5



•



Device Mobility Related Settings, page 20-6



Roaming Sensitive Settings The parameters under these settings will override the device-level settings when the device is roaming within or outside a Device Mobility Group. The parameters included in these settings are: •



Date/time Group



•



Region



•



Media Resource Group List



•



Location



•



Network Locale



•



SRST Reference



•



Physical Location



•



Device Mobility Group



The roaming sensitive settings primarily help in achieving proper call admission control and voice codec selection because the location and region configurations are used based on the device's roaming device pool. For more details on various call admission control techniques, see the chapter on Call Admission Control, page 11-1. The roaming sensitive settings also update the media resource group list (MRGL) so that appropriate remote media resources are used for music on hold, conferencing, transcoding, and so forth, thus utilizing the network efficiently. The roaming sensitive settings also update the Survivable Remote Site Telephony (SRST) gateway. Mobile users register to a different SRST gateway while roaming. This registration can affect the dialing behavior when the roaming phones are in SRST mode. For example, if a user moves with their phone to a new location that loses connectivity to Unified CM, then based on the roaming sensitive Device Mobility settings, a new SRST reference is configured for the moved phone and the moved phone will now be under control of the local roaming location SRST



Cisco Unified Communications System 8.x SRND OL-21733-01



20-5



Chapter 20



Device Mobility



Device Mobility Architecture



router. When this occurs, not only would the user's phone be unreachable from the PSTN or other sites because the device’s DID will not have changed and will still be anchored at their home location, but in addition reachabililty from devices within the local failed site might be difficult without the use of abbreviated dialing as implemented within SRST. As an example, assume that a user moves a phone from their home location in San Jose, which has a directory number of 51234 and an associated DID of 408 555 1234 to a remote location in New York, and that the link between the New York site and San Jose fails shortly after the user roams to the New York location. In this scenario the phones in the New York site will all fail-over to the SRST router in that site. The roaming/moved phone will also register to the New York SRST router because its SRST reference was updated based on the device mobility roaming sensitive settings. In this scenario, the local New York devices will register to the SRST router with five-digit extensions just as they do to Unified CM, and as a result the roaming phone still has a directory number of 51234. To reach the roaming phone from all other sites and from the PSTN, the number 408 555 1234 will be routed to the San Jose PSTN gateway to which this particular DID is anchored. Because the New York site is disconnected from the San Jose site, any such calls will be routed to the users’ voicemail boxes since they will be unreachable at their desk phones. Likewise, calls internally within the local failed site will have to be dialed using five-digit abbreviated dialing or based on the configured digit prefixing as defined by the dialplan-pattern and extension-length commands within the SRST router. In either case, local callers will have to be understand the required dialing behavior for reaching the local roaming device by abbreviated dialing. In some cases this may be simply five-digit dialing or it may be that users have to dial a special digit prefix to reach the local roaming phone. The same logic applies to outbound dialing from the moved or roaming phone in New York because its dialing behavior might have to be altered in order to reach local extensions using abbreviated dialing. Outbound dialing to the PSTN from the local roaming device should remain the same, however.



Device Mobility Related Settings The parameters under these settings will override the device-level settings only when the device is roaming within a Device Mobility Group. The parameters included in these settings are: •



Device Mobility Calling Search Space



•



AAR Calling Search Space



•



AAR Group



•



Calling Party Transformation CSS



•



Called Party Transformation CSS



The device mobility related settings affect the dial plan because the calling search space dictates the patterns that can be dialed or the devices that can be reached.



Device Mobility Group Device Mobility Group, as explained earlier, defines a logical group of sites with similar dialing patterns (for example, sites having the same PSTN access codes and so forth). With this guideline, all sites have similar dialing patterns in the site-specific calling search spaces. Sites having different dialing behavior are in a different Device Mobility Group. As illustrated in Figure 20-2, the San Jose and RTP sites’ Device Mobility Info, Device Pools, and Physical Locations are different; however, all of these have been assigned to the same Device Mobility Group US_dmg because the required dialing patterns and PSTN access codes are the same between the two locations. On the other hand, the London site is assigned to a separate Device Mobility Group EUR_dmg due to the fact that the required dialing patterns and PSTN access codes there are different than those of the US sites. A user roaming within a Device
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Mobility Group may preserve his dialing behavior at the remote location even after receiving a new calling search space. A user roaming outside the Device Mobility Group may still preserve his dialing behavior at the remote location because he uses his home calling search space. However, if a Device Mobility Group is defined with sites having different dialing patterns (for example, one site requires users to dial 9 to get an outside line while another site requires users to dial 8 to get an outside line), then a user roaming within that Device Mobility Group might not preserve his same dialing behavior at all locations. A user might have to dial digits differently at different locations after receiving a new calling search space at each location. This behavior can be confusing for users, therefore Cisco recommends against assigning sites with different dialing patterns to the same Device Mobility Group.
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Device Mobility Operation The flowchart in Figure 20-4 represents the operation of the Device Mobility feature. Figure 20-4



Operation of the Device Mobility Feature



Device Registers Y
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N
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Y
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N
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Overlapping parameters refers to parameters on Device as well as Device Pool. These parameters include: Location, Network Locale, Device CSS, AAR CSS, AAR Group, MRGL
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The following guidelines apply to the Device Mobility feature: •



If the overlapping parameters listed in Figure 20-4 have the same configurations on the device as well as the device pool, then these parameters may be set to NONE on the device. These parameters must then be configured on the device pool. This practice can greatly reduce the amount of configuration because the devices do not have to be configured individually with all the parameters.



•



Define one physical location per site. A site may have more than one device pool.



•



Define sites with similar dialing patterns for PSTN or external/off-net access with the same Device Mobility Group.



•



A "catch-all" Device Mobility Info with IP subnet 0.0.0.0 may be defined for all non-defined subnets, depending on the company policy. This Device Mobility Info may be used to assign a device pool that can restrict access or usage of the network resources. (For example, the device pool may be configured with a calling search space NONE that will block any calls from the device associated with this device pool while roaming.) However, by doing so, administrators must be aware of the fact that this will block all calls, even 911 or other emergency calls. The calling search space may be configured with partitions that will give access only to 911 or other emergency calls.



High Availability for Device Mobility The Device Mobility feature is natively integrated with Unified CM, therefore the failure of a cluster node should have no impact on the functionality of Device Mobility. Device pool, Device Mobility Info, Device Mobility Group, and all other configurations surrounding Device Mobility are preserved if there is a failure of the publisher node or a call processing (subscriber) node. Additionally, if there is a call processing node failure, affected phones will fail-over to their secondary call processing node or SRST reference router as usual based on the Unified CM Group construct.



Capacity Planning for Device Mobility There are no specific or enforced capacity limits surrounding the Device Mobility feature and the various configuration constructs (device pools, device mobility groups, and so forth) of the feature. However, as with many of the features and functions provided by Unified CM, configuration of these constructs does have sizing implications for the overall system. To ensure proper sizing of your system, use the Cisco Unified Communications Sizing Tool (Unified CST) to determine the system capacity based on everything from number of device pools and busy hour call attempt (BHCA) rates to number of phones and CTI applications deployed. While the sizing tool does not specifically address Device Mobility sizing, the overall sizing guidance provided by the tool will ensure that this feature as well as the overall system is deployed within supported capacity limits. Unified CST is available to Cisco employees and partners (with appropriate login account required) at http://tools.cisco.com/cucst.
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Dial Plan Design Considerations When using the Device Mobility feature, the dialing behavior of the phone depends on the roaming (or home) location of a phone. As discussed earlier, the device mobility related settings within the device pool affect the call flow behavior because the calling search space dictates the reachability of destination patterns within Unified CM. This section discusses several dial plan approaches for Device Mobility. For detailed explanations of various dial plan approaches, see the chapter on Dial Plan, page 9-1.



Device Mobility Considerations for Building Classes of Service Typically, a mobile user should have the same calling privileges while he is roaming as he would have at his home location. The chapter on Dial Plan, page 9-1, discusses two approaches for building classes of service: Traditional Approach, page 20-10, and Line/Device Approach, page 20-10.



Traditional Approach With the traditional approach, both path selection and class of service are determined by the device-level calling search space. With the line/device approach, path selection is determined by the device-level calling search space and class of service is determined by the line-level calling search space. For all deployments, the line/device approach is recommended for building classes of service. In particular with deployments utilizing Device Mobility, it is important to use the line/device approach because this approach ensures that all calls made by a mobile device will use the roaming site or local gateway rather than the home site gateway. While the traditional approach can certainly be used, this chapter covers only the recommended line/device approach. For a general discussion of the traditional approach, see the chapter on Dial Plan, page 9-1.



Line/Device Approach Unified CM concatenates the line and device calling search spaces for a given IP phone. The following key concepts apply to the line/device approach: •



The device calling search space provides call routing information.



•



The line calling search space provides class-of-service information.



With the Device Mobility feature, the device calling search space is dynamically associated to the phone based on its location. The key concept of the line/device remains the same when using Device Mobility. The line calling search space provides the class-of-service information, while the roaming or home device calling search space that is selected provides the call routing information. Figure 20-5 shows an example of building classes of service with the line/device approach when using Device Mobility in a cluster.
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Figure 20-5
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Cisco recommends using the line/device approach for building classes of service. This model has significant advantages when using Device Mobility because it greatly reduces the number of device pools needed, as indicated by the following formula: Total device pools = (Number of sites) The following design considerations apply to this approach: •



The calling search space on the phone device can be configured to NONE. The calling search space configuration on the device pool will be assigned to the phone device. This method can greatly reduce the amount of configuration because you do not have to configure the phones individually with a device calling search space.



•



There is no restriction on having the same classes of service or calling privileges for all mobile users. Because the classes of service are defined using the line calling search space, a mobile user keeps the same class of service while roaming.



•



A mobile user may have both Device Mobility and Extension Mobility enabled in his profile.
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Choosing a Dial Plan Model As discussed in the chapter on Dial Plan, page 9-1, there are three main approaches for the dial plan model: •



Uniform on-net dialing



•



Variable length on-net dialing with partitioned addressing



•



Variable length on-net dialing with flat addressing



The following sections present various dial plan models combined with an approach for building classes of service.



Uniform On-Net Dialing Using the Line/Device Approach Figure 20-6 shows a uniform on-net dial plan for Device Mobility. Figure 20-6
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This is the most basic dial plan model, and it has the following characteristics: •



Mobile users can use abbreviated dialing (four digits for the example in Figure 20-6) from any location.



•



Abbreviated speed dialing for internal extensions continues to work on the mobile user's phone in roaming locations.



•



Mobile users use a "roaming" calling search space when they are at a remote location. Cisco recommends having the same access codes for PSTN calls at all sites. If the PSTN access codes are not the same, users must learn the different access codes.
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Variable Length On-Net Dialing with Partitioned Addressing Using the Line/Device Approach Figure 20-7 shows a variable-length on-net dial plan with partitioned addressing for Device Mobility. Figure 20-7
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The following design considerations apply to the dial plan model in Figure 20-7: •



Calls might be routed to the wrong destination when mobile users use abbreviated dialing from a roaming location. For the example in Figure 20-7, assume that mobile user 1 in Site 1 with extension 1000 moves to Site 2. If user 1 dials 1001 with the intention of calling a person in Site 1, the call will be routed to extension 1001 in Site 2 instead. If this behavior is not desired, consider defining each site as a Device Mobility Group. As shown in Figure 20-4, when devices roam, if the Device Mobility Group of the "home" device pool is different from the Device Mobility Group defined by the "roaming" device pool of the Device Mobility Info, then only the roaming sensitive settings from the "roaming" device pool are applied. This means that the Device Mobility calling search space that is not a roaming sensitive setting will not be used, and instead the "home" calling search space (as defined at the device level setting or the device pool setting of the phone) would be used when the roaming phone makes a call. This means that for the example shown in Figure 20-7, when user 1 dials extension 1001 while in Site 2, the call will be routed using the "home" site calling search space, resulting in the call being routed to extension 1001 in Site 1. However, in this call scenario WAN bandwidth would be consumed. Further, for any external PSTN calls dialed by user 1 in this example, the roaming phone would also use the home gateway and also consume WAN bandwidth because the "home" site calling search space is used.



•



Additional device calling search spaces may be configured for roaming users with access only to the PSTN and translation partitions. This configuration will need at least one additional device pool and calling search space per site. Thus, N sites will need N device pools and N calling search spaces. However, this configuration will not require defining each site as a Device Mobility Group.



•



Abbreviated speed dials should not be used. Cisco recommends configuring speed dials in a universal way that enables the users to use speed dials at any location. For example, users may configure speed dials using E.164 numbers or using site codes and access codes.



•



Overlapping extensions at multiple sites might cause problems when a roaming user registers to a remote SRST gateway. For the example in Figure 20-7, assume that mobile user A in Site 1 with extension 1000 moves to Site 2. Also assume that the WAN link at Site 2 goes down, causing the phones to register to an SRST gateway at Site 2. An incoming call on the SRST gateway for extension 1000 will be routed to actual extension 1000 in Site 2 as well as to the mobile user with extension 1000. Thus, calls might not be routed properly. This issue can be avoided by using unique extensions throughout the network.
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Variable Length On-Net Dialing with Flat Addressing Using the Line/Device Approach Figure 20-8 shows a variable-length on-net dial plan with flat addressing for Device Mobility. Figure 20-8



Variable-Length On-Net Dial Plan with Flat Addressing for Device Mobility Device Mobility Info
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The following design considerations apply to the dial plan model in Figure 20-8: •



Mobile users cannot use abbreviated dialing after roaming to another site because calls might be routed to the wrong destination. If this behavior is not desired, consider defining each site as a Device Mobility Group. However, users must be aware that, for any external PSTN calls, the mobile phone continues to use the home gateway and therefore consumes WAN bandwidth.



•



Additional device calling search spaces may be configured for roaming users with access only to the PSTN and internal phones partitions. This configuration will need at least one additional device pool and calling search space per site. Thus, N sites will need N device pools and N calling search spaces. However, this configuration will not require defining each site as a Device Mobility Group.



•



Mobile users registered with a remote SRST gateway have unique extensions. However, mobile users must be aware that no PSTN user can call them when they are registered to a remote SRST gateway.



Design Considerations for Using a VPN This section briefly explains the design guidelines for enabling the Device Mobility feature for IP software phones or Cisco IP Communicator. Many users may have software-based phones or hardware phones running VPN client software that connect to the Unified CM cluster using a virtual private network (VPN) connection over the internet. For information on deploying a VPN, refer to the various VPN design guides available under the Security in WAN subsection of the Design Zone for WAN/MAN, available at: http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns817/landing_wan_security.html Figure 20-9 shows an example of an IP software phone user connected over a VPN to the Unified CM cluster. Figure 20-9
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VPN users must adhere to the following guidelines: •



Configure Device Mobility Info (DMI) with the IP subnets distributed or owned by the VPN concentrators.



•



Associate the DMI with the same device pool that is used for devices co-located with the VPN concentrators. However, parameters such as calling privileges, network locale, and so forth, must be taken into consideration.



•



Educate the users to use the nearest VPN concentrator.



These guidelines ensure that call admission control is correctly applied on the enterprise WAN.



Design Considerations for Device Mobility Observe the following design recommendations when deploying Device Mobility: •



In situations in which sites with different dialing patterns (for example, sites having different PSTN access codes) are configured in the same Device Mobility Group, roaming users might have to dial numbers differently based on the location they are in, which can be confusing. For this reason, Cisco recommends assigning sites with similar dialing patterns (for example, sites having the same PSTN access codes) to the same Device Mobility Group. Doing so ensures that roaming users can dial numbers the same way at all sites within the Device Mobility Group.



•



The Device Mobility settings from the "roaming" device pool are applied only when roaming within the same Device Mobility Group; therefore, avoid roaming between different Device Mobility Groups because the resulting call routing behavior will cause originated calls from the moved phone to be routed using the "home" or device-configured calling search space. This can lead to unnecessary consumption of WAN bandwidth because the call might be routed through a different site's gateway rather than the local "roaming" gateway.



•



Define only one physical location per site. This ensures that device mobility is engaged only in scenarios in which a user is roaming between sites. For roaming within the same site, the concerns that mandate Device Mobility (for example, WAN bandwidth consumption, codec selection, and call admission control) are not present because low-speed links typically are not deployed within a single site.



•



In failover scenarios, "roaming" phones will utilize the SRST reference/gateway as dictated by the "roaming" device pool's roaming sensitive settings. Therefore, in these situations the "roaming" phone is unreachable from the PSTN due to the fact that the DID for this phone is anchored in another location's PSTN gateway. Furthermore, for outbound calls from the "roaming" phone, dialing behavior might have to be altered for things such as PSTN access codes, and speed dials configured on the phone might not be usable.



•



While the general recommendation is to always use the line/device approach to the dial plan, it is especially important when deploying Device Mobility because it allows different classes of service or calling privileges for each mobile user. With the line/device approach, the classes of service are defined using the line calling search space of the device, which stays the same when roaming and allows a mobile user to keep the same class of service while roaming.



•



If your system requires the ability to use abbreviated dialing or to use speed dials that rely on abbreviated dialing, Cisco recommends using the Uniform On-net dial plan model because it will ensure that abbreviated dialing (direct or through speed dials) continues to work even when the mobile user's phone is in a roaming location. Abbreviated dialing is still possible with this dial plan model because all extensions or directory numbers are unique across all sites, and therefore abbreviated dialing can be used universally due to the fact that there are no overlapping extensions.
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•



If your system uses a Variable Length On-net dial plan model (with either partitioned addressing or flat addressing), Cisco recommends configuring speed dials in a universal way so that a single unique extension can be reached when invoke. By configuring speed dials using full E.164 numbers or using site or access codes, you can enable roaming users to use the same speed dials at any location.



•



If Device Mobility is enabled for users who on occasion access the enterprise network through a VPN connection, Device Mobility Info (DMI) for VPN attached phones should contain IP subnets distributed or owned by the VPN concentrators to ensure that "roaming" to a VPN location results in appropriate dynamic Device Mobility configuration changes. Be sure to associate the DMI with the same device pool that is used for any devices co-located with the VPN concentrators.
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Cisco Unified Communications Manager (Unified CM) applications provide numerous operational and functional enhancements to basic IP telephony. External eXtensible Markup Language (XML) productivity applications or IP Phone Services can be run on the web server and/or client on most Cisco Unified IP Phones. For example, the IP phone on a user's desk can be used to get stock quotes, weather information, flight information, and other types of web-based information. In addition, custom IP phone service applications can be written that allow users to track inventory, bill customers for time, or control conference room environments (lights, video screen, temperature, and so forth). Unified CM also has a number of integrated applications that provide additional functionality, including: •



Cisco Extension Mobility (EM) The Extension Mobility feature enables mobile users to configure a Cisco Unified IP Phone as their own, on a temporary basis, by logging in to that phone.



•



Cisco Unified Communications Manager Assistant (Unified CM Assistant) Unified CM Assistant is a Unified CM integrated application that enables assistants to handle one or more managers' incoming phone calls.



•



Cisco WebDialer WebDialer is a click-to-call application for Unified CM that enables users to place calls easily from their PCs using any supported phone device.



In some cases these integrated applications also invoke IP Phone Services to provide additional functionality. This chapter examines the following Unified CM applications: •



IP Phone Services, page 21-2



•



Extension Mobility, page 21-9



•



Unified CM Assistant, page 21-23



•



WebDialer, page 21-41



•



Attendant Consoles, page 21-52
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What's New in This Chapter



What's New in This Chapter Table 21-1 lists the topics that are new in this chapter or that have changed significantly from previous releases of this document. Table 21-1



New or Changed Information Since the Previous Release of This Document



New or Revised Topic



Described in



Revision Date



Attendant console capacity planning



Capacity Planning for Attendant Consoles, page 21-55



April 2, 2010



Extension Mobility Cross Cluster (EMCC)



Extension Mobility Cross Cluster (EMCC), page 21-11



April 2, 2010



Secure IP Phone Services URL



IP Phone Services Architecture, page 21-2



Design Considerations for Extension Mobility Cross Cluster (EMCC), page 21-19 April 2, 2010



IP Phone Services Cisco Unified IP Phone Services are applications that utilize the web client and/or server and XML capabilities of the Cisco Unified IP Phone. The Cisco Unified IP Phone firmware contains a micro-browser that enables limited web browsing capability. These phone service applications provide the potential for value-added services and productivity enhancement by running directly on the user’s desktop phone. For purposes of this chapter, the term phone service refers to an application that transmits and receives content to and from the Cisco Unified IP Phone. This section examines the following design aspects of the IP Phone Services feature: •



IP Phone Services Architecture, page 21-2



•



High Availability for IP Phone Services, page 21-5



•



Capacity Planning for IP Phone Services, page 21-6



•



Design Considerations for IP Phone Services, page 21-7



•



IP Phone Services Phone Support, page 21-7



•



Unified CM Services and Parameters for IP Phone Services, page 21-7



IP Phone Services Architecture An IP Phone service can be initiated in several ways: •



User-initiated (pull) An IP Phone user presses the Services button, which sends an HTTP GET message to Unified CM for displaying a list of user-subscribed phone services. Figure 21-1 illustrates this functionality.



•



Phone-initiated (pull) An idle time value can be set within the IP Phone firmware, as indicated by the URL Idle Time parameter. When this timeout value is exceeded, the IP Phone firmware itself initiates an HTTP GET to the idle URL location specified by the URL Idle parameter.



•



Phone service-initiated (push) A phone service application can push content to the IP Phone by sending an HTTP POST message to the phone.
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Note



Unlike with the user-initiated and phone-initiated pull functionality, whereby the phone's web client is used to invoke phone services, the phone service-initiated push functionality invokes action on the phone by posting content (via an HTTP POST) to the phone's web server (not to its client). Figure 21-1 shows a detailed illustration of the user-initiated IP Phone service operation. With Services Provisioning set to External URL when a user presses the Services button, an HTTP GET message is sent from the IP Phone to the Unified CM getservicesmenu.jsp script by default (step 1). You can specify a different script by changing the Phone URL enterprise parameter (see IP Phone Service Enterprise Parameters, page 21-8). The getservicesmenu.jsp script returns the list of phone service URL locations to which the individual user has subscribed (step 2). The HTTP response returns this list to the IP Phone (step 3). Any further phone service menu options chosen by the user continue the HTTP messaging between the user and the web server containing the selected phone service application (step 4).



Note



If the Service Provisioning enterprise parameter is set to Internal, steps 1 through 3 are bypassed and the operation of phone services begins with step 4. Figure 21-1
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Figure 21-2 shows examples of both phone-initiated and phone service-initiated push functionality. In the phone-initiated example, the phone automatically sends an HTTP GET to the location specified under the URL Idle parameter (see IP Phone Service Enterprise Parameters, page 21-8) when the URL
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Idle Time is reached. The HTTP GET is forwarded via Unified CM to the external web server. The web server sends back an HTTP Response, which is relayed by Unified CM back to the phone, and the phone displays the text and/or image on the screen. In the phone service-initiated push example, the phone service on the external web server sends an HTTP POST with a Common Gateway Interface (CGI) or Execute call to the phone's web server. Before performing the CGI or Execute call, the phone authenticates the request using the proxy authentication service specified by the URL Authentication parameter (see IP Phone Service Enterprise Parameters, page 21-8). This proxy authentication service provides an interface between the phone and the Unified CM directory in order to validate requests made directly to the phone. If the request is authenticated, Unified CM forwards an HTTP Response to the phone. The phone's web server then performs the requested action, and the phone returns an HTTP response back to the external web server. If authentication fails, Unified CM forwards a negative HTTP Response, and the phone does not perform the requested CGI or Execute action but in turn forwards a negative HTTP Response to the external web server. Figure 21-2
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HTTP Response



In addition to XML Services, a new service can be created with a Service Category of Java MIDlet. When a Java MIDlet-type service is invoked, the configured Service URL contains the URL from which the MIDlet JAD file can be retrieved. When the application server receives the JAD file request, the server should return the appropriate JAR file for that device, which the phone's MIDlet-installer will download and process. For more information on Java MIDlet support on Cisco IP Phones, refer to the Cisco IP Phone data sheets at http://www.cisco.com.
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Note



After a phone has downloaded its configuration file via TFTP, the phone parses the services configuration to determine whether or not the list of services has changed, and if so, it updates its local (persisted) services configuration. If any of the changed services were Java MIDlets (which are explicitly provisioned and stored on the phone), then the phone sequentially walks through the necessary install, upgrade, downgrade, and uninstall operations to comply with what was provisioned in the configuration file. If a MIDlet install fails, it will re-attempt the install the next time the phone checks its configuration file (during boot, reset, or restart). The administrator has the added ability to specify the Service Type of configured services to be one of the following: IP Phone Services, Directories, or Messages. This gives the administrator the flexibility to control which button users must press on the IP phone to access new services. New services can optionally be configured as Enterprise Subscriptions, which forces them to appear automatically on all IP phones without the need to update subscriptions for each individual phone. In addition, services can be enabled or disabled without the need to delete the service from the Unified CM database.



Note



Default services such as Missed Calls, Placed Calls, and Corporate Directory can also be disabled. This allows the administrator to create a custom service with a Service URL matching that of the corresponding default service, thus allowing phones to subscribe to these default services on an as-needed basis. Unified CM 8.x provides the ability to configure a secure IP Phone Services URL using HTTPS in addition to a non-secure URL. Phones that support HTTPS will automatically use the secure URL. For more information about Trust Verification Services and security certificate handling for IP phones, along with a complete list of phones that support HTTPS, refer to the HTTPS information in the latest version of the Cisco Unified Communications Manager Security Guide, available at http://cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html



High Availability for IP Phone Services To ensure reliable services for phone users, you must maintain a high level of system availability, with a seamless transition to redundant systems during a system failure. With Services Provisioning set to Internal, the phone will receive its subscribed phone services from the phone's configuration file and store these (and their corresponding service URLs) in flash. This allows the phone to access the service URLs directly on a web server without first querying the Cisco CallManager IP Phone Service. With Services Provisioning set to Internal, the Corporate and Personal Directories default services also have an extra level of redundancy built into the phones. When these services are selected, the phone will attempt to send an HTTP message with the proper URL string to the Unified CM with which it is currently registered. Therefore, the Unified CM Group configuration of the phone's device pool provides redundancy for these services.
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If Services Provisioning is set to External URL or both, while most of the back-end processing of a phone service occurs on a web server, the phones still depend upon Unified CM to inform them of the service URLs for their subscribed phone services. Given the architecture of IP phone service functionality and the message flows shown in Figure 21-1 and Figure 21-2, the following two main failure scenarios should be considered. Failure Scenario 1: Server with Cisco CallManager Cisco IP Phone Services Fails



Redundancy in this case depends upon some type of server load balancing (SLB), as illustrated in Figure 21-3, where a virtual IP address is used to point to one or more Unified CM servers. This virtual IP address is used when configuring the URL Services parameter. Thus, a Unified CM server failure does not prevent the IP Phone Services subscription list from being returned to the phone when the phone's Services button is pushed. In addition, phone services such as Extension Mobility and Unified CM Assistant that run on a Unified CM server are also potentially made redundant by this method. (See High Availability for Extension Mobility, page 21-16, and High Availability for Unified CM Assistant, page 21-27.) Figure 21-3
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Unified CM-2 Real IP: 10.1.1.12



Failure Scenario 2: External Web Server Hosting a Particular IP Phone Service Fails



In this scenario, the connection to the Unified CM server is preserved, but the link fails to the web server hosting the user-subscribed phone service. This is an easier scenario to provision for redundancy because the IP phone is still able to access the Unified CM server when the Services button is pressed. In this case, the IP phone is similar to any other HTTP client accessing a web server. As a result, you can again use some type of SLB functionality (similar to the one indicated in Figure 21-3) to redirect the HTTP request from the phone to one or more redundant web servers hosting the user-subscribed phone service.



Capacity Planning for IP Phone Services Cisco Unified IP Phone Services act, for the most part, as an HTTP client. In most cases it uses Unified CM only as a redirect server to the location of the subscribed service. Because Unified CM acts as a redirect server to the phone service, there is minimal performance impact on Unified CM when a user initiates a phone service request by pressing the Services key.
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Note



In the case of Extension Mobility and Unified CM Assistant phone service, Unified CM acts as more than a redirect server, and performance impacts should be considered. See the sections on Extension Mobility, page 21-9, and Unified CM Assistant, page 21-23, for specific performance and scalability considerations for these applications. Because the IP Phone is either an HTTP client or server, estimating the required bandwidth used by an IP Phone service is similar to estimating the bandwidth of an HTTP browser accessing the same text as HTTP content residing on a web hosting server.



Design Considerations for IP Phone Services With the exception of the integrated Extension Mobility and Unified CM Assistant applications’ Phone Services, IP Phone services must reside on a separate web server. Running phone services other than Extension Mobility and Unified CM Assistant on the Unified CM server is not supported.



IP Phone Services Phone Support The following phones support IP Phone Services: •



Cisco Unified Wireless IP Phone 7921G



•



Cisco Unified IP Phones 7940G, 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7960G, 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



IP Phone Services can also run on the following IP phones, however these phone models support only text-based XML applications: •



Cisco Unified IP Phone 7905G



•



Cisco Unified IP Phone 7906G



•



Cisco Unified IP Phone 7911G



•



Cisco Unified IP Phones 7912G and 7912G-A



•



Cisco Unified Wireless IP Phone 7920



All of the IP Phones listed above can process a limited set of Cisco-defined XML objects for enabling the user interface (UI) between the phone and the web server that contains the running phone service. Note that the phones listed above support phone services for both the Skinny Client Control Protocol (SCCP) and Session Initiation Protocol (SIP).



Unified CM Services and Parameters for IP Phone Services To enable IP Phone Services, the system administrator must ensure that the Cisco Unified IP Phone Services network service is enabled under the Cisco Unified Serviceability interface. In addition, there are a number of enterprise parameters that provide configuration and customization options for IP Phone Services, as described in the following sections.
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Unified CM Services for IP Phone Services IP Phone Services rely on the Cisco CallManager Cisco IP Phone Services network service on Unified CM in order to function. This feature is installed and activated by default when Unified CM is installed on a server.



IP Phone Service Enterprise Parameters There are a number of pertinent enterprise parameters that relate to IP Phone Services. The following options can be configured: •



Internal Phone Services are provisioned by the administrator, and the IP phone receives its list of configured services from its configuration file that is downloaded through TFTP during the registration cycle. The Services, Messages, and Directories URLs specified in the phone URL enterprise parameters are not used. Any valid Java MIDlet services that are provisioned will be installed and available to run. This is the default setting. With this setting, IP phones no longer need to contact the IP Phone Service first to receive their list of configured services. Instead they can directly proceed to access the desired service.



•



External URL Phone Services are not provisioned in the configuration file obtained via TFTP. The phone uses only the Phone Services URLs specified in the Phone URL enterprise parameters. Java MIDlets will not run because they must be provisioned internally to install and execute.



•



Both Any Phone Services provisioned in the configuration file will appear first, followed by any services dynamically retrieved via the corresponding URL when the Services, Messages, or Directories button is pressed on the IP phone. Any Java MIDlets provisioned in the configuration file will be installed and available to run.



Note



The Services Provisioning enterprise parameter can be overwritten with the setting in the Common Phone Profile configuration, or in the actual phone's configuration (which takes precedence over both). This parameter is configured hierarchically with three levels: Enterprise Parameters, Common Phone Configuration, and Phone Config. So the Enterprise Parameter will have the three enumerated values above, and the Common Phone Config and Phone Config fields will have an additional Default value, which defers the setting to the level above. The following items represent a partial list of configuration parameters under the Phone URL Parameters section of the Unified CM Enterprise Parameters configuration page, which relate to IP Phone Services and XML operation of IP Phones: •



URL Authentication (Default value = http://:8080/ccmcip/authenticate.jsp) This URL points to the authenticate.jsp service on Unified CM, which provides an authentication proxy service between Cisco Unified IP Phones and Unified CM. The URL is used to validate "push" requests made directly to the phone by the phone services. It is automatically configured at installation time. If no value is specified for this parameter, phone services will not be able to push content to the phone.
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•



URL Directories (Default value = http://:8080/ccmcip/xmldirectory.jsp) This URL points to the xmldirectory.jsp service on Unified CM, which generates and returns the directory menu presented when the user pushes the Directories (or book icon) button on the phone. The URL is automatically configured at installation time. If no value is specified for this parameter, the directory menu will not be available when the user pushes the Directories button.



•



URL Idle (Default value = ) This URL, if specified, points to a service that provides text or images to be displayed on the phone screen when the phone is idle. This parameter is closely coupled with the URL Idle Time parameter, which indicates how long the phone must be idle before initiating the service. By default this parameter is left blank (not configured) at installation time.



•



URL Idle Time (Default value = 0) This parameter setting indicates the time in seconds that a phone will wait before initiating the URL Idle service. By default the parameter is set to 0 (zero) at installation time, indicating that the phone will never become idle.



•



URL Information (Default value = http://:8080/ccmcip/GetTelecasterHelpText.jsp) This URL points to the GetTelecasterHelpText.jsp service on Unified CM, which generates and returns on-screen phone help for the phone keys and call statistics when the user presses the Help ("i" or "?") button located to the right of the keypad. The URL is automatically configured at installation time. If no value is specified for this parameter, no help information will be displayed when the user pushes the Help button.



•



URL Services (Default value = http://:8080/ccmcip/getservicesmenu.jsp) This URL points to the getservicesmenu.jsp service on Unified CM, which provides a list of user-subscribed phone services for the phone when the user presses the Services (or globe icon) button. It is automatically configured at installation time. If no value is specified for this parameter, a list of subscribed services will not be provided when the user pushes the Services button.



Extension Mobility The Cisco Extension Mobility (EM) feature enables users to configure a Cisco Unified IP Phone as their own, on a temporary basis, by logging in to that phone. After a user logs in, the phone adopts the user's individual device profile information, including line numbers, speed dials, services links, and other user-specific properties of a phone. For example, when user X occupies a desk and logs in to the phone, that user's directory number(s), speed dials, and other properties appear on that phone; but when user Y uses the same desk at a different time, user Y's information appears. The EM feature dynamically configures a phone according to the authenticated user's device profile. The benefit of this application is that it allows users to be reached at their own extension on any phone within the Unified CM cluster, regardless of physical location, provided the phone supports EM. This section examines the following design aspects of the Extension Mobility feature: •



Extension Mobility Architecture, page 21-10



•



Extension Mobility Security, page 21-15



•



Extension Mobility Cross Cluster (EMCC), page 21-11



•



High Availability for Extension Mobility, page 21-16



•



Capacity Planning for Extension Mobility, page 21-18



•



Design Considerations for Extension Mobility, page 21-19
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•



Extension Mobility Phone Support, page 21-20



•



Unified CM Services and Parameters for Extension Mobility, page 21-21



Extension Mobility Architecture Figure 21-4 depicts the message flows and architecture of the EM application. When a phone user wants to access the EM application, the following sequence of events occurs:



Note



1.



When the user presses the Services button on the phone, this action generates a call to the URL specified under the URL Services parameter on the Enterprise Parameter configuration page (see IP Phone Service Enterprise Parameters, page 21-8) (see also step 1 in Figure 21-4).



2.



An HTTP/XML call is generated to the IP Phone Services, which returns a list of all services to which the user's phone is subscribed (see step 2 in Figure 21-4).



With the Services Provisioning enterprise parameter set to Internal, steps 1 and 2 are bypassed. Alternatively, with Services Provisioning set to External URL or Both, a Service URL button can be configured for EM on a user's phone so that the user can press a line or speed-dial button to generate a direct call to the Extension Mobility Application service, also bypassing steps 1 and 2. 3.



Next the user selects the Extension Mobility phone service listing. This selection in turn generates an HTTP call to the Extension Mobility Application service, which serves as the interface between the phone and the Cisco Extension Mobility service (see step 3 in Figure 21-4).



4.



The Extension Mobility Application service then forwards an XML response back to the phone requesting user login credentials (userID and PIN) or, if the user is already logged in, a response asking if the user wants to log off the phone (see step 4 in Figure 21-4).



5.



Assuming the user is attempting to log in, the user must use the phone's keypad to enter a valid userID and PIN. After the user presses the Submit softkey, a response containing the userID and PIN just entered is forwarded back to the Extension Mobility Application service (see step 5 in Figure 21-4).



6.



The Extension Mobility Application next forwards this login information to the Extension Mobility service, which interacts with the Unified CM database to verify the user’s credentials (see step 6 in Figure 21-4).



7.



Upon successful verification of the user’s credentials, the Extension Mobility service also interacts with the Unified CM database to read and select the appropriate user device profile and to write needed changes to the phone configuration based on this device profile (see step 7 in Figure 21-4).



8.



Once these changes have been made, the Extension Mobility service sends back a successful response to the Extension Mobility Application service (see step 8 in Figure 21-4).



9.



The Extension Mobility Application service, in turn, sends a reset message to the phone, and the phone resets and accepts the new phone configuration (see step 9 in Figure 21-4).
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Figure 21-4



EM Application Architecture and Message Flow
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Extension Mobility Cross Cluster (EMCC) Unified CM 8.x provides the ability to perform Extension Mobility logins between clusters within an enterprise with a new feature called Extension Mobility Cross Cluster (EMCC). It is important to understand the high-level architecture of EMCC. The EMCC feature employes the concepts of a home cluster and a visiting cluster, and these terms are defined from the perspective of the user performing the login. When a user travels to an office and attempts to log in to a phone, if the cluster to which this phone is registered does not contain the user's information in its database, then this cluster is considered a visiting cluster and the phone is hereinafter referred to as the visiting phone. Figure 21-5 illustrates the concept of home and visiting clusters.
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Figure 21-5
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The EM service in the visiting cluster attempts to locate the home cluster of the user by sending out queries to each of the EMCC remote clusters that have been configured in Unified CM. When the user's home cluster responds positively, this initiates communications between the EM services of both clusters to exchange information that essentially brings the device information into the home cluster database and allows the home cluster to build a configuration file for this visiting phone. This configuration file incorporates some device configuration from the visiting cluster, configuration parameters from the home cluster, and the user's device profile in the home cluster. Once the home cluster TFTP server has a configuration file for this visiting phone, a reset issued by the visiting cluster forces the visiting phone to download a small configuration from the visiting cluster, which further instructs it to download a full configuration from the home cluster. Ultimately, the visiting phone cross-registers with the home cluster. This means that all call control signaling occurs between a home cluster Unified CM subscriber and the visiting phone, and the user's home cluster dialing habits are maintained. For a step-by-step description of the EMCC login process, refer to the Extension Mobility Cross Cluster information in the latest version of the Cisco Unified Communications Manager Features and Services Guide, available at http://cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html



Call Processing EMCC call processing behavior is also critical to understand because it impacts dial plan design. When a user has logged into a phone in a visiting cluster, any digits dialed by the user are analyzed by the home cluster according to the visiting phone's assembled call search space (CSS), which is a concatenation of the Adjunct CSS in the home cluster's device pool for the visiting phone (referred to as the EMCC roaming device pool), the Line CSS configured on the directory number associated with the user's device profile, and the EMCC CSS configured on the user's device profile. Figure 21-6 illustrates the resulting CSS for an EMCC phone.
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Resulting CSS for an EMCC Phone



Adjunct CSS
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The resulting CSS is the concatenation of all three.



Resulting CSS Partition A1 Partition A2 Partition L1 Partition L1 Partition D1 Partition D2 Reminder: Partition order in a CSS is the tie-breaker only when two patterns are an equal best match.
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Figure 21-6



For more information on the EMCC roaming device pool and how it is associated with a visiting phone, refer to the Extension Mobility Cross Cluster information in the latest version of the Cisco Unified Communications Manager Features and Services Guide, available at http://cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html



Note



The EMCC roaming device pool associated with the EMCC feature is not related to the roaming device pool associated with the Device Mobility feature. Unified CM routes the calls according to normal digit analysis. For example, if the user logged into the visiting phone calls a directory number of a phone in a remote cluster, the user would have to dial the appropriate pattern required for calls from the home cluster to this remote cluster. This implies that the home cluster may initiate an intercluster trunk call to the remote cluster. The remote cluster notifies the remote phone, and once the call is connected, the media flows between the visiting phone and the remote phone. With PSTN calls, there are two different configurations that affect call processing behavior: •



Route patterns that do not use the Local Route Group (LRG) feature



•



Route patterns that use the LRG feature



When an EMCC logged-in user dials a PSTN call, if the digit analysis matches a route pattern that ultimately leads to a voice gateway (either via the route list and route group construct or configured directly to a voice gateway), the call is offered out the gateway. For this scenario, the Standard Local Route Group (Standard LRG) feature is not in use, and the call involves a voice gateway associated with the home cluster; therefore media will flow between the visiting phone (typically across a WAN) back to the voice gateway. When the route pattern leads to a route list configured to use Standard LRG, the behavior changes. (For more information about LRG, see Local Route Group, page 9-86.) When Unified CM logic must invoke a Standard LRG for an EMCC logged-in device, it recognizes the endpoint as an EMCC device and sends the PSTN call across a designated EMCC-specific SIP trunk to the visiting cluster to which this visiting phone is normally registered.
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Note



Only one SIP trunk with an EMCC trunk service type is required per cluster. There is no destination information configured on this trunk; that information is gathered dynamically when adding and updating an EMCC remote cluster. When a call invite is received on the EMCC SIP trunk in the visiting cluster, the visiting cluster again performs digit analysis on the called number according to the CSS of the trunk (or alternatively, according to the CSS of the visiting phone's original device configuration), and routes the call accordingly. There is additional information included in a SIP invite across an EMCC SIP trunk, namely the device name of the visiting phone. This enables the visiting cluster to determine the configured device CSS of the visiting phone in the database (if required); and if the digit analysis results in matching a route pattern that ultimately points to the Standard LRG, the visiting cluster is able to determine the configured Standard LRG for this visiting phone. The Standard LRG in the visiting cluster will typically contain voice gateways associated with the visiting cluster, therefore the PSTN call is offered out a voice gateway local to the visiting phone. While PSTN calls may or may not use the special EMCC call processing handling of the Standard LRG, it is critical that emergency route patterns utilize this handling to ensure that emergency calls are sent out an appropriate voice gateway local to the visiting phone. If the current home cluster dial plan does not implement Standard LRGs, EMCC configuration provides functionality to add emergency route patterns for EMCC logged-in devices that do not affect emergency dialing for other devices in the home cluster via the Adjunct CSS. Inherited from the EMCC roaming device pool (discussed earlier), it allows for configuration of the visiting cluster's emergency route pattern in a partition that is accessible only via the Adjunct CSS, which in turn is associated only to visiting phones from a specific remote cluster. Even if home and visiting cluster's use the same emergency route pattern, a second replica emergency route pattern using LRG can be created, again accessible only via the Adjunct CSS. Once the call is received at the visiting cluster via the EMCC SIP trunk, the visiting cluster dial plan will be responsible for further processing of the call.



Note



If Standard LRGs are already deployed for the emergency route pattern, and if the home and visiting clusters use the same emergency dial string, use of the Adjunct CSS is not required. For detailed EMCC call processing examples and configuration, refer to the Extension Mobility Cross Cluster information in the latest version of the Cisco Unified Communications Manager Features and Services Guide, available at http://cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html



Media Resources All media resources except for RSVP agents are allocated from the home cluster according to the media resource group list of the device pool assigned to the visiting phone. Conferencing, transcoding, and music on hold all function as normal, with the difference being that media is streaming between the visiting phone and media resources across (typically) a WAN separating the home and visiting clusters. When an EMCC logged-in user makes a call that requires use of an RSVP agent, the Unified CM EMCC logic is able to determine it is a visiting phone, and it sends a resource request across the EMCC SIP trunk to the remote cluster to which the visiting phone belongs. The device name of the visiting phone is included in this request, which enables the visiting cluster to verify the RSVP agent media resources that are normally assigned to this visiting phone and to allocate its use for the call. For more information on RSVP-based call admission control for EMCC, see Architecture and Considerations for Extension Mobility Cross Cluster, page 11-56.
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Extension Mobility Security Unified CM 8.x provides the ability to create an Extension Mobility secure service URL using HTTPS. This encrypts the entire EM login/logout exchange. Cisco recommends configuring a secure service URL for Extension Mobility. If there are phones deployed for EM that do not support HTTPS, a non-secure service URL must also be configured. When secure and non-secure service URLs exist for the service, phones that support HTTPS use the secure service URL by default. For a complete list of phones that support HTTPS, refer to the HTTPS information in the latest version of the Cisco Unified Communications Manager Security Guide, available at http://cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html The EM feature provides an optional level of security for EM login and logout requests by validating the source IP address of the request. By default, EM does not perform this request validation; therefore, to enable EM security, the administrator must set the cluster-wide service parameter Validate IP Address to true. Once this parameter is enabled, the EM service will use the following three sources in the order indicated to validate the EM login and logout requests: 1.



Cache of trusted devices During initialization, the EM service first queries the Unified CM database for all EM-enabled devices. It then queries the Real-Time Information Server (RIS) Data Collector service to obtain an IP address mapping for those devices that have registered with Unified CM. The number of device-to-IP-address mappings contained in the cache is limited by the size of the cache specified in the EM Device Cache Size service parameter.



2.



Trusted List of IPs service parameter This service parameter allows the administrator to provide a semicolon-separated list of trusted IP addresses. This allows organizations to validate separate applications or proxy servers that perform login and logout requests on behalf of users.



3.



New RIS Data Collector query If no matches are present in the cache of trusted devices or in the Trusted List of IPs service parameter, a specific query for the requesting device is made to the RIS Data Collector service. This allows login and logout requests to be validated if the device registered after cache creation or if the cache is full.



Whenever a login or a logout request is received by an EM service enabled for Validate IP Address, EM performs the IP address validation by first attempting to locate the device-to-IP mapping in the cache of trusted devices. If the mapped IP address for that device matches the source IP address of the login or logout request, the request is performed. If the device is not found in the cache or if the IP address does not match, the EM service checks the Trusted List of IPs service parameter. If the IP address of the source requesting the login or logout is located in this list, the request is performed. If the IP address is not validated here, the EM service then creates a new RIS Data Collector query for the device making the request. If the response to this query contains the IP address of the source requesting the login or logout, EM performs the login and adds this device-to-IP mapping to the cache of trusted devices if the EM device cache size has not been exceeded. If the IP address is not validated during this step, an error is displayed on the requesting device. For organizations that implement a web proxy to handle EM login and logout HTTP requests, the Allow Proxy service parameter must be set to true. A proxy server, while forwarding the HTTP request, will set the via-field of the HTTP header with its hostname. If there are multiple proxy servers between the device and Unified CM, and if the request is forwarded by all the servers, then the via-field in the HTTP header will have a comma-separated list of hostnames for each of the proxy servers in the forwarding
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path. The Allow Proxy service parameter, if set to true, will allow EM login and logouts received via a web proxy. In addition, if the proxied EM requests use the source IP address of the proxy server, this IP address must also be configured in the Trusted List of IPs service parameter. With the introduction of HTTPS support and Security By Default in Unified CM 8.x, the intercluster interactions of EMCC require some extra steps to ensure that clusters can communicate with each other in a secure manner. In particular, all clusters that participate in EMCC must export their Tomcat (web) and TFTP security certificates to a central sFTP server, the certificates will all be combined, and then each cluster must import the combined certificate into its cluster. It is important to remember that any time a new node that may participate in EMCC is added to the cluster, or if a certificate on any existing node is updated, the process of exporting, combining, and importing must be repeated. All of these steps have been streamlined via Unified CM Serviceability administration. For details on EMCC configuration, refer to the Extension Mobility Cross Cluster information in the latest version of the Cisco Unified Communications Manager Features and Services Guide, available at http://cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html



High Availability for Extension Mobility According to the EM architecture illustrated in Figure 21-4, reads and writes to the Unified CM database are required. EM is a user-facing feature, and database writes pertaining to EM can be performed by subscriber nodes. Therefore, if the Unified CM publisher is unavailable, EM logins and logouts are still possible. From a redundancy perspective, the following three component levels of redundancy must be considered for full EM resiliency: •



Cisco CallManager Cisco IP Phone Services See High Availability for IP Phone Services, page 21-5.



•



EM IP phone service The EM IP phone service is the service that is selected by the user from the IP phone services menu (or, alternatively, from a services line button) in order to log in or log out of a phone. This phone service points to the Cisco Extension Mobility Application service running on a particular Unified CM node. As indicated previously, the Cisco EM Application service provides the interface between the user (or phone) and the Cisco Extension Mobility service. The EM IP phone service can point to only a single IP address or host name.



•



Cisco Extension Mobility service The Cisco Extension Mobility service is required for EM login and logout. This service takes user credentials from the Cisco EM Application service and then writes to and reads from the local Unified CM database.



In order to provide redundancy for the Cisco CallManager Cisco IP Phone Services (or URL Services) and the EM IP phone service components, Cisco recommends using a Server Load Balancer (SLB) to serve as a front end to process EM login and logout requests for multiple Unified CM nodes. In this design, SLB functionality provides a virtual IP address or DNS-resolvable hostname, as depicted in Figure 21-3, which is used as the destination address for EM login and logout requests from the IP phones. The SLB is configured to distribute these EM requests to the real IP addresses of the subscriber nodes that have the Cisco EM Application service enabled.
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Most SLB devices, such as the Cisco Application Control Engine (ACE) or the Cisco IOS SLB feature, can be configured to monitor the status of multiple servers and automatically redirect requests during failure events. By using the SLB virtual IP address (or DNS hostname) for the URL Services and EM IP phone service, you can ensure that both components are still available during a node failure and, therefore, EM login and logouts will continue.



Note



Multiple subscriber nodes in a cluster can have the Cisco EM Application service enabled to provide redundancy, but it supports only two subscriber nodes in a cluster actively handling login/logout requests at a given time. The SLB device configuration must support this design criteria.



Note



Cisco does not recommend a redundancy design using DNS records with multiple IP listings. With multiple IP addresses returned to a DNS request, the phones must wait for a timeout period before trying the next IP address in the list, and in most cases this results in unacceptable delays to the end user. In addition, this can result in more than two subscriber nodes with the Cisco EM Application service enabled to handle login/logout requests, which is not supported. Because the Cisco Extension Mobility Application service subscribes to cluster change notification, it maintains a list of all nodes in the cluster with the Cisco Extension Mobility service activated. Therefore, to provide redundancy for the Cisco Extension Mobility service component, this service should be run on multiple nodes within the cluster, and the Cisco Extension Mobility Application service will provide automatic failover to any nodes running the Cisco Extension Mobility service. With EMCC, remote clusters are administratively added via Unified CM web administration by specifying a single FQDN or IP address of a Unified CM subscriber node running the EM service in the remote cluster. The EM services between the two clusters provide information about the Unified CM version, an ordered list of EM Service nodes for EMCC EM Service communications, which EMCC SIP trunk services are enabled (PSTN Access and/or RSVP Agent) in the remote cluster, and an ordered list of up to three remote Unified CM nodes that handle EMCC SIP trunk operations for each EMCC service. EMCC EM service communications over HTTPS include locating users' home clusters, exchanging information during EMCC logins, and remote cluster updates. Upon an initial update, a remote cluster's EM Application service is queried, which will return the first three EM Service nodes in its list. This ordered list determines which remote cluster EM Service nodes will be used for EMCC communications.



Note



The Cisco Extension Mobility Application network service provides an interface between the EM user phone and the Cisco Extension Mobility service. It is enabled on all Unified CM nodes by default. The Cisco Extension Mobility feature service is activated administratively and provides an interface between the Cisco Extension Mobility Application network service and the Unified CM database. For more information, see Extension Mobility Architecture, page 21-10. The remote cluster obtains the information regarding primary, secondary, and tertiary options for EMCC PSTN Access and RSVP Agent services from the Unified CM Group that is associated with the device pool of the assigned EMCC SIP trunk for those services. This ensures that, if the primary Unified CM subscriber handling the EMCC SIP trunk is offline, then the EMCC SIP trunk call will be handled by the secondary Unified CM subscriber, and so on. Once a phone is logged in via EMCC, redundancy is provided for the phone in the form of the Unified CM Group configured in its assigned EMCC device pool. If the visiting phone is located in a remote site and there is a WAN outage, the SRST reference from the visiting cluster is maintained in the home cluster's configuration for the visiting EMCC phone. Therefore a visiting phone will still be able
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to register with the appropriate SRST router in the site where it is located. The user's DID most likely will not be associated with any gateways at this SRST site, so incoming calls will likely be lost. The user will also have to adopt visiting SRST configured dial habits during periods of SRST registration. Cisco also recommends configuring a default and backup Unified CM TFTP server to be used for visiting phones to download EMCC configuration files that will allow them to register with the home cluster. This is configured under EMCC Feature Configuration.



Capacity Planning for Extension Mobility The Cisco EM application supports the following cluster-wide login and logout capacities:



Note



•



Maximum of 250 sequential logins and/or logouts per minute with the Cisco MCS 7845-H2/I2 server.



•



Maximum of 235 sequential logins and/or logouts per minute with the Cisco MCS 7835-H2/I2 server.



•



Maximum of 200 sequential logins and/or logouts per minute with the Cisco MCS 7825-H2/I2 server.



Deploying earlier server models will result in diminished capacity. Cisco Extension Mobility login and logout functionality can be distributed across a pair of subscriber nodes to increase login/logout cluster capacity. To distribute the EM load evenly between the two subscriber nodes, the phones should be divided into two groups, with one group of phones subscribed to an EM phone service pointing to one of the subscriber nodes and the other group of phones subscribed to a second EM phone service that is pointing to a second subscriber node. When the EM load is distributed in this way, evenly between two MCS 7845-H2/I2 servers, the maximum cluster-wide capacity is 375 sequential logins and/or logouts per minute.



Note



Multiple subscriber nodes in a cluster can have the Cisco EM Application service enabled to provide redundancy. However, for increased capacity, a maximum of only two subscriber nodes in a cluster can actively handle EM login and logout requests at a given time.



Note



Enabling EM Security does not diminish performance. The EMCC login/logout process is more involved than intracluster EM login/logout, therefore the supported rates are lower. In the absence of any intracluster EM logins/logouts, Unified CM 8.x supports a maximum rate of 75 EMCC logins/logouts per minute with Cisco MCS 7845-H2/I2 and MCS 7845-I3 servers. Most deployments will have a combination of intracluster and intercluster logins/logouts occurring, however. For this more common scenario, EMCC logins/logouts (whether acting as home cluster or visiting cluster) should be limited to 40 per minute to maintain an intracluster EM single-node rate of 185 logins/logouts per minute or an intracluster EM dual-node rate of 280 logins/logouts per minute with MCS 7845-H2/I2 or MCS 7845-I3 servers. EMCC logged-in devices (visiting phones) consume twice as many resources as any other endpoint in a cluster. The maximum supported number of EMCC logged-in devices is 2,500 per cluster, but this also decreases the theoretical maximum number of other devices per cluster from 30,000 to 25,000. Even if the number of other registered devices in the cluster is reduced, the maximum supported number of EMCC logged-in devices is still 2,500.
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There is no technical limit to the number of EMCC remote clusters that can be added to a cluster; however, the full-mesh requirement will increase the load on the EM service as the number of remote clusters increases. For a high number of sites (more than 10), the EM CPU should be monitored by means of the Cisco Real-Time Monitoring Tool (RTMT).



Design Considerations for Extension Mobility The following guidelines and restrictions apply with regard to the deployment and operation of EM within the Unified CM telephony environment: •



EM users should not move between locations or sites within a cluster when Automated Alternate Routing (AAR) and/or the Voice over PSTN (VoPSTN) deployment model are in use. EM functionality relies on the use of the IP network for routing calls. Call routing via the PSTN is more problematic because E.164 PSTN numbers are static and the PSTN is unable to account for movement of EM user directory numbers (DNs) from their home sites. AAR relies on the PSTN for call routing, as does the VoPSTN deployment model. In both cases, EM user movement between locations and sites is supported only if all sites the user is traversing are in the same AAR group. For additional information, see Extension Mobility, page 9-103.



•



Restarting the Extension Mobility Service or the node on which the service is running will affect auto-logout settings. If Cisco Extension Mobility is stopped or restarted, the system does not auto-logout users who are already logged in after the expiration of the maximum login interval. These phones have to be logged out manually.



WebDialer supports the use of phones logged in using Extension Mobility. For more information, please see WebDialer, page 21-41.



Design Considerations for Extension Mobility Cross Cluster (EMCC) The following design considerations apply when deploying EMCC. General Design Considerations •



EMCC requires that all users must be unique across all clusters in the enterprise. If LDAP synchronization is maintaining common users for multiple clusters, some type of filtering must be applied.



•



Consider the network delay between clusters in combination with the features you plan to use. As the visiting phone is registered with the home cluster, features will work. However, depending on the network delay for a given deployment, all applications and features might not meet user requirements. Testing might be required to determine the usability of features for a given network. For example, EMCC supports dynamic CTI control of a visiting phone. But if an offhook is issued via an application and it takes 1 second before the phone goes offhook, this might be acceptable for an office worker but might not be acceptable for a call center agent.



•



Phone load firmware is not enforced during the login process. Instead, the visiting cluster phone load information is maintained so that cross-registration does not result in new phone firmware downloads.



•



If the home cluster locale is different than that of the visiting cluster, the phone will download the new locale from the visiting cluster TFTP server. If it is not available, then the phone will not change locales and instead will maintain the visiting cluster locale.
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•



DLUs are not consumed in the home cluster for the registered visiting phones.



•



The total number of EMCC logins is controlled by the total number of EMCC inserted devices in the Bulk Administration Tool (BAT).



•



EMCC supports non-secure clusters and mixed-mode clusters. However, all participating EMCC clusters must be of the same mode, and only non-secure phones are supported for EMCC registration.



•



EMCC supports only RSVP-based call admission control. Unified CM locations-based call admission control is not supported.



•



Except for RSVP agents, all other media resources are allocated from the home cluster according to the media resource group list associated with the EMCC roaming device pool.



•



Audio and video codecs are determined by the EMCC region settings. These settings override normal region configuration for EMCC registered phones. All EMCC region parameters must be configured with the same values in all clusters. If they are different, RSVP Agent for that cluster will be disabled by the remote cluster update operation.



•



For the EMCC roaming device pool to be assigned correctly, EMCC-capable phones must have a geo-location configured via device configuration or a device pool.



Call Processing Design Considerations •



Incoming calls for a user's directory number will always be received on a home cluster voice gateway, therefore RTP media will flow between the visiting phone and the home gateway for incoming calls.



•



Calls sent across the EMCC SIP trunk will have gone through digit manipulation in the home cluster. The called number may require manipulation to match visiting cluster route patterns.



•



Verify configured codec capabilities of H.323 and SIP gateways in the home cluster. For example, if home cluster gateways are configured to accept only G.711 calls and the EMCC region bandwidth is set to 8 kbps (G.729), a transcoder is required to complete the call. Alternatively, the H.323 or SIP gateway dial peers may be configured to allow for G.729 in addition to G.711.



•



Design considerations must be made regarding the calling party for EMCC emergency calls. Depending on dial plan configurations, the calling party number leaving the visiting cluster gateway may be the user's DID that is normally associated with the home cluster. This would require transforming the calling number incoming on the EMCC SIP trunk, on route patterns, or egressing on the visiting gateways.



•



When EMCC is deployed with Cisco Emergency Responder, Emergency Responder should be deployed in all clusters handled by a single Emergency Responder cluster. If the visiting cluster is deployed with Emergency Responder and the home cluster is not, Emergency Responder will not be able to identify the visiting phone when the call arrives back to the visiting cluster.



Extension Mobility Phone Support The following Skinny Client Control Protocol (SCCP) phones support EM: •



Cisco Unified IP Phone 7905G



•



Cisco Unified IP Phone 7906G



•



Cisco Unified IP Phone 7911G



•



Cisco Unified IP Phones 7912G and 7912G-A



•



Cisco Unified Wireless IP Phones 7920 and 7921G
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•



Cisco Unified IP Phone 7931G



•



Cisco Unified IP Phones 7940G, 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7960G, 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



•



Cisco IP Communicator



The following Session Initiation Protocol (SIP) phones support EM:



Note



•



Cisco Unified IP Phone 7906G



•



Cisco Unified IP Phone 7911G



•



Cisco Unified IP Phones 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



EM is not supported on Cisco Unified IP Phones 7905G, 7912G, 7940G, or 7960G running SIP loads.



Unified CM Services and Parameters for Extension Mobility To enable the EM application, the system administrator must activate and start a number of Unified CM services from the Cisco Unified Serviceability interface. In addition, EM service parameters provide configuration and customization options for determining how the EM application behaves.



Unified CM Services for EM The EM application relies on the Cisco Extension Mobility feature service, which you must activate manually from the Serviceability page. EM also relies on the following network services, which are activated automatically on all Unified CM nodes during installation: •



Cisco Extension Mobility Application



•



Cisco CallManager Cisco IP Phone Services



The Cisco Extension Mobility Application service provides an interface between the EM user phone and the Cisco Extension Mobility service. In addition, the Cisco Extension Mobility Application service subscribes to the change notification indications within the cluster and maintains a list of nodes in the cluster that have an active Cisco Extension Mobility service. By subscribing to change notification within the cluster, the Cisco Tomcat network service and the Cisco Extension Mobility feature service do not have to be restarted after changes are made to the EM service parameters. The Cisco CallManager Cisco IP Phone Services service is needed to provide access to the EM phone service. The URL used to define the EM phone service is: http:///emapp/EMAppServlet?device=#DEVICENAME# For example: http://10.1.1.1/emapp/EMAppServlet?device=#DEVICENAME#
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EM Service Parameters The following items represent a partial list of Cisco EM Service Parameters related to Extension Mobility functionality: •



Validate IP Address (Default value = False) This parameter indicates whether EM login and logout restrictions are enabled. If the value is set to false, login and logout restrictions do not take effect. If the value is set to true, the login and logout restrictions take effect, and EM attempts to validate the IP address sending the login or logout request.



•



Trusted List of IP Addresses (Default value = ) This parameter takes effect only when Validate IP Address is set to true. This parameter is a text field of size 1024 characters that takes a semicolon-separated string of IP addresses and host names. EM attempts to use this list as a source for EM login and logout IP address validation checks.



•



Allow Proxy (Default value = False) This parameter takes effect only when Validate IP Address is set to true. This parameter indicates whether login and logout requests are allowed via proxy servers. If the value is set to false, EM rejects all login and logout requests coming via proxy servers. If the value is set to true, EM attempts to validate the IP address of proxy servers proxying EM login and logout requests.



•



EM Device Cache Size (Default value = 10000) This parameter takes effect only when Validate IP Address is set to true. This parameter is a text field to configure the size of the device cache that is maintained by EM. Setting this parameter to a higher value will increase the number of entries that can be stored in the EM device cache. Setting this parameter to a lower value will decrease the number of entries that can be stored.



•



Enforce Maximum Login Time (Default value = False) This parameter indicates whether EM users will be logged out automatically when the Maximum Login Time is reached. By default the value is set to False, meaning EM users are not automatically logged out.



•



Maximum Login Time (Default value = 8:00) This parameter indicates the number of hours and/or minutes (hh:mm) an EM user can stay logged in before being logged out automatically. Automatic logout at the time specified occurs only if the Enforce Maximum Login Time parameter is set to True.



•



Multiple Login Behavior (Default value = Multiple Logins Not Allowed) This parameter indicates whether an EM user is allowed to log in to more than one device at one time. By default multiple logins by a single user are not allowed, and attempts by a user to log in to another device while logged on to one device results in the following message: Login Unsuccessful [25]User logged in elsewhere.



•



Remember the Last User Logged In (Default value = False) This parameter indicates whether the last userID used to log in to a device will be remembered during subsequent attempts to log in to that same device. If this value is set to True, the last logged-in userID information is stored in a table in the Unified CM database for efficient retrieval. Upon a subsequent login attempt, the UserID field in the login screen on phone is pre-populated with the stored userID value.
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•



Clear the call log (Default value = False) This parameter indicates whether the call logs specified for the Directories button menu are cleared at EM login and logout. This parameter affects the following logs: Missed Calls, Received Calls, and Placed Calls. If the value is set to True, then these logs are cleared during login and manual logout. One exception is that these logs are not cleared when the user is logged out automatically. Therefore, logs are not cleared when the Maximum Login Time is reached (assuming Enforce Maximum Login Time is set to True) and the user is automatically logged out of the phone. Likewise, if a Unified CM Administrator clicks on the Log Out button under the Extension section of the phone/device configuration screen, the logs are not cleared.



For a complete list of Extension Mobility service parameters, consult the Cisco Extension Mobility chapter of the Cisco Unified Communications Manager Features and Services Guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html



Unified CM Assistant Cisco Unified Communications Manager Assistant (Unified CM Assistant) is a Unified CM integrated application that enables assistants to handle incoming calls on behalf of one or more managers. With the use of the Unified CM Assistant Console desktop application or the Unified CM Assistant Console phone service on the assistant phone, assistants can quickly determine a manager's status and determine what to do with a call. Assistants can manipulate calls using their phone's softkeys and service menus or via the PC interface with either keyboard shortcuts, drop-down menus, or by dragging and dropping calls to the managers’ proxy lines. This section examines the following design aspects of the Unified CM Assistant feature: •



Unified CM Assistant Architecture, page 21-23



•



High Availability for Unified CM Assistant, page 21-27



•



Capacity Planning for Unified CM Assistant, page 21-30



•



Design Considerations for Unified CM Assistant, page 21-32



•



Unified CM Assistant Phone Support, page 21-36



•



Unified CM Services and Parameters for Unified CM Assistant, page 21-36



•



Unified CM Assistant Console, page 21-39



Unified CM Assistant Architecture The Unified CM Assistant application can operate in two modes: proxy line mode and shared line mode. The operation and functionality of each mode is different, and each has specific advantages and disadvantages. Both modes can be configured within a single cluster. However, mixing modes on the same assistant is not allowed. A single assistant providing support for one or more managers can support those managers in either shared line mode or proxy line mode.
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Unified CM Assistant Proxy Line Mode Figure 21-7 illustrates a simple call flow with Unified CM Assistant in proxy line mode. In this example, Phone A calls the Manager phone with directory number (DN) 60001 (step 1). The CTI/Unified CM Assistant Route Point (RP) intercepts this call based on a configured DN of 6XXXX. Next, based on the Manager DN, the call is redirected by the route point to the Manager's proxy line (DN: 39001) on the Assistant's phone (step 2). The Assistant can then answer or handle the call and, if appropriate, redirect the call to the Manager's phone (step 3). In the event of Unified CM Assistant application failure or if the Unified CM Assistant RP fails, a fall-through mechanism exists via the Call Forward No Answer (CFNA) 6XXXX configuration of the RP, so that calls to the Manager's DN will fall-through directly to the Manager's phone (step 4). Figure 21-7
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Note



The CFNA fall-through mechanism illustrated in Figure 21-7 requires configuration of the same summarized digit-string as the Unified CM Assistant RP directory number in both the Forward No Answer Internal and Forward No Answer External fields under the Unified CM Assistant RP directory number configuration page. In addition, the calling search space (CSS) field for each of these call forward parameters should be configured with the calling search space containing the partition with which the Manager phone DNs are configured, so that the Manager phone DNs can be reached if the Unified CM Assistant RP or Unified CM Assistant application fails.



Unified CM Assistant Share Lined Mode Figure 21-8 illustrates a simple call flow with Unified CM Assistant in shared line mode. In this example, Phone A calls the Manager phone with directory number (DN) 60001, which is a shared line on the Assistant phone (step 1). The call will ring at both the Assistant and Manager phones unless the Manager has invoked the Do Not Disturb (DND) feature, in which case the Assistant's phone will be the only phone that rings audibly (step 2).
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Figure 21-8
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In Unified CM Assistant shared line mode, the Unified CM Assistant RP is not needed or required for intercepting calls to the Manager phone. However, the Do Not Disturb (DND) feature on the Manager phone and the Unified CM Assistant Console desktop application still depend on the Cisco IP Manager Assistant and Cisco CTIManager services. Furthermore, in Unified CM Assistant shared line mode, features such as call filtering, call intercept, assistant selection, and Assistant Watch are not available.



Unified CM Assistant Architecture The architecture of the Unified CM Assistant application is as important to understand as its functionality. Figure 21-9 depicts the message flows and architecture of Unified CM Assistant. When Unified CM Assistant has been configured for Unified CM Assistant Manager and Assistant users, the following sequence of interactions and events can occur: 1.



Manager and Assistant phones register with the Cisco CallManager Service, and the phone’s keypad and softkeys are used to handle call flows (see step 1 in Figure 21-9).



2.



Both the Unified CM Assistant Console desktop application and the Manager Configuration web-based application communicate and interface with the Cisco IP Manager Assistant service (see step 2 in Figure 21-9).



3.



The Cisco IP Manager Assistant service in turn interacts with the CTIManager service for exchanging line monitoring and phone control information (see step 3 in Figure 21-9).



4.



The CTIManager service passes Unified CM Assistant phone control information to the Cisco CallManager service and also controls the Unified CM Assistant RP (see step 4 in Figure 21-9).



5.



In parallel, the Cisco IP Manager Assistant service reads and writes Unified CM Assistant application information to and from the Unified CM database (see step 5 in Figure 21-9).



6.



The Manager may choose to invoke the Unified CM Assistant phone service by pushing the Services button, thus generating a call to the IP Phone Services service that will return a list of all services (including the Unified CM Assistant phone service) to which the phone is subscribed (see step 6 in Figure 21-9).



The Unified CM Assistant phone service is controlled by the Cisco IP Manager Assistant service, and configuration changes made by the Manager using the phone are handled and propagated via the Cisco IP Manager Assistant service.
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Note



With the Services Provisioning enterprise parameter set to Internal, steps 1 and 2 are bypassed. Alternatively, with Services Provisioning set to External URL or Both, a Service URL button can be configured for the Unified CM Assistant phone service on a user's phone so that the user can press a line or speed-dial button to generate a direct call to the Cisco IP Manager Assistant service, also bypassing steps 1 and 2. Figure 21-9
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5



While Figure 21-9 shows the IP Phone Services, Cisco CallManager, CTIManager, and Cisco IP Manager Assistant services all running on the same node, this configuration is not a requirement. These services can be distributed between multiple nodes in the cluster but have been shown on the same node here for ease of explanation.
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High Availability for Unified CM Assistant Unified CM Assistant application redundancy can be provided at two levels: •



Redundancy at the component and service level At this level, redundancy must be considered with regard to Unified CM Assistant service or server redundancy and CTIManager service redundancy. Likewise, the lack of publisher redundancy and the impact of this component failing should also be considered.



•



Redundancy at the device and reachability level At this level, redundancy should be considered as it relates to Assistant and Manager phones, the Unified CM Assistant route point, and the Unified CM Assistant Console desktop application and phone service, as well as redundancy in terms of Assistant and Manager reachability.



Service and Component Redundancy As shown in Figure 21-9, Unified CM Assistant functionality is primarily dependent on the Cisco IP Manager Assistant service and the Cisco CTIManager service. In both cases, redundancy is automatically built-in using a primary and backup mechanism. Up to three pairs of active and backup Unified CM Assistant servers (nodes running the Cisco IP Manager service) can be defined, for a total of six Unified CM Assistant servers within a single cluster. Active and backup Unified CM Assistant server pairs are configured using the Cisco IPMA Server IP Address, Pool 2 Cisco IPMA Server IP Address, and Pool 3 Cisco IPMA Server IP Address service parameters (see Unified CM Assistant Service Parameters, page 21-37). With the configuration of these parameters, the required Cisco IP Manager service is made redundant. Given a failure of any of the primary Unified CM Assistant servers, the backup or standby Unified CM Assistant servers are able to handle Unified CM Assistant service requests. For each pair of Unified CM Assistant servers, only one Unified CM Assistant server can be active and handling request at a given time, while the other Unified CM Assistant server will be in a standby state and will not handle requests unless the active server fails. In addition, two CTIManager servers or services can be defined for each Unified CM Assistant server using the CTIManager (Primary) IP Address and CTIManager (Backup) IP Address service parameters (see Unified CM Assistant Service Parameters, page 21-37). By configuring these parameters, you can make the CTIManager service redundant. Thus, given a failure of a primary CTIManager, CTIManager services can still be provided by the backup CTIManager. If all Cisco IP Manager Assistant and CTIManager services on cluster nodes fail, the Unified CM Assistant route point, Unified CM Assistant Console desktop application and phone service, and in turn the Unified CM Assistant application as a whole will fail. However as noted previously, given a failure of the Unified CM Assistant application, the CFNA fall-through mechanism will continue to work, allowing calls to a Manager to be routed directly to the Manager's phone.



Note



If configured in Unified CM Assistant shared-line mode, a complete failure of Cisco IP Manager Assistant and CTIManager service will not keep the Assistant from continuing to handle calls on behalf of the Manager because the phones will continue to shared a line. However, the Unified CM Assistant Console desktop application and phone service and the DND feature will not be available. Figure 21-10 shows an example redundancy configuration for Unified CM Assistant and CTIManager primary and backup servers in a two-site deployment with clustering over the WAN. In order to provide maximum redundancy, a node at Site 1 is configured as the primary Unified CM Assistant server and a node at Site 2 is configured as the backup Unified CM Assistant server. In the event of a WAN failure, the backup Unified CM Assistant server at Site 2 will become a primary Unified CM Assistant server because the existing primary Unified CM Assistant server will be unreachable from Site 2. In this way,
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Unified CM Assistant servers can be made redundant in the clustering-over-the-WAN environment given a WAN failure. Furthermore, with a primary and backup CTIManager configured at both Site 1 and Site 2, CTIManager is made redundant given a WAN failure, and additional redundancy is provided for a CTIManager failure at each site.



Note



The redundancy scenario depicted in Figure 21-10 shows a special circumstance. During normal operation it is not possible to have any pair of Unified CM Assistant servers active at the same time. If an active and backup pair of Unified CM Assistant servers can communicate over the network, then one server will be in backup mode and cannot handle requests. Figure 21-10
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As previously mentioned, the publisher is a single point of failure when it comes to writing Unified CM Assistant information to the Unified CM database. Given a publisher failure, all aspects of the Unified CM Assistant application will continue to work; however, no changes to the Unified CM Assistant application configuration can be made. Configuration changes via the Unified CM Assistant Console desktop application, the Manager configuration web-based application, the phone softkeys, or the Unified CM Assistant phone service, will not be possible until the publisher is restored. This condition includes enabling or disabling features such as Do Not Disturb, DivertAll, Assistant Watch, and call filtering, as well as changing call filter and assistant selection configuration.
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Device and Reachability Redundancy Redundancy for Unified CM Assistant at the devices level relies on a number of mechanisms. First and foremost, manager and assistant phones as well as the Unified CM Assistant RP rely on the built-in redundancy provided by a combination of the device pool and Unified CM group configuration for device registration. In addition, some devices rely on component services for additional redundancy and functionality. For example, the Unified CM Assistant RP also relies on CTIManager for call control functionality and therefore must rely on the primary and back CTIManager mechanism described in the previous section. The Unified CM Assistant Console desktop application also relies on the component services for redundancy and functionality. The Assistant Console desktop application supports automatic failover from the primary to the backup Unified CM Assistant server (and vice versa) in order to continue to handle incoming calls for managers. The amount of time this automatic failover will take can be controlled using the Cisco IPMA Assistant Console Heartbeat Interval and the Cisco IPMA Assistant Console Request Timeout service parameters (see Unified CM Assistant Service Parameters, page 21-37). Although the heartbeat or keep-alive frequency can be configured so that failures of the Unified CM Assistant server are detected by the desktop application more quickly, be careful not to affect the network adversely by sending keep-alives too frequently. This consideration is especially important if there are a large number of Assistant Console desktop applications in use. The Unified CM Assistant Console phone service, unlike the Unified CM Assistant Console desktop application, requires manual intervention for redundancy given the failure of the primary Unified CM Assistant server. If the primary Unified CM Assistant server goes down, assistants using the phone console will not see an indication of this condition. However, the assistant phone will receive a "Host not found Exception" message upon trying to use a softkey. In order to continue using the phone console with the backup Unified CM Assistant server, the user must manually select the secondary Unified CM Assistant phone service from the IP Services menu and log in again. There are several other failover mechanisms which ensure that Manager and Assistant reachability are redundant. First, calls sent to a Manager's Assistant via the Unified CM Assistant application (in proxy line mode) can be forwarded to the Manager's next available Assistant if the call is not answered after a configured amount of time. If the next Assistant does not answer the call after the configured amount of time, the call can again be forwarded to the Manager's next available Assistant, and so on. The mechanism is configured using the Cisco IPMA RNA Forward Calls and Cisco IPMA RNA Timeout service parameters (see Unified CM Assistant Service Parameters, page 21-37). Second, as mentioned previously, if all Cisco IP Manager Assistant and CTI services on cluster nodes fail, the Unified CM Assistant RP will become unavailable. However, based on the CFNA configuration of the Unified CM Assistant RP, calls to all Manager DNs will fall-through directly to the Manager phones so that Manager reachability is sufficiently redundant.
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Capacity Planning for Unified CM Assistant The Cisco Unified CM Assistant application supports the following capacities: •



A maximum of 10 Assistants can be configured per Manager.



•



A maximum of 33 Managers can be configured for a single Assistant (if each Manager has one Unified CM Assistant-controlled line).



•



A maximum of 3500 Assistants and 3500 Managers (7000 total users) can be configured per cluster using the Cisco MCS 7845 server.



•



A maximum of three pairs of primary and backup Unified CM Assistant servers can be deployed per cluster if the Enable Multiple Active Mode advanced service parameter is set to True and a second and third pool of Unified CM Assistant servers are configured (see Unified CM Assistant Service Parameters, page 21-37).



In order to achieve the maximum Unified CM Assistant user capacity of 3500 Managers and 3500 Assistants (7000 users total), multiple Unified CM Assistant server pools must be defined. As illustrated in Figure 21-11, up to three pools can be configured. Each pool consists of a primary and backup Unified CM Assistant server and a group of Managers and Assistants. Pool 1's Unified CM Assistant servers are configured with the Cisco IPMA Server (Primary/Backup) IP Address service parameters, Pool 2's servers are configured with the Pool2: Cisco IPMA Server (Primary/Backup) IP Address advanced service parameters, and Pool 3's servers are configured with the Pool3: Cisco IPMA Server (Primary/Backup) IP Address advanced service parameters (see Unified CM Assistant Service Parameters, page 21-37).
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Figure 21-11
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The Cisco Unified CM Assistant application interacts with the CTIManager for line monitoring and phone control. Each line (including Intercom lines) on a Unified CM Assistant or Manager phone requires a CTI line from the CTIManager. In addition, each Unified CM Assistant route point requires a CTI line instance from the CTIManager. When you configure Unified CM Assistant, the number of required CTI lines or connections must be considered with regard to the overall cluster limit for CTI lines or connections. (For more information on CTI connection limits per cluster, see Capacity Planning for CTI, page 8-33.) If additional CTI lines are required for other applications, they can limit the capacity of Unified CM Assistant.
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Design Considerations for Unified CM Assistant Unified CM Assistant has the following limitations with regard to overlapping and shared extensions, which you should keep in mind when planning directory number provisioning: •



With Unified CM Assistant in proxy line mode, the proxy line number(s) on the assistant phone should be unique, even across different partitions.



•



With Unified CM Assistant in proxy line mode, two Managers cannot have the same Unified CM Assistant controlled line number (DN), even across different partitions.



When enabling Multiple Active Mode and using more than one Unified CM Assistant server pool, ensure that the appropriate server pool (1 to 3) is selected in the Assistant Pool field under the end user Manager Configuration page so that Managers and Assistants are evenly distributed between the Unified CM Assistant server pools. A Manager's associated Assistant will automatically be assigned to the pool where their Manager is configured.



Unified CM Assistant Extension Mobility Considerations Unified CM Assistant Managers can use Extension Mobility (EM) to log in to their phones in both proxy-line and shared-lined modes. However, the Manager must be configured as a Mobile Manager under the Cisco Unified CM Assistant Manager configuration page of the End-user Directory. When using EM in conjunction with Unified CM Assistant, users should not be able to log in to more than one phone using EM. This behavior can be enabled/disabled via the EM service parameter Multiple Login Behavior (see EM Service Parameters, page 21-22). If multiple EM logins by the same user are required within the cluster, Unified CM Assistant Managers who use EM should be instructed not to log in to multiple phones. Allowing a manager to log in to two different phones with EM violates the previously stated restriction that, in proxy line mode, two Managers cannot have the same Unified CM Assistant controlled line number (DN), even across different partitions.



Note



Unified CM Assistants cannot use EM to log in to their phones because there is no concept of a Mobile Assistant.



Unified CM Assistant Dial Plan Considerations Dial plan configuration is extremely important for Unified CM Assistant configured in proxy line mode. To ensure that calls to Manager DNs are intercepted by the Unified CM Assistant RP and redirected to the Assistant phone, calling search spaces and partitions must be configured in such a way that Manager DNs are unreachable from all devices except the Unified CM Assistant RP and the Manager's proxy line on the Assistant phone. Figure 21-12 shows an example of a proxy line mode Unified CM Assistant dial plan with the minimum requirements for calling search spaces, partitions, and the configuration of various types of devices within these dial plan components. Three partitions are required for proxy line mode, and for the example in Figure 21-12 they are as follows: •



Assistant_Route_Point partition, containing all the Unified CM Assistant RP DNs



•



Assistant_Everyone partition, containing all the Assistant and other user phone DNs



•



Assistant_Manager partition, containing all the Manager phone DNs
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In addition, two calling search spaces are required, and for the example in Figure 21-12 they are as follows: •



ASSISTANT_EVERYONE_CSS calling search space, containing both the Assistant_Route_Point and Assistant_Everyone partitions.



•



MANAGER_EVERYONE_CSS calling search space, containing both the Assistant_Manager and Assistant_Everyone partitions.



That is the extent of the dial plan for this example. However, it is also important to properly configure the various phone and Unified CM Assistant RP DNs or lines with the appropriate calling search spaces so that call routing works as required. In this case all user, Assistant primary (or personal), and Manager phone lines would be configured with the ASSISTANT_EVERYONE_CSS calling search space so that all of these lines can reach all the DNs in the Assistant_Everyone and Assistant_Route_Point partitions. Intercom lines and any other lines configured on devices within the telephony network would be configured with this same calling search space. All Manager proxy lines and all Assistant_RP lines are configured with the MANAGER_EVERYONE_CSS calling search space so that all of these lines can reach the Manager DNs in the Assistant_Manager partition as well as all the DNs belonging to the Assistant_Everyone partition. In this way, the dial plan ensures that only the Assistant_RP lines and the Manager proxy lines on the Assistant phones are capable of reaching the Manager phone DNs directly. Figure 21-12
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The example in Figure 21-12 shows the minimum dial plan requirements for Unified CM Assistant in proxy line mode. However, most real-world telephony networks will have additional or existing dial plan requirements that must be integrated with the Unified CM Assistant calling search spaces and partitions. Figure 21-13 illustrates such an integration dial plan. In this example, the previously discussed dial plan must now handle two additional partitions and an additional calling search space. The On Cluster partition has been added in Figure 21-13, and it contains some additional phone DNs. The On Cluster partition has been added to both of the existing Unified CM Assistant calling search spaces (ASSISTANT_EVERYONE_CSS and MANAGER_EVERYONE_CSS) so that existing devices can reach these added DNs. The UNRESTRICTED_CSS calling search space has also been added to the existing dial plan. This calling search space is configured with the Assistant_Route_Point, Assistant_Everyone, and the recently added On Cluster partitions. In addition, a second new partition called PSTN has been added, and it contains a set of route patterns used for routing calls to the PSTN via the common route list (RL), route group (RG), and voice gateway mechanism. This PSTN partition is configured as part of the UNRESTRICTED_CSS calling search space. Phone and device line calling search space configurations may be adjusted to incorporate the newly added partitions and calling search spaces, provided the Assistant_RP and Assistant phone Manager proxy lines remain assigned to the MANAGER_EVERYONE_CSS calling search space. In this example, the Manager phone line has been moved from the originally configured ASSISTANT_EVERYONE_CSS calling search space to the new UNRESTRICTED_CSS because it is likely that a Manager would be given unrestricted access to the PSTN.
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Figure 21-13
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As Figure 21-13 illustrates, integrating additional partitions and calling search spaces into a new or existing Unified CM Assistant dial plan is feasible, but care must be taken to ensure that the underlying proxy line mode mechanism remains intact. For Unified CM Assistant shared line mode, no special dial plan provisioning is required. Manager and Assistant phones can be configured with calling search spaces and partitions like any other phones in the network because there are no Unified CM Assistant RPs or proxy lines to be concerned about. The only requirement with regard to shared line mode is that the Manager and Assistant DNs must be in the same partition so that shared line functionality is possible.
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Unified CM Assistant Phone Support The following SCCP phones support Unified CM Assistant: •



Cisco Unified IP Phones 7940G, 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7960G, 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



The following SIP phones support Unified CM Assistant:



Note



•



Cisco Unified IP Phones 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



The Cisco Unified IP Phone Expansion Module 7914 is supported with any of the following phones: Cisco Unified IP Phone 7960G, 7961G, 7961G-GE, 7962G, 7965G, 7970G, 7971G-GE, or 7975G. Up to two Cisco 7914 Modules are supported per phone.



Unified CM Services and Parameters for Unified CM Assistant To enable the Unified CM Assistant application, the system administrator must activate and start several Unified CM feature services from the Cisco Unified Serviceability interface. In addition, Unified CM Assistant service parameters provide configuration and customization options for determining how the Unified CM Assistant application and services behave.



Unified CM Services for Unified CM Assistant The Unified CM Assistant application relies on the following feature services, which must to be activated manually from the Serviceability page: •



Cisco IP Manager Assistant



•



Cisco CTIManager



The Unified CM Assistant application also relies on the Cisco CallManager Cisco IP Phone Services network service, which is automatically activated on Unified CM during installation. The Cisco IP Manager Assistant service provides an interface for the Unified CM Assistant Console and Manager Configuration applications as well as interacting with the Cisco CTIManager service and Unified CM database. The Cisco CTIManager service interfaces and interacts with the Cisco CallManager service and the Cisco IP Manager Assistant service for phone and call control. The Cisco Unified IP Phone Services are needed to provide access to the Unified CM Assistant phone service from the manager and assistant phones. The URL used to define the Unified CM Assistant phone service is: http://:8080/ma/servlet/MAService?cmd=doPhoneService&Name=#DEVIC ENAME# (where is the IP address of any node in the cluster)
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Note



Cisco recommends that you configure two instances of the Unified CM Assistant phone service. One Unified CM Assistant phone service instance should point to the primary Unified CM Assistant server and the other should point to the backup Unified CM Assistant server. By configuring a primary and a secondary phone service in this manner, you can provide redundancy for the assistant phone console. See Device and Reachability Redundancy, page 21-29, for additional information.



Unified CM Assistant Service Parameters The following items represent a partial list of Cisco IP Manager Assistant service parameters related to Unified CM Assistant functionality: •



CTIManager Connection Security Flag (Default value = Non Secure) This parameter determines whether a secure Transport Layer Security (TLS) connection is used between the Cisco IP Manager Assistant service and the CTIManager. If enabled, a secure connection is configured using the Certificate Authority Proxy Function (CAPF) profile configured for the instance ID of the application user IPMASecureSysUser. The instance ID must be specified under the service parameter CAPF Profile Instance ID for Secure Connection to CTIManager.



Note



•



The application user IPMASecureSysUser is a system account created automatically at installation. It cannot be deleted.



CAPF Profile Instance ID for Secure Connection to CTIManager (Default value = ) The CAPF Profile Instance ID is a unique string of numbers and/or letters used to identify the TLS connection or instance that is made between the Unified CM Assistant server and CTIManager for the IPMASecureSysUser application user. If the CTI Manager Connection Security Flag parameter is set to True, then this parameter must be configured with a value.



•



CTIManager (Primary) IP Address (Default value = ) This parameter specifies the IP address of the primary CTIManager that the Cisco Unified CM Assistant server uses to process calls. A primary CTIManager can be configured on each Unified CM Assistant server.



•



CTIManager (Backup) IP Address (Default value = ) This parameter specifies the IP address of the backup CTIManager that this Cisco Unified CM Assistant server uses to process calls when the primary CTIManager is down. A backup CTIManager can be configured on each Unified CM Assistant server.



•



Cisco IPMA Server (Primary) IP Address (Default value = ) This parameter specifies the IP address of the primary Cisco Unified CM Assistant server. This is a cluster-wide parameter and only two Unified CM Assistant servers, a primary and a backup, may be configured.



•



Cisco IPMA Server (Backup) IP Address (Default value = ) This parameter specifies the IP address of the backup Cisco Unified CM Assistant server. The backup server provides Unified CM Assistant functionality when the primary Unified CM Assistant server fails. This is a cluster-wide parameter.
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•



Cisco IPMA Assistant Console Heartbeat Interval (Default value = 30) This parameter specifies how often, in seconds, the IPMA server will send keep-alive messages (commonly referred to as heartbeats) to each Unified CM Assistant Console desktop application. The Unified CM Assistant Console desktop applications will initiate a failover to the backup IPMA server when they fail to receive a keep-alive message from the primary server before the specified time expires.



•



Cisco IPMA Assistant Console Request Timeout (Default value = 30) This parameter specifies the time, in seconds, that Unified CM Assistant Console desktop applications will wait to receive a response from the active or primary IPMA server.



•



Cisco IPMA RNA Forward Calls (Default value = False) When set to True, this parameter enables calls to an assistant’s phone to be ring-no-answer (RNA) forwarded to the manager's next available assistant when the RNA value specified by the Cisco IPMA RNA Timeout parameter expires. If this parameter is set to False, then the call will ring the first assistant indefinitely or, if a voicemail profile is configured, the call will be forwarded to voicemail.



•



Cisco IPMA RNA Timeout (Default value = 10) This parameter specifies the time, in seconds, that the Cisco Unified CM Assistant server waits before RNA forwarding an unanswered call to the next available assistant. RNA forwarding will occur only if the Cisco IPMA RNA Forward Calls parameter is set to True. If a voicemail profile is configured on the line and no other assistant is available, the call will be forwarded to voicemail when the timeout expires.



Advanced Service Parameters



The following service parameters are hidden by default and are available only when you click the Advanced button or icon: •



Enable Multiple Active Mode (Default value = False) When set to True, this parameter enables more than one Unified CM Assistant pair to be configured for increased Unified CM Assistant capacity.



•



Pool 2: Cisco IPMA Server (Primary) IP Address (Default value = ) This parameter specifies the IP address of the primary Cisco Unified CM Assistant server in Pool 2. This is a cluster-wide parameter and only two Unified CM Assistant servers, a primary and a backup, may be configured in this pool.



•



Pool 2: Cisco IPMA Server (Backup) IP Address (Default value = ) This parameter specifies the IP address of the backup Cisco Unified CM Assistant server in Pool 2. The backup server provides Unified CM Assistant service when the primary Unified CM Assistant server in Pool 2 fails. This is a cluster-wide parameter.



•



Pool 3: Cisco IPMA Server (Primary) IP Address (Default value = ) This parameter specifies the IP address of the primary Cisco Unified CM Assistant server in Pool 3. This is a cluster-wide parameter and only two Unified CM Assistant servers, a primary and a backup, may be configured in this pool.



•



Pool 3: Cisco IPMA Server (Backup) IP Address (Default value = ) This parameter specifies the IP address of the backup Cisco Unified CM Assistant server in Pool 3. The backup server provides Unified CM Assistant service when the primary Unified CM Assistant server in Pool 3 fails. This is a cluster-wide parameter.
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For a complete list of Unified CM Assistant service parameters, refer to the Unified CM Assistant information in the Cisco Unified Communications Manager Features and Services Guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html



Unified CM Assistant Console The Unified CM Assistant Console desktop application or the Unified CM Assistant Console phone service is required in order for assistants to handle calls on a manager's behalf. The desktop application provides assistants with a graphical interface for handling calls, while the phone service provides a menu-driven interface for handling calls. Both the desktop application and the IP phone service allow the assistant to configure the Manager phone and environment and monitor line status and availability. In addition, the desktop application provides other functions such as click-to-call speed dialing and directory entries, which can also be performed on the assistant phone using the traditional softkey and menu approach.



Unified CM Assistant Console Installation The Unified CM Assistant Console desktop application can be installed from the following URL: https://:8443/ma/Install/IPMAConsoleInstall.jsp (where is the IP address of any node in the cluster) The Unified CM Assistant Console phone service does not require any installation. To enable the Assistant's phone as a console, subscribe the phone to the Unified CM Assistant phone service. (This is the same service to which Manager phones must also be subscribed.)



Unified CM Assistant Desktop Console QoS After installation, and in order to handle calls on a Manager's behalf, the Assistant must log on to the application by providing userID and password (as configured in the End-user directory on Unified CM) and will have to toggle status to "online" by clicking the Go Online icon or menu item. Once the user is logged in and online, the desktop application communicates with the Unified CM Assistant server at TCP port 2912. The application chooses an ephemeral TCP port when sourcing traffic. Because the Unified CM Assistant server on Unified CM interfaces with the desktop application for call control (generation and handling of call flows), traffic sourced from Unified CM on TCP port 2912 is QoS-marked by Unified CM as Differentiated Services Code Point (DSCP) of 24 or Per Hop Behavior (PHB) of CS3. In this way, Unified CM Assistant phone control traffic can be queued throughout the network like all other call signaling traffic. In order to ensure symmetrical marking and queuing, the Unified CM Assistant Console application traffic destined for Unified CM TCP port 2912 should also be marked as DSCP 24 (PHB CS3) to ensure this traffic is placed in the appropriate call signaling queues along the network path toward Unified CM and the Unified CM Assistant server. The Unified CM Assistant Console application marks all traffic as best-effort. This means that you will have to apply an access control list (ACL) at the switch port level (or somewhere along the network path, preferably as close to the console PC as possible) to remark traffic sent by the application PC destined for Unified CM on TCP port 2912 from DSCP 0 (PHB Best Effort) to DSCP 24 (PHB CS3).



Cisco Unified Communications System 8.x SRND OL-21733-01



21-39



Chapter 21



Cisco Unified CM Applications



Unified CM Assistant



Unified CM Assistant Console Directory Window The directory window within the Assistant Console desktop application enables an assistant to search for end-users in the Unified CM Directory. Search strings entered into the Name field of the directory window are sent to the Unified CM Assistant server, and searches are generated directly against the Unified CM database. Responses to search queries are then sent back to the desktop application by the Unified CM Assistant server. While the additional traffic generated by directory searches within the desktop application is nominal, this traffic can be problematic in centralized call processing deployments when one or more Unified CM Assistant console applications are running at remote sites. A directory search resulting in a single entry generates approximately one (1) kilobit of traffic from the Unified CM Assistant server to the desktop application. Fortunately, a maximum of 25 entries can be retrieved per search, meaning that a maximum of approximately 25 kilobits of traffic can be generated for each search made by the desktop application. However, if directory searches are made by multiple Unified CM Assistant Console desktop applications across low-speed WAN links from the Unified CM Assistant server, the potential for congestion, delay, and queuing is increased. In addition, directory retrieval traffic is sourced from Unified CM on TCP port 2912, like all other Unified CM Assistant traffic to the desktop. This means that directory retrieval traffic is also marked with DSCP 24 (PHB CS3) and therefore is queued like call signaling traffic. As a result, directory retrieval could potentially congest, overrun, or delay call control traffic.



Note



If a directory search generates more than 25 entries, the assistant is warned via a dialog box with the message: “Your search returned more than 25 entries. Please refine your search.” Given the potential for network congestion, Cisco recommends that administrators encourage Unified CM Assistant Console users to do the following: •



Limit their use of the directory window search function.



•



To reduce the number of entries returned, enter as much information as possible in the Name field and avoid wild-card or blank searches when using the feature.



These recommendations are especially important if either of the following conditions is true: •



There are many Unified CM Assistant Assistants within the cluster.



•



There are many assistants separated from the Unified CM and/or Unified CM Assistant servers by low-speed WAN links.



Unified CM Assistant Phone Console QoS In order to handle calls on a Manager's behalf using the Unified CM Assistant Phone Console phone service, the Assistant must log on to the service by providing a userID and PIN (as configured in the End-user directory on Unified CM). Once the user is logged in, the phone console service communicates with Unified CM using HTTPS and SCCP. Call control traffic for Unified CM Assistant call generation and call handling is sent between the phone and Unified CM using SCCP. By default this traffic is marked as Differentiated Services Code Point (DSCP) of 24 or Per Hop Behavior (PHB) of CS3, thus ensuring it is queued throughout the network as call signaling traffic, therefore no additional QoS configuration or marking is required.
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WebDialer WebDialer is a click-to-call application for Unified CM that enables users to place calls easily from their PCs using any supported phone device. There is no requirement for administrators to manage CTI links or build JTAPI or TAPI applications because Cisco WebDialer provides a simplified web application and HTTP or Simple Objects Access Protocol (SOAP) interface for those who want to provide their own user interface and authentication mechanisms. Alternatively, the Click to Call Cisco Unified Communications Widget makes use of the SOAP interface and is currently available for download (login authentication required) at http://tools.cisco.com/support/downloads/go/Redirect.x?mdfid=278875240 This section examines the following design aspects of the WebDialer feature: •



WebDialer Architecture, page 21-41



•



High Availability for WebDialer, page 21-47



•



Capacity Planning for WebDialer, page 21-48



•



Design Considerations for WebDialer, page 21-49



•



WebDialer Phone Support, page 21-50



•



Unified CM Services and Parameters for WebDialer, page 21-51



WebDialer Architecture The WebDialer application contains two servlets: the WebDialer servlet and the Redirector servlet. Both servlets are enabled when the Cisco WebDialer Web service is activated on a subscriber server. While related, they each serve different functions and can be configured to run simultaneously.



WebDialer Servlet Figure 21-14 illustrates a simple WebDialer example. In this example, user John Smith launches WebDialer from a web-based or desktop application such as the Click to Call Cisco Unified Communications Widget (step 1). WebDialer responds with a request for login credentials. The user must respond with a valid userID and password as configured in the Unified CM end-user directory. In this case, John Smith submits userID = jsmith and password = cisco (step 2). Next, based on this login, WebDialer responds with the Cisco WebDialer Preferences configuration page, and the user must indicate either “User preferred device” or “Use Extension Mobility” (assuming the user has an EM device profile). In this case, user John Smith selects “User preferred device” and selects the appropriate MAC address (SEP00036BC7B973) and directory number (10001) for his phone from drop-down menus on the configuration page (step 3). Finally, the user is presented with a screen requesting the phone number to be called (this value may already be indicated) and must click Dial. In this case, John Smith enters 10002 and, after clicking Dial, a call is automatically generated from his phone to Phone B at number 10002 (step 4).



Note



If the user has previously logged in to the WebDialer application and a web browser and server cookie are still active, the user will not be prompted to log in again during subsequent requests. The user will be prompted to log in again when the cookie has been cleared at the browser or by a restart of the WebDialer server. Alternatively, the user web browser cookie can be set to expire automatically after a certain number of hours as configured by the User Session Expiry WebDialer service parameter (see WebDialer Service Parameters, page 21-51).
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Figure 21-14



WebDialer Servlet Operation
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Redirector Servlet The Redirector servlet provides WebDialer functionality in a multi-cluster or distributed call processing environment. This functionality allows the use of a single enterprise-wide web-based WebDialer application between all Unified CM clusters. Figure 21-15 illustrates the basic operation of the Redirector servlet as part of the WebDialer application. In this example, the enterprise has three Unified CM clusters: New York, Chicago, and San Francisco. All three clusters have been configured with a single WebDialer application. The San Francisco cluster has been designated as the Redirector. In order to designate the San Francisco WebDialer as the enterprise-wide Redirector, each cluster WebDialer server must have the service parameter List of WebDialers (see WebDialer Service Parameters, page 21-51) configured with its own IP address and the San Francisco WebDialer IP address.



Note



In Cisco Unified CM 7.1(2) and later releases, the List of WebDialers can also be configured through the Application Server menu. For more information, refer to the Cisco Unified Communications Manager Administration Guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html. The San Francisco WebDialer server will be configured with its own IP address and the addresses of all other WebDialer servers in the enterprise. Based on this example, the List of WebDialers service parameter field for each WebDialer server would be configured as follows: •



New York WebDialer — List of WebDialers: 10.1.1.10:8443 10.3.1.0:8443



•



Chicago WebDialer — List of WebDialers: 10.1.1.10:8443 10.2.1.0:8443



•



San Francisco WebDialer — List of WebDialers: 10.1.1.10:8443 10.2.1.0:8443 10.3.1.0:8443
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The enterprise-wide web-based application points to the San Francisco Redirector and is launched by the New York user (see step 1 in Figure 21-15). Next the Redirector requests user login, and the New York user responds back with their userID and password (see step 2 in Figure 21-15).



Note



If the user has previously logged in to the WebDialer application and a web browser and server cookie are still active, the user will not be prompted to log in again during subsequent requests. Alternatively, the user web browser cookie can be set to expire automatically after a certain number of hours as configured by the User Session Expiry WebDialer service parameter (see WebDialer Service Parameters, page 21-51). The Redirector then broadcasts an isClusterUser HTTPS request to every WebDialer in the enterprise simultaneously (as configured in the List of WebDialers service parameter). In this example, the requests go to the Chicago and New York WebDialer servers (see step 3 in Figure 21-15). Because the New York user is local to the New York cluster, the New York WebDialer responds with a positive response (see step 4 in Figure 21-15). Finally, the New York user is redirected to their local WebDialer server, which will handle the application request (see step 5 in Figure 21-15). The user is not notified of the redirect; however, the URL in the browser address bar will be changed as the user is redirected from the Redirector to the local WebDialer server).
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Figure 21-15
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Web-based application



Because the Redirector application is an enterprise-wide application that requires user authentication against the Unified CM Database, Cisco highly recommends that all end-user userIDs be unique across all Unified CM clusters. If they are not, then it is possible that more than one positive response to the isClusterUser request could be received by the Redirector application. If this happens, the user will be asked by the Redirector application to select their local WebDialer server manually. The user will then have to know which server is their local server. If the wrong server is chosen, the WebDialer request will fail.
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WebDialer Architecture The architecture of the WebDialer application is as important to understand as its functionality. Figure 21-16 depicts the message flows and architecture of WebDialer. The following sequence of interactions and events can occur: 1.



WebDialer user phones register and make and receive calls via the Cisco CallManager service (see step 1 in Figure 21-16).



2.



The WebDialer application on the user's PC communicates with the Cisco WebDialer Web Service (see step 2 in Figure 21-16) via one of the following interfaces: – HTML over HTTPS



This interface is used by web-based applications based on the HTTPS protocol. This is the only interface that provides access to the WebDialer and Redirector servlets. – Simple Object Access Protocol (SOAP) over HTTPS



This interface is used by desktop applications based on the SOAP interface. 3.



The WebDialer Web service reads user and phone information from the Unified CM Database (see step 3 in Figure 21-16).



4.



The WebDialer Web service in turn interacts with the CTIManager service for exchanging line and phone control information (see step 4 in Figure 21-16).



5.



The CTIManager service passes WebDialer phone control information to the Cisco CallManager service (see step 5 in Figure 21-16).



Figure 21-16



WebDialer Architecture



Cisco Unified CM Cisco Unified CM service



1



IP



5 Cisco CTIManager service



4



2 WebDialer



Cisco WebDialer Web Service service



Cisco Unified CM Database



153277



3



Cisco Unified Communications System 8.x SRND OL-21733-01



21-45



Chapter 21



Cisco Unified CM Applications



WebDialer



Note



Although Figure 21-16 shows the Cisco CallManager, CTIManager, and WebDialer Web Service services all running on the same node, this configuration is not a requirement. These services can be distributed among multiple nodes in the cluster, but they are shown on the same node here for ease of explanation.



WebDialer URLs The WebDialer application can be accessed from web-based applications via the HTML-over-HTTPS interface using the following URLs: •



WebDialer servlet https://:8443/webdialer/Webdialer?destination= (where is the IP address of any node in the cluster running the Cisco WebDialer Web Service service, and where is the number that the WebDialer user wishes to dial)



•



Redirector servlet https://:8443/webdialer/Redirector?destination= (where is the IP address of any node in the enterprise running the Cisco WebDialer Web Service service, and where is the number that the WebDialer user wishes to dial)



Figure 21-17 gives an example of HTML source code used in a click-to-call web-based application calling the Cisco WebDialer application. In this example, the URL https://10.1.1.1:8443/webdialer/Webdialer?destination=30271 in the HTML source view corresponds to the "Phone: 30721" link for user Steve Smith within the web browser view. A user clicking on this link would launch the WebDialer application and, after logging in and clicking Dial, would generate a call from the user's phone to Steve Smith's phone. The same code could be used for a click-to-call application using the Redirector function by changing the URL to https://10.1.1.1:8443/webdialer/Redirector?destination=30271.
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Figure 21-17



WebDialer URL HTML Example



HTML source view: WebDialer click-to-dial HTML sample
 Username: Adams, Sally
 Email: a>
 Phone: 23923
 Department: Human Resources
 
 Username: Smith, Steve
 Email: ssmith
 Phone: 30271
 Department: Human Resources 
 



Web browser view: WebDailer click-to-dial HTML sample Username: Adams, Sally Email: sadams Phone: 23923 Department: Human Resources



153278



Username: Smith, Steve Email: ssmith Phone: 30271 Department: Human Resources



For information and examples of SOAP-over-HTTPS source code to be used in click-to-call desktop applications, refer to the WebDialer API Programming information in the Cisco Unified Communications Manager Developers Guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_programming_reference_guide s_list.html



High Availability for WebDialer WebDialer application redundancy can be provided at two levels: •



Redundancy at the component and service level At this level, redundancy must be considered with regard to WebDialer and CTIManager service redundancy. Likewise, the lack of publisher redundancy and the impact of this component failing should also be considered.



•



Redundancy at the device and reachability level At this level, redundancy should be considered as it relates to user phones and the WebDialer user interface.
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Service and Component Redundancy As shown in Figure 21-16, WebDialer functionality is primarily dependent on the Cisco WebDialer Web Service and the Cisco CTIManager services. In the case of the WebDialer service, redundancy is provided by listing multiple WebDialer server IP addresses in the List of WebDialers service parameter (see WebDialer Service Parameters, page 21-51) and enabling the service on multiple nodes within the cluster. In the case of CTIManager, redundancy is automatically built-in using a primary and backup mechanism. Two CTIManager servers or services can be defined within the cluster using the Primary Cisco CTIManager and the Backup Cisco CTIManager service parameters (see WebDialer Service Parameters, page 21-51). By configuring these parameters, you can make the CTIManager service redundant. Thus, if the primary CTIManager fails, CTIManager services can still be provided by the backup CTIManager. If the WebDialer server to which the web-based (or desktop) application is pointing fails and the primary and backup CTIManager services on cluster nodes also fail, the WebDialer application will fail. The WebDialer service is not dependant upon the Unified CM publisher



Device and Reachability Redundancy Redundancy for WebDialer at the device level relies on a number of mechanisms. First and foremost, user phones rely on the built-in redundancy provided by a combination of the device pool and Unified CM group configuration for device registration. The WebDialer service can run on multiple Unified CM subscribers to provide redundancy, however many applications might not be equipped to handle more than one IP address. Cisco recommends using a Server Load Balancer (SLB) to mask the presence of multiple WebDialer servers in the enterprise. SLB functionality provides a virtual IP address or DNS-resolvable hostname that front-ends the real IP addresses of the WebDialer and/or Redirector servers. Most SLB devices, such as the Cisco Application Control Engine (ACE) or the Cisco IOS SLB feature, can be configured to monitor the status of multiple WebDialer servers and automatically redirect requests during failure events. The SLB feature can also be configured to load-balance WebDialer requests when additional click-to-call capacity is required. As an alternative, DNS Service (SRV) records can also be used to provide redundancy. In enterprise deployments, link cost might also be an important consideration. The Cisco ACE Global Site Selector (GSS) appliance builds upon the capabilities of the SLB feature by adding link cost and location to the load-balancing algorithm, among other features. For more information on ACE and GSS, refer to the product documentation available at http://www.cisco.com.



Capacity Planning for WebDialer The WebDialer and Redirector services can run on one or more subscriber nodes within a Unified CM cluster, and they support the following capacities: •



Each WebDialer service can handle up to 2 call requests per second (7,200 calls per hour) per node.



•



Each Redirector service can handle up to 8 call requests per second.



The following general formula can be used to determine the number of WebDialer calls per second (cps): (Number of WebDialer users) ∗ ((Average BHCA) / (3600 seconds/hour)) When performing this calculation, it is important to estimate properly the number of BHCA per user that will be initiated specifically from using the WebDialer service. The following example illustrates the use of these WebDialer design calculations for a sample organization.



Cisco Unified Communications System 8.x SRND



21-48



OL-21733-01



Chapter 21



Cisco Unified CM Applications WebDialer



Example 21-1 Calculating WebDialer Calls per Second



Company XYZ wishes to enable click-to-call applications using the WebDialer service, and their preliminary traffic analysis resulted in the following information:



Note



•



10,000 users will be enabled for click-to-call functionality.



•



Each user averages 6 BHCA.



•



50% of all calls are dialed outbound, and 50% are received inbound.



•



Projections estimate 30% of all outbound calls will be initiated using the WebDialer service.



These values are just examples used to illustrate a WebDialer deployment sizing exercise. User dialing characteristics vary widely from organization to organization. 10,000 users each with 6 BHCA equates to a total of 60,000 BHCA. However, WebDialer deployment sizing calculations must account for placed calls only. Given the initial information for this sizing example, we know that 50% of the total BHCA are placed or outbound calls. This results in a total of 30,000 placed BHCA for all the users enabled for click-to-call using WebDialer. Of these placed calls, the percentage that will be initiated using the WebDialer service will vary from organization to organization. For the organization in this example, several click-to-call applications are made available to the users, and it is projected that 30% of all placed calls will be initiated using WebDialer. (30,000 placed BHCA) ∗ 0.30 = 9,000 placed BHCA using WebDialer To determine the number of WebDialer servers required to support a load of 9,000 BHCA, we convert this value to the average call attempts per second required to sustain this busy hour: (9,000 call attempts / hour) ∗ (hour/3600 seconds) = 2.5 cps Each WebDialer service can support up to 2 cps, therefore 2 nodes should be configured to run the WebDialer service in this example. This would allow for future growth of WebDialer usage. In order to maintain WebDialer capacity during a server failure, additional backup WebDialer servers should be deployed to provide redundancy. Keep in mind that the Cisco WebDialer application interacts with the CTIManager for phone control. When enabled, each WebDialer service opens a single persistent CTI connection to the CTIManager. In addition, each WebDialer individual MakeCall (or EndCall) request generates a temporary CTI connection. The number of CTI connections required to handle WebDialer call rates also applies against the CTI connection limits per cluster. (For more information on CTI connection limits per cluster, see Capacity Planning for CTI, page 8-33.)



Design Considerations for WebDialer The following guidelines and restrictions apply with regard to deployment and operation of WebDialer within the Unified CM telephony environment: •



The administrator should ensure that all WebDialer users are associated with a phone or device profile in the Unified CM end-user directory. – If the user selects "Use permanent device" under the Cisco WebDialer Preferences screen with



no phone association, then the following message is received when the Dial button is pressed: “No supported device configured for user”
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– If the user selects Use Extension Mobility under the Cisco WebDialer Preferences screen with



no device profile association (or the user is not logged in using a profile), then the following message is received when the Dial button is pressed: “Call to failed: User not logged in on any device” •



When configuring the List of WebDialers service parameter (see WebDialer Service Parameters, page 21-51), port number 8443 must be specified along with WebDialer IP address.



•



If using Client Matter Codes (CMC) or Forced Authorization Codes (FAC), WebDialer users must enter the proper code at the tone by using the phone's keypad. Failure to enter the appropriate code at the tone will result in call failure signaled by a reorder tone.



WebDialer Phone Support The following SCCP phones support WebDialer: •



Cisco Unified IP Phone 7902G



•



Cisco Unified IP Phone 7905G



•



Cisco Unified IP Phone 7906G



•



Cisco Unified IP Phone 7911G



•



Cisco Unified IP Phones 7912G and 7912G-A



•



Cisco Unified Wireless IP Phones 7920, 7921G, and 7925G



•



Cisco Unified IP Phones 7935G, 7936G, and 7937G



•



Cisco Unified IP Phones 7940G, 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7960G, 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



•



Cisco Unified IP Phone 7985G



•



Cisco IP Communicator



The following SIP phones also support WebDialer:



Note



•



Cisco Unified IP Phone 7906G



•



Cisco Unified IP Phone 7911G



•



Cisco Unified IP Phones 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



•



Cisco IP Communicator



Cisco Unified Personal Communicator supports WebDialer only when running in deskphone mode. With Cisco Unified Personal Communicator in deskphone mode, WebDialer can be used to provide click-to-call functionality for the desk phone as long as it is a phone model supported by WebDialer. Cisco Unified Personal Communicator in softphone mode does not support WebDialer.
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Unified CM Services and Parameters for WebDialer To enable the WebDialer application, the system administrator must activate and start a number of Unified CM feature services from the Cisco Unified Serviceability interface. In addition, WebDialer service parameters provide configuration and customization options for determining how the WebDialer application and services behave.



Unified CM Services for WebDialer The WebDialer application relies on the following feature services, which must be activated manually from the Serviceability page: •



Cisco WebDialer Web Service



•



Cisco CTIManager



The Cisco WebDialer Service is the interface point between click-to-call web-based and desktop-based applications and Unified CM. The Cisco CTIManager Service processes requests received from the WebDialer service by interacting with the Unified CM call processing and database layers. The net result exposes phone and call control capabilities to the applications.



WebDialer Service Parameters The following items represent a partial list of Cisco WebDialer Web Service service parameters related to WebDialer functionality: •



CTI Manager Connection Security Flag (Default value = Non Secure) This parameter determines whether a secure Transport Layer Security (TLS) connection is used between the Cisco WebDialer Web service and the CTIManager. If enabled, a secure connection is configured using the Certificate Authority Proxy Function (CAPF) profile configured for the instance ID of the application user WDSecureSysUser. The instance ID must be specified under the CAPF Profile Instance ID for Secure Connection to CTIManager service parameter.



Note



•



The application user WDSecureSysUser is a system account created automatically at installation. It cannot be deleted.



CAPF Profile Instance ID for Secure Connection to CTI Manager (Default value = ) The CAPF Profile Instance ID is a unique string of numbers and/or letters used to identify the TLS connection or instance that is made between the Cisco WebDialer Web service and CTIManager for the WDSecureSysUser application user. If the CTI Manager Connection Security Flag parameter is set to True, then this parameter must be configured with a value.



•



Primary Cisco CTIManager (Default value = 127.0.0.1) This parameter specifies the IP address of the Unified CM subscriber running the CTIManager service that WebDialer should use when processing requests. This is a cluster-wide parameter.



•



Backup Cisco CTIManager (Default value = ) This parameter specifies the IP address of the Unified CM subscriber running the backup instance of the CTIManager service that WebDialer should use when processing requests. This is a cluster-wide parameter.
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•



List of WebDialers (Default value = ) This parameter specifies the IP address and port numbers of all WebDialers in the enterprise. Use a space to separate multiple entries. This parameter must be populated if Redirector functionality is needed.



•



User Session Expiry (Default value =0) This parameter specifies the time in hours after which the user session or browser cookie will expire. A value of 0 indicates that the session or cookie will never expire.



For a complete list of WebDialer service parameters, refer to the Cisco WebDialer information in the Cisco Unified Communications Manager Features and Services Guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html



Attendant Consoles Attendant console integrations enable a receptionist to answer and transfer or dispatch calls within an organization from a desktop application designed specifically for this purpose. Attendant consoles allow for access to the corporate directory and, in some cases, monitoring of line state for specific users. The Cisco Unified Communications portfolio provides three types of Cisco Unified Attendant Console: •



Cisco Unified Department Attendant Console



•



Cisco Unified Business Attendant Console



•



Cisco Unified Enterprise Attendant Console



The Cisco Unified Department, Business, and Enterprise Attendant Consoles have a client attendant console application that installs on an attendant's Windows PC. It also requires an attendant console server application installed on a separate physical server than Unified CM. The attendant console application communicates with the attendant console server application, and the attendant console server application communicates with Unified CM securely through CTI and AXL over Secure Socket Layer (SSL). Multiple attendant consoles can connect to a single attendant console server. The Department, Business, and Enterprise versions of the attendant console differ in their limits to various capabilities such as the number of supported operator clients and the number of supported directory entries. This section examines the following design aspects of the attendant consoles: •



Attendant Console Architecture, page 21-53



•



High Availability for Attendant Consoles, page 21-55



•



Capacity Planning for Attendant Consoles, page 21-55



•



Design Considerations for Attendant Consoles, page 21-56
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Attendant Console Architecture Figure 21-18 illustrates the high-level architecture of a Cisco Unified Department, Business, or Enterprise Attendant Console integration. Understanding the functionality and operation of the solution enhances the understanding of the architecture itself. The following steps (denoted in Figure 21-18) detail the events involved for a typical call into an attendant console. 1.



A call comes into Unified CM, and the called number matches the directory number configured on a CTI route point.



2.



The CTI route point is CTI-controlled by the attendant console server application and is associated with a Queue Direct Dial In (DDI) configured on the server.



3.



The attendant console server application immediately redirects the call internally to one of its Computer Telephony (CT) Gateway Devices. As part of this process, the attendant console server application sends a CTI redirect message to the CTI Manager service to redirect the call to a CTI port.



Note



A CTI redirect message does not result in a connected call; the call is not answered and there is no media connection.



4.



The attendant console server application now associates the call with the CT Gateway Device and controls the call on the CTI port.



5.



At this point, the call is presented to the attendant console client applications in the system that are associated with the Queue DDI.



6.



Once an attendant chooses to answer the call through the attendant console client application, another CTI redirect message is sent to the CTI Manager service, which moves the call from the CTI port to the answering attendant's physical phone. The call is automatically connected on the attendant's phone, either to the handset or the headset, depending on the phone configuration. The region and location settings of the attendant's phone and the initiating gateway or phone dictate the codec used for media.



7.



When a transfer to another extension is required, the attendant initiates the transfer through the attendant console client application, which communicates the transfer to the attendant console server application.



8.



The attendant console server application internally associates the call with a Service Queue and sends a CTI redirect message to the CTI Manager service. This redirects the call from the attendant's phone to a CTI port controlled by the attendant console server application.



Note



9.



A call transfer may also be initiated from the attendant's phone; however, this would remove the attendant console server application from the call flow, and enhanced functionality (such as the transfer recall feature) would no longer be possible. At this stage, the Service Queue actually answers the call (there is a short connect) before issuing the transfer, therefore the Cisco TAPI Wave driver installed on the attendant console server application is invoked. The region and location settings of this CTI port and the call-initiating gateway or phone dictate the codec used for media. The configured Music on Hold (MoH) audio sources of the CTI port also affect the MoH heard by the caller. Transfers are performed in this manner so that the attendant console client application still maintains control of the call if there is no answer. Once the call is received by the final party, the attendant console server application is removed from the call flow.
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Note



The Cisco TAPI Wave Driver installed on the attendant console server application supports only the G.711 codec. When configuring the CTI ports correlating with Service Queues and Call Park Devices, design the system so that these CTI ports have a region setting with other devices that dictates the use of G.711, or else provide transcoding media resources.



Note



Cisco TAPI Wave Driver support for the G.711 a-law codec was introduced in Cisco Unified CM 7.1(2) and in Cisco TSP 7.1(3.3) and later releases. Figure 21-18



Architecture for Cisco Unified Department, Business, and Enterprise Attendant Consoles
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8



The attendant console server application's call park function does not use the inherent call park feature of Unified CM. Instead, it uses its own call park facility using Call Park Devices. Call Park Devices work very much like the Service Queues as outlined in steps 7 to 9 of Figure 21-18. Similar to transfers, Call Park Devices allow the attendant console server application to maintain control of the call for the duration of the parked call. The Cisco TAPI Wave Driver codec limitation (support of G.711 only) also affects calls involving Call Park Devices.
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High Availability for Attendant Consoles You should consider providing redundancy on both sides of the integration for both CTI and AXL communication. Regarding CTI, the attendant console server application uses the Cisco Telephony Service Provider (TSP) plug-in (downloaded from Unified CM) to communicate with the CTI Manager service. Cisco TSP allows for the configuration of a primary and backup CTI Manager service. Cisco recommends enabling the CTI Manager service on at least two Unified CM subscriber nodes in the cluster to gain resilience in case the primary CTI Manager service goes offline. Currently there are no resiliency capabilities for the attendant console server application. Therefore, in the event of an attendant console server failure, resilience can be achieved by configuring a Call Forward No Answer (CFNA) destination on all of the CTI route points associated with Queue DDIs. If the attendant console server application is offline, calls will automatically follow the CFNA setting. For example, the destination could be a Hunt Pilot number or a Directory Number (DN) associated with a single IP phone. AXL communication is enabled by activating the Cisco AXL Web Service on a Unified CM node. Multiple Unified CM nodes can have the Cisco AXL Web Service enabled, but the attendant console server application has only a single entry for Unified CM connectivity. In the event of a failure, an administrator could update this entry to a backup Unified CM node running the Cisco AXL Web Service. The Unified CM also has a series of CTI route points and CTI ports configured for integration with the Unified Department, Business, and Enterprise Attendant Console solutions. These devices have a device pool and therefore are assigned a Unified CM group, which specifies a prioritized list of the Unified CM call processing nodes responsible for maintaining registration. When the primary Unified CM in the Unified CM group is offline, the CTI route points and CTI ports have the ability to register with a secondary Unified CM node, thus allowing for high availability of the CTI route points and ports themselves.



Capacity Planning for Attendant Consoles For a comparison of the various Cisco Unified Department, Business, and Enterprise Attendant Console models and their respective capacities, please see the Cisco Unified Business/Department/Enterprise Attendant Console Design Guide, available at http://www.cisco.com/en/US/products/ps7282/products_implementation_design_guides_list.html To size a Unified CM cluster properly, your Cisco Partner or Cisco Systems Engineer should use the Cisco Unified Communications Sizing Tool (http://tools.cisco.com/cucst) to validate all designs that incorporate a large number of CTI resources and high call volumes, because there are many interdependent variables that can affect Unified CM cluster scalability. The Sizing Tool can accurately determine the number of servers or clusters required to meet your Attendant Console design criteria.
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Design Considerations for Attendant Consoles The following design guidelines and restrictions apply with regard to the deployment and operation of Cisco Unified Department, Business, and Enterprise Attendant Consoles within the Unified CM telephony environment. •



The following general design guidance applies to the attendant console server application components: – Queue DDI



One unique Queue DDI is required for each unique incoming directory number in the system that should be routed specifically to the attendant consoles. – CT Gateway Device



Every incoming call into a Queue DDI is immediately redirected to a CT Gateway Device. Design the system so that the number of CT Gateway Devices can handle the maximum expected number of incoming calls at any given time. – Service Queue



Each time an attendant transfers a call or places a call on hold, a Service Queue is required. The system should be designed so that there are enough Service Queues to sustain the maximum number of calls that all attendants in the system are in the process of transferring or putting on hold at any given time. A general guideline is to provide 3 or 4 Service Queues per attendant, but some scenarios might require more. – Call Park Device



Each time an attendant invokes the Call Park feature through the attendant console client application, a Call Park Device is required. This feature does not use the inherent Call Park capability of Unified CM. Design the system so that there are sufficient Call Park Devices to handle the maximum number of calls parked by all attendants in the system at any given time. •



Every Queue DDI, CT Gateway Device, Service Queue, and Call Park Device configured in the attendant console server application creates a CTI route point or CTI port in Unified CM. The number of CTI connections required to handle the Unified Department, Business, or Enterprise Attendant Console integration also counts toward the CTI connection limits per cluster. (For more information on CTI connection limits per cluster, see Capacity Planning for CTI, page 8-33.)



•



Each instance of an installed Cisco TSP supports a maximum of 255 CTI ports.



•



The Cisco TAPI Wave Driver installed on the attendant console server application supports only the G.711 codec. When configuring the CTI ports correlating with Service Queues and Call Park Devices, design the system so that these CTI ports have a region setting with other devices that dictates the use of G.711, or else provide transcoding media resources.



•



The attendant console server application provides Busy Lamp Field (BLF) monitoring of end-user devices, but it is important to note that this does not use the same facility in Unified CM that provides BLF speed dial capability. Instead, the attendant console server application communicates through CTI with Unified CM to obtain line state information on monitored devices.



•



With respect to Quality of Service (QoS), the attendant console server application, the attendant console client application, and the Cisco TSP all send their traffic marked as Best Effort (DSCP=0). If this traffic traverses a WAN or a link that is typically congested, packets must be marked to receive preferential treatment through the network. For a complete list of the TCP port numbers associated with these applications, refer to the Unified Department, Business, or Enterprise Attendant Console design guide, available with appropriate login authentication at http://www.cisco.com/go/ac
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•



The attendant console server application is not aware of partitions. Therefore, if the same directory number (DN) exists in multiple partitions, the monitored device might not be the correct DN.



•



The Cisco Unified Department, Business, and Enterprise Attendant Consoles can also integrate with a Cisco Unified Presence Server. For more information about this type of integration, refer to the appropriate Unified Department, Business, or Enterprise Attendant Console administration guide, available at http://www.cisco.com/en/US/products/ps7282/prod_maintenance_guides_list.html



•



For performance and capacity information about the various Unified Department, Business, and Enterprise Attendant Consoles, refer to the product documentation available at http://www.cisco.com/en/US/products/ps7282/tsd_products_support_series_home.html
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Overview of Cisco Unified Communications Applications and Services Revised: April 2, 2010; OL-21733-01



Once the network, call routing, and call control infrastructure has been put in place for your Cisco Unified Communications System, additional applications and services can be added or layered on top of that infrastructure. There are numerous applications and services that can be deployed on an existing Cisco Unified Communications infrastructure, and the following applications and services are typically deployed: •



Voice messaging — Provides voicemail services and message waiting indication.



•



Rich media conferencing — Provides audio and video conferencing as well as web-based application and document sharing.



•



Presence services — Provide user availability tracking across user devices and clients.



•



Mobility services — Provide enterprise-level unified communications features and functionality to users outside the enterprise.



•



Contact center — Provides call handling, queuing, and monitoring for large call volumes.



•



Collaboration client services — Provide integration to unified communications services and leveraging of various applications.



The chapters in this part of the SRND cover the applications and services mentioned above. Each chapter provides an introduction to the application or service, followed by discussions surrounding architecture, high availability, capacity planning, and design considerations. The chapters focus on design-related aspects of the applications and services rather than product-specific support and configuration information, which is covered in the related product documentation.
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This part of the SRND includes the following chapters: •



Cisco Voice Messaging, page 23-1 This chapter examines voice messaging, a common and prevalent application within most unified communications deployments, which allows callers to send messages and subscribers of the system to retrieve messages. The chapter examines messaging deployment models, voice messaging features and functionality, voicemail networking, and design and deployment best practices for voice messaging applications.



•



Cisco Collaborative Conferencing, page 24-1 This chapter explores rich media conferencing, which allows users of the unified communications system to schedule, manage, and attend audio, video, and/or web collaboration conferences. The chapter considers various aspects of rich media conferencing, including components, deployment models, video capabilities, H.323 and SIP call control integrations, capacity and redundancy, and various solution recommendations and design best practices.



•



Cisco Unified Presence, page 25-1 This chapter discusses presence services, an increasingly critical piece of most unified communications deployments due to the productivity improvements that can be realized from user availability-based applications. This chapter defines presence and explores the various presence components and features, protocols, deployment models, redundancy, capacity, and general design guidelines.



•



Cisco Collaboration Clients and Applications, page 26-1 This chapter covers collaboration clients and applications, which are quickly closing the gap between traditional hardware-based phones and feature-rich PC-based clients. This chapter explores the various collaboration clients, their features, and the various integration methods, as well as integrations with various third-party collaboration applications.



•



Cisco Mobility Applications, page 27-1 This chapter looks at mobility applications, which are becoming extremely important given the growth of mobile work forces and the blurring of enterprise boundaries for unified communications features and services, resulting in an increased demand for mobility applications and services. This chapter discusses mobility solution architectures, functionality, and design and deployment implications.



•



Cisco Unified Contact Center, page 28-1 This chapter covers contact center solutions, an important and integral part of large unified communications deployments requiring high-volume call center applications. This chapter examines call center solution architectures, functionality, and design and deployment implications.
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Architecture As with other network and application technology systems, unified communications applications and services must be layered on top of the underlying network and system infrastructures. Figure 22-1 shows the logical location of unified communications applications and services in the overall Cisco Unified Communications System architecture. Figure 22-1
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Networking



Unified communications applications and services such as voice messaging, rich media conferencing, presence, mobility, contact center, and collaboration clients rely on the underlying unified communications call routing and call control infrastructure and network infrastructure for everything from network connectivity to basic unified communications functions such as call control, supplementary services, dial plan, call admission control, and gateway services. For example, voice messaging and rich media conferencing applications leverage the network infrastructure for reaching users in campus sites, in branch sites, and on the Internet. Further, these same applications depend on the unified communications voice and video endpoints, call routing, PSTN connectivity, and media
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resources provided by the call routing and control infrastructure. In addition to relying on these infrastructure layers and basic unified communications services, applications and services are also often dependent upon each other for full functionality.



High Availability As with network, call routing, and call control infrastructures, critical unified communications applications and services should be made highly available to ensure that required features and functionality remain available if failures occur in the network or applications. It is important to understand the various types of failures that can occur and the design considerations around those failures. In some cases, the failure of a single server or feature can impact multiple services because many unified communications applications are dependent on other applications or services. For example, while the various application service components of a contact center deployment might be functioning properly, the loss of all call control servers would effectively render the contact center unusable because the deployment is dependent upon the call control servers to route calls to the call center applications. For applications and services such as voice messaging and rich media conferencing, high availability considerations include temporary loss of functionality due to network connectivity or application server failures resulting in the inability of callers to leave messages, of users to retrieve messages, and of users to schedule or attend conferences. In addition, failover considerations for callers and users of voice messaging and rich media conferencing applications include scenarios in which portions of the functionality can be handled by a redundant resource that allows end users to continue to access services in the event of certain failures. High availability considerations are also a concern for services such as presence and mobility. Interrupted network connectivity or server failures will typically result in reduced functionality or, in some case, complete loss of functionality. For presence services, this can mean that some or all devices and clients will be unable to send or receive presence or availability updates. For mobility services, high availability considerations include the potential for loss of specific functionality such as two-stage dialing or dial-via-office, or reduced functionality for features such as single number reach (resulting in situations where only the enterprise phone rings or only the mobile phone rings). Further, in some failure scenarios, enterprise phones and mobile clients might have to reregister, reconnect and/or re-authenticate before full functionality is available again. For contact center deployments, there are numerous servers and components for which high availability must be considered. Typically, an isolated single-server or single-component failure can be handled without loss of features or functionality as long as the server or component has been made redundant. In other situations, loss of multiple servers or components will typically result in loss of some features or functionality. However, in scenarios where there is complete loss of a particular component such as all call control servers, more catastrophic loss of features or functionality is possible. When considering collaboration clients and applications, high availability is certainly important. Not only can specific collaboration features or functions become unavailable in failure scenarios, but in some cases presence-capable clients might be unable to connect to the network for even basic functionality such as registration and making or receiving calls. In other cases, clients or devices might have to reconnect and re-authenticate in order to return to service.
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Capacity Planning Network, call routing, and call control infrastructures must be designed and deployed with an understanding of the capacity and scalability of the individual components and the overall system. Similarly, deployments of unified communications applications and services must also be designed with attention to capacity and scalability considerations. When deploying various unified communications applications, not only is it important to consider the scalability of the applications themselves, but you must also consider the scalability of the underlying infrastructures. Certainly the network infrastructure must have available bandwidth and be capable of handling the additional traffic load the applications will create. Likewise, the call routing and control infrastructure must be capable of handling user and device configuration and registration as well as application integration loads surrounding protocols and connections. For example, with applications and services such as mobility, presence, and contact center, there are capacity implications for each of these individual applications in terms of users, devices, and features, but just as important is the scalability of the underlying infrastructure to handle connections and protocols such as Computer Telephony Integration (CTI). While a mobility, presence, or contact center application may be able to support many CTI connections, the underlying call control and routing infrastructure might not have available capacity to handle the added CTI load of these application and services. For applications and services such as voice messaging and rich media conferencing, capacity planning considerations include things like number of mailboxes or users, mailbox size, audio and video ports, and MCU sessions. In most cases additional capacity can be added by increasing the number of application servers and MCUs or by upgrading server or MCU hardware with higher-scale models, assuming the underlying network and call routing and control infrastructures are capable of handling the additional load. Capacity planning considerations are also a concern for services such as presence and mobility. Scalability must be contemplated not only for things like numbers of configured and supported users and devices, but also for the number of integrations and connections between those applications and others. The volume of two-stage dialing and dial-via-office calls is of particular concern for mobility applications from the perspective of both the call control capacity and the PSTN gateway capacity. With presence services, on the other hand, critical scalability concerns include frequency of presence status changes and the propagation of these changes to the network, as well as text or instant message volumes. Typically, additional application servers or hardware upgrades will result in increased capacity for these applications and services, but the underlying call routing and control infrastructures must be capable of handling any increases in load. Contact center deployments are no different than other applications and services in terms of scalability concerns. Certainly the number of agents and agent devices handling calls is important in terms of user and device configuration and registration. However, the major concerns in terms capacity for contact center deployments are the high number of busy hour call attempts (BHCA) common in contact centers and the number of CTI integrations to the call control and routing infrastructure. When considering collaboration clients and application capacity planning, device registration and configuration are the most important scalability concerns. However, certainly there are other scalability implications in terms of the back-end applications and services such as presence and messaging. Further, when deploying or integrating various clients with third-party applications and infrastructures, you must also consider the supported capacities for those third-party deployments.
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This chapter describes the voice messaging solutions available in the Cisco Unified Communications System. It includes the Cisco voice messaging products Cisco Unity, Cisco Unity Connection, and Cisco Unity Express, and it covers the design guidelines and best practices for deploying these products together with Cisco Unified Communications Manager (Unified CM). This chapter also covers aspects of integration with third-party voicemail systems using industry standard protocols. Although this guide focuses on the messaging deployment scenarios with regard to Unified CM, Cisco Unified Communications Manager Express (Unified CME) is also noted where applicable, especially when used with Survivable Remote Site Telephony (SRST) fallback support in a centralized Unified CM deployment. This chapter covers the following topics: •



Voice Messaging Portfolio, page 23-2



•



Messaging Deployment Models, page 23-5



•



Messaging and Unified CM Deployment Model Combinations, page 23-6



•



Voicemail Networking, page 23-29



•



Best Practices for Voice Messaging, page 23-33



•



Third-Party Voicemail Design, page 23-44



The chapter begins with a short description of each of the products in the Cisco messaging solutions portfolio and provides a simple overview of where each product fits in an enterprise Unified Communications solution. Next, messaging deployment models form the basis of discussion for voicemail integrations, which start with a definition of the various messaging deployment models and then explain how each of the messaging deployment models fits into the various Unified CM call processing deployment models. Furthermore, design aspects for various redundancy options along with Survivable Remote Site Voicemail are covered. Cisco Unity and Unity Connection are discussed together in this section, while Cisco Unity Express has a dedicated section for its supported deployment models. Key design guidelines are covered for interoperability available within the Cisco Voice Messaging product portfolio. Virtualization, a new concept, is covered along with the important design factors to be considered while designing the virtual system. Many system-level design considerations and best practices, including transcoding and various integrations with Cisco Unified Communications Manager, are explained in this section. In addition, this chapter provides details on third-party voicemail integration for supported industry-standard protocols.
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This chapter presents a high-level design discussion and is focused on how the voice messaging products fit into the Unified Communications System with Unified CM. For detailed design guidelines for each product as well as interoperability information for third-party messaging and telephony systems, refer to the following product-specific design guides: •



Cisco Unity Connection design guides http://www.cisco.com/en/US/products/ps6509/products_implementation_design_guides_list.html



•



Cisco Unity design guides http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_implementation_design_guid es_list.html



What's New in This Chapter Table 23-1 lists the topics that are new in this chapter or that have changed significantly from previous releases of this document. Table 23-1



New or Changed Information Since the Previous Release of This Document



New or Revised Topic



Described in:



Revision Date



Cisco Unity and Unity Connection redundancy



Messaging Redundancy, page 23-17



April 2, 2010



Enhanced Message Waiting Indicator (eMWI)



Enhanced Message Waiting Indicator (eMWI), page 23-37



April 2, 2010



Survivable Remote Site Voicemail (SRSV)



Survivable Remote Site Voicemail, page 23-9



April 2, 2010



Virtualization



Cisco Unity and Unity Connection Virtualization, April 2, 2010 page 23-31



Voicemail interoperability



Voicemail Interoperability, page 23-30



April 2, 2010



Voice Messaging Portfolio The Cisco Unified Communications messaging portfolio consists of three main messaging products: Cisco Unity, Cisco Unity Connection, and Cisco Unity Express. Each product fits different requirements yet each one contains overlapping features and scalability with regard to the others. They also have the ability to interwork with one another using Voice Mail Networking and can also leverage the Cisco Unified Messaging Gateway to achieve this in a highly scalable fashion, as discussed later in this chapter. When considering these products, it helps to think of the messaging types that the products apply to in order to understand the messaging options they include and to determine which options could fit your deployment requirements. The following definitions help define these messaging types: •



Voicemail-only refers to a telephony voicemail integration where there is no access to the voicemail via any messaging client.



•



Integrated messaging refers to voicemail with telephony access as well as voicemail-only access via a messaging client.



•



Unified messaging refers to voicemail with telephony access as well as voicemail, email, and fax access via a messaging client.



Table 23-2 shows which Cisco products support these types of messaging.
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Table 23-2



Supported Messaging Environments per Product



Messaging Type



Cisco Unity



Cisco Unity Connection



Cisco Unity Express



Voicemail-only



Yes



Yes



Yes



Integrated messaging



Yes



Yes



Yes



Unified messaging



Yes



No



No



Based on the above messaging types and definitions, the three messaging product options are: •



Cisco Unity This solution option scales to meet the needs of large enterprise organizations and delivers powerful voice, integrated, and unified messaging options that integrate with Microsoft Exchange (including Exchange 2007).



•



Cisco Unity Connection This option combines integrated messaging, voice recognition, and call transfer rules into an easy-to-manage system for medium-sized businesses with up to 20,000 users, or it can network up to 10 nodes in a digital network system. (Additionally, if required, two digital networks can be joined to support a maximum of 20 nodes for businesses that need more than 10 nodes.) Cisco Unity Connection can support up to 100,000 users or contacts in a digital network. For organizations with up to 500 users, Cisco Unity Connection is available as a single-server solution with Cisco Unified Communications Manager Business Edition. For more information on Cisco Unified Communications Manager Business Edition, see Design Considerations for Call Processing, page 8-28.



•



Cisco Unity Express This option provides cost-effective voice and integrated messaging, automated attendant, and interactive voice response (IVR) capabilities in certain Cisco Integrated Services Routers for small and medium-sized businesses and enterprise branch offices with up to 250 users.



For a complete comparison of product feature, refer to the Cisco Messaging Products: Feature Comparison, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_data_sheets_list.html. Table 23-3 gives a brief product comparison with regard to scalability. Table 23-3



Scalability of Voice Messaging Solutions



Users supported on a single server (or failover or clustered deployment)



Maximum number of users supported in a digital networking solution1



250



500



15,000



20,000



100,000



250,000



Cisco Unity Express



Y



N



N



N



N



N



Cisco Unified CMBE



Y



Y



N



N



N



N



Cisco Unity Connection (Integrated Messaging)



Y



Y



Y



Y



Y



N



Cisco Unity (Unified Messaging Y and Voice Messaging)



Y



Y



N



Y



Y



Solutions
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1. If you use the Cisco Unified Messaging Gateway to network the various products, the number of supported users increases significantly and is directly related to the number of networked nodes and maximum number of users supported by the Unified Messaging Gateway. For further details on Cisco Unified Messaging Gateway scalability, refer to the Cisco Unified Messaging Gateway data sheet, available at http://www.cisco.com/en/US/products/ps8605/products_data_sheets_list.html.



Note



Although both the Voice Profile for Internet Mail (VPIM) protocol and Digital Networking provide a significant increase in the maximum number of supported users, Digital Networking also provides additional server discovery and directory synchronization functionality. See Voicemail Networking with Cisco Unified Messaging Gateway, page 23-4, for more details on scalability. Voicemail Networking with Cisco Unified Messaging Gateway



Cisco Unified Messaging Gateway (UMG) enables Cisco's end-to-end networked voice messaging solution by providing intelligent voice message routing, management of system directories, messaging format, and delivery of a scalable voice messaging framework. Cisco UMG supports Cisco Unity, Cisco Unity Express, Cisco Unity Connection, and Avaya Interchange. This chapter focuses on the design aspects of integrating Cisco Unity, Cisco Unity Connection, and Cisco Unity Express with Cisco Unified Communications Manager (Unified CM). Cisco Unified CM provides functionality for Session Initiation Protocol (SIP) trunks, which support integration directly to Cisco Unity and Unity Connection without the need for a SIP proxy server. For information on earlier releases of Cisco Unity, Unity Connection, Unity Express, and Unified CM or Unified CM Express, refer to the appropriate online product documentation available at http://www.cisco.com. As mentioned, the design topics covered in this chapter apply to voicemail-only, unified messaging, and integrated messaging configurations. Additionally, this chapter discusses design aspects of deploying Cisco Unity with Microsoft Exchange (2003 or 2007) and Microsoft Windows (2003). This chapter does not cover design aspects of deployments or upgrades from Microsoft NT 4.0 and/or Exchange 5.5. Cisco Unity Connection and Unity Express have no dependencies on an external message store. Although Cisco Unity Connection 8.x supports Exchange integration, it is not dependent upon Exchange integration as is Cisco Unity. For additional design information about Cisco Unity or Cisco Unity Connection, including integrations with other non-Cisco messaging systems, refer to the Design Guide for Cisco Unity or the Design Guide for Cisco Unity Connection, respectively, available at http://www.cisco.com. For additional design information about Cisco Unity Express, including integrations with other non-Cisco messaging systems, refer to the applicable product documentation, available at http://www.cisco.com. For additional design information about Cisco Unified Messaging Gateway, including integrations with other non-Cisco messaging systems, refer to the Cisco Unified Messaging Gateway product documentation, available at http://www.cisco.com.
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Messaging Deployment Models This section summarizes the various messaging deployment models for Cisco Unity, Cisco Unity Connection, and Cisco Unity Express. For a complete discussion of the deployment models and design considerations specific to Cisco Unity, Unity Connection, and the various messaging components, refer to the Design Guide for Cisco Unity or the Design Guide for Cisco Unity Connection, respectively, available at http://www.cisco.com. For Cisco Unity Express, refer to the applicable product documentation available at http://www.cisco.com. Cisco Unity and Unity Connection support three primary messaging deployment models: •



Single-site messaging



•



Multisite deployment with centralized messaging



•



Multisite deployment with distributed messaging



Cisco Unity Express also supports three primary messaging deployment models:



Note



•



Single-site messaging



•



Multisite deployment with distributed messaging



•



Multisite deployment with distributed messaging with Cisco Unified CME



The Cisco Unity Express supports centralized voice messaging for up to 10 Unified CMEs. For more information, refer to the Cisco Unified Communications Manager Express documentation on http://www.cisco.com. Although the call processing deployment models for Cisco Unified CM and Unified CME are independent of the messaging deployment models for Cisco Unity, Unity Connection, and Unity Express, each has implications toward the other that must be considered. In addition to the three messaging deployment models, Cisco Unity also supports messaging redundancy. (See Messaging Redundancy, page 23-17.) Cisco Unity Connection messaging redundancy is also available in an active/active configuration. For more information, refer to the Design Guide for Cisco Unity Connection available on http://www.cisco.com. All messaging deployment models support voicemail, integrated messaging, and unified messaging installations.



Single-Site Messaging In this model, the messaging systems and messaging infrastructure components are all located at the same site, on the same highly available LAN. The site can be either a single site or a campus site interconnected via high-speed metropolitan area networks (MANs). All clients of the messaging system are also located at the single (or campus) site. The key distinguishing feature of this model is that there are no remote clients.



Centralized Messaging In this model, similar to the single-site model, all the messaging system and messaging infrastructure components are located at the same site. The site can be one physical site or a campus site interconnected via high-speed MANs. However, unlike the single-site model, centralized messaging clients can be located both locally and remotely.
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Because messaging clients may be either local or remote from the messaging system, special design considerations apply to the following graphical user interface (GUI) clients: ViewMail for Outlook (VMO) and the use of the telephone record and playback (TRaP) and message streaming features when used in Cisco Unity. Remote clients should not use TRaP and should be configured to download messages before playback. Because different features and operations for local and remote clients can cause user confusion, TRaP should be disabled on the voice ports and GUI clients should be configured to download messages and not use TRaP, regardless of whether the client is local or remote. This applies to ViewMail for Outlook (VMO) for Cisco Unity IMAP clients. These design considerations are specific to Cisco Unity only. The Cisco Unity telephone user interface (TUI) operates the same way for both local and remote clients.



Distributed Messaging A distributed messaging model consists of multiple single-site messaging systems distributed with a common messaging backbone. There can be multiple locations, each with its own messaging system and messaging infrastructure components. All client access is local to each messaging system, and the messaging systems share a messaging backbone that spans all locations. Message delivery from the distributed messaging systems occurs via the messaging backbone through a full-mesh or hub-and-spoke type of message routing infrastructure. No messaging infrastructure components should be separated by a WAN from the messaging system they service. Distributed messaging is essentially multiple, single-site messaging models with a common messaging backbone. The exception to this rule is the PBX-IP Media Gateway (PIMG) and T1-IP Media Gateway (TIMG) integrations. PIMG and TIMG integrations are not discussed in this design document. For further information regarding PIMG or TIMG, refer to the Cisco Unity integration guides available on http://www.cisco.com. The distributed messaging model has the same design criteria as centralized messaging with regard to local and remote GUI clients, TRaP, and message downloads.



Messaging and Unified CM Deployment Model Combinations This section discusses the design considerations for integrating the various messaging deployment models with the Unified CM call processing deployment models. Table 23-4 lists the various combinations of messaging and call processing deployment models supported by Cisco Unity, Unity Connection, and Unity Express. Table 23-4



Supported Combinations of Messaging and Unified CM Call Processing Deployment Models



Model Type



Cisco Unity



Cisco Unity Connection



Cisco Unity Express



Single-site messaging and single-site call processing



Yes



Yes



Yes



Centralized messaging and centralized call processing



Yes



Yes



No1



Distributed messaging and centralized call processing



Yes



Yes



Yes



Centralized messaging and distributed call processing



Yes



Yes



No1



Distributed messaging and distributed call processing



Yes



Yes



Yes
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Table 23-4



Supported Combinations of Messaging and Unified CM Call Processing Deployment Models (continued)



Model Type



Cisco Unity



Cisco Unity Connection



Cisco Unity Express



Centralized messaging with cluster over the WAN



Yes



Yes



No



Distributed messaging with cluster over the WAN



Yes



Yes



Yes



1. Support for centralized voicemail messaging with Unified CME is available starting with Cisco Unity Express 3.2; however, this is not applicable to Unified CM call processing deployment models.



This section covers the following topics: •



Cisco Unity and Unity Connection messaging and Unified CM deployment models



•



Cisco Unity Express deployment models



Each topic defines a messaging and Unified CM deployment model combination and then highlights each Cisco voicemail messaging product applicable to that model as well as the design considerations for that model combination. Not all combinations are discussed for each product. Some examples are provided, with best practices and design considerations for each product. The intention is to provide an understanding of the base messaging deployment models and the interaction with Unified CM without detailing all possibilities. Refer to the Design Guide for Cisco Unity and the Design Guide for Cisco Unity Connection, available at http://www.cisco.com, for further details on site classification and a detailed analysis of supported combinations of messaging and call processing deployment models.



Cisco Unity and Unity Connection Messaging and Unified CM Deployment Models This section discusses some of the various combinations of messaging and call processing deployment models for Cisco Unity and Unity Connection.



Centralized Messaging and Centralized Call Processing In centralized messaging, the voice messaging server is located in the same site as the Unified CM cluster. With centralized call processing, subscribers may be located either remotely and/or locally to the cluster and messaging server(s). (See Figure 23-1.) When remote users access resources at the central site (such as voice ports, IP phones, or PSTN gateways, as in Tail-End Hop-Off (TEHO)), these calls are transparent to gatekeeper call admission control. Therefore, regions and locations must be configured in Unified CM for call admission control. (See Managing Bandwidth, page 23-33.) When making inter-region calls to IP phones or MGCP gateways, IP phones automatically select the inter-region codec that has been configured. With Cisco Unity messaging deployments, native transcoding should be disabled so that the voice ports use Unified CM transcoding resources for calls that transverse the WAN (inter-region). See the section on Native Transcoding Operation, page 23-34, for information on disabling this feature in Cisco Unity.
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Figure 23-1



Centralized Messaging with Centralized Call Processing
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In Figure 23-1, regions 1 and 2 are configured to use G.711 for intra-region calls and G.729 for inter-region calls. Native transcoding has been disabled on the Cisco Unity server. As Figure 23-1 shows, when a call is made from extension 200 to the voicemail ports in Region 1, the inter-region G.729 codec is used at the endpoint but the RTP stream is transcoded to use G.711 on the voice ports. Native transcoding on the Cisco Unity server has been disabled in this example. Unified CM transcoding resources must be located at the same site as the voicemail system.



Impact of Non-Delivery of RDNIS on Voicemail Calls Routed by AAR In centralized messaging environments, automated alternate routing (AAR), a Unified CM feature, can route calls over the PSTN to the messaging store at the central site when the WAN is oversubscribed. However, when calls are rerouted over the PSTN, Redirected Dialed Number Information Service (RDNIS) can be affected. Incorrect RDNIS information can impact voicemail calls that are rerouted over the PSTN by AAR when Cisco Unity or Unity Connection is remote from its messaging clients. If the RDNIS information is not correct, the call will not reach the voicemail box of the dialed user but will instead receive the auto-attendant prompt, and the caller might be asked to re-enter the extension number of the party they wish to reach. This behavior is primarily an issue when the telephone carrier is unable to ensure RDNIS across the network. There are numerous reasons why the carrier might not be able to ensure that RDNIS is properly sent. Check with your carrier to determine if they provide guaranteed RDNIS deliver end-to-end for your circuits. The alternative to using AAR for oversubscribed WANs is simply to let callers hear reorder tone in an oversubscribed condition.
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Survivable Remote Site Voicemail Survivable Remote Site Voicemail (SRSV) provides backup voicemail service in the centralized messaging and centralized call processing deployment. SRSV utilizes Cisco Unity Express in the branch location to provide backup voicemail service for Cisco Unity Connection located in the headquarters when the connection between sites is unavailable. (See Figure 23-2.) During normal operation, Cisco Unified Messaging Gateway in the headquarters retrieves the configurations (for example, SRST phones, user, and mailbox information) from Cisco Unified CM and Cisco Unity Connection to provision and update the mailboxes in Cisco Unity Express SRSV based on a configured schedule. Cisco Unity Express SRSV is active when only SRST is activated, and it remains idle otherwise. When the network connection between sites is restored, Cisco Unity Express SRSV uploads all messages (new, saved, deleted, and so forth) to Cisco Unity Connection. Figure 23-2



Typical Survivable Remote Site Voicemail Deployment



Cisco Unified CM Cluster



Cisco Unity Connection PSTN



V



IP



IP



IP



Headquarters



Note



WAN



SRST



Cisco Unity Express SRSV



IP



IP



IP



253868



Cisco Unified Messaging Gateway SRSV



Branch



Survivable Remote Site Telephony (SRST) and Cisco Unity Express SRSV are one logical unit, with Cisco Unity Express SRSV installed in the SRST router. SRSV uses bandwidth from the WAN link during the following activities: •



Configuration uploads from Unified CM and Cisco Unity Connection to Cisco Unity Express SRSV



•



Voice message uploads from Cisco Unity Express SRSV to Cisco Unity Connection when the WAN link is restored



To minimize the impact of SRSV traffic on the existing voice network, classify the SRSV traffic (configuration and voice message uploads) as best-effort. The SRSV software does not mark any network packets. Cisco recommends marking the SRSV traffic with IP Precedence 0 (DSCP 0 or PHB BE) in the network edge router in order to yield to voice and other high-priority traffic. To further reduce the impact, Cisco recommends scheduling the configuration uploads to take place during non-peak hours (for example, in the evening hours or during the weekend). The schedule can be configured from the Unified Messaging Gateway SRSV web interface.
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When you deploy SRSV, the following rules apply: •



Unified Messaging Gateway SRSV supports up to 1,000 Cisco Unity Express SRSV nodes.



•



SRSV does not support Cisco Unified CM Business Edition.



•



Install Cisco Unity Express SRSV on the SRST router or on Unified CME running in SRST mode.



•



Multiple SRST routers are supported in the branch, but each router must have its own Cisco Unity Express SRSV and allows only one Cisco Unity Express SRSV.



•



Deploy redundant Unified Messaging Gateway SRSV to provide high availability for voice message uploads. Unified Messaging Gateway SRSV does not support high availability for configuration uploads.



•



Use Secure Socket Layer (SSL) protocol to secure the connection between Unified Messaging Gateway SRSV and Cisco Unity Express SRSV.



•



SRSV does not support Cisco Unity.



Distributed Messaging with Centralized Call Processing Distributed messaging means that there are multiple messaging systems distributed within the telephony environment, and each messaging system services only local messaging clients. This model differs from centralized messaging, where clients are both local and remote from the messaging system. Figure 23-3 illustrates the distributed messaging model with centralized call processing. As with other multisite call processing models, the use of regions and locations is required to manage WAN bandwidth. For this model, you should also disable native transcoding in Cisco Unity. Note that Cisco Unified Communications Manager Express (Unified CME) in SRST mode is used for call processing backup of both IP phones and Cisco Unity or Unity Connection voicemail ports. Deployed at the remote site (for example, Region 2 in Figure 23-3), this fallback support provides backup call processing in the event that the phones lose connectivity with Unified CM, such as during a WAN failure, while simultaneously providing users at the remote site with access to the local Cisco Unity or Unity Connection server as well as MWI support during WAN failure. For further details on Unified CME in SRST mode, refer to the Unified CME product documentation on http://www.cisco.com.
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Figure 23-3



Distributed Messaging with Centralized Call Processing
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For the configuration in Figure 23-3, transcoder resources must be local to each Cisco Unity message system site. Regions 1 and 2 are configured to use G.711 for intra-region calls and G.729 for inter-region calls. Native transcoding has been disabled on the Cisco Unity servers. Voice messaging ports for both Cisco Unity or Unity Connection servers must be assigned the appropriate region and location by means of calling search spaces and device pools configured on the Unified CM server. In addition, to associate telephony users with a specific group of voicemail ports, you must configure Unified CM voicemail profiles. For details on configuring calling search spaces, device pools, and voicemail profiles, refer to the applicable version of the Cisco Unified Communications Manager Administration Guide, available at http://www.cisco.com. The messaging systems are "networked" together to present a single messaging system to both inside and outside users. For information about Cisco Unity Networking for the distributed Unity servers, refer to the Networking in Cisco Unity Guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_feature_guides_list.html Cisco Unity Connection supports digital networking, allowing multiple Cisco Unity Connection systems to be networked together. Up to 10 nodes (single or active/active pair) can be connected together in a digital network system. Additionally, if required, two digital networks can be joined to support a
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maximum of 20 nodes. This provides support for up to 100,000 entities in the directory. Cisco Unity Connection can integrate with a corporate directory such as Microsoft Active Directory to synchronize users and use digital networking simultaneously. In this configuration, each Cisco Unity Connection server or server pair will be able to synchronize up to 20,000 users from the corporate directory. Refer to the Design Guide for Cisco Unity Connection, available at http://www.cisco.com, for further information regarding digital networking or directory integration in Cisco Unity Connection. Cisco Unity and Unity Connection with Unified CME in SRST Mode



Unified CME in SRST mode offers the possibility for both Cisco Unity and Unity Connection servers located in remote sites and registered with a Unified CM at the central site to fall-back to Unified CME in the remote location. When the WAN link is down and the phones fail-over to Unified CME in SRST mode, Cisco Unity and Unity Connection voicemail ports can also fail-over to Unified CME in SRST mode to provide the remote site users with access to their voicemail with MWI during the WAN outage. This scenario requires the following:



Note



•



Cisco Unified CME 4.0 or later



•



Cisco Unity 4.0(5) or later with TSP version 8.1(3) or later



•



Cisco Unity Connection 2.x or later



MWI has to be resynchronized from the Cisco Unity or Unity Connection server whenever a failover happens from Unified CM to Unified CME in SRST mode, or vice versa.
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Combined Messaging Deployment Models It is possible to combine messaging models in the same deployment, provided that the deployment adheres to all the guidelines listed in the preceding sections. Figure 23-4 shows a user environment in which both centralized and distributed messaging are employed simultaneously. Figure 23-4
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Figure 23-4 shows the combination of two messaging models. Regions 1 and 3 use centralized messaging with centralized call processing, while Region 2 uses distributed messaging with centralized call processing. All regions are configured to use G.711 for intra-region calls and G.729 for inter-region calls. In Figure 23-4, centralized messaging and centralized call signaling are used between the Central Site and Site3. The messaging system at the Central Site provides messaging services for clients at both the Central Site and Site3. Site2 uses the distributed messaging model with centralized call processing. The messaging system (Unity2) located at Site2 provides messaging services for only those users located within Site2. In this deployment, both models adhere to their respective design guidelines as presented
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in this chapter. Transcoding resources are located locally to each messaging system site, and they support clients who access messaging services from a remote site (relative to the messaging system), as in the case of a Site2 user leaving a message for a Central Site user. In addition, Cisco Unified Communications Manager Express (Unified CME) in SRST mode is used for call processing backup of both IP phones and Cisco Unity or Unity Connection voicemail ports. Deployed at the remote site (for example, Region 2 in Figure 23-4), this fallback support provides backup call processing in the event that the phones lose connectivity with Unified CM, such as during a WAN failure, while simultaneously providing users at the remote site with access to the local Cisco Unity or Unity Connection server as well as MWI support during WAN failure. For further details on Unified CME in SRST mode, refer to the product documentation on http://www.cisco.com.



Centralized Messaging with Clustering Over the WAN This section addresses Cisco Unity design issues for deploying centralized messaging with Unified CM clustering over the WAN with local failover. In the case of a WAN failure with this model, all remote messaging sites will lose voicemail capability until the WAN is restored. (See Figure 23-5.) Clustering over the WAN supports local failover. With local failover, each site has a backup subscriber server physically located at the site. This section focuses on deploying Cisco Unity centralized messaging with local failover for clustering over the WAN. For additional information, refer to the section on Clustering Over the IP WAN, page 5-36.
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Figure 23-5
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For minimum bandwidth requirements between clustered servers see the section on Local Failover Deployment Model, page 5-40. Clustering over the WAN with Unified CM supports up to eight sites, as does Cisco Unity. The voicemail ports are configured only at the site where the Cisco Unity messaging system is located (see Figure 23-5). Voicemail ports do not register over the WAN to the remote site(s). Messaging clients at the other site(s) access all voicemail resources from the primary site. There is no benefit to configuring voice ports over the WAN to any of the remote sites because, in the event of a WAN failure, remote sites would lose access to the centralized messaging system. Because of bandwidth consideration, the voicemail ports should have TRaP disabled and all messaging clients should download voicemail messages to their local PCs (unified messaging only).
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Distributed Messaging with Clustering Over the WAN Local failover sites that also have Cisco Unity messaging server(s) deployed would have voice ports registered to the local Unified CM subscriber server(s), similar to the centralized messaging model. For information about configuring the voice ports, see Voice Port Integration with a Unified CM Cluster, page 23-39, and Voice Port Integration with Dedicated Unified CM Backup Servers, page 23-41. Figure 23-6



Cisco Unity Distributed Messaging and Clustering over the WAN with Local Failover
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In a purely distributed messaging implementation with clustering over the WAN, each site in the cluster would have its own Cisco Unity messaging server with messaging infrastructure components. If not all of the sites have local Cisco Unity messaging systems but some sites have local messaging clients using a remote messaging server(s), this deployment would be a combination model with both distributed messaging and centralized messaging. (See Combined Messaging Deployment Models, page 23-13.) In the event of a WAN failure in this model, all remote sites that use centralized messaging will lose voicemail capability until the WAN is restored.
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Each site that does not have a local messaging server must use a single messaging server for all of its messaging clients, but all such sites do not have to use the same messaging server. For example, suppose Site1 and Site2 each have a local messaging server. Site3 can then have all of its clients use (register with) the messaging server at Site2, while Site4 can have all of its clients use the messaging server at Site1. Transcoder resources are required at sites that have local Cisco Unity messaging server(s). As with other distributed call processing deployments, calls going between these sites are transparent to gatekeeper call admission control, therefore you must configure regions and locations in Unified CM to provide call admission control. (See Managing Bandwidth, page 23-33.) The distributed Cisco Unity servers may also be networked digitally. For more information on this topic, refer to the Cisco Unity Networking Guide, available at http://www.cisco.com. The networking guides are specific to the particular messaging store deployed.



Messaging Redundancy Messaging redundancy is discussed in this section as it refers to Cisco Unity and Cisco Unity Connection. Cisco Unity Express does not support messaging redundancy.



Cisco Unity Cisco Unity supports two categories of redundancy. The first one is referred to simply as Unity Failover (local messaging failover), and it provides system malfunction failover. The second category is referred to as Standby Redundancy, and it provides disaster-recovery across geographic locations. See the Cisco Unity Design Guide for a comparison of Cisco Unity Failover and Standby Redundancy. Cisco Unity failover consists of two servers, a primary and a secondary, configured as an active/passive redundant pair of servers, where the primary server is active and taking calls while the secondary is inactive and not taking calls. Any changes to subscriber or configuration data on the primary server are automatically replicated to the secondary server. If the primary server stops functioning for some reason, the secondary server automatically becomes the active server and starts taking calls while the primary server temporarily becomes inactive. You can implement local messaging failover as illustrated in Figure 23-7. With local failover, both the primary and secondary Cisco Unity servers are located at the same site on the same highly available LAN. Figure 23-7
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Cisco Unity Standby Redundancy also provides disaster recovery across geographic locations. There are still two servers, a primary and a secondary, but they are installed in separate data centers, commonly in separate cities. If the data center in which the primary server is installed is affected by a natural disaster or other catastrophe, someone in (or with remote access to) the disaster-recovery facility manually activates the secondary server, and the secondary server begins taking calls. For further information on the requirements for Standby Redundancy or Failover (local messaging failover), refer to the appropriate version of the System Requirements for Cisco Unity, available on http://www.cisco.com.



Cisco Unity Connection Cisco Unity Connection supports messaging redundancy and load balancing in an active-active redundancy model consisting of two servers, a primary and a secondary, configured as an active/active redundant pair of servers, where both the primary and secondary servers actively accept calls as well as HTTP and IMAP requests. For more information, refer to the Design Guide for Cisco Unity Connection, available at http://www.cisco.com. Figure 23-8 illustrates Cisco Unity Connection active/active messaging redundancy. Figure 23-8



Redundancy of Cisco Unity Connection Messaging



Unity Connection Active



Unity Connection Active



271573



Switch



Both Cisco Unity and Cisco Unity Connection SIP trunk implementation requires call forking for messaging redundancy functionality. Currently, Unified CM does not support call forking on SIP trunks; therefore, Cisco Unity failover is not available when SIP trunks are used with Unified CM. However, when using SIP trunks with a Cisco Unity Connection server pair in active/active redundancy, Cisco recommends that you configure two separate SIP trunks, one to each server in the server pair, and add them to the same route group associated to the same route list. This configuration allows Unified CM to load-balance calls to the two servers.



Cisco Unity Failover and Clustering Over the WAN When deploying Cisco Unity local failover with clustering over the WAN, apply the same design practices described in Centralized Messaging with Clustering Over the WAN, page 23-14, and Distributed Messaging with Clustering Over the WAN, page 23-16. The voice ports from the primary Cisco Unity server should not cross the WAN during normal operation. Figure 23-9 depicts Cisco Unity local failover. Note that the primary and secondary Cisco Unity servers are both physically located at the same site. Cisco Unity failover supports up to the maximum number of remote sites available with clustering over the WAN for Unified CM.
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Figure 23-9
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For information on configuring Cisco Unity failover, refer to the Cisco Unity Failover Configuration and Administration Guide, available at http://www.cisco.com.



Cisco Unity Failover Deployed Over a Split Data Center As mentioned earlier, Cisco Unity failover can be configured to operate for high availability over a WAN; however, there are a number of requirements for deploying this. For example, if full redundancy at geographically separated data centers is important, there are certain requirements that must be met in order to ensure the successful operation of an installation in this configuration. Figure 23-10 depicts Cisco Unity failover for geographically separated data centers.



Cisco Unified Communications System 8.x SRND OL-21733-01



23-19



Chapter 23



Cisco Voice Messaging



Messaging and Unified CM Deployment Model Combinations



Figure 23-10
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The following requirements apply to the configuration shown in Figure 23-10: •



Maximum of 10 ms round trip time (RTT) between primary and secondary Cisco Unity servers



•



Minimum of 1 Gigabit of bandwidth



•



Maximum of 10 ms RTT between the Cisco Unity sever and respective messaging server



•



The Cisco Unity server and domain controller or global catalog server should be co-located



For a complete set of requirements, refer to the latest version of the System Requirements for Cisco Unity, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/prod_installation_guides_list.html
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Cisco Unity Connection Redundancy and Clustering Over the WAN Cisco Unity Connection supports active/active clustering for redundancy and can be deployed over the WAN. The active/active or "high availability" configuration provides both high availability and redundancy. Both servers in the active/active pair run the Cisco Unity Connection application to accept calls as well as HTTP and IMAP requests from clients. Each of the servers from the cluster can be deployed over the WAN at different sites following required design consideration. Figure 23-11 depicts a Cisco Unity Connection active/active deployment for geographically separated data centers Figure 23-11
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The following requirements apply to deployments of Cisco Unity Connection servers over different sites:



Note



•



Maximum of 150 ms RTT between an active/active pair at different sites.



•



Minimum of 7 Mbps bandwidth is required for every 50 ports. (For example, 250 ports require 35 Mbps.)



Bandwidth and latency requirements may differ for different versions of Cisco Unity Connection.
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For a complete set of requirements, refer to the latest version of the System Requirements for Cisco Unity Connection, available at http://www.cisco.com/en/US/products/ps6509/prod_installation_guides_list.html



Note



The Cisco Unity Connection cluster feature is not supported for use with Cisco Unified Communications Manager Business Edition.



Centralized Messaging with Distributed Unified CM Clusters Cisco Unity and Unity Connection can also be deployed in a centralized messaging configuration with multiple Unified CM clusters (see Figure 23-12). See the section on Telephony Integrations, page 23-37, for details on multiple integrations and MWI considerations with multiple Unified CM clusters. Figure 23-12
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For the configuration in Figure 23-12, messaging clients at both Cluster 1 and Cluster 2 sites use the Cisco Unity or Unity Connection messaging infrastructure physically located at Cluster 1.
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Cisco Unity Express Deployment Models This section begins with a quick overview of Cisco Unity Express, covering product related information. Next the deployment models section presents three supported deployment models with Cisco Unity Express, focusing on distributed voice messaging with both centralized and distributed call processing followed by some deployment characteristics and design guidelines. Lastly, this section discusses the signaling call flows and the various protocols used between Cisco Unity Express and Unified CM as well as between Cisco Unity Express and Unified SRST or Unified CME in SRST mode.



Overview of Cisco Unity Express Cisco Unity Express is Linux-based software running on a Cisco Network Module in Cisco Integrated Services Routers (ISRs). It is an entry-level auto-attendant (AA) and voicemail solution that can be deployed with Cisco Unified Communications Manager (Unified CM), Cisco Unified SRST, or Cisco Unified Communications Manager Express (Unified CME). In prior releases, Cisco Unity Express was limited to a co-resident deployment with Unified CME or a Survivable Remote Site Telephony (SRST) router. However, with the H.323-to-SIP call routing capability introduced in Cisco IOS Release 12.3(11)T, Cisco Unity Express and SRST or Unified CME can reside on two separate routers when deployed with Unified CM or Unified CME, respectively. Cisco Unity Express uses SIP to communicate with Cisco Unified Communications Manager Express (Unified CME) while Cisco Unity Express uses JTAPI to connect to Cisco Unified Communications Manager (Unified CM). For more information on supported hardware platforms and capacity with Cisco Unity Express, refer to the product release note available at http://www.cisco.com/en/US/products/sw/voicesw/ps5520/prod_release_notes_list.html. For details on interoperability of Unified CM and Unified CME, see Interoperability of Unified CM and Unified CM Express, page 8-45. For additional information on supported deployment models with Unified CME, refer to the appropriate Cisco Unified Communications Manager Express design documentation available at http://www.cisco.com.



Deployment Models Cisco Unity Express can be deployed as a single site or distributed voicemail and automated attendant (AA) solution for Cisco Unified Communications Manager (Unified CM) or Unified Communications Manager Express (Unified CME). However, Cisco Unity Express is supported with all of the Cisco Unified CM deployment models, including: •



Single-site deployments



•



Multisite deployments with centralized call processing



•



Multisite deployments with distributed call processing



Figure 23-13 shows a centralized call processing deployment incorporating Cisco Unity Express, and Figure 23-14 shows a distributed call processing deployment. Cisco Unity Express sites controlled by Unified CME, as well as other sites controlled by Unified CM, can be interconnected with each other using H.323 or SIP trunking protocol. Although Cisco Unity Express can integrate with either Unified CM or Unified CME, it cannot integrate with both simultaneously.



Note



Cisco Unity Express supports a centralized deployment model with up to 10 Unified CMEs.
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Figure 23-13



Cisco Unity Express in a Centralized Call Processing Deployment



Cisco Unity Express, SRST, or Unified CME as SRST Centralized Unity server



Cisco Unified CM M M



IP



IP



IP



M



M



VoIP WAN



M



V



V IP



IP



IP



IP



IP



IP



114707



PSTN



Cisco Unity Express, SRST, or Unified CME as SRST



Cisco Unified Communications System 8.x SRND



23-24



OL-21733-01



Chapter 23



Cisco Voice Messaging Messaging and Unified CM Deployment Model Combinations



Figure 23-14



Cisco Unity Express in a Distributed Call Processing Deployment
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The most likely deployment model to use Cisco Unity Express is the multisite WAN model with centralized call processing, where Cisco Unity Express provides distributed voicemail at the smaller remote offices and a central Cisco Unity system provides voicemail to the main campus and larger remote sites. Use Cisco Unity Express as a distributed voicemail solution if any of the following conditions apply to your Unified CM network deployment: •



Survivability of voicemail and AA access must be ensured regardless of WAN availability.



•



Available WAN bandwidth is insufficient to support voicemail calls traversing the WAN to a central voicemail server.



•



There is limited geographic coverage of the AA or branch site PSTN phone numbers published to the local community, and these numbers cannot be dialed to reach a central AA server without incurring toll charges.



•



The likelihood is high that a PSTN call into a branch office will be transferred from the branch AA to a local extension in the same office.



•



Management philosophy allows remote locations to select their own voicemail and AA technology.



The following characteristics and guidelines apply to Cisco Unity Express in either a centralized or distributed Unified CM deployment: •



A single Cisco Unity Express can be integrated with a single Unified CM cluster.



•



Cisco Unity Express integrates with Unified CM using a JTAPI application and Computer Telephony Integration (CTI) Quick Buffer Encoding (QBE) protocol. CTI ports and CTI route points control the Cisco Unity Express voicemail and automated attendant (AA) applications.
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•



Cisco Unity Express provides voicemail functionality to Cisco Unified IP Phones running Skinny Client Control Protocol (SCCP). Cisco Unity Express 2.3 and later releases also provide support for Session Initiation Protocol (SIP) IP phones with Unified CM.



•



The following CTI route points are defined on Unified CM for Cisco Unity Express: – Automated attendant entry point (Cisco Unity Express can contain up to five distinct AAs and



may therefore require up to five different route points.) – Voicemail pilot number – Greeting management system (GMS) pilot number (Optional; if the GMS is not used, then this



route point need not be defined.) •



The following CTI ports are defined on Unified CM for Cisco Unity Express: – 12 or 25-mailbox system (4 ports) – 50-mailbox AIM-CUE system (6 ports) – 250-mailbox NME-CUE system (24 ports)



•



Each Cisco Unity Express site has 250 mailboxes or fewer. For deployments that require more than 250 mailboxes, consider using Cisco Unity or other voicemail solutions.



•



Each Cisco Unity Express mailbox can be associated with a maximum of two different extensions, if needed.



•



The automated attendant function for any office deployed with Cisco Unity Express can be local to the office (using the AA application in Cisco Unity Express) or centralized (using Cisco Unity Express for voicemail only).



•



Cisco Unity Express can be networked with other Cisco Unity Expresses or with Cisco Unity via Voice Profile for Internet Mail (VPIM) version 2. Thus, a Cisco Unity Express subscriber can send, receive, or forward messages to or from another remote Cisco Unity Express or Cisco Unity subscriber.



•



Cisco Unity Express allows you to specify up to three Unified CMs for failover. If IP connectivity to all three Unified CMs is lost, Cisco Unity Express switches to Survivable Remote Site Telephony (SRST) call signaling, thus providing AA call answering service as well as mailbox access to IP phones and PSTN calls coming into the branch office.



•



Cisco Unity Express automated attendant supports dial-by-extension and dial-by-name functions. The dial-by-extension operation enables a caller to transfer a call to any user endpoint in the network. The dial-by-name operation uses the directory database internal to Cisco Unity Express and does not interact with external LDAP or Active Directory databases.



•



Centralized Cisco Unity Express with Unified CM is not supported.



•



Cisco Unity Express is not supported in pure SIP networks that do not have either Cisco Unified CM or Unified CME controlling the SIP phones.



•



Cisco Unity Express can be deployed on a separate Unified CME or SRST router or a separate PSTN gateway.



•



When Cisco Unity Express is deployed on a router separate from Unified CME or SRST, configure the command allow-connections h323 to sip for H.323-to-SIP routing.



Figure 23-15 shows the protocols involved in the call flow between Unified CM and Cisco Unity Express.
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Figure 23-15
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Figure 23-15 illustrates the following signaling and media flows: •



Phones are controlled via SCCP or SIP from Unified CM.



•



Cisco Unity Express is controlled via JTAPI (CTI-QBE) from Unified CM.



•



The Message Waiting Indicator (MWI) on the phone is affected by Cisco Unity Express communicating a change of mailbox content to Unified CM via CTI-QBE, and by Unified CM in turn sending a MWI message to the phone to change the state of the lamp.



•



The voice gateway communicates via H.323, SIP, or MGCP to Unified CM.



•



Real-Time Transport Protocol (RTP) stream flows carry the voice traffic between endpoints.



Figure 23-16 shows the protocols involved in the call flow between the router for SRST or Unified CME in SRST mode and Cisco Unity Express when the WAN link is down.
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Figure 23-16
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Figure 23-16 illustrates the following signaling and media flows:



Note



•



Phones are controlled via SCCP or SIP from the router for SRST or Unified CME in SRST mode.



•



Cisco Unity Express communicates with the SRST router via an internal SIP interface.



•



Although MWI changes are not supported in SRST mode with previous releases of Cisco Unity Express, voice messages can be sent and retrieved as during normal operation, but the MWI lamp state on the phone remains unchanged until the phone registers again with Unified CM. At that time, all MWI lamp states are automatically resynchronized with the current state of the users' Cisco Unity Express voicemail boxes. Cisco Unity Express 3.0 and later releases support MWI for SRST mode.



•



Cisco Unity Express supports SIP Subscriber/Notify and Unsolicited Notify to generate MWI notifications, in both Unified CME and SRST modes.



•



RTP stream flows carry the voice traffic between endpoints.



•



SRST subscribes to Cisco Unity Express for MWI for each of the ephone-dns registered to receive MWI notifications.



Unified CM MWI (JTAPI) is independent of the SIP MWI methods.
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Voicemail Networking This section covers specific considerations for voicemail networking in Cisco Unity Express. Also included is a high-level overview of voicemail networking with the Cisco Unified Messaging Gateway. For information specific to voicemail networking in Cisco Unity and Unity Connection, refer to the Design Guide for Cisco Unity or the Design Guide for Cisco Unity Connection, respectively, available at http://www.cisco.com. Voicemail networking is the ability to allow subscribers (voicemail users) to send, receive, reply to, and forward voicemail messages between systems such as Cisco Unity, Cisco Unity Connection, and Cisco Unity Express using an embedded Simple Mail Transfer Protocol (SMTP) server and a subset of the Voice Profile for Internet Mail (VPIM) version 2 protocol. All three voicemail messaging products support interoperability between one another using VPIM messaging.



Cisco Unity Express Voicemail Networking Cisco Unity Express communicates with Cisco Unity and Cisco Unity Connection by means of VPIM for message routing and SMTP for message delivery. Cisco Unity Express voicemail networking provides the following capabilities: •



Subscribers can receive, send, and forward messages to or from another remote Cisco Unity Express or Cisco Unity for locations configured on the originating system.



•



Subscribers can also reply to a remote message received from a remote system.



•



Subscribers can be recipients of a distribution list or individual message originating from Cisco Unity.



For more information on voicemail networking with a specific product, refer to the corresponding voicemail product documentation available at http://www.cisco.com.



Voicemail Networking with Cisco Unified Messaging Gateway The Cisco Unified Messaging Gateway is Linux-based software running on a Cisco Network Module in Cisco Integrated Services Routers (ISRs). The Unified Messaging Gateway can act as the central hub for Cisco Unity, Cisco Unity Connection, and Cisco Unity Express to network VPIM v2 voicemail systems in a hub-and-spoke or hierarchical structure. This approach dramatically reduces the VPIM connections between voicemail systems and simplifies the configuration effort on each system. Each voicemail system (Cisco Unity, Cisco Unity Connection, Cisco Unity Express, or Avaya Interchange and Message Networking Server) needs to configure only the connection between itself and the Cisco Unified Messaging Gateway. The Unified Messaging Gateway then handles message routing and delivery between the systems. This end-to-end message networking functionality is required by medium to larger distributed enterprises in order to migrate to the Cisco Unified Communications solution. The Cisco Unified Messaging Gateway provides the following benefits: •



It enables intelligent routing for multiple autonomous voicemail networks with VPIM.



•



It provides scalable voicemail networks and interoperability with third-party voicemail systems (such as Avaya Interchange) over VPIM networks.



•



It simplifies voicemail VPIM network additions and expansion.



The Cisco Unified Messaging Gateway running on a Cisco Network Module can support up to 1000 nodes and 50,000 subscribers. The number of subscribers is calculated based on 50 subscribers on any single Cisco Unity Express node that is registered with the Unified Messaging Gateway. The capacity of
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the Unified Messaging Gateway is tied to both the maximum number of nodes supported and the maximum number of subscribers supported, and increasing one quantity will cause a decrease in the other quantity. For example, if the network has Cisco Unity and/or Avaya endpoints with a large number of subscribers, the number of nodes that can register with the Unified Messaging Gateway will be significantly less. Observe the following guidelines when deploying the Cisco Unified Messaging Gateway:



Note



•



Plan in advance for possible upgrades to the network if you anticipate the deployment will exceed the maximum capacity of one network module, because the network module with less capacity cannot be upgraded to the network module with higher capacity.



•



Cisco Unity Express 3.1 and later releases register automatically and exchange directory information with the Cisco Unified Messaging Gateway, whereas Cisco Unity, Cisco Unity Connection, and Avaya Interchange or Message Networking Server must be provisioned manually on the Unified Messaging Gateway.



•



Deploy a pair of Unified Messaging Gateways (primary and backup) for redundancy.



•



Deploy up to 20 Unified Messaging Gateways (10 primary and 10 backup) for large deployments of up to 10,000 nodes.



Voicemail networking with the Cisco Unified Messaging Gateway does not apply to deployments of Cisco Unified Communications 500 Series for Small Businesses because the Cisco Unified Communications 500 Series supports a maximum of only 5 sites in a distributed environment. For information on the Cisco Unified Communications 500 Series for Small Business deployments, refer to the product documentation on http://www.cisco.com. For a complete discussion of VPIM as a distributed messaging solution and for design guidelines on the Cisco Unified Messaging Gateway, refer to the Cisco Unified Messaging Gateway product documentation available on http://www.cisco.com.



Voicemail Interoperability Both Cisco Unity and Cisco Unity Connection offer good scalability options and interoperability support. Many deployments with Cisco Unity (standalone or cluster) can be expanded or migrated to include the following capabilities: •



Cisco Unity interoperability with Cisco Unity Connection



•



Cisco Unity Connection interoperability with Cisco Unity Connection



For more information on these interoperability options, refer to the latest version of the Networking Guide for Cisco Unity Connection, available at http://www.cisco.com/en/US/products/ps6509/prod_maintenance_guides_list.html The following guidelines apply to both types of interoperability mentioned above: •



A Cisco Unity Connection standalone server, cluster, or digital network can interoperate with a Cisco Unity server or digital network.



•



One Cisco Unity Connection digital network can be joined to only one Cisco Unity or Unity Connection digital network.



•



Maximum number of users and/or contacts can be 100,000 only in any interoperate system post that system will only allow to delete and change.
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•



Cisco Unified Communications Manager Business Edition is not supported.



•



Designate one server each from the two Cisco Unity Connection and Cisco Unity digital networks as the bridgehead or site gateway.



•



The Cisco Unity Connection server designated as the site gateway should be version 8.0 or higher.



•



All Cisco Unity Connection servers digitally networked to Cisco Unity must be version 8.0 or higher.



•



The Cisco Unity server designated as the site gateway should be version 8.0 or higher.



Cisco Unity and Cisco Unity Connection Interoperability Cisco Unity and Cisco Unity Connection (digital networks) can join digitally to interoperate, thus enabling users to achieve directory sharing, easy administration, and other features. The following considerations apply to designing a Cisco Unity and Cisco Unity Connection network: •



All node of the Cisco Unity Connection network should be version 8.0 or higher.



•



The Cisco Unity digital network can have servers other than the site gateway on version 5.0 or higher.



•



Interoperability Gateway for Microsoft Exchange should be installed on a Microsoft Exchange server.



•



The Microsoft Exchange server should have 2007 SP1 (64-bit with Hub Transport role) or 2003 (32-bit) along with Microsoft .net Framework 2.0 SP2 or later.



•



There is no support for IBM Domino.



•



The Cisco Unity Connection network can have a maximum of 10 nodes. In a Cisco Unity Connection cluster, only the publisher server is joined to the network, so a cluster counts as a single node toward the limit of 10 in each site.



Cisco Unity Connection and Cisco Unity Connection Interoperability Cisco Unity Connection (digital network, standalone servers, or cluster) can interoperate with another Cisco Unity Connection (digital network), thus enabling users to achieve directory sharing, easy administration, and other features, as well as expanding the total number of nodes (cluster or standalone server) up to 20. Consider the following points when deploying Cisco Unity Connection for interoperability with another Cisco Unity Connection network: •



If any of the Cisco Unity Connection nodes in the digital network system is running Cisco Unity Connection 7.0, then the maximum number of users supported is 50,000.



•



There is no support for IBM Domino.



•



Each Cisco Unity Connection digital network can support a maximum of 10 servers.



Cisco Unity and Unity Connection Virtualization In recent years, Cisco has lead the field in virtualization, which provides benefits such as operational efficiency, disaster recovery and total cost of ownership. The Cisco Unified Computing System (UCS) is a next-generation data center platform that unites computing, networking, storage access, and virtualization into a cohesive system designed to reduce total cost of ownership (TCO) and increase
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business agility. Cisco Unity and Cisco Unity Connection both support virtualization over VMware with the Cisco Unified Computing system. For details, refer to the Design Guide for Cisco Unity Virtualization, available at http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_implementation_design_guid es_list.html



Note



Scalability numbers for both Cisco Unity and Cisco Unity Connection may differ for installations on physical servers. The following basic design considerations apply to Cisco Unity or Cisco Unity Connection virtualization: •



Each virtual machine must have physical CPU cores dedicated to the virtual machine.



•



Each virtual machine must have the Memory Reservation set for the full amount of memory allocated to the virtual machine.



•



Cisco recommends that customers deploying Cisco Unity virtual machines should manage redundancy with the Cisco Unity failover feature.



The following key design considerations apply to Cisco Unity Connection virtualization: •



Supports up to 10,000 users and a maximum of 150 ports



•



Supports up to 20 nodes in a digital network (with two digital network consisting of 10 nodes each)



•



Does not support NIC teaming



•



Only the Cisco Unified Computing System (UCS) platform is supported for virtualization



•



VMware is required for virtualization



•



Servers in an active/active cluster should be on separate blades, preferably on different chassis



For more information on deploying Cisco Unity and Cisco Unity Connection in a virtualized system, see Deploying Unified Communications on Virtualized Servers, page 5-47.
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Best Practices for Voice Messaging This section discusses some general best practices and guidelines that were not mentioned previously yet are important aspects of the products and should be considered in the solution. They are separated into two groupings, Cisco Unity and Cisco Unity Connection in one grouping and Cisco Unity Express in another.



Best Practices for Deploying Cisco Unity and Cisco Unity Connection with Unified CM This section applies to Cisco Unity and Unity Connection. For Cisco Unity Express, see Best Practices for Deploying Cisco Unity Express, page 23-42.



Managing Bandwidth Unified CM provides a variety of features for managing bandwidth. Through the use of regions, locations, and even gatekeepers, Unified CM can ensure that the number of voice calls going over a WAN link does not oversubscribe the existing bandwidth and cause poor voice quality. Cisco Unity and Unity Connection rely on Unified CM to manage bandwidth and to route calls. If you deploy Cisco Unity or Unity Connection in an environment where calls or voice ports might cross WAN links, these calls will be transparent to gatekeeper-based call admission control. This situation occurs any time the Cisco Unity or Unity Connection server is servicing either distributed clients (distributed messaging or distributed call processing) or when Unified CM is remotely located (distributed messaging or centralized call processing). Unified CM provides regions and locations for call admission control. Figure 23-17 uses a small centralized messaging and centralized call processing site to illustrate how regions and locations work together to manage available bandwidth. For a more detailed discussion of regions and locations, refer to the chapter on Call Admission Control, page 9-1.
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Figure 23-17
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In Figure 23-17, regions 1 and 2 are configured to use G.711 for intra-region calls and G.729 for inter-region calls. Locations 1 and 2 are both set to 24 kbps. Location bandwidth is budgeted only in the case of inter-location calls. An intra-region (G.711) call would not be budgeted against the available bandwidth for the location. For example, when extension 100 calls extension 101, this call is not budgeted against the 24 kbps of available bandwidth for Location 1. However, an inter-region call using G.729 is budgeted against both bandwidth allocations of 24 kbps for Location 1 and Location 2. For example, when extension 100 calls extension 200, this call would be connected but any additional (simultaneous) inter-region calls would receive reorder (busy) tone.



Native Transcoding Operation In Cisco Unity and Unity Connection, native transcoding occurs when a call is negotiated between an IP endpoint and the Cisco Unity or Unity Connection server in one codec and is recorded or played out in another codec format. If a call is negotiated in G.729 and the system-wide recording format is done in G.711, then the server has to transcode that call natively. Cisco Unity and Unity Connection native transcoding does not use external hardware transcoders but instead uses the server's main CPU. This is what is meant by native transcoding.
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Cisco Unity Operation By default, Cisco Unity servers support G.711 and G.729 in the telephony integration via Skinny Client Control Protocol (SCCP) and/or SIP. Cisco Unity also has a default system-wide message recording format set to G.711. In order to disable native transcoding, Cisco recommends configuring the system recording format and the SCCP or SIP integration codec advertisement to coincide. For example, if you have a Cisco Unity implementation with Unified CM using SCCP Ports or a SIP trunk, you would configure the ports or trunk to advertise G.711 only by removing G.729 as one of the advertised codecs. Also, by leaving the default system-wide recording format set to G.711, any call that was negotiated with this system would effectively be in G.711 and the recording would also occur in that format, thus removing any need to transcode natively on the messaging server.



Disabling Native Transcoding in Cisco Unity For SCCP integrations only in Cisco Unity, the native transcoding must be disabled (turned off) on the Cisco Unity server via a registry setting in order for Unified CM to assign hardware transcoders to voice port calls. The registry setting is called Audio - Enable G.729a codec support, and the tool for setting it is the Advanced Settings Tool available at http://www.CiscoUnityTools.com. (For information on disabling native transcoding on Cisco Unity when integrated via SIP, refer to the Cisco Unified Communications Manager SIP Trunk Integration Guide for Cisco Unity for your specific release of Cisco Unity, available at http://www.cisco.com.) By default, there is no codec registry key, therefore native transcoding is enabled (on). The Advanced Settings Tool adds a new registry key that enables you to select either one of the two available codecs. Cisco Unity will then "advertise" to Unified CM that it supports only one codec. If a call terminating or originating on the voice ports is using a different codec than the type configured for the Cisco Unity server, Unified CM will assign an external transcoding resource for the call. For detailed information on how to configure transcoding resources on Unified CM, refer to the chapter on Media Resources, page 17-1.



Note



Currently, the Cisco Unity TAPI Service Provider (TSP) for Unified CM supports only G.729 and G.711 mu-law (a-law is not supported) for the Skinny Client Control Protocol (SCCP) voice ports. A software Media Termination Point (MTP), such as Unified CM itself or an Integrated Services Router (ISR), is required for mu-law to a-law conversion. When the Advanced Settings Tool is used to advertise only one codec, the Cisco Unity server system prompts must be the same as the codec used. By default, the system prompts are G.711. If the codec is set to G.711, the system prompts will work correctly. However, if G.729 is selected, you will have to change the system prompts. Refer to the Cisco Unity System Administration Guide on http://www.cisco.com for details on how to change the system prompts. If the system prompts are not the same as the codec selected by the registry, then the end users will hear unintelligible system prompts.



Cisco Unity Connection Operation Cisco Unity Connection handles transcoding operations differently than Cisco Unity. In Cisco Unity Connection, a call in any codec format supported by Cisco Unity Connection SCCP or SIP signaling (G.711 mu-law, G.711 a-law, G.729, iLBC, and G.722) will always be transcoded to Linear PCM. From Linear PCM, the recording is encoded in the system-level recording format (Linear PCM, G.711 mu-law/a-law, G.729a, or G.726), which is set system-wide in the general configuration settings (G.711 mu-law is the default). As such the overall impact of transcoding in Cisco Unity Connection is quite
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different from Cisco Unity. In the rest of this chapter, we refer to the codec negotiated between the calling device and Unity Connection as the "line codec," and we refer to the codec set in the system-level recording format as the "recording codec." Because transcoding is inherent in every connection, there is little difference in system impact when the line codec differs from the recording codec. The exception to this is when using iLBC or G.722. G.722 and iLBC require more computation to transcode, therefore they have a higher system impact. G.722 and iLBC use approximately twice the amount of resources as G.711 mu-law. The subsequent impact this has is that a system can support only half as many G.722 or iLBC connections as it can G.711 mu-law connections. As a general rule, Cisco recommends leaving the default codec as G.711. If the configuration is constrained by disk space, then a lower bit rate codec such as G.729a or G.726 can be configured as the recording format; however, keep in mind that the audio quality will not have the fidelity of G.711 audio. Also, if G.722 is used by devices on the line, then linear pulse code modulation (PCM) is an option to improve the audio quality of the recording. This will, however, increase the disk usage and impact disk space. There are also a few reasons to change the recording codec or to choose to advertise only specific line codecs. Consider the following factors when deciding on the system-level recording format and the advertised codecs on the SCCP or SIP integration: •



Which codecs will be negotiated between the majority of the endpoints and Cisco Unity Connection? This will help you decide on which codecs need to be advertised by Cisco Unity Connection and which do not. You can then decide on when you need Unified CM to provide hardware transcoding resources in lieu of doing computationally significant native transcoding in Cisco Unity Connection, such as when requiring a large number of clients connected to Cisco Unity Connection using G.722 or iLBC.



•



Which types of graphical user interface (GUI) clients (web browsers, email clients, media players, and so forth) will be fetching the recordings, and which codecs do the GUI clients support?



•



What quality of the sound is produced by the selected codec? Some codecs are higher quality than others. For example, G.711 has a higher quality than G.729a, and it is a better choice if higher audio quality is necessary.



•



How much disk space does the codec use per second of recording time?



Table 23-5 summarizes the characteristics of the codec formats supported by Cisco Unity Connection. Table 23-5



Codec Characteristics



Recording Format (Codec)



Audio Quality



Supportability



Disk Space (Bandwidth)



Linear PCM



Highest



Widely supported



16 kbps



G.711 mu-law and a-law



Moderate



Widely supported



8 kbps



G.729a



Lowest



Poorly supported



1 kbps



G.726



Moderate



Moderately supported



3 kbps



GSM 6.10



Moderate



Moderately supported



1.6 kbps



To change how Cisco Unity Connection advertises the codecs that it supports on the SIP or SCCP ports, the configuration is done differently than for Cisco Unity. Refer to the System Administration Guide for Cisco Unity Connection for details on changing the codec advertised by Cisco Unity Connection. The choices for advertised codecs are G.711 mu-law, G.711 a-law, G.729, iLBC and G.722. There is also a
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list of preferences according to how they are ordered in the list (top-down). For SCCP integrations, the order of the codecs has no bearing because codecs are advertised and Unified CM negotiates the codec based on the location of the port and device in the negotiated call. For SIP integrations, however, the order list is significant. If the codec is preferred, then Cisco Unity Connection will advertise that it supports both protocols but will prefer to use the one specified over the other. For information on how to change the system-level recording format in Cisco Unity Connection Administration, refer to the System Administration Guide for Cisco Unity Connection.



Integration with Unified CM Cisco Unified CM can integrate with both Cisco Unity and Unity Connection via SCCP or SIP. This section discusses some specifics of that integration regarding phones, SIP trunks, and voice ports.



Telephony Integrations Cisco Unity supports multiple separate telephony integrations, which allow users to be associated with a particular telephony integration. The message waiting indication (MWI) ports are also associated with a particular integration; thus, MWI requests are made through the ports that are associated with that specific integration. In Cisco Unity Connection this functionality is similar. Users are associated to a phone system that contains one or more port groups. The port groups are associated with MWI ports; thus, the MWI requests are made through the ports associated to that specific port group. Cisco Unity telephony integrations are configured with the Cisco Unity Telephony Integration Manager (UTIM), while Cisco Unity Connection phone systems and port groups are configured with the System Administrator. Cisco Unity and Unity Connection now support an unlimited number of telephony integrations and are limited only by the number of ports per system. These features function the same way for both SCCP and SIP integrations. For details, refer to the appropriate Cisco Unity or Cisco Unity Connection administration guides available at http://www.cisco.com. In addition to the option of adding multiple clusters by adding additional integrations for each new Unified CM cluster in Cisco Unity, Unified CM supports Annex M.1, Message Tunneling for QSIG, which gives administrators the ability to enable QSIG on intercluster trunks (ICTs) between Unified CM clusters. When QSIG is enabled on ICTs, Cisco Unity needs to integrate with only one Unified CM cluster and designate ports only in this one cluster for turning MWIs on and off, even when supporting multiple clusters. The Annex M.1 feature in Unified CM allows for propagation of the MWI requests across the ICTs to the proper Unified CM cluster and phone within that cluster. All calls originating in other clusters can be forwarded to the Cisco Unity server integrated to that one cluster. There is no need to designate MWI ports on the other clusters when Annex M.1 is enabled on the ICT. For more information on Annex M.1, refer to the protocol descriptions in the Cisco Unified Communications Manager System Guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html



Enhanced Message Waiting Indicator (eMWI) Enhanced Message Waiting Indicator (eMWI) is an enhancement to traditional MWI, and it provides a visual indication of the number of voice messages. Traditional MWI works in a binary format by either enabling or disabling the message lamp on the phone whenever a new voice message arrives in or is deleted from a user's voicemail box. EMWI works with both Cisco Unity and Cisco Unity Connection and is supported on the Cisco Unified IP Phones 8900 and 9900 Series SIP phones.
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eMWI is a visual indication of unplayed messages in the user’s voicemail box, with a colored indication depicting the status of the message. An unplayed message displays a red indication on the screen of the phone. eMWI is supported on Unified CM for both Cisco Unity and Cisco Unity Connection through SIP and SCCP integrations. eMWI does not function when the system is running in SRST or SRSV mode. In an integration with Cisco Unity Connection, only the messages stored on the Cisco Unity Connection servers will be indicated with eMWI, and any messages stored on an external IMAP server will not be indicated. eMWI works in distributed call processing environments with Unified CM. In a system with distributed call processing and centralized voice messaging integration, where one cluster provides the connectivity to the voice messaging server through an intercluster trunk (H.323 or SIP), eMWI updates over the intercluster trunk are supported and are displayed on the end device. (See Figure 23-18.)



eMWI also works in a distributed call processing environment with centralized messaging over an intercluster trunk (H.323 or SIP).
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Figure 23-18



Figure 23-19 illustrates eMWI over an intercluster trunk (H.323 or SIP) in a distributed call processing environment with centralized voice messaging. Figure 23-19
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As shown in Figure 23-19, Cluster 2 and its voice messaging solution support eMWI, but Cluster 1 does not. If an eMWI update with a voice message count is sent from the voice messaging solution intended for the Cluster 2 phone, Cluster 1 will forward only a standard MWI to Cluster 2 without the voice message count.
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The following guidelines apply to eMWI: •



All clusters should support eMWI. If an intermediate cluster does not support eMWI, then the terminating cluster will receive a standard MWI only without voicemail counts.



•



Standard MWI does not generate much traffic because it sends only a change of lamp state (ON or OFF). However, enabling eMWI can increase the amount of traffic because it also sends message counts from the messaging system. The amount of traffic depends on the number of messages and change notifications.



Voice Port Integration with a Unified CM Cluster When deploying Cisco Unity in a single-site messaging environment, integration with the Unified CM cluster occurs through the SCCP voice ports or SIP trunks. Design considerations must include proper deployment of the voice ports among the Unified CM subscribers so that, in the event of a subscriber failure (Unified CM failover), users and outside calls can continue to access voice messaging. (See Figure 23-20.) Figure 23-20
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The Unified CM cluster in Figure 23-20 employs 1:1 server redundancy and 50/50 load balancing. During normal operations, each subscriber server is active and handles up to 50% of the total server call processing load. In the event of a subscriber server failure, the remaining subscriber server takes up the load of the failed server. This configuration uses two groups of voicemail ports, with each group containing one-half of the total number of licensed voice ports. One group is configured so that its primary server is Sub1 and its secondary (backup) server is Sub2. The second group is configured so that Sub2 is the primary server and Sub1 is the backup.
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Make sure that MWI-only ports or any other special ports are equally distributed between the two groups. During the configuration of the voice ports, pay special attention to the naming convention. When configuring the two groups of ports in the Cisco Unity Telephony Integration Manager (UTIM) utility, make sure that the device name prefix is unique for each group and that you use the same device name when configuring the voicemail ports in Unified CM Administration. The device name prefix is unique for each group of ports in this example, with group Sub1 using CiscoUM1 as the device name prefix and Sub2 using CiscoUM2 in this example. For additional design information on the ratio of inbound to outbound voicemail ports (for MWI, message notification, and TRaP), refer to the Cisco Unity System Administration Guide available at http://www.cisco.com.



Note



The device name prefix is unique for each group of ports and must match the same naming convention for the voicemail ports configured in Unified CM Administration. In Unified CM Administration, half of the ports in this example are configured to register using the unique device name prefix of CiscoUM1, and the other half are configured to register using the unique device prefix CiscoUM2. (See Table 23-6.) When the ports register with Unified CM, half will be registered with subscriber server Sub1, and the other half will be registered with Sub2, as shown in Table 23-6.



Table 23-6



Voicemail Port Configuration in Unified CM Administration



Device Name



Description



Device Pool



SCCP Security Profile



Status



IP Address



CiscoUM1-VI1



Unity1



Default



Standard Profile



Registered with sub1



1.1.2.9



CiscoUM1-VI2



Unity1



Default



Standard Profile



Registered with sub1



1.1.2.9



CiscoUM1-VI3



Unity1



Default



Standard Profile



Registered with sub1



1.1.2.9



CiscoUM1-VI4



Unity1



Default



Standard Profile



Registered with sub1



1.1.2.9



CiscoUM2-VI1



Unity1



Default



Standard Profile



Registered with sub2



1.1.2.9



CiscoUM2-VI2



Unity1



Default



Standard Profile



Registered with sub2



1.1.2.9



CiscoUM2-VI3



Unity1



Default



Standard Profile



Registered with sub2



1.1.2.9



CiscoUM2-VI4



Unity1



Default



Standard Profile



Registered with sub2



1.1.2.9



Note



The naming convention used for the voicemail ports in Unified CM Administration must match the device name prefix used in Cisco UTIM, otherwise the ports will fail to register.
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Voice Port Integration with Dedicated Unified CM Backup Servers This Unified CM cluster configuration allows each subscriber server to operate at a call processing load higher than 50%. Each primary subscriber server has either a dedicated or shared backup server. (See Figure 23-21.) During normal operation, the backup server processes no calls; but in the event of failure or maintenance of a Subscriber server, the backup server will then take the full load of that server. Figure 23-21
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Configuration of the voicemail ports in this case is similar to the 50/50 load-balanced cluster. However, instead of configuring the voice ports to use the opposite subscriber server as the secondary server, the individual shared or dedicated backup server is used. In the Unified CM cluster with a shared backup server, both of the secondary ports for the subscriber servers are configured to use the single backup server. The voice port names (device name prefix) must be unique for each Cisco UTIM group and must be the same as the device names used on the Unified CM server. To configure the voicemail ports on Cisco Unity, use the UTIM tool. For Cisco Unity Connection, use the Telephony Integration section of the Unity Connection Administration console. For details, refer to the Cisco Unity or Cisco Unity Connection administration guides available at http://www.cisco.com.
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Best Practices for Deploying Cisco Unity Express When deploying Cisco Unity Express, use the following guidelines and best practices: •



Ensure that the IP phones having Cisco Unity Express as their voicemail destination are located on the same LAN segment as the router hosting Cisco Unity Express.



•



If uninterrupted automated attendant (AA) and voicemail access is required for a site deployed with Cisco Unity Express, ensure that Cisco Unity Express, SRST, and the PSTN voice gateway are all located at the same physical site. Hot Standby Router Protocol (HSRP) or other redundant router configurations are not currently supported with Cisco Unity Express.



•



Each mailbox can be associated with a primary extension number and a primary E.164 number. Typically, this number is the direct-inward-dial (DID) number that PSTN callers use. If the primary E.164 number is configured to any other number, use Cisco IOS translation patterns to match either the primary extension number or primary E.164 number so that the correct mailbox can be reached during SRST mode.



Voicemail Integration with Unified CM •



Each Cisco Unity Express site must be associated with a CTI route point for voicemail and one for AA (if licensed and purchased), and you must configure the same number of CTI route points as Cisco Unity Express ports licensed. Ensure that the number of sites with Cisco Unity Express does not exceed the CTI scalability guidelines presented in the chapter on Call Processing, page 8-1.



•



Cisco Unity Express is associated with a JTAPI user on Unified CM. Although a single JTAPI user can be associated with multiple instances of Cisco Unity Express in a system, Cisco recommends associating each dedicated JTAPI user in Unified CM with a single Cisco Unity Express.



•



If Unified CM is upgraded from a previous version, the password of the JTAPI user automatically gets reset on Unified CM. Therefore, after the upgrade, the administrator must make sure that the JTAPI password is synchronized between Cisco Unity Express and Unified CM so that Cisco Unity Express can register with Unified CM.



•



The CTI ports and CTI route points can be defined in specific locations. Cisco recommends using locations-based call admission control between Unified CM and Cisco Unity Express. RSVP may also be used.



•



Ensure proper Quality of Service (QoS) and bandwidth for signaling traffic that traverses the WAN between Cisco Unity Express and Unified CM. Provision 20 kbps of bandwidth for CTI-QBE signaling for each Cisco Unity Express site. See the chapter on Network Infrastructure, page 3-1, for more details.



•



The CTI-QBE signaling packets from Unified CM to Cisco Unity Express are marked with a DSCP value of AF31 (0x68). Unified CM uses TCP port 2748 for CTI-QBE signaling.



•



The Unified CM JTAPI library sets the proper IP Precedence bits in all outgoing QBE signaling packets. As a result, all signaling between Cisco Unity Express and Unified CM will have the proper QoS bits set.
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Cisco Unity Express Codec and DTMF Support Calls into Cisco Unity Express use G.711 only. Cisco recommends using a local transcoder to convert the G.729 calls traversing the WAN into G.711 calls. You can configure Unified CM regions with the G.711 voice codec for intra-region calls and the G.729 voice codec for inter-region calls. If transcoding facilities are not available at the Cisco Unity Express site, provision enough bandwidth for the required number of G.711 voicemail calls over the WAN. Configure the Unified CM regions with the G.711 voice codec for calls between the IP phones and Cisco Unity Express devices (CTI ports and CTI route points). Cisco Unity Express does not support in-band DTMF tones; it supports only DTMF relay. With Cisco Unity Express, DTMF is carried out-of-band via either the SIP or JTAPI call control channels. Cisco Unity Express 2.3 supports G.711 SIP calls with RFC 2833 into Cisco Unity Express.



JTAPI, SIP Trunk and SIP Phone Support Cisco Unified CM supports SIP trunking protocol; however, Cisco Unity Express uses JTAPI to communicate with Unified CM. Cisco Unity Express supports both SCCP and SIP phones.



Note



•



Configure a SIP trunk for SRST and Unified CM for support of SIP phones (through JTAPI).



•



Cisco Unity Express supports G.729 SIP calls via a transcoder, with the ability added in Cisco IOS Release 12.3(11)XW for RFC 2833 to pass through a transcoder.



•



Cisco Unity Express supports delayed media (no SDP in the INVITE message) for call setup in case of a slow-start call from Unified CM.



•



Cisco Unity Express supports both blind and consultative transfer, but the default transfer mode is consultative transfer (semi-attended) using REFER in SIP calls. Use the Cisco Unity Express command line interface to explicitly change the transfer mode to consultative transfer using REFER or blind transfer using BYE/ALSO. If REFER is not supported by the remote end, BYE/ALSO will be used.



•



Cisco Unity Express supports outcall for voice message notifications. It also supports consultative transfers. During both of these call setups, Cisco Unity Express can receive 3xx responses to the INVITE. Cisco Unity Express processes only 301 (Moved Permanently) and 302 (Moved Temporarily) responses to the INVITE. This requires the URL from the Contact header from the 3xx response to be used to send a new INVITE. 305 (Use Proxy) responses are not supported.



For compatibility between Cisco Unified CM and Cisco Unity Express, refer to the Cisco Unity Express Compatibility Matrix, available at http://www.cisco.com/en/US/docs/voice_ip_comm/unity_exp/compatibility/cuecomp.htm. For more information about Cisco Unity Express, refer to the product documentation available at http://www.cisco.com.
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Third-Party Voicemail Design This section discusses various options for deploying third-party voicemail systems with Cisco Unified Communications, and it covers both integration and messaging.



Note



This section does not discuss how to size a third-party voicemail system for ports and/or storage. For this type of information, contact your voicemail vendor, who should be better able to discuss the individual requirements of their own system, based upon specific traffic patterns. Integration



Integration is defined as the physical connection between a voicemail system and its associated PBX or call processing agent, and it also provides for the feature set between the two. There are many voicemail vendors, and it is not uncommon for customers to want to continue to use an existing voicemail system when deploying Cisco Unified CM. With this requirement in mind, Cisco provides support for the industry standard voicemail protocol known as Simplified Message Desk Interface (SMDI). SMDI is a serial protocol that provides all the necessary call information required for a voicemail system to answer calls appropriately and is probably the most common method deployed for voicemail integration between dissimilar systems from various vendors.



Note



Cisco does not test or certify any third-party voicemail systems. Within the industry, it is generally considered to be the responsibility of the voicemail vendor to test and/or certify their products with various PBX systems. Cisco does, of course, test its interfaces to such equipment and will support these interfaces regardless of which third-party voicemail system is connected. An alternative to SMDI for voicemail integration is QSIG, which also allows a third-party PBX to connect to Unified CM through a Primary Rate Interface (PRI) T1/E1 trunk. Each method has its own advantages and disadvantages, and the method you employ will largely depend on how your voicemail system is integrated to your current PBX. There are other methods for connecting voicemail systems to Unified CM (such as PRI ISDN trunks in conjunction with SMDI), but these methods are uncommon. Today there are other potential methods of voicemail integration, such as H.323 or SIP. However, due to the varying methods of vendor implementation, features supported, and other factors, these third-party voicemail integrations will have to be evaluated on a per-customer basis. Customers are advised to contact their Cisco Account Team and/or Cisco Partner to discuss these options further. Messaging



Messaging is defined as the exchange of messages between voicemail systems, and there are several open standards for this purpose. The most common protocol deployed to allow messaging between dissimilar systems is Voice Profile for Internet Mail (VPIM). VPIM has seen several updates to its specification, and although Version 2 is not the latest, it still appears to be the most widely adopted. The messaging protocol prior to VPIM is Audio Messaging Interchange Specification - Analog (AMIS-A), and it is fairly rare in its adoption due mainly to its cumbersome user interface as well as the analog technology it employs and its lack of features.
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Cisco offers a wide range of collaboration technologies that have the ultimate goal of allowing users to work in virtual collaborative environments that result in faster, more efficient decision-making processes and increased productivity. There are many technologies that fall under the large collaboration umbrella, but this chapter focuses on design guidance surrounding the Cisco offerings that allow for simultaneous communications through audio, video, and rich content sharing capabilities. This chapter also explores the differences in the various solutions and provides suggestions on when one solution may be a better fit than another. Certain aspects are common to all the Cisco collaborative conferencing solutions. For instance, the capability to integrate with scheduling or calendaring systems so that the creation of a meeting is familiar and intuitive to users. Ties into LDAP directories for inviting attendees in the organization and a consistent authentication method are also critical. Users have the ability to host and attend virtual meetings, whether in the office or outside of the enterprise, to ensure continued productivity for users even when they are traveling outside the organization. The Cisco collaborative conferencing solutions discussed in this chapter are available as on-premises, off-premises, or mixed deployments. This allows an organization to integrate with a Unified Communications solution in which they have already invested or, alternatively, to implement a service that is hosted “in the cloud.” This is one of the more important distinctions between the various solutions, and it is the first decision point when determining which solution is the best fit for an organization. This chapter contains sections on the following topics: •



Cisco WebEx Software as a Service (SaaS)



•



Cisco Unified MeetingPlace



•



Cisco Unified Videoconferencing



Each section defines the high-level architecture of the solution, followed by design guidance for high availability, capacity planning and other design considerations pertinent to the solution. For more detail on the various Cisco collaborative client offerings and how they fit into collaborative conferencing solutions, see the chapter on Cisco Collaboration Clients and Applications, page 26-1.



What's New in This Chapter This chapter combines information from several chapters in previous versions of this document, and it incorporates new material to bring together design discussions surrounding Cisco's collaborative conferencing offerings.
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Collaborative Conferencing Architecture At a high level, collaborative conferencing involves receiving audio, video, and content from some or all of the attendees in a meeting, mixing those streams, and then sending the mixed audio, video, and content back to the attendees. Figure 24-1 illustrates a logical conference involving both internal and external participants, mobile and remote workers, or even attendees from other organizations. Figure 24-1



Logical View of Collaborative Conferencing



Audio Video



IP



253831



Content Sharing



These three aspects of a collaborative conference – audio, video and content sharing – are not exclusive. Cisco collaborative conferencing solutions integrate the three to create an enhanced user experience. Features such as the ability to determine active speakers, muting users from the content share interface, or choosing the video layout displayed in the content share, all imply that these three elements are integrated by the solution. All the collaborative conferencing solutions discussed in this chapter use the Cisco WebEx interface for content sharing. This provides a very consistent user experience across all the solutions. When considering which solution is best for a given organization, many factors should be evaluated. Characteristics of an organization's users (number of remote workers, access capabilities, and video usage) as well as the range of available endpoints and their capabilities are important to consider. Video requirements such as high definition or interworking with an existing video infrastructure can also dictate a solution. The nature of the meetings themselves (for example, training scenarios, collaborative meetings, or how many meeting participants are external to the organization) is a critical characteristic to identify. Of course, initial cost, maintenance costs, and return on investment (ROI) all play a role as well. One of the first delineations between the solutions is whether the resources performing each type of conferencing (or mixing) are located on-premises or off-premises. Access to cloud services, the size of the mobile workforce, and support staff levels are all considerations. Cisco WebEx software as a service (SaaS) offers a completely off-premises solution with an option to extend the cloud on-premises, while



Cisco Unified Communications System 8.x SRND



24-2



OL-21733-01



Chapter 24



Cisco Collaborative Conferencing Cisco WebEx Software as a Service



Cisco Unified MeetingPlace and Cisco Unified Videoconferencing are a hybrids (mix of on-premises and off-premises) with the option to pull the majority of resources on-premises. Organizations that have deployed Cisco Unified Communications will benefit most from leveraging an on-premises solution. The later sections in this chapter provide more detailed deployment options for each solution. This document describes two approaches to providing a high-performance collaboration solution. The two solutions can be broadly categorized as either: •



Cloud-based (SaaS) service with on-premises acceleration



•



On-premises solution with cloud-based augmentation



Table 24-1 summarizes available solutions from an on-premises cloud perspective. Table 24-1



On-Premises, Cloud, and Hybrid Capabilities of Cisco Collaborative Solutions



Audio Solution



On-premises



Video Cloud



Content Sharing



On-premises



Cloud 1



On-premises



Cloud



No



Yes



Cisco WebEx SaaS



No



Yes



No



Yes



Cisco WebEx Saas with Cisco WebEx Node for ASR



No



Yes



No



Yes1



Yes2



No



Cisco Unified MeetingPlace3



Yes



No



Yes



No



No



Yes 2



Cisco Unified MeetingPlace with Cisco WebEx Node for Cisco MCS3



Yes



No



Yes



No



Yes



Cisco Unified MeetingPlace (audio/video only deployment)



Yes



No



Yes



No



No



No



Cisco Unified Videoconferencing with Cisco WebEx SaaS3



Yes



No



Yes



No



No



Yes



Cisco Unified Yes Videoconferencing (audio/video only deployment)



No



Yes



No



No



No



No



1. Cisco WebEx webcam video. 2. Cisco WebEx Node for ASR and MCS requires a connection to the Cisco WebEx network. 3. Cisco Unified MeetingPlace and Unified Videoconferencing solutions may alternatively use the WebEx webcam video streaming capabilities of the cloud. However, Cisco does not recommend using both because there is no interoperability.



Cisco WebEx Software as a Service Cisco WebEx is a collaboration solution that does not require any hardware to be deployed on-site. All services (audio, video, and content sharing) are hosted in the Internet or the cloud. This is often referred to as software-as-a-service (SaaS). Meetings can be initiated and attended from anywhere, anytime, and do not require connectivity back into the enterprise. This section describes solution characteristics and provides design guidance for deploying WebEx SaaS. With respect to scheduling and initiating meetings, WebEx provides cloud-based web scheduling capability, but most organizations prefer to schedule from their corporate email system (Exchange, Lotus Notes, and so forth) or other enterprise applications. The WebEx Productivity Tools is a bundle of integrations with well known desktop tools incorporated into a single application. A WebEx administrator can control the specific integrations that are provided through the tool to their
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organization's user population. It can be installed automatically when accessing the WebEx sitename, or it can be pushed out locally using standard desktop management tools. For more information on WebEx Productivity Tool, refer to the WebEx Productivity Tools FAQs, available at https://vnc.WebEx.com/docs/T26L/pt/mc0800l/en_US/support/productivitytools_faq.htm There are three methods of creating WebEx user profiles for an organization in the cloud. Security considerations for the actual usernames and passwords, as well as for handling a large number of user accounts, should be considered. A WebEx administrator can create user profiles manually by bulk import of a CSV template or by a programmatic approach. A programmatic approach uses one or a combination of the WebEx APIs, URL, and XML, or a Federated SSO solution. The programmatic approach can be used by a customer portal, which is an application such as a CRM tool or a Learning Management System that integrates directly into WebEx. For more information regarding WebEx directory integration and authentication, refer to the WebEx Approaches to Single Sign-On Developer Technical Note, available at http://developer.WebEx.com/c/document_library/get_file?folderId=11421&name=DLFE-213.pdf For integrating directly with an organization's LDAP directory, Federated SSO with Security Assertion Markup Language (SAML) is the preferred approach. For more information regarding Federated SSO, refer to the WebEx Federated SSO Authentication Service Technical Overview, available at http://developer.WebEx.com/c/document_library/get_file?folderId=11421&name=DLFE-201.pdf



Architecture An organization's IT department needs to understand the architecture of the Cisco Collaboration cloud-based solution. In the traditional WebEx deployment model shown in Figure 24-2, all the content, voice, and video traffic from every client traverses the internet and is mixed and managed in the cloud at the WebEx data center. The WebEx data center is logically divided into the Meeting Zone and the Web Zone. The Web Zone is responsible for things that happen before and after a web meeting. It incorporates tasks such as scheduling, user management, billing, reporting, and streaming recordings. The Meeting Zone is responsible for switching the actual meeting once it is in progress between the endpoints.
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Figure 24-2



Traditional WebEx Deployment
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The Meeting Zone consists of two subsystems. Within the Meeting Zone there are collaboration bridges that switch meeting content. The multimedia platform is responsible for mixing all of the VoIP and video streams within a meeting. To join a WebEx session, an attendee first connects to the Web Zone. The Web Zone traffic flows only before or after the meeting, is relatively low bandwidth, and is mainly non-real time. The real-time meeting content share flows to and from the Meeting Zone and can be bandwidth intensive. Its real-time nature can place a heavy burden on enterprise access infrastructure. For further details regarding network traffic planning, see Capacity Planning, page 24-8. By default, all WebEx meeting data is encrypted using 128-bit SSL encryption between the client and Cisco's Collaboration Cloud. SSL accelerators within the cloud decrypt the content sharing information and send it to a WebEx conference bridge that processes the content and sends it back through an SSL accelerator, where it is re-encrypted and sent back to the attendees. All Web Zone and Meeting Zone traffic is encrypted using 128-bit SSL where SSL accelerators are used to off-load the SSL function from the Web and Meeting Zone servers. After the meeting ends, no session data is retained in the WebEx cloud or an attendee's computer. Only two types of data are retained on a long-term basis: billing and reporting information and optionally network based recordings, both of which are accessible only to authorized enterprise users. Some limited caching of meeting data is carried out within the Meeting Zone, and this is done to ensure that users with connectivity issues or who may be joining the meeting after the start time receive a current fully synchronized version of the meeting content.
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Independent third parties are used to conduct external audits covering both commercial and governmental security requirements, to ensure the WebEx cloud maintains its adherence to documented security best practices. WebEx performs an annual SAS-70 Type II audit in accordance with standards established by the AICPA, conducted by Pricewaterhouse Cooper. The controls audited against WebEx are based on ISO-17799 standards. This highly respected and recognized audit validates that WebEx services have been audited in-depth against control objectives and control activities (that often include controls over information technology and security related processes) with respect to handling and processing customer data. For customers that require enhanced security, there is also an option to perform end-to-end 256 bit AES encryption for collaboration bridge and multimedia content so that traffic is never decrypted in the cloud. In addition, PKI identity validation support is optionally available to further enhance the end-to-end AES encryption. End-to-end encryption results in some lost features such as NBRs. For more information on enhanced WebEx security options, refer to the Security Overview of Cisco WebEx Solutions available at http://static.WebEx.com/fileadmin/WebEx09/files_en_us/pdf/whitepapers/cwe_securityoverview.p df



Note



Enhanced WebEx security options are available only for Meeting Center meetings. The WebEx security options come at no additional cost. Starting with Cisco WebEx release WBS27, an organization can optionally accelerate WebEx meeting traffic using the WebEx Node for Aggregation Services Router (ASR) 1000 Series. Using a WebEx Node for ASR (a blade installed in the router), key components from the cloud can be extended onto a platform that resides on-premises within the enterprise, as shown in Figure 24-3. This moves an instance of the collaboration bridge and the multimedia platform onto the ASR, which provides performance and bandwidth improvements over a pure cloud-based solution. This is a fully cascaded solution that allows attendees within the enterprise to connect to the Node and external attendees to connect to the cloud. Failover and overflow from the Node(s) to the cloud are fully supported and transparent in operation. The WebEx Node's operation is unapparent to both the user and the WebEx site administrator.
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Figure 24-3



WebEx Deployment with WebEx Node for ASR
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Enterprise Network



When an attendee joins a WebEx meeting, the Web Zone in the WebEx cloud serves the client entry page and tells the WebEx client where to connect. The clients always get passed the list of cloud-based Meeting Zones available for the meeting, represented as URLs. If WebEx Nodes for ASR have been provisioned for the organization's WebEx site, the node hostnames are also included in the list of Meeting Zones. The clients then ping all of the cloud and on-premises resources to determine which Meeting Zone instance is closest in terms of latency. Because the on-premises nodes are available through the corporate network, they should respond first, and the on-premises client connect to these resources. Clients also connect to the node using 128 bit SSL encryption. The nodes provide support for Meeting Center, Event Center, Training Center, and Support Center.



Note



When deployed in multimedia mode, the WebEx Node for ASR is capable of mixing VoIP (from the WebEx client itself) and webcam video. Mixed Mode Audio involves PSTN callers and is always mixed in the cloud. Comparing Figure 24-3 with the traditional WebEx deployment model depicted in Figure 24-2 indicates that session initiation still takes place in the Web Zone within the cloud, but the enterprise WebEx clients are using a conference bridge or multimedia platform in the WebEx Node in an ASR on the enterprise network, which saves internet bandwidth and improves performance. The WebEx Node for ASR cascades control traffic and meeting content or VoIP and video content back to the cloud over an SSL
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tunnel. This allows external participants to access the meeting and to support network based recording (NBR). The SSL tunnel is built when the WebEx node is started and all the connections are made outbound from the enterprise to the WebEx cloud.



Note



A WebEx Node for ASR can be configured to act as either a content bridge or a multimedia node, but it does not support both functions simultaneously. To support both data and multimedia acceleration, a minimum of two WebEx Node blades are required. These can be deployed in the same ASR chassis or different chassis. There is no limit on the number of Nodes that may be deployed within an enterprise network. For further details regarding network traffic optimization using WebEx Node for ASR, see Capacity Planning, page 24-8. There is also the potential to deploy the WebEx Node for ASR in a multi-tenant capacity, in which two businesses working closely together with staff working on each other's premises could have the other's WebEx site defined on their ASR Nodes. This means that, when staff for Enterprise B access their company's WebEx site through Enterprise A, they can use the local ASR Node to accelerate their meeting while saving bandwidth for Enterprise A. This feature can also benefit organizations that have multiple WebEx sites.



High Availability The WebEx cloud itself has a very high level of redundancy and is managed by Cisco. With respect to a WebEx Node for ASR, if a Node fails or becomes congested, then user meetings re-connect to the cloud. When clients ping the Meeting Zone URLs, they do not get a response back from the ASR node, therefore they connect to another Meeting Zone. If there are active meetings on a node and the node goes offline, there is a copy of the content cached in the cloud even if all attendees are internal. The WebEx clients reconnect to an alternate Meeting Zone, and the meeting continues with no intervention by the users.



Capacity Planning For a given customer, the actual number of concurrent meetings is essentially unlimited. Different WebEx conferencing types have different capacities with respect to number of attendees. For a detailed product comparison table, refer to the Cisco WebEx Web Conferencing Product Comparison, available at http://www.cisco.com/en/US/prod/ps10352/product_comparison.html The capacity of the WebEx Node for ASR depends on the function for which it is implemented. When deployed as a collaboration bridge (web conferencing), the Node supports up to 500 attendees. If a node reaches its maximum attendee limit, a WebEx client either uses an alternative on-premises node or overflows directly to the cloud. There is no limit to the number of ASR nodes deployed, and web conferencing can be cascaded across multiple nodes for redundancy and capacity. The sizing for the WebEx Node for ASR when used to switch VoIP and video locally is slightly more complex because there are different video and VoIP traffic types that impact the performance of the node to a lesser or greater extent. To help with sizing the node for multimedia conferencing, there is a points system that starts with 11,600 points, and points are decremented from this total according to the type and number of streams that flow through the node. Table 24-2 lists the different types of VoIP and video, and the points they consume. As is the case with the web conferencing version of the node, if a
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multimedia node runs out of capacity, a WebEx client simply connects to another available ASR node or to the cloud. This alleviates capacity concerns during unexpected random busy periods that over-utilize a given node's capacity. Table 24-2



WebEx Node for ASR Points Consumed Per Video or VoIP Type



Integrated VoIP or Video Type



Points per Use



Maximum Capacity If Using a Single Service



Single-point video



8



1,450



Multi-point video



19



611



Legacy VoIP



8



1,450



Mixed-mode audio



18



644



Audio broadcast



6



1,933



Note



Legacy VoIP is the use of the VoIP capabilities embedded in the WebEx client. Mixed-mode audio is more typical and involves PSTN callers.



Note



Multi-point video points are deducted per attendee watching the video panel during a meeting. A maximum of 6 webcam video sessions can be displayed per WebEx client, but each attendee has control over which are shown. Table 24-2 provides conservative estimates; however, it is difficult to predict usage precisely and to control user behavior. Cisco recommends provisioning enough resources to deal with the average load on the system, allowing for periods of peak usage to overflow to the cloud.



Network Traffic Planning With the increased traffic out to the internet, it is important to consider network traffic planning. By evolving the WebEx architecture to include on-premises ASR nodes, performance can be optimized and significant savings in Internet access bandwidth can be achieved. Table 24-3 itemizes different traffic types that could load the enterprise network during a WebEx meeting. The only traffic type that is not native to WebEx is IP telephony, which might be used with either an on-premises or off-premises conferencing service integrated with WebEx. Table 24-3



Bandwidth Estimates for WebEx Meeting Traffic



Traffic (Test Scenario)



Average (kbps)



Maximum (Kbps)



Idle meeting



0.70



3.5



Desktop share (Slide presentation with 30 second transitions)



43.4



618



Presentation share (Slide presentation with 5 second transitions)



6.5



7.5



Video (Webcam with 352x288 resolution at 15 fps)



172



298
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Table 24-3



Bandwidth Estimates for WebEx Meeting Traffic (continued)



Traffic (Test Scenario)



Average (kbps)



Maximum (Kbps)



Video (Camcorder with 351x288 resolution at 15 fps)



227



351



Video (DVD with 352x288 resolution at 15 fps)



143



590



How users actually use WebEx will make quite a bit of difference in the amount of traffic generated by the meeting. For example, if attendees use native presentation sharing (where the document is loaded to the WebEx site prior to sharing), it generates far less data than if they share their desktops. For a large enterprise, this can be important to understand to ensure correct traffic engineering, especially at the choke points in the network, such as the Internet access points. A preliminary estimate should be made around the average number of meetings to be hosted during the busy hour, along with the average number of attendees. Then, depending on the type and characteristics of these meetings, some projections on bandwidth requirements can be made. For more information regarding network traffic planning, please see the WebEx Network Bandwidth White Paper, available at http://www.WebEx.com/pdf/wp_bandwidth.pdf As discussed, the WebEx Node for ASR can be implemented to pull the collaboration bridge and the multimedia platform engine on-premises. To help quantify the impact of an ASR Node, Table 24-4 and Table 24-5 show some examples of theoretical bandwidth savings. In the examples, fairly large customer deployments have been assumed, each having 1,000 concurrent peak meeting attendees distributed across a number of separate meetings with two different average numbers of attendees for each example. Example 1 uses desktop sharing, while example 2 uses presentation sharing. Both examples result in large reductions in the WebEx traffic bandwidth across the organization's internet access pipes. Table 24-4



Parameters for Example Bandwidth Calculations



Parameters



Example 1



Example 2



Peak number of attendees



1,000



1,000



Average attendees per meeting



6



10



Percentage of internal attendees



80%



50%



Percentage of internal presenters



90%



90%



Average attendees receiving VoIP



10%



30%



Average attendees receiving video



30%



40%



Average meeting traffic bandwidth



43.5 kbps



6.5 kbps



Average single-point video traffic bandwidth



172 kbps



172 kbps



Average VoIP bandwidth



35 kbps



35 kbps



Cisco Unified Communications System 8.x SRND



24-10



OL-21733-01



Chapter 24



Cisco Collaborative Conferencing Cisco Unified MeetingPlace



Table 24-5



Example Bandwidth Estimate Calculations



Example 1 Bandwidth without Node



Bandwidth with Node



Bandwidth without Node



Bandwidth with Node



Average meeting traffic bandwidth



35 Mbps



1 Mbps



3 Mbps



1 Mbps



Average single-point video traffic bandwidth



41 Mbps



9 Mbps



34 Mbps



7 Mbps



Average VoIP bandwidth



3 Mbps



1 Mbps



5 Mbps



1 Mbps



Traffic Types



Note



Example 2



The example in Table 24-4 and Table 24-5 assumes that two WebEx Nodes for ASRs are deployed, one in collaboration bridge mode and one in multimedia mode.



Design Considerations Observe the following design considerations when implementing a Cisco WebEx SaaS solution: •



Collaborative meeting systems typically result in increased top-of-the-hour call processing loads. Cisco partners and employees have access to capacity planning tools with parameters specific to collaborative meetings to help calculate the capacity of the Cisco Unified Communications System for large configurations. Contact your Cisco partner or Cisco Systems Engineer (SE) for assistance with sizing of your system. For Cisco partners and employees, the Cisco Unified Communications Sizing Tool is available at http://tools.cisco.com/cucst.



•



The WebEx Node for ASR is typically located in a DMZ because it is serves as an extension of the WebEx cloud and is therefore managed from the cloud. However, there is no requirement for a DMZ, and the Node could be placed anywhere in the network. The WebEx cloud never makes any inbound connections to the Node; rather, secure connections are always initiated form the Node to the cloud on port 443.



•



All connections from WebEx clients and WebEx Nodes are initiated out to the cloud. Typically, opening pinholes in network firewalls is not required as long as the firewalls allow intranet devices to initiate TCP connections to the Internet.



•



For more details on the various Cisco collaborative client offerings and how they fit into collaborative conferencing solutions, see Cisco Collaboration Clients and Applications, page 26-1.



Cisco Unified MeetingPlace Cisco Unified MeetingPlace combines the benefits and capabilities of Cisco WebEx content sharing with the ability to host the audio and video portions of the collaboration meetings on-premises. Customers that have invested in Unified Communications solutions are able to leverage and extend their existing deployments to include audio and video conferencing. Unified MeetingPlace deployments vary depending on several options such as scheduling interface options, media resource options, and degree of high availability required. These options are discussed in more detail in this section.
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Note



This chapter focuses on audio, video, and content sharing solutions. However, Unified MeetingPlace also supports deployments utilizing audio only, audio and video only, or audio and content sharing only. This section covers system-level design guidance of a Cisco Unified MeetingPlace system in the Cisco Unified Communications environment. This chapter does not cover any hardware requirements or software component configurations of Unified MeetingPlace that are not related to system design. For information on these topics, refer to the Unified MeetingPlace product documentation available at http://www.cisco.com/en/US/products/sw/ps5664/ps5669/tsd_products_support_series_home.html



Note



The implementation of any Cisco Unified MeetingPlace 8.x web conferencing solution requires the purchase of a WebEx site. The WebEx services are independent of Cisco Unified MeetingPlace licensing.



Unified MeetingPlace Architecture This section provides a high-level overview of each Unified MeetingPlace component and its function in the solution.



Unified MeetingPlace Application Server The Unified MeetingPlace solution centers around the Unified MeetingPlace Application Server. The Unified MeetingPlace Application server is installed on a Cisco Media Convergence Server (MCS) platform running the Linux operating system and the IBM Informix Dynamic Server (IDS) database, and it acts as the master component that ties the rest of the components together. The Unified MeetingPlace Application server controls the media servers of the solution, and it communicates with an organization's WebEx site for user profile creation as well as the relaying of real-time in-meeting controls. It also inherently provides all the integration points with Outlook and Exchange calendaring. The Unified MeetingPlace Application server supports SIP back-to-back user agent (B2BUA) and sends/receives calls through a SIP trunk connection with Cisco Unified CM for call delivery in addition to providing LDAP integration through a Unified CM that is integrated with the corporate directory. The Cisco Unified MeetingPlace Express Media Server is also an optional software component that can be installed co-resident on the Unified MeetingPlace Application server.



Media Server The Cisco Unified MeetingPlace Media Servers provide the audio and video conferencing functionality for the solution, and they come in two distinct options: Cisco Unified MeetingPlace Express Media Server (EMS) or Hardware Media Server (HMS). The Express Media Server is a new option with Cisco Unified MeetingPlace 8.x, and it performs audio mixing and video switching in software that is co-resident on the Unified MeetingPlace Application Server. The EMS allows for a single box software-only solution for a Cisco Unified MeetingPlace audio/video-only deployment. Media cannot be cascaded across EMS instances; therefore the capacity of a Unified MeetingPlace EMS solution depends on the MCS platform on which it is installed. There is no cascading capability across EMSs. Higher capacities are available from the HMS option. For more information, see Capacity Planning, page 24-26.
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Note



The EMS is an enhanced version of Cisco Unified MeetingPlace Express. It can also be deployed in ad-hoc mode as a video conferencing media resource for Unified CM. More details on an EMS ad-hoc deployment can be found in the chapter on IP Video Telephony, page 12-1. A Hardware Media Server is a Cisco Unified MeetingPlace 3515 or 3545 outfitted with blades that are specific to the Unified MeetingPlace solution. There are audio blades and optionally video blades, both of which have on-board DSP resources to provide voice and video conferencing, respectively. The HMS is controlled by the Unified MeetingPlace Application server through SIP API and Unified MeetingPlace Media Control protocols. The HMS supports cascading of audio and video streams, therefore multiple HMSs can be deployed in a single location to achieve the capacity and high availability required. HMSs cannot be distributed throughout a network and must be located in the same data center as the Unified MeetingPlace Application server. The Unified MeetingPlace Application server can be configured to use either the EMS or HMS, but the two cannot be used together in the same system. It is relatively easy to switch from one to the other, however. Use of either is transparent to the user except for differences in supported video formats and features such as active speaker, continuous presence, transrating, transcoding, video recording, video mute, or HD video capabilities. There are some major differences in features and capabilities between an EMS and HMS; therefore it is critical to review these differences before choosing between them. For more information, refer to Cisco Unified MeetingPlace, Release 8.0 – Planning Your Deployment, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace%2C_Release_8.0_--_Planning_Your_ Deployment



WebEx Node for MCS The design of a Unified MeetingPlace solution is affected by the nature of the meetings to be hosted on the system. For example, is there a requirement for meetings to include only internal participants, or are external attendees also allowed? All web conferencing for the Unified MeetingPlace solution is provided by WebEx; however, the WebEx Node for MCS allows an organization to pull content sharing resources on-premises. If all meetings involve external participants, the WebEx Node for MCS is not required. However, if there is a requirement to have internal meetings where all the audio, video, and content sharing remains on-premises, the WebEx node for MCS should be deployed. The node essentially extends the WebEx cloud's collaboration bridge technology into a customer's organization by using dedicated MCS hardware and WebEx software. It does have direct communication with the Unified MeetingPlace Application server; however, it is still operated and managed through the WebEx site administration, thus it requires connectivity to the internet so that the node can initiate outbound TCP port 443 SSL connections to the organization's WebEx site. The WebEx client finds the WebEx Node for MCS in the same way it does for the WebEx Node for ASR. The WebEx node names are provisioned in the cloud, and after initial connection to the WebEx site, a list of Meeting Zone URLs is passed to the client from the meeting entry page. For internal-only meetings, only WebEx Node for MCS hostnames are passed to the client. This ensures that all users will be connected to WebEx Node for MCSs internally and no meeting information is cascaded to the Collaboration Cloud for that meeting. For external meetings there are cloud-based URLs and WebEx Node for MCS hostnames for profiled users, and only cloud-based URLs for external users (guests). The client then pings all the Meeting Zones and connects to the URL with the least amount of latency. This means that all WebEx Nodes for MCS load-share, and you cannot specify certain users to use certain servers. Most likely, users will be connected to the closest node, but that might not be the case depending
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on network situation and congestion. External meeting guest users are always connected to the Collaboration Cloud, and internal users are on the closest WebEx Node for MCS. The WebEx Nodes for MCS and cloud users can see content shared by anyone with Sharing assignment during a meeting.



Note



The WebEx Node for MCS and WebEx Node for ASR are different products. WebEx Node for MCS provides only collaboration bridge functionality (no multi-media) and is specific to the Unified MeetingPlace 8.x solution. It cannot be used for a WebEx SaaS implementation. The WebEx SaaS section of this chapter has For more information on WebEx Node for ASR, see Cisco WebEx Software as a Service, page 24-3.



Note



Internal meetings hosted on the WebEx Node for MCS support only Meeting Center meetings. Event Center and Training Center meeting traffic can be aggregated on the WebEx Node for MCS, but it can be designated only as external meetings. Also, remember that the WebEx node for MCS does not support audio and VoIP switching. So unless WebEx webcam video is disabled for the site, it will propagate to the cloud and be switched there. If this breaks an organization's security model, then make sure the video service is disabled for the WebEx site.



WebEx Site All Unified MeetingPlace 8.x web conferencing solutions require a WebEx site. A WebEx site for a given organization will have the format companyXYZ.WebEx.com. If you order the WebEx services for a Unified MeetingPlace solution, certain WebEx site features will be enabled for the integration. There is an administrative portal to the WebEx site that is be used to configure key parameters that tie the site to the Unified MeetingPlace deployment. For more information regarding the WebEx site configuration, refer to the Administration Documentation for Cisco Unified MeetingPlace, available at http://www.cisco.com/en/US/products/sw/ps5664/ps5669/prod_installation_guides_list.html



Note



For Unified MeetingPlace audio/video-only deployments, a WebEx site is not required.



Scheduling Interface The Cisco Unified MeetingPlace solution offers two scheduling interface options: •



WebEx



•



Unified MeetingPlace



In many cases, user familiarity with a particular interface will influence the decision of which option to choose. If users are currently using a WebEx SaaS deployment and simply want to pull audio/video resources on-premises, or if this is a new Unified MeetingPlace installation, Cisco recommends the WebEx scheduling deployment model. However, if Unified MeetingPlace is currently deployed, it might be beneficial to maintain the same scheduling interface. While there are certainly differences, both have a web-based user scheduling portal and both have their own integrations with common calendaring systems (Outlook, Exchange, and Lotus Notes). Also, WebEx scheduling supports Enterprise Edition meetings (Meeting Center, Event Center, and Training Center sessions), while Unified MeetingPlace scheduling supports Meeting Center sessions only.
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WebEx Scheduling Deployment With WebEx scheduling, there are no Unified MeetingPlace Web servers required, and the click-to-attend URL in a meeting invitation takes users directly to the WebEx site. Figure 24-4 illustrates a high-level view of a sample Unified MeetingPlace solution with WebEx scheduling, an Express Media Server and a WebEx Node for MCS. The WebEx Node for MCS is optional (required for internal-only meetings), and alternatively an HMS could be used in place of an EMS. Figure 24-4



Unified MeetingPlace Solution with WebEx Scheduling, EMS, and WebEx Node for MCS
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Only external meetings can be recorded with WebEx scheduling. If there is a requirement to record internal meetings, Unified MeetingPlace scheduling should be considered. For existing Unified MeetingPlace deployments, the Unified MeetingPlace Web servers may be maintained for access to meeting recordings created prior to the upgrade to Unified MeetingPlace 8.x. Because the audio/video conferencing is occurring on-premises while the web conferencing is occurring in the cloud, all meeting-related service requests are exchanged and processed via telephony service provider (TSP) application programming interface (API) communications between the Unified MeetingPlace Application server and WebEx site. This effectively ties the systems together and allows for in-meeting controls such as the ability to mute attendees or to see active speakers. This connection exists regardless of the scheduling type. This TSP link is established by the Unified MeetingPlace Application server outbound to the cloud via a TLS encrypted dedicated socket connection on TCP port 443 to the customer WebEx site.
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With respect to standards-based Unified MeetingPlace video, when video is mixed by the Unified MeetingPlace components on-premises, the video is displayed on the standard room and desktop endpoints themselves. It is not seen in the WebEx video pod inside the web meeting, and Cisco recommends disabling the video feature on the WebEx site, otherwise there could be a mix of video conferencing with endpoints and webcam video shown in the WebEx application with no tie between them. Alternatively, if no Unified MeetingPlace video conferencing is deployed, users could take advantage of the WebEx webcam video capabilities. Unified MeetingPlace to WebEx Single Sign On (SSO) features are optionally available. If there is no SSO enabled between Unified MeetingPlace and WebEx, all WebEx host accounts must be provisioned by manual export from Unified MeetingPlace to the WebEx site by an administrator (to be updated periodically), and all end-user authentication is provided by the local WebEx host account passwords. WebEx host accounts may also be requested via the WebEx Site and then exported into the Unified MeetingPlace system for profile management. The SSO option must be chosen when ordering the WebEx Site for integration with Unified MeetingPlace on-premises. The WebEx Scheduling deployment model supports WebEx Enterprise Edition (EE), which includes Meeting Center, Event Center, and Training Center session types, all of which can integrate to Unified MeetingPlace Audio. Only Meeting Center meetings are mixed both on WebEx Node for MCS and in the cloud (for guest users). Event Center and Training Center are always considered external meeting types, and internal users join the cloud for those session types. WebEx Scheduling utilizes all the current WebEx Productivity Tools (see Cisco WebEx Software as a Service, page 24-3), and all audio and WebEx recordings for external meetings are stored in the WebEx Collaboration cloud under the Network Based Recording site per host account. If WebEx meetings are scheduled as internal meetings, no recording of that meeting type is available on the WebEx Node for MCS.
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Unified MeetingPlace Scheduling Deployment The Unified MeetingPlace scheduling deployment option requires the use of two Unified MeetingPlace Web Servers, solely for scheduling and attending meetings. They do not provide any web conferencing functionality. Figure 24-5 illustrates a high-level view of a sample Unified MeetingPlace solution with Unified MeetingPlace scheduling and HMS. Alternatively, an EMS could be used in place of the HMS, and a WebEx Node for MCS is not depicted but could optionally be added as well. Figure 24-5



Unified MeetingPlace Solution with Unified MeetingPlace Scheduling and HMS
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With Unified MeetingPlace scheduling, when users select the click-to-attend URL in an invitation, they first connect with a Unified MeetingPlace Web server customer-configured URL (HTTPS option recommended). The Unified MeetingPlace Web servers immediately initiate a connection to the organization's WebEx site and create a meeting, and the WebEx site returns a join URL which the MeetingPlace Web servers pass onto the clients in the form of a redirect to the WebEx Media Tone Network via secure HTTPS. This redirect behavior is completely transparent to the user, and user authentication is performed solely by the on-premises Unified MeetingPlace system, which is required to enable the SSO capability. Audio and video on-premises resources for scheduled meetings are reserved, while web resources are created as meetings are initiated on demand in WebEx. The use of the on-premises WebEx Node for MCS is also available for internal users. When a Unified MeetingPlace profiled user schedules a WebEx meeting or accesses the My WebEx link from the Unified MeetingPlace web user interface, WebEx automatically creates the user account based on the Unified MeetingPlace user profile with the SSO option enabled. The Unified MeetingPlace profile could be either from the local Unified MeetingPlace userID and password or from LDAP integration with Unified CM, which is the most commonly used. Several Unified MeetingPlace user profile attributes are inherited by WebEx, including username, password, first name, last name, telephone number, and email address. Because a WebEx Site is dedicated to a specific customer and the WebEx user profile is based
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on the Unified MeetingPlace user profile, there should not be any user profile conflicts. No WebEx host accounts are created manually because the Unified MeetingPlace SSO integration provides this function via the WebEx TSP link. Passwords are not sent over the TSP Link to WebEx. WebEx will trust all internal user traffic redirected by the Unified MeetingPlace Web servers. Guest users do not use any passwords or authentication to join WebEx meetings (except the WebEx Meeting Password if configured).



Note



Internal meetings can be recorded with Unified MeetingPlace scheduling, but this requires a WebEx Node for MCS to be deployed on-premises.



Cisco Unified Communications Manager Cisco Unified Communications Manager (Unified CM) is also a central piece of the architecture. A SIP trunk is configured in Unified CM with a destination address of the Unified MeetingPlace Application server, and then a route pattern must be used to route calls via the SIP trunk to Unified MeetingPlace. In Unified MeetingPlace call control, the IP addresses or hostnames of multiple Unified CM call processing subscribers are listed for outbound call delivery. Additional guidelines for redundancy are described in the section on High Availability, page 24-8. Third-party PBXs can be integrated with Unified MeetingPlace through Unified CM. Unified MeetingPlace supports receiving both Early Offer (EO) and Delayed Offer (DO) SIP Invite messages. Unified MeetingPlace initiates EO SIP Invites for outbound calls, and Unified CM sends calls to Unified MeetingPlace by using DO SIP invites. Unified CM can be configured to use EO, but this might require the use of a media termination point (MTP) resource. For more information, see SIP Delayed Offer and Early Offer, page 14-22.



Note



For Unified MeetingPlace audio/video deployments involving the Express Media Server (EMS), Unified MeetingPlace also supports call delivery by means of a Cisco IOS SIP gateway or Cisco Unified Border Element. LDAP synchronization capabilities are lost with this deployment. For more information, refer to Cisco Unified MeetingPlace, Release 8.0 – Planning Your Deployment, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace%2C_Release_8.0_--_Planning_Your_Dep loyment



Directory Services and Single Sign On You can create user profiles in a Unified MeetingPlace system by any of the following methods: •



Manually create users via the Unified MeetingPlace Administration Center



•



Use Import from a spreadsheet from any customer source



•



Use Unified CM LDAP Integration to Unified MeetingPlace



•



Use the Unified MeetingPlace SOAP API for custom LDAP integration



Integrating an external directory with Unified MeetingPlace via Unified CM provides two main functions: •



Automatic profile creation in the Unified MeetingPlace Directory Service



•



External authentication using a third-party directory (single sign on)
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When Unified MeetingPlace is synchronized with Unified CM and an external LDAP directory, user profiles are created automatically the first time users log into Unified MeetingPlace. The profiles enable users to schedule meetings immediately and use the system. Integrating an external LDAP directory requires an LDAP-based user authentication method for end users who try to log in via the web. Unified MeetingPlace users optionally may also be authenticated against the external corporate directory with which Unified CM is integrated. The Unified MeetingPlace Directory Service provides Unified MeetingPlace profiled users with single sign-on capability, which allows users who have already been authenticated once to have access to all resources and applications on the network without re-entering their user credentials. Unified MeetingPlace supports only the same external LDAP systems and versions that Unified CM supports. Unified MeetingPlace integrates with Unified CM via Cisco Administrative XML Layer (AXL) Simple Object Access Protocol (SOAP) over secure HTTP (HTTPS). For further information regarding Unified CM directory integration, see LDAP Directory Integration, page 16-1. Unified MeetingPlace can also synchronize user profiles directly from an external LDAP system via a Web 2.0 compliant Unified MeetingPlace SOAP API interface, whereby an organization can use any database or resource to provide profile management directly into the Unified MeetingPlace system database. This is typically used for large deployments with complex profile management requirements and is provided by either the customer or the system integrator. Customers with a valid login account on the Cisco Developer Network can find more information on the MeetingPlace SOAP API (MPSA) page, available at http://developer.cisco.com/web/mpsa/home Additional LDAP End User Authentication is also available when deploying a MeetingPlace Scheduling deployment model, where the Unified MeetingPlace web servers can provide five different types of authentication for end-users. For more information, refer to Cisco Unified MeetingPlace, Release 8.0 – Planning Your Deployment, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace%2C_Release_8.0_--_Planning_Your_ Deployment



Recording Another criterion for choosing a deployment model is where customers prefer meeting recordings to be stored and accessed. Meeting participants can start audio-only recording via a voice user interface such as a telephone, or they can start audio and web recording from a WebEx meeting room. Audio recording invokes a call event from the WebEx Collaboration cloud to the Unified MeetingPlace Media server via the PSTN voice gateways. For the Unified MeetingPlace scheduling deployment model, the recorded meetings are available from the Unified MeetingPlace Web user interface to download and play back with a WebEx recording playback program. The internal Unified MeetingPlace web server (with optional SAN/NAS) stores recordings that are scheduled as internal meetings. All internal meeting recordings (WebEx audio recordings, audio-only, or audio/video recordings) are stored on-premises. Video recordings are available only with the Hardware Media Server option. Unified MeetingPlace Scheduling uses the WebEx Network Based Recording (NBR) storage for all meetings that are scheduled as external meetings. However, users access these external recordings via the same method as internal recordings, but the files are simply stored in a different location. All Unified MeetingPlace and WebEx recordings are played back via the standard NBR recording playback program provided by download to the local users’ PCs. All files are editable as well by WebEx editing tools for NBR recordings.
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Other Architectural Considerations Some integration options available with a Unified MeetingPlace Scheduling deployment model may require additional integration servers. Outlook and Exchange calendaring integration is inherently built into the Unified MeetingPlace IBM Sametime Web server. However, Lotus Notes and Jabber integrations require additional software that is co-resident on the Internal Unified MeetingPlace Web server. Unified MeetingPlace can also integrate with IBM Sametime Web to provide the Web conferencing capabilities for the solution. For more information on available Unified MeetingPlace integrations, refer to Cisco Unified MeetingPlace, Release 8.0 – Planning Your Deployment, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace%2C_Release_8.0_--_Planning_Your_ Deployment



Deployment Options The majority of Unified MeetingPlace deployments follow a single-site model. However, there is also a Reservationless Single Number Access (RSNA) deployment option. This section provides high-level details of each deployment option.



Single-Site Unified MeetingPlace Deployment Most deployments use the single-site deployment model, with all server components and users located at a single site interconnected by a single LAN. Solution components vary as discussed in the section on Architecture, page 24-4. Single-site deployments have the following common characteristics: •



The Unified MeetingPlace Hardware Media server(s) must be co-located with the active Unified MeetingPlace Application server.



•



All call delivery must be via Unified CM SIP trunks for HMS implementations. When using the Express Media Server, call delivery is supported via a SIP Cisco IOS gateway or Cisco Unified Border Element SIP trunk. However, no LDAP or end-user authentication can then be used for SSO to WebEx.



•



Network Time Protocol (NTP) must be implemented to allow Unified MeetingPlace components to synchronize their clocks to a network time server or network-capable clock. NTP is a critical network service for Unified MeetingPlace because it ensures accurate time for scheduling meetings. The external NTP source can be specified during Unified MeetingPlace Application server installation, and other Unified MeetingPlace components will synchronize with the application server automatically.



•



Unified MeetingPlace Scheduling audio, video, and web recordings and meeting attachments can optionally be stored on an external customer-provided SAN/NAS storage server.



•



For deployments with Unified MeetingPlace Scheduling, you must deploy a single Unified MeetingPlace Web server for internal users and a single Unified MeetingPlace Web server located in the DMZ for external participants. This is referred to as Segmented Meeting Access and is further described in the section on Segmented Meeting Access Option, page 24-22.



•



For deployments with Unified MeetingPlace Scheduling, the round-trip delay between the active Unified MeetingPlace Application server and any Unified MeetingPlace Web server(s) in the solution must not be greater than 150 ms.
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•



For deployments of WebEx Node for MCS, Cisco recommended placing it on the internal network closest to participants involved in meetings. WebEx Node for MCS does not support HTTPS Proxy servers, therefore it must route directly outbound using TCP port 443 to have access to the WebEx Site.



•



For high availability, a single-site Unified MeetingPlace deployment can be deployed in a single or dual data center environment, as described further in the section on High Availability, page 24-23.



For a detailed list of incoming and outgoing ports by component, refer to the Cisco Unified MeetingPlace, Release 8.0 -- System Requirements, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace_Release_8.0_--_System_Requiremen ts_for_Cisco_Unified_MeetingPlace_Release_8.0



Reservationless Single-Number Access Deployment Reservationless single-number access (RSNA) is the concept of using one access number to access multiple Unified MeetingPlace reservationless systems. (See Figure 24-6.) This deployment is used to provide over 2,000 audio ports in a system for larger audio requirements. A maximum of two Unified MeetingPlace systems can be used in RSNA deployments, which gives a maximum capacity of 4,000 audio ports. This deployment model cannot be use with WebEx integration and is an audio/video-only model. End-user profiles are created and assigned to a "home" system, and regardless of where the end user's profile is located, Unified MeetingPlace will automatically transfer the end user to the appropriate server after their profile number (which is the Reservationless Meeting ID) is entered. Users can schedule RSNA meetings, which provides notification only to invitees. With RSNA implemented, the reservation or scheduled meeting option becomes unavailable. RSNA may be an option under the following conditions: •



Reservationless usage will exceed the capacity of a single Unified MeetingPlace system.



•



The customer requires one access number for all Unified MeetingPlace systems.



•



Videoconferencing is supported with RSNA deployments in Unified MeetingPlace 8.x.
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Figure 24-6
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The following design considerations apply to RSNA audio/video-only deployments: •



RSNA requires user profiles to be synchronized on all participating Unified MeetingPlace systems, which is normally done via the Unified MeetingPlace Directory Service to Unified CM.



•



RSNA relies on the SIP REFER method for inbound calls, which is supported by the Unified MeetingPlace Application server and Unified CM.



•



RSNA supports a maximum of two separate Unified MeetingPlace systems.



For more details about RSNA deployments, refer to Cisco Unified MeetingPlace, Release 8.0 – Planning Your Deployment, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace%2C_Release_8.0_--_Planning_Your_ Deployment



Segmented Meeting Access Option This deployment option is specific to Unified MeetingPlace scheduling with external participants. Cisco Unified MeetingPlace supports the placement of a Unified MeetingPlace Web server within the demilitarized zone (DMZ) for publicly listed meetings. This is referred to as Segmented Meeting Access (SMA). External participants use this server to initiate a WebEx meeting, while internal participants in internal meetings use the internal Unified MeetingPlace Web server. When internal participants join an external meeting, they are redirected by the internal Unified MeetingPlace Web server to the external Unified MeetingPlace Web server, which then creates a WebEx meeting and redirects the internal participants to the WebEx site. SMA implementations require deployment of a single internal Unified MeetingPlace Web server in addition to a single DMZ Unified MeetingPlace Web server. Audio from external participants comes into Unified MeetingPlace through a VoIP gateway (interoperating with Cisco Unified CM) to the Unified MeetingPlace Media server.
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For a detailed list of ports that must be opened on the internal corporate firewall to allow communication between the DMZ web server and the various Unified MeetingPlace components on the internal network, refer to the Cisco Unified MeetingPlace, Release 8.0 – Network Requirements, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace_Release_8.0_--_System_Requiremen ts_for_Cisco_Unified_MeetingPlace_Release_8.0 In order to allow external users to access meeting recordings that are stored on an internal SAN/NAS server, it is also necessary to open the ports that are used by the SAN/NAS server on the internal corporate firewall. Consult your SAN/NAS device product documentation for specific port requirements.



High Availability This section describes redundancy considerations for the following Unified MeetingPlace components: •



Unified MeetingPlace Application Server



•



Unified MeetingPlace Media Server



•



Unified MeetingPlace Web Server



•



WebEx Node for MCS



•



Call Control



Unified MeetingPlace Application Server Unified MeetingPlace allows for an active (primary) and a single warm standby Unified MeetingPlace Application server for failover. Each Unified MeetingPlace Application server in a failover deployment is configured with the same IP address associated to its physical network interface controller (NIC) and a unique IP address associated to a virtual network interface. The requirement for both Unified MeetingPlace Application servers to share the same IP address mandates both Application servers to be connected to the same virtual LAN (VLAN) or IP subnet. This is not an issue when both servers are placed in a single data center; however, a dual data center design is supported only if the same VLAN (IP subnet) spans both data centers. All Unified MeetingPlace components as well as Unified CM communicate with this shared IP address. The physical NIC (with the shared IP address) of the standby server remains disabled until the primary server fails and the manual failover process is initiated. The standby server has the following network connectivity characteristics: •



Connected to the same VLAN (IP subnet) as the primary



•



Recommended less than 1% packet loss between standby and primary



•



Recommended minimum bandwidth of 384 kbps between standby and primary



The virtual network interface is used for Informix database replication between the primary and standby servers. The database replication ensures that database tables related to users, groups, and meetings are synchronized between primary and standby servers. Cisco recommends placing the virtual network interfaces of the active and standby servers in the same VLAN. For further information regarding Unified MeetingPlace Application server redundancy, refer to Cisco Unified MeetingPlace, Release 8.0 – Planning Your Deployment, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace%2C_Release_8.0_--_Planning_Your_ Deployment



Note



If the Unified MeetingPlace Application server fails, meetings in progress will be dropped. Users would have to redial into their conferences once the standby Application server has been promoted to primary. There is no automatic failover mechanism available for the Unified MeetingPlace Application server.
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Another key requirement for a Unified MeetingPlace solution is that the active Unified MeetingPlace Application server must be co-located with the active Unified MeetingPlace Media server(s). Since the Express Media Server runs in software on the Unified MeetingPlace Application server itself, failover to the standby Unified MeetingPlace Application server results in using EMS capabilities on the standby. In the case of Hardware Media Servers, there are some considerations when looking at single data center designs compared to dual data center designs. Single Data Center Design



In a single data center design, failover of the Unified MeetingPlace Application server occurs within the same geographic location. For this type of deployment, there would typically be one set of Unified MeetingPlace Hardware Media servers shared by the primary and standby Unified MeetingPlace Application servers. If the primary Unified MeetingPlace Application server fails, the Unified MeetingPlace Media server(s) must be synchronized with the standby (now primary) server. Unified MeetingPlace Web server(s) would also be shared for a Unified MeetingPlace scheduling deployment. Figure 24-7 illustrates the failover process for the Unified MP Application server in a single data center deployment.



For highly redundant solutions, it is also possible to have a set of standby Unified MeetingPlace Media servers and Web Collaboration servers in a single data center. Unified MeetingPlace Web servers cannot be made redundant with Unified MeetingPlace 8.x systems. The WebEx Scheduling Deployment model offers a more reliable redundant deployment model. Figure 24-7



Active MP



Failover of a Unified MeetingPlace Application Server in a Single Data Center Deployment
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Standby MP



MP



MP Web



253837



Note



Dual Data Center Design



In a dual data center design, failover of the Unified MeetingPlace Application server occurs between different geographic locations across an IP WAN. Again, although both servers are separated geographically, both the active and standby Application servers must be connected to the same VLAN to ensure proper failover operation. For this type of deployment, the standby Application server must be co-located with a redundant Unified MeetingPlace Hardware Media server(s) with which it is synchronized. If the identical number of Unified MeetingPlace Media server audio and video blades is not maintained in the standby data center, system capacity will be reduced during failover scenarios where the standby Application server is promoted to active. Figure 24-8 illustrates the failover process for the Unified MeetingPlace Application server in a dual data center deployment.
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Failover of Unified MeetingPlace Application Server in a Dual Data Center Deployment
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Figure 24-8



Unified MeetingPlace Media Server Since the Express Media Server runs in software on the Unified MeetingPlace Application server itself, failover to the standby Application server will result in using EMS capabilities on the standby. EMSs do not support cascading or clustering to other EMS instances. A maximum of one primary and one failover Unified MeetingPlace Application and EMS server is supported with Unified MeetingPlace solutions with either Unified MeetingPlace Scheduling or WebEx Scheduling deployment models. Active RSNA failover is not supported with any WebEx integrations (only standalone audio/video deployments). The Unified MeetingPlace Application Server automatically performs failover to alternate HMSs (audio or video blades) in the system. For example, if the Application Server detects a loss of connectivity with an audio blade, it removes it from the list of active audio blades so that subsequent audio sessions will connect to an active audio blade. To avoid reduction in Unified MeetingPlace Media Server capacity during an audio or video blade outage, one option is to add additional HMS audio and video blades to the solution. The Application Server will not exceed the number of sessions for which it is licensed. Another option is to revert to the standby Unified MeetingPlace Application Server with its own set of HMSs (as in a dual data center design). These two options are not mutually exclusive; a standby Unified MeetingPlace Application Server with its own set of HMSs can gain further redundancy by adding more audio or video blades. For further information regarding Hardware Media Server failover, refer to Cisco Unified MeetingPlace, Release 8.0 – Planning Your Deployment, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace%2C_Release_8.0_--_Planning_Your_ Deployment



Unified MeetingPlace Web Server Each Cisco Unified MeetingPlace system can have a maximum of one internal web server and one web server in the DMZ. There are no redundancy options for these servers. Unified MeetingPlace Web servers are implemented only for solutions incorporating the Unified MeetingPlace scheduling interface. The Unified MeetingPlace Lotus Notes or Jabber integration also cannot be made redundant.



WebEx Node for MCS A Unified MeetingPlace solution supports a maximum of three WebEx Nodes for MCS. Cascading meetings are supported across the WebEx Nodes for MCS and out to the WebEx Collaboration cloud. WebEx Nodes for MCS will each automatically provide a level of redundancy in case of a single node
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outage. After receiving a list of Meeting Zone URLs, the client then pings all the Meeting Zones URLs to determine the closest node. If a node does not respond, no clients will connect to this node. All internal users (even those that use VPN from remote locations) can connect to any of the WebEx Node for MCS servers. If the WebEx Node for MCS that is hosting a meeting becomes unavailable, the next available WebEx Node for MCS automatically takes over. Any sharing and recordings will be stopped, and users will have to restart sharing and recording the meetings. When a customer has multiple WebEx Nodes for MCS active within a meeting with a subset of users on each node, content is cascaded between the WebEx Nodes for MCS. When there are three or more WebEx Nodes for MCS active in the same meeting, the cascade appears as a star with the WebEx Node for MCS that the host is on at its center. If a node fails, the clients automatically rejoin other nodes using the list presented to the client from WebEx within the client entry meeting window, with little or no effect to the end user. External scheduled meetings also allow for internal users to connect to the WebEx cloud as well, while internal scheduled meetings always stay internal on other redundant WebEx nodes (which can be distributed or co-located, depending on customer network design requirements). Audio calls remain intact on the Unified MeetingPlace system on-premises. For more information on redundancy within the WebEx cloud, see High Availability, page 24-8.



Call Control Unified MeetingPlace allows you to define multiple SIP outdial connections that point to Cisco Unified CM call processing subscribers. For redundancy, multiple SIP proxy servers should be configured to direct calls to call processing subscribers in the Unified CM cluster. These call processing subscribers should correlate with the Unified CM Group of the configured SIP trunk for Unified MeetingPlace calls in Unified CM. Note that the Unified MeetingPlace Application server will send outbound calls to SIP proxy server 1 only and will not send calls to SIP proxy server 2 unless communication with SIP proxy server 1 is lost. Only then will Unified MeetingPlace send a SIP INVITE message to the next available call processing agent in the list. Failure of the call processing agent should not affect existing calls. The existing media connection is torn down after the user disconnects.



Note



The term SIP Proxy Server is simply the terminology seen on the Unified MeetingPlace Application Server configuration pages, and it does not imply that integration with any SIP Proxy server is supported. For inbound calls, a single configured SIP trunk in Unified CM can be handled by up to three call processing subscribers found in its configured Unified CM Group. If the primary Unified CM call processing subscriber in the Unified CM Group is offline, the second one will take over initiating calls into the Unified MeetingPlace system. For more information, see Cisco Unified CM Trunks, page 14-1. For Unified MeetingPlace scheduling deployments with EMS, multiple Cisco IOS SIP gateways are required to provide redundancy for call delivery.



Capacity Planning The capacity of a given Unified MeetingPlace solution depends on the MCS server on which the Unified MeetingPlace Application server is installed, followed by the capacity of the Unified MeetingPlace Media Servers deployed. For example, with the Unified MeetingPlace Application server installed on a Cisco MCS 7845-I3 (or equivalent Hewlett-Packard) server, voice conferencing can scale to 1,300 ports (G.711) with EMS or 2,000 ports (G.711) with HMS in a single system. The EMS capacity is directly related to codec and video bandwidth because it is installed co-resident with the Unified MeetingPlace Application server. When the Unified MeetingPlace Application server is installed on a Cisco MCS 7835-H2/I2 server, the overall system capacity decreases for both EMS and
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HMS deployments. Video as well as G.729 and G.722 audio codecs all affect the capacity of the EMS system. For the detailed capacity numbers, refer to Cisco Unified MeetingPlace, Release 8.0 – Planning Your Deployment, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace%2C_Release_8.0_--_Planning_Your_ Deployment



Express Media Server The EMS introduces the concept of System Resource Units (SRUs), where the system capacity (or the Total SRUs value) is based on the type of Cisco MCS on which the Unified MeetingPlace Application Server resides and the speed and number of processors on that system. The system immediately consumes some of these SRUs from the total for normal operation, and it puts the remaining resources in an SRU pool and makes them available for enhanced audio and video features. Table 24-6 shows the number of total SRUs available for enhanced audio/video per supported platform. Table 24-6



Total SRUs per Supported Platform



Platform



Total SRUs for Enhanced Audio/Video



Cisco MCS 7835-H2/I2



500



Cisco MCS 7845-H2/I2



1,000



Cisco MCS 7845-I3



1,300



Table 24-7 shows the number of SRUs consumed for various audio codecs and video bandwidths. Table 24-7



System Resource Units Used Per Audio/Video Session



Session Type



Number of SRUs Used



One G.711 audio port



1



One G.729 or one G.722 audio port One video port at 320 kbps



1



5 1



One video port at 384 kbps



1



One video port at 768 kbps



2



One video port at 1,200 kbps



4



One video port at 1,500 kbps



5



One video port at 2,000 kbps



6



1. The lowest rate that is guaranteed for a video license is 320 kbps.



As shown in Table 24-6 and Table 24-7, on an MCS 7845-I3 server handling only G.711 audio calls, the EMS supports 1,300 audio sessions. Alternatively, it supports 650 video sessions at up to 384 kbps with G.711 audio (a video session also consumes SRUs for the audio session).
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In Unified CM, the regions setting of the SIP trunk used for call delivery to Unified MeetingPlace can be configured to control the audio codec and video bandwidth of calls sent to the EMS. Understanding the nature and capabilities of the endpoints dialing into Unified MeetingPlace is critical to proper design. For more information on EMS capacity planning, refer to Cisco Unified MeetingPlace, Release 8.0 – Planning Your Deployment, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace%2C_Release_8.0_--_Planning_Your_ Deployment



Hardware Media Server The HMS uses some different settings than the EMS. The Global Audio Mode setting in Unified MeetingPlace Application Administration directly affects the voice capacity of Unified MeetingPlace HMS audio blades. The Global Audio Mode can be configured in either of the following ways: •



G.711 and G.729 without LEC With this configuration setting, a single audio blade in the HMS can support a maximum of 250 voice ports. It would require 8 audio blades to reach the maximum supported system limit of 2,000 concurrent audio sessions.



•



G.711, G.722, iLBC, or G.729 with LEC With this configuration, a single audio blade can support a maximum of 166 voice ports. With 8 audio blades, the maximum supported number of concurrent audio sessions using these additional codecs is 1,328.



The Global Video Mode setting in Unified MeetingPlace Application Administration determines the video capacity of Unified MeetingPlace HMS video blades. The Global Video Mode can be configured in either of the following ways: •



Standard Rate (video call speed up to 384 kbps) In this mode, a video blade in the HMS can support a maximum of 40 video ports.



•



High Rate (video call speed up to 2,048 kbps) In this mode, a video blade can support a maximum of 20 video ports.



For a complete list of the video formats supported by Unified MeetingPlace, refer to Cisco Unified MeetingPlace, Release 8.0 – Compatibility Matrix, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace_Release_8.0_--_Compatibility_Matri x_for_Cisco_Unified_MeetingPlace_Release_8.0 Unified MeetingPlace Hardware Media Servers can be either the Cisco Unified MeetingPlace 3515 or the Cisco Unified MeetingPlace 3545 chassis. The Unified MeetingPlace 3515 is a fixed platform that comes with one audio blade and one video blade pre-installed. The Unified MeetingPlace 3545 is a modular platform consisting of a chassis that supports four audio blades or video blades in various combinations Virtual Cascading



If multiple audio blades and video blades are installed in the Unified MeetingPlace 3545, the media server uses virtual cascading to overflow voice and video streams from one audio or video blade to another. The audio blade has built-in cascading ports that do not decrease the audio session capacity. With a single video blade deployed in the Unified MeetingPlace system, all video ports are available for video conferencing. With multiple video blades deployed, the media server will automatically reserve video ports for cascading purposes. For Standard Rate video, 8 video ports are reserved for cascading,
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leaving 40 video ports available. For High Rate video, 4 video ports are reserved for cascading, leaving 20 video ports available. The following two examples illustrate audio and video port usage when cascading. Example 24-1 Audio Conference



A Unified MeetingPlace 3545 media server is deployed with two audio blades and two video blades. A meeting is scheduled with 350 audio ports and the Global Audio Mode is configured for G.711 with LEC. In this case: •



The media server allocates 251 ports from the first audio blade, out of which 250 ports are used for audio participants and one port is used for voice cascading or connecting to the second audio blade.



•



The media server allocates 101 ports from the second audio blade, out of which 100 ports are used for audio participants and one port is used for voice cascading.



Example 24-2 Video Conference



A Unified MeetingPlace 3545 media server is deployed with two audio blades and two video blades. For this example, assume a meeting is scheduled with 65 video ports and the Global Video Mode is configured for Standard Rate video. In this case: •



The media server allocates 41 ports from the first video blade, out of which 40 ports are used for video participants and one port is used for video cascading or connecting to the second video blade.



•



The media server allocates 26 ports from the second video blade, out of which 25 ports are used for video participants and one port is used for video cascading.



Guidelines for Sizing Unified MeetingPlace Audio Conferencing Cisco recommends the following methods for calculating Unified MeetingPlace audio conferencing capacity: •



Calculation based on number of knowledgeable workers Provision an audio user license (UL) for every 20 knowledgeable workers. A knowledgeable worker is anyone who uses Cisco Unified MeetingPlace frequently. For example, in a system with 40 knowledgeable workers, you should provision 2 audio ULs.



•



Calculation based on average monthly usage If you know the average voice conferencing usage (average minutes per month), use Table 24-7 to calculate the Unified MeetingPlace audio conferencing capacity.



Table 24-8



Unified MeetingPlace Audio Conferencing Capacity Based on Average Monthly Usage



Average Monthly Usage (minutes)



Baseline Usage (minutes per user license per month)



Estimated Audio ULs



20,000 to 50,000



1,500



15 to 35



50,000 to 500,000



2,000



25 to 250



500,000 to 1,000,000



3,000



165 to 335



1,000,000 to 2,000,000



3,500



285 to 570



2,000,000 to 8,000,000



4,000



500 to 2,000
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•



Calculation based on actual peak usage Actual voice conferencing usage during peak hours usually can be obtained from existing voice conferencing system logs or service provider bills. Cisco recommends provisioning 20% to 30% extra capacity based on the actual peak usage in order to protect against extra conferencing volume.



Note



A user license (audio, web, or video) is not granted to any particular user but, rather, is a system-wide resource shared by all users in the Unified MeetingPlace system.



Guidelines for Sizing Unified MeetingPlace Video Conferencing Cisco recommends the following three methods for calculating Unified MeetingPlace video conferencing capacity: •



Calculation based on number of knowledgeable workers Cisco recommends provisioning a video UL for every 40 knowledgeable workers.



•



Calculation based on number of voice conferencing ULs Cisco recommends provisioning video conferencing capacity in the range of 17% to 25% of existing audio ULs. The percentage depends on business requirements regarding video conferencing and on the size of the Unified MeetingPlace system.



•



Calculation based on existing video MCU Cisco recommends deploying a direct replacement for an existing video conferencing system. A video conferencing license on the existing system can be replaced by a Unified MeetingPlace UL.



Unified MeetingPlace Web Server The Unified MeetingPlace Web Server is required only for Unified MeetingPlace scheduling deployments to schedule and attend meetings and for Lotus Notes integrations. There are no capacity planning considerations for these servers. Cisco MCS 7835 servers are sufficient for the largest Unified MeetingPlace deployment, but MCS 7845 servers may be used as well.



WebEx Node for MCS Web conferencing using Cisco WebEx Node for MCS can accommodate up to 500 web sessions, depending on the type of hardware on which the WebEx Node for MCS resides. A maximum of three WebEx Nodes for MCS can be deployed per solution, allowing for scalability up to 1,000 web sessions on-premises with redundancy. WebEx Nodes can be distributed anywhere in a customer network, but Cisco recommends deploying them closest to the larger groups of web users. Only internal users will have web sessions with the WebEx Node for MCS; external users will always connect to the cloud. For detailed capacities of the Cisco WebEx Node for MCS, refer to Cisco Unified MeetingPlace, Release 8.0 – Planning Your Deployment, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace%2C_Release_8.0_--_Planning_Your_ Deployment
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Network Traffic Planning Network traffic planning for Unified MeetingPlace collaboration consists of the following elements: •



Call Control Bandwidth Call control bandwidth is extremely small but critical. Co-locating the Unified MeetingPlace Application server with Unified CM helps protect against issues with call control. Remote locations need proper QoS provisioning to ensure reliable operation.



•



Real-Time Transport Protocol (RTP) Traffic Bandwidth RTP traffic consists of voice and video traffic. The Unified MeetingPlace Media servers supports G.711, G.729, G.722, and iLBC as audio codecs, and it supports a wide range of video codecs and bandwidths. For further information regarding bandwidth calculations per codec type, refer to the chapters on Network Infrastructure, page 3-1, and IP Video Telephony, page 12-1.



•



Web Collaboration Bandwidth Web collaboration bandwidth for a Unified MeetingPlace solution can be estimated the same way as for a WebEx SaaS solution. See Network Traffic Planning, page 24-9.



Design Considerations The following design considerations apply to Unified MeetingPlace deployments: •



Only a single Unified MeetingPlace system is supported per WebEx site.



•



For scenarios where any Unified MeetingPlace solution components are separated by network firewalls, it is imperative to ensure the correct pinholes are opened for all required traffic. For a detailed ports list, refer to Cisco Unified MeetingPlace, Release 8.0 – Network Requirements, available at http://docwiki.cisco.com/wiki/Cisco_Unified_MeetingPlace_Release_8.0_--_System_Require ments_for_Cisco_Unified_MeetingPlace_Release_8.0



•



Collaborative meeting systems typically result in increased top-of-the-hour call processing load. Capacity planning tools with specific parameters for Unified MeetingPlace are available to Cisco partners and employees to help calculate the capacity of the Cisco Unified Communications System for large configurations. Contact your Cisco partner or Cisco Systems Engineer (SE) for assistance with sizing of your system. For Cisco partners and employees, the Cisco Unified Communications Sizing Tool is available at http://tools.cisco.com/cucst.



•



For more detail on the various Cisco collaborative client offerings and how they fit into collaborative conferencing solutions, see Cisco Collaboration Clients and Applications, page 26-1.



•



Call admission control with Unified MeetingPlace is performed by Unified CM. With locations-based call admission control, Unified CM can control bandwidth to the Unified MeetingPlace system by placing the SIP trunk specific to Unified MeetingPlace in a location with a set amount audio and/or video bandwidth allowed. Alternatively, Unified CM supports the use of Resource Reservation Protocol (RSVP), which can also provide call admission control. For further information regarding call admission control strategies, see the chapter on Call Admission Control, page 11-1.



•



Unified MeetingPlace supports the following standard dual-tone multi-frequency (DTMF) transmission methods: RFC 2833 and KPML DTMF. Unified CM supports RFC 2833, and it is the recommended method for DTMF Relay.
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•



SIP signaling traffic from the Unified MeetingPlace Application server is marked CS3 (DSCP 0x18). However other traffic from the Unified MeetingPlace Application server, such as communications with Unified MeetingPlace Web servers, Media Servers, or the WebEx Site, are marked best-effort (DSCP 0x00). If any of this traffic is traversing low-speed or congested links, QoS considerations should be taken into account.



•



The audio streams from the Unified MeetingPlace Media servers are marked EF (DSCP 0x2E), and the video streams are marked AF41 (DSCP 0x22) by default. These values are configurable from Unified MeetingPlace Administration.



•



Web conferencing traffic is encrypted in SSL and is always marked best-effort (DSCP 0x00).



•



The Unified MeetingPlace Application Server TSP component initiates dual outbound TCP port 443 connections to the WebEx Site and also provides HTTPS proxy server support.



•



The Unified MeetingPlace WebEx Node for MCS initiates an outbound TCP port 443 connection to the WebEx Site but does not support an HTTPS proxy server. The WebEx Node for MCS must be allowed to connect directly to the WebEx Site without a proxy.



Cisco Unified Videoconferencing As video is more widely deployed, meetings with video for the conference become more common. Cisco Multipoint Control Units (MCUs) are used for videoconferencing. Cisco Unified CM can enable IP phones and endpoints registered to it to use MCUs for videoconferencing. However, conferencing can also mean that users not only want to use voice and video conferencing but also want to have the ability to share desktop screens or applications on their desktops so as to enable collaboration. Various solutions provide this functionality, and a Cisco Unified Videoconferencing solution provides the following key features: •



Audio conferences



•



High resolution for video conferences



•



Sharing of user desktops and applications using H.239 protocol



•



Sharing of user desktops and applications with Web-based lightweight clients



•



Conference control as moderator



•



External participants from untrusted networks across firewalls and NAT



The Cisco Unified Videoconferencing collaboration solution consists of the following elements: •



Multipoint Control Unit (MCU) The MCU is the conferencing device that receives the audio and video streams from IP phones or endpoints and mixes them to form the conference. The MCU uses its DSPs to perform this function. MCUs support various call signaling protocols such as Skinny Client Control Protocol (SCCP), H.323, or SIP. IP phones and endpoints use various signaling protocols to terminate calls at the MCU with the help of call control servers such as Unified CM.



•



Cisco Unified Videoconferencing Manager The Cisco Unified Videoconferencing Manager is a server that helps to manage the various video resources and MCUs in the enterprise. It provides the H.323 gatekeeper functionality. The Cisco Unified Videoconferencing Manager consists of two parts: – Resource Manager
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The Resource Manager manages resources such as Cisco MCUs, Cisco gatekeepers, H.320 gateways, terminals, and Cisco Unified Videoconferencing Desktop server connections. It also manages the meeting defaults on the MCU. The Cisco Unified Videoconferencing Manager provides the virtual MCU functionality that externally appears as a single MCU and internally uses cascading of the MCUs based on optimization criteria such as location, bandwidth, or delay to automatically manage the MCU ports and conferences. This provides optimum use of MCU ports that otherwise might be under-utilized by the organization. The Resource Manager also provides the scheduling intelligence so that resources like MCU ports can be reserved. – Network Manager



The Network Manager manages the configuration of the various devices such as Cisco gatekeepers and endpoint terminals. It provides administrators with a tool to monitor device alarms and the status of calls or conferences. •



Cisco Unified Videoconferencing Desktop Server The Cisco Unified Videoconferencing Desktop Server provides the functionality for Web-based users to participate in an H.323 video conference. The desktop clients communicate with the Desktop Server, and the Desktop Server communicates with the Cisco Unified Videoconferencing Manager for call signaling and with the MCU for the call and conference media. The Desktop Server provides interworking from the desktop client to H.239, and vice-versa. The Desktop Server also can stream conferences that can be viewed through Quicktime.



•



Cisco Unified Videoconferencing Recording Server The Cisco Unified Videoconferencing Recording Server records the meetings. It provides a mechanism for the enterprise to store and access recorded meetings. In a single screen view, the recordings capture the audio, video, and desktop or application sharing done during the meetings.



•



H.239-based data sharing H.323 endpoints support H.239 for data sharing. With this mechanism, endpoints use H.323 calls to add a media channel in addition to audio and video. This additional channel then is used by the endpoint to send data. Laptop or desktop screens connected to the endpoint then encode a VGA screen resolution, for example, into a video codec and send it over this data channel to be displayed at the far-end endpoint display. Unlike most conference collaboration methods, the desktop or application shared data is sent in a media channel that forms part of the video call.
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Architecture The central element in a videoconferencing design is the MCU, and it performs the actual conferencing. The MCU consists of a conference control block that interacts with a multipoint controller for signaling and a multipoint processor for audio and video mixing, as shown in Figure 24-9. Figure 24-9



Functional Components of an MCU



MCU Multipoint controller call setup resource management redirection



Multipoint processor audio and video mixing



Conference control



H.323 Video terminal



H.323 Video terminal



H.323 Video terminal



74655



LAN Interface



Conferences can be cascaded between MCUs. When participants are added to a conference but one MCU does not have the capacity for all of them, another MCU can be used to expand the conference. The two MCUs have a cascade link that enables the conference to be on both the MCUs, as shown in Figure 24-10.



Cisco Unified Communications System 8.x SRND



24-34



OL-21733-01



Chapter 24



Cisco Collaborative Conferencing Cisco Unified Videoconferencing



Figure 24-10



Cascaded MCU Conference



MCU 1



MCU 2



Conference 4088222
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Conference 4088632



Conference 40880552



81045



MCU 3



With H.323 endpoints, a separate gatekeeper device such as a Cisco IOS gatekeeper is needed so that H.323 endpoints can register to it. The Unified CM trunks can then provide the call routing based on the dial plan. Unified CM H.323 trunks can send conference calls to the gatekeeper, which in turn can route the calls to the Cisco Unified Videoconferencing Manager.



Note



SIP-based desktop sharing, similar to H.239, is supported by Binary Flow Control Protocol (BFCP). However, Cisco Unified Videoconferencing Manager and Unified Videoconferencing MCUs do not support BFCP, therefore Cisco does not recommend using Unified CM SIP trunks for integrating with Unified Videoconferencing Manager if data sharing capabilities are desired for conference collaboration. The Unified Videoconferencing Manager is used to manage the MCUs and to provide call connectivity to desktop clients that use the Cisco Unified Videoconferencing Desktop server. Figure 24-11 shows various components of a videoconferencing solution and how they connect with each other.
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Figure 24-11



Cisco Unified Videoconferencing Solution
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H.323 Signaling



The MCU handles the media for the conference. With H.239, the endpoints send an additional media channel over which desktop or screen sharing can be sent into the conference and can be viewed by all participants on their endpoint screens. The Cisco Unified Videoconferencing Manager controls the MCU and the calls that are conferenced by the MCU. The MCUs can register to the internal gatekeeper in the Cisco Unified Videoconferencing Manager; this enables the Cisco Unified Videoconferencing Manager to closely control the MCU and the meetings on it. The Cisco Unified Videoconferencing Manager has the enterprise user database. The users can be configured in the Cisco Unified Videoconferencing Manager or can be imported from the enterprise LDAP directory through LDAP integration. Users can then schedule their meetings through the scheduling functionality available in the Cisco Unified Videoconferencing Manager. Scheduling a meeting also reserves the MCU ports for the conference. The Cisco Unified Videoconferencing Desktop server registers to the Cisco Unified Videoconferencing Manager gatekeeper as an H.323 endpoint. This enables the Desktop server to participate in the conferences on the MCU. When a desktop joins with the conference client, the desktop initiates a call to the MCU as a conference participant, thus enabling the desktop to participate in the call with desktop audio, video, and presentation sharing. While the desktop simulates an H.323 client to the MCU and the Cisco Unified Videoconferencing Manager, the desktop communicates over HTTP/HTTPS with the Desktop server. Every additional desktop adds another call into the MCU, thus using its port resources. The Desktop server in this case converts the HTTP/HTTPS connection from the desktop into an H.323 call to the MCU, with H.239 for the additional data channel. Users can also use streaming with Real Time Streaming Protocol (RTSP) to participate in the conferences. Unlike the desktop, where users can participate with audio and video and can share their desktops, streaming provides users with the ability only to view the conference; they cannot participate in the conference or speak on the conference bridge. Streaming can be done through a common media player on the user’s PC. Streaming of a conference causes the Desktop server to join the conference on the MCU, and it uses only a single MCU port regardless of the number of users listening into the streaming conference. Integrating Unified Communications provides the enterprise with a way to bring together the videoconferencing network and the IP video telephony network. The Cisco Unified Videoconferencing Manager is an H.323 gatekeeper that can connect to Unified CM or other systems using H.323 trunks.
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The gatekeeper supports Empty Capabilities Set (ECS) to service the supplementary services invoked by the Unified Communications endpoints. Connectivity to external networks can be done using Cisco Unified Border Element as the topology-hiding gateway between the two. The Desktop server can also be the Recording server. Recording of the conference uses the conference moderator’s desktop to record the desktop or application sharing as well as the audio and video for the conference. Integrating Cisco Unified Videoconferencing with WebEx is also possible. Deployments that want to use standards-based video through the enterprise room conferencing systems or devices that can make H.323, SIP, or ISDN-based video calls will find this integration useful. Also, enterprises that wish to keep the audio and video conferencing within the enterprise network for WebEx conferences can use this integration. The WebEx conference uses the cloud to provide the desktop and the data sharing capabilities, while the audio and video are handled by the MCU and the Cisco Unified Videoconferencing Desktop server, which provides the desktop client as the video panel in the WebEx conference. For key design considerations and additional details on how to integrate the solution, refer to the latest version of the Integration Note for Enabling Cisco Unified Videoconferencing Manager and Cisco WebEx, available at http://www.cisco.com/en/US/products/ps7088/prod_installation_guides_list.html



High Availability Enterprise systems must be highly available, and in a videoconferencing solution, all components should be highly available. For high availability of the Cisco IOS gatekeeper, you can use HSRP or gatekeeper clustering. The gatekeeper is a Cisco IOS router that runs the gatekeeper functionality, and endpoints register to this device. Hot Standby Routing Protocol (HSRP)



Cisco IOS routers support Hot Standby Routing Protocol (HSRP), which provides a single virtual address for redundant devices. If the active device becomes unavailable, the standby device can take over the function. The two devices must have identical configurations. Endpoints reregister to the available gatekeeper and process calls. For additional information on HSRP for gatekeepers, refer to H.323 VoIP Gatekeeper for Cisco Access Platforms, available at http://www.cisco.com/en/US/docs/routers/access/as5300/software/notes/0042gk.html Gatekeeper Update Protocol (GUP)



Multiple Cisco IOS gatekeepers can be clustered together into a large single cluster. Elements in the cluster then exchange information on the endpoint registrations and calls. This provides failover for registrations as well as for active calls. However, endpoints and trunks that register to the gatekeeper cluster must support alternate gatekeeper functionality.



Cisco Unified Videoconferencing Manager The Cisco Unified Videoconferencing Manager supports high availability with the help of an additional identical server. The primary server’s IP address is used by the standby device but remains inactive. The Cisco Unified Videoconferencing Manager uses a second network connection to synchronize the
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databases with configuration and scheduling updates. If the primary server fails, the secondary server can be made active manually by enabling the services on it. The synchronization of the databases reduces the loss of scheduling and the overhead for restoring configurations. Figure 24-12 shows the server with two networks: one for database replication that synchronizes the server database, and the other for enterprise connectivity. Figure 24-12



Cisco Unified Videoconferencing Manager Redundancy



Connectivity between servers for database replication Synchronized Databases Cisco Unified Videoconferencing Manager-Primary



Cisco Unified Videoconferencing Manager-Standby



Enterprise MCUs
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Enterprise network connectivity



For additional details on high availability and redundancy, refer to the latest version of the Configuration Guide for Cisco Unified Videoconferencing Manager, available at http://www.cisco.com/en/US/products/ps7088/products_installation_and_configuration_guides_lis t.html



MCU To provide high availability for MCU devices, identical MCU ports must be made available. However, just providing for the MCU ports might not provide high availability for conference resources. The Virtual MCU provides the needed high availability because the Virtual MCU is managed by Cisco Unified Videoconferencing Manager. It automatically provides the needed ports for the conference, based on the available MCU capacities. If the MCUs have the service prefixes configured (service prefixes are used by the MCUs to convey the conference capabilities of the MCUs to Cisco Unified Videoconferencing Manager), then Cisco Unified Videoconferencing Manager extends the conference to the available MCUs in the event of MCU failures. Users on the failed MCU have to reconnect to join and participate in the conference again.



Cisco Unified Videoconferencing Desktop Server The desktop server redundancy is provided by having separate servers. The servers are registered with the Cisco Unified Videoconferencing Manager running its gatekeeper. If a desktop server fails, users can be redirected to the next available desktop server. Because the conference is managed by the Cisco Unified Videoconferencing Manager and is on the MCU, existing users in the conference will have to
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join again to continue the conference. Desktop sharing will have to be restarted because the desktop server does not support high availability for data sharing. Endpoints that were sharing their desktops using H.239 will experience no impact due to Cisco Unified Videoconferencing Desktop failures. Streaming conferences will have the same experience as desktop clients because they use the same server for both functions.



Cisco Unified Videoconferencing Recording Server Support for high availability is not available with the recording server. If the desktop server is not available, recording cannot happen. If a secondary desktop server is used, recording can be done thorough this server if that functionality is enabled. However, to provide high availability for recorded conferences, Cisco recommends storing the recording on a highly available network storage device, accessible by the recording servers.



Capacity Planning The gatekeeper supports a large number of endpoint registrations and calls. The Cisco Unified Communications Sizing Tool calculates gatekeeper capacity based on the gatekeeper platform. The sizing tool is available to Cisco partners and employees (with valid login authentication) at http://tools.cisco.com/cucst. For MCU capacities, refer to the product data sheets available at the following locations:



Note



•



http://www.cisco.com/en/US/products/ps10463/products_data_sheets_list.html



•



https://www.cisco.com/en/US/products/hw/video/ps1870/products_data_sheets_list.html



MCU cascading takes up one port per blade or device, as applicable. For Cisco Unified Videoconferencing Manager capacities with regard to the number of MCU ports and other server capacities, refer to Cisco Unified Videoconferencing Manager data sheet available at http://www.cisco.com/en/US/products/ps7088/products_data_sheets_list.html



Design Considerations The following design considerations can help to build a good Cisco Unified Videoconferencing solution: •



The MCU is a key element, and the physical location of the MCU is a key design consideration. The MCUs should be at the locations with the most conferencing traffic. This optimizes the conference by keeping most of the media traffic within the same location, with only a few additional participants joining over the WAN from other locations. Central locations should have a pool of MCUs that can cascade conferences.



•



Cisco Unified Videoconferencing Manager should be deployed with server redundancy. The server redundancy should have database synchronization enabled to minimize the time to switch over in the event of a failure.



•



Use redundancy for Cisco IOS gatekeepers. HSRP should be used where endpoints need to reach a single IP address. Gatekeeper clustering should be used when endpoints support alternate gatekeeper with RAS, when load balancing between different gatekeeper devices is desired, and where the gatekeeper needs to maintain reservation and call information in spite of device failures.
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•



Use the virtual MCU capability of the Cisco Unified Videoconferencing Manager so that dynamic cascading can provide efficiency in WAN streams for conferences.



•



The Desktop Server should be deployed close to the MCU to minimize delay of the conference media streams.



•



Cisco Unified Videoconferencing Manager provides integrations with LDAP. Enterprises should use LDAP integration to maintain a single user list. However, any existing users in Cisco Unified Videoconferencing Manager prior to LDAP synchronization will have to be migrated to the LDAP directory to prevent any loss of user information. Cisco Unified Videoconferencing Manager has another list of application users and administrators that is maintained in addition to the enterprise LDAP users.



•



Cisco Unified Videoconferencing Desktop supports H.235 for sessions with the MCU. The Cisco Unified Videoconferencing Desktop server should be enabled to support HTTPS sessions from the client to the server so that the session between the client and Desktop server is secure.



•



Security devices such as firewalls should provide the needed pinholes if external users need access to the Desktop server or a Recording server



•



Scheduling integrations, such as Outlook plug-ins or Lotus Notes integrations, should be leveraged to provide users with an integrated scheduling mechanism.



•



Cisco Unified Border Element should be used when connecting external H.323 endpoints so they can call the enterprise video systems and join conferences.



•



Consider the scalability of servers when multiple functionality, such as Cisco Unified Videoconferencing Manager, Desktop Server, and Recording Server, is provided by a single server.
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Cisco Unified Presence consists of many components that enhance the value of a Cisco Unified Communications system. The main presence component of the solution is the Cisco Unified Presence server, which incorporates the Jabber Extensible Communications Platform and supports SIP/SIMPLE and Extensible Messaging and Presence Protocol (XMPP) for collecting information regarding a user's availability status and communications capabilities. The user's availability status indicates whether or not the user is actively using a particular communications device such as a phone. The user's communications capabilities indicate the types of communications that user is capable of using, such as video conferencing, web collaboration, instant messaging, or basic audio. The aggregated user information captured by the Cisco Unified Presence server enables Cisco Unified Personal Communicator, Cisco Unified Communications Manager applications, and third-party applications to increase user productivity. These applications help connect colleagues more efficiently by determining the most effective form of communication. This chapter explains the basic concepts of presence and instant messaging within the Cisco Unified Communications System and provides guidelines for how best to deploy the various components of the presence and instant messaging solution. Cisco Unified Presence must be deployed with Cisco Unified Communications Manager (Unified CM) 5.x or later releases; Cisco Unified CM 4.x and earlier releases do not support Cisco Unified Presence. This chapter covers the following topics: •



Presence, page 25-2



•



Unified CM Presence, page 25-5



•



Cisco Unified Presence Architecture, page 25-10



•



Cisco Unified Presence Enterprise Instant Messaging, page 25-25



•



Third-Party Presence Server Integration, page 25-34
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What's New in This Chapter



What's New in This Chapter Table 25-1 lists the topics that are new in this chapter or that have changed significantly from previous releases of this document. Table 25-1



New or Changed Information Since the Previous Release of This Document



New or Revised Topic



Described in:



Revision Date



Bidirectional-streams Over Synchronous HTTP (BOSH) interface



Extensible Messaging and Presence Protocol Interfaces, page 25-32



April 2, 2010



Extensible Messaging and Presence Protocol (XMPP)



Various sections throughout this chapter



April 2, 2010



Instant messaging



Cisco Unified Presence Enterprise Instant Messaging, page 25-25



April 2, 2010



Jabber Extensible Communications Platform (XCP)



Cisco Unified Presence Architecture, page 25-10



April 2, 2010



Migration from Cisco Unified Presence 7.x to 8.0 Cisco Unified Presence Migration, page 25-24



April 2, 2010



Presence Presence refers to the ability and willingness of a user to communicate across a set of devices. It involves the following phases or activities: •



Publish user status User status changes can be published automatically by recognizing user keyboard activity, phone use, or device connectivity to the network.



•



Collect this status The published information is gathered from all the available sources, privacy policies are applied, and then current status is aggregated, synchronized, and stored for consumption.



•



Consume the information Desktop applications, calendar applications, and devices can use the user status information to provide real-time updates for the end users to make better communication decisions.



Status combines the capabilities of what the device or user can do (voice, video, instant messaging, web collaboration, and so forth) and the attributes showing the state of the device or user (available, busy, on a call, and so forth). Presence status can be derived from automatic events such as client login and telephone off-hook, or it can be derived from explicit notification events for changing status such as the user selecting Do Not Disturb from a change-status pick list. Terminology surrounding presence refers to a watcher, presence entity (presentity), and presence server. The presence entity publishes its current status to the presence server by using a PUBLISH or REGISTER message for SIP/SIMPLE clients, or by using an XML Presence Stanza for XMPP clients. It can be a directory number (DN) or a SIP uniform resource identifier (URI) that resides within or outside the communications cluster. A watcher (device or user) requests presence status about a presence entity by sending a message to the presence server. The presence server responds to the watcher with a message containing the current status of the presence entity.
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Cisco Unified Presence Components Cisco Unified Presence encompasses the following components, illustrated in Figure 25-1: •



Cisco Unified Presence server



•



Cisco Unified Communications Manager (Unified CM)



•



Cisco Unified Personal Communicator



•



Cisco Unified MeetingPlace or MeetingPlace Express



•



Cisco Unity or Unity Connection



•



Cisco Unified Videoconferencing or Cisco Unified MeetingPlace Express VT



•



Lightweight Directory Access Protocol (LDAP) Server v3.0



•



Cisco Unified IP Phones



•



Third-party presence server



•



Third-party XMPP clients



•



Third-party applications
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Figure 25-1



Cisco Unified Presence Components
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Unified Personal Communicators



XMPP WebDAV LDAP SIP/SIMPLE CTI/QBE CSTA over SIP



SCCP H.323 IMAP SOAP HTTP/HTTPS JTAPI



Cisco Unified Presence User For presence, typically a user is described in terms of the user's presence status, the number of users on the system, or the user's presence capabilities. As defined by Cisco Unified Presence, a user is specified in Cisco Unified CM by default as an end user and must be configured with a primary extension. The user is effectively tied to a directory number, and the presence status is reflected for the user's primary extension rather than for the device to which the user is associated. (See Figure 25-2.) A user, specified in Unified CM as an end user, can be configured with a primary extension or associated with a line appearance. When using the CUP PUBLISH Trunk service parameter on Unified CM, you must associate the user with a line appearance rather than just a primary extension. With the line appearance, the user is effectively tied to a line appearance (directory number associated with a particular device), which allows for a more detailed level of granularity for aggregation of presence information. The user can be mapped to multiple line appearances, and each line appearance can have multiple users (up to 5). Cisco recommends associating the end user with a line appearance. (See Figure 25-2.)
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Line/DN



Associating an End User with a Primary Extension or Line Appearance



Line Appearance



1000



Device 1000 2000 3000 Line based user IP



2000



Cisco Unified CM default configuration with Cisco Unified Presence: User is mapped to a primary extension



1000



3000 IP



1000 2000 3000



1000 2000 3000 Line appearance based user 1000 IP



IP



Cisco Unified CM recommended configuration with Cisco Unified Presence: User is mapped to a line appearance
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Figure 25-2



The concept of a presence user appears throughout this chapter; therefore, keep in mind the meaning of a user as defined for Cisco Unified Presence.



Unified CM Presence All presence requests for users, whether inside or outside the cluster, are processed and handled by Cisco Unified CM. A Unified CM watcher that sends a presence request will receive a direct response, including the presence status, if the watcher and presence entity are co-located within the Unified CM cluster. If the presence entity exists outside the cluster, Unified CM will query the external presence entity through the SIP trunk. If the watcher has permission to monitor the external presence entity based on the SUBSCRIBE calling search space and presence group (both described in the section on Unified CM Presence Policy, page 25-8), the SIP trunk will forward the presence request to the external presence entity, await the presence response from the external presence entity, and return the current presence status to the watcher. A watcher that is not in a Unified CM cluster can send a presence request to a SIP trunk. If Unified CM supports the presence entity, it will respond with the current presence status. If Unified CM does not support the presence entity, it will reject the presence request with a SIP error response.



Unified CM Presence with SIP Unified CM uses the term SIP line to represent endpoints supporting SIP that are directly connected and registered to Unified CM and the term SIP trunk to represent trunks supporting SIP. SIP line-side endpoints acting as presence watchers can send a SIP SUBSCRIBE message to Unified CM requesting the presence status of the indicated presence entity.
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If the presence entity resides within the Unified CM cluster, Unified CM responds to a SIP line-side presence request by sending a SIP NOTIFY message to the presence watcher, indicating the current status of the presence entity. (See Figure 25-3.) Figure 25-3



SIP Line SUBSCRIBE/NOTIFY Exchange



10.1.1.2



10.1.1.4



IP



M



1000 SUBSCRIBE sip:[email protected] Event: presence Contact: sip:[email protected] As long as the watcher subscription state is still active, a NOTIFY will be sent any time there is a status change of the presence entity.



2000 is the directory number of another line-side device. This SUBSCRIBE could also be a SIP URI of an external presence entity.



200 OK



190463



NOTIFY sip:[email protected] Event: presence 200 OK



If the presence entity resides outside the Unified CM cluster, Unified CM routes a SUBSCRIBE request out the appropriate SIP trunk, based on the SUBSCRIBE calling search space, presence group, and SIP route pattern. When Unified CM receives a SIP NOTIFY response on the trunk, indicating the presence entity status, it responds to the SIP line-side presence request by sending a SIP NOTIFY message to the presence watcher, indicating the current status of the presence entity. (See Figure 25-4.) Figure 25-4



SIP Trunk SUBSCRIBE/NOTIFY Exchange
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IP
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SUBSCRIBE sip:[email protected] Event: presence Contact: sip:[email protected]



200 OK NOTIFY sip:[email protected] Event: presence 200 OK



M



SUBSCRIBE sip:[email protected] Event: presence Contact: sip:[email protected] 200 OK NOTIFY sip:[email protected] Event: presence 



200 OK
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1000



A SIP route pattern for sjc.xyz.com is configured on a SIP trunk.
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SUBSCRIBE messages for any directory number or SIP URI residing outside the Unified CM cluster are sent or received on a SIP trunk in Unified CM. The SIP trunk could be an interface to another Unified CM or it could be an interface to the Cisco Unified Presence server.



Unified CM Presence with SCCP Unified CM supports Skinny Client Control Protocol (SCCP) line-side endpoints acting as presence watchers. There are no SCCP trunks. SCCP endpoints can request presence status of the indicated presence entity by sending SCCP messages to Unified CM. If the presence entity resides within the Unified CM cluster, Unified CM responds to the SCCP line-side presence request by sending SCCP messages to the presence watcher, indicating the current status of the presence entity. If the presence entity resides outside the Unified CM cluster, Unified CM routes a SUBSCRIBE request out the appropriate SIP trunk, based on the SUBSCRIBE calling search space, presence group, and SIP route pattern. When Unified CM receives a SIP NOTIFY response on the trunk, indicating the presence entity status, it responds to the SCCP line-side presence request by sending SCCP messages to the presence watcher, indicating the current status of the presence entity.



Unified CM Speed Dial Presence Unified CM supports the ability for a speed dial to have presence capabilities by means of a busy lamp field (BLF) speed dial. BLF speed dials work as both a speed dial and a presence indicator. However, only the system administrator can configure a BLF speed dial; a system user is not allowed to configure a BLF speed dial. The administrator must configure the BLF speed dial with a target directory number that is resolvable to a directory number within the Unified CM cluster or a SIP trunk destination. BLF SIP line-side endpoints can also be configured with a SIP URI for the BLF speed dial, but SCCP line-side endpoints cannot be configured with a SIP URI for BLF speed dial. The BLF speed dial indication is a line-level indication and not a device-level indication. The following Cisco Unified IP Phones support BLF speed dial for SCCP: •



Cisco Unified IP Phone 6941G



•



Cisco Unified IP Phone 7914G



•



Cisco Unified IP Phone 7921G



•



Cisco Unified IP Phone 7940G



•



Cisco Unified IP Phone 7960G



•



Cisco Unified IP Phones 7931G, 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



The following Cisco Unified IP Phones support BLF speed dial for SIP: •



Cisco Unified IP Phones 7931G, 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



•



Cisco Unified IP Phones 8961G, 9951G, and 9971G
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The Cisco Unified IP Phones 7905, 7906, 7911, and 7912 do not support BLF speed dial. Figure 25-5 lists the various types of BLF speed dial indications from the phones. Figure 25-5



Indicators for Speed Dial Presence



State



Icon



LED



Idle



Unknown



190465



Busy



Unified CM Call History Presence Unified CM supports presence capabilities for call history lists (the Directories button on the phone). Call history list presence capabilities are controlled via the BLF for Call Lists Enterprise Parameter within Unified CM Administration. The BLF for Call Lists Enterprise Parameter impacts all pages using the phone Directories button (Missed, Received, and Placed Calls, Personal Directory, or Corporate Directory), and it is set on a global basis. Presence capabilities for call history lists are supported for both SCCP and SIP on the following Cisco Unified IP Phones: •



Cisco Unified IP Phones 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



•



Cisco Unified IP Phones 8961G, 9951G, and 9971G



The Cisco Unified IP Phones 7905G, 7906G, 7911G, 7912G, 7940G, and 7960G do not support presence capabilities for call history lists. The presence indicators for call history lists are the same as those listed in the Icon column in Figure 25-5; however, no LED indications are available.



Unified CM Presence Policy Unified CM provides the capability to set policy for users who request presence status. You can set this policy by configuring a calling search space specifically to route SIP SUBSCRIBE messages for presence status and by configuring presence groups with which users can be associated to specify rules for viewing the presence status of users associated with another group.
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Unified CM Subscribe Calling Search Space The first aspect of presence policy for Unified CM is the SUBSCRIBE calling search space. Unified CM uses the SUBSCRIBE calling search space to determine how to route presence requests (SUBSCRIBE messages with the Event field set to Presence) that come from the watcher, which could be a phone or a trunk. The SUBSCRIBE calling search space is associated with the watcher and lists the partitions that the watcher is allowed to "see." This mechanism provides an additional level of granularity for the presence SUBSCRIBE requests to be routed independently from the normal call-processing calling search space. The SUBSCRIBE calling search space can be assigned on a device basis or on a user basis. The user setting applies for originating subscriptions when the user is logged in to the device through Extension Mobility or when the user is administratively assigned to the device. With the SUBSCRIBE calling search space set to , BLF speed dial and call history list presence status does not work and the subscription messages is rejected as “user unknown.” When a valid SUBSCRIBE calling search space is specified, the indicators work and the SUBSCRIBE messages are accepted and routed properly.



Note



Cisco strongly recommends that you do not leave any calling search space defined as . Leaving a calling search space set to can introduce presence status or dialing plan behavior that is difficult to predict.



Unified CM Presence Groups The second aspect of the presence policy for Unified CM is presence groups. Devices, directory numbers, and users can be assigned to a presence group, and by default all users are assigned to the Standard Presence Group. A presence group controls the destinations that a watcher can monitor, based on the user’s association with their defined presence group (for example, Contractors watching Executives is disallowed, but Executives watching Contractors is allowed). The presence group user setting applies for originating subscriptions when the user is logged in to the device via Extension Mobility or when the user is administratively assigned to the device. When multiple presence groups are defined, the Inter-Presence Group Subscribe Policy service parameter is used. If one group has a relationship to another group via the Use System Default setting rather than being allowed or disallowed, this service parameter's value will take effect. If the Inter-Presence Group Subscribe Policy service parameter is set to Disallowed, Unified CM will block the request even if the SUBSCRIBE calling search space allows it. The Inter-Presence Group Subscribe Policy service parameter applies only for presence status with call history lists and is not used for BLF speed dials. Presence groups can list all associated directory numbers, users, and devices if you enable dependency records. Dependency records allow the administrator to find specific information about group-level settings. However, use caution when enabling the Dependency Record Enterprise parameter because it could lead to high CPU usage.
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Unified CM Presence Guidelines Unified CM enables the system administrator to configure and control user phone state presence capabilities from within Unified CM Administration. Observe the following guidelines when configuring presence within Unified CM: •



Select the appropriate model of Cisco Unified IP Phones that have the ability to display user phone state presence status.



•



Define a presence policy for presence users. – Use SUBSCRIBE calling search spaces to control the routing of a watcher presence-based SIP



SUBSCRIBE message to the correct destinations. – Use presence groups to define sets of similar users and to define whether presence status



updates of other user groups are allowed or disallowed.



Note



•



Call history list presence capabilities are enabled on a global basis; however, user status can be secured by using a presence policy.



•



BLF speed dials are administratively controlled and are not impacted by the presence policy configuration.



Cisco Unified Communications Manager Business Edition (Unified CMBE) can be used in ways similar to Unified CM to configure and control user presence capabilities. For more information, refer to the chapter on Call Processing, page 8-1.



Cisco Unified Presence Architecture The Cisco Unified Presence server uses standards-based SIP, SIP for Instant Messaging and Presence Leveraging Extensions (SIMPLE), and Extensible Messaging and Presence Protocol (XMPP) to provide a common demarcation point for integrating clients and applications into the Cisco Unified Communications System. Cisco Unified Presence also provides an HTTP interface that has a configuration interface through Simple Object Access Protocol (SOAP), a presence interface through Representational State Transfer (REST), and a presence, instant messaging, and roster interface through JabberWerx AJAX. The JabberWerx AJAX interface communicates to the Bidirectional-streams Over Synchronous HTTP (BOSH) interface on the Extensible Communications Platform within Cisco Unified Presence. The Cisco Unified Presence server collects, aggregates, and distributes user capabilities and attributes using these standards-based SIP, SIMPLE, XMPP, and HTTP interfaces. Cisco or third-party applications can integrate with presence and provide services that improve the end-user experience and efficiency The core components of the Cisco Unified Presence server consist of: the Jabber Extensible Communications Platform (XCP), which handles presence, instant messaging, roster, routing, policy, and federation management; the Rich Presence Service, which handles presence state gathering, network-based rich presence composition, and presence-enabled routing functionality; and support for ad-hoc group chat storage with persistent chat and message archiving handled to an external database. If persistent chat is enabled, ad-hoc rooms are stored to the external PostgreSQL database for the duration of the ad-hoc chat. This allows a room owner to escalate an ad-hoc chat to a persistent chat; otherwise, these ad-hoc chats are purged from PostgreSQL at the end of the chat. If persistent chat is disabled, ad-hoc chats are stored in volatile memory for the duration of the chat.
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Applications (either Cisco or third-party) can integrate presence and provide services that improve the end user experience and efficiency. By default, the Cisco Unified Presence server contains the IP Phone Messenger application to allow for instant messaging and presence status using Cisco Unified IP Phones. In addition, Cisco Unified Personal Communicator is a supported client of the Cisco Unified Presence server that also integrates instant messaging and presence status. The Cisco Unified Presence server also contains support for interoperability with Microsoft Live Communications Server 2005 or Office Communications Server 2007 and the Microsoft Office Communicator client for any Cisco Unified IP Phone connected to a Unified CM. The Microsoft Office Communicator client interoperability includes click-to-dial functionality, phone control capability, and presence status of Cisco Unified IP Phones.



Cisco Unified Presence Cluster The Cisco Unified Presence server uses the same underlying appliance model and hardware used by Unified CM as well as Unified CM on the Cisco Unified Computing System (UCS) platform, including a similar administration interface. For details on the supported platforms, refer to the Cisco Unified Presence Server Administration Guide, available at http://www.cisco.com/en/US/products/ps6837/prod_maintenance_guides_list.html Cisco Unified Presence consists of up to six servers, including one designated as a publisher, which utilize the same architectural concepts as the Unified CM publisher and subscriber. Within a Cisco Unified Presence cluster, individual servers can be grouped to form a subcluster, and the subcluster can have at most two servers associated with it. Figure 25-6 shows the he basic topology for a Cisco Unified Presence cluster. The Cisco Unified Presence cluster can also have mixed subclusters, where one subcluster is configured with two servers while other subclusters contain a single server, as shown in Figure 25-7. The Cisco Unified Presence servers form their own cluster and are not formally integrated as part of the Unified CM cluster. Figure 25-6



Basic Deployment of Cisco Unified Presence



Cisco Unified Presence Cluster



Cisco Unified Communications Manager Publisher
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2A
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Sub-cluster 1 Sub-cluster 2 Sub-cluster 3 IDS Global User Data Replication
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Figure 25-7



Mixed Deployment of Cisco Unified Presence
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The Cisco Unified Presence publisher utilizes and builds upon the database used by the Unified CM publisher by sharing the user and device information. A Cisco Unified Presence cluster supports only a single Unified CM cluster; therefore, all users of Cisco Unified Presence must be defined within the same Unified CM cluster. Intracluster traffic participates at a very low level between Cisco Unified Presence and Unified CM and between the Cisco Unified Presence publisher and subscriber servers. Both clusters share a common hosts file and have a strong trust relationship using IPTables. At the level of the database and services, the clusters are separate and distinct, and each Cisco Unified Presence server and Unified CM cluster requires separate administration. There is currently no Transport Layer Security (TLS) or IPSec utilization for intracluster traffic. The Cisco Unified Presence server interface with external systems sends SIP and XMPP traffic over UDP, TCP, or TLS. TLS mutual authentication requires the import and export of certificates between Cisco Unified Presence server and the external system. TLS server authentication (Cisco Unified Presence server presenting its TLS certificate to the client device for verification) validates the end user via HTTP digest authentication. The Cisco Unified Presence publisher communicates directly with the Unified CM publisher via the AVVID XML Layer Application Program Interface (AXL API) using the Simple Object Access Protocol (SOAP) interface. When first configured, the Cisco Unified Presence publisher performs an initial synchronization of the entire Unified CM user and device database. All Cisco Unified Presence users are configured in the Unified CM End User configuration. During the synchronization, Cisco Unified Presence populates these users in its database from the Unified CM database and does not provide end-user configuration from its administration interface. The initial Cisco Unified Presence database synchronization from Unified CM might take a while, depending on the amount of information in the database as well as the load that is currently on the system. Subsequent database synchronizations from Unified CM to Cisco Unified Presence are performed in real time when any new user or device information is added to Unified CM. For planning purposes, use the values in Table 25-2 as guidelines when executing the initial database synchronization with Unified CM using a single Cisco Unified Presence publisher.



Note



Cisco Unified Presence supports synchronization of up to 30,000 users; however, the maximum number of licensed presence users for a Cisco Unified Presence cluster is 15,000.
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Table 25-2



Synchronization Times for a Cisco Unified Presence Publisher



Server Platform



Number of Users



Synchronization Time



Cisco MCS 7816



500



5 minutes



Cisco MCS 7825



1,000



5 minutes



Cisco MCS 7835



1,000



5 minutes



10,000



25 minutes



1,000



5 minutes



10,000



20 minutes



30,000



70 minutes



Cisco MCS 7845



Note



The numbers for the Cisco Unified Computing System (UCS) platform are equivalent to those for the MCS 7835 (1xCPU, 2 G RAM, two 160 G drives) and MCS 7845 (2xCPU, 4 G RAM, four 160 G hard drives). For planning purposes, use the values in Table 25-3 as guidelines when executing the initial database synchronization with Unified CM using a Cisco Unified Presence publisher and subscriber servers: Table 25-3



Synchronization Times for a Cisco Unified Presence Publisher and Subscriber Servers



Server Platform



Number of Users



Synchronization Time



Cisco MCS 7816



500



5 minutes



Cisco MCS 7825



1,000



10 minutes



Cisco MCS 7835



1,000



10 minutes



10,000



50 minutes



1,000



10 minutes



10,000



40 minutes



30,000



140 minutes



Cisco MCS 7845



Note



When the Cisco Unified Presence server is performing the initial database synchronization from Unified CM, do not perform any administrative activities on Unified CM while the synchronization agent is active. If the database entries are not updating or if the Sync Agent service is stopped, you can check for broken connections with the synchronization agent by using the Real-Time Monitoring Tool (RTMT) to monitor the Critical Alarm Cisco Unified Presence ServerSyncAgentAXLConnectionFailed.
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Cisco Unified Presence Server High Availability Unified CM provides a choice of the following optional redundancy configurations: •



Two to one (2:1) — For every two primary subscribers, there is one shared backup subscriber.



•



One to one (1:1) — For every primary subscriber, there is a backup subscriber.



For more information on Unified CM redundancy, see the chapter on Call Processing, page 8-1. The Cisco Unified Presence cluster consists of up to six servers, which can be configured into multiple subclusters, where each subcluster contains a maximum of two servers. When deploying a Cisco Unified Presence cluster, use equivalent hardware for all servers within the cluster. Cisco Unified Presence does not provide failover from one server in the subcluster to the other server in the subcluster, nor is there any failover between subclusters.



Cisco Unified Presence Deployment Models Unified CM provides a choice of the following deployment models: •



Single site



•



Multisite WAN with centralized call processing



•



Multisite WAN with distributed call processing



•



Clustering over the WAN



Cisco Unified Presence is supported with the following Unified CM deployment models: single-site centralized call processing, multisite centralized call processing, and multisite distributed call processing. However, all the servers in the Cisco Unified Presence cluster must be co-located with the Unified CM publisher, with the following deployment exception: •



Cisco Unified Customer Voice Portal (Unified CVP) A Cisco Unified Presence cluster can be deployed with a maximum of two servers forming a single subcluster between two sites (one server in each site) for SIP Proxy functionality only (no presence functionality), as required by the Cisco Unified Customer Voice Portal deployment. This deployment must have a minimum bandwidth of 5 Mbps (primarily for installation and configuration) and a maximum latency of 80 ms round-trip time (RTT). For more information on Unified CVP, refer to the Cisco Unified Customer Voice Portal SRND, available at http://www.cisco.com/go/ucsrnd.



For more information on Unified CM deployment models, see the chapter on Unified Communications Deployment Models, page 5-1. Cisco Unified Presence users are assigned based on the Sync Agent service parameter, User Assignment Mode. By default all users are balanced across all servers in the cluster, and Cisco recommends leaving this parameter set to its default value. A value of Active/Standby will assign users to the first server in a subcluster only, and this setting should not be used. A Cisco Unified Presence cluster deployment allows for each server in the subcluster to support up to the maximum number of users. Cisco recommends deploying subclusters with a single server and creating up to three subclusters prior to adding a second server to any subcluster.
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Cisco Unified Presence Deployment Examples Example 25-1 Single Unified CM Cluster with Cisco Unified Presence



Deployment requirements: •



4,000 users that could scale to 13,000 users



•



Single Cisco Unified Communications Manager cluster



•



Instant message logging and compliance are not needed



Hardware: •



Cisco MCS 7845 servers



Deployment: •



Three single-server subclusters using User Assignment Mode = balanced



Example 25-2 Two Unified CM Clusters with Cisco Unified Presence



Deployment requirements: •



11,000 users that could scale to 24,000 users



•



Two Cisco Unified Communications Manager clusters



•



Instant message logging and compliance are not needed



Hardware: •



Cisco MCS 7845 servers



Deployment: •



Two Cisco Unified Presence clusters (one per Cisco Unified Communications Manager cluster), each with three subclusters with one server each using User Assignment Mode = balanced



Example 25-3 Single Unified CM Cluster with Cisco Unified Presence



Deployment requirements: •



500 users that could scale to 2500 users



•



Single Cisco Unified Communications Manager cluster



•



Instant message archiving is required



Hardware: •



Cisco MCS 7835 servers



Deployment: •



One single-server subcluster with a PostgreSQL database instance



Example 25-4 Single Unified CMBE Cluster with Cisco Unified Presence



Deployment requirements: •



100 users that could scale to 1000 users



•



Single Cisco Unified Communications Manager Business Edition (Unified CMBE)



•



Instant message archiving and persistent chat are required
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Hardware: •



Cisco MCS 7825 servers



Deployment: •



One single-server subcluster with a unique PostgreSQL database instance per server in the cluster for persistent chat functionality



Example 25-5 Multiple Unified CM Clusters with Cisco Unified Presence



Deployment requirements: •



5,000 users that could scale to 40,000 users



•



Multiple Cisco Unified Communications Manager clusters



•



Instant message compliance is required



Hardware: •



Cisco MCS 7845 servers



Deployment: •



Multiple Cisco Unified Presence clusters must be set up with intercluster peers between each. Start with a single-server subcluster, with up to 5,000 users for each Cisco Unified Presence cluster, before adding more subclusters within existing Cisco Unified Presence clusters. With a large number of users within a single Cisco Unified Presence cluster, set the User Assignment Mode service parameter to balanced. Set up a third-party compliance server for instant messaging compliance for each server in each Cisco Unified Presence cluster.



Cisco Unified Presence Server Performance Cisco Unified Presence server clusters support single-server as well as multi-server configurations. However, if multiple servers are used, each server must be on the same type of server platform as the publisher server. Table 25-4 lists the hardware platform requirements for the Cisco Unified Presence server as well as the maximum number of users supported per platform. For example, if a Cisco Unified Presence cluster is deployed with three Cisco MCS 7825 servers, each forming their own subcluster, a total of 3,000 users would be supported. The maximum number supported for a Cisco Unified Presence cluster is 15,000 users. Table 25-4



Cisco Unified Presence Server Platforms and Number of Users Supported



Server Platform



Users Supported Per Platform



Cisco MCS 7816



500



Cisco MCS 7825



1,000



Cisco MCS 7835 or Cisco UCS B-Series Blade Server (2 vCPU, 4 GB RAM, 80 GB drive, 1 vNIC)



2,500



Cisco MCS 7845 or Cisco UCS B-Series Blade Server (4 vCPU, 4 GB RAM, two 80 GB drives, 1 vNIC)



5,000
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For additional hardware specifications, refer to the Media Convergence Server documentation available at http://www.cisco.com/en/US/products/hw/voiceapp/ps378/prod_models_home.html



Cisco Unified Presence Licensing User presence capabilities are assigned from Unified CM Administration under the licensing capabilities assignment. Users are licensed for presence capabilities from Unified CM, therefore Cisco Unified Presence requires integration with Cisco Unified CM. There are two check boxes, one for Unified Presence and one for Unified Personal Communicator. To enable the user to send and receive presence messaging updates, the Unified Presence checkbox must be enabled for that user. If the user is not enabled for Unified Presence, no presence messaging or status updates will be allowed for that user. To enable the use of Cisco Unified Personal Communicator, the Unified Personal Communicator checkbox must be enabled for the user. For complete information regarding licensing on Unified CM, refer to the latest version of the Cisco Unified Communications Manager Administration Guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html Unified CM provides the ability to use adjunct licensing for a presence user who is using multiple devices. This feature allows the presence user, who is already using a Cisco Unified IP Phone, to share a Cisco Unified Personal Communicator or Cisco IP Communicator. The adjunct licensing is enabled via configuration on Unified CM, under the Primary Phone option for Cisco Unified Personal Communicator. When a primary phone is associated with Cisco Unified Personal Communicator, then the adjunct licensing is enabled and reflected in the License Unit Calculator.



Cisco Unified Presence Deployment Cisco Unified Presence can be deployed in any of the following configurations: •



Single-Cluster Deployment, page 25-17



•



Multi-Cluster Deployment, page 25-20



•



Federated Deployment, page 25-21



•



Federated Deployment, page 25-21



Single-Cluster Deployment Figure 25-8 represents the communication protocols between Cisco Unified Presence, the LDAP server, and Cisco Unified Communications Manager for basic functionality. For complete information on Cisco Unified Presence administration and configuration, refer to the Cisco Unified Presence installation, administration, and configuration guides, available at http://www.cisco.com/en/US/products/ps6837/tsd_products_support_series_home.html
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Figure 25-8
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Figure 25-8 depicts the following interactions between Cisco Unified Presence components: 1.



The SIP connection between the Cisco Unified Presence server and Unified CM handles all the phone state presence information exchange. a. Unified CM configuration requires the Cisco Unified Presence servers to be added as



application servers on Unified CM and also requires a SIP trunk pointing to the Cisco Unified Presence server. The address configured on the SIP trunk could be a Domain Name System (DNS) server (SRV) fully qualified domain name (FQDN) that resolves to the Cisco Unified Presence servers, or it could simply be an IP address of an individual Cisco Unified Presence server. Cisco Unified Presence 7.0(3) and later releases handle the configuration of the Cisco Unified Communications Manager application server entry automatically through AXL/SOAP once the administrator adds a node in the system topology page through Cisco Unified Presence administration. b. Configuration of Cisco Unified Presence occurs through the Unified CM Presence Gateway for



presence information exchange with Unified CM. The following information is configured: Presence Gateway: server_fqdn:5070



Note



The server_fqdn could be the FQDN of the Unified CM publisher, a DNS SRV FQDN that resolves to the Unified CM subscriber servers, or an IP address.



If DNS is highly available within your network and DNS SRV is an option, configure the SIP trunk on Unified CM with a DNS SRV FQDN of the Cisco Unified Presence publisher and subscriber. Also configure the Presence Gateway on the Cisco Unified Presence server with a DNS SRV FQDN of the Unified CM subscribers, equally weighted. This configuration will allow for presence messaging to be shared equally among all the servers used for presence information exchange. If DNS is not highly available or not a viable option within your network, use IP addressing. When using an IP address, presence messaging traffic cannot be equally shared across multiple Unified CM subscribers because it points to a single subscriber.
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Unified CM provides the ability to further streamline communications and reduce bandwidth utilization by means of the service parameter CUP PUBLISH Trunk, which allows for the PUBLISH method (rather than SUBSCRIBE/NOTIFY) to be configured and used on the SIP trunk interface to Cisco Unified Presence. Once the CUP PUBLISH Trunk service parameter has been enabled, the users must be associated with a line appearance and not just a primary extension. 2.



The Computer Telephony Integration Quick Buffer Encoding (CTI-QBE) connection between Cisco Unified Presence and Unified CM is the protocol used by presence-enabled users in Cisco Unified Presence to control their associated phones registered to Unified CM. This CTI communication occurs when Cisco Unified Personal Communicator is using Desk Phone mode to do Click to Call or when Microsoft Office Communicator is doing Click to Call through Microsoft Live Communications Server 2005 or Office Communications Server 2007. a. Unified CM configuration requires the user to be associated with a CTI Enabled Group, and the



primary extension assigned to that user must be enabled for CTI control (checkbox on the Directory Number page). The CTI Manager Service must also be activated on each of the Unified CM subscribers used for communication with the Cisco Unified Presence publisher and subscriber. Integration with Microsoft Live Communications Server 2005 or Office Communications Server 2007 requires that you configure an Application User, with CTI Enabled Group and Role, on Unified CM. b. Cisco Unified Presence CTI configuration (CTI Server and Profile) for use with Cisco Unified



Personal Communicator is automatically created during the database synchronization with Unified CM. All Cisco Unified Personal Communicator CTI communication occurs directly with Unified CM and not through the Cisco Unified Presence server. Cisco Unified Presence CTI configuration (CTI Gateway) for use with Microsoft Live Communications Server 2005 or Office Communications Server 2007 requires you to set the CTI Gateway address (Cisco Unified Communications Manager Address) and a provider, which is the application user configured previously in Unified CM. Up to eight Cisco Unified Communications Manager Addresses can be provisioned for increased scalability. Only IP addresses can be used for CTI gateway configuration in the Cisco Unified Presence server. 3.



The AXL/SOAP interface handles the database synchronization from Unified CM to populate the Cisco Unified Presence database. a. No additional configuration is required on Unified CM. b. Cisco Unified Presence security configuration requires you to set a user and password for the



Unified CM AXL account in the AXL configuration. The Sync Agent Service Parameter, User Assignment, set to balanced by default, will load-balance all users equally across all servers within the Cisco Unified Presence cluster. The administrator can also manually assign users to a particular server in the Cisco Unified Presence cluster by changing the User Assignment service parameter to None. 4.



The LDAP interface is used for LDAP authentication of Cisco Unified Personal Communicator users during login. For more information regarding LDAP synchronization and authentication, see the chapter on LDAP Directory Integration, page 16-1. Unified CM is responsible for all user entries via manual configuration or synchronization directly from LDAP, and Cisco Unified Presence then synchronizes all the user information from Unified CM. If a Cisco Unified Personal Communicator user logs into the Cisco Unified Presence server and LDAP authentication is enabled on Unified CM, Cisco Unified Presence will go directly to LDAP for the Cisco Unified Personal Communicator user authentication using the Bind operation. Once Cisco Unified Personal Communicator is authenticated, Cisco Unified Presence forwards the information to Cisco Unified Personal Communicator to continue login.
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When using Microsoft Active Directory, consider the choice of parameters carefully. Performance of Cisco Unified Presence might be unacceptable when a large Active Directory implementation exists and the configuration uses a Domain Controller. To improve the response time of Active Directory, it might be necessary to promote the Domain Controller to a Global Catalog and configure the LDAP port as 3268.



Multi-Cluster Deployment The deployment topology in previous sections is for a single Cisco Unified Presence cluster communicating with a single Unified CM cluster. Presence and instant messaging functionality is limited by having communications within a single cluster only. Therefore, to extend presence and instant messaging capability and functionality, these standalone clusters can be configured for peer relationships for communication between clusters within the same domain. Figure 25-9 represents the peer relationship between Cisco Unified Presence clusters when interconnecting multiple clusters or sites. This functionality provides the ability for users in one cluster to communicate and subscribe to the presence of users in a different cluster within the same domain. Figure 25-9
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To create a fully meshed presence topology, each Cisco Unified Presence cluster requires a separate peer relationship for each of the other Cisco Unified Presence clusters within the same domain. The address configured in this intercluster peer could be a DNS SRV FQDN that resolves to the remote Cisco Unified Presence cluster servers, or it could also simply be the IP address of the Cisco Unified Presence cluster servers.
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The interface between each Cisco Unified Presence cluster is two-fold, an AXL/SOAP interface and a signaling protocol interface (SIP or XMPP). The AXL/SOAP interface handles the synchronization of user information for home cluster association, but it is not a full user synchronization. The signaling protocol interface (SIP or XMPP) handles the subscription and notification traffic, and it rewrites the host portion of the URI before forwarding if the user is detected to be on a remote Cisco Unified Presence cluster within the same domain. When Cisco Unified Presence is deployed in a multi-cluster environment, a presence user profile should be determined. The presence user profile helps determine the scale and performance of a multi-cluster presence deployment and the number of users that can be supported. The presence user profile helps establish the number of contacts (or buddies) a typical user has, as well as whether those contacts are mostly local cluster users or users of remote clusters. The traffic generated between Cisco Unified Presence clusters is directly proportional to the characteristics of the presence user profile. For example, assume presence user profile A has 30 contacts with 20% of the users on a local Cisco Unified Presence cluster and 80% of the users on a remote Cisco Unified Presence cluster, while presence user profile B has 30 contacts with 50% of the users on a local Cisco Unified Presence cluster and 50% of the users on a remote Cisco Unified Presence cluster. In this case, presence user profile B will provide for slightly better network performance and less bandwidth utilization due to a smaller amount of remote cluster traffic.



Federated Deployment Cisco Unified Presence allows for business-to-business communications by enabling inter-domain federation, which provides the ability to share presence and instant messaging communications between different domains. Inter-domain federation requires two explicit DNS domains to be configured, as well as a security appliance (Cisco Adaptive Security Appliance) in the DMZ to terminate federated connections with the enterprise. Figure 25-10 shows the basic inter-domain federation deployment between two different domains, indicated by Domain A and Domain B. The Adaptive Security Appliance (ASA) in the DMZ is used as a demarcation into the enterprise. XMPP traffic is passed through, whereas SIP traffic is inspected. All federated incoming and outgoing traffic is routed through the Cisco Unified Presence server that is enabled as a federation node, and is routed internally to the appropriate server in the cluster where the user resides. For multi-cluster deployments, intercluster peers propagate the traffic to the appropriate home cluster within the domain. Multiple nodes can be enabled as federation nodes within large enterprise deployments, where each request is routed based on a round-robin implementation of the data returned from the DNS SRV lookup.



Cisco Unified Communications System 8.x SRND OL-21733-01



25-21



Chapter 25



Cisco Unified Presence



Cisco Unified Presence Architecture



Figure 25-10
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The inter-domain federation configuration also allows for a specific federation between Cisco Unified Presence and Microsoft Office Communications Server (OCS), as depicted in Figure 25-11. Cisco Unified Presence provides inter-domain federation with Microsoft Office Communications Server (OCS) or Live Communications Server (LCS) to provide basic presence (available, away, busy, offline) and point-to-point instant messaging. Rich presence capability (On the Phone, In a Meeting, On Vacation, and so forth), as well as advanced instant messaging features, are not supported.
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Figure 25-11
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Table 25-5 lists the state mappings between Cisco Unified Presence and Microsoft Office Communications Server. Table 25-5



Mapping of Presence States



Cisco Status



Cisco Color



Status to Microsoft Office Communications Server



Out of office



RED



Away



Do not disturb



RED



Busy



Busy



RED



Busy



On the phone



YELLOW



Busy



In a meeting



YELLOW



Busy



Idle on all clients



YELLOW



Away



Available



GREEN



Available



Unavailable/offline



GREY



Offline
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Note



Cisco Unified Presence must publish a DNS SRV record (SIP, XMPP, and each text conferencing node) for the domain to allow for other domains to discover the Cisco Unified Presence servers through DNS SRV. With a Microsoft Office Communications Server or Live Communications Server deployment, this is required because Cisco Unified Presence is configured as a Public IM Provider on the Access Edge server. If the Cisco Unified Presence server cannot discover the Microsoft domain using DNS SRV, you must configure a static route on Cisco Unified Presence for the external domain. The Cisco Unified Presence federation deployment can be configured with redundancy using a load balancer between the Adaptive Security Appliance and the Cisco Unified Presence server, or redundancy can also be achieved with a redundant Adaptive Security Appliance configuration. Additional configuration and deployment considerations regarding a federated deployment can be found in the latest version of the Integration Guide for Configuring Cisco Unified Presence for Interdomain Federation, available at http://www.cisco.com/en/US/products/ps6837/products_installation_and_configuration_guides_lis t.html



Cisco Unified Presence Migration Migration of a Cisco Unified Presence deployment to Release 8.0 is supported from Cisco Unified Presence 7.x only. User assignments on a Cisco Unified Presence cluster will be maintained on a per-server basis with migration from version 7.x to 8.0. Because high availability and clustering over the WAN are not supported in Cisco Unified Presence 8.0, Cisco Unified Presence deployments using high availability and clustering over the WAN must be evaluated to determine if the new features in version 8.0 are more important. The following guidelines apply to migration of Cisco Unified Presence: •



Cisco Unified Presence 7.x deployments with more than one cluster require you to deactivate the presence engine on each server in the cluster before upgrading to Cisco Unified Presence 8.0. The presence engine should be reactivated only after you have completed all server upgrades to Cisco Unified Presence 8.0. Future Cisco Unified Presence migrations will not require deactivating the presence engine.



•



For Cisco Unified Presence 7.x deployments with more than one cluster, Cisco recommends upgrading all clusters to Cisco Unified Presence 8.0 at the same time. Future Cisco Unified Presence migrations will not require migrating all clusters at the same time.



•



Migrating Cisco Unified Presence deployments to version 8.0 brings in a second standard protocol in XMPP, with the addition of the Jabber XCP architecture. Cisco Unified Personal Communicator 7.x, inter-domain federation with Microsoft Office Communications Server, and third-party applications all create SIP/SIMPLE subscriptions. The number of active SIP/SIMPLE subscriptions can be viewed using the Real-Time Monitoring Tool (RTMT) Active Subscription counter. Cisco Unified Presence 8.0 manages these subscriptions using the SIP Federation Connection Manager. With a large number of active SIP/SIMPLE subscriptions (above 20,000), or if subscriptions begin to fail after upgrade, Cisco recommends increasing the SIP Federation Connection Manager service parameter Pre-allocated SIP stack memory (bytes) to twice the amount of its current default value.
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Cisco Unified Presence Server Policy Cisco Unified Presence server policy is set by the user and not the administrator. A default set of rules, with everything open and available, applies if the user does not make any modifications to the policy rules. All policy configuration control is provided in the User Options area of the Cisco Unified Presence user pages at https:///ccmuser/. The user can configure rule sets that contain access control lists (ACLs) of watchers for which these rules apply. There are three types of rules in each rule set: •



Visibility Rules – Polite Blocking — Watchers always see an unavailable presence status, with no device status



for this user. – Reachability Only — Watchers see only the overall reachability of the user, with no device



detail information. – All State (default) — Watchers see all unfiltered device state information in addition to the



overall reachability. •



Reachability Rules – Based on precedence rules (first match) for determining reachability (away, available, busy,



unavailable, do not disturb, unknown) – Based on device type, media type, and calendar (For example, if my cell phone is busy or my



calendar is busy, mark me as busy. If any IM device is do-not-disturb, mark me as do-not-disturb.) •



Filtering Rules – Exclude presence status for specific device types, media types, or calendar



The filtering rules are applied prior to determining reachability; therefore, a device's filtered status does not affect the reachability status of the user. The user may also define device types (for example, mobile phone, office phone, and so forth) for use with the reachability and filtering rules.



Cisco Unified Presence Enterprise Instant Messaging Cisco Unified Presence incorporates the supported enterprise instant messaging features of the Jabber Extensible Communications Platform (XCP), while allowing for some modifications to enhance support for multi-device user experience. Cisco Unified Presence changes the Jabber XCP instant messaging routing architecture to allow for initial instant messages to be routed to all of the user's non-negative priority logged-in devices, rather than routing to the highest priority device as is done with existing Jabber XCP installations. Backward compatibility support for point-to-point instant messaging between Cisco Unified Presence SIP clients and XMPP clients is provided by an IM gateway. Text conferencing, sometimes referred to as multi-user chat, is defined as ad-hoc group chat and persistent group chat and is supported as part of the Jabber XCP feature set. In addition, offline instant messaging (storing instant messages for users who are currently offline) is also supported as part of the Jabber XCP feature set. Cisco Unified Presence handles storage for each of these instant messaging features in different locations. Offline instant messaging is stored locally in the Cisco Unified Presence IDS database. Ad-hoc group chat is stored locally in memory on Cisco Unified Presence. Persistent group chat requires an external database to store chat rooms and conversations. The only external database supported is PostgreSQL (see http://www.postgresql.org/).
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Cisco Unified Presence uses the basic interfaces of the external database and does not provide any administration, interface hooks, or configuration of the database. Cisco requires a separate database instance for each server in the cluster when Cisco Unified Presence is deployed with persistent group chat. (See Figure 25-12.) The database instances can share the same hardware but are not required to do so. Figure 25-12



Cisco Unified Presence Persistent Chat
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IDS Global User Data Replication Unique Separate Database Instance
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Cisco Unified Communications Manager Publisher



2A



Cisco Unified Presence Message Archiving and Compliance As part of the Jabber XCP architecture, Cisco Unified Presence contains a Message Archiver component that allows for logging of text conferencing, federated, and intercluster messages into an external database as part of a non-blocking native compliance. Cisco Unified Presence native compliance and message archival requires a PostgreSQL database instance per cluster, as shown in Figure 25-13. The same database can be shared with multiple clusters; however, a large number of users in a multi-cluster deployment might require multiple database servers.
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Figure 25-13



Cisco Unified Presence Native Compliance and Message Archiving



Cisco Unified Presence Cluster Database Sync 2A



1A



Cisco Unified Communications Manager Publisher ODBC PostgreSQL



3A



Sub-cluster 1 Sub-cluster 2 Sub-cluster 3 5A



4A



6A



253864



Sub-cluster 4 Sub-cluster 5 Sub-cluster 6 IDS Global User Data Replication



A blocking third-party compliance solution, which not only allows logging of messages but also applies policy to message delivery and message content, is provided through a third-party compliance server solution. Cisco Unified Presence third-party compliance requires a compliance server for each server in the cluster, as shown in Figure 25-14. Figure 25-14
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Cisco Unified Presence Calendar Integration Cisco Unified Presence has the ability to retrieve calendar state and aggregate it into a presence status via the calendar module interface with Microsoft Exchange 2003 or 2007. Microsoft Exchange integration is supported with Microsoft Active Directory 2003 and Active Directory 2008 as well as Windows Server 2003 and Windows Server 2008. Microsoft Exchange makes the calendar data available from the server via Outlook Web Access (OWA), which is built upon extensions to the WebDAV protocol (RFC 2518). The integration with Microsoft Exchange is done through a separate Presence Gateway configuration for calendar applications. Once the administrator configures a Presence Gateway for Outlook, the user has the ability to enable or disable the aggregation of calendar information into their presence status (see Table 25-6).
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Table 25-6



Aggregated Presence State Based on Calendar State



Cisco Unified Presence State



Calendar State



Available



Free / Tentative



Idle/Busy



Busy



Away



Out of Office



The exchange ID that is used to retrieve calendar information is taken from the email ID of the LDAP structure for that user. If the email ID does not exist or if LDAP is not being used, then the Cisco Unified Presence user ID is mapped as the exchange ID. Information is gathered via a subscription for calendar state from the Cisco Unified Presence server to the Microsoft Exchange server. Figure 25-15 depicts this communication. Figure 25-15



Communication Between Cisco Unified Presence and Microsoft Exchange
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HTTP Unsubscribe



The feature requires a new service parameter that is the port address for the UDP HTTP (HTTPu) listen port. This port is where Microsoft Exchange sends any notifications (indicated by the NOTIFY message) indicating a change to a particular subscription identifier for calendar events. The SEARCH transaction is used to search a user's calendar relevant to a given interval, and is invoked when the user has set a preference to include the calendar information in the presence status. The results of the search are converted into a list of free/busy state transitions. The SUBSCRIBE message indicates the subscription for notifications to changes in the free/busy state of the user in the folder /exchange/userX/Calendar. The POLL method is used to acknowledge that the client has either received or responded to a particular event, while the UNSUBSCRIBE message is used to terminate a previous subscription or subscriptions.
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Note



Cisco Unified Presence can be deployed with a single Microsoft Exchange Server or with multiple Microsoft Exchange Servers. Microsoft Exchange deployment allows for clustering of multiple Exchange servers; therefore, Cisco Unified Presence will honor the REDIRECT message to the exchange server that is hosting the user for which Cisco Unified Presence is requesting status. Multi-Language Calendar Support



In cases where the requirements for a calendar integration deployment specify more than one language, use the following design guidelines: •



Cisco Unified Presence, as well as Cisco Unified Communications Manager, must have the appropriate locales installed for the users to select their locale.



•



Cisco Unified Presence supports all the standard Unified Communications locales for calendar integration.



•



Users must be configured for the locale that is desired, either through the end user pages or administratively through the Bulk Administration Tool.



•



A Presence Gateway of type Outlook must be configured to Microsoft Exchange. Cisco Unified Presence sends the appropriate locale folder with the initial query. Queries are redirected, if required, through the response of the initial Front-End or Client Access Microsoft Exchange server.



•



When using IP Phone Messenger and the Meeting Notification functionality, the user’s locale must be configured to be the same as the locale where the phone's IP Phone Messenger service is being used.



Cisco Unified Presence Mobility Integration Cisco Unified Presence has the ability to integrate contact lists and presence state with Cisco Unified Mobility Advantage and Cisco Unified Mobile Communicator. Cisco Unified Mobile Communicator continues to communicate directly with Cisco Unified Mobility Advantage, while Cisco Unified Mobility Advantage communicates with Cisco Unified Presence via AXL/SOAP and SIP. An application user must be configured on Cisco Unified Presence and Cisco Unified Mobility Advantage before Cisco Unified Mobility Advantage can establish an administrative session with Cisco Unified Presence. Cisco Unified Mobile Communicator end-user logins will generate a Cisco Unified Mobility Advantage SOAP request to Cisco Unified Presence for system configuration, user configuration, contact list, presence rules, and application dial rules, followed by Unified Communicator Change Notifier (UCCN) configuration and Presence SIP subscriptions. Figure 25-16 highlights the Cisco Unified Mobility Advantage interaction with Cisco Unified Presence.
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Figure 25-16
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The call flow in Figure 25-16 illustrates the following sequence of events: 1.



Cisco Unified Mobility Advantage initiates a SOAP login request to Cisco Unified Presence via the super-user application user (CCMAdministrator), and Cisco Unified Presence returns a session key. This application user must be created on both Cisco Unified Presence and Cisco Unified Mobility Advantage.



2.



A Cisco Unified Mobile Communicator end-user logs in, and Cisco Unified Presence returns a session key.



3.



Cisco Unified Mobility Advantage initiates a get-all-config SOAP request (with session key) on behalf of the user to retrieve the system configuration, user configuration, contact list, presence rules, and application dial rules.



4.



Cisco Unified Mobility Advantage submits a Unified Communicator Change Notifier (UCCN) subscription with the profileconfig event package for the user.



5.



Cisco Unified Mobility Advantage submits a Presence subscription with the presence event package for the user.



Observe the following requirements when integrating Cisco Unified Mobility Advantage with Cisco Unified Presence: •



Cisco Unified Mobility Advantage must be deployed in a single Cisco Unified Communications Manager cluster and a single Cisco Unified Presence cluster.



•



No more than 1000 Cisco Unified Mobile Communicator users can be integrated per Cisco Unified Mobility Advantage deployment.



•



A Cisco Unified Presence cluster can have no more than 2 nodes.
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Cisco Unified Presence Third-Party Open API Cisco Unified Presence has the ability to integrate with third-party applications through HTTP in addition to SIP/SIMPLE and XMPP. The HTTP interface has a configuration interface as well as a presence interface via Representational State Transfer (REST). The Third-Party Open API provides two mechanisms to access presence: a real-time eventing model and a polling model. Real-Time Eventing Model



The real-time eventing model uses an application user on Cisco Unified Presence to establish an administrative session, which allows for end users to log in with that session key. Once the end user has logged in, the user registers and subscribes for presence updates using Representational State Transfer (REST). Figure 25-17 highlights the Third-Party Open API real-time eventing model interaction with Cisco Unified Presence. Figure 25-17
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The call flow in Figure 25-17 illustrates the following sequence of events: 1.



The application initiates a SOAP login request to Cisco Unified Presence via the super-user application user (APIUser), and Cisco Unified Presence returns a session key. The application can then log in the end-user with this session key (essentially, the end-user logs in via the application).



2.



The end user registers the endpoint using the application-user session key.



3.



The application initiates a subscribe request (using the session key) on behalf of the end user to retrieve user information, contact list, and presence rules.



4.



Cisco Unified Presence sends a notification – unsecured.



5.



The application requests the user’s presence status.
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Polling Model



The polling model uses an application user on Cisco Unified Presence to establish an administrative session, which allows for end users to log in with that session key. Once the end user has logged in, the application requests presence updates periodically, also using Representational State Transfer (REST). Figure 25-18 highlights the Third-Party Open API polling model interaction with Cisco Unified Presence. Figure 25-18
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The call flow in Figure 25-18 illustrates the following sequence of events: 1.



The application initiates a SOAP login request to Cisco Unified Presence via the super-user application user (APIUser), and Cisco Unified Presence returns a session key. The application can then log in the end-user with this session key (essentially, the end-user logs in via the application).



2.



The application requests presence state and bypasses the eventing model.



3.



The application requests presence state and bypasses the eventing model.



Note



Both Basic presence and Rich presence can be retrieved; however, the polling model puts an additional load on the presence server.



Extensible Messaging and Presence Protocol Interfaces



The Jabber XCP architecture allows for two additional open interfaces for presence, instant messaging, and roster management: a client XMPP interface and a JabberWerx AJAX interface. The client XMPP functionality enables third-party XMPP clients to integrate presence, instant messaging, and roster management, and it is a complementary interface to the SIP/SIMPLE interface on Cisco Unified Presence. The client XMPP interface is treated as a normal XMPP client within Cisco Unified Presence; therefore, sizing of the interface should be treated as a normal XMPP client.



Cisco Unified Communications System 8.x SRND



25-32



OL-21733-01



Chapter 25



Cisco Unified Presence Cisco Unified Presence Enterprise Instant Messaging



The JabberWerx AJAX API provides a Web 2.0 style of interface to integrate Jabber XCP features into web applications and widgets, and it is made directly available from Cisco Unified Presence. The JabberWerx AJAX API is exclusively a client-side JavaScript library that communicates to the Bidirectional-streams Over Synchronous HTTP (BOSH) interface, which is essentially an XMPP over HTTP interface that allows the server to push data to a web browser through a long-polling technique. Observe the following requirements when integrating either model of the Third-Party Open API with Cisco Unified Presence: •



Certificates are required for the presence interface (sipproxy.der) and the configuration interface (tomcat_cert.der).



•



No more than 1000 Third-Party Open API users can be integrated per Cisco Unified Presence deployment.



•



To improve performance, balance the Third-Party Open API users across all servers in the Cisco Unified Presence cluster.



You can obtain additional information and support for use of the Cisco Unified Presence Third-Party Open API through Cisco Developer Services, available at: http://www.cisco.com/web/developer/ Information and assistance for developers is also available from the Cisco Developer Community, which is accessible through valid Cisco login authentication at: http://developer.cisco.com/



Design Considerations for Cisco Unified Presence •



If LDAP integration is possible, LDAP synchronization with Unified CM should be used to pull all user information (number, ID, and so forth) from a single source. However, if the deployment includes both an LDAP server and Unified CM that does not have LDAP synchronization enabled, then the administrator should ensure consistent configuration across Unified CM and LDAP when configuring user directory number associations.



•



Cisco Unified Presence marks Layer 3 IP packets via Differentiated Services Code Point (DSCP). Cisco Unified Presence marks all call signaling traffic based on the Differential Service Value service parameter under SIP Proxy, which defaults to a value of DSCP 24 (PHB CS3).



•



Presence Policy for Cisco Unified Presence is controlled strictly by a defined set of rules created by the user.



•



The Cisco Unified Presence publisher and subscriber must be co-located with the Unified CM publisher.



•



Use the service parameter CUP PUBLISH Trunk to streamline SIP communication traffic with the Cisco Unified Presence server.



•



Associate presence users in Unified CM with a line appearance, rather than just a primary extension, to allow for increased granularity of device and user presence status. When using the service parameter CUP PUBLISH Trunk, you must associate presence users in Unified CM with a line appearance.



•



A Presence User Profile (the user activity and contact list contacts and size) must be taken into consideration for determining the server hardware and cluster topology characteristics.



•



Use the User Assignment Mode sync agent parameter default of balanced for best overall cluster performance.
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•



Cisco Unified Presence requires an external database instance for each server within in the cluster for persistent chat, and one database instance per cluster for message archiving and native compliance. The database instances can share the same hardware; however, the only external database supported is PostgreSQL.



•



Cisco Unified Presence supports a total of 15,000 users per cluster. The sizing for users must take into account the number of SIP/SIMPLE users and the number of XMPP users. XMPP users have slightly better performance because SIP/SIMPLE users employ the IM Gateway functionality into the Jabber XCP architecture.



•



When migrating a Cisco Unified Presence deployment from version 7.x to 8.0, you must deactivate the presence engine service prior to the upgrade and re-enable it after all servers have been upgraded to 8.0.



•



All eXtensible Communications Platform (XCP) communications and logging are stored in GMT and not localized to the installed location.



•



Cisco Unified Presence 8.0 is compatible with Unified CM 6.x, 7.x, and 8.x.



•



Cisco Unified Communications Manager Business Edition (Unified CMBE) 7.x supports LDAP synchronization, which should be enabled when integrating Unified CMBE with Cisco Unified Presence.



For a complete listing of ports used by Cisco Unified Presence, refer to Port Usage Information for Cisco Unified Presence, available at http://www.cisco.com/en/US/products/ps6837/products_device_support_tables_list.html



Third-Party Presence Server Integration Cisco Unified Presence provides an interface based on SIP and SIP for Instant Messaging and Presence Leveraging Extensions (SIMPLE) for integrating SIP and SIMPLE applications into the Cisco Unified Communications solution. You can configure and integrate a third-party presence server or application with this SIP/SIMPLE interface to provide presence aggregation and federation.



Microsoft Communications Server For all setup, configuration, and deployment of Microsoft Live Communications Server 2005 or Office Communications Server 2007 and Microsoft Office Communicator, refer to the documentation at: http://www.microsoft.com/ Cisco does not provide configuration, deployment, or best practice procedures for Microsoft Communications products, but Cisco does provide the guidelines listed below for integrating Cisco Unified Presence with Microsoft Live Communications Server 2005 or Office Communications Server 2007. Cisco Systems has developed an application note to show feature interoperability and configuration steps for integrating Cisco Unified Presence with Microsoft Live Communications Server 2005. You can access this application note at: http://www.cisco.com/en/US/docs/voice_ip_comm/cucme/pbx/interop/notes/602270nt.pdf Cisco Systems has also developed application notes to show feature interoperability and configuration steps for integrating Cisco Unified Presence with Microsoft Office Communications Server 2007. You can access the application notes at the following locations: http://www.cisco.com/en/US/docs/voice_ip_comm/cucme/pbx/interop/notes/617030nt.pdf
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http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns728/ns784/712410.pdf Cisco Systems has also developed a guide for integrating Cisco Unified Presence with Microsoft Office Communications Server 2007. This Integration Note for Configuring Cisco Unified Presence with Microsoft LCS/OCS for MOC Call Control is available at: http://www.cisco.com/en/US/products/ps6837/products_installation_and_configuration_guides_lis t.html Guidelines for Integrating Cisco Unified Presence with Microsoft Live Communications Server 2005 or Office Communications Server 2007



The following guidelines apply when integrating the Cisco Unified Presence server and Microsoft Live Communications Server 2005 or Office Communications Server 2007: •



Communications between Cisco Unified Presence and Microsoft Live Communications Server 2005 or Office Communications Server 2007 uses the SIP/SIMPLE interface. However, Microsoft Live Communications Server 2005 or Office Communications Server 2007 tunnels Computer-Supported Telecommunications Applications (CSTA) traffic over SIP. Therefore, the CTI gateway on the Cisco Unified Presence server must be configured to handle the CSTA-to-CTI conversion for Click to Call phone control.



•



Cisco Unified Presence deployment with Microsoft Office Communications Server 2007 or Live Communications Server 2005 for Remote Call Control, should consist of a single subcluster pair of servers that make up the Cisco Unified Presence cluster.



•



The following table lists the number of users supported per platform.



Cisco Unified Presence Platform



Cisco Unified Communications Manager Platform



Number of Microsoft Office Communicator Users Supported per Server1



Number of Microsoft Office Communicator Users Supported per Cluster1



MCS 7825, 7835, or 7845



MCS 7825



900



3,600



MCS 7825, 7835, or 7845



MCS 7835



2,000



8,000



MCS 7825, 7835, or 7845



MCS 7845



5,000



20,000



1. These numbers are based on Cisco Unified CM 7.1(3) and later releases.



•



You must configure the same end-user ID in LDAP, Unified CM, and Microsoft Live Communications Server 2005 or Office Communications Server 2007. This practice avoids any conflicts between Microsoft Live Communications Server 2005 or Office Communications Server 2007 authentication with Active Directory (AD) and the end-user configuration on Unified CM, as well as conflicts with user phone control on Unified CM. For Active Directory, Cisco recommends that the user properties of General, Account, and Live Communications all have the same ID. To ensure the Cisco Unified Presence users are consistent, LDAP Synchronization and Authentication should be enabled with Unified CM.



•



You must configure Microsoft Live Communications Server 2005 or Office Communications Server 2007 Host Authentication to contain the Cisco Unified Presence publisher and subscriber.



•



You can configure routing of the SIP messages to Cisco Unified Presence by means of Static Routes in the Microsoft Live Communications Server 2005 or Office Communications Server 2007 properties.
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•



You must configure an incoming and outgoing access control list (ACL) on the Cisco Unified Presence server to allow for communications with Microsoft Live Communications Server 2005 or Office Communications Server 2007.



•



You must enable each user for use of Microsoft Office Communicator in the Cisco Unified Presence server configuration, in addition to enabling each user for presence in Unified CM.



•



Take into account bandwidth considerations for Microsoft Office Communicator login due to the exchange of configuration information between Microsoft Office Communicator and the Microsoft Communications Server, and due to initial communication with the Cisco Unified Presence server CTI gateway.



•



The parameters that are required for Microsoft Office Communications Server 2007 have changed names from Live Communications Server 2005. The TEL URI parameter defined in Live Communications Server 2005 is the same as the Line URI parameter in Office Communications Server 2007, and the Remote Call Control SIP URI parameter defined in Live Communications Server 2005 is the same as the Server URI parameter in Office Communications Server 2007.



•



To address the issue of a reverse look-up of a directory number that corresponds to a user, use the guidelines documented in the Release Notes for Cisco Unified Presence, available at http://www.cisco.com/en/US/products/ps6837/prod_release_notes_list.html



IBM Lotus Sametime Cisco Systems, Inc. provides the following guidelines around how best to integrate IBM Lotus Sametime Server with Cisco Unified Communications, but does not contend configuration, deployment, or best practice procedures for IBM Communications products. For all setup, configuration, and deployment of IBM Lotus Sametime Server, refer to the documentation at http://www.ibm.com/ Cisco does not provide configuration, deployment, or best practice procedures for IBM communications products, but Cisco does provide the guidelines listed below for integrating IBM Lotus Sametime Server with a Cisco Unified Communications system. Guidelines for Integrating Cisco Unified Presence with IBM Lotus Sametime Server (Version 7.5.1 and Later)



Click-to-call and click-to-conference functionality integrated within the IBM Lotus Sametime client is handled via a Cisco Call Control plugin resident on IBM Lotus Sametime Server. The integration into Cisco Unified Communications for click-to-call and click-to-conference functionality is handled via the SIP trunk interface with Unified CM. The integration into Cisco Unified Communications for presence functionality is handled via the SIP/SIMPLE interface with Cisco Unified Presence. •



The Unified CM SIP trunk for click-to-call and click-to-conference functionality must be configured for out-of-dialog REFER processing. Enable the Accept Out-of-Dialog REFER checkbox in the SIP Trunk Security Profile associated with the SIP trunk communicating with IBM Lotus Sametime Server.



•



The Cisco Call Control plugin, resident on IBM Lotus Sametime Server, maintains a configured list of Unified CMs utilized in a round-robin manner. This list should be populated with the IP address of Unified CM subscribers that have been configured with the out-of-dialog REFER SIP trunks. The Unified CM list can also be configured with DNS SRV; however, currently this SRV logic is used for redundancy only and not for load balancing, therefore it is not a recommended setting.
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•



Deployment topologies using IBM Lotus Sametime Server typically will integrate with multiple Unified CM clusters due to the capacity differences between the two systems. With the Cisco Click-to-Call plugin utilizing a list of Unified CMs in a round-robin fashion, a call initiation can result in a REFER being sent to a cluster different from the user’s home cluster. The Unified CM receiving this call setup will process the REFER and generate an INVITE to the appropriate destination to complete the call setup.



•



Traffic marking has not been implemented fully with the Cisco Call Control plugin. Therefore, follow the traffic marking guidelines in the Enterprise QoS Solution Reference Network Design (SRND), available at http://www.cisco.com/go/designzone



Cisco Unified Presence 8.0 integrates with IBM Lotus Sametime 8, from a server-to-server perspective, through the XMPP interface to allow for inter-domain federation between IBM Lotus Sametime clients and Cisco Unified Presence clients.
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Cisco Collaboration Clients and Applications provide an integrated user experience and extend the capabilities and operations of the Cisco Unified Communications System. These clients and applications enable collaboration both inside and outside the company boundaries by bringing together, in a single easy to use collaboration client, applications such as online meetings, presence notification, instant messaging, audio, video, voicemail, and many more. Several collaboration clients and applications are available, and each provides an architectural view, deployment considerations, planning, and design guidance around integration into the Cisco Unified Communications System. Use this chapter to determine which of the following collaboration clients and applications are best suited for your deployment: •



Cisco WebEx Connect Cisco WebEx Connect is a collaborative software-as-a-service (SaaS) platform that enables developers, partners, and customers to create powerful collaborative business solutions that can extend their reach through collaborative solutions. Cisco WebEx Connect provides an open and extensible collaboration platform for enforcing enterprise-class security, scalability, performance, and availability, while delivering transparent communication with the Cisco Unified Communications solution. Cisco WebEx Connect contains two main components, the Cisco WebEx Connect Client and the Cisco WebEx Connect Platform.



•



Cisco Unified Personal Communicator Cisco Unified Personal Communicator is a desktop application that allows users to easily access voice, video, web conferencing, instant messaging, voicemail, and presence information from a rich media interface on their desktop (PC or Mac). Cisco Unified Personal Communicator enhances productivity between teams and allows knowledge workers to collaborate anytime, anywhere, and easily escalate their communications through an easy-to-use user interface. For additional information, see the chapter on Cisco Unified Presence, page 25-1.



•



Cisco Unified Mobile Communicator Cisco Unified Mobile Communicator is a mobility solution that gives users the ability to access and leverage Cisco Unified Communications applications from their mobile phones. The Cisco Unified Mobile Communicator and Cisco Mobile graphical clients work in conjunction with a server running the Cisco Unified Mobility Advantage software to provide a rich user interface for accessing and controlling mobile phone features and functionality. The system integrates into existing corporate LDAP directories, allowing users to use a single set of credentials across all devices. For more information, refer to the chapter on Cisco Mobility Applications, page 27-1.
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Cisco WebEx Connect Architecture



•



Third-party XMPP clients and applications Cisco Unified Presence, with support for SIP/SIMPLE and Extensible Messaging and Presence Protocol (XMPP), provides support of third-party clients and applications to communicate presence and instant messaging updates between multiple clients. Third-party XMPP clients, MomentIM, Adium, Spark, Pidgin, and others, allow for enhanced interoperability across various desktop operating systems. In addition, web-based applications can obtain presence updates, instant messaging, and roster updates using the HTTP interface with SOAP, REST, or BOSH (based on JabberWerx AJAX API). For additional information of the third-party open interfaces, see the chapter on Cisco Unified Presence, page 25-1.



Cisco WebEx Connect Architecture Cisco WebEx Connect provides an open and extensible collaboration platform for enforcing security, scalability, performance, and availability. Cisco WebEx Connect consists of two main components: •



Cisco WebEx Connect Client, page 26-2



•



Cisco WebEx Connect Platform, page 26-6



Cisco WebEx Connect Client The Cisco WebEx Connect client is a rich client that resides on an end user's personal computer and provides a number of features. The Cisco WebEx Connect client can be installed on any personal computer running Microsoft Windows XP, Vista, or Windows 7 Operating Systems. Currently the Apple Macintosh and Linux operating systems are not supported. Cisco WebEx Connect site administrators can use Single Sign On rather than creating separate user IDs and passwords for their end users, to allow end users to authenticate and sign in to Cisco WebEx Connect. For more information on Single Sign On with WebEx Connect, refer to the WebEx Connect: User Provisioning and SSO Developer Technical Note, available at http://developer.webex.com/c/document_library/get_file?folderId=11835&name=DLFE-244.pdf



Presence Cisco WebEx Connect (starting with the C6 release) leverages the Extensible Messaging and Presence Protocol (XMPP) for presence. XMPP is an open technology for real-time communications, and it powers a wide range of applications including instant messaging, presence, multi-party chat, voice and video calls, collaboration, lightweight middleware, content syndication, and generalized routing of XML data. For more information on XMPP, refer to the following sources: •



XMPP Standards Foundation at http://www.xmpp.org/



•



XMPP Community pages at http://www.jabber.org/



XMPP has been adopted as the standard for most other instant messaging and presence networks, allowing Cisco to federate the Cisco WebEx Connect Presence information with other presence clouds supporting XMPP. The advantage to Cisco WebEx Connect users is that they can easily add users from other networks in their IM contact list and see their presence through federation. For more information on federating presence to other networks, refer to the Design Considerations for Cisco WebEx Connect, page 26-10. The end-user's presence status is maintained by the Cisco WebEx presence servers in the Cisco WebEx Collaboration Cloud.
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Instant Messaging Users can send secure instant messages to other Cisco WebEx Connect users as well as to users on other instant messaging platforms. Cisco WebEx Connect users can easily escalate from their instant messaging session to a PC-to-PC VoIP call, an audio conference, a video conference, a desktop sharing session, or a WebEx meeting. Cisco WebEx Connect users can also transfer files to each other during an instant messaging session. Instant messaging sessions between Cisco WebEx Connect users are secure, and the communication from the client to the Cisco WebEx Collaboration Cloud uses TLS encryption. TLS encryption is enabled by default by Cisco WebEx and cannot be turned off on a site-by-site basis by WebEx Connect site administrators. Furthermore, if desired, the instant messages themselves can be end-to-end encrypted using AES 256 bit encryption. All instant messaging sessions between Cisco WebEx Connect users and other XMPP clients are also encrypted using TLS encryption if the XMPP client supports encryption.



Spaces Spaces provide team members an asynchronous collaboration environment. The main component is persistent group discussions and a SaaS-based document management system. Space owners can invite users from both inside and outside their corporate network to join their space. Spaces are known only to the members of a space. All content in the space is stored securely and encrypted inside the Cisco WebEx Collaboration Cloud. Spaces are optional with Cisco WebEx Connect. Some customers may choose to provision Cisco WebEx Connect without spaces. For additional details on configuring spaces, refer to the Cisco WebEx Connect Administrator’s Guide, available at http://www.webex.com/webexconnect/orgadmin/help/index.htm



Calendar Integration Cisco WebEx Connect integrates with the Microsoft Outlook calendar that is running locally on the end user’s computer. The Microsoft Outlook client on the end user’s computer must be configured to communicate either with Microsoft Exchange Server or with Cisco WebEx Mail. If the end user has only webmail, Microsoft Outlook Web Access (OWA), or Cisco WebEx webmail, then calendar integration will not work.



Cisco WebEx Meeting Center Integration Integration between Cisco WebEx Meeting Center and Cisco WebEx Connect can be enabled by specifying certain configuration information in the Cisco WebEx Connect client or in the Cisco WebEx Connect domain administration pages. When this integration is enabled, you can schedule Cisco WebEx Meeting Center meetings directly from Cisco WebEx Connect, allowing users to easily schedule and start WebEx web meetings from their Cisco WebEx Connect client. The Cisco WebEx Meeting Center integration can be set by an organization administrator or in the client by the end user. To learn how to set Cisco WebEx Meeting Center as the administrator, refer to the documentation at http://www.webex.com/webexconnect/orgadmin/help/index.htm?toc.htm?17673.htm
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Cisco Unified Communications Integration Cisco WebEx Connect can be configured for Click-to-Call with Cisco Unified Communications Manager directly from within Cisco WebEx Connect. Cisco Unified Communications can be integrated into Cisco WebEx Connect in one of two ways, depending on your deployment topology and needs: •



Cisco WebEx Connect Unified Communications Widgets (Click-to-Call using CTI WebDialer, Voicemail, and Speeddail)



•



Cisco Unified Communications IntegrationTM for Cisco WebEx Connect



Cisco WebEx Connect Unified Communications Widgets Cisco WebEx Connect Unified Communications Widgets (CTI WebDialer, Voicemail, and Speeddial) run within the Cisco WebEx Connect widget framework and communicate with a web application via a REST interface (JSON/HTTPs). The web application provides a LDAP web service for LDAP queries using REST, a presence login service for login and presence management via REST, speed dial access via AXL/SOAP, and an administration point to provide configuration of back-end systems. The CTI WebDialer widget gives users click-to-call integration and capabilities. Numbers (4 digits and greater) in Cisco WebEx Connect are hyperlinked, and users can click on the number to start a call without entering the phone number on the phone keypad. CTI monitoring must be enabled on Unified CM, and Unified CM integration must be enabled on the WebEx Connect administration pages. For more information on how to configure the Cisco WebEx Connect administrator pages, refer to: http://www.webex.com/webexconnect/orgadmin/help/index.htm?toc.htm?cs_singleptprov.htm



Cisco Unified Communications IntegrationTM for Cisco WebEx Connect Cisco Unified Communications IntegrationTM for Cisco WebEx Connect provides for tight integration between Unified CM and Cisco WebEx Connect through the Client Services Framework to enable full call control inside the Cisco WebEx Connect client. The Client Services Framework allows for softphone call control where the desktop client serves as the audio endpoint, or it allows for desk phone control where the desktop client controls the Cisco Unified IP Phone, and in both cases it is represented by the Phone tab within WebEx Connect (see Figure 26-1).
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Figure 26-1



WebEx Connect User Interface



Contacts are populated and used for click-to-call capability in the following ways: •



Click on any hyperlinked number that appears inside WebEx Connect. If this number is a valid extension or a valid number, Cisco Unified Communications IntegrationTM will send a command to Unified CM to place the call with the end-user's IP phone if using desk phone integration or with the local PC if using softphone integration.



•



Search for a contact name in the personal address book of Microsoft Outlook on the PC, or type in a phone number using the directory box in the softphone. The user needs to enter only a phone number or contact name, highlight the number, and then press dial.



•



Manually call from the IP phone if using desk phone integration or from the local dial pad if using softphone integration. Call control will still be available from the WebEx Connect client.
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Cisco WebEx Connect Platform The Cisco WebEx Connect Platform is a multi-tenant Software-as-a-Service (SaaS) platform for synchronous and asynchronous collaboration. The WebEx Connect Platform is hosted inside the Cisco WebEx Collaboration Cloud. For more information on the Cisco WebEx Software-as-a-Service offering, refer to http://www.cisco.com/en/US/products/ps10352/products_category_technologies_overview.html For more information on the Cisco WebEx Collaboration Cloud, refer to http://www.cisco.com/en/US/prod/ps10352/collaboration_cloud.html



Security Figure 26-2 illustrates the separate but interrelated elements that compose the functional layers of the WebEx security model. Figure 26-2



WebEx Security Model



The bottom layer represents the physical security in the Cisco WebEx data centers. All employees go through an extensive background check and must provide dual-factor authentication to enter the datacenter. The next level is policy management, where the WebEx Connect organization administrator can set and manage access control levels by setting different policies for individual users, groups, or the entire Cisco WebEx Connect organization. Black or white list policies, specific to external users or domains, can be created to restrict or allow instant messaging exchanges. The Cisco WebEx Connect organizational model also allows for the creation of specific roles and groups across the entire user base, which allows the administrator to assign certain privileges to roles or groups as well as to set policies, including access control, for the entire organization. Access to Cisco WebEx Connect is controlled at the authentication layer. Every user has a unique login and password. Passwords are never stored or sent over email in clear text. Passwords can be changed only by the end-users themselves. The administrator can choose to reset a password, forcing the end-user to change his or her password upon the next login. Alternatively, an administrator may choose to use the Single Sign On (SSO) integration between Cisco WebEx Connect and the company's Active Directory to simplify end-user access management.
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The encryption layer ensures that all instant messaging communications between Cisco WebEx Connect users is encrypted using the TLS encryption protocol. All instant messaging communications between Cisco WebEx Connect users and users of other XMPP clients is encrypted by default using TLS encryption. Voice calls using Cisco Unified Communications IntegrationTM for Cisco WebEx Connect in PC (softphone) mode can be encrypted using Secure Real-time Transport Protocol (SRTP). These settings can be controlled by the Cisco WebEx Connect site administrator or by the end user in the Cisco WebEx Connect client settings under the Unified Communications tab. Cisco WebEx Connect Platform uses third-party audits such as the SAS70 Type II audit to provide customers with an independent semi-annual security report. This report can be reviewed by any customer upon request with the Cisco Security organization.



Cisco WebEx Connect Deployment Cisco WebEx Connect can be deployed in a highly available redundant topology. Deployment of Cisco WebEx Connect Software-as-a-Service architecture consists of various network and desktop requirements described in this section.



High Availability The benefit of using a multi-tenant Software-as-a-Service architecture is that any failure of an individual server in a group allows for transparent routing of requests to another available server in the Cisco WebEx Connect Platform. The Cisco WebEx Network Operations Team provides 24x7 active monitoring of the Cisco WebEx Collaboration Cloud from the Cisco WebEx Network Operations Center (NOC). For a comprehensive overview of the Cisco WebEx technology, refer to the information at http://www.cisco.com/en/US/products/ps10352/products_category_technologies_overview.html



Redundancy, Failover, and Disaster Recovery Cisco WebEx's Global Site Backup architecture handles power outages, natural disaster outages, service capacity overload, network capacity overload, and other type of service interruptions. Global Site Backup supports both manual and automatic failover. The manual failover mode is typically used during maintenance windows. The automatic failover mode is used in case of real-time failover due to a service interruption. Global Site Backup is automatic and transparent to the end users, is available for all users, and imposes no limits on the number of users that can fail-over. Global Site Backup has three main components: •



Global Site Service — is responsible for monitoring and switching traffic at the network level.



•



Database Replication — ensures that the data transactions occurring on the primary site are transferred to the backup site.



•



File Replication — ensures that any file changes are maintained in sync between the primary and the backup site.
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Network Requirements WebEx Connect is a Software-as-a-Service application. The end user PC must be connected to the Internet for the end user to log in to WebEx Connect. A standard Internet connection is all that is required. If an end user is remote, he or she does not have to connect through the company VPN to log in to WebEx Connect.



Capacity Planning and Bandwidth Requirements A single end-user requires only a 56 kbps dial-up Internet connection to be able to log in to WebEx Connect and get the basic capabilities such as presence, instant messaging, and VoIP calling. However, for a small office or branch office, a broadband connection with a minimum of 512 kbps is required in order to use the advanced features such as file transfer, video conferencing, and team spaces.



Desktop Requirements The WebEx Connect client is currently supported on Microsoft Windows client only. Table 26-1 lists the minimum desktop requirements to install and run Cisco WebEx Connect. Table 26-1



Minimum Desktop Requirements to Install and Run Cisco WebEx Connect



Cisco WebEx Connect with IM and Presence Only



Cisco WebEx Connect with IM, Presence, and Spaces



Cisco Unified Communications IntegrationTM for Cisco WebEx Connect



Operating System



Windows XP SP3 Windows Vista 32- bit



Windows XP SP3 Windows Vista 32-bit



Windows XP SP3 Windows Vista 32-bit



CPU



Intel Pentium Processor



Intel Pentium processor (1.8 GHz)



Intel Pentium Processor (2.4 GHz)



Disk Space



80 MB



80 MB



200 MB



Browser



Internet Explorer 6.0/7.0 Mozilla Firefox 3.0



Internet Explorer 6.0/7.0 Mozilla Firefox 3.0



Internet Explorer SP2 for XP Internet Explorer 7 for Vista Mozilla Firefox 3.0



I/O Ports



USB 2.0 (for video camera)



USB 2.0 (for video camera)



USB 2.0 (for video camera)



Component



Microsoft Outlook 2003 or 2007 Microsoft Outlook 2003 or 2007 Microsoft Outlook 2003 or 2007 Email Program (Make sure you have selected the Cisco WebEx Connect setting that allows you to integrate with Microsoft Outlook.) Audio



Full-duplex sound card and a headset



Full-duplex sound card and a headset



Full-duplex sound card and a headset



Video



At least 1.8 GHz CPU, 800x600 At least 1.8 GHz CPU, 800x600 At least 1.8 GHz CPU, 800x600 resolution, 256 colors or more, resolution, 256 colors or more, resolution, 256 colors or more, and a webcam and a webcam and a webcam
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Ports and IP Address Ranges Cisco WebEx Connect uses ports 80 and 443. By default, third-party XMPP clients use port 5222 for XMPP communications. Table 26-2 and Table 26-3 list the ports used with Cisco Unified Communications IntegrationTM for Cisco WebEx Connect. Table 26-2



Port



Ports Used for Inbound Traffic by Cisco Unified Client Services Framework



Protocol



16384 to 32766 UDP



Table 26-3



How Cisco Unified Communications IntegrationTM for Cisco WebEx Connect Uses the Port Receives Real-Time Transport Protocol (RTP) media streams for audio and video. These ports are configured in Cisco Unified Communications Manager. For more information about device configuration files, see the Cisco Unified Communications Manager System Guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_ma intenance_guides_list.html.



Ports Used for Outbound Traffic by Cisco Unified Client Services Framework



How Cisco Unified Communications IntegrationTM for Cisco WebEx Connect Uses the Port



Port



Protocol



69



UDP



Connects to the Trivial File Transfer Protocol (TFTP) server to download the TFTP file.



389



TCP



Connects to the LDAP server for contact searches.



2748



TCP



Connects to the CTI gateway, which is the CTIManager component of Cisco Unified Communications Manager.



5060



UDP/TCP



Provides Session Initiation Protocol (SIP) call signaling.



5061



TCP



Provides secure SIP call signaling.



8443



TCP



Connects to the Cisco Unified Communications Manager IP Phone server to get a list of currently assigned devices.



8191



TCP



Connects to the local port to provide Simple Object Access Protocol (SOAP) web services.



16384 to 32766 UDP



Sends RTP media streams for audio and video.



Cisco WebEx services are offered over the following IP address ranges: 66.163.32.0 to 66.163.63.25 and 209.197.192.0 to 209.197.223.255. Cisco does not recommend configuring any access control lists (ACLs) based on these ranges because Cisco WebEx may reassign IP addresses from time to time.



Firewall Domain White List Access control lists should be set specifically to allow all communications from the webex.com and webexconnect.com domains and all sub-domains for both webex.com and webexconnect.com. The WebEx Connect Platform sends emails to end-users for username and password communications. These emails come from the mda.webex.com domain.
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Design Considerations for Cisco WebEx Connect



Instant Messaging Logging Cisco WebEx Connect instant messaging communications are logged on the local hard drive of the personal computer where the user is logged in. Instant message logging is a capability in Cisco WebEx Connect that can be enabled through the Org Admin tool. If instant message logging is enabled for Cisco WebEx Connect, instant messages are logged and kept in the following path: file:///c:/Documents and Settings/user/_Connect/Archive/_username The end-user can set logging specifics, whether to enable or disable logging, and how long the logs are kept. These settings are located under General IM in the Cisco WebEx Connect client settings. The Cisco WebEx Connect Advanced Auditor that was available in previous releases of Cisco WebEx Connect is not compatible with the C6 release of Cisco WebEx Connect. Customers looking for advanced auditing and e-discovery capabilities should consider third-parties solutions. Currently Cisco does not provide support for advanced auditing and centralized logging of instant messaging communications.



Design Considerations for Cisco WebEx Connect Cisco WebEx Connect design and deployment consists of interfacing with the Cisco WebEx Connect Client and Cisco WebEx Connect Platform in addition to Cisco Unified Communications Manager and third-party applications. When deploying Cisco WebEx Connect, use the design considerations described in the following sections.



One Unified CM Integration per Managed Connect Domain In the current release of WebEx Connect, all end users on the same managed Connect domain have to use the same Unified CM integration. The Connect roadmap calls for the creation of sub-groups of end-users; and once these sub-groups are enabled, the administrator can assign a different Unified CM integration to different sub-groups.



Unified CM CTI Manager When integrating with Cisco Unified Communications Widgets for Cisco WebEx Connect, only click-to-call is available from the CTI WebDialer. No other call flow and call control capabilities are available. Refer to the chapter on Call Processing, page 8-1, for supported maximum CTI limits. The CTI numbers are key when using CTI WebDialer with the Cisco Unified Communications Widgets for Cisco WebEx Connect, as well as for desk phone control mode with the Cisco Unified Communications IntegrationTM for Cisco WebEx Connect.



Third-Party XMPP Clients Connecting to Cisco WebEx Connect Platform Although Cisco does not officially support any other XMPP clients to connect to the Cisco WebEx Connect Platform, the nature of the XMPP protocol is to allow end-users to connect to presence clouds with various XMPP clients. A list of XMPP software clients is available at http://xmpp.org/software/clients.shtml
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Organization policies cannot be enforced on third-party XMPP clients, and features such as end-to-end encryption, desktop share, video calls, PC-to-PC calls, and teleconferences are not supported with third-party clients. To allow non-WebEx Connect XMPP IM clients to authenticate to your Connect domain(s), DNS SRV records must be updated. The specific DNS SRV entry can be found in the Cisco WebEx Connect site administration space, under Configuration and IM Federation. The use of non-Connect XMPP clients in the Cisco WebEx Connect site administration space, under Configuration and XMPP IM Clients, must be explicitly allowed.



Instant Message and Presence Federation Using Third-Party XMPP Clients The Cisco WebEx Connect network can federate with XMPP-based instant messaging networks such as GoogleTalk and Jabber.org. A list of public instant messaging networks based on XMPP is available at http://xmpp.org/ WebEx Connect can federate with IBM Lotus Sametime through the IBM Lotus Sametime XMPP gateway, and with Microsoft Office Communications Server through the Microsoft Office Communications Server XMPP gateway. When using these third-party XMPP gateways, the configuration must be enabled at the back end of the IBM Lotus Sametime and Microsoft Office Communications Server deployments. Cisco does not officially support these configurations, nor does Cisco guarantee interoperability between clients. Currently WebEx Connect does not interoperate with Yahoo! Messenger and Windows Live Messenger, but it can federate with AIM through a federation gateway.



Cisco Unified Personal Communicator Architecture Cisco Unified Personal Communicator integrates the most frequently used communications applications and services into a single desktop software application. Cisco Unified Personal Communicator leverages the following applications: •



Lightweight Directory Access Protocol (LDAP) for directory lookup and contact information



•



Cisco Unified Communications Manager (Unified CM) for IP telephony



•



Cisco Unity or Unity Connection for voice messaging



•



Cisco Unified MeetingPlace, MeetingPlace Express, or WebEx for web conferencing



•



Cisco Unified Videoconferencing for multipoint video



•



Cisco Unified MeetingPlace Express VT for multipoint voice, web, and video switching



•



Cisco Unified Presence for configuration, authentication, services, instant messaging, and presence information



Cisco Unified Personal Communicator operates in one of two modes, Desk Phone (CTI control of the user’s desk phone for Click to Call) and Soft Phone (software client operation), and it is supported on Apple Macintosh and Microsoft Windows platforms. Cisco Unified Personal Communicator call signaling features are similar to the features on Cisco Unified IP Phones. For a complete list of features supported by Cisco Unified Personal Communicator, see the chapter on Unified Communications Endpoints, page 19-1.
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Cisco Unified Personal Communicator Architecture



Cisco Unified Personal Communicator Deployment Figure 26-3 shows the interfaces and various components of Cisco Unified Personal Communicator, and lists the ports used by Cisco Unified Personal Communicator for the protocol exchanges. For more information on Cisco Unified Personal Communicator port usage, refer to the Release Notes for Cisco Unified Personal Communicator, available at http://www.cisco.com/en/US/products/ps6844/prod_release_notes_list.html Figure 26-3



Cisco Unified Personal Communicator Components



Cisco Unity and Unity Connection MP



C



M



Cisco Unified MeetingPlace and MeetingPlace Express



M



M



M



M



7



6



Cisco Unified CM



4



5



3 1 Cisco Unified Presence



2



SIP/SIMPLE CTI/QBE LDAP



IMAP SOAP HTTP/HTTPS



190469



Cisco Unified Personal Communicator



LDAPv3



Figure 26-3 depicts the following interactions between the components of Cisco Unified Personal Communicator: 1.



Through the SOAP interface, a Cisco Unified Personal Communicator user logs in using TLS and retrieves the configuration profiles for the various interface components. The Cisco Unified Presence server is not an authenticated server with Cisco Unified Personal Communicator because no certificate validation is performed. However, this TLS connection protects all configuration information exchanged between Cisco Unified Personal Communicator and Cisco Unified Presence. If the Cisco Unified Personal Communicator user is authenticated via LDAP, Cisco Unified Presence does the bind to LDAP for the user during this login period before proceeding.



2.



Cisco Unified Personal Communicator binds to the LDAP server for all the user-specific information (telephone number, contact, and so forth).
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When using Microsoft Active Directory, consider the choice of parameters carefully. Performance of Cisco Unified Personal Communicator may be unacceptable when a large Active Directory implementation exists and the configuration uses a Domain Controller. To improve the response time of Active Directory, it might be necessary to promote the Domain Controller to a Global Catalog and configure the LDAP port as 3268. 3.



Cisco Unified Personal Communicator sends a SIP REGISTER for the user and a SIP SUBSCRIBE for all the users in the contact list, to Cisco Unified Presence. A SIP NOTIFY is received from Cisco Unified Presence when a user status in the contact list needs to be updated. A SIP PUBLISH is sent when the user status is changed either manually or automatically.



4.



If Cisco Unified Personal Communicator is configured for Desk Phone mode, a connection is established with the CTI Manager of Unified CM for phone control.



5.



Cisco Unified Personal Communicator sends a SIP REGISTER to Unified CM to allow for media exchanges (voice and video), and it receives a SIP NOTIFY for Message Waiting Indication (MWI) status.



6.



Calls between two Cisco Unified Personal Communicator users can be escalated, from within the conversation, to Cisco Unified MeetingPlace or MeetingPlace Express for a share-only web collaboration session using HTTP(S). Each connection will utilize one MeetingPlace User License, and the user initiating the escalation must have a MeetingPlace Express Profile.



7.



Calls initiated to voicemail are communicated using IMAP with Cisco Unity or Unity Connection.



All SIP traffic, presence, and call setup between Cisco Unified Personal Communicator and Cisco Unified Presence, as well as Cisco Unified Personal Communicator and Unified CM, is not encrypted and is done via TCP or UDP. Cisco Unified Personal Communicator uses a standard SIMPLE interface for presence information exchange. All users in the Cisco Unified Presence cluster must be assigned to a server prior to any exchange of information. Cisco Unified Presence, by default, allows for automatic user assignment that is equally balanced across all servers in the cluster. The administrator can control where users are assigned by setting the User Assignment Mode Sync Agent service parameter to None instead of the default balanced. When setting this parameter to None, user assignment is done from the System > Topology menu. High Availability



Cisco Unified Personal Communicator 7.x provides for both basic deployment and a highly available deployment for automatic redundancy; however, only the basic deployment is supported because Cisco Unified Presence 8.0 does not support high availability. Cisco Unified Personal Communicator also allows for federated contacts to be added once Cisco Unified Presence has been configure for a federated deployment. The XMPP federated domain being used by Cisco Unified Personal Communicator 7.x on Cisco Unified Presence 8.0 must be configured under Presence --> Inter-Domain Federation --> Settings. This allows for the user to input and control contacts within their existing domain as well as users of other domains. With this additional contact functionality there is also the ability for users to control privacy settings such as blocked lists and domains that are available for communication. For more information on federation, refer to the Integration Guide for Configuring Cisco Unified Presence Release 7.0 for Inter-Domain Federation, available at http://www.cisco.com/en/US/products/ps6837/products_installation_and_configuration_guides_lis t.html
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Design Considerations for Cisco Unified Personal Communicator The required interfaces for Cisco Unified Personal Communicator are Cisco Unified Presence, Cisco Unified Communications Manager (Unified CM), and an LDAP v3 compliant server. Cisco Unified Personal Communicator optional interfaces include Cisco Unity, Cisco Unity Connection, Cisco Unified MeetingPlace, Cisco Unified MeetingPlace Express, Cisco Unified Videoconferencing, Cisco Unified MeetingPlace Express VT. When designing and sizing a solution, you must consider the following scalability impacts for all the components: •



Client scalability The Cisco Unified Presence server hardware deployment determines the number of users a cluster can support. The Cisco Unified Personal Communicator deployment must balance all users equally across all servers in the cluster. This can be done automatically by setting the User Assignment Mode Sync Agent service parameter to balanced. The maximum number of contacts in the contact list is 200.



•



LDAP Search Context The ability to specify an LDAP filter to search an object class, which allows for the retrieval of only users and not computers from the directory, is done by appending &(objectclass=user) to the search context. For example: cn=user,dc=example,dc=com;&(objectclass=user) The ability to specify more than a single LDAP search context is done using a # as a delimiter in the LDAP Search Context field on Cisco Unified Presence Administration. An example of the supported format is: ou=test,dc=example,dc=com#ou=testing,dc=example,dc=com The Cisco Unified Personal Communicator will search both Organizational Units in order, 'test' then 'testing'. Note that the LDAP search context field is limited to 255 characters; thus, the number of supported Organizational Units can vary, depending on the size and number of characters for each individual search context.



•



IMAP scalability The number of IMAP connections are determined by the platform overlay (Cisco Unity or Cisco Unity Connection) for messaging integration. For specific configuration sizing, refer to the Cisco Unity or Cisco Unity Connection product documentation available at http://www.cisco.com.



•



Web conferencing Cisco Unified MeetingPlace or Cisco Unified MeetingPlace Express web licensing determines the number of concurrent web conferencing participants allowed. For specific configuration sizing, refer to the Cisco Unified MeetingPlace or Cisco Unified MeetingPlace Express product documentation available at http://www.cisco.com. Cisco Unified Personal Communicator supports Cisco WebEx meetings that do not require a password. On the Cisco WebEx Server, the option All meetings must have a password is selected by default. You must deselect that option in order for Cisco Unified Personal Communicator to launch a Cisco WebEx meeting.
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•



Video sizing capability Video conferencing and switching is determined by Cisco Unified Videoconferencing MCU sizing and configuration, or by Cisco Unified MeetingPlace Express VT for concurrent voice, video, and web participants. For specific configuration sizing, refer to the Cisco Unified Videoconferencing or Cisco Unified MeetingPlace Express VT product documentation available at http://www.cisco.com.



Cisco Unified Personal Communicator interfaces with Unified CM. Therefore, the following guidelines for the current functionality of Unified CM apply when Cisco Unified Personal Communicator voice or video calls are initiated: •



CTI scalability In Desk Phone mode, calls from Cisco Unified Personal Communicator use the CTI interface on Unified CM. Therefore, observe the CTI limits as defined in the chapter on Call Processing, page 8-1. You must include these CTI devices when sizing Unified CM clusters.



•



Call admission control Cisco Unified Personal Communicator applies call admission control for voice and video calls via Unified CM locations or RSVP.



•



Codec selection Cisco Unified Personal Communicator voice and video calls utilize codec selection through the Unified CM regions configurations.



•



Dial rules Cisco Unified Personal Communicator does not download or store any local dial rules. Therefore, you might have to configure application dial rules on Unified CM to maintain the dial plans. (For example, if a user dials 18005551212 but you need only five digits, Unified CM can apply the Application Dial Rule: "Eleven-digit number beginning with 1 = retain only the last five digits.")



The following bandwidth considerations also apply to Cisco Unified Personal Communicator: •



All Cisco Unified Personal Communicator configuration and contacts are stored in the Cisco Unified Presence database and have the potential to contain large amounts of data. The current communications list is limited to 50 users, while the contact list size has no limit. Therefore, bandwidth utilization for presence data exchange must be taken into consideration.



•



For Cisco Unified MeetingPlace voice, video, and web collaboration sessions, see Cisco Unified MeetingPlace, page 24-11.



•



For video calls, see the chapter on IP Video Telephony, page 12-1.



•



For Cisco Unity or Unity Connection, see the section on Managing Bandwidth, page 23-33, in the chapter on Cisco Voice Messaging, page 23-1.



Cisco Unified Personal Communicator marks Layer 3 IP packets via Differentiated Services Code Point (DSCP). Cisco Unified Personal Communicator marks call signaling traffic with a value of DSCP 24 (PHB CS3), and it marks voice media traffic with a value of DSCP 46 (PHB EF). However, personal computer traffic is typically untrusted, and the network will strip DSCP markings made by an application from the PC. Therefore, access routers and switches must be configured to allow these DSCP markings for the port ranges that Cisco Unified Personal Communicator utilizes. For details on traffic marking, refer to the Enterprise QoS Solution Reference Network Design (SRND), available at http://www.cisco.com/go/designzone
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Cisco IP Phone Messenger Application Architecture Cisco IP Phone Messenger is a Cisco Unified IP Phone Service that provides users with the ability to create a buddy list, watch their buddies’ aggregated presence information, and exchange instant messages with their buddies’ Cisco Unified IP Phone or compliant SIP or SIMPLE client or gateway. The Cisco IP Phone Messenger (IPPM) application, which is a component of Cisco Unified Presence, serves as a protocol translator between HTTP and SIP messaging. The IPPM application communicates with the Cisco Unified IP Phones using XML over HTTP (http://www.cisco.com/go/apps), and it communicates with the SIP Proxy/Registrar Server using SIP. The IPPM application can distinguish between two devices with the same directory number in different partitions and can also function when the user is logged in via Extension Mobility. However, it does rely on the availability of the Cisco Unified Presence publisher for new user logins. The IPPM application provides the following presence functionality (see Figure 26-4): •



Shows aggregated presence status of a buddy.



•



Supports overriding the presence status manually (Available, Busy, Do Not Disturb).



•



Upon phone login, SUBSCRIBE to all phone buddies' presence statuses. Upon phone logout, SUBSCRIBE with Expires=0 (terminate subscription).



•



Update buddy presence status in the IPPM application upon receipt of a NOTIFY message from the presence engine.



•



Manage the contact list from both the phone (Phone Messenger Service) and the web user interface (http:///ccmuser).



Figure 26-4
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The IPPM application provides the following instant messaging (IM) functionality (see Figure 26-5): •



Translates HTTP instant messages from the phone to outbound SIP MESSAGE messages.



•



Translates inbound SIP MESSAGE messages to HTTP instant messages to the phone.



•



Provides the ability to dial-back a buddy from either the buddy information screen or the IM screen.



•



Manages the message history from the phone (Phone Messenger Service).



•



Gives you the ability to configure canned system-wide and personal IM responses as well as the ability to compose messages.



Figure 26-5
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The IPPM application provides the following meeting notification functionality (see Figure 26-6): •



Meeting reminders can be sent from Cisco Unified Presence to registered IPPM phones without requiring the user to log in to their desktop calendar clients.



•



Provides the ability to join a meeting from the IPPM service (via join, dial, or callback).



•



Users can control whether to block the meeting reminder feature via the end-user configuration page.



•



Users can browse the meeting roster list inside the meeting detail screen. The IPPM module will then send a SUBSCRIBE message per participant to the Presence Engine for their presence status. Meeting reminders and instant messages can then be sent to the users on the roster list, based on current availability.
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Figure 26-6
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The following Cisco Unified IP Phones support Cisco IP Phone Messenger with SCCP: •



Cisco Unified IP Phone 7905G



•



Cisco Unified IP Phone 7906G



•



Cisco Unified IP Phone 7911G



•



Cisco Unified IP Phone 7912G



•



Cisco Unified IP Phone 7940G



•



Cisco Unified IP Phone 7960G



•



Cisco Unified IP Phones 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



•



Cisco Unified IP Phone 7985G



•



Cisco Unified IP Phone 7920 and 7921G



•



Cisco IP Communicator



The following Cisco Unified IP Phones support Cisco IP Phone Messenger with SIP: •



Cisco Unified IP Phone 7906G



•



Cisco Unified IP Phone 7911G



•



Cisco Unified IP Phones 7941G, 7941G-GE, 7942G, and 7945G
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•



Cisco Unified IP Phones 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



IP Phone Messenger is not supported with SIP on the Cisco IP Phones 7905, 7912, 7940, and 7960.



High Availability for Cisco IP Phone Messenger Current IP Phone Services in the Cisco Unified Communications System are configured with either an IP address or DNS A record entry for the HTTP Service URL, which can result in a single point of failure if no IP Phone Service redundancy is configured. Without IP Phone Services redundancy, the IP Phone Messenger deployment should be load-balanced via configuration across both the Cisco Unified Presence publisher and subscriber. On Unified CM, configure two phone services for IP Phone Messenger, one that uses the Cisco Unified Presence publisher and one that uses the Cisco Unified Presence subscriber, as illustrated in the following example: •



PhoneMessenger1: http://publisher.cups.com:8081/ippm/default?name=#DEVICENAME#



•



PhoneMessenger2: http://subscriber.cups.com:8081/ippm/default?name=#DEVICENAME#



With Cisco IP Phone Messenger, you can deploy the Cisco Unified IP Phones in either of the following ways: •



Single phone service With the single phone service, you configure half of the Cisco Unified IP Phones to point to the Cisco Unified Presence publisher (PhoneMessenger1 in the example above), while the other half is configured to point to the Cisco Unified Presence subscriber (PhoneMessenger2 in the example above). Advantage — The administrator load-balances the IP Phone Messenger users via configuration. Disadvantage — If the Cisco Unified Presence server running that phone service fails, the IP Phone Messenger service is unavailable to the users.



•



Dual phone service With the dual phone service, you configure all Cisco Unified IP Phones to have two IP Phone Messenger services (both PhoneMessenger1 and PhoneMessenger2 in the above example). Advantage — If the Cisco Unified Presence server running the phone service fails, the user can try using the IP Phone Messenger service running on the second server. Disadvantage — This method relies on the phone user to pick the IP Phone Messenger service to use from the Services menu. This method potentially leads to one Cisco Unified Presence server being selected more than the other, thus resulting in a disproportionate number of users on one particular Cisco Unified Presence server.



With IP Phone Services redundancy (see High Availability for IP Phone Services, page 21-5), IP Phone Messenger can be configured on Unified CM as a single phone service using the server load balancer (SLB) IP address, as illustrated in the following example: •



PhoneMessenger: http://slb_ip_address:8081/ippm/default?name=#DEVICENAME#
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Other Resources and Documentation



Capacity Planning for Cisco IP Phone Messenger The user message history and contact list are both stored in the Cisco Unified Presence database and have the potential to contain a lot of data. Every user login to the IP Phone Messenger application will download the message history and contact list. Therefore, if bandwidth might be a concern, you can limit the message history size and contact list size via Cisco Unified Presence administration by setting the Max Instant Message History Size and Max Contact List Size under the IP Phone Messenger settings. The user has the ability to set a Session Timer parameter for controlling the amount of time the user is logged into the current session and a Refresh Interval parameter for controlling the rate at which presence status updates occur. The administrator currently has no control over these parameters; therefore, the default settings (Session Timer = 480 minutes and Refresh Interval = 30 seconds) are most likely to be used.



Other Resources and Documentation The Cisco WebEx Connect Administrator’s Guide is available at http://www.webex.com/webexconnect/orgadmin/help/index.htm The Cisco WebEx Connect end-user guide is available at http://www.webex.com/webexconnect/help/wwhelp/wwhimpl/js/html/wwhelp.htm



Cisco Unified Communications System 8.x SRND



26-20



OL-21733-01



CH A P T E R



27



Cisco Mobility Applications Revised: April 2, 2010; OL-21733-01



Cisco mobility applications provide the ability to deliver features and functionality of the enterprise IP communications environment to mobile workers wherever they might be. Mobility users can handle calls to their enterprise directory number, not only on their desk phone, but also on one or more remote phones. Mobility users can also make calls from a remote phone as if they are dialing inside the enterprise. In addition, mobility users can take advantage of enterprise features such as hold, transfer, and conference as well as enterprise applications such as voicemail, conferencing, and presence on their mobile phones. This ensures continued productivity for users even when they are traveling outside the organization. Further, with dual-mode phones that provide both mobile voice network and enterprise WLAN connectivity, users not only have the ability to leverage enterprise applications while away from the enterprise, but they can also leverage the enterprise telephony infrastructure when inside the enterprise to make and receive calls without incurring mobile voice network per-minute charges. Mobility functionality delivered within the Cisco Unified Communications solution is provided through Cisco Unified Communications Manager (Unified CM) and can be used in conjunction with the Cisco Unified Mobile Communicator application and dual-mode phones and clients. Cisco Unified Mobility provides the following mobility application functionality: •



Mobile Connect Mobile Connect, also known as Single Number Reach, provides Cisco Unified Communications users with the ability to be reached at a single enterprise phone number that rings on both their IP desk phone and their cellular phone simultaneously. Mobile Connect users can pick up an incoming call on either their desk or cellular phones and at any point can move the in-progress call from one of these phones to the other without interruption.



•



Mid-Call Features Mid-call features allow a user to invoke hold, resume, transfer, conferencing, and directed call park features from their mobile phone during in-progress mobility calls. These features are invoked from the mobile phone keypad and take advantage of enterprise media resources such as music on hold and conference bridges.



•



Single Enterprise Voicemail Box Single Enterprise Voicemail box ensures that any unanswered calls made to the user's enterprise number and extended to the user's mobile phone will end up in the enterprise voicemail system rather than in a mobile voicemail system. This provides a single consolidated voicemail box for all business calls and eliminates the need for users to check multiple voicemail systems for messages.
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Mobile Voice Access and Enterprise Feature Access with two-stage dialing Mobile Voice Access and Enterprise Feature Access with two-stage dialing provide mobile users with the ability to make calls from their mobile phone as if they were calling from their enterprise IP desk phone. These features provide a cost savings in terms of toll charges for long distance or international calls as well as calls to internal non-DID extensions on the system that would not normally be reachable from outside the enterprise. These two-stage dialing features also provide the enterprise with an easy way to track phone calls made by users via a uniform and centrally located set of call detail records. Furthermore, these features provide the ability to mask a user's mobile phone number when sending outbound caller ID. Instead, the user's enterprise number is sent as caller ID. This ensures that returned calls to the user are made to the enterprise number, thus resulting in enterprise call anchoring.



The Cisco Unified Mobile Communicator application includes a Smart Phone mobile client that provides enterprise Unified Communications features on a user's mobile phone through the use of a back-hauled data channel. The data channel is sent by means of the service provider data service over the Internet and is terminated at the Cisco Adaptive Security Appliance (ASA) and forwarded on to the Unified Mobility Advantage server, which interfaces with various applications and components within the enterprise Unified Communications infrastructure. The PSTN and mobile voice network are utilized for voice services. Enterprise applications and features that can be integrated with the Cisco Unified Mobile Communicator application include: •



LDAP directory with Microsoft Active Directory for user authentication and directory lookups



•



Voicemail with Cisco Unity or Unity Connection for message waiting indication and visual navigation of the user's enterprise voicemail box



•



Conferencing and collaboration with Cisco Unified MeetingPlace for receiving conference notifications



•



Presence integration with Cisco Unified Presence, allowing exchange of presence information and synchronization of buddy lists with other clients and applications such as Cisco Unified Personal Communicator



•



Enterprise call log and dial-via-office with Cisco Unified Communications Manager (Unified CM) for receiving call history logs from the user's desk phone and for providing the ability to dial calls via the enterprise IP telephony infrastructure.



•



Messaging for sending and receiving text messages with other Cisco Unified Mobile Communicator clients



In addition to providing the ability to integrate with various enterprise unified communication applications, Cisco Unified Mobile Communicator mobile client can be integrated with Unified Mobility to take advantage of these features including Mobile Connect and Single Enterprise Voicemail Box. Dual-mode phones and clients provide the ability to attach to both the mobile voice and data networks as well as to enterprise wireless networks for voice and data connectivity. This enables users to leverage both enterprise call control and mobile network call control from a single device. By leveraging the enterprise WLAN for making and receiving calls whenever possible and falling back to the mobile voice network only when enterprise connectivity is unavailable, dual-mode phones can help reduce telephony costs. Dual-mode phones and clients also provide a handoff mechanism so that in-progress voice calls can be moved easily between the WLAN and mobile voice interfaces as a user moves in or out of the enterprise. The various applications and features discussed in this chapter apply to all Cisco Unified Communications deployment models unless otherwise noted.
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This chapter begins with a discussion of Unified Mobility features, functionality, and design and deployment considerations. Given the various benefits of Unified Mobility and the fact that Cisco Unified Mobile Communicator can be integrated to take advantage of the features provided, this discussion paves the way for examination of Cisco Unified Mobile Communicator. This examination includes a discussion of architecture, functionality, and design and deployment implications for the following mobility applications and features: •



Cisco Unified Mobility, page 27-3



•



Mobile Connect, page 27-5



•



Mobile Voice Access and Enterprise Feature Access, page 27-16



•



Cisco Unified Mobile Communicator, page 27-36



•



Dual-Mode Phones and Clients, page 27-49



What's New in This Chapter Table 27-1 lists the topics that are new in this chapter or that have changed significantly from previous releases of this document. Table 27-1



New or Changed Information Since the Previous Release of This Document



New or Revised Topic



Described in



Revision Date



Dual-mode phone solutions, including coverage for the Dual-Mode Phones and Clients, Cisco Mobile iPhone dual-mode client and the Nokia Call page 27-49 Connect dual-mode client



April 2, 2010



New mid-call Session Handoff feature invoked by using Desk Phone Pickup, page 27-8 *74 (default feature access code), and the implications for the desk phone pickup operation



April 2, 2010



Reroute Direct Calls to Remote Destination to Enterprise Number feature, which provides mobility call anchoring for calls originated inside the enterprise and destined for remote destination or mobility identity numbers



Dial Plan Considerations for Cisco Unified Mobility, page 27-26



April 2, 2010



Unified Mobility capacity planning information for Cisco Unified Communications Manager Business Edition (Unified CMBE)



Capacity Planning for Cisco Unified Mobility, page 27-33



April 2, 2010



Cisco Unified Mobility Cisco Unified Mobility refers to the native mobility functionality within the Cisco Unified Communications Manager (Unified CM) and includes the Mobile Connect, Mobile Voice Access, and Enterprise Feature Access features. Unified Mobility functionality depends on the appropriate configuration of Unified CM. For this reason, it is important to understand the nature of this configuration as well as the logical components. Figure 27-1 illustrates the configuration requirements for Unified Mobility. First, as for all users, a mobility user’s enterprise phone is configured with appropriate line-level settings such as directory number, partition, and calling search space. In addition, the device-level settings of the enterprise phone include parameters such as device pool, common device configuration, calling search space, media
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resource group list, and user and network hold audio sources. All of these line and device settings on the user’s enterprise phone affect the call routing and music on hold (MoH) behavior for incoming and outgoing calls. Next, a remote destination profile must be configured for each mobility user in order for them to take advantage of Unified Mobility features. The remote destination profile is configured at the line level with the same directory number, partition, and calling search space as the user’s enterprise phone line. This results in a shared line between the remote destination profile and the enterprise phone. The remote destination profile configuration includes device pool, calling search space, rerouting calling search space, and user and network hold audio source parameters. The remote destination profile should be thought of as a virtual phone whose configuration mirrors the user’s line-level enterprise phone settings, but whose profile-level configuration combined with the line-level settings determines the call routing and MoH behavior that the user’s remote destination phone will inherit. The user’s enterprise directory number, which is shared between the remote destination profile and the enterprise phone, allows calls to that number to be extended to the user’s remote destination. Figure 27-1
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Configuration per Remote Destination basis:



Cisco Unified Communications System 8.x SRND



27-4



OL-21733-01



Chapter 27



Cisco Mobility Applications Mobile Connect



As further shown in Figure 27-1, a mobility user can have one or more remote destinations configured and associated with their remote destination profile. A remote destination represents a single PSTN phone number where a user can be reached. A user can have up to 10 remote destinations defined. Call routing timers can be configured for each remote destination to adjust the amount of time a call will be extended to a particular remote phone, as well as the amount of time to wait before extending the call and the amount of time that must pass before a call can be answered at the remote phone. Mobility users can also configure filters for each remote destination to allow or deny calls from certain phone numbers to be extended to that remote phone.



Note



Cisco Unified Communications Manager Business Edition supports a maximum of four remote destinations per mobility user.



Mobile Connect The Mobile Connect feature allows an incoming call to an enterprise user to be offered to the user's IP desk phone as well as up to 10 configurable remote destinations. Typically a user's remote destination is their mobile or cellular telephone. Once the call is offered to both the desktop and remote destination phone(s), the user can answer at any of those phones. Upon answering the call on one of the remote destination phones or on the IP desk phone, the user has the option to hand off or pick up the call on the other phone.



Mobile Connect Phone Support Mobile Connect is supported on any of the following phone models: •



Cisco Unified IP Phone 7906G



•



Cisco Unified IP Phone 7911G



•



Cisco Unified IP Phones 7941G, 7941G-GE, 7942G, and 7945G



•



Cisco Unified IP Phones 7961G, 7961G-GE, 7962G, and 7965G



•



Cisco Unified IP Phones 7970G, 7971G-GE, and 7975G



•



Cisco IP Communicator



All phones listed above support Mobile Connect remote destination pickup by means of the Mobility softkey, with both Skinny Client Control Protocol (SCCP) and Session Initiation Protocol (SIP). The following phones support Mobile Connect with SCCP only: •



Cisco Unified IP Phone 7905G



•



Cisco Unified Wireless IP Phones 7920, 7921G, and 7925G



•



Cisco Unified IP Phone 7931G



•



Cisco Unified IP Phone 7940G



•



Cisco Unified IP Phone 7960G



Mobile Connect calls that are answered at a remote destination phone can be handed off to any of the IP phone models listed above, regardless of remote destination phone type, because pickup at the IP desk phone requires only that the user hang up the remote destination phone. All pickup functionality in these scenarios is handled by Unified CM and the enterprise PSTN gateway that handled the outgoing call to the remote destination.
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Note



Cisco Unified IP Phones 7905G, 7912G, 7912G-A, 7940G, and 7960G running SIP and Cisco Unified IP Phones 7912G and 7912G-A running SCCP can be used with Mobile Connect to allow incoming calls to ring at both the desk phone and the remote destination phone. However, once the call is answered, desk phone pickup or remote destination phone pickup is not possible.



Unified CM Service Parameters for Mobile Connect The following items represent a partial list of Unified CM service parameters for the Cisco CallManager service that are related to Mobile Connect functionality: •



Enterprise Feature Access Code for Hold (Default value: *81) This parameter indicates the feature access code used for the hold mid-call feature. This code is manually keyed by the user. This code is sent as a DTMF sequence from the remote destination phone back to the enterprise gateway and is relayed to Unified CM.



•



Enterprise Feature Access Code for Exclusive Hold (Default value: *82) This parameter indicates the feature access code used for the exclusive hold mid-call feature. When exclusive hold is invoked at the remote destination phone, the call cannot be picked up or resumed at the user's desk phone. This code is manually keyed by the user. This code is sent as a DTMF sequence from the remote destination phone back to the enterprise gateway and is relayed to Unified CM.



•



Enterprise Feature Access Code for Resume (Default value: *83) This parameter indicates the feature access code used for the resume mid-call feature. This code is manually keyed by the user. This code is sent as a DTMF sequence from the remote destination phone back to the enterprise gateway and is relayed to Unified CM.



•



Enterprise Feature Access Code for Transfer (Default value: *84) This parameter indicates the feature access code used for the transfer mid-call feature. This code is manually keyed by the user. This code is sent as a DTMF sequence from the remote destination phone back to the enterprise gateway and is relayed to Unified CM.



•



Enterprise Feature Access Code for Conference (Default value: *85) This parameter indicates the feature access code used for the conference mid-call feature. This code is manually keyed by the user. This code is sent as a DTMF sequence from the remote destination phone back to the enterprise gateway and is relayed to Unified CM.



•



Enterprise Feature Access Code for Session Handoff (Default value: *74) This parameter indicates the feature access code used for the session handoff mid-call feature. This code is manually keyed by the user. This code is sent as a DTMF sequence from the remote destination phone to the enterprise gateway and is relayed to Unified CM.



•



Inbound Calling Search Space for Remote Destination (Default value: Trunk or Gateway Inbound Calling Search Space) This parameter determines the nature of inbound call routing for calls coming into the enterprise from configured remote destination phones. By default, the inbound calling search space (CSS) of the PSTN gateway or trunk on which the call is coming in will be used to route the inbound call. If the value of this parameter is set to Remote Destination Profile + Line Calling Search Space, the Remote Destination Profile CSS (in combination with the line CSS) will be used to route the inbound call. This parameter has no effect on inbound call routing from non-remote destination phones.
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•



Enable Enterprise Feature Access (Default value: False) This parameter determines whether Enterprise Feature Access is enabled for the system. This parameter must be set to True in order for users to invoke mid-call features such as hold, resume, and transfer from remote destination phones as well as to use the two-stage dialing feature.



Mobile Connect Functionality Figure 27-2 illustrates a basic Mobile Connect call flow. In this example, Phone A on the PSTN calls a Mobile Connect user's enterprise directory number (DN) 408-555-1234 (step 1). The call comes into the enterprise PSTN gateway and is extended through Unified CM to the IP phone with DN 408-555-1234 (step 2), and this phone begins to ring. The call is also extended to the user’s Remote Destination Profile, which shares the same DN (step 3). In turn, a call is placed to the remote destination associated with the user's remote destination profile (in this case 408-555-7890) (step 4). The outgoing call to the remote destination is routed through the PSTN gateway (step 5). Finally the call rings at the remote destination PSTN phone with number 408 555-7890 (step 6). The call can then be answered at either phone. Figure 27-2
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Typically a Mobile Connect user's configured remote destination is their mobile phone on a global system for mobile communications (GSM) or cellular network; however, any destination reachable by means of the PSTN can be configured as a user's remote destination. Furthermore, a Mobile Connect user can have up to 10 remote destinations configured, so an incoming call could potentially ring as many as 10 PSTN phones as well as the user's desk phone. Once the call is answered at the desk phone or at a remote destination phone, any other call legs that have been extended to ring additional remote destinations or the desk phone (if not answered at the desk phone) will be cleared. If the incoming call is answered at the remote destination, the voice media path will be hairpinned within the enterprise PSTN gateway utilizing two gateway ports. This utilization must be considered when deploying the Mobile Connect feature.
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Note



Mobility users on a Cisco Unified Communications Manager Business Edition system can have a maximum of four remote destinations.



Note



In order for Mobile Connect to work as in Figure 27-2, ensure that the user-level Enable Mobility check box under the End User configuration page has been checked and that at least one of the user's configured remote destinations has the Enable Mobile Connect check box checked.



Desk Phone Pickup As illustrated in Figure 27-3, once a user answers a Mobile Connect call at the remote destination device (step 1: in this case, 408 555-7890), at any point the user can hang up the call at the remote destination and pick it up again at their desk phone by simply pressing the Resume softkey on the desk phone (step 2: at DN 408 555-1234 in this case). The call resumes between the original caller at Phone A and the desk phone (step 3). Figure 27-3
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Desk phone pickup can be performed whenever an enterprise-anchored call is in progress at a configured remote destination phone and that phone hangs up the call.



Note



An enterprise-anchored call refers to any call that has at least one call leg connected through an enterprise PSTN gateway and that originated either from a remote destination to an enterprise DID or from Mobile Connect, Mobile Voice Access, Enterprise Feature Access, or Reroute Direct Calls to Remote Destination to Enterprise Number. The option to pick up or resume the call at the desk phone is available for a certain amount of time. For this reason, it is good practice for the Mobile Connect user to ensure that the calling phone hangs up before the remote destination phone is hung up. This ensures that the call cannot be resumed at the desk phone by someone else. By default, the call remains available for pickup at the desk phone for 10 seconds after the remote destination phone hangs up; however, this time is configurable and can be set from 0 to 30000 milliseconds on a per-user basis by changing the Maximum Wait Time for Desk Pickup parameter under the End User configuration page. Desk phone pickup can also be performed after invoking the
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mid-call hold feature at the remote destination phone. However, in these cases, the Maximum Wait Time for Desk Pickup parameter setting has no effect on the amount of time the call will be available for pickup. A call placed on mid-call hold will remain on hold and be available for desk phone pickup until manually resumed at either the remote or desktop phone. Another method for performing desk phone pickup is to use the mid-call session handoff feature. This mid-call feature is invoked by manually keying *74, the default enterprise feature access code for session handoff (see Unified CM Service Parameters for Mobile Connect, page 27-6), which in turn generates a DTMF sequence back to Unified CM. When this feature is invoked, Unified CM sends a new call to the user's enterprise desk phone. Once this new call is flashing or ringing at the desk phone, the user then must answer the call to complete the session handoff. The benefit of this desk phone pickup method over other methods (such as hanging up the call at the mobile phone or using the mid-call hold feature) is that the conversation between the user and the far-end phone is maintained throughout the handoff process. Once the *74 sequence has been keyed, the user can continue the conversation because the handoff call is sent to the user's desk phone. When the user answers the call at the desk phone, the call legs are shuffled so that the call leg to the far-end is connected to the new call leg created at the desk phone, thus resulting in an uninterrupted or near-instantaneous cut-through of the audio path. The original call leg at the mobile device is subsequently cleared. Unlike the hang-up method for invoking desk phone pickup, where the end-user’s Maximum Wait Time for Desk Pickup setting determines how long the call will be available for pickup at the desk phone, with session handoff the Session Handoff Alerting Timer service parameter determines the amount of time the call will ring or flash at the desk phone before the handoff call is cleared. The default handoff alerting time is 10 seconds. Further, with session handoff, any call forward settings configured on the desk phone do not get invoked. As a result, the handoff feature does not forward to voicemail or any other call-forward destination. If a call is not answered by the end of Session Handoff Alerting Timer period, then the call is cleared and the Remote In Use state is removed from the user's desk phone line. However, in this scenario the original call is maintained at the mobile phone. For additional information about session handoff and other mid-call features, see Mid-Call Features, page 27-10.



Remote Destination Phone Pickup Figure 27-4 illustrates Mobile Connect remote destination phone pickup functionality. Assuming Phone A calls the Mobile Connect user's enterprise DN 408 555-1234 and the call is answered at the user's desk phone and is in progress (step 1), the user must push the Mobility softkey. Assuming the Mobile Connect feature is enabled for this phone and remote destination pickup is available, the user presses the Select softkey (step 2). A call is generated to the user's remote destination phone (in this case, 408 555-7890), and the remote phone begins to ring. Once the call is answered at the remote phone, the call resumes between Phone A and the Mobile Connect user's remote phone with number 408 555-7890 (step 3).
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Figure 27-4
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When a Mobile Connect user has multiple remote destinations configured, each remote destination will ring when the Select softkey is pressed, and the user can answer the desired phone.



Note



In order for remote destination phone pickup to work as in Figure 27-4, ensure that at least one of the user's configured remote destinations has the Mobile Phone check box checked. In addition, the Mobility softkey must be configured for all mobility users by adding the softkey to each user's associated desk phone softkey template. Failure to check the Mobile Phone check box and to make the Mobility softkey available to mobility users will prevent the use of remote destination phone pickup functionality.



Mid-Call Features As illustrated in Figure 27-5, once a user answers a Mobile Connect call at the remote destination device (step 1: in this case, 408 555-7890), the user can invoke mid-call features such as hold, resume, transfer, conference, directed call park, and session handoff by sending DTMF digits from the remote destination phone to Unified CM via the enterprise PSTN gateway (step 2). When the mid-call feature hold, transfer, conference, or directed call park is invoked, MoH is forwarded from Unified CM to the held party (step 3: in this case, Phone A). In-progress calls can be transferred to another phone or directed call park number, or additional phones can be conferenced using enterprise conference resources (step 4).
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Figure 27-5
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Mid-call features are invoked at the remote destination phone by a series of DTMF digits forwarded to Unified CM. Once received by Unified CM, these digit sequences are matched to the configured Enterprise Feature Access Codes for Hold, Exclusive Hold, Resume, Transfer, Conference, and Session Handoff (see Unified CM Service Parameters for Mobile Connect, page 27-6), and the appropriate function is performed.



Note



To enable the Directed Call Park mid-call feature, you must configure Cisco Unified CM with directed call park numbers and call park retrieval prefixes.



Note



In order to perform the transfer, conference, and directed call park mid-call features, a second call leg is generated by the remote destination phone to a system-configured Enterprise Feature Access DID that answers the call, takes user input (including PIN number, mid-call feature access code, and target number), and then creates the required call leg to complete the transfer, conference, or directed call park operation. With the mid-call session handoff feature, MoH is not forwarded to the far-end because the far-end is never placed on hold. Instead, the original audio path is maintained until the mobile user answers the handoff call at the desk phone. Once the call is answered, the call legs are shuffled at the enterprise gateway and the audio path is maintained. Mid-call features are invoked by manually keying the feature access codes and entering the appropriate key sequences. Table 27-2 indicates the required key sequences for invoking mid-call features.
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Table 27-2



Manual Mid-Call Feature Key Sequences



Mid-Call Feature



Enterprise Feature Access Code (default) Manual Key Sequence



Hold



*81



Enter: *81



Exclusive Hold



*82



Enter: *82



Resume



*83



Enter: *83



Transfer



*84



1. Enter: *82 (Exclusive Hold) 2. Make new call to Enterprise Feature Access DID. 3. On connect, enter: # *84 # # 4. Upon answer by transfer target (for consultive transfer) or upon ringback (for early attended transfer), enter: *84



Directed Call Park N/A



1. Enter: *82 (Exclusive Hold) 2. Make new call to Enterprise Feature Access DID. 3. On connect, enter: # *84 # # *84 # Note



Conference



*85



To retrieve a parked call, the user must use Mobile Voice Access or Enterprise Feature Access Two-Stage Dialing to place a call to the directed call park number. When entering the directed call park number to be dialed, it must be prefixed with the appropriate call park retrieval prefix.



1. Enter: *82 (Exclusive Hold) 2. Make new call to Enterprise Feature Access DID. 3. On connect enter: # *85 # # 4. Upon answer by conference target, enter: *85



Session Handoff



*74



1. Enter: *74 2. Answer at the desk phone upon ring and/or flash.



Note



Media resource allocation for mid-call features such as hold and conference is determined by the Remote Destination Profile configuration or, in the case of dual-mode phones and Unified Mobile Communicator, the device configuration. The media resource group list (MRGL) of the device pool configured for the Remote Destination Profile or the dual-mode or Unified Mobile Communicator device is used to allocate a conference bridge for the conferencing mid-call feature. The User Hold Audio Source and Network Hold MoH Audio Source settings of the Remote Destination Profile or the dual-mode or Unified Mobile Communicator device, in combination with the media resource group list (MRGL) of the device pool, is used to determine the appropriate MoH stream to be sent to a held device.
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Single Enterprise Voicemail Box An additional feature that Unified Mobility provides in conjunction with Mobile Connect is the ability to have a single voicemail box for all enterprise business calls. This prevents a user from having to check multiple mailboxes (enterprise, cellular, home, and so forth) for calls to their enterprise phone number. To help implement this feature, the Remote Destination configuration page provides a set of timers that can be used in conjunction with the regular call-forward timers. The purpose of these timers is to ensure that, when and if a call is forwarded to a voicemail box on ring-no-answer, the call is forwarded to the enterprise voicemail box rather than any remote destination voicemail box. This behavior can be achieved in one of two ways: •



Ensure the forward-no-answer time is shorter at the desk phone than at the remote destination phones. To do so, ensure that the global Forward No Answer Timer field in Unified CM or the No Answer Ring Duration field under the individual phone line is configured with a value that is less than the amount of time a remote destination phone will ring before forwarding to the remote destination voicemail box. In addition, the Delay Before Ringing Timer parameter under the Remote Destination configuration page can be used to delay the ringing of the remote destination phone in order to further lengthen the amount of time that must pass before a remote destination phone will forward to its own voicemail box. However, when adjusting the Delay Before Ringing Timer parameter, take care to ensure that the global Unified CM Forward No Answer Timer (or the line-level No Answer Ringer Duration field) is set sufficiently high enough so that the mobility user has time to answer the call on the remote destination phone. The Delay Before Ringing Timer parameter can be set for each remote destination and is set to 4000 milliseconds by default.



•



Ensure that the remote destination phone stops ringing before it is forwarded to its own voicemail box. You can accomplish this by setting the Answer Too Late Timer parameter under the Remote Destination configuration page to a value that is less than the amount of time that a remote destination phone will ring before forwarding to its voicemail box. This ensures that the remote destination phone stops ringing before the call can be forwarded to its own voicemail box. The Answer Too Late Timer parameter can be set for each remote destination and is set to 19,000 milliseconds by default.



To ensure that the call is still forwarded to the enterprise voicemail box in cases where a user's remote destination phone is busy and call waiting is not available or in cases where a user's cellular phone is out of range, you can use the Answer Too Soon Timer parameter on the Remote Destination configuration page. If the call is forwarded and answered right away by the remote destination voicemail, this parameter ensures that the call leg extended to the remote destination phone will be disconnected, thus allowing additional time for the desk phone to be answered or for the enterprise voicemail system to handle the call. The Answer Too Soon Timer parameter can be set for each remote destination and is set to 1500 milliseconds by default.



Note



Incoming calls to a remote destination that are manually diverted by the mobility user can end up in the mobile voicemail box if the manual divert occurs after the Answer Too Soon timer has expired. To prevent this from happening, mobility users should be advised to ignore or silence the ringing of incoming calls they wish to divert to voicemail. This will ensure that unanswered calls always end up in the enterprise voicemail box.



Note



In most deployment scenarios, the default Delay Before Ringing Timer, Answer Too Late Timer, and Answer Too Soon Timer values are sufficient and do not need to be changed.
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Enabling and Disabling Mobile Connect The Mobile Connect feature can be enabled or disabled by using one of the following methods: •



Cisco Unified CM Administration or Cisco Unified CM User Options pages An administrator or user unchecks the Mobile Connect box to disable, or checks the Mobile Connect box to enable, the feature. This is done per remote destination.



•



Mobile Voice Access or Enterprise Feature Access A Mobility-enabled user dials into the Mobile Voice Access or Enterprise Feature Access DID and, after entering appropriate credentials, enters the digit 2 to enable or 3 to disable. With Mobile Voice Access, the user is prompted to enable or disable Mobile Connect for a single remote destination or all of their remote destinations. With Enterprise Feature Access, the user can enable or disable Mobile Connect only for the remote destination device from which they are calling.



•



Desk phone Mobility softkey The user presses the Mobility softkey when the phone is in the on-hook state and selects either Enable Mobile Connect or Disable Mobile Connect. With this method, Mobile Connect is enabled or disabled for all of the user's remote destinations.



•



Cisco Unified Mobile Communicator client Users with a remote destination phone running the Cisco Unified Mobile Communicator client can toggle the Mobile Connect feature status by changing the Single Number Reach setting to Enable or Disable under the client Preferences settings screen. This will enable or disable Mobile Connect for the Cisco Unified Mobile Communicator remote destination only.



Access Lists for Allowing or Blocking Mobile Connect Calls Access lists can be configured within Cisco Unified CM and associated to a remote destination. Access lists are used to allow or block inbound calls (based on incoming caller ID) from being extended to a mobility-enabled user's remote destinations. Furthermore, these access lists are invoked based on the time of day. Access lists are configured for mobility-enabled users as either blocked or allowed. Access lists contain one or more members or filters consisting of a specific number or number mask, and the filters are compared against the incoming caller ID of the calling party. In addition to containing specific number strings or number masks for matching caller ID, access lists can also contain a filter for incoming calls where the caller ID is not available or is set to private. A blocked access list contains an implicit "allow all" at the end of the list so that calls from any numbers entered in the access list will be blocked but calls from all other numbers will be allowed. An allowed access list contains an implicit "deny all" at the end of the list so that calls from any numbers entered in the access list will be allowed but calls from all other numbers will be blocked. Once configured access lists are associated with a configured Ring Schedule under the Remote Destination configuration screen, the configured Ring Schedule in combination with the selected access list provides time-of-day call filtering for Mobile Connect calls on a per-remote-destination basis. Access lists and Ring Schedules can be configured and associated to a remote destination by an administrator using the Cisco Unified CM Administration interface or by an end user using the Cisco Unified CM User Options interface.
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Mobile Connect Architecture The architecture of the Mobile Connect feature is as important to understand as its functionality. Figure 27-6 depicts the message flows and architecture required for Mobile Connect. The following sequence of interactions and events can occur between Unified CM, the Mobile Connect user, and the Mobile Connect user's desk phone: 1.



The Mobile Connect phone user who wishes to either enable or disable the Mobile Connect feature or to pick up an in-progress call on their remote destination phone pushes the Mobility softkey on their desk phone (see step 1 in Figure 27-6).



2.



Unified CM returns the Mobile Connect status (On or Off) and offers the user the ability to select the Send Call to Mobile Phone option when the phone is in the Connected state, or it offers the user the ability to enable or disable the Mobile Connect status when the phone is in the On Hook state (see step 2 in Figure 27-6).



3.



Mobile Connect users can use the Unified CM User Options interface to configure their own mobility settings via the web-based configuration pages at http:///ccmuser/ where is the IP address of the Unified CM publisher server (see step 3 in Figure 27-6).



Figure 27-6
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High Availability for Mobile Connect The Mobile Connect feature relies on the following components: •



Unified CM servers



•



PSTN gateway



Each component must be redundant or resilient in order for Mobile Connect to continue functioning fully during various failure scenarios.
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Unified CM Server Redundancy The Unified CM server is required for the Mobile Connect feature. Unified CM server failures are non-disruptive to Mobile Connect functionality, assuming phone and gateway registrations are made redundant using Unified CM Groups. In order for Mobile Connect users to use the Unified CM User Options web interface to configure their mobility settings (remote destinations and access lists), the Unified CM publisher server must be available. If the publisher is down, users will not be able to change mobility settings. Likewise, administrators will be unable to make mobility configuration changes to Unified CM; however, existing mobility configurations and functionality will continue. Finally, changes to Mobile Connect status must be written by the system on the Unified CM publisher server; if the Unified CM publisher is unavailable, then enabling or disabling Mobile Connect will not be possible.



PSTN Gateway Redundancy Because the Mobile Connect feature relies on the ability to extend additional call legs to the PSTN to reach the Mobile Connect users’ remote destination phones, PSTN gateway redundancy is important. Should a PSTN gateway fail or be out of capacity, the Mobile Connect call cannot complete. Typically, enterprise IP telephony dial plans provide redundancy for PSTN access by providing physical gateway redundancy and call re-routing capabilities as well as enough capacity to handle expected call activity. Assuming that Unified CM has been configured with sufficient capacity, multiple gateways, and route group and route list constructs for call routing resiliency, the Mobile Connect feature can rely on this redundancy for uninterrupted functionality.



Mobile Voice Access and Enterprise Feature Access Mobile Voice Access (also referred to as System Remote Access) and Enterprise Feature Access two-stage dialing are features built on top of the Mobile Connect application. Both features allow a mobility-enabled user who is outside the enterprise to make a call as though they are directly connected to Unified CM. This functionality is commonly referred to as Direct Inward System Access (DISA) in traditional telephony environments. These features benefit the enterprise by limiting toll charges and consolidating phone billing directly to the enterprise rather than billing to each mobile user. In addition, these features allow the users to mask their mobile phone or remote destination numbers when sending outbound caller ID. Instead, the user's enterprise directory number is sent as caller ID. This ensures that returned calls to the user are made to the enterprise number, thus resulting in enterprise call anchoring. These features also enable mobile users to dial internal extensions or non-DID enterprise numbers that would not normally be reachable from outside the enterprise. Mobile Voice Access is accessed by calling a system-configured DID number that is answered and handled by an H.323 or SIP VoiceXML (VXML) gateway. The VoiceXML gateway plays interactive voice response (IVR) prompts to the Mobile Voice Access user, requesting user authentication and input of a number to be dialed via the user phone keypad. Enterprise Feature Access functionality includes the previously discussed mid-call transfer and conference features as well as two-stage dialing functionality. Two-stage dialing works the same way as Mobile Voice Access, but without the IVR prompts. The system-configured Enterprise Feature Access DID is answered by Unified CM. The user then uses the phone keypad or Smart Phone softkeys to input authentication and the number to be dialed. These inputs are received without prompts.
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With both the Mobile Voice Access and Enterprise Feature Access two-stage dialing features, once the call to the input number is connected, users can invoke mid-call features or pick up the call on their desk phones just as with a Mobile Connect calls. This is possible because the call is anchored at the enterprise gateway.



Mobile Voice Access and Enterprise Feature Access Phone Support Mobile Voice Access and Enterprise Feature Access are supported for all incoming PSTN devices capable of sending DTMF digits. Cisco Unified IP Phone support for these features is the same as for Mobile Connect (see Mobile Connect Phone Support, page 27-5). Although an IP phone is not required to use Mobile Voice Access or Enterprise Feature Access two-stage dialing, a user wishing to pick up an in-progress call made by one of these features on a desk phone must have access to one of the phone models supported by Mobile Connect.



Unified CM Services and Service Parameters for Mobile Voice Access and Enterprise Feature Access For the Mobile Voice Access application to function properly, you must enable certain services on Unified CM and configure certain parameters on Cisco Unified Mobility. This section lists those required services and parameters.



Unified CM Service for Mobile Voice Access The Mobile Voice Access feature relies on the Cisco Unified Mobile Voice Access Service, which must be activated manually from the Unified CM Serviceability configuration page. This service can be activated on the publisher node only.



Unified CM Service Parameters for Mobile Voice Access and Enterprise Feature Access The following items represent a partial list of Unified CM service parameters related to Mobile Voice Access and Enterprise Feature Access two-stage dialing functionality: •



Enable Enterprise Feature Access (Default value: False) This parameter determines whether Enterprise Feature Access is enabled for the system. This parameter must be set to True in order to use two-stage dialing feature as well as to invoke mid-call features such as hold, resume, and transfer from the remote destination phone.



•



Enable Mobile Voice Access (Default value: False) This parameter determines whether Mobile Voice Access two-stage dialing is enabled for the system. This parameter must be set to True in order for users to invoke the two-stage dialing capabilities of Mobile Voice Access.



•



Matching Caller ID with Remote Destination (Default value: Complete Match) This parameter specifies whether the caller ID of a configured remote destination is completely matched or partially matched by the system for inbound calls. Based on this setting, the caller ID is completely or partially matched to the destination number configured for each remote destination. If set to Partial Match, this parameter works in conjunction with the Number of Digits for Caller ID Partial Match service parameter to determine how many numbers in the presented caller ID will be
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matched. Caller ID matching determines whether the system recognizes the remote destination in order to invoke Enterprise Feature Access mid-call features and two-stage dialing as well as Mobile Voice Access. •



Number of Digits for Caller ID Partial Match (Default value: 10) This parameter determines how many consecutive digits of caller ID will be matched against configured remote destinations. This parameter is used only when the Matching Caller ID with Remote Destination service parameter is set to Partial Match.



•



System Remote Access Blocked Numbers (Default value: This parameter specifies a comma-separated list of numbers that cannot be dialed from remote destination phones when using the Mobile Voice Access or Enterprise Feature Access two-stage dialing features (for example, 911 or other emergency numbers). Numbers should be entered as they would be dialed from inside the enterprise, with appropriate PSTN access codes (for example, 9911), because this list of blocked numbers is applied only after any Application Dial Rules are applied.



In addition to configuring these system parameters, you must enable Mobile Voice Access for each user individually by checking the Enable Mobile Voice Access check box under the End User configuration page.



Mobile Voice Access IVR VoiceXML Gateway URL The Mobile Voice Access feature requires the Unified CM VoiceXML application to reside on the H.323 or SIP gateway. The URL used to load this application is: http://:8080/ccmivr/pages/IVRMainpage.vxml where is the IP address of the Unified CM publisher node.



Mobile Voice Access Functionality Figure 27-7 illustrates a Mobile Voice Access call flow. In this example, the Mobile Voice Access user on PSTN phone 408 555-7890 dials the Mobile Voice Access enterprise DID DN 408-555-2345 (step 1). The call comes into the enterprise PSTN H.323 or SIP gateway, which also serves as the VoiceXML gateway. The user is prompted via IVR to enter their numeric user ID (followed by the # sign), PIN number (followed by the # sign), and then a 1 to make a Mobile Voice Access call, followed by the phone number they wish to reach. In this case, the user enters 9 1 972 555 3456 as the number they wish to reach (followed by the # sign) (step 2).



Note



If the PSTN phone from which the Mobile Voice Access user is calling is configured as a Mobile Connect remote destination for that user and the incoming caller ID can be matched against this remote destination by Unified CM, the user does not have to enter their numeric user ID. Instead they will be prompted to enter just the PIN number. In the meantime, Unified CM has forwarded IVR prompts to the gateway, the gateway has played these prompts to the user, and the gateway has collected user input including the numeric ID and PIN number of the user. This information is forwarded to Unified CM for authentication and to generate the call to 9 1 972 555 3456 (step 3). After authenticating the user and receiving the number to be dialed, Unified CM generates a call via the user's Remote Destination Profile (step 4). The outbound call to 972 555-3456 is routed via the PSTN gateway (step 5). Finally, the call rings at the PSTN destination phone with number 972 555-3456 (step 6).
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Figure 27-7
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In order for Mobile Voice Access to work as in Figure 27-7, ensure that the system-wide Enable Mobile Voice Access service parameter is set to True (see Unified CM Service Parameters for Mobile Voice Access and Enterprise Feature Access, page 27-17) and that the per-user Enable Mobile Voice Access check box on the End User configuration page is also checked.



Mobile Voice Access Using Hairpinning In deployments where the enterprise PSTN gateways are not using H.323 or SIP, Mobile Voice Access functionality can still be provided using hairpinning on a separate gateway running H.323. Mobile Voice Access using hairpinning relies on off-loading the VoiceXML functionality to a separate H.323 gateway. Figure 27-8 illustrates a Mobile Voice Access call flow using hairpinning. In this example, just as in the previous example, the Mobile Voice Access user on PSTN phone 408 555-7890 dials the Mobile Voice Access enterprise DID DN 408-555-2345 (step 1). The call comes into the enterprise PSTN gateway and, just as before, the user is prompted via IVR to enter their numeric user ID, PIN, and then a 1 to make a Mobile Voice Access call, followed by the phone number they wish to reach.



Note



When using Mobile Voice Access with hairpinning, users calling into the system will not be identified automatically by their caller ID. Instead, users will have to key in their remote destination number manually prior to entering their PIN. The reason the user is not automatically identified is that, for hairpinning deployments, the PSTN gateway must first route the call to Unified CM to reach the hairpinned Mobile Voice Access gateway. Because the call is routed to Unified CM first, the conversion of the calling number from a mobile number to an enterprise directory number occurs prior to the call being handled by the Mobile Voice Access gateway. This results in the Mobile Voice Access gateway being unable to match the calling number with a configured remote destination, and therefore the system prompts the user to enter their remote destination number. This is unique to hairpinning deployments; with normal Mobile Voice Access flows, the PSTN gateway does not have to route the call to Unified CM first in order to access Mobile Voice Access because the functionality is available on the local gateway.
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Again the user enters 9 1 972 555 3456 as the number they wish to reach (followed by the # sign) (step 2). Next the PSTN gateway collects and forwards the user input to the separate H.323 VoiceXML gateway with DID 408-555-2345, and the VoiceXML gateway plays IVR prompts to the PSTN gateway and the Mobile Voice Access user (step 3). In the meantime, Unified CM has forwarded IVR prompts to the H.323 VoiceXML gateway, and the VoiceXML gateway in turn has collected user input (including the numeric ID and PIN number of the user) from the PSTN gateway. This information is forwarded to Unified CM for authentication and to generate the call to 9 1 972 555 3456 (step 4). After authenticating the user and receiving the number to be dialed, Unified CM generates a call via the user's Remote Destination Profile (step 5). The outbound call to 972 555-3456 is routed via the PSTN gateway (step 6). Finally, the call rings at the PSTN destination phone with number 972 555-3456 (step 7). The voice media path in the case of each Mobile Voice Access call using hairpinning is not only hairpinned within the enterprise PSTN gateway utilizing two gateway ports, but it is also hairpinned at the H.323 VoiceXML gateway. Mobile Voice Access Using Hairpinning
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Figure 27-8



Note



When deploying Mobile Voice Access in hairpinning mode, Cisco recommends configuring the Mobile Voice Access DID at the PSTN gateway and the Mobile Voice Access Directory Number within Cisco Unified CM (under Media Resources > Mobile Voice Access) as different numbers. A translation pattern within Unified CM can then be used to translate the called number of the Mobile Voice Access DID to the configured Mobile Voice Access directory number. Because the Mobile Voice Access directory number configured within Unified CM is visible to the administrator only, translation between the DID and directory number will be invisible to the end user and there will be no change in end-user dialing behavior. This is recommended in order to prevent mobility call routing issues in multi-cluster environments. This recommendation does not apply to Mobile Voice Access in non-hairpinning mode.



Note



Mobile Voice Access in hairpinning mode is supported only with H.323 VXML gateways.
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Enterprise Feature Access with Two-Stage Dialing Functionality Figure 27-9 illustrates the call flow for Enterprise Feature Access two-stage dialing. In this example, the mobility user at remote destination phone 408 555-7890 dials the Enterprise Feature Access DID 408 555-2345 (step 1). Once the call is connected, the remote destination phone is used to send DTMF digits to Unified CM via the PSTN gateway, beginning with the user's PIN (followed by the # sign) which is authenticated with Unified CM. Next a 1 (followed by the # sign) is sent to indicate a two-stage dialed call is being attempted, followed by the phone number the user wishes to reach. In this case the user enters 9 1 972 555 3456 as the destination number (step 2).



Note



Unlike with Mobile Voice Access, Enterprise Feature Access requires that all two-stage dialed calls must originate from a phone that has been configured as a remote destination in order to match the caller ID and PIN against the end-user account. There is no provision within Enterprise Feature Access in which the mobility user can enter their remote destination number or ID to identify themselves to the system. Identity can be established only via the combination of incoming caller ID and entered PIN. Next the outgoing call is originated via the user's remote destination profile (step 3), and the call to PSTN number 972 555-3456 is routed via the enterprise PSTN gateway (step 4). Finally, the call rings the PSTN phone (step 5: in this case, 972 555-3456). As with Mobile Voice Access, the voice media path of each Enterprise Feature Access two-stage dialed call is hairpinned within the enterprise PSTN gateway utilizing two gateway ports. Figure 27-9
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In order for Enterprise Feature Access two-stage dialing to work as in Figure 27-9, ensure that the system-wide Enable Enterprise Feature Access service parameter is set to True (see Unified CM Service Parameters for Mobile Voice Access and Enterprise Feature Access, page 27-17).
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Desk and Remote Destination Phone Pickup Because Mobile Voice Access and Enterprise Feature Access functionality is tightly integrated with the Mobile Connect feature, once a Mobile Voice Access or Enterprise Feature Access two-stage dialed call has been established, the user does have the option of using Mobile Connect functionality to pick up the in-progress call on their desk phone by simply hanging up the call on the originating phone and pushing the Resume softkey on their desk phone or by using the mid-call hold feature. In turn, the call can then be picked up on the user's configured remote destination phone by pressing the Mobility softkey and selecting Send Call to Mobile Phone.



Enabling and Disabling Mobile Connect In addition to providing users of Mobile Voice Access and Enterprise Feature Access with the ability to make calls from the PSTN as though they are within the enterprise, the functionality provided by Mobile Voice Access on the H.323 or SIP VoiceXML gateway and provided by Enterprise Feature Access also gives users the ability to remotely enable and disable their Mobile Connect functionality for each remote destination via their phone keypad. Rather than entering a 1 to make a call, users enter a 2 to turn the Mobile Connect feature on and a 3 to turn the Mobile Connect feature off. If a user has more than one remote destination configured when using Mobile Voice Access, they are prompted to key in the remote destination phone number for which they wish to enable or disable the Mobile Connect feature. When using Enterprise Feature Access, a user can enable or disable Mobile Connect only for the remote destination phone from which they are calling.



Note



When the Enable Mobile Voice Access service parameter (see Unified CM Service Parameters for Mobile Voice Access and Enterprise Feature Access, page 27-17) is set to False, resulting in an inability to make two-stage dialed calls, Mobile Voice Access still provides users with the ability to enable and disable mobile connect remotely. As long as the Mobile Voice Access Directory Number has been configured on the system, the user's account has been enabled for Mobile Voice Access, and the Cisco Unified Mobile Voice Access service is running on the publisher, a calling user can still enable or disable Mobile Connect.



Mobile Voice Access and Enterprise Feature Access Number Blocking Administrators might want to prevent users of Mobile Voice Access and Enterprise Feature Access two-stage dialing from dialing certain numbers when using these features. In order to restrict or block calls to certain numbers when using these features for off-net calls, a comma-separated list of those numbers can be configured in the System Remote Access Blocked Numbers service parameter field (see Unified CM Service Parameters for Mobile Voice Access and Enterprise Feature Access, page 27-17). Once this parameter is configured with blocked numbers, those numbers will not be reachable from a user's remote destination phone when using Mobile Voice Access or Enterprise Feature Access features. Numbers that administrators might want to block can include emergency numbers such as 911. When configuring blocked numbers, ensure they are configured as they would be dialed by an enterprise user, with appropriate prefixes or steering digits. For example, if an emergency number is to be blocked and the emergency number is dialed by system users as 9911, then the number configured in the System Remote Access Blocked Numbers field should be 9911.
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Access Numbers for Mobile Voice Access and Enterprise Feature Access While the Unified CM system allows the configuration of only a single Mobile Voice Access Directory Number and a single Enterprise Feature Access Number, this does not preclude the use of multiple externally facing numbers that can access these internally configured numbers. For example, consider a system deployed in the US in New York with a remote site in San Jose as well as an overseas site in London. Even though the system may have the Mobile Voice Access directory number configured as 555-1234, the gateways at each location can be configured to map a local or toll-free DID number to this Mobile Voice Access directory number. For example, the gateway in New York may have DIDs of +1 212 555 1234 and +1 800 555 1234, which both map to the Mobile Voice Access number, while the gateway in San Jose has a DID of +1 408 666 5678 and the gateway in London has a DID of +44 208 777 0987, which also map to the Mobile Voice Access number of the system. By acquiring multiple local or toll-free DID numbers, system administrators can ensure that two-stage dialed calls will always originate as a call into the system that is either local or toll-free, thus providing further reductions in telephony costs.



Remote Destination Configuration and Caller ID Matching When authenticating users for Mobile Voice Access and Enterprise Feature Access two-stage dialing functionality as well as the mid-call features Transfer and Conference, the caller ID of the calling remote destination phone is matched against all remote destinations configured within the system. Matching of this caller ID depends on a number of factors, including how the remote destination numbers are configured, whether Application Dial Rules have been configured on the system, and whether the Matching Caller ID with Remote Destination parameter is set to Partial or Complete Match (see Unified CM Service Parameters for Mobile Voice Access and Enterprise Feature Access, page 27-17). To control the nature of this matching, consider the following two approaches. Using Application Dial Rules



With this approach, remote destinations are configured just as the caller ID would be presented from the PSTN. For example, if the caller ID from the PSTN for a remote destination phone is presented as 4085557890, then this number should be configured on the Remote Destination configuration page. In order to route Mobile Connect calls appropriately to this remote destination, it is then necessary to use Application Dial Rules to prefix necessary PSTN access codes and other required digits. For example, if 9 is required to reach the PSTN when dialing calls and a 1 is required for dialing long distance, then an Application Dial Rule would have to be created with the Prefix With Pattern field set to 91. When using this approach, the Matching Caller ID with Remote Destination parameter should be left at the default setting of Complete Match.



Note



Not only are Application Dial Rules applied to Mobile Connect, Mobile Voice Access, and Enterprise Feature Access calls, but they are also applied to calls made with Cisco WebDialer, Cisco Unified CM Assistant, and Cisco Unified Personal Communicator applications. For this reason, exercise care when configuring these rules to ensure that dialing behavior across all applications is as expected. Translation patterns or digit prefix mechanisms within Cisco Unified CM route list and route group constructs can be used instead of Application Dial Rules in order to prefix appropriate PSTN steering digits.
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Using Partial Caller ID Matching



With this approach, remote destinations are configured as they would be dialed from the system to the PSTN. For example, if the number for the remote destination is 14085557890 and PSTN access from the system requires a 9, then this number should be configured on the Remote Destination configuration page as 914085557890. This approach precludes the need for Application Dial Rules, but it requires that the Matching Caller ID with Remote Destination service parameter be set to Partial Match and that the Number of Digits for Caller ID Partial Match be set to the appropriate number of consecutive digits that should be matched against the remote destination caller ID (see Unified CM Service Parameters for Mobile Voice Access and Enterprise Feature Access, page 27-17). For example, if the caller ID for a remote destination is 14085557890 and the remote destination is configured as 914085557890, then the Number of Digits for Caller ID Partial Match would ideally be set to 10 or 11. In this example, this parameter could be set to a lower number of digits; however, always take care to ensure that enough consecutive digits are matched so that all configured remote destinations in the system are matched uniquely. If there is no exact match and more than one configured remote destination number is matched when using partial caller ID matching, the system treats this as if there is no matching remote destination number, thus requiring the user to enter their remote destination number/ID manually in the case of Mobile Voice Access before providing their PIN. With Enterprise Feature Access, there is no mechanism for the user to enter their remote destination number; therefore, when using this functionality, take care to ensure that only unique matches occur.



Note



If the PSTN service provider sends variable-length caller IDs, using partial caller ID matching is not recommended because ensuring a unique caller ID match for each inbound call might not be possible. In these scenarios, using complete caller ID matching is the preferred method.



Mobile Voice Access and Enterprise Feature Access Architecture The architecture of the Mobile Voice Access and Enterprise Feature Access feature is as important to understand as their functionality. Figure 27-10 depicts the message flows and architecture required for Mobile Voice Access and Enterprise Feature Access. The following sequence of interactions and events can occur between Unified CM, the PSTN gateway, and the H.323 or SIP VXML gateway: 1.



Unified CM forwards IVR prompts and instructions to the H.323 or SIP VXML gateway via HTTP (see step 1 in Figure 27-10). This provides the VXML gateway with the ability to play these prompts for the inbound Mobile Voice Access callers.



2.



The H.323 or SIP VXML gateway uses HTTP to forward Mobile Voice Access user input back to Unified CM (see step 2 in Figure 27-10).



3.



The PSTN gateway forwards DTMF digits in response to user or Smart Phone key sequences from the remote destination phone for Enterprise Feature Access two-stage dialing and mid-call features (see step 3 in Figure 27-10).
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Figure 27-10



Mobile Voice Access and Enterprise Feature Access Architecture
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While Figure 27-10 depicts the H.323 or SIP VoiceXML gateway as a separate box from the PSTN gateway, this is not an architectural requirement. Both VoiceXML functionality and PSTN gateway functionality can be handled by the same box, provided there are no requirements for the PSTN gateway to run a protocol other than H.323 or SIP. An H.323 or SIP gateway is required for Mobile Voice Access VoiceXML functionality.



High Availability for Mobile Voice Access and Enterprise Feature Access The Mobile Voice Access and Enterprise Feature Access features rely on the same components and redundancy mechanisms as the Mobile Connect feature (see High Availability for Mobile Connect, page 27-15). Unified CM Groups are necessary for PSTN gateway registration redundancy. Likewise, PSTN physical gateway and gateway connectivity redundancy should be provided. Redundant access between the PSTN and the enterprise is required for remote destination phones to access Mobile Voice Access and Enterprise Feature Access features in the event of a gateway failure. However, while physical redundancy can and should be provided for the H.323 or SIP VoiceXML gateway, there is no redundancy mechanism for the Cisco Unified Mobile Voice Access service on Unified CM. This service can be enabled and run on the publisher node only. Therefore, if the publisher node fails, Mobile Voice Access functionality will be unavailable. Enterprise Feature Access and two-stage dialing functionality have no such dependency on the publisher and can therefore provide equivalent functionality to mobility users (without the IVR prompts).
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Unified Mobility The Cisco Unified Mobility solution delivers mobility functionality via Cisco Unified CM. Functionality includes Mobile Connect, Mobile Voice Access, and Enterprise Feature Access. When deploying this functionality it is important to understand dial plan implications, guidelines and restrictions, and performance and capacity considerations.



Dial Plan Considerations for Cisco Unified Mobility In order to configure and provision Unified Mobility appropriately, it is important to understand the call routing behavior and dial plan implications of the remote destination profile configuration.



Remote Destination Profile Configuration When configuring Unified Mobility, you must consider the following two settings on the Remote Destination Profile configuration page: •



Calling Search Space This setting combines with the directory number or line-level calling search space (CSS) to determine which partitions can be accessed for mobility dialed calls. This affects calls made by the mobility user from the remote destination phone, including Mobile Voice Access and Enterprise Feature Access two-stage dialing as well as calls made in conjunction with mid-call transfer and conferencing features. Ensure that this CSS, in combination with the line-level CSS, contains all partitions that need to be accessed for enterprise calls originating from a user's remote destination phone.



•



Rerouting Calling Search Space This setting determines which partitions are accessed when calls are sent to a user's remote destination phone. This applies to all Mobile Connect calls. When a call to a user's enterprise directory number is also sent via Mobile Connect to a user's remote destination, this CSS determines how the system reaches the remote destination phone. For this reason, the CSS should provide access to partitions with appropriate route patterns and gateways for reaching the PSTN or mobile voice network.



When configuring the Remote Destination Profile Rerouting CSS, Cisco recommends that the route patterns within this CSS point to a gateway that is in the same call admission control location as the gateway used to route the inbound call to the user's desk phone. This ensures that a call admission control denial due to insufficient bandwidth between two locations will not occur when routing calls out to the remote destination. Further, because subsequent call admission control checks after the initial Mobile Connect call is routed will not result in a denial if there is insufficient WAN bandwidth, routing the inbound and outbound call legs out a gateway or gateways in the same call admission control location ensures that subsequent desk phone or remote destination pickup operations during this call will not require call admission control, which could result in WAN bandwidth oversubscription. Likewise, when configuring the Remote Destination Profile CSS for outbound Mobile Voice Access or Enterprise Feature Access 2-Stage dialing call routing, Cisco recommends that the route patterns within this calling search space point to a gateway that is in the same call admission control location as the gateway that handles the inbound call leg to the Mobile Voice Access or Enterprise Feature Access DID. This ensures that a call admission control denial due to insufficient bandwidth will not occur during initial outbound call routing to the dialed number. However, be aware that a subsequent desk phone
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pickup can result in WAN bandwidth oversubscription if the desk phone is in a different call admission control location than the gateway through which the Mobile Voice Access or Enterprise Feature Access DIDs are reached. Finally, because inbound PSTN calls to the mobility-enabled user will always come in their home location gateway based on the DID of their enterprise desk phone, in situations where the mobility-enabled user has moved call admission control locations either due to an Extension Mobility login at another site or due to the physical movement of the user's desk phone to another call admission control location, pointing to an outbound gateway that is located in the same call admission control location with the gateway that the inbound call came in on will not be possible in most cases. For this reason, Cisco recommends avoiding scenarios or deployments in which mobility-enabled users use extension mobility to log on to phones in call admission control locations outside their home location or physically move devices between call admission control locations. If these types of scenarios are not avoided or minimized, there is an increased potential for call leg failures due to call admission control denial or WAN oversubscription due to desk phone or remote destination pickup activity.



Automatic Caller ID Matching and Enterprise Call Anchoring Another aspect of the Unified Mobility dial plan that is important to understand is the system behavior with regard to automatic caller ID identification for inbound calls from configured remote destination phones. Whenever an inbound call comes into the system, the presented caller ID for that call is compared against all configured remote destination phones. If a match is found, the call will automatically be anchored in the enterprise, thus allowing the user to invoke mid-call features and to pick up in-progress calls at their desk phone. This behavior occurs for all inbound calls from any mobility user's remote destination phone, even if the inbound call is not originated as a mobility call using Mobile Voice Access or Enterprise Feature Access.



Note



Automatic inbound caller ID matching for configured remote destination numbers is affected by whether the Matching Caller ID with Remote Destination service parameter is set to Partial or Complete Match. See Remote Destination Configuration and Caller ID Matching, page 27-23, for more information about this setting. In addition to automatic enterprise call anchoring, inbound and outbound call routing must also be considered when a configured remote destination phone is calling into the enterprise. Inbound call routing for calls from configured remote destinations occurs in one of two ways, depending on the setting of the service parameter Inbound Calling Search Space for Remote Destination (see Unified CM Service Parameters for Mobile Connect, page 27-6). By default, this service parameter is set to Trunk or Gateway Inbound Calling Search Space. With the service parameter set to the default value, inbound calls from configured remote destinations will be routed using the Inbound Calling Search Space (CSS) of the PSTN gateway or trunk on which the call is coming in. If, on the other hand, the parameter Inbound Calling Search Space for Remote Destination is set to the value Remote Destination Profile + Line Calling Search Space, inbound calls coming from remote destinations will bypass the Inbound CSS of the PSTN gateway or trunk and will instead be routed using the associated Remote Destination Profile CSS (in combination with the line-level CSS). Given the nature of inbound call routing from remote destination phones, it is important to make sure that calling search spaces are configured appropriately in order to provide access for these inbound calls to any partitions required for reaching internal enterprise phones, thus ensuring proper call routing from remote destination phones.
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Note



Incoming calls that do not come from a configured remote destination phone are not affected by the Inbound Calling Search Space for Remote Destination service parameter because they will always use the trunk or gateway inbound CSS. Outbound call routing for Mobile Voice Access or Enterprise Feature Access calls always uses a concatenation of the Remote Destination Profile line CSS and device-level CSS, therefore it is important to make sure that these calling search spaces are configured appropriately in order to provide access to any route patterns necessary for off-net or PSTN access, thus ensuring proper outbound call routing from remote destination phones.



Reroute Direct Calls to Remote Destination to Enterprise Number The Reroute Direct Calls to Remote Destination to Enterprise Number feature enables automatic call anchoring for enterprise-originated calls made directly to configured remote destination numbers. Normally, mobility call anchoring is dependent exclusively on calls made to or on behalf of a user's enterprise number. With the Reroute Direct Calls to Remote Destination to Enterprise Number feature enabled, the system will anchor internally originated calls made directly to remote destinations. The system will also anchor externally originated calls made by dial-via-office or two-stage dialing because these calls are routed as internal calls. This feature is enabled by setting the Reroute Remote Destination Calls to Enterprise Number service parameter to True. By default, this service parameter is set to False and the feature is disabled. When the feature is enabled, not only will the system route the call to the dialed remote destination by way of the PSTN, but it will also automatically anchor the call inside the enterprise gateway. By anchoring these types of calls, the system enables the called mobile user to invoke mid-call features and desk phone pickup or session handoff. As an example, assume that the Reroute Direct Calls to Remote Destination to Enterprise Number feature has been enabled and that a mobility-enabled user has a remote destination number configured as 408 555 1234, which corresponds to their mobile number. If another system user dials the mobility-enabled user's remote destination number (408 555 1234) from their desk phone, the system will route the call through the PSTN to the remote destination and will simultaneously anchor the call in the enterprise gateway. Once the call is set up and anchored, the called mobility-enabled user now has the ability to invoke mid-call features such as hold, transfer, and conference, as well as the ability to perform a desk phone pickup or session handoff. Taking this same example and assuming instead that the Reroute Direct Calls to Remote Destination to Enterprise Number feature is disabled, then when a system user dials the mobility-enabled user’s remote destination directly from a desk phone inside the enterprise, the call will still be routed to the called remote destination through the PSTN; however, the call will not be anchored. As a result, the mobile user would not be able to invoke mid-call hold or transfer and would have no ability to perform a desk phone pickup or session handoff. When enabling this feature, it is important to understand the implications to dial plan configuration and call routing. To invoke the feature, the number dialed by an internal user to reach a remote destination number on the PSTN (including any required PSTN steering digits) must match the remote destination (or mobility identity) number as it is configured on the system. For example, if the remote destination number is configured on the system as 408 555 1234 but internal users must normally dial PSTN steering digits 91 in addition to the number they are calling, then rerouting and resulting enterprise call anchoring will not occur. This is because the user dialed 91 408 555 1234 to reach the remote destination on the PSTN but the remote destination was configured as 408 555 1234, so there is no match.
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For this feature to function properly, matching must occur between the configured remote destination and the number that must be dialed to reach this remote destination on the PSTN. To ensure that this matching happens, set the service parameter Matching Caller ID with Remote Destination to Partial Match. By setting this parameter to Partial Match and then specifying the number of digits to partially match using the Number of Digits for Caller ID Partial Match service parameter, it is still possible to match the configured remote destination number with the dialed number even if it contains PSTN steering digits. Using the previous example and assuming that system has been set to use partial match on ten digits, the dialed number 9 1 408 555 1234 can be matched to the configured remote destination 408 555 1234. This is because, with partial matching, the system attempts to match the same number of digits as specified by the Number of Digits for Caller ID Partial Match, which in this case is ten digits. The system attempts to match the two numbers by matching digits from right to left. The last ten digits of the dialed number 9 1 408 555 1234 are 408 555 1234, and these ten digits match the ten digits of the configured remote destination (408 555 1234). In this example, the resulting call is anchored in the enterprise and the called mobile user is able to invoke mid-call features and perform desk phone pickup or session handoff. At first glance it might appear that an easier way to handle this feature would be to configure remote destination or mobility identity numbers that include any required PSTN steering digits. However, when configuring these numbers with required PSTN steering digits, if you do not also configure partial caller ID matching, the system will not be able to perform automatic caller ID matching and enterprise anchoring for inbound calls from configured remote destinations or mobility identities. In the previous example, if the remote destination number had been configured as 9 1 408 555 1234 and complete caller ID matching had been used, an inbound call from the remote destination would present caller ID of 408 555 1234 and a match would not occur, meaning the inbound call from the remote destination would not be anchored as expected. Based on this potential for mismatch between dialed numbers for outbound calls and configured remote destination numbers for inbound calls, Cisco recommends enabling partial (rather than complete) caller ID matching when using the Reroute Direct Calls to Remote Destination to Enterprise Number feature for all deployments that require one or more steering digits to reach the PSTN. This ensures that calls made directly to the remote destination number using PSTN steering digits are still matched and anchored. On the other hand, if steering digits are not required to reach the PSTN and users are able to dial the full E.164 number to route calls to the PSTN, then Cisco recommends the complete caller ID matching setting because the remote destination is configured to match the caller ID and is the same number as dialed by internal users to reach the remote destination or mobility identity on the PSTN. When enabling the Reroute Direct Calls to Remote Destination to Enterprise Number feature, it is also important to understand the behavior of the enterprise and remote destination lines during the reroute feature operation. On call reroute, remote destination line settings Do Not Disturb (DND), Access Lists and Time of Day call filtering, and the Delay Before Ringing Timer are ignored. All reroute calls are routed unfiltered and immediately. Enterprise desk phone line settings are also ignored or bypassed by default. However, Call Forward All settings on the enterprise desk phone line can be honored during reroute feature operation by setting the Ignore Call Forward All on Enterprise DN service parameter to False. If this parameter is set to False, on reroute operation, calls will not be routed to the remote destination if the enterprise desk phone line has a call-forward-all destination set. Instead, the call will be routed to the call-forward-all destination. By default, this service parameter is set to True, and call-forward-all settings on enterprise desk phone lines are ignored.
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Caller ID Transformations Any calls made into the cluster by configured remote destination numbers will automatically have their caller ID or calling number changed from the calling remote destination phone number to the enterprise directory number of the associated desk phone. For example, if a remote destination phone with number 408 555-7890 has been configured and associated to a user's enterprise desk phone with number 555-1234, then any call from the user's remote destination phone destined for any directory number in the cluster will automatically have the caller ID changed from the remote destination number of 408 555-7890 to the enterprise directory number of 555-1234. This ensures that the active call caller ID display and call history log caller ID reflect a mobility user's enterprise desk phone number rather than their mobile phone number, and it ensures that any return calls are made to the user's enterprise number, thus anchoring those calls within the enterprise. Likewise, calls from a remote destination phone to external PSTN destinations and anchored in the enterprise via Mobile Voice Access or Enterprise Feature Access two-stage dialing, or those calls forked to the PSTN as a result of Mobile Connect, will also have caller ID changed from the calling remote destination phone number to the associated enterprise directory number. Finally, in order to deliver the calling party number as an enterprise DID number rather than an enterprise directory number to external PSTN phones, calling party transformation patterns can be used. By using calling party transformation patterns to transform caller IDs from enterprise directory numbers to enterprise DIDs, return calls from external destinations will be anchored within the enterprise because they will be dialed using the full enterprise DID number. For more information about these transformations and dial plan implications, see Special Considerations for Cisco Unified Mobility, page 9-104.



Maintaining and Troubleshooting Unified Mobility Unified Mobility functionality and operation can be tracked using the normal methods within a Cisco Unified CM deployment. Mobility operations and call flows are logged in the various system trace and log files just as with other call flows. Performance counters are available in the Real Time Monitoring Tool (RTMT) for tracking the overall health and utilization of the various Unified Mobility features. Furthermore, call detail records provide accurate information about the various mobility call types. Call flows and operations of Mobile Connect, Enterprise Feature Access two-stage dialing, and other features such as desk phone and remote destination pickup, single enterprise voicemail box, and mid-call features are logged by the Cisco CallManager service in the SDI and SDL system logs, just as with other normal call operations. Mobile Voice Access operations and call flows are logged by the Cisco Unified Mobile Voice Access service in the ccmivr log files. The ccmivr files log all Mobile Voice Access IVR operations, including IVR prompt requests, downloads, and play-out, as well as user input in response to prompts. To ensure that the most complete information is logged for these features, the CM Service Group Cisco CallManager service trace level should be set to Detailed, and the Cisco Unified Mobile Voice Access service trace level should be set to Debug.



Note



Setting trace levels to Detailed and Debug can result in increased CPU utilization. These trace level settings should be used only when actively troubleshooting an issue or problem.
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The following performance counters can be viewed in the RTMT tool to track health and utilization of Unified Mobility: Unified Mobility •



\Cisco Mobility Manager\MobileCallsAnchored Increments whenever an active Mobile Connect, Mobile Voice Access, Enterprise Feature Access two-stage dialed, or incoming call from a remote destination is in progress and anchored in the enterprise gateway. This counter can be collected over a period of time to determine peak call anchoring.



Mobile Connect •



\Cisco Mobility Manager\MobilityFollowMeCallsAttempted Increments each time a call to an enterprise number is extended to a remote destination via Mobile Connect.



•



\Cisco Mobility Manager\MobilityFollowMeCallsIgnoredDueToAnswerTooSoon Increments each time a Mobile Connect call extended to a remote destination is pulled back because the call is answered before the Answer Too Soon Timer expires (single enterprise voicemail box feature).



Mobile Voice Access •



\Cisco Mobility Manager\MobilityIVRCallsAttempted Increments each time a mobility user makes a call using Mobile Voice Access and enters the digit 1 (indicating the desire to make a call) followed by the target number followed by #.



•



\Cisco Mobility Manager\MobilityIVRCallsSucceeded Increments each time a phone dialed using Mobile Voice Access begins to ring.



•



\Cisco Mobility Manager\MobilityIVRCallsFailed Increments each time a number dialed with Mobile Voice Access fails to ring due either to an invalid number entry or an insufficient call routing path within Cisco Unified CM.



Unified Mobility calls, like other calls to and from the system, generate call detail records (CDRs). These call detail records can be examined to determine the nature of mobility call flows, how the calls were originated, and where they were terminated. This enables accurate call accounting for mobility calls. The following guidelines apply to evaluation of call records for mobility: •



If a remote destination answers a Mobile Connect call, the call detail record by default will not indicate the number of the answering remote destination in the Destination Number field. However, if the Show Line Group Member DN in finalCalledPartyNumber CDR Field Cisco Unified CM service parameter is set to True, then the remote destination that answered the call will be indicated in the Destination Number field of the CDR.



•



Call detail records for all Mobile Voice Access call flows are marked with a call type indication of Mobility_IVR, and each Mobile Voice Access call generates a single call detail record.



•



For each call made using Enterprise Feature Access two-stage dialing, two call detail records are generated. One call detail record corresponds to the inbound call made by the user to the Enterprise Feature Access DID, while the other call detail record corresponds to the outbound call extended to the number the mobility user dialed.
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Table 27-3 lists the common configuration issues or symptoms and the resolution for each issue. Table 27-3



Troubleshooting Common Configuration Issues



Common Issues or Symptoms



Resolution



When the user presses the desk phone Mobility softkey, the Configure the Owner User ID field of the user's desk phone with message "You are not a valid Mobile Phone User" displays the appropriate user ID. on the screen. When the user presses the desk phone Mobility softkey to Ensure the Mobile Phone box is checked on the Remote Destination configuration screen. perform a remote destination pickup, only the Mobile Connect status is shown and "Send Call to Mobile Phone" is not displayed. When the user presses the desk phone Mobility softkey to perform a remote destination pickup and "Send Call to Mobile Phone" is selected, the message "Failed to send call to Mobile Phone" is displayed.



Ensure that an appropriate Rerouting Calling Search Space (CSS), allowing calls to be routed to the PSTN, has been configured on the Remote Destination Profile (RDP) configuration screen.



Incoming calls to a mobility-enabled user's enterprise directory number are not extended to the user's remote destination.



On the Remote Destination configuration screen: •



Ensure that the Enable Mobile Connect box is checked.



•



Ensure that the Line Association checkbox for the enterprise directory number is checked.



•



Ensure that access lists are not configured and blocking extension of calls to the remote destination.



On the RDP configuration screen: •



Ensure the appropriate Rerouting CSS that allows calls to reach the PSTN has been configured.



Mobile Voice Access and Enterprise Feature Access Ensure an appropriate Calling Search Space that allows calls to two-stage dialing calls are failing with a fast-busy once the reach the PSTN has been configured on the RDP configuration user dials the target number followed by #. screen.



Guidelines and Restrictions for Unified Mobility The following guidelines and restrictions apply with regard to deployment and operation of Mobile Connect within the Unified CM telephony environment: •



Mobile Connect is supported only with PRI TDM PSTN connections. T1 or E1-CAS, FXO, FXS, and BRI PSTN connections are not supported. This PRI requirement is based on the fact that Cisco Unified CM must receive expeditious answer and disconnect indication from the PSTN in order to ensure full feature support. Answer indication is needed in order for Cisco Unified CM to stop ringing the desk phone and other remote destinations when a Mobile Connect call is answered at a particular remote destination. In addition, answer indication is required in order to support the single enterprise voicemail box feature. Finally, disconnect indication is required for desk phone pickup. A PRI PSTN connection will always provide answer or disconnect indication.



•



Mobile Connect is also supported over SIP trunk VoIP PSTN connections as long as the Cisco IOS Unified Border Element provides the demarcation point between the Unified CM SIP trunk and the service provider trunk and as long as mid-call features (or other DTMF-dependent features) are not in use. Mid-call features are not supported over VoIP PSTN connections. A VoIP-based PSTN connection is still able to provide expeditious answer and disconnect indication to Unified CM due to the end-to-end signaling path provided by VoIP-based PSTN connections.
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•



Mobile Connect can support up to two simultaneous calls per user. Any additional calls that come in are automatically transferred to the user’s voicemail.



•



Mobile Connect does not work with Multilevel Precedence and Preemption (MLPP). If a call is preempted with MLPP, Mobile Connect features are disabled for that call.



•



Mobile Connect services do not extend to video calls. A video call received at the desktop phone cannot be picked up on the cellular phone.



•



The Unified CM Forced Authorization Code and Client Matter Code (FAC/CMC) feature does not work with Mobile Voice Access.



•



Remote destinations must be Time Division Multiplex (TDM) devices or off-system IP phones on other clusters or systems. You cannot configure IP phones within the same Unified CM cluster as remote destinations.



For additional guidelines and restrictions, refer to the information on Cisco Unified Mobility in the latest version of the Cisco Unified Communications Manager Features and Services Guide, available at http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html



Capacity Planning for Cisco Unified Mobility Cisco Unified Mobility supports the following capacities:



Note



•



Maximum of 15,000 mobility-enabled users per cluster with Cisco MCS 7845 server or Cisco Unified Computing System (UCS) B200 M1 Blade Servers.



•



Maximum of 10,000 mobility-enabled users per cluster with Cisco MCS-7835 servers.



•



Maximum of 4,000 mobility-enabled users per cluster with Cisco MCS 7825 servers.



•



Maximum of 3,750 remote destinations per MCS 7845 node or Unified CM server node instance on a UCS B200 M1 Blade Server, or 15,000 destinations per cluster.



•



Maximum of 2,500 remote destinations per MCS 7835 node, or 10,000 per cluster.



•



Maximum of 1,000 remote destinations per MCS 7825 node, or 4,000 per cluster.



A mobility-enabled user is defined as a user that has a remote destination profile and at least one remote destination configured or a mobility identity configured. The maximum number of supported mobility-enabled users will depend on the number of remote destinations or mobility identities configured for each user. The capacity numbers for maximum number of mobility-enabled users given above assume one remote destination or mobility identity per user. As the number of remote destinations or mobility identities per user increases, the number of supported mobility-enabled users decreases. The above numbers are maximum capacities; however, Cisco Unified Mobility scalability and performance ultimately depend on the number of mobility users, the number of remote destinations or mobility identities each user has, and the busy hour call attempt (BHCA) rates of those users. Multiple remote destinations per user and/or high BHCA per user will result in lower capacity for Cisco Unified Mobility.
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The capacity for Unified Mobility users on Cisco Unified Communications Manager Business Edition (Unified CMBE) systems depends exclusively on both the number of remote destinations per user and the BHCA of the users enabled for Unified Mobility, rather than on server hardware. Thus, the number of remote destinations supported on Unified CMBE depends directly on the BHCA of these users. The guidelines for sizing Unified Mobility for Unified CMBE are as follows: •



No more than 4 remote destinations can be configured per user. Given a maximum of 500 users per Unified CMBE system, the theoretical limit in terms of remote destinations is 2,000. However, given the maximum BHCA per Unified CMBE is 3,600, it is possible that the system may not be able to support 2,000 remote destinations. Instead BHCA calculations should be used to properly size the number of remote destinations that can be handled by the system.



•



Each configured remote destination has potential BHCA implications. For every remote destination configured for a user, one additional call leg is used. Because each call consists of two call legs, one remote destination ring is equal to half (0.5) of a call. Therefore, you can use the following formula to calculate the total remote destination BHCA: Total remote destination BHCA = (Number of users) ∗ (Number of remote destination per user) ∗ (User BHCA) ∗ 0.5



For example: Assuming a system of 300 users at 5 BHCA each, with each user having one remote destination (total of 300 remote destinations), the calculation for the total remote destination BHCA would be: Total remote destination BHCA = (300 users) ∗ (1 remote destination per user) ∗ (5 BHCA per user) ∗ 0.5 = 750 BHCA Total user BHCA in this example is (300 users) ∗ (5 BHCA per user), which is 1500 total user BHCA. By adding the total remote destination BHCA of 750 to this value, we get a total system BHCA of 2250 (1500 total user BHCA + 750 total remote destination BHCA). If other applications or additional BHCA variables are in use on the system in the example above, the capacity might be limited. (See Unified CMBE Capacity Planning, page 8-25, for further details.)



Note



A mobility identity is configured just like a remote destination within the system, and it has the same capacity implications as a remote destination. Unlike a remote destination, however, the mobility identity is associated directly to a phone device rather than a remote destination profile. The mobility identity applies only to dual-mode phones and Cisco Unified Mobile Communicator clients. To ensure proper sizing of Unified Mobility, use the Cisco Unified Communications Sizing Tool (Unified CST) to determine appropriate Unified Mobility capacity as well as overall system capacity. The Unified CST is available (with appropriate login account required) at http://tools.cisco.com/cucst



Design Considerations for Cisco Unified Mobility Observe the following design recommendations when deploying Unified Mobility: •



Ensure that the PSTN gateway protocol is capable of out-of-band DTMF relay or allocate media termination points (MTPs) in order to covert in-band DTMF to out-of-band DTMF. When using Cisco IOS gateways for PSTN connectivity, out-of-band DTMF relay will be supported. However, third-party gateways might not support a common out-of-band DTMF method, and as a result an MTP might be required. In order to use Enterprise Feature Access Two-Stage Dialing and mid-call features, DTMF digits must be received out-of-band by Cisco Unified CM.



Cisco Unified Communications System 8.x SRND



27-34



OL-21733-01



Chapter 27



Cisco Mobility Applications Unified Mobility



Note



•



When relying on MTP for converting in-band DTMF to out-of-band DTMF, be sure to provide sufficient MTP capacity. If heavy or frequent use of Enterprise Feature Access Two-Stage Dialing or mid-call features is anticipated, Cisco recommends a hardware-based MTP or Cisco IOS software-based MTP.



Prior to deploying Unified Mobility, it is important to work with the PSTN provider to ensure the following: – Caller ID is provided by the service provider for all inbound calls to the enterprise. This is a



requirement if Enterprise Feature Access Two-Stage Dialing or mid-call transfer, conference, and directed call park features are needed. – Outbound caller ID is not restricted by the service provider. This is a requirement if there is an



expectation that mobility-enabled users will receive the caller ID of the original caller at their remote destination rather than a general enterprise system number or other non-meaningful caller ID.



•



Note



Some providers restrict outbound caller ID on a trunk to only those DIDs handled by that trunk. For this reason, a second PRI trunk that does not restrict caller ID might have to be acquired from the provider. To obtain an unrestricted PRI trunk, some providers might require a signed agreement from the customer indicating they will not send or make calls to emergency numbers over this trunk.



Note



Some providers allow unrestricted outbound caller ID on a trunk as long as the Redirected Dialed Number Identification Service (RDNIS) field or SIP Diversion Header contains a DID handled by the trunk. The RDNIS or SIP Diversion Header for forked calls to remote destinations can be populated with the enterprise number of the user by checking the Redirecting Number IE Delivery - Outbound check box on the gateway or trunk configuration page. Contact your service provider to determine if they honor the RDNIS or SIP Diversion Header and allow unrestricted outbound caller ID.



Because mobility call flows typically involve multiple PSTN call legs, planning and allocation of PSTN gateway resources is extremely important for Unified Mobility. In cases where there are large numbers of mobility-enabled users, PSTN gateway resources will have to be increased. The following methods are recommend to minimize or reduce PSTN utilization: – Limit the number of remote destinations per mobility-enabled user to one (1). This will reduce



the number of DS0s that are needed to extend the inbound call to the user's remote destination. One DS0 is consumed for each configured remote destination when a call comes into the user's enterprise directory number, even if the call is not answered at one of the remote destinations. Note that a DS0 per remote destination may be used for as long as 10 seconds, even if the call is not answered at the remote destination. – Use access lists to block or restrict the extension of calls to a particular remote destination based



on incoming caller ID. Because access lists can be invoked based on the time of day, this eliminates the need for repeated updates of access lists by the end-user or the administrator. – Educate end-users to disable Mobile Connect when not needed, to further eliminate DS0



utilization when a call comes in for that user's enterprise number. If Mobile Connect is disabled, incoming calls will still ring the desk phone and will still forward to enterprise voicemail if the call goes unanswered.



Cisco Unified Communications System 8.x SRND OL-21733-01



27-35



Chapter 27



Cisco Mobility Applications



Cisco Unified Mobile Communicator



•



Due to the potential for call admission control denials resulting from insufficient WAN bandwidth between locations and the possibility that a desk phone pickup or remote destination pickup may result in a WAN bandwidth oversubscription, Cisco recommends configuring Remote Destination Profile CSS and Rerouting CSS so that route patterns within these CSSs point to gateways that are located within the same call admission control location as the gateway on which the inbound call leg comes in. For more information, see Remote Destination Profile Configuration, page 27-26.



•



If you enable the Reroute Direct Calls to Remote Destination to Enterprise Number feature in deployments where PSTN steering digits must be dialed to access the PSTN, Cisco recommends setting the Matching Caller ID with Remote Destination service parameter to Partial Match and configuring the appropriate number of digits (Number of Digits for Caller ID Partial Match service parameter) to achieve a partial match of configured remote destinations or mobility identities. This will ensure proper functioning of the Reroute Direct Calls to Remote Destination to Enterprise Number feature and the mobility automatic caller ID matching and anchoring features.



Cisco Unified Mobile Communicator Cisco Unified Mobile Communicator is a mobility solution that provides users the ability to access and leverage Cisco Unified Communications applications from their mobile phones. The Cisco Unified Mobile Communicator and Cisco Mobile graphical clients work in conjunction with a server running the Cisco Unified Mobility Advantage software to provide a rich user interface for accessing and controlling mobile phone features and functionality. The system integrates into existing corporate LDAP directories, allowing users to use a single set of credentials across all devices. Further, all traffic between Unified Mobile Communicator and Unified Mobility Advantage is protected by the Secure Socket Layer (SSL) protocol. Unified Mobile Communicator provides the following functionality for mobile phone users: •



Access to corporate and personal directories



•



Presence and buddy synchronization with the enterprise



•



Visual access to corporate voicemail



•



Visibility into desk phone history of missed, placed, and received calls



•



Secure store-and-forward text messaging



•



Reception of conference notifications



•



Dial-via-office using Cisco Unified CM



Note



Not all functionality listed above is available on all supported handsets or mobile operating systems.



Note



Cisco Unified Mobility Advantage 7.1(3) will continue to be supported and to interoperate with Cisco Unified CM 8.x and other Cisco Unified Communications System 8.x applications All discussions and descriptions in this section are based on version 7.1(3) of the Unified Mobility Advantage server. For more details on specific hardware and software requirements for this solution, refer to the Compatibility Matrix for Cisco Unified Mobility Advantage, Cisco Mobile, and Cisco Unified Mobile Communicator, available at http://www.cisco.com/en/US/products/ps7270/products_device_support_tables_list.html.
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Cisco Unified Mobile Communicator Phone Support and Data Plan Requirements While the Cisco Unified Mobile Communicator client application runs on a variety of mobile devices, the sophisticated functionality imposes minimum device requirements that restrict the application to a set of supported phones. Cisco Unified Mobile Communicator is designed to run on the following mobile operating systems or handsets:



Note



•



Windows Mobile 6.0 or 6.1 Standard



•



Nokia Symbian and Nokia S60 Third Edition (Nokia handsets)



•



Apple iPhone 3G or 3GS running firmware version 3.0.1 or later (iPhone handsets)



•



Research in Motion (RIM) Blackberry (Blackberry handsets)



The Cisco Unified Mobile Communicator client for the iPhone and Blackberry devices is called Cisco Mobile. Handset model support varies according to the mobile operating system (OS); however, specific handset support certification is not required. For each mobile OS, Cisco requires handsets to support a minimum set of requirements. These requirements vary per mobile OS, but the following list contains general requirements that handsets must meet in order to be supported:



Note



•



Specific version of mobile OS (varies per OS)



•



Specific form factors, screen sizes, and keyboard technologies (varies per operating system)



•



Installed root certificate from recognized Certificate Authority (VeriSign or GeoTrust)



•



No restrictions on installing or running third-party applications



Actual user experience can vary between devices. For more details on specific handset requirements, refer to the Compatibility Matrix for Cisco Unified Mobility Advantage and Cisco Unified Mobile Communicator, available at http://www.cisco.com/en/US/products/ps7270/products_device_support_tables_list.html In addition to providing a supported device, the user must also be using that device with a supported data plan. The client uses a mobile data network to communicate with the Cisco Unified Mobility Advantage Server. While the client and server use SSL to secure all data traffic, the client initiates connections to the server using the mobile data network on the port that the Unified Mobility Advantage administrator specified during installation. Because this may be a non-traditional port, the client requires that the mobile data network be accessed with an unrestricted plan. By contrast, many operators offer a low-end "web only" plan that allows the client to access HTTP over port 80 only. This type of plan is incompatible with Unified Mobile Communicator and will not work. Instead, the user must subscribe to a plan that allows arbitrary TCP traffic to pass from the client to any port on the server. This is sometimes referred to as a VPN plan. However, the client does not require a routable or static IP address because the Unified Mobility Advantage Server maps dynamic and translated addresses appropriately.
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Because the Cisco Unified Mobile Communicator client relies on a data connection back to the enterprise for all application integration and functionality, this data connection is extremely important. The amount of bandwidth consumed by this critical connection is highly variable. Given the variable nature of these connections, Cisco highly recommends an unlimited data plan for all users rather than per-minute or per-byte plans. However, in some deployments unlimited data plans might be cost prohibitive. For bandwidth estimation and planning purposes, Cisco has found that on average most Unified Mobile Communicator users consume approximately 5.6 megabytes of bandwidth per month, provided they are not using visual voicemail functionality. Of course, bandwidth consumption will vary widely depending on end-user behavior. For example, a user who performs large numbers of directory lookups, sends many text messages, or makes large numbers of dial-via-office calls will consume considerably more bandwidth than a user who uses these features less frequently. For this reason, the average of 5.6 megabytes per month is merely a guideline. With visual voicemail, a one-minute voicemail message consumes approximately 354 kilobits, meaning that approximately two hours of visual messages will consume all of this monthly average. Therefore, it is easy to see that bandwidth requirements will be considerably higher when visual voicemail is in use.



Cisco Unified Mobile Communicator Integration with Cisco Unified CM In order to support enterprise call log integration, dial-via-office functionality, and Unified Mobility integration with the Cisco Unified Mobile Communicator solution, the Cisco Unified Mobility Advantage server must be integrated to Unified CM. This requires an administrator to perform a number of configuration steps on Unified CM. For enterprise call log integration, application user accounts must be configured within Cisco Unified CM, and Unified Mobile Communicator users' desk phones must be associated to these accounts. These accounts are used by the Unified Mobility Advantage Server to monitor the desk phones of all Unified Mobile Communicator users to collect missed, received, and dialed calls. Each of these application user accounts is limited to a maximum of 250 monitored devices, and the Unified Mobility Advantage Server configuration allows a maximum of four account names, resulting in a maximum of 1,000 users. Each application user account within Cisco Unified CM must be assigned to both the Standard CTI Allow Call Monitoring group and Standard CTI Enabled group. For dial-via-office functionality and integration with Unified Mobility, each user's Unified Mobile Communicator device must be configured as a device within Cisco Unified CM, this device must be configured with the user's enterprise number (the same directory number as the user's desk phone), and a mobility identity configured with the phone number of the user's mobile phone must be associated to this device. For more information on integration with Unified CM, including configuration steps for enterprise call log integration, dial-via-office, and Unified Mobility integration, refer to the Cisco Unified Mobility Advantage installation and configuration documentation available at http://www.cisco.com/en/US/products/ps7270/prod_installation_guides_list.html
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Cisco Unified Mobile Communicator Architecture The solution consists of three primary components: Cisco Unified Mobile Communicator, the Adaptive Security Appliance (ASA) TLS Proxy, and the Cisco Unified Mobility Advantage Server. (See Figure 27-11.) The Cisco Unified Mobility Advantage Server accesses existing Unified Communications applications and corporate systems, including as shown in Figure 27-11. Figure 27-11
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MMP over SSL



A user session is initiated when Unified Mobile Communicator starts on the mobile device. When the application starts, it prompts the user for their Microsoft Active Directory password. (Because the device is associated with the user account during provisioning, the client does not have to collect a user ID). The client then initiates an SSL connection to the ASA TLS Proxy using the mobile data network. This appears at the proxy as an inbound connection from the Internet. The protocol used over this connection is the Mobile Multiplexing Protocol (MMP). This protocol is optimized to conserve handset battery life. The MMP protocol is encapsulated in standards-based SSL packets. Once the SSL connection is established, the ASA passes the request to the Unified Mobility Advantage Server, which then authenticates the user against the LDAP directory. The TCP connection carrying the SSL traffic is maintained by the client, allowing the server to push traffic down to the client regardless of address translation, dynamic client addresses, and so forth. Throughout the life of the client connection, the ASA TLS Proxy de-encrypts incoming packets from the client and does deep packet inspection to ensure that the packets are valid and are from the authorized client. If they are, the ASA proxy re-encrypts the packets and passes them to the Cisco Unified Mobility Advantage Server. In addition to using the LDAP credentials for authenticating the Unified Mobile Communicator client user, the Unified Mobility Advantage Server also uses the credentials to connect to other back-end application systems. For example, the server uses this information to connect to the Microsoft Exchange server as the user, accessing their calendar, personal contacts, and conference notifications.
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Whether deploying the ASA as both a TLS Proxy and firewall or deploying the ASA as simply a TLS Proxy in a DMZ and relying on some external firewall, you must configure two ports and open them on both the externally facing firewall or interface (between the Internet and the DMZ) and the internally facing firewall or interface (between the DMZ and the enterprise). A port in each of the following sets of ranges must be opened for both the external and internal firewalls: •



External Firewall Ports – Client Connection Port (TCP/SSL) in the range of 5400 to 5500 – Provisioning Port (HTTP) in the range of 9000 to 9100



•



Internal Firewall Ports – Client Connection Port (TCP/SSL) in the range of 5400 to 5500 – Provisioning Port (HTTP) in the range of 9000 to 9100



Note



The default client connection port (TCP/SSL) is 5443, and the default provisioning port (HTTP) is 9080.



Note



You do not have to open the provisioning port in the firewall if you are deploying only iPhone or Blackberry handsets because these handsets do not download the Cisco Unified Mobile Communicator client over the provisioning port. For iPhone handsets, the client is downloaded from the Apple App Store; and for Blackberry handsets, the client is pushed to the handset via the Blackberry Enterprise Server (BES). If you deploy Blackberry handsets in a Cisco Unified Mobile Communicator environment, the architecture changes slightly in that Blackberry devices running the Cisco Mobile client must connect to the Cisco Unified Mobility Advantage server through a Blackberry Enterprise Server (BES) deployed inside the enterprise. Unlike with other Cisco Unified Mobile Communicator and Cisco Mobile clients, the Blackberry client does not securely connect to the Unified Mobility Advantage server through the ASA. Instead, the secure connection between the Blackberry device and the BES server is used, and the BES server is integrated directly with the Unified Mobility Advantage server. The BES server must be deployed and configured with Mobile Data Service (MDS). As shown in Figure 27-11, both the BES server and the ASA can be integrated to the Unified Mobility Advantage server so that Blackberry and other supported mobile handsets can be deployed within the same system. For information on integrating BES with MDS directly to the Unified Mobility Advantage server for Blackberry devices, refer to the configuration guide for Enabling Support for Clients in Cisco Unified Mobility Advantage, available at http://www.cisco.com/en/US/products/ps7270/products_installation_and_configuration_guides_lis t.html In a Microsoft Active Directory (AD) environment, there are no server-specific requirements for the LDAP server; any Domain Controller will work, provided it is a member of the appropriate domain. The Unified Mobility Advantage Server submits LDAP version 3 authentication and search requests to this server, and they propagate through the AD domain as expected. In an environment that contains multiple Exchange servers, the Cisco Unified Mobility Advantage Server will query AD to determine the appropriate server for each user.
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Cisco Unified Mobile Communicator Features and Functionality Cisco Unified Mobile Communicator provides users traveling outside the organization with the ability to use their mobile device to access and utilize various Unified Communications applications that reside inside the enterprise. The following enterprise applications can be integrated with the Unified Mobile Communicator solution. Each application provides the features and functionality outlined below. For a complete list of the supported applications and versions that can integrate with the Cisco Unified Mobile Communicator solution, refer to the Compatibility Matrix for Cisco Unified Mobility Advantage and Cisco Unified Mobile Communicator, available at http://www.cisco.com/en/US/products/ps7270/products_device_support_tables_list.html



LDAP Directory The Cisco Unified Mobility Advantage server integrates with Microsoft Active Directory. This integration is required because Active Directory is used to authenticate Unified Mobile Communicator client connections. The user's Active Directory account password is never stored on the Cisco Unified Mobility Advantage server or the Unified Mobile Communicator client. In addition to providing an authentication mechanism for clients, Active Directory is also used to resolve directory lookups from the client, providing user's with the ability to search the corporate directory from their mobile device. As shown in Figure 27-11, the integration with Active Directory is via LDAP.



Cisco Unified CM Cisco Unified Mobility Advantage Server can be integrated with Cisco Unified CM to provide desk phone call log synchronization, dial-via-office, and Unified Mobility integration.



Desk Phone Call Log Integration Unified Mobile Communicator users with call log integration enabled are able to view call history lists (missed, placed, and received calls) from their desk phone on the Unified Mobile Communicator client. As shown in Figure 27-11, a JTAPI connection is made between the Unified Mobility Advantage Server and Unified CM. This JTAPI connection utilizes CTI to monitor incoming and outgoing calls to the primary line of the user's desk phone. Note that call logs are synchronized only from the desk phone to the Unified Mobile Communicator client. Call logs are not synchronized from the Unified Mobile Communicator client to the desk phone.



Dial-via-Office Dial-via-office functionality provides the ability to initiate a call from the mobile phone running the Cisco Unified Mobile Communicator client, using the Cisco Unified CM telephony infrastructure and enterprise PSTN gateway. This functionality is facilitated by SIP signaling over a SIP connection between the Unified Mobility Advantage Server and Unified CM, as shown in Figure 27-11. Utilization of dial-via-office can be mandated by the Unified Mobility Advantage administrator for all calls made from the mobile phone by the Unified Mobile Communicator user. However, calls to configured emergency numbers or direct-dial numbers will bypass the dial-via-office mandate. Administrators may also choose to allow Unified Mobile Communicator users to decide if and when they use the dial-via-office feature. In those situations, the end-user can configure the phone to always use dial-via-office when making calls (except for calls to emergency numbers or direct-dial numbers they have configured, which are always signaled over the mobile voice network) or to prompt them on a per-call basis.
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There are two types of dial-via-office supported with the Cisco Unified Mobile Communicator solution: •



Dial-Via-Office Reverse Callback, page 27-42



•



Dial-Via-Office Forward, page 27-43



Dial-Via-Office Reverse Callback



Figure 27-12 illustrates a dial-via-office reverse callback call flow. In this example, a Unified Mobile Communicator user wishes to dial the PSTN phone 972-555-7890. The user dials the number or selects the number from a contact or directory list, which generates a SIP INVITE over the data connection to the enterprise and the Cisco Unified Mobility Advantage Server (step 1). This SIP INVITE is encapsulated in the MMP protocol and sent over the secure connection through the ASA or BES server (depending on the client type) between the client and the Cisco Unified Mobility Advantage server. The request is then forwarded by the Cisco Unified Mobility Advantage server over the SIP connection to Cisco Unified CM (step 2). Unified CM then generates a callback to the user's mobile phone number using the enterprise PSTN gateway (step 3). Once the incoming call from Unified CM is auto-answered at the mobile device, a call is extended to the number the user called or selected (step 4; in this case, 972-555-7890). Once the call is answered at the far end, the call is anchored through the enterprise PSTN gateway (step 5). Because the call is now anchored in the enterprise gateway, the user has the ability at any point during this call to use the Unified Mobility desk phone pickup feature as well as to invoke Unified Mobility mid-call features.



Note



All voice or media from the user's mobile phone will always travel over the mobile voice network. Media never traverses the data connection to the enterprise. The mobile data network connection is used only for call signaling traffic and other application interactions. Figure 27-12
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In addition to having the dial-via-office reverse callback feature call back to the Cisco Unified Mobile Communicator device; users are also given the option of providing, within the Unified Mobile Communicator client configuration, an alternative number on which to be called back. For example, rather than receiving the callback on the mobile phone, the user could direct the callback to a conference room phone.



Note



When invoking the dial-via-office reverse callback feature, if the callback from Unified CM is directed to a user-specified alternate number, users will have no ability to perform desk phone pickup or to invoke mid-call features for that call. Dial-via-office reverse callback is supported for Windows Mobile, Nokia, and Blackberry mobile handsets. Dial-Via-Office Forward



Figure 27-13 illustrates a dial-via-office forward call flow. In this example, a Unified Mobile Communicator user wishes to dial the PSTN phone 972-555-7890. The user dials the number or selects the number from a contact or directory list, which generates a SIP INVITE over the data connection to the enterprise and the Cisco Unified Mobility Advantage Server (step 1). This SIP INVITE is encapsulated in the MMP protocol and sent over the secure connection through the ASA or BES server (depending on the client type) between the client and the Cisco Unified Mobility Advantage server. The request is then forwarded by the Cisco Unified Mobility Advantage server over the SIP connection to Cisco Unified CM (step 2). Unified CM then responds back to the Cisco Unified Mobility Advantage server with the configured system-wide Enterprise Feature Access number, which is then forwarded back to the user's mobile device over the secure connection through the ASA or BES server, depending on the client type (step 3). Once the number is received at the mobile device, the Cisco Unified Mobile Communicator client automatically generates an outgoing call from the mobile device to the Enterprise Feature Access number (step 4). Once this call is received by Unified CM, the system matches the inbound caller ID against the configured mobility identity for the user. If the inbound caller ID matches the user's configured mobility identity, a call is made by the system to the number the user dialed or selected (step 5; in this case, 972-555-7890). Once the call is answered at the far end, the call is anchored through the enterprise PSTN gateway (step 6). Because the call is now anchored in the enterprise gateway, the user has the ability at any point during this call to use the Unified Mobility desk phone pickup feature as well as to invoke Unified Mobility mid-call features.



Note



In order for the dial-via-office forward call to be completed successfully, Unified CM must receive an inbound caller ID from the PSTN network that matches the mobility identity number configured for the Unified Mobile Communicator device placing the dial-via-office call. If the inbound caller ID from the PSTN is not received or does not match the user's configured mobility identity, the dial-via-office forward call will fail.



Note



All voice or media from the user's mobile phone will always travel over the mobile voice network. Media never traverses the data connection to the enterprise. The mobile data network connection is used only for call signaling traffic and other application interactions.
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Figure 27-13
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If the iPhone firmware version is earlier than 3.1, then the dial-via-office forward call will require manual intervention by the user to complete the call. With iPhone firmware versions prior to 3.1, the dial-via-office call will not complete automatically. Instead the user will receive a dialog box on the client in step 3 of Figure 27-13 and must select 'Call' in order for the call to the Enterprise Feature Access number in step 4 to be generated. In order for Cisco Unified Mobile Communicator to be able to dial the Enterprise Feature Access number sent by Unified CM for a dial-via-office forward call, the number sent must be a full E.164 number so that it can be dialed via the mobile voice network. If the number configured in the Enterprise Feature Access Directory Number field within Unified CM (under Call Routing > Mobility Configuration) is not a full E.164 number, the administrator should configure the Dial-via-Office Forward Service Access Number service parameter for the Cisco CallManager service with the full E.164 number that corresponds to the Enterprise Feature Access directory number configured within Unified CM. If the Dial-via-Office Forward Service Access Number service parameter is not configured, Unified CM will send the Enterprise Feature Access directory number exactly as configured. If this number is not a full E.164, the call from the Cisco Unified Mobile Communicator into the Unified CM system (step 4 of Figure 27-13) will fail, thus rendering the dial-via-office forward feature inoperable. As an example, suppose the Enterprise Feature Access directory number is configured within Unified CM as 51234. Then in situations where the Dial-via-Office Forward Service Access Number is not configured, Unified CM will forward the Enterprise Feature Access number back to Unified Mobility Advantage as 51234, resulting in the call dialog at the Unified Mobile Communicator device to display 51234. If the user selects the Call option, the phone will attempt to call 51234 over the mobile voice network, and this call will fail. However, if the Dial-via-Office Forward Service Access Number is configured as 9195551234, then Unified CM will forward the Enterprise Feature Access number back to Unified Mobility Advantage as 9195551234. This ensures that, when the user selects the Call option, the call will be routed properly over the mobile voice network and PSTN back to the enterprise.
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Dial-via-office forward is supported with Cisco Mobile, the Cisco Unified Mobile Communicator clients for the iPhone and Blackberry.



Unified Mobility Integration In addition to integrating with Unified CM for call log integration and dial-via-office, Unified Mobile Communicator users may also be integrated with Unified Mobility to take advantage of Mobile Connect, thus ensuring that incoming calls to a user's enterprise number will be extended to the user's mobile phone. The integration of Cisco Unified Mobile Communicator clients with Unified Mobility is done through a configured mobility identity associated directly to the Cisco Unified Mobile Communicator device within Unified CM. The configuration settings for a mobility identity within Unified CM are the same as a remote destination. Furthermore, all of the guidelines surrounding configuration of the remote destination number and caller ID matching (see Remote Destination Configuration and Caller ID Matching, page 27-23) apply to configuration of the mobility identity number as well. Within the Unified Mobile Communicator client interface, the user has the ability to enable or disable Mobile Connect (Single Number Reach) under the General settings menu.



Cisco Unified Presence The Unified Mobility Advantage Server can be integrated with Cisco Unified Presence so that Unified Mobile Communicator users are able to update their presence status or availability to the enterprise network. Likewise, the Unified Mobile Communicator client receives presence information for other enterprise clients within the user's buddy list, directory list, contact list, voicemail message list, and call history logs. Presence status and buddy lists are synchronized between the Unified Mobile Communicator client and the user's Cisco Unified Personal Communicator client. Unified Mobile Communicator users can manually adjust their availability within the client or rely on automatic updates to availability based on Microsoft Exchange personal calendar availability and desk phone line status. As shown in Figure 27-11, integration with Cisco Unified Presence is done using a SIP/SIMPLE connection between the Unified Mobility Advantage Server and the Cisco Unified Presence server.



Note



Cisco Mobile, the Unified Mobile Communicator client for the iPhone, does not display presence status or support sending or receiving of presence status updates.



Cisco Unity and Unity Connection Voice Mail The Unified Mobility Advantage server can be integrated with Cisco Unity (in Unified Messaging or Integrated Messaging mode) and Cisco Unity Connection voicemail systems to provide the Unified Mobile Communicator client with message waiting indication (MWI) status for the user's enterprise voicemail box. With this integration, a user can also visually navigate their voicemail box using their mobile device. The user is able to navigate a list of all messages in the voicemail box. This list includes the following information: •



Time the message was left



•



Length of the message



•



Caller ID or name (if available) of the person who left the message



•



Priority indication for the message



•



Current presence or availability indication of the person who left the message, if that person is providing presence status to the enterprise presence infrastructure
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When the user selects a message from the list, the message is downloaded by the Unified Mobile Communicator client using the data connection, and the user is able to play the message and then delete or save the message on the voicemail system. Changes to the status of a voicemail message made by the Cisco Unified Mobile Communicator client (for example, marking the message as read or deleting the message) are propagated to the voicemail system and are appropriately reflected on the user's desk phone and other clients such as Cisco Unified Personal Communicator. Voicemail messages can be navigated in any order. As shown in Figure 27-11, Unified Mobility Advantage Server integrates with Cisco Unity or Unity Connection using the IMAP protocol.



Cisco Unified MeetingPlace The Unified Mobility Advantage Server can be integrated with Cisco Unified MeetingPlace so that Unified Mobile Communicator users can receive conference notifications or invitations to MeetingPlace meetings. These meeting notifications include the subject, the time and date, dial-in number, and meeting ID of the conference. The user can then click to call the dial-in number.



Note



Click-to-join is supported only with Cisco Mobile, the Cisco Unified Mobile Communicator for the iPhone and Blackberry. For all other Cisco Unified Mobile Communicator clients, the user must manually enter the meeting ID once the call is connected. Integration with Cisco Unified MeetingPlace is done via a direct connection from the Unified Mobility Advantage Server to the Microsoft Exchange server utilized by the conferencing system. This connection uses the web-based Distributed Authoring and Versioning (WebDAV) protocol, as shown in Figure 27-11. In order for conference notifications to be received by Cisco Unified Mobile Communicator clients (including Cisco Mobile), the system administrator must modify the Cisco Unified MeetingPlace meeting notification email templates to include a cump:// prefixed link in each meeting notification. The Cisco Unified Mobility Advantage server looks for this link in all meeting notifications contained within the user's Exchange mailbox. If this link is not present in a meeting notification, then notification of the meeting will not be listed or received by the client. For details surrounding the required modifications to the Cisco Unified MeetingPlace meeting notification email templates, refer to Configuring Features in Cisco Unified Mobility Advantage: Meeting Features, available at http://www.cisco.com/en/US/products/ps7270/products_installation_and_configuration_guides_lis t.html Integration to MeetingPlace not only supports conference notifications but also allows the user to click-to-join a conference without the need to enter a password or meeting ID. This click-to-join functionality is facilitated by a SOAP call to the Web Services API of the MeetingPlace server, as shown in Figure 27-11.



Note



Click-to-join is supported only with Cisco Mobile, the Unified Mobile Communicator clients for the iPhone and Blackberry. In deployments where Cisco WebEx is providing web sharing capabilities for Cisco Unified MeetingPlace meetings, the iPhone Cisco Mobile client will cross-launch the Cisco WebEx Meeting Center application on the iPhone (assuming this application has already been installed on the device). For this cross-launch to work, the Cisco Unified MeetingPlace system must be successfully integrated with Cisco WebEx.
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Microsoft Exchange In addition to communicating with Microsoft Exchange for Cisco Unified MeetingPlace conferencing integration, the Cisco Unified Mobility Advantage Server also integrates with Microsoft Exchange via WebDAV to facilitate maintenance of the user's personal contact lists that are stored on Exchange. Integration with Exchange also provides the ability to update a user's presence status automatically based on their Exchange calendar availability. Microsoft Exchange is an optional component and is required only if conference notifications, personal contact lists, or calendar integration are needed.



Secure Text Messaging In addition to the above application integrations and functionality, Unified Mobile Communicator users can also send secure text messages to one another using the Unified Mobile Communicator client. This message exchange is facilitated natively within the Cisco Unified Mobility Advantage Server. These messages are exchanged using the mobile data connection, therefore no SMS provider charges are incurred.



Note



Cisco Mobile, the Unified Mobile Communicator client for the iPhone, does not support secure text messaging using the Cisco Unified Mobility Advantage server.



High Availability for Cisco Unified Mobile Communicator The Cisco Unified Mobile Communicator client is completely reliant upon the backhauled data connection across the mobile data network to the Cisco Unified Mobility Advantage Server for application interaction and functionality. If this data connection is lost due to a failure in the mobile data network, loss of connectivity to the mobile data network, or failure of the ASA TLS Proxy or the Cisco Unified Mobility Advantage Server, then access to enterprise applications will be unavailable. Given any of these types of failures, users will be unable to access Unified Mobile Communicator to take advantage of the various application integrations. For example, the user would be unable to perform directory lookups, send text messages to other clients, access visual voicemail, access personal contacts, receive message waiting indication, receive conference notifications, update or synchronize buddy lists and presence information, or make calls using the dial-via-office feature.



Note



Given a failure of the data connection between the Cisco Unified Mobile Communicator client and Cisco Unified Mobility Advantage or a failure of the connection between Cisco Unified Mobility Advantage and Cisco Unified CM, the client will fall back to direct dial even in cases where dial-via-office has been mandated administratively. While the features and functions provided by Unified Mobile Communicator will be unavailable if the data connection to the enterprise is unavailable, the user will still be able to make and receive phone calls with their mobile device using the mobile voice network as usual. In addition, if the user and the mobile phone have been integrated with Unified Mobility on Unified CM, then Mobile Connect functionality as well as features such as Mobile Voice Access and Enterprise Feature Access will still be available. Failure of enterprise applications such as Cisco Unified Presence, Cisco Unified CM, or Cisco Unity and Unity Connection can result in loss of particular functions, depending on the nature of these applications within the deployment. However, in many cases multiple adapters can be configured within the Unified Mobility Advantage Server and, assuming redundancy has also been provided for the various applications, often functionality can be maintained given an application or application server failure.
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Capacity Planning for Cisco Unified Mobile Communicator The Cisco Unified Mobility Advantage Server supports the following user capacities: •



Cisco MCS 7845-H2/I2 supports up to 1,000 Unified Mobile Communicator clients.



•



Cisco MCS 7825-H4/I4 supports up to 500 Unified Mobile Communicator clients.



•



Cisco MCS 7825-H2/I2 or 7825-H3/I3 supports up to 250 Unified Mobile Communicator clients.



To support more than 1,000 Unified Mobile Communicator users within a deployment, additional Unified Mobility Advantage Servers may be installed. However, Unified Mobile Communicator clients configured and associated to one Cisco Unified Mobility Advantage Server will not be able to send text messages to clients on another server. When integrating Unified Mobile Communicator with Cisco Unified CM for enterprise call log integration, the Unified Mobility Advantage Server interacts with Unified CM CTIManager for desk phone line monitoring. For each Unified Mobile Communicator enabled for call log integration, the Cisco Unified Mobility Advantage Server generates one CTI connection to the CTIManager. Therefore, with a deployment of Unified Mobile Communicator with one fully populated Unified Mobility Advantage Server running on an MCS 7845 with call log integration enabled for all users, 1,000 CTI connections will be consumed. For this reason, when you deploy Unified Mobile Communicator with call log integration, you must consider the number of required CTI connections with regard to the following cluster-wide limits for CTI connections: •



20,000 CTI connections per Unified CM cluster with Cisco MCS 7845-H2/I2 servers.



•



10,000 CTI connections per Unified CM cluster with Cisco MCS 7845-H1/I1 servers.



•



8,000 CTI connections per Unified CM cluster with Cisco MCS 7835-H2/I2 servers.



•



3,600 CTI connections per Unified CM cluster with Cisco MCS 7825-H3/I3 and MCS 7825-H4/I4 servers.



•



3,200 CTI connections per Unified CM cluster with all other Cisco MCS 7825 and MCS 7835 servers.



If additional CTI connections are required for other applications, they can limit the capacity of Unified Mobile Communicator users with call log integration enabled. Integration of Unified Mobile Communicator with Unified CM for dial-via-office and Unified Mobility functionality requires the configuration of each Unified Mobile Communicator as a Unified CM device and configuration of the GSM or mobile number as a mobility identity. Therefore, when implementing these integrations, you must also consider overall Unified CM phone and mobility-enabled user capacities.



Design Considerations for Cisco Unified Mobile Communicator Observe the following design considerations when deploying Cisco Unified Mobile Communicator: •



For security reasons, the Cisco Unified Mobility Advantage server should be deployed behind the enterprise firewall because it is the integration point for all enterprise services and applications.



•



Because the Cisco Adaptive Security Appliance (ASA) serves as a proxy server for communications between Cisco Unified Mobile Communicator clients and the Cisco Unified Mobility Advantage server, the ASA should be deployed in the enterprise DMZ.



•



An SSL certificate from a Certificate Authority must be obtained. The certificate is required in order to enable encryption of data flowing between Cisco Unified Mobile Communicator clients and the Cisco Unified Mobility Advantage server.
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•



SSL certificates must be obtained from well-known certificate authorities VeriSign or GeoTrust because mobile phones have limited capabilities in terms of importing root certificates. Root certificates from VeriSign and GeoTrust are commonly available on most mobile handsets.



•



Firewall ports in the corporate firewall must be opened to allow connectivity from the Cisco Unified Mobile Communicator clients on the Internet to the ASA in the DMZ and from the ASA in the DMZ to the Cisco Unified Mobility Advantage server in the enterprise. The following firewall ports must be opened: – Client connection port (SSL): a single TCP port in the range 5400 to 5500 (default port is 5443) – Provisioning port (HTTP): a single TCP port in the range 9000 to 9100 (default port is 9080)



Note



You do not have to open the provisioning port in the firewall if you are deploying only iPhone or Blackberry handsets because these handsets do not download the Cisco Unified Mobile Communicator client over the provisioning port. For iPhone handsets, the client is downloaded from the Apple App Store; and for Blackberry handsets, the client is pushed to the handset via the Blackberry Enterprise Server (BES).



•



Microsoft Active Directory is required to authenticate Cisco Unified Mobile Communicator users. All Cisco Unified Mobile Communicator users must have a valid account within Microsoft Active Directory, otherwise authentication will fail and user will not be able to utilize features and services provided by this solution.



•



Always ensure that appropriate back-end enterprise application servers have been deployed and configured appropriately based on the Cisco Unified Mobile Communicator solution features and functionality required. For a complete list of supported features and the required back-end application servers, refer to the Compatibility Matrix for Cisco Unified Mobility Advantage and Cisco Unified Mobile Communicator, available at http://www.cisco.com/en/US/products/ps7270/products_device_support_tables_list.html



•



If you deploy Cisco Mobile, the Unified Mobile Communicator client for the Blackberry, you must also deploy a Blackberry Enterprise Server (BES) with Mobile Data Services (MDS) and integrate it directly to the Unified Mobility Advantage server. Cisco Mobile clients on Blackberry devices do not connect to the enterprise ASA, but instead use the secure Research In Motion (RIM) mobile network operations center (NOC) and the secure connection from the NOC to the enterprise BES server before connecting to the Unified Mobility Advantage server.



Dual-Mode Phones and Clients As the prevalence of mobile users, mobile phones, and mobile carrier services continues to increase, the ability to use a single device for voice and data services both inside and outside the enterprise becomes increasingly attractive. Dual-mode phones and the clients that run on them afford an enterprise the ability to provide customized voice and data services to users while inside the enterprise and to leverage the mobile carrier network as a backup provider of general voice and data services, all by using a single mobile phone. By enabling voice and data services inside the enterprise and providing network connectivity for dual-mode phones, enterprises are able to provide these services locally at reduced connectivity costs. For example, voice over IP (VoIP) calls made on the enterprise network will typically incur less cost than those same calls made over the mobile voice network.
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This section examines dual-mode phone architecture and common functions and features provided by dual-mode phones and clients, including hand-off considerations related to moving an active voice call between the enterprise WLAN network and the mobile voice network. After covering general dual-mode solution architecture and features and functions, this section provides coverage of various capabilities and integration considerations for two specific dual-mode clients: •



Cisco Mobile — A dual-mode client for the iPhone mobile device, providing the ability to make VoIP calls on the enterprise WLAN network as well as to access corporate directory and voicemail services.



•



Nokia Call Connect — A dual-mode client for Nokia mobile devices, providing the ability to make VoIP calls on the enterprise WLAN network as well as to access corporate directory and other applications and services.



In addition, this section discusses high availability and capacity planning considerations for dual-mode phones and clients.



Dual-Mode Phone Architecture Dual-mode phones provide two physical interfaces or radios that enable the device to connect to both mobile voice and data carrier networks by means of traditional cellular or mobile network technologies and wireless local area networks (WLANs) using IEEE 802.11 standards.



Note



The use of the term dual-mode phone in this section refers specifically to devices with 802.11 radios in addition to the cellular radio for carrier voice and data network connectivity. Dual-mode devices that provide Digital Enhanced Cordless Telecommunications (DECT) or other wireless radios and/or multiple cellular radios are outside the scope of this section. Figure 27-14 depicts the basic dual-mode solution architecture for incorporating dual-mode devices into a Cisco Unified Communications System. The dual-mode phone associates to the enterprise WLAN, and then the dual-mode client registers to Cisco Unified CM as an enterprise phone. Once registered, the dual-mode device relies on the underlying enterprise Cisco IP telephony network for making and receiving calls. Only when enterprise WLAN connectivity is unavailable, will the dual-mode phone fall back to the mobile voice network for making and receiving calls. When the dual-mode phone is associated to the enterprise WLAN and the client is registered to Unified CM, the phone will be reachable through the user's enterprise number. Any inbound calls to the user's enterprise number will ring the dual-mode phone. If the user has a Cisco IP desk phone, then the dual-mode client registration enables a shared line instance for the user's enterprise number so that an incoming call rings both the user's desk phone and the dual-mode phone. When unregistered, the dual-mode client will not receive incoming enterprise calls at the dual-mode phone unless the user has been enabled for Cisco Unified Mobility and Mobile Connect (or single number reach) has been turned on for the user's mobile number.
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Figure 27-14
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Dual-mode phones must be capable of dual transfer mode (DTM) in order to be connected simultaneously to both the mobile voice and data network and the WLAN network. This allows the device to be reachable and able to make and receive calls on both the cellular radio and WLAN interface of the device. In some cases proper dual-mode client operation might not be possible if mobile voice and data networks do not support dual-connected devices.



Voice over Wireless LAN Network Infrastructure Before considering the various dual-mode features and functions and the impact these features and functions have on the enterprise telephony infrastructure, it is critical to plan and deploy a finely tuned, QoS-enabled, and highly available WLAN network. Because dual-mode phones rely on the underlying WLAN infrastructure for carrying both critical signaling and other traffic for setting up calls and accessing various applications as well as the real-time voice media traffic, deploying a WLAN network optimized for both data and real-time voice traffic is necessary. A poorly deployed WLAN network will be subjected to large amounts of interference and diminished capacity, leading not only to poor voice quality but in some cases dropped or missed calls. This will in turn render the WLAN deployment unusable for making and receiving voice calls. Therefore, when deploying dual-mode phones, it is imperative to conduct a WLAN radio frequency (RF) site survey before, during, and after the deployment to determine appropriate cell boundaries, configuration and feature settings, capacity, and redundancy to ensure a successful voice over WLAN (VoWLAN) deployment. Each dual-mode phone device type and/or client should be tested on the WLAN deployment to ensure proper integration and operation prior to a production deployment. Using a WLAN that has been deployed and configured to provide optimized VoWLAN services (such as the Cisco Unified Wireless Network), including quality of service, will ensure a successful dual-mode phone deployment. A WLAN network consists of one or more wireless access points (APs), which provide wireless network connectivity for wireless devices. Wireless APs are the demarcation point between the wireless network and the wired network. Multiple APs are deployed and distributed over a physical area of coverage in order to extend network coverage and capacity. APs can be deployed autonomously within the network so that each AP is configured, managed, and operated independently from all other APs, or they can be deployed in a managed method in which all APs are configured, managed, and controlled by a WLAN



Cisco Unified Communications System 8.x SRND OL-21733-01



27-51



Chapter 27



Cisco Mobility Applications



Dual-Mode Phones and Clients



controller. In the latter method, the WLAN controller is responsible for managing the APs as well as handling AP configuration and inter-AP roaming. In either case, to ensure successful VoWLAN deployment, APs should be deployed using the following general guidelines: •



As shown in Figure 27-15, WLAN Channel Cell Overlap APs should be deployed with cell overlap of 20% for 2.4 GHz (802.11b/g) deployments. Channel overlap for 5 GHz (802.11a) deployments should overlap between 15% and 20%. This overlap ensures that a dual-mode device can successfully roam from one AP to the next as the device moves around within a location while still maintain voice and data network connectivity. A device that successfully roams between two APs is able to maintain an active voice call without any noticeable change in the voice quality or path.



WLAN Channel Cell Overlap
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Figure 27-15



15 to 20% Overlap



•



As shown in Figure 27-16, WLAN Cell Radius and Same Channel Cell Separation APs should be deployed with cell power-level boundaries (or channel cell radius) of -67 decibels per milliwatt (dBm). Additionally, the same-channel cell boundary separation should be approximately 19 dBm. A cell radius of approximately -67 dBm (or less) minimizes packet loss, which can be problematic for real-time voice traffic. A same-channel cell separation of 19 dBm is critical to ensure that APs or clients do not cause co-channel interference to other devices associated to the same channel, which would likely result in poor voice quality. The cell radius guideline of -67 dBm applies for both 2.4 GHz (802.11b/g) and 5 GHz (802.11a) deployments.
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Figure 27-16
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Note



The 19 dBm same-channel cell separation is simplified and is considered ideal. It is very unlikely that this 19 dBm of separation can be achieved in most deployments. The most important RF design criteria are the -67 dBm cell radius and the 15% to 20% recommended overlap between cells. Designing to these constraints optimizes channel separation. When deploying or tuning a WLAN network for dual-mode phone connectivity, it is also important to consider high availability and capacity in order to ensure resilient and sufficient coverage for the number of devices being deployed. A WLAN network should be deployed in a manner that ensures that adequate and redundant cells of coverage are provided without overlapping same-channel cells. By providing ample cell coverage without same-channel cell overlap and sufficient non-same-channel cell overlap in order to facilitate roaming between APs, network connectivity for dual-mode clients can be made highly available. The chances of oversubscribing a VoWLAN deployment are greatly minimized by deploying sufficient numbers of APs to handle required call capacities. AP call capacities are based on the number of simultaneous VoWLAN calls that can be supported in a single channel cell area. The general rule for VoWLAN call capacities is as follows: •



Maximum of 14 simultaneous VoWLAN calls per 2.4 GHz (802.11b/g) channel cell. For 802.11b-only deployments or deployments where there are large numbers of active 802.11b clients, a maximum of 7 simultaneous VoWLAN calls per channel cell is supported.



•



Maximum of 20 simultaneous VoWLAN calls per 5 GHz (802.11a) channel cell



These call capacity values are highly dependent upon the RF environment, the VoWLAN dual-mode handset features, and underlying WLAN system features. Actually capacities for a particular deployment could be less.



Note



A single call between two dual-mode phones associated to the same AP is considered to be two simultaneous VoWLAN calls. Most wireless APs and dual-mode phone clients also provide a variety of security options for providing secure access to the enterprise WLAN. In all cases, select a security method supported by both the WLAN infrastructure and the dual-mode phones that matches the security policies and requirements of the enterprise.
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For more information on the Cisco Unified Wireless Network Infrastructure, see Wireless LAN Infrastructure, page 3-54. For more details on Voice over WLAN design, refer to the Voice over Wireless LAN Design Guide, available at http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns820/landing_voice_wireless.html



Note



While most dual-mode phones and clients are capable of attaching to public and private WLAN access points or hotspots and connecting back to the enterprise through the Internet for call control and other Unified Communications services, Cisco cannot guarantee voice quality for these types of connections. Cisco recommends an enterprise class voice-optimized WLAN network for connecting dual-mode phones and clients. Most public and private WLAN APs and hotspots are tuned for data applications and devices. In these cases, the AP radios are turned to maximum power, and dynamic-power clients are tuned to maximum power on network attachment, to allow for larger client capacities. While this may be ideal for data applications that are capable of retransmitting dropped or lost packets, for voice applications this can result in very poor voice quality due to the potential for large numbers of dropped packets.



Dual-Mode Features and Functions Dual-mode devices provide a range of features and functions. While features and operations may vary from device to device, the common operations and behaviors described in this section apply to all dual-mode devices.



Enterprise Call Routing Because dual-mode phones leverage the enterprise telephony infrastructure and call control services at least some of the time, it is important to understand the nature and behavior of call routing when the dual-mode device is inside the enterprise. Inbound Call Routing



Because the dual-mode device is registers to Unified CM as a user's enterprise extension with enterprise number, the dual-mode device rings when incoming calls to the system are destined for that user's enterprise number. This occurs for incoming calls originated on the PSTN or from other Unified CM clusters or enterprise IP telephony systems as well as for incoming calls originated within the Unified CM cluster by other users. If the dual-mode user has other devices or clients that are also associated to the enterprise number, these devices will also ring as shared lines; and once the call is answered at one of the devices or clients, ringing of all other devices and clients ceases. In scenarios where a user has been enabled for Cisco Unified Mobility, and Mobile Connect or single number reach is enabled for the user's dual-mode phone mobile number, the incoming call may also be extended to the mobility identity corresponding to the dual-mode phone number. However, this depends on whether the dual-mode device is inside the enterprise and registered to Unified CM. In situations in which the dual-mode device is inside the enterprise and registered to Unified CM, an incoming call to the user's enterprise number will not be extended by Mobile Connect to the mobility identity of the dual-mode device even if Mobile Connect is turned on for this extension. The reason an incoming call to the enterprise number is not extended to the mobility identity of a dual-mode device when it is registered to Unified CM is that the system is aware the device is inside the enterprise and available on the WLAN network. Thus, in order to reduce utilization of enterprise PSTN resources, Unified CM does not extend the call to the dual-mode device's mobile voice network interface through the PSTN. Instead, only the WLAN interface corresponding to the enterprise number is called.
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For situations in which the dual-mode device is outside the enterprise and/or not registered to Unified CM, incoming calls to the enterprise number will be extended to the dual-mode device according to the configured mobility identity, assuming that the user has been enabled for Unified Mobility and that Mobile Connect for the mobility identity is turned on. For more information on integration of dual-mode devices and clients with Unified Mobility, see Interactions Between Cisco Mobile and Cisco Unified Mobility, page 27-60, and Interactions Between Nokia Call Connect and Cisco Unified Mobility, page 27-65. In all cases, incoming calls made directly to the dual-mode device's mobile phone number will always be routed directly to the cellular radio of the dual-mode device on the mobile network, unless the provider network or device settings are such that calls are not extended to the device by the mobile network. This is considered appropriate behavior because these calls were not made to the user's enterprise number. These would be considered personal calls, and as such should not be routed through the enterprise. Outbound Call Routing



For outbound calls from the dual-mode device, the interface used depends on the location and connectivity of the device at that particular time. If the dual-mode device is outside the enterprise and not registered to Unified CM, then calls are routed by the cellular radio interface to the mobile voice network as usual. However, when inside the enterprise and registered to Unified CM, the dual-mode device should make all calls through the WLAN radio interface to the enterprise WLAN network, thus leveraging the enterprise telephony infrastructure. In the case of some dual-mode clients, there may be a need for configuration of one or more settings in order to have the client register automatically to Unified CM when enterprise network connectivity is available. Whenever the dual-mode client is not registered to Unified CM, then outbound calls will be made using the mobile voice network rather than the enterprise network. Dial Plan



The enterprise dial plan will determine the dialing behavior of the dual-mode device when it is inside the enterprise and registered to Unified CM. For example, if the enterprise dial plan is configured to allow abbreviated dialing to reach internal extensions, then a dual-mode device registered to Unified CM can leverage this abbreviated dialing. While it is certainly a convenience for dual-mode users to be able to dial within the enterprise using enterprise dialing habits and leveraging abbreviated dialing as well as site-based and/or PSTN steering digits for outbound calls, it is also a somewhat unnatural dialing scheme because mobile phone users dial numbers for outgoing calls on their mobile phone by using full E.164 dial strings since this is what is expected by the mobile voice network for outbound calling. The enterprise dialing experience for an end-user is ultimately up to the enterprise policies and administrator of the enterprise telephony deployment. However, for dual-mode phones, Cisco recommends normalizing required dialing strings so that users reach a particular called destination by calling a single number, whether inside the enterprise or outside the enterprise. Because dialing on the mobile network is typically done using full E.164 (with or without a preceding '+') and mobile phone contacts are typically stored with full E.164 numbers, Cisco recommends configuring the enterprise dial plan to accommodate full E.164 or full E.164 with preceding '+' for dual-mode phones. When the dial plan is configured within Unified CM to handle this type of outbound dialing for dual-mode phones, it is possible for users to store a single set of contacts on the phone in the E.164 format and, when dialed from these contacts or manually using the full E.164 number, calls will always be routed to the appropriate destination, whether the device is inside the enterprise and registered to Unified CM or outside the enterprise and connected only to the mobile voice network. Configuring the enterprise dial plan in this manner provides the best possible end-user dialing experience so that users do not have to be aware of whether the device is registered to the Unified CM within the enterprise.
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To achieve normalized dialing from dual-mode phones, whether inside or outside the enterprise, configure the dial plan within Unified CM with the following considerations in mind: •



Ensure that the enterprise dial plan is capable of handling dial strings from dual-mode phones typically used on the mobile voice network. For example, the dial plan should be configured to handle the following strings, which might be dialed from a mobile phone to reach a particular phone through the mobile voice network: +1 408 555 1234, 408 555 1234.



•



For calls destined for other enterprise numbers, systems configured for abbreviated dialing should be capable of modifying dial strings and rerouting to enterprise extensions as appropriate. For example, assuming the enterprise dial plan is based on five-digit internal dialing, the system should be configured to handle call routing to an enterprise extension so that a call to made to +1 408 555 1234 or 408 555 1234 is modified and rerouted to 51234 if the call is made while the dual-mode device is inside the enterprise and registered to Unified CM.



•



Ensure that all inbound calls to the enterprise destined for dual-mode devices have the calling number and/or caller ID prefixed with appropriate digits so that missed, placed, and received call history lists are in full E.164 formats. This will allow dual-mode device users to dial from call history lists without the need for editing the dial string. Instead, users will be able to select a number from the call history list to redial, whether inside or outside the enterprise. For example, if an incoming call from inside the enterprise originates from 51234 to a dual-mode user's enterprise number and the call goes unanswered, Unified CM should be configured to manipulate the calling number so that the resulting entry within the history list of the dual-mode device shows either 408 555 1234 or + 1 408 555 1234. This number can be dialed both inside the enterprise when the dual-mode device is registered to Unified CM or outside the enterprise without the need for further manipulation.



The one exception to normalized dialing for dual-mode devices is for scenarios in which some enterprise extensions or phones are reachable only internally (that is, they have no externally reachable corresponding DID number). In these situations, non-externally reachable numbers can be dialed (manually or from contacts) using abbreviated formats. Because these numbers will never be available externally and can be dialed only from inside the enterprise, some sort of enterprise-only indication should be made when storing these numbers in the contact list. Further, incoming calls from these internal-only numbers should not have the calling number modified for call history lists because these numbers may be called only inside the enterprise. Instead, calls from these extensions should be listed in all call history lists without modification so that the abbreviated dial strings can be successfully dialed only while the device is inside the enterprise and registered to Unified CM. Emergency Services and Dialing Considerations



Dual-mode phones do present a slight challenge when it comes to making calls to emergency service numbers such as 911, 999, and 112. Because the dual-mode device may be located inside or outside the enterprise, providing location indication of a dual-mode phone and its user in the event of an emergency must be considered. Mobile phones already receive location services from their provider networks, and these location services are always available and typically able to pinpoint locations far more precisely than enterprise wireless networks; therefore Cisco recommends relying on the mobile voice network for making emergency calls and determining device and user location. To ensure that dual-mode phones rely exclusively on the mobile voice network for emergency and location services, configure dual-mode devices within Unified CM so that they do not have access to route patterns that allow calls to emergency numbers such as 911, 999, and 112. Further, dual-mode phone users should be advised to make all emergency calls over the mobile voice network rather than the enterprise network. Enterprise Caller ID



When dual-mode devices are inside the enterprise and registered to Unified CM, all calls made through the WLAN interface of the dual-mode phone will be routed with the user's enterprise number as caller ID. This ensures that returned calls made from call history lists at the far-end are always routed through
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the enterprise because the return call is to the user's enterprise number. If the dual-mode user has been enabled for Cisco Unified Mobility, and Mobile Connect is turned on for the dual-mode mobile number, return calls to the enterprise number would also be extended to the dual-mode device through the PSTN whenever it is outside the enterprise. Mid-Call Features



When dual-mode phone clients are inside the enterprise and registered to Unified CM as telephony endpoints, they are able to invoke call processing supplementary services such as hold, resume, transfer, and conference, using call signaling methods as supported by Unified CM. Just as with any IP phone or client registered to Unified CM, these devices are able to leverage enterprise media resources such as music on hold (MoH), conference bridges, media termination points, and transcoders.



External Call Routing When the dual-mode device is located outside the enterprise and is not registered to Unified CM, it may make and receive calls only through the mobile voice network. For this reason, Unified CM has no visibility into any calls being made or received at the dual-mode phone device while it is unregistered. The mobile number is the caller ID being sent to the network when calls are made from dual-mode phones outside the enterprise. This will likely result in unanswered calls being made directly back to the dual-mode device's mobile number instead of being routed back through the enterprise. If the dual-mode phone is integrated with Cisco Unified Mobility, enterprise two-stage dialing services may be leveraged for making calls through the enterprise network even when the dual-mode device is outside the enterprise and not registered to Unified CM. Unified Mobility two-stage dialing is done using either Mobile Voice Access or Enterprise Feature Access and requires the user to dial an enterprise DID number and enter credentials prior to dialing the number they are calling. For more information on Unified Mobility two-stage dialing features, see Mobile Voice Access and Enterprise Feature Access, page 27-16. Likewise, if the dual-mode phone is integrated with Unified Mobility, a user can also receive incoming calls to their enterprise number at the mobile number through Mobile Connect; can invoke mid-call features using DTMF key sequences including hold, resume, transfer, and conference; and can perform desk phone pickup to move an active call from the mobile phone to the enterprise desk phone.



Additional Services and Features In addition to call processing or call control services, dual-mode phones and clients are capable of providing the additional features and services described in this section. Call Hand-Off



One very important aspect of dual-mode phone deployments is call preservation as a user moves in and out of the enterprise and network connectivity changes from the cellular radio to the WLAN radio, and vice versa. Because dual-mode phone users are often mobile, it is important that any active call is maintained as a dual-mode user moves in or out of the enterprise. For this reason, dual-mode clients and the underlying enterprise telephony network should be capable of some form of call hand-off. There are two types of call hand-off that should be accommodated by both the dual-mode client and the underlying IP telephony infrastructure: •



Hand-out Call hand-out refers to the movement of an active call from the WLAN interface of the dual-mode phone to the cellular interface of the dual mode phone. This requires the call to be handed out from the enterprise WLAN network to the mobile voice network through the enterprise PSTN gateway.
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•



Hand-in Call hand-in refers to the movement of an active call from the cellular interface of the dual mode phone to the WLAN interface of the dual mode phone. This requires the call to be handed in from the mobile voice network to the enterprise WLAN network through the enterprise PSTN gateway.



The hand-off behavior of a dual-mode phone depends on the nature of the dual-mode client and its particular capabilities. Some dual-mode clients are capable of providing only manual hand-off, while other clients are able to invoke hand-off automatically based on network conditions. In manual hand-off scenarios, the dual-mode users are responsible for engaging and completing the hand-off operation based on their location and needs. With automatic hand-off, the dual-mode client is capable of sensing strengthening or weakening of the enterprise WLAN AP signal and making a decision to hand-out in the case of weakening WLAN signal strength and engaging the hand-out operation, or making a decision to hand-in in the case of strengthening WLAN signal and engaging the hand-in operation. Hand-off operations are critical for maximizing utilization of the enterprise IP telephony infrastructure for phone calls. These operations are also necessary for providing voice continuity and good user experience so that users do not have to hang up the original call and make another call to replace it. Corporate Directory Access



Some dual-mode clients are capable of accessing enterprise directory services, including directory lookups and personal contact lists. While this is not a required feature for dual-mode devices and clients, it does provide productivity improvements for dual-mode phone users when they are able to access corporate directory information from their mobile phone. Enterprise Voicemail Services



Many dual-mode clients are also capable of accessing enterprise voicemail services. Most dual-mode clients are capable of receiving enterprise message waiting indication whenever an unread voicemail is in the user's enterprise voicemail box and the dual-mode phone is attached to the enterprise WLAN network. Further, dual-mode clients can be used to retrieve enterprise voicemail messages. Typically enterprise voicemail messages are retrieved when the user dials the voicemail system number and navigates to their voicemail box after providing required credentials. However, some dual-mode clients provide the ability to retrieve voicemail messages from the voicemail box by downloading and displaying a list of all messages in the voicemail box and then by selecting individual messages to be downloaded to the dual-mode phone for listening. This is sometimes referred to as visual voicemail. Both the dual-mode phone client and the enterprise voicemail system must be capable of providing voicemail lists and allowing downloads of the messages over the network. Cisco Unity and Cisco Unity Connection both support visual voicemail and can provide voicemail lists and downloadable voicemails, provided the dual-mode client also supports this functionality.



Dual-Mode Clients: Cisco Mobile Cisco Mobile is a dual-mode client for the Apple iPhone. Once the client application is downloaded from the Apple Application Store and installed on the iPhone using iTunes, the iPhone can associate to the enterprise WLAN network and register to Unified CM as a SIP enterprise phone. To provide registration and call control services to the Cisco Mobile dual-mode iPhone client, the device must be configured within Unified CM as a Cisco Dual-Mode for iPhone device type. Next the iPhone must be configured to access the enterprise WLAN for connectivity based on the enterprise WLAN infrastructure and security policies. Once the iPhone has been configured to access the WLAN, when the Cisco Mobile client is launched, it will register the device to Unified CM. To integrate to Unified Mobility and to leverage hand-off functionality, the mobile number of the iPhone must be configured as a mobility identity associated to the Cisco Dual-Mode for iPhone device within Unified CM.
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The Cisco Mobile client is supported on iPhone models 3G and 3GS running firmware version 3.0.1 or later. The iPhone WLAN interface supports 802.11b and g network connectivity. The Cisco Mobile client not only provides dual-mode phone services but also provides directory lookup services when configured to access the enterprise Microsoft Active Directory and provides visual voicemail services when configured to access the user's voicemail box on Cisco Unity Connection.



Note



When simultaneously deploying both Cisco Mobile and the Cisco Unified Mobile Communicator client for the iPhone, Cisco Mobile should not be configured to access the user's enterprise voicemail box. Instead, the Cisco Mobile client should be used for visual voicemail access because it provides more features and a superior user experience. The Cisco Mobile client is capable of performing only manual hand-out as described in the section on Cisco Mobile Hand-Off, page 27-59. For more information about the Cisco Mobile dual-mode iPhone client, additional feature details, and supported hardware and software versions, refer to the Cisco Unified Mobile Communicator documentation available at http://cisco.com/en/US/products/ps7271/tsd_products_support_series_home.html



Cisco Mobile Hand-Off To properly deploy Cisco Mobile dual-mode clients, it is important to understand the nature of hand-off operations within the client. The hand-off method used by the Cisco Mobile iPhone dual-mode client depends on the Transfer to Mobile Network setting on the Cisco Dual-Mode for iPhone device configuration page. The method described below is based on this configuration field being set to Use Mobility Softkey (user receives call). The operation depicted in Figure 27-17 is of an active call on an iPhone dual-mode phone within the enterprise being moved manually from the WLAN interface to the mobile voice network or cellular interface of the device through the enterprise PSTN gateway. As shown, there is an existing call between the iPhone dual-mode device associated to the enterprise WLAN and registered to Unified CM, and a phone on the PSTN network (step 1). Because this is a manual process, the user must select the Use Mobile Network button from the in-call menu within the Cisco Mobile client, which signals to Unified CM the need to hand-out the call (step 2). Next Unified CM generates a call to the configured mobility identity number corresponding to this Cisco Mobile device through the enterprise PSTN gateway (step 3). This call to the mobility identity is made to the mobile voice network or cellular interface of the iPhone. The user can now move out of the enterprise and away from WLAN network coverage (step 4). In the meantime, the inbound call from Unified CM is received at the mobile voice network interface, and the user must answer the call manually to complete the hand-out. Once the inbound call on the cellular interface is answered, the RTP stream that was traversing the WLAN is redirected to the PSTN gateway, and the call continues uninterrupted between the Cisco Mobile dual-mode client and the original PSTN phone with the call anchored in the enterprise gateway (step 5).
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Figure 27-17



Cisco Mobile Dual-Mode Hand-Out (WLAN-to-Mobile Voice Network)
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An additional hand-out method is available with the Cisco Mobile dual-mode client, involving the use of the configured Unified CM Handoff Number. In order to use this method, the Transfer to Mobile Network field on the Cisco Dual-Mode for iPhone device configuration page should be set to Use Handoff DN Feature (user places call). With this method, instead of signaling hand-off to Unified CM and receiving a call from the system through the PSTN gateway to the mobile phone number of the iPhone (steps 2 and 3 in Figure 27-17), when the user invokes hand-off the Cisco Mobile client generates a call through the mobile voice network or cellular interface to the DID corresponding to the Handoff Number configured within Unified CM (in this example, + 1 408 555 1234). Once this inbound call to the hand-off number is received by the system, the RTP stream that was traversing the WLAN is redirected to the PSTN gateway, and the call continues uninterrupted between the Cisco Mobile dual-mode client and the original PSTN phone with the call anchored in the enterprise gateway.



Note



Cisco Mobile does not support hand-in. In scenarios where an in-progress call is active between the iPhone mobile voice network or cellular interface and an enterprise phone (or a PSTN phone with the call anchored in the enterprise gateway), the only way to move the call to the WLAN interface of the iPhone is to hang up the call and redial once the Cisco Mobile client has associated to the enterprise WLAN and registered to Unified CM.



Interactions Between Cisco Mobile and Cisco Unified Mobility The Cisco Mobile dual-mode client for the iPhone can be integrated with Cisco Unified Mobility to leverage Cisco Mobile Connect, mid-call DTMF features, two-stage dialing, single enterprise voicemail box, and desk phone pickup. Integration with Unified Mobility requires the iPhone dual-mode mobile phone number to be configured within Unified CM as a mobility identity associated with the Cisco Dual-Mode for iPhone device. Once the mobile number is configured as a mobility identity within the system, Mobile Connect can be leveraged so that incoming calls to the user's enterprise number will be extended to the iPhone dual-mode device through the mobile voice network as long as the iPhone dual-mode device is outside
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the enterprise and not registered to Unified CM. In situations where the iPhone dual-mode device is inside the enterprise and registered to Unified CM, an inbound call to the enterprise number will not be extended to the mobile voice network interface of the device. When the iPhone dual-mode device is inside the enterprise, only the WLAN interface of the device will receive the inbound call. This prevents unnecessary consumption of enterprise PSTN gateway resources. When outside the enterprise and not registered to Unified CM, the iPhone dual-mode device can invoke mid-call features by means of DTMF and perform desk phone pickup for any enterprise anchored call. The iPhone dual-mode device can also leverage Mobile Voice Access and Enterprise Feature Access two-stage dialing features when making outbound calls to route these calls through the enterprise and anchor them in the enterprise PSTN gateway. In addition to configuring a mobility identity for the iPhone dual-mode device, you can configure additional mobile phone numbers or off-system phone numbers as remote destinations and associate them to the Cisco Dual Mode for iPhone device within Unified CM. When associating the mobility identity and additional remote destinations to the iPhone device, you do not have to configure a remote destination profile. For more information about the Cisco Unified Mobility feature set as well as design and deployment considerations, see Cisco Unified Mobility, page 27-3.



Interactions Between Cisco Mobile and Cisco Unified Mobile Communicator The Cisco Mobile iPhone dual-mode client can be used in parallel with the Cisco Unified Mobile Communicator client for iPhone. When both clients are deployed, not only is the iPhone device able to leverage the enterprise IP telephony infrastructure for making and receiving calls inside the enterprise, but it is also able to leverage Unified Mobile Communicator features such as directory lookups, desk phone call log integration, presence, visual voicemail and text messaging. To deploy both the Cisco Mobile iPhone dual-mode client and the Cisco Mobile client that runs in conjunction with the enterprise Cisco Unified Mobility Advantage server, configure only the Cisco Dual-Mode for iPhone device within Unified CM. A Cisco Unified Mobile Communicator device should not be configured for the iPhone device within Unified CM because configured remote destination and mobility identity numbers must all be unique within the system. The mobile phone number of the iPhone can be configured and associated to only a single device within Unified CM, and this device should be the Cisco Dual-Mode for iPhone device. By configuring the mobile phone number of the iPhone as a mobility identity and associating this number to the iPhone dual-mode device within Unified CM, you enable Unified Mobility integration as well as hand-out capabilities for the Cisco Mobile dual-mode client. The Cisco Mobile client that runs in conjunction with the enterprise Unified Mobility Advantage server can still be run on the iPhone to provide all of the Cisco Unified Mobile Communicator features and functions except dial-via-office. Because the Cisco Mobile client that runs in conjunction with the enterprise Cisco Unified Mobility Advantage server is not configured within Unified CM, dial-via-office is not possible. However, this is preferred behavior because the iPhone dual-mode client should use the enterprise WLAN for making calls whenever it is available. If dial-via-office were enabled for the iPhone, then all outbound calls would be made using the mobile voice network or cellular interface rather than leveraging the enterprise IP telephony infrastructure. In situations where both the Cisco Mobile iPhone dual-mode client and the Cisco Unified Mobile Communicator iPhone client are deployed on the same handset, Cisco recommends using the Cisco Unified Mobile Communicator client for enterprise directory lookups and visual voicemail. While the Cisco Mobile iPhone dual-mode client provides similar functionality, the Cisco Unified Mobile Communicator provides a better user experience and a richer set of features. Because dial-via-office functionality is not supported in conjunction with the Cisco Mobile dual-mode iPhone client, when the device is outside the enterprise, users should leverage Unified Mobility two-stage dialing functionality to make calls through the enterprise.
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For more information about the Cisco Unified Mobile Communicator solution, feature set, and design and deployment considerations, see Cisco Unified Mobile Communicator, page 27-36.



Dual-Mode Clients: Nokia Call Connect Nokia Call Connect is a dual-mode client for Nokia mobile smart phones. Once installed on the Nokia device, the client can associate to the enterprise WLAN network and register to Unified CM as a Skinny Client Control Protocol (SCCP) enterprise phone. To provide registration and call control services to Nokia dual-mode devices, Unified CM must support the Nokia S60 device type, which is available only after loading the Nokia-provided Cisco options package (COP) file onto Unified CM. Once the dual-mode device has been configured within Unified CM, it is necessary to load the Nokia Call Connect client onto the Nokia device. This can be done using a computer with a USB, Bluetooth, or infrared port running the Nokia PC Suite. After the Nokia Call Connect Symbian installation system (SIS) file has been loaded on the Nokia device, the device must be configured to access the enterprise WLAN for connectivity based on the enterprise WLAN infrastructure and security policies. Once the handset has been configured to access the WLAN, when the Nokia Call Connect client is launched, it will register the device to Unified CM. To integrate the Nokia dual-mode device with Unified Mobility so the user can leverage features such as Mobile Connect, configure the Nokia mobile phone number as a mobility identity and associate it to the Nokia S60 device within Unified CM.



Note



Cisco recommends configuring the Nokia Call Connect client SCCP registration setting to Always On to ensure that, whenever the Nokia device is associated to the enterprise WLAN network, it will attempt to register to Unified CM. Cisco also recommends setting the Nokia dual-mode phone's preferred or default call type setting to Internet Call to ensure that, when the Nokia Call Connect client is registered to Unified CM, the device will always attempt to route outbound calls through the WLAN interface of the dual-mode phone. These recommended settings ensure that the Nokia dual-mode phone maximizes its use of the enterprise IP telephony infrastructure for making and receiving business calls. The Nokia Call Connect 2.0 client is supported on Nokia S60 3.2 handsets, including the Nokia E52, E55, E72, and E75. Nokia S60 3.1 handsets, including the E51, E61i, E63, E66, E71, and E90, are also supported but might not support advanced features such as automatic hand-off. Nokia mobile phone WLAN interfaces supports 802.11b and g network connectivity. The Nokia Call Connect client not only provides dual-mode phone services but also provides directory lookup services when configured to access the Unified CM directory as well as enterprise-based XML phones services like those supported on Cisco IP desk phones. Nokia Call Connect 2.0 and later clients are capable of performing automatic hand-out and hand-in as outlined in the sections below. For more information about the Nokia Call Connect dual-mode client, supported handsets, and software versions, and to access the latest client and COP file, refer to: http://www.cisco.com/en/US/products/ps10589/tsd_products_support_series_home.html
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Nokia Call Connect Dual-Mode Hand-off To properly deploy Nokia Call Connect dual-mode clients, it is necessary to understand the nature of the hand-off operation within the Nokia dual-mode client. In the following examples, the hand-off number is +1 408 555 1234 (this is the full E.164 hand-off number). The Cellular Handover Number under the Nokia Call Connect Voice Call Continuity (VCC) settings is configured with this number. All inbound calls are stripped to four digits by the upstream gateway, so the Handoff Number configured within Unified CM is 1234. The VoIP Handover Number is configured as 1234 under the Nokia Call Connect VCC settings. Hand-Out (WLAN to Cellular)



Figure 27-18 shows a hand-out operation in which an active call on a Nokia dual-mode phone within the enterprise is moved from the WLAN interface to the mobile voice network or cellular interface of the device through the enterprise PSTN gateway. As shown, there is an existing call between the Nokia dual-mode device associated to the enterprise WLAN and registered to Unified CM, and a phone on the PSTN network (step 1). The Nokia dual-mode user begins to leave the enterprise (step 2), and as the WLAN signal strength drops below -78 dBm (default value for the WLAN HO threshold setting in VCC) for a period of 1,000,000 microseconds (1 second, default value for the WLAN HO hysteresis setting in VCC), a silent background call is opened to +1 408 555 1234 (the configured Cellular Handover Number in VCC and corresponding to the Handoff Number configured in Unified CM) over the mobile voice network and PSTN into the enterprise PSTN gateway and is delivered to Unified CM (step 3). Once received, the calling number is checked against all configured mobility identities on the system, and assuming a match is found, the RTP stream that was traversing the WLAN is now redirected to the PSTN gateway and the call is continued uninterrupted between the dual-mode device and the original PSTN phone with the call anchored in the enterprise gateway (step 4). Figure 27-18
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The Nokia Call Connect dual-mode client also supports manual hand-out using the Switch to Cellular or Handover to GSM in-call menu options. The availability and behavior of these manual hand-out methods depends on the device type and firmware version. For devices running firmware version 3.1 and earlier, the Switch to Cellular menu option when selected performs a blind transfer of the active call to the mobile voice network interface of the device through the enterprise PSTN gateway. For devices running firmware version 3.2 and later, the Handover to GSM menu option when selected performs a manual handoff using the Unified CM Handoff Number as shown in step 3 of Figure 27-18 without relying on WLAN handover thresholds and hysteresis VCC settings. Hand-In (Cellular to WLAN)



Figure 27-19 depicts a hand-in operation in which an active call on a Nokia dual-mode phone outside the enterprise is moved from the mobile voice network interface to the WLAN interface of the device through the enterprise PSTN gateway. As shown, there is an existing call between the Nokia dual-mode device on the mobile voice network and a phone on the PSTN network (step 1). The Nokia dual-mode user moves into the enterprise (step 2), and the device associates in the background to the WLAN infrastructure and registers to Unified CM. After registration, the device will wait for the amount of time specified by the WLAN HO hysteresis high setting in VCC (60 seconds by default), and then a silent background call is opened to 1234 (the configured VoIP Handover Number in VCC, which corresponds to the Unified CM Handoff Number configured in Unified CM) and delivered to Unified CM (step 3). Once received, the enterprise calling number is checked against configured Nokia S60 dual-mode phones on the system, and assuming a match is found, the call that was traversing the mobile voice network/PSTN and the enterprise PSTN gateway is now redirected to the WLAN network, and the call is continued uninterrupted between the dual-mode device and the original PSTN phone (step 4). Figure 27-19
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For more information about Nokia Call Connect VCC settings, refer to the Nokia Call Connect for Cisco User's Guide, available at http://europe.nokia.com/support/download-software/nokia-call-connect-for-cisco
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Interactions Between Nokia Call Connect and Cisco Unified Mobility The Nokia Call Connect dual-mode client can be integrated with Cisco Unified Mobility to leverage Cisco Mobile Connect, mid-call DTMF features, two-stage dialing, single enterprise voicemail box, and desk phone pickup. Integration with Unified Mobility requires the Nokia dual-mode phone mobile number to be configured within Unified CM as a mobility identity associated with the Nokia S60 device. Once the mobile number is configured as a mobility identity within the system, Mobile Connect can be leveraged so that incoming calls to the user's enterprise number will be extended to the Nokia dual-mode device through the mobile voice network as long as the Nokia dual-mode device is outside the enterprise and is not registered to Unified CM. In situations where the Nokia dual-mode device is inside the enterprise and registered to Unified CM, an inbound call to the enterprise number will not be extended to the mobile voice network interface of the device. When the Nokia dual-mode device inside the enterprise, only the WLAN interface of the device will receive the inbound call. This prevents unnecessary consumption of enterprise PSTN gateway resources. When outside the enterprise and not registered to Unified CM, the Nokia dual-mode device can invoke mid-call features by means of DTMF and can perform desk phone pickup for any enterprise anchored call. The Nokia dual-mode device can also leverage Mobile Voice Access and Enterprise Feature Access two-stage dialing features when making outbound calls, to route these calls through the enterprise and anchor them in the enterprise PSTN gateway. In addition to configuring a mobility identity for the Nokia dual-mode device, you can configure additional mobile phone numbers or off-system phone numbers as remote destinations and associate them to the Nokia S60 device within Unified CM. When associating the mobility identity and additional remote destinations to the Nokia device, you do not have to configure a remote destination profile. For more information about the Unified Mobility feature set as well as design and deployment considerations, see Cisco Unified Mobility, page 27-3.



Interactions Between Nokia Call Connect and Cisco Unified Mobile Communicator The Nokia Call Connect dual-mode client can be used in parallel with the Cisco Unified Mobile Communicator client for Nokia. When both clients are deployed, not only is the Nokia device able to leverage the enterprise IP telephony infrastructure for making and receiving calls inside the enterprise, but it is also able to leverage Unified Mobile Communicator features such as directory lookups, desk phone call log integration, presence, visual voicemail, text messaging, and dial-via-office. To integrate Nokia Call Connect dual-mode client with Unified Mobile Communicator, check the Enable Cisco Unified Mobile Communicator checkbox on the Nokia S60 device configuration page within Unified CM. Once configured within Unified CM, both clients can be run on the Nokia dual-mode device; however, it is important to understand the implications for the dial-via-office feature. While all other features and functions within the two clients will operate normally, the dial-via-office interaction behaves somewhat differently when the Nokia Call Connect client is installed on the same device. The dial-via-office feature within Unified Mobile Communicator will engage only for calls routed through the mobile voice network or cellular interface. For this reason, calls made by the Nokia Call Connect client through the WLAN interface will not engage dial-via-office, which is preferable behavior because the call is already being made over the enterprise IP telephony infrastructure. However, for calls made from the mobile voice or cellular interface, the dial-via-office feature may be engaged depending on the dial-via-office settings within the Unified Mobile Communicator client and/or the dial-via-office settings on the Cisco Unified Mobility Advantage server. If the administrator of the Unified Mobility Advantage server forces dial-via-office for users, then the Unified Mobile Communicator client will attempt to invoke dial-via-office for every call made out the cellular interface
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of the device. In these situations, the user should set the configuration parameter Allow dial via office for to Call from this app on the Unified Mobile Communicator client so that only calls made directly from the Unified Mobile Communicator client will attempt to invoke dial-via-office. By configuring the client this way, the user can ensure that dial-via-office will not be engaged when calls are made through the cellular interface outside of the Unified Mobile Communicator client. For example, it would be undesirable to engage dial-via-office on the Nokia device when the Nokia Call Connect client is attempting to hand-out a call from the enterprise WLAN to the mobile voice network. During hand-out, the cellular interface of the Nokia dual-mode device calls the Unified CM Handoff Number, and having dial-via-office engage would cause additional unnecessary call legs to be created and might in fact result in a failure to hand-off the original call. Likewise, if the administrator has allowed individual Unified Mobile Communicator users to configure their own dial-via-office settings within the client, then the users can set the client to prompt them to choose between making the call directly and using dial-via-office each time a call is attempted through the cellular interface. By setting the Unified Mobile Communicator When dialing setting to Let me choose and the Allow dial via office for setting to Call from this app, the user has maximum control over when dial-via-office will be used. In all cases, users should use dial-via-office only when the Nokia dual-mode device is outside the enterprise and not registered to Unified CM. For more information about the Cisco Unified Mobile Communicator solution, feature set, and design and deployment considerations, see Cisco Unified Mobile Communicator, page 27-36.



High Availability for Dual-Mode Phones Although dual-mode phones by their nature are highly available with regard to network connectivity (when the enterprise WLAN network is unavailable, the mobile voice network can be used for voice and data services), enterprise WLAN and IP telephony infrastructure high availability must still be considered. First, the enterprise WLAN must be deployed in a manner that provides redundant WLAN access. For example, APs and other WLAN infrastructure components should be deployed so that the failure of a wireless AP does not impact network connectivity for the dual-mode device. Likewise, WLAN management and security infrastructure must be deployed in a highly redundant fashion so that dual-mode devices are always able to connect securely to the network. Next, Unified CM call processing and registration service high availability must be considered. Just as with other devices within the enterprise that leverage Unified CM for call processing services, dual-mode phones must register with Unified CM. Given the redundant nature of the Unified CM cluster architecture, which provides primary and backup call processing and device registration services, dual-mode device registration as well as call routing are still available even in scenarios in which a Unified CM server node fails. Similar considerations apply to PSTN access. Just as with any IP telephony deployment, multiple PSTN gateways and call routing paths should be deployed to ensure highly available access to the PSTN. This is not unique to dual-mode phone deployments, but is an important consideration none the less.



Capacity Planning for Dual-Mode Phones Capacity planning considerations for dual-mode phones are the same as for other IP telephony endpoints or devices that rely on the IP telephony infrastructure and applications for registration, call processing, and PSTN access services.
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When deploying dual-mode phones within the enterprise, it is important to consider the registration load on Unified CM as well as the Unified Mobility limits. A single Unified CM server is capable of handling a maximum of 7,500 device configurations and registrations. When deploying dual-mode phones, you must consider the per-server maximum device support must, and you might have to deploy additional call processing subscriber nodes to handle the added load. In addition, as discussed in Capacity Planning for Cisco Unified Mobility, page 27-33, the maximum number of remote destinations and mobility identities within a single Unified CM cluster is 15,000. Because most dual-mode devices will likely be integrated with Unified Mobility to take advantage of features such as Mobile Connect, desk phone pickup, and two-stage dialing, the mobile phone number of each of these dual-mode devices must be configured as a mobility identity within the Unified CM cluster. This is necessary to facilitate integration to Unified Mobility as well as to facilitate hand-off in some cases. Therefore, when integrating dual-mode phones with Unified Mobility, it is important to consider the overall remote destination and mobility identity capacity of the Unified CM cluster to ensure sufficient capacity exists. If additional users or devices are already integrated to Unified Mobility within the system, they can limit the amount of remaining remote destination and mobility identity capacity available for dual-mode devices. Overall call processing capacity of the Unified CM system and PSTN gateway capacity must also be considered when deploying dual-mode phones. Beyond handling the actual dual-mode device configuration and registration, the system must also have sufficient capacity to handle the added BHCA impact of these new dual-mode phones and users. Likewise, it is critical to ensure sufficient PSTN gateway capacity is available to accommodate dual-mode devices. This is especially the case for dual-mode devices that are integrated to Unified Mobility because the types of users that would have dual-mode devices are typically highly mobile. Highly mobile users typically generate more enterprise PSTN gateway load from mobility features such as Mobile Connect, where an incoming call to a mobile user's enterprise number generates one or more calls to the PSTN, or from two-stage dialing, where a user makes a call through the enterprise by leveraging the enterprise PSTN gateway. The above considerations are certainly not unique to dual-mode phones. They apply to all situations in which devices and users are added to Unified CM, resulting in additional load to the overall Unified Communications System. The Cisco Unified Communications Sizing Tool is available to Cisco partners and employees to help calculate the capacity of the Cisco Unified Communications System, including Unified CM. The sizing tool provides input for the number of dual-mode phone devices as part of the overall system capacity, and it appropriately sizes the system to accommodate the number of dual-mode devices and their impact to the overall size of the system based on their registration, call processing or BHCA, and gateway utilization load. Contact your Cisco partner or Cisco Systems Engineer (SE) for assistance with sizing of your system. For Cisco partners and employees, the Cisco Unified Communications Sizing Tool is available at http://tools.cisco.com/cucst.



Design Considerations for Dual-Mode Phones Observe the following design recommendations when deploying dual-mode phones and clients: •



Dual-mode phones must be capable of dual transfer mode (DTM) in order to be connected simultaneously to both the mobile voice and data network and the WLAN network so that the device is reachable and able to make and receive calls on both the cellular radio and WLAN interface of the device. In some cases, proper dual-mode client operation might not be possible if mobile voice and data networks do not support dual-connected devices.
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•



APs should be deployed with cell overlap of 20% for 2.4 GHz (802.11b/g) deployments. Channel overlap for 5 GHz (802.11a) deployments should overlap between 15% and 20%. This overlap ensures that a dual-mode device can successfully roam from one AP to the next as the device moves around within a location, while still maintaining voice and data network connectivity.



•



APs should be deployed with cell power level boundaries (or channel cell radius) of -67 dBm in order to minimize packet loss. Furthermore, the same-channel cell boundary separation should be approximately 19 dBm. A same-channel cell separation of 19 dBm is critical for ensuring that APs or clients do not cause co-channel interference to other devices associated to the same channel, which would likely result in poor voice quality.



•



Cisco recommends using only an enterprise class voice-optimized WLAN network for connecting dual-mode phones and clients. While most dual-mode phones and clients are capable of attaching to public or private WLAN access points or hotspots for connecting back to the enterprise through the Internet for call control and other Unified Communications services, Cisco cannot guarantee voice quality for these types of connections.



•



The Unified Mobility Mobile Connect feature will not extend incoming calls to the dual-mode device's configured mobility identity if the dual-mode device is inside the enterprise and registered to Unified CM. This is by design in order to reduce utilization of enterprise PSTN resources. Because the dual-mode device registers to Unified CM, the system knows whether the device is reachable inside the enterprise; and if it is, there is no reason to extend the call to the PSTN in order to ring the dual-mode device's mobile voice network interface. Only when the dual-mode device is unregistered will Mobile Connect extend incoming calls to the user's enterprise number out to the mobility identity number on the PSTN.



•



When deploying dual-mode phones, Cisco recommends normalizing required dialing strings so that users reach a particular called destination by calling a single number, whether inside or outside the enterprise. Because dialing on the mobile network is typically done using full E.164 (with or without a preceding '+') and mobile phone contacts are typically stored with full E.164 numbers, Cisco recommends configuring the enterprise dial plan to accommodate full E.164 or full E.164 with preceding '+' for dual-mode phones. By configuring the enterprise dial plan in this manner, you can provide the best possible end-user dialing experience so that users do not have to be aware of whether the device is registered to the Unified CM within the enterprise.



•



Cisco recommends that dual-mode phone users rely on the mobile voice network for making emergency calls and determining device and user location. This is because mobile provider networks typically provide much more reliable location indication than enterprise WLAN networks. To ensure that dual-mode phones rely exclusively on the mobile voice network for emergency and location services, configure dual-mode devices within Unified CM so that they do not have access to route patterns that allow calls to emergency numbers such 911, 999, and 112. Dual-mode phone users should be advised to make all emergency calls over the mobile voice network rather than the enterprise network.



•



In deployments where both the Cisco Mobile iPhone dual-mode client and the Cisco Unified Mobile Communicator iPhone client are deployed on the same handset, Cisco recommends the following: – Configure the dual-mode phone within Unified CM as a Cisco Dual-Mode for iPhone client, and



configure the mobile number of the iPhone as an associated mobility identity. Do not configure a corresponding Cisco Unified Mobile Communicator client device within Unified CM because the mobility identity must be unique within the system. – Dial-via-office should not be enabled or utilized with the Cisco Mobile dual-mode client.



Dial-via-office causes undesirable behavior for hand-off operations and generally reduces the utilization of the enterprise WLAN network and enterprise telephony infrastructure. If the dual-mode user's number has been configured as a mobility identity and associated to the Cisco Dual-Mode for iPhone device within Unified CM, dial-via-office will not be possible for that device.
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– Use the Cisco Unified Mobile Communicator client for enterprise directory lookups and visual



voicemail. While the Cisco Mobile iPhone dual-mode client provides similar functionality, the Cisco Unified Mobile Communicator client provides a better user experience and a richer set of features. •



In situations where both the Nokia Call Connect dual-mode client and the Cisco Unified Mobile Communicator Nokia client are deployed on the same handset, avoid using dial-via-office whenever the dual-mode device is inside the enterprise and registered to Unified CM. Cisco recommends the following: – When dual-mode phones are deployed in the enterprise, the administrator of the Cisco Unified



Mobility Advantage Server should not force dial-via-office by using the Dial Via Office Policy setting. Instead, the administrator should allow users to choose whether they use dial-via-office. – If dial-via-office is forced for Cisco Unified Mobile Communicator by the administrator of the



Cisco Unified Mobility Advantage server, the user should configure the Allow dial via office for setting to Call from this app within the Unified Mobile Communicator client so that only calls made directly from within the Unified Mobile Communicator client will attempt to invoke dial-via-office. By configuring the client this way, the user can ensure that dial-via-office will not be engaged unexpectedly. If the Unified Mobile Communicator client is not in the foreground, then the user can be sure that dial-via-office will not be invoked. – If dial-via-office is not forced by the Unified Mobility Advantage administrator, the Unified



Mobile Communicator user should set the When dialing setting to Let me choose and the Allow dial via office for setting to Call from this app. By configuring the settings in this manner, the user has maximum control over when dial-via-office will be used. In all cases, users should use dial-via-office only when the Nokia dual-mode device is outside the enterprise and not registered to Unified CM. •



Cisco recommends the following Nokia Call Connect client configuration settings in order to maximize the dual-mode device's use of the enterprise IP telephony infrastructure for making and receiving business calls: – Configure the Nokia Call Connect client SCCP registration setting to Always On to ensure that,



whenever the Nokia device is associated to the enterprise WLAN network, it will attempt to register to Unified CM. – Configure the Nokia dual-mode phone's preferred or default call type setting to Internet Call



to ensure that, when the Nokia Call Connect client is registered to Unified CM, the device will always attempt to route outbound calls through the WLAN interface of the dual-mode phone.
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Cisco Unified Contact Center Revised: April 2, 2010; OL-21733-01



This chapter describes the Cisco Unified Contact Center solutions available with the Cisco Unified Communications System. It includes information on Cisco products such as Cisco Unified Contact Center Express, Cisco Unified Contact Center Enterprise, Cisco Unified Customer Voice Portal, and Cisco Unified Expert Advisor. It also covers the design considerations for deploying these Cisco Unified Contact Center products with Cisco Unified Communications Manager and other Unified Communications components. This chapter covers the following topics: •



Cisco Contact Center Architecture, page 28-2



•



Contact Center Deployment Models, page 28-6



•



Design Considerations for Contact Center Deployments, page 28-11



•



Capacity Planning for Contact Centers, page 28-15



•



Network Management Tools, page 28-16



This chapter starts with a high-level overview of the main Cisco Unified Contact Center Portfolio. Then it covers the various Unified Communications deployment models for contact centers. Finally, it discusses design considerations on topics such bandwidth, latency, Cisco Unified Communications Manager integration, and sizing. The intent of this chapter is not to provide details on each contact center product and their various components but rather to discuss the design considerations for their integration with the Cisco Unified Communications System. Detailed design guidance for each Unified Contact Center product is covered in specific Solution Reference Network Design (SRND) guides for the Cisco Unified Contact Center Express, Cisco Unified Contact Center Enterprise, and Cisco Unified Customer Voice Portal products. These product-specific SRNDs are available at http://www.cisco.com/go/ucsrnd
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Cisco Contact Center Architecture This chapter discusses the following main Cisco Contact Center products: •



Cisco Unified Contact Center Enterprise (Unified CCE)



•



Cisco Unified Customer Voice Portal (Unified CVP)



•



Cisco Unified Contact Center Express (Unified CCX)



•



Cisco Unified Expert Advisor (Unified Expert Advisor)



Cisco Unified Contact Center Enterprise Cisco Unified Contact Center Enterprise (Unified CCE) provides a VoIP contact center solution that enables you to integrate inbound and outbound voice applications with Internet applications, including real-time chat, Web collaboration, and email. This integration provides for unified capabilities, helping a single agent support multiple interactions simultaneously, regardless of the communications channel the customer has chosen. Because each interaction is unique and may require individualized service, Cisco provides contact center solutions to manage each interaction based on virtually any contact attribute. The Unified CCE deployments are typically used for large size contact centers and can support thousands of agents. Unified CCE employs the following major software components: •



Call Router The Call Router makes all the decisions on how to route a call or customer contact.



•



Logger The Logger maintains the system database that stores contact center configurations and temporarily stores historical reporting data for distribution to the data servers. The combination of Call Router and Logger is called the Central Controller.



•



Peripheral Gateway The Peripheral Gateway (PG) interfaces to various "peripheral" devices, such as Unified CM, Cisco Unified IP Interactive Voice Response (Unified IP IVR), Unified CVP, or multichannel products. A Peripheral Gateway that interfaces with Unified CM is also referred to as an Agent PG.



•



CTI Server and CTI Object Server (CTI OS) The CTI Server and CTI Object Server interface with the agent desktops. Agent desktops can be based on the Cisco Agent Desktop (CAD) solution, Cisco CTI Desktop Toolkit, or customer relationship management (CRM) connectors to third-party CRM applications.



•



Administration & Data Server The Administration & Data Server provides a configuration interface as well as real-time and historical data storage.



The Cisco Unified CCE solution is based on the integration with Cisco Unified Communications Manager (Unified CM), which controls the agent phones. For deployments without Unified CM but with traditional ACD, use Cisco Unified Intelligent Contact Management Enterprise (Unified ICME) instead of Unified CCE. The queuing and self-service functions are provided by Cisco Unified IP Interactive Voice Response (Unified IP IVR) or Cisco Unified Customer Voice Portal (Unified CVP) and are controlled by the Unified CCE Call Router.
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Most of the Unified CCE servers are required to be redundant, and the redundant instances are referred to as side A and side B instances. For example, Call Router A and Call Router B are redundant instances of the Call Router component running on two different servers.



Cisco Unified Customer Voice Portal Cisco Unified Customer Voice Portal (Unified CVP) provides carrier-class IVR services on Voice over IP (VoIP) networks. It can perform basic prompt-and-collect or advanced self-service applications with CRM database integration and with automated speech recognition (ASR) and text-to-speech (TTS) integration. Unified CVP also provides IP-based call switching services by routing and transferring calls between voice gateways and IP endpoints. Unified CVP is based on the Voice Extension Markup Language (VXML), which is an industry standard markup language similar to HTML and which is used to develop IVR services that leverage the power of web development and content delivery. Unified CVP can be deployed standalone or integrated with Unified CCE to offer self-service and queuing functions. It supports voice calls as well as video calls. The Unified CVP solution employs the following main components: •



Unified CVP Call Server The Unified CVP Call Server provides call control capabilities for SIP and H.323 through the SIP and H.323 services. The Unified CVP Call Server can also integrate with the Unified CCE Call Router through the Intelligent Contact Management (ICM) service. The IVR service allows the server to run VXML Micro applications and to create VoiceXML pages.



•



Unified CVP VXML Server This component executes complex IVR applications by exchanging VoiceXML pages with the VoiceXML gateway's built-in voice browser. Unified CVP VXML Server applications are written using Cisco Unified Call Studio and are deployed to the Unified CVP VXML Server for execution. Note that there is no RTP traffic going through the Unified CVP Call Server or the Unified CVP VXML Server.



•



Cisco Voice Gateway The Cisco Voice Gateway is the point at which a call enters or exits the Unified CVP system. The Cisco Voice Gateway could have a TDM interface to the PSTN. Alternatively, Cisco Unified Border Element could be used when the interface to the PSTN is an IP voice trunk.



•



Cisco VoiceXML Gateway The VoiceXML Gateway hosts the Cisco IOS Voice Browser. This component interprets VoiceXML pages from either the Unified CVP Server IVR Service or the Unified CVP VXML Server. The VoiceXML Gateway can play prompts based on .wav files to the caller and can accept input from the caller through DTMF input or speech (when integrated with Automatic Speech Recognition). It then returns the results to the controlling application and waits for further instructions. The Cisco VoiceXML Gateway can be deployed on the same router as the Cisco Voice Gateway. This model is typically desirable in deployments with small branch offices. But the VoiceXML Gateway can also run on a separate router platform, and this model might be desirable in large centralized deployments with multiple voice gateways.



For more information, refer to the latest version of the Cisco Unified Customer Voice Portal SRND, available at http://www.cisco.com/go/ucsrnd
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Cisco Unified Contact Center Express Cisco Unified Contact Center Express (Unified CCX) meets the needs of departmental, enterprise branch, or small to medium-sized companies that need easy-to-deploy, easy-to-use, highly available and sophisticated customer interaction management for up to 300 agents. It is designed to enhance the efficiency, availability, and security of customer contact interaction management by supporting a highly available virtual contact center with integrated self-service applications across multiple sites. Unified CCX can integrate with Unified CM by means of JTAPI or with Unified CME by means of SIP. All the Unified CCX components, including the Unified CCX engine, Unified CCX database, CAD Server, Unified CCX Outbound Preview Dialer, and Express E-mail Manager, are installed on a single server. When Unified CCX is integrated with Unified CM, a second Unified CCX server can be added to provide redundancy for the Unified CCX server. Unified CCX has built-in email, outbound (direct preview dialer), and agent silent monitoring and recording capabilities. It can integrate with Cisco TelePresence and can support advanced features such as Automated Speech Recognition (ASR) and Text to Speech (TTS), HTTP, and VXML. It also supports products such as Cisco Unified Workforce Optimization to optimize performance and quality of the contact center. Cisco Unified IP IVR shares the same software architecture as Unified CCX. It provides prompting, collecting, and queuing capability for the Unified CCE solution. It could also be used as a standalone self-service application.



Cisco Unified Expert Advisor Cisco Unified Expert Advisor expands the scope of customer care by allowing presence-enabled enterprise knowledge workers to handle incoming customer calls without the need for the rigid tools and business rules typically found in formal contact centers. It provides intelligent routing of calls to available enterprise knowledge workers or experts who can accept calls and receive pre-call data with enterprise presence clients such as Cisco Unified Personal Communicator or Microsoft Office Communicator. Cisco Unified Expert Advisor can be deployed as an add-on to a Unified CCE solution or as a standalone application without Unified CCE agents. The knowledge workers can use any phone that is reachable by Unified CM, including IP phones or cell phones.



Administration and Management Cisco Contact Center products have built-in administration and management capabilities. For example, Unified CCE can be administered with the Configuration Manager tool that is installed with Unified CCE, and Unified CVP can be administered with the Unified CVP Operations Console, also known as Operations, Administration, Maintenance, and Provisioning (OAMP). In addition, Cisco Unified Contact Center Management Portal (Unified CCMP) can be deployed to simplify the operations and procedures for performing basic administrative functions such as managing agents and equipment. Unified CCMP is a browser-based management application designed for use by contact center system administrators, business users, and supervisors. It is a dense multi-tenant provisioning platform that overlays the Cisco Unified CCE, Unified ICM, Unified CM, and Unified CVP equipment.
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Reporting Cisco Unified Intelligence Center (Unified IC) is the main reporting tool for the Cisco Contact Center solutions. It is supported by Unified CCE, Unified CCX, Unified CVP, and Unified Expert Advisor. This platform is a web-based application offering many Web 2.0 features, high scalability, performance, and advanced features such as the ability to integrate data from other Cisco Unified Communications products or third-party data sources. Cisco Unified Intelligence Center gets source data from a database, such as an Unified CCE Administration & Data Server database or the Unified CVP Reporting Informix database. Reports are then generated and provided to a reporting client.



Multichannel Support The Cisco Unified Enterprise solution supports web interaction and email interaction for multichannel support. Cisco Unified Web Interaction Manager (Unified WIM) technology helps ensure that communication can be established from nearly any web browser. Cisco Unified E-Mail Interaction Manager (Unified EIM) provides inbound email routing, automated or agent assisted email responses, real-time and historical reporting, and role-based hierarchical rights management for agents, supervisors, administrators, and knowledge base administrators. For more design information on these products, refer to the Cisco Unified Web and E-Mail Interaction Manager Solution Reference Network Design Guide, available at http://www.cisco.com/en/US/products/ps7236/products_implementation_design_guides_list.html



Recording and Silent Monitoring Cisco Unified Contact Center solutions provide recording and silent monitoring capabilities based on the following options: •



The SPAN feature in Cisco switches This feature replicates the network traffic to a destination port to which a Cisco contact center server is connected.



•



The ability of the phone to span the voice stream to the PC that is connected to it In this case, the agent desktop receives the voice packets and sends them to a recording server or to a supervisor desktop for silent monitoring.



•



Unified CM and media replication by the built-in-bridge (BIB) in Cisco IP Phones
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Contact Center Deployment Models This section describes the various design models used for deploying Cisco Unified Contact Center solutions. For more details on these deployment models, refer to the Cisco Unified Contact Center SRNDs, available at http://www.cisco.com/go/ucsrnd



Single-Site Contact Center In this deployment, all the components such as call processing servers, voice gateways, and contact center servers are in the same site. Agents and supervisors are also located at that site. The main benefit of the single-site deployment model is that there is no WAN connectivity required and, therefore, no need to use a low-bandwidth codec such as G.729, transcoders, compressed Real-Time Transport Protocol (cRTP), or call admission control.



Multisite Contact Center with Centralized Call Processing A multisite deployment with centralized call processing consists of a single call processing cluster that provides services for many remote sites and uses the IP WAN. Cisco Contact Center applications (Unified CCE, Unified CCX, Unified CVP, and Unified Expert Advisor) are also typically centralized to reduce the overall costs of management and administration. Figure 28-1 illustrates this type of deployment. Figure 28-1
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Because the agents or the voice gateways in this type of deployment are located in remote sites, it is important to consider the bandwidth requirements between the sites. It is also important to carefully configure call admission control, Quality of Service (QoS), codecs, and so forth. For more information on the general design considerations for Unified Communications solutions, refer to the chapter on Unified Communications Deployment Models, page 5-1. Contact center deployments in a Unified Communications system typically have the following additional bandwidth requirements: •



The traffic volume handled by the agents is higher than that of typical users, and therefore voice and signaling traffic is also higher for agents.



•



Agents and supervisors use desktops with screen popup, reports and statistics, and so forth. This causes data traffic between the agent or supervisor desktops and the contact center servers. In addition, bandwidth calculations must account for reporting information if, for example, an agent or supervisor is remote and pulls data from a server in a central location. For more information and guidance, refer to the design guides for the individual Cisco Contact Center products, available at http://www.cisco.com/go/ucsrnd.



•



Depending on type of IVR solution, there could be traffic between the voice gateway and the IVR system. For example, if the voice gateways are distributed and calls arrive at a voice gateway located in a remote site with Unified IP IVR, there would be voice traffic across the WAN between the voice gateway and Unified IP IVR. With Unified CVP, the call could be queued at the remote site, with the VXML Gateway providing call treatment and queuing and therefore avoiding voice traffic across the WAN for IVR and reducing overall WAN bandwidth requirements.



Remote agents (for example, agents working from home) are also supported with Cisco Unified Contact Center. There are mainly two solutions. The first one requires the agent to use an IP phone that is connected to the central site by a broadband internet connection. In this solution, the phone is CTI controlled by the Cisco Unified Contact Center application. The second solution is based on Cisco Unified Mobile Agent, which enables an agent to participate in a call center with any PSTN phone such as cell phone.
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Multisite Contact Center with Distributed Call Processing The model for a multisite deployment with distributed call processing consists of multiple sites, each with its own call processing cluster connected to an IP WAN. This section assumes that each Unified CM cluster has agents registered to it. A Unified CCX deployment cannot be shared across multiple Unified CM clusters. Each Unified CM cluster requires its own Unified CCX deployment, as illustrated in Figure 28-2. Figure 28-2
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Requirements for Unified CCE differ from Unified CCX. A single Unified CCE system can span across multiple Unified CM clusters distributed across multiple geographic locations. A Unified CCE Agent PGs must be installed in each Unified CM cluster location and could be physically remote from the Unified CCE Central Controller (Call Router + Logger). Figure 28-3 illustrates this type of deployment and highlights the placement of the Agent PG.
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Figure 28-3
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If you require multiple contact center deployments, you could connect those deployments through Unified ICM by using the parent/child deployment model to form a single virtual contact center. The parent/child model provides several benefits, such as enterprise queuing and enterprise reporting across all the contact center deployments. It also provides complete site redundancy and higher scalability. For more details on the parent/child model, refer to the following documents: •



Cisco Unified Contact Center Enterprise SRND, available at http://www.cisco.com/go/ucsrnd



•



Cisco Contact Center Gateway Deployment Guide for Cisco Unified ICME/CCE/CCX, available at http://www.cisco.com/en/US/products/sw/custcosw/ps1001/prod_installation_guides_list.html



Similarly to the multisite model with centralized call processing, multisite deployments with distributed call processing require careful configuration of QoS, call admission control, codecs, and so forth.



Clustering Over the IP WAN In this deployment model, a single Unified CM cluster is deployed across multiple sites that are connected by an IP WAN with QoS features enabled. Cisco Unified Contact Center solutions can be deployed with this model. In fact, the Cisco Unified Contact Center components themselves can also be clustered over the WAN.
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For example, with Unified CCE, the side A servers could be remote from the Unified CCE side B servers and separated from them by an IP WAN connection. (For more details on Unified CCE high availability, see High Availability for Contact Centers, page 28-11.) The following design considerations apply to this type of deployment: •



The IP WAN between the two sites must be highly available, with no single point of failure. For example, the IP WAN links, routers, and switches must be redundant. WAN link redundancy could be achieved with multiple WAN links or with a SONET ring, which is highly resilient and has built-in redundancy For more details, refer to the Unified CCE SRND, available at http://www.cisco.com/go/ucsrnd.



•



The Agent Peripheral Gateway (PG) must be co-located with the CTI Manager server to which it is connected. Because of the large amount of redirect and transfer traffic and additional CTI traffic, the Intra-Cluster Communication Signaling (ICCS) bandwidth requirements between the Unified CM servers are higher when deploying Unified CCE. For more details, refer to the Unified CCE SRND, available at http://www.cisco.com/go/ucsrnd.



•



If the primary Unified CCE and Unified CM servers are located in one site and the secondary Unified CCE and Unified CM servers are in another site, the maximum latency between the two sites is dictated by the Unified CM latency requirement of 80 ms round trip time (RTT). However, if the Unified CCE servers are in different locations than the Unified CM servers, it is possible to have a higher latency between the redundant Unified CCE servers. For more information, refer to the Unified CCE SRND, available at http://www.cisco.com/go/ucsrnd.



Figure 28-4 illustrates a deployment of Unified CCE using clustering over the WAN. Figure 28-4
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With Unified CCX and Unified IP IVR solutions, the primary Unified CCX or Unified IP IVR server could also be remote from the backup server. This functionality is available with Release 8.0 (or later) of Unified CCX or Unified IP IVR. The requirements for Unified CCX deployments are different than the ones for Unified CCE deployments. For example, redundant WAN links are not required with Unified CCX. Also, the maximum latency between the primary and backup Unified CCX servers is 80 ms RTT. Figure 28-5 illustrates this type of deployment. For more details, refer to the Unified CCX SRND, available at http://www.cisco.com/go/ucsrnd.
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Figure 28-5
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Unified Expert Advisor supports deployment where the Unified Communications components such as Unified CM and Unified CCE are clustered over the WAN, but the Unified Expert Advisor primary and secondary runtime servers must be located at the same site.



Design Considerations for Contact Center Deployments This section summarizes the following major design considerations for contact center deployments: •



High Availability for Contact Centers, page 28-11



•



Bandwidth, Latency, and QoS Considerations, page 28-12



•



Call Admission Control, page 28-13



•



Integration with Unified CM, page 28-13



•



Other Design Considerations for Contact Centers, page 28-14



High Availability for Contact Centers All Cisco Unified Contact Center products provide high availability. For example, when you integrate Unified CCX or Unified IP IVR with Unified CM, you could add a second Unified CCX or Unified IP IVR server to provide high availability. One of the servers would be the active server and would handle all the call processing. The other server would be in standby mode and become active only if the primary server fails. Unified CVP also supports high available deployments with multiple Unified CVP servers, voice gateways, VXML gateways, SIP proxies, and so forth. With Unified CCE, most of the servers are required to be redundant, and the redundant instances are referred to as side A and side B instances. For example, Call Router A and Call Router B are redundant instances of the Call Router module (process) running on two different servers. This redundant configuration is also referred to as duplex mode. The Call Routers run in synchronized execution across the two servers, which means both sides of the duplex servers process every call. Other components, such as the Peripheral Gateways, run in hot-standby mode, meaning that only one of the Peripheral Gateways is actually active at any given time.
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In addition to the redundancy of the Unified Contact Center components themselves, their integration with Unified CM can also be redundant. For example, each Unified CCX or Unified IP IVR server can connect to a primary CTI Manager and also to a backup CTI Manager in case the primary CTI Manager fails. With Unified CCE, a PG side A would connect to a primary CTI Manager, while the redundant PG side B connects to the secondary CTI Manager, thus providing high availability if one CTI Manager fails. For more details, refer to the Cisco Unified Contact Center SRNDs, available at http://www.cisco.com/go/ucsrnd.



Bandwidth, Latency, and QoS Considerations This section describes how to provision WAN bandwidth in a multisite contact center deployment, taking into account different types of call control traffic and real-time voice traffic. It is important to understand the latency and QoS parameters because adequate bandwidth provisioning and implementation of QoS are critical components in the success of contact center deployments.



Bandwidth Provisioning Contact center solutions require sufficient WAN bandwidth to accommodate the following main types of traffic: •



Voice traffic between the ingress gateway and the IVR system. With Unified IP IVR, if the Unified IP IVR servers are in a central location and PSTN gateways are in remote locations, there will be voice traffic over the WAN. With Unified CVP, it is possible to queue the call at the edge and therefore keep the voice traffic local to the remote site to avoid voice traffic across a WAN link.



•



Voice traffic between the ingress gateway and the agent.



•



Voice signaling traffic. This is typically for the signaling traffic between the ingress gateway and Unified CM, and between the agent phone and Unified CM.



•



VXML Gateway traffic if Unified CVP is deployed. The traffic includes media file retrieval from the media server and VXML documents exchanged with the VXML server.



•



Data traffic between the agent or supervisor desktop and the Unified Contact Center server (CAD or CTI-OS traffic).



•



Reporting traffic between the reporting user and the Unified Contact Center Reporting server.



•



Traffic between Unified Contact Center servers if they are remote from each other. For example, this type of traffic occurs with clustering over the IP WAN or with multisite and distributed call processing with PGs remote from the Unified CCE Central Controller.



•



Additional Intra-Cluster Communication Signaling (ICCS) traffic between the Unified CM subscribers due to the large amount of redirect and transfer traffic and additional CTI traffic.



•



Voice traffic due to recording and silent monitoring. Depending on the solution, one or two RTP streams could be sent in order to silently monitor or record the conversation with an agent.



Bandwidth calculations and guidelines are provided in the Cisco Unified Contact Center SRNDs, available at http://www.cisco.com/go/ucsrnd.
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Latency Agents and supervisors can be located remotely from the call processing server and contact center server. Technically, the delay between the CTI OS server and CTI OS client, as well as between the CAD server and CAD or CSD desktop, could be very high because of high time-out values. Long latency will affect the user experience and might cause confusion or become unacceptable from the user perspective. For example, the phone could start ringing but the desktop might not be updated until later. Latency requirements between the contact center components and the call processing servers, and between the contact center components themselves, depend on the contact center solutions. For example, the Unified CCX redundant servers can be located remotely from each other, with a maximum latency of 80 ms RTT. With Unified CCE, the maximum latency between the Unified CCE servers and Unified CM, or between the Unified CCE servers themselves, is higher than 80 ms RTT. For more details, refer to the Cisco Unified Contact Center SRNDs, available at http://www.cisco.com/go/ucsrnd.



QoS Similar to deployments with other Unified Communications components, contact center deployments require the configuration of Quality of Service (QoS) to prioritize time-sensitive or critical traffic. QoS marking for voice and voice signaling in a contact center environment is the same as with other Unified Communications deployments. Traffic specific to the contact center must be marked with specific QoS markings. For example, some of the traffic for the Unified CCE private network must be marked as AF31, while other traffic must be marked as AF11. The QoS marking recommendations and QoS design guidance are documented for each Unified Contact Center solution in their respective Cisco Unified Contact Center SRNDs, available at http://www.cisco.com/go/ucsrnd.



Call Admission Control Similar to deployments with other Unified Communications components, contact center deployments require careful provisioning of call admission control. The same mechanisms described in the chapter on Call Admission Control, page 11-1, also apply to contact center environments. Voice traffic associated with silent monitoring and recording might not be accounted for in the call admission control calculation. For example, voice traffic from silent monitoring and recording by Unified CM (voice traffic forked at the phone) is properly accounted for, but voice traffic from desktop-based silent monitoring (desktop connected to the back of the agent IP phone) is not counted in call admission control calculations. Call admission control for Mobile Agent and Unified CVP involves special considerations. For more details, refer to the Cisco Unified Contact Center SRNDs, available at http://www.cisco.com/go/ucsrnd.



Integration with Unified CM Observe the following design considerations apply when integrating Cisco Unified Contact Center components with Unified CM: •



For administration and upgrade purposes, Cisco recommends separate Unified CM clusters for contact center and non-contact center deployments. If separate clusters are not possible, then Cisco recommends separate Unified CM subscriber servers for contact center and non-contact center applications. For more details, refer to the Unified CCE SRND, available at http://www.cisco.com/go/ucsrnd.
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•



With contact center deployments, Cisco recommends that you do not use a 2:1 redundancy scheme for the Unified CM servers. Use 1:1 redundancy to provide higher resiliency and faster upgrades. For more details, refer to the Unified CCE SRND, available at http://www.cisco.com/go/ucsrnd.



•



The integration between Unified CM and Unified CCX, Unified IP IVR, or Unified CCE is done through JTAPI. The Unified CCX server connects to a primary CTI Manager. It also has a backup connection to a secondary CTI Manager. With Unified CCE, the Agent PG connects to only one CTI Manager. The redundant Agent PG connects to the backup CTI Manager only. If the primary CTI Manager fails, the primary Agent PG will also fail and trigger the failover.



•



There are several ways to deploy CTI Manager with the Unified CCE PG. For example, in a Unified CCE deployment that requires four Unified CM subscriber pairs, four Agent PGs could be deployed and each Agent PG could be connected to a separate Unified CM subscriber pair that is also running the CTI Manager Service. Alternatively, a single PG could connect to only one of the Unified CM subscriber pairs that is running the CTI Manager Service, and through this Unified CM pair, the PG would be able to control/monitor agent phones on all four Unified CM subscriber pairs. This configuration is common in centralized deployments and is illustrated in Figure 28-6. For more details, refer to the Unified CCE SRND, available at http://www.cisco.com/go/ucsrnd.



•



It is possible to integrate multiple Unified CCX deployments with a single Unified CM cluster. For more details, refer to the Unified CCX SRND, available at http://www.cisco.com/go/ucsrnd. Deployment with One Agent PG and Four Unified CM Subscriber Pairs
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Figure 28-6



Other Design Considerations for Contact Centers The following additional design considerations apply in the situations indicated: •



Because Unified CVP allows queuing at the edge, deploying Unified CVP instead of Unified IP IVR could lower the bandwidth requirements for multisite deployments.



•



Most of the Cisco Unified Contact Center products and components can be installed in a virtualized environment based on VMware. For details, consult the respective Cisco Unified Contact Center SRNDs, available at http://www.cisco.com/go/ucsrnd.



•



Media termination point (MTP) resources might be required in some scenarios. For example, with Mobile Agents, MTPs are required for the associated CTI ports when RFC 2833 is negotiated. MTPs are also required in some scenarios with Unified CVP. For details, consult the respective Cisco Unified Contact Center SRNDs, available at http://www.cisco.com/go/ucsrnd.



•



Some third-party contact center products are also supported with Unified CM. The integration with Unified CM could be based on JTAPI and could use CTI ports for call treatment and queuing and CTI route points. To size Unified CM correctly, it is important to have a good understanding of the call flows and their impact on Unified CM. It is also important to understand how the redundancy is implemented and whether or not it impacts Unified CM or CTI scalability.
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Capacity Planning for Contact Centers All deployments must be sized with the Cisco Unified Communications Sizing Tool (Unified CST). This tool performs sizing of the contact center products such as Unified CCE, Unified IP IVR, Unified CVP, Unified CCX, and Expert Advisor. It determines the contact center resources required for your deployment, such as number of agents, number of IVR ports, and number of gateway ports. In addition to performing sizing for the contact center components themselves, the tool also sizes the rest of the Unified Communications solution, including Unified CM and voice gateways. This tool is available to Cisco employees and partners only (with proper login authentication) at http://tools.cisco.com/cucst. In general, sizing of the contact center depends heavily on the busy hour call attempts (BHCA) for calls coming into the contact center. It also depends on other parameters such as the Service Level Goal and Target Answer Time. For example, a deployment where 90% of the calls must be answered within 30 seconds will require more contact center resources than a deployment where 80% of the calls must be answered within 2 minutes. Another parameter that impacts the sizing is whether CAD or CTI OS is used, which could result in different Agent PG scalability. Use the Unified CST for sizing, and consult the respective Cisco Unified Contact Center SRNDs, available at http://www.cisco.com/go/ucsrnd, for more details. The contact center design also impacts Unified CM sizing. The following considerations apply to sizing Unified CM when it is deployed in contact center solutions: •



The maximum number of Unified CCE agents in a single Unified CM cluster depends on the IVR solution. With Unified IP IVR, CTI route points and CTI ports are used during the call treatment queuing, which consume Unified CM resources. With Unified CVP, the call treatment and queuing are typically handled by the VXML Gateway, Unified CVP VXML server, and Unified CVP call server, with no impact on Unified CM. Therefore, a single Unified CM cluster can support more agents with Unified CVP than with Unified IP IVR.



•



The Unified CCE Mobile Agent feature relies on CTI ports and therefore needs additional resources from Unified CM subscribers. Therefore, Unified CM scalability is reduced when Mobile Agents are deployed.



•



With Unified CCE deployments, two types of outbound dialers are available. With the SCCP dialer, the dialer ports are registered to Unified CM, and each outbound call involves Unified CM even if the outbound call does not reach a live customer. With the SIP dialer, each outbound call is placed directly from the SIP dialer port to the egress voice gateway. With the SIP dialer, the call reaches Unified CM only when the call is transferred to an agent. Therefore, Unified CM capacity is much higher when the SIP dialer is used.



•



When sizing Unified CM, it is also important to account for any additional CTI applications. For example, some PC clients can control a phone remotely through CTI. Some call recording applications can also integrate directly with Unified CM through the CTI Manager and can monitor agent phones, which could require additional resources from Unified CM. For more details, refer to Computer Telephony Integration (CTI), page 8-29, and to the Cisco Unified Contact Center SRNDs available at http://www.cisco.com/go/ucsrnd.



•



Some silent monitoring and recording solutions (such as the silent monitoring and recording feature based on Unified CM) consume resources from Unified CM, whereas other solutions such as SPAN or desktop silent monitoring and recording do not.



•



Again, due to the complexity associated with sizing, all deployments must be sized with the Cisco Unified Communications Sizing Tool, available to Cisco employees and partners only (with proper login authentication) at http://tools.cisco.com/cucst



For more details, refer to the Cisco Unified Contact Center SRNDs, available at http://www.cisco.com/go/ucsrnd.
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Network Management Tools Unified CCE is managed with the Simple Network Management Protocol (SNMP). Unified CCE devices have a built-in SNMP agent infrastructure that supports SNMP v1, v2c, and v3, and it exposes instrumentation defined by the CISCO-CONTACT-CENTER-APPS-MIB. This MIB provides configuration, discovery, and health instrumentation that can be monitored by standard SNMP management stations. Moreover, Unified CCE provides a rich set of SNMP notifications that alert administrators of any faults in the system. Unified CCE also provides a standard syslog event feed (conforming to RFC 3164) for those administrators who want to take advantage of a more verbose set of events. For more information about configuring the Unified CCE SNMP agent infrastructure and the syslog feed, refer to the SNMP Guide for Cisco ICM/IPCC Enterprise & Hosted Editions, available at http://www.cisco.com/en/US/products/sw/custcosw/ps1001/products_installation_and_configurati on_guides_list.html Unified CVP health monitoring can be performed by using any SNMP standard monitoring tool to get a detailed visual and tabular representation of the health of the solution network. All Unified CVP product components and most Unified CVP solution components also issue SNMP traps and statistics that can be delivered to any standard SNMP management station or monitoring tool. Unified CCX can also be managed with SNMP and a syslog interface.
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Once the network, call routing, call control infrastructure, and applications and services have been put in place for your Cisco Unified Communications System, network and application management components can be added or layered on top of that infrastructure. There are numerous operations and serviceability applications and services that can be deployed in an existing Cisco Unified Communications infrastructure. These applications and services can be classified into four basic areas: •



User and Device Provisioning Services — Provide the ability to centrally provision and configure users and devices for unified communications applications and services.



•



Voice Quality Monitoring and Alerting — Provide the ability to monitor on an ongoing basis various call flows occurring within the system to determine whether voice quality is acceptable and to alert administrators when the voice quality is not acceptable.



•



Operations and Fault Monitoring — Provides the ability to centrally monitor all application and service operations and to issue alerts to administrators regarding network and application failures.



•



Network and Application Probing — Provides the ability to probe and collect network and application traffic information at various locations throughout the deployment and to allow administrators to access and retrieve this information from a central location.



This part of the SRND covers the applications and services mentioned above. It provides an introduction to the various network management applications and services, followed by discussions surrounding architecture, high availability, capacity planning, and design considerations. The discussions focus on design-related aspects of the applications and services rather than product-specific support and configuration information, which is covered in related product documentation. This part of the SRND includes the following chapter: •



Network Management, page 30-1 This chapter examines unified communications network and application management services, a common and prevalent set of services within most unified communications deployments, which allows administrators to provision and configure users and devices, monitor network and application operations as well as voice quality, and receive alerts and alarms when issues arise. This chapter also examines the impact of these management applications and services on deployment models and provides design and deployment best practices for network and application management services and applications.
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Architecture As with other network and application technology systems, operations and serviceability applications and services must be layered on top of the underlying network, system, and application infrastructures in order to be able to monitor and control these infrastructures. Figure 29-1 shows the logical location of unified communications operations and serviceability in the overall Cisco Unified Communications System architecture. Figure 29-1
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Unified communications operations and serviceability services such as user and device provisioning, voice quality monitoring and altering, operations and fault monitoring, and network and application probing, all rely on the underlying network infrastructure for network connectivity for various operations and serviceability applications and probes. While there is no direct reliance on the unified communications call routing, call control infrastructure, or unified communications applications and services, these infrastructures and applications are what the various operational and management services actually manage and configure. For example, user and device provisioning services as well as various monitoring and alerting services leverage the network infrastructure for connectivity to various
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unified communications applications and service nodes in order to configure and monitor various components and operations. These same services also communicate directly with, and in some cases change configurations on or receive alerts from, components such as call processing agents, PSTN and IP gateways, media resources, endpoints, and various unified communications applications for voice messaging, rich media conferencing, and collaboration clients. In addition to relying on these infrastructure layers and basic unified communications services and applications, services pertaining to operations and serviceability are also often dependent upon each other for full functionality.



High Availability As with network, call routing, and call control infrastructures and critical unified communications applications and services, unified communications operations and serviceability services should be made highly available to ensure that required provisioning, monitoring, and altering will continue even if failures occur in the network or applications. It is important to understand the various types of failures that can occur as well as the design considerations around those failures. In some cases, the failure of a single operations and management application or server can impact multiple services because the unified communications operations and serviceability components are dependent on other components or services. For example, while the various application service components of a network management deployment might be functioning properly, the loss of network connectivity to, or a failure of, a network probe would effectively eliminate the ability to monitor network health or voice quality unless redundant network probes had been deployed along with alternate paths of connectivity. For operations and serviceability functions such as user and device provisioning, high availability considerations include temporary loss of functionality due to network connectivity or application server failures resulting in the inability of administrators to provision users and devices or to make changes to these user account or device configurations. In addition, failover considerations for these types of operations include scenarios in which portions of the functionality can be handled by a redundant operation or management application that allows administrators to continue to facilitate some configuration changes in the event of certain failures. High availability considerations are also a concern for operations and serviceability applications that provide services such as voice quality monitoring or application and operations fault monitoring. Interrupted network connectivity or server or application failures will typically result in a reduced ability to monitor and/or alert, and in some cases complete loss of such functionality. For voice quality monitoring, this can mean that voice quality measurements for some call flows or devices will be unavailable. For operations and fault monitoring services, high availability considerations include the potential for loss of operational change tracking data or fault alerts and indications.



Capacity Planning Network, call routing, and call control infrastructures as well as unified communications applications and services must be designed and deployed with an understanding of the capacity and scalability of the individual components and the overall system. Similarly, deployments of operations and serviceability components and services must also be designed with attention to capacity and scalability considerations. When deploying various operations and serviceability applications and components, not only is it important to consider the scalability of these applications themselves, but you must also consider the scalability of the underlying infrastructures. Certainly the network infrastructure must have available bandwidth and be capable of handling the additional traffic load these operations will create. Likewise, the call routing and control infrastructure must be capable of handling required inputs and outputs as facilitated by the various operations and serviceability components in use. For example, with operational applications and services such as voice quality monitoring and alerting and operations and fault
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monitoring, there are capacity implications for each of these individual applications or services in terms of the number of devices and call flows that can be monitored at a given time, but just as important is the scalability of the underlying infrastructure and monitored applications to handle the added network traffic and connections required for monitoring and alerting. While the monitoring and alerting application or service itself may be able to support the monitoring of many network devices and call flows, the underlying network or devices might not have available capacity to handle the probing connections or the alarm messaging load generated by these monitoring and alerting services. For operation applications or services that provide user or device provisioning capabilities, capacity planning considerations include things such as ensuring that the provisioning application can handle the requested load and also that user or device provisioning operations not only do not exceed the number of support devices or users for a particular underlying unified communications application or service, but also that provisioning or configuration change transactions do not exceed either the capacity of the underlying network or the rate at which a particular application can handle transactions. In most cases additional capacity can be added by increasing the number of operational provisioning application servers or by increasing the size or number of underlying unified communications applications or service instances, assuming the underlying network and call routing and control infrastructures are capable of handling this additional load.
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Network management is a service consisting of a wide variety of tools, applications, and products to assist network system administrators in provisioning, operating, monitoring and maintaining new and existing network deployments. A network administrator faces many challenges when deploying and configuring network devices and when operating, monitoring, and reporting on the health of the network infrastructure and components such as routers, servers, switches and so forth. Network management helps system administrators monitor each network device and network activity so that they can isolate and investigate problems in a timely manner for better performance and productivity. With the convergence of voice and data, the need for unified management is greater than ever. The Cisco Unified Communications Management Suite offers a set of integrated tools that help to test, deploy, and monitor the Cisco Unified Communications system. A network manager implements the various management phases to strategically manage the performance and availability of Cisco Unified Communications applications including voice, video, contact center, and rich media applications. The network management phases typically include: plan, design, implement, and operate (PDIO). Table 30-1 lists the PDIO phases and the major tasks involved with each phase. Table 30-1



Network Management Phases and Tasks



Plan & Design



Implement



Operate



Assess the network infrastructure for Cisco Unified Communications capability. For example, predict overall call quality.



Deploy and provision Cisco Unified Communications. For example, configure the dial plan, partitioning, user features, and so forth.



Manage changes for users, services, IP phones, and so forth.



Enable features and functionality Prepare the network to support Cisco Unified Communications. on the existing infrastructure to support Cisco Unified Analyze network management Communications. For example, best practices. configure voice ports, gateway functionality on routers, and so forth.



Generate reports for operations, capacity planning, executive summaries, and so forth. Track and report on user experiences. For example, use sensors to monitor voice quality. Monitor and diagnose problems such as network failures, device failures, call routing issues, and so forth.
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What's New in This Chapter



This chapter provides the design guidance for the following management tools and products that fit into the implementation and operation phases of Cisco Unified Communications Management: •



Implement & Operate – Cisco Unified Provisioning Manager (Unified PM) manages provisioning of initial



deployments and ongoing operational activation for IP communications services. For details, refer to the related product documentation available at http://www.cisco.com/en/US/products/ps7125/tsd_products_support_series_home.html. •



Operate – Cisco Unified Operations Manager (Unified OM) provides comprehensive monitoring with



proactive and reactive diagnostics for the entire Cisco Unified Communications system. For details, refer to the related product documentation available at http://www.cisco.com/en/US/products/ps6535/tsd_products_support_series_home.html. – Cisco Unified Service Monitor (Unified SM) provides a reliable method of monitoring and



evaluating voice quality in Cisco Unified Communications systems. For details, refer to the related product documentation available at http://www.cisco.com/en/US/products/ps6536/tsd_products_support_series_home.html. – Cisco Unified Service Statistics Manager (Unified SSM) provides advanced statistics analysis



and reporting capabilities for Cisco Unified Communications deployments. For details, refer to the related product documentation available at http://www.cisco.com/en/US/products/ps7285/tsd_products_support_series_home.html. For information on which software versions are supported with Cisco Unified Communications Manager (Unified CM), refer to the Cisco Unified Communications Manager Software Compatibility Matrix, available at http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/compat/ccmcompmatr.html



What's New in This Chapter Table 30-2 lists the topics that are new in this chapter or that have changed significantly from previous releases of this document. Table 30-2



New or Changed Information Since the Previous Release of This Document



New or Revised Topic



Described in:



Revision Date



Cisco Unified Analysis Manager



Cisco Unified Analysis Manager, page 30-20



April 2, 2010



Cisco Unified Reporting



Cisco Unified Reporting, page 30-20



April 2, 2010



Monitoring of virtualized Unified Communications Systems by Cisco Unified Operations Manager



Cisco Unified Operations Manager, page 30-3



April 2, 2010
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Network Infrastructure Requirements for Cisco Unified Network Management Applications A well designed network is the foundation for operating and managing a Cisco Unified Communications network. Cisco highly recommends that you design your Cisco Unified Communications network to conform to the following strict requirements: •



Average IP packet loss 
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