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• BBB-secure assuming H and H 0 are ε-AU secure: 2 2 2 AdvMAC HaT (q, v ) ≤ q ε + qv ε + (. . .)



• follow-up work: Hash-then-TBC construction [LN17], BBB-secure



under more complex UHF-type properties of H B. Cogliati, J. Lee, Y. Seurin



New Constructions of MACs from (T)BCs



FSE 2018



12 / 24



Generalities



Stateless Deterministic MACs



Nonce-Based MACs



Conclusion



Construction 1: Hash-as-Tweak (HaT) HK0 0



M M



HK



eK 00 E



Hash-as-Tweak (HaT)



HK



T



eK 0 E



T



Hash-then-TBC



• BBB-secure assuming H and H 0 are ε-AU secure: 2 2 2 AdvMAC HaT (q, v ) ≤ q ε + qv ε + (. . .)



• follow-up work: Hash-then-TBC construction [LN17], BBB-secure



under more complex UHF-type properties of H B. Cogliati, J. Lee, Y. Seurin



New Constructions of MACs from (T)BCs



FSE 2018



12 / 24



Generalities



Stateless Deterministic MACs



Nonce-Based MACs



Conclusion



Construction 2: Hash-as-Key (HaK) HK0 0



M



HK



E



T



• output transformation unkeyed ⇒ H and H 0 must be ε0 -uniform:



∀M, ∀Y , Pr[K ←$ K : HK (M) = Y ] ≤ ε0 • BBB-secure in the ideal cipher model assuming H and H 0 are ε-AU



and ε0 -uniform: 2 2 2 AdvMAC HaK (q, v ) ≤ q ε + qv ε + (. . .) B. Cogliati, J. Lee, Y. Seurin



New Constructions of MACs from (T)BCs



FSE 2018



13 / 24



Generalities



Stateless Deterministic MACs



Nonce-Based MACs



Conclusion



The UHF-then-RO construction M HK G



T



• Hash-as-Key (HaK) is a special case of the “UHF-then-RO”



construction • modeling G as a random function oracle (qG queries), the



construction is secure if H is ε-AU and ε0 -uniform: AdvPRF G◦H (q, qG ) ≤



q2ε + qqG ε0 2



• security proof under a standard assumption on G? B. Cogliati, J. Lee, Y. Seurin
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TBC-based BC-based



stateless and deterministic Hash-as-Tweak (HaT) Hash-as-Key (HaK)



nonce-based/randomized Nonce-as-Tweak (NaT) Nonce-as-Key (NaK)



• all security proofs rely on the standard H-coefficients



technique [Pat08, CS14] • our work does not address how to construct the UHF from a BC or



TBC but many existing constructions can be used (PMAC/PMAC1 [BR02, Rog04], ZHASH [IMPS17], etc.) • Nonce-as-Tweak (NaT) used in CAESAR candidate Deoxys v1.4
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