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Maxime BENOIT - IT Architect Session 1604



Agenda • Dassault Aviation & SMS Virtual Plateau • SOA Platform • Simple use cases • Complex use cases • Virtual Plateau • Digital Factory



• Datapower in the Future • Summary 2



Dassault Aviation



" Higher together …"
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Dassault Aviation Profile



• Since 1936, always had financial profits • Owned by its’ founding family



• Designs, manufactures and sells both



combat aircrafts & business jets
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NM = Nautical Miles



Dassault Aviation Business Aircrafts



FALCON 2000S 3350 NM – 8/10 passengers



FALCON 2000LX 4000 NM – 8/14 passengers FALCON SMS



FALCON 900LX 4800 NM – 12/19 passengers



FALCON 7X 5950 NM – 12/19 passengers
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Dassault Aviation Military Aircrafts



RAFALE Omnirole



nEUROn UCAV
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Dassault Aviation Sites DFJ - TETERBORO Support and sales



DFJ - WILMINGTON Maintenance



DFJ - LITTLE ROCK



Primary parts Integral structure



DFJ - DEERFIELD BEACH



ARGENTEUIL Primary parts: fuselage



SECLIN



Layout & Maintenance



DASSAULT AVIATION SUBSIDIARIES



DFS - LE BOURGET Business jet & Maintenance



Reparation & overhaul



POITIERS Titanium SPFDB Canopies



SAINT CLOUD General Management R&D



MARTIGNAS Wings



MERIGNAC R&D Final assembly/commissioning



CAZAUX Weapon system tests



BIARRITZ



ARGONAY Equipment Flight Control



ISTRES In-flight tests Development



Composites Fuselage
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Dassault Aviation Global PLM



• Design



• Manufacturing • Maintenance
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SMS Virtual Plateau
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SMS Virtual Plateau RPS Reference Program Space Physical Plateau



RCS Reference Collaboration Space



Partners 10



SMS Virtual Plateau Dassault Aviation needs for remote access



• Authentication / Authorization / Audit • Portal features • Transactions traceability • Protocol mediation • Single Sign On
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SMS Virtual Plateau IBM Proposal: IBM WebSphere DataPower Appliance • Purpose-built, fine-tuned consumable hardware platform • Provides high levels of certified security assurance – FIPS 140-2 Level 3 – Common Criteria EAL4



• Achieves fast performance with multiple layers of specialized hardware acceleration • Many functions incorporated in a single device – – – – –



Service level management Dynamic routing and load distribution Edge security Policy enforcement Transport and message transformation



• Simplified maintenance model – – – –



Drop-in appliance form-factor Secures traffic in minutes Push-button flash upgrade process Integrates with existing operations
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WebSphere DataPower Appliances XML Accelerator Hardware Component



Crypto Treatements Hardware Component



Replacable Units:  HDD (RAID-1 / 300Go)  Power Supply (2)  Fans (2)  Battery (2)  Network Modules



WAMC



Firmware



Slot for Hardware Security Module (HSM)



Management Ports



RJ45 Console Port



Network Modules
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WebSphere DataPower Appliances Security Gateway REST / XML / SOAP / JSON…



Service Consumer



Internet



IP Firewall



LDAP



Application Server



Integration / ESB



COBOL/MQ



 XML/HTTP RESPONSE



Legacy



XML/HTTP REQ 



Service Consumer
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DASSAULT AVIATION Enterprise Bus & SOA Platform



• Simplify applicative communication • Keep applicative evolutions independent • Reduce costs and delays for complex



solutions with multiple applications • Standardisation • Centralisation • Consolidation
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SOA Platform Back in 2008 …



M. Lamrani presented Dassault Aviation Enterprise bus & WESB
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SOA Platform WESB Ambitions



• Mediation Services Protocol transformation (data and protocols) Routing is supported by naming schemas



• Transport Services Synchronous / Asynchronous Application security is defined on a case by case basis



• Event Services Publish / Subscribe
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SOA Platform



Enterprise Orchestration



Back in 2008 …



Exchange Bus



Exchange Bus



WPG Exchange B2B



MQ Exchange



Enterprise Bus



Control Bus MQ Event



Service Bus



Information Bus MQ Exchange



TDI LDAP



GCO Services



WESB Services WSRR WebSphere Services Registry Repository



ERP PLM



CRM



KM



BI



MQ Exchange



NetWeaver Exchange
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SOA Platform



Enterprise Orchestration



2012 Exchange Bus



Exchange Bus



WPG Exchange B2B



MQ Exchange



Enterprise Bus



Control Bus MQ Event



Service Bus



Information Bus MQ Exchange



GCO Services



TDI LDAP



WSRR WebSphere Services Registry Repository



ERP PLM



CRM



KM



BI



MQ Exchange



NetWeaver Exchange
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SOA Platform Datapower deployment in 2012



DEVELOPMENT



VALIDATION



PRODUCTION Dassault Aviation IT



Factory IT



PVSMS - RCS



DMZ
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SOA Platform Projects working with Datapower SIMPLE USE CASES



• FalconBroadcast • •



High Availability : 24/4 Protocol transformation : sFTP to MQ



• Human Resources portal Frontal authentication : Kerberos Identity Provider : SAML + SAP Logon Ticket



• •



COMPLEX USE CASES



• VIRTUAL PLATEAU • • • • •



High Availability : 24/4 Strong authenticated remote access Sensitive transactions traceability User and access rights identification Secured access to RCS and RPS applications



• DIGITAL FACTORY • • • • •



Protocol transformation Message transformation File system access File system polling REST service
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SIMPLE USE CASE



FalconBroadcast • Protocol transformation : sFTP to MQ



• High availability : 24/7 Datapower



CRM Platform



(MQ)



Datapower



@



(sFTP)



Ground Relays
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SIMPLE USE CASE



Human Resources Portal • Kerberos authentication



• Identity provider : SAML & SAP Logon Ticket



SAML SAP LOGON TICKET
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COMPLEX USE CASE



Virtual Plateau • Strong authentication



• Secure access to applications



• Portal features



• Sensitive transactions traceability
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COMPLEX USE CASE



Virtual Plateau Directory



Federation Box



Applications



Directory



RPS RPS-DMZ



RCS



Hub Portal



Security Portal



Partner 25



COMPLEX USE CASE



Virtual Plateau RCS, the single access point • Strong authentication • Portal features



Directory



RCS SAML



SAML Hub Portal



Security Portal Certificate Partner 26



COMPLEX USE CASE



Virtual Plateau Federation Box Directory



Applications



• Secure access to



application • Sensitive transactions traceability



App Token



Federation Box



RPS RPS-DMZ



SAML
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Virtual Plateau Federation Box = Datapower + Authentication switch Applications



• IBM WebSphere



Datapower RPS RPS-DMZ



• Verify SAML • Directory checker • Application token generator



• Dassault Custom Apache



Authent75 3[(e)-3(n)-3(t)485M BDC BT



28



COMPLEX USE CASE



Virtual Plateau Federation Box Directory



Federation Box



RPS RPS-DMZ



Applications



• IBM WebSphere



Datapower Work only with SAML statement : • Trust token with : < ds:Signature > < saml:Conditions >



• Route with : < saml:Attribute Name="ApplicationID" >



• Authenticate with : < saml:Subject >
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COMPLEX USE CASE



Virtual Plateau Federation Box Directory



Federation Box



RPS RPS-DMZ



Applications



• IBM WebSphere



Datapower 1. Trust SAML token 2. Route to XML Firewall regarding Application ID 3. AAA : 1. Extract identity from SAML 2. Authenticate user_dn in LDAP directory 3. Check Authorization in LDAP directory 4. Token basic / LTPA / Kerberos



4.Set route to the application 30



COMPLEX USE CASE



Virtual Plateau User to Machine Applications Directory



App Token



Directory



App Token



RPS RPS-DMZ



RCS SAML



SAML



Certificate Partner 31



COMPLEX USE CASE



Virtual Plateau Securing Web-Services



• Exposed in RCS through Datapower Web



service proxy • Single web-service between RPS and RCS • Original SOAP message serialized and improved with SAML token • RPS Datapower trusts and deserializes
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COMPLEX USE CASE



Virtual Plateau Machine to Machine Applications Directory



SOAP



Directory



RPS RPS-DMZ



SAML



RCS



Certificate



SOAP



SOAP SAML



SOAP



Partner 33



COMPLEX USE CASE



Virtual Plateau Feedback



• The Datapower has responded to all of our



needs • No protocol or security restrictions • Easy to add applications (token generation) • Efficient performance
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COMPLEX USE CASE



Digital Factory • Protocol transformation • Message transformation



• Filesystem access



• REST service



• Establish communication between Dassault



Aviation IT and industrial facilities • Industrial facilities have a 20-year lifespan • Need to keep both of them independent
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COMPLEX USE CASE



Digital Factory Industrial Hub Dassault Aviation IT Manufacturing Execution System Shared interface



Industrial Hub Specific interface High Speed Manufacturing



Specific interface Ink marking of primary pieces



Factory IT



36



COMPLEX USE CASE



Digital Factory Datapower deployment & main components Manufacturing Execution System WSRR



Factory IT - Argenteuil



Central IT - Saint-Cloud



Factory IT - Site 2



Factory IT - Site 3
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COMPLEX USE CASE



Digital Factory Manufacturing Execution System Manufacturing Execution System WSRR



• Two WebServices Central IT - Saint-Cloud



• Production Plan descent • Operation update



Production Plan (P.P.) set of Operations one Operation can be available, in progress, or finished
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COMPLEX USE CASE



Digital Factory High Speed Manufacturing



Flexible cell manufacturing, continuously seven days a week, makes parts of aircraft structures necessary for the production of twelve aircrafts per month. • Works with a Production Plan (P.P.) from the workshops management tool • It’s supervisor does only HTTP basic operations (GET, POST, … ) • Reads P.P. from the filesystem 39



COMPLEX USE CASE



Digital Factory High Speed Manufacturing – Production Plan Response Manufacturing Execution System WSRR



SOAP/HTTP



SOAP/HTTP



TEXT/NFS



File System Central IT - Saint-Cloud



4. Receives SOAP response 5. Transmits to the Factory IT 6. Transforms xml response to text



HTTP



Facility Supervisor



Factory IT - Argenteuil



7. Writes on the filesystem with NFS 8. The HTTP response depends on the NFS return code 41



COMPLEX USE CASE



Digital Factory High Speed Manufacturing – Operation Update Request Manufacturing Execution System WSRR SOAP/HTTP



XML/NFS



XML/HTTP



Central IT - Saint-Cloud



File System



XML/NFS



Facility Supervisor



Factory IT - Argenteuil



3. Transmits to the Central IT 1. The Supervisor writes xml file on the filesystem (REST Service) 2. The Datapower reads file with one NFS 4. Calls the WebService Poller 42



COMPLEX USE CASE



Digital Factory High Speed Manufacturing – Operation Update Response Manufacturing Execution System WSRR



SOAP/HTTP



SOAP/HTTP XML/NFS



File System Central IT - Saint-Cloud



Facility Supervisor



Factory IT - Argenteuil



5. Receives the SOAP response 8. Writes on the filesystem with NFS depending on the SOAP 6. Transmits to Factory IT response 7. Processes the SOAP Response
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Digital Factory



Ink marking primary pieces – Operation Response Manufacturing Execution System
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COMPLEX USE CASE



Digital Factory Feedback
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Websphere Datapower Appliances Security Gateway XG45  Web services security  Rich authentication and authorization  Centralized policy management



 Entry-level SOA choice  Built for both DMZ and Internal deployments  Slim 1U form-factor design



Integration Appliance XI52 / XI50B / XI50z  Consumable hardware ESB  Any-to-any conversion at wire-speed  Intelligent Load Distribution and Dynamic Routing



 Enterprise-class SOA choice  Optional Hardware Security Module  High-density 2U form-factor design



B2B Appliance XB62  Unparalleled B2B performance  Secure B2B messaging (EDIINT AS1, AS2, AS3)  Trading Partner Profile management



 EDI and ebXML Support  Transaction viewing and resending  Native MQ FTE Integration



Edge Appliance XE82  WebSphere Application Accelerator  Designed for web applications over Public Networks and SaaS applications over Hybrid Networks 46



 Web Application Gateway  Web Services Proxy  Intelligent Workload Management



DataPower B2B Appliance Integrate B2B partners with unparalleled performance DataPower XB62 • Consumable DMZ-ready B2B Gateway – Rapid partner on-boarding



• Offload your AS1, AS2, and AS3 handling – Drummond Group AS2 Certified



B2B Gateway Service Partner Connection Internal Partner Front Side Handlers Destinations External Partner Integration Destinations Front Side Handlers



• Route EDI, XML, and Binary payloads Partner Profiles



• Centralize and consolidate your B2B Trading



Partner and Transaction Management



• Review, correlate, and resend B2B transactions



Metadata Store (DB)



Document Store (HDD)



• Archive and purge historical data B2B Viewer



DATAPOWER IN THE FUTURE



Business to Business • AS2 communication



• WebService client



• JMS/MQ Logging



• Business Activity Monitoring



Log database



AS & BAM



Datapower XB62 Business Partner AS2/HTTPS
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DATAPOWER IN THE FUTURE



Business to Business Payload transmission Log database



AS & BAM



Datapower XB62 Business Partner AS2/HTTPS
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DATAPOWER IN THE FUTURE



Business to Business MDN reception Log database



AS & BAM



Datapower XB62 Business Partner AS2/HTTPS
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DATAPOWER IN THE FUTURE



Datapower in the future Business Activity Management
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DATAPOWER IN THE FUTURE



Datapower in the future Feedback • Compared to others B2B solutions, it is the same



complexity to configure one B2B exchange, but : • Easier to promote ; • Easier to transform • Improve payload tracability ;
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Summary • The IBM WebSphere Datapower is a “swiss army



knife”, which facilitates interoperability and can be use in various contexts.



•
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