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1. Create the work environment 1.1.



Build a Debian image



#qemu -img create vmain.raw 5G #kvm -hda vmain.raw -cdrom/home/user/Desktop/debian-5-03-i386-netinst.iso -boot d -m 1024



1.2.



Run this image to install main packets



#kvm -hda vmain.raw -m 512 -name main



1.3.



Java’s installation



First, we must install the non-free repository. Edit the sources.list to add the keyword “nonfree” after this sentence: “deb http://ftp.fr/debian / lenny main” #nano /etc/apt/sources.list deb http://ftp.fr/debian / lenny main non-free After that, we can update the aptitude package and begin the Java’s installation. #aptitude update #aptitude install sun-java6-jre sun-java6-jdk It’s necessary to fix a JAVA_HOME variable environment. To do this, add the following line “export JAVA_HOME=/usr/lib/jvm/java-6-sun/” in /home/user/.bashrc. #nano /home/user/.bashrc export JAVA_HOME=/usr/lib/jvm/java-6-sun/



1.4.



Apache’s installation



In a Shibboleth configuration, Apache manages SSL and the certificates. Use the following command to install Apache. #aptitude install apache2



1.5.



SSH’s installation



We use SSH to transfer files (like metadata) between the virtual machines. Use the following command to install SSH.
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#aptitude install ssh



1.6.



Create 2 images



In our topology, we use 2 virtual images, one for each kind of server (IDP & SP). These 2 virtual images are in a qcow2 format (write-only). They take information from a mother image (vmain.raw). vmain.raw is in read-only. #kvm-img create -b vmain.raw -f qcow2 IDP #kvm-img create -b vmain.raw -f qcow2 SP



2. IDP’s installation & basic configurations 2.1.



Run the IDP image



#kvm -hda -IDP -m 512 -name IDP



2.2.



Tomcat’s installation



In a Shibboleth configuration, Tomcat manages the IDP stack. First, download the core file here: http://tomcat.apache.org/download-55.cgi After that use the following commands to install correctly Tomcat. #tar xzf apache-tomcat-5.5.28.tar.gz #mv apache-tomcat-5.5.28 /usr/local/tomcat #adduser tomcat #chown -R tomcat /usr/local/tomcat It’s necessary to fix a CATALINA_HOME. To do this, add the following line “export CATALINA_HOME=/usr/local/tomcat” in /home/user/.bashrc. #nano /home/user/.bashrc export CATALINA_HOME=/usr/local/tomcat



2.3.



Shibboleth’s installation



First, download the shibboleth’s file for the IDP here: http://shibboleth.internet2.edu/downloads/shibboleth/idp/latest/ Unzip the downloaded file. Then, in this folder, run the script install.sh to install the shibboleth stack. #unzip shibboleth-identityprovider-2.1.5-bin.zip #sh install.sh
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In our configuration, the path install was /usr/local/idp and the hostname was the private IP address of our IDP(The IP address that we will fix after).



2.4.



Tomcat’s configuration



We copy libraries used for the servlet Java IDP to work in the Tomcat’s librairies folder. #cp /home/user/Desktop/shibboleth-identityprovider-2.1.5/endorsed/* /usr/local/tomcat/common/endorsed/ Add request.tomcatAuthentication="false" and Address="127.0.0.1" to Tomcat's /usr/local/tomcat/conf/server.xml port 8009 AJP13 connector so Apache can relay usernames to the IdP. #nano /usr/local/tomcat/conf/server.xml Thanks to a browser, we can use a graphical user interface to manage the modules of Tomcat (Management link in the web interface). But first, we must edit the following file: #nano /usr/local/tomcat/conf/tomcat-users.xml. Now, we create a XML file used for deploy automatically the IDP stack without copy out the archive “.war” in the folder webapps/ of Tomcat. This method avoids cashing problems wrongly managed by Tomcat. #nano /usr/local/tomcat/conf/Catalina/localhost/idp.xml 



2.5.



Apache’s configuration



Then, we create a test user using the htpasswd command. #htpasswd -c /usr/local/idp/credentials/user.db NameUser
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After that, define the following in /etc/apache2/httpd.conf to front-end your IDP with basic authentication. #nano /etc/apache2/httpd.conf AuthType Basic AuthName "Our IDP" AuthUserFile /usr/local/idp/credentials/user.db require valid-user Add the following line to httpd.conf to pass requests for the IDP into Tomcat: #nano /etc/apache2/httpd.conf ProxyPass /idp/ ajp:// 127.0.0.1:8009/idp/ ProxyPass /jsp-examples/ ajp://127.0.0.1:8009/jsp-examples/ Apache manages SSL and the certificates. To configure that, edit the /etc/apache2/httpd.conf. In our configuration, we use the following options: #nano /etc/apache2/httpd.conf SSLCertificate /usr/local/idp/credentials/idp.crt SSLCertificateKeyFile /usr/local/idp/credentials/idp.key SSLVerifyClient optional_no_ca SSLVerifyDepth 10 To resolve some permission issues, edit /etc/apache2/mods-available/proxy.conf and comment the line Deny from all. #nano /etc/apache2/mods-available/proxy.conf #Deny from all To work in our configuration, Apache needs some modules. Enable these mods with the following commands. /etc/apache2/mods-available# a2enmod proxy /etc/apache2/mods-available# a2enmod proxy_ajp /etc/apache2/mods-available# a2enmod ssl
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You can check if the mods are correctly enabled. To do this, check if you see the mods in /etc/apache2/mods-enabled After that, copy /etc/apache2/sites-available/default-ssl and change the listening port (in the new file, from 443 to 8443). We have already set the SSLCertificate, so don’t forget to comment all SSLCertificate in this file. #cp /etc/apache2/sites-available/default-ssl /etc/apache2/sites-available/ssl8443 #nano /etc/apache2/sites-available/ssl8443 #SSLCertificateFile #SSLCertificateKeyFile Edit too the following file to change the value of the listening port. #nano /etc/apache2/ports.conf Listen 8443 Enable the configured site. /etc/apache2/mods-available#a2ensite default-ssl /etc/apache2/mods-available#a2ensite ssl8443



2.6.



First tests



Restart Apache and start Tomcat thanks to the following commands. #/etc/init.d/apache2 restart /usr/local/tomcat/bin# su tomcat -c “sh startup.sh” Thanks to a browser, you can test Tomcat (if it’s work) with this link : http://127.0.0.1:8080/ You can manage the different stack (like IDP) with the “tomcat manager link”. For example, you can check with the tomcat manager link (and with the user created before) if the IDP works. The following link http://127.0.0.1:8080/idp/profile/Status can confirm (Warning: Shibboleth’s links are Case sensitive). You can test too the ports redirection. To do this, consult the page http://127.0.0.1/jspexamples/ instead of http://127.0.0.1:8080/jsp-examples/.
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3. SP’s installation 3.1.



Run the SP image



#kvm -hda -SP -m 512 -name SP



3.2.



Shibboleth’s installation



#aptitude install libapache2-mod-shib2



4. Our virtual topology



To create this virtual topology, we use the Brctl method (Ethernet bridge). To do this, we must configure the host machine and the 2 virtual machines as follow: Host machine : #nano /etc/network/interfaces # The loopback network interface auto lo eth0 br0 iface lo inet loopback # The primary network interface allow-hotplug eth0 iface eth0 inet dhcp iface br0 inet static pre-up brctl addbr br0 address 192.168.0.254 netmask 255.255.255.0 broadcast 192.168.0.255
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Virtual machine (IDP): #nano /etc/network/interfaces # The loopback network interface auto lo eth0 iface lo inet loopback # The primary network interface allow-hotplug eth0 iface eth0 inet dhcp iface br0 inet static address 192.168.0.1 netmask 255.255.255.0 broadcast 192.168.0.254 Use the following command to restart the network configuration on each machine. #/etc/init.d/networking/ restart



4.1.



IDP’s configuration with our virtual topology



First launch the IDP with the following command #kvm -hda IDP -m 512 -name IDP -net nic,macaddr=DE:AD:BE:EF:85:26 -net tap In our topology, Shibboleth runs in a “push-method” To configure this method, edit /usr/local/idp/conf/relying-party.xml and change the values of signResponses and signAssertions. #nano /usr/local/idp/conf/relying-party.xml 



CAROUX Félicien – NEMPONT Maxime



Page 7



To work, Shibboleth needs metadata. We configure the IDP to find the SP’s metadata. We consider for the moment that the SP’s metadata are on the IDP’s Desktop. Add the following configuration in /usr/local/idp/conf/relying-party.xml. #nano /usr/local/idp/conf/relying-party.xml Generate the IDP’s metadata thanks to the following link and save it for example in the Desktop: http://127.0.0.1/idp/profile/Metadata/SAML Run the SP image as follow: #kvm -hda SP -m 512 -name SP -net nic,macaddr=DE:AD:BE:EF:21:60 -net tap Then, use SSH on IDP to transfer the metadata #scp /home/user/Desktop/SAML 192.168.0.2:/home/user/Desktop/IdpMetadata



4.2.



SP’s configuration with our virtual topology



First, configure Apache to create one secured location by shibboleth. #nano /etc/apache2/httpd.conf Allow from all Alias /shibboleth-sp/main.css /usr/share/shibboleth/main.css Alias /shibboleth-sp/logo.jpg /usr/share/shibboleth/logo.jpg SSLCertificateFile /etc/shibboleth/SP.crt SSLCertificateKeyFile /etc/shibboleth/SP.key SSLVerifyClient optional_no_ca SSLverifyDepth 10 AuthType shibboleth ShibRequireSession On Require valid-user ServerName 192.168.0.2
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Observe, we use the SP’s certificate and key. By default, the SP’s installation doesn’t provide a key and a certificate. So we must generate them as follow. #openssl genrsa -out SP.key 1024 #openssl req -new -key SP.key -out SP.csr #openssl x509 -req -days 365 -in SP.csr -signkey SP.key -out SP.crt #rm SP.csr



To finish with Apache, enable the sites and mods that we are using and don’t forget to restart Apache. #a2ensite default-ssl #a2enmod ssl #/etc/init.d/shibd restart Now, let’s configure the shibboleth stack for the SP. In /etc/shibboleth/, there are a lot of XML files to configure shibboleth as we want. For example, we can quote the attributefilter.xml and attribute-resolver.xml, dedicated to the attributes’ management. In our primary configuration, the main file is etc/shibboleth/shibboleth2.xml. Edit this file and change the values of the host name, the entityID and the homeURL. #nano /etc/shibboleth/shibboleth2.xml Change the value of the entityID in the SessionInitiator tag. #nano /etc/shibboleth/shibboleth2.xml 
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Thanks to the following sentence that we add, shibboleth will able to load the IDP’s metadata. #nano /etc/shibboleth/shibboleth2.xml Don’t forget too in this file, to change the values of key and certificate to allow shibboleth to load correct key and certificate. #nano /etc/shibboleth/shibboleth2.xml Then, restart shibboleth with this command: #/etc/init.d/shibd restart Generate the SP’s metadata thanks to the following link and save it for example in the Desktop: http://127.0.0.1/Shibboleth.sso/Metadata Then, use SSH on SP to transfer the metadata. #scp /home/user/Desktop/Metadata 192.168.0.1:/home/user/Desktop/SPMetadata To test the service provider, create finally a HTML file in /var/www/secure. #cd /var/www/ #mkdir /secure #nano /secure/index.html



5. Final tests Check if shibboleth works correctly thanks to this link : https://192.168.0.2/secure. In a correct run, the website asks you an authentication. Observe, no authentication is asked you when you access to the Apache’s default page https://192.168.0.2/index.html. It’s normal because only the /secure, it’s secured by shibboleth. For more information about the shibboleth session, you can go with your browser to the following link: https://192.168.0.2/Shibboleth.sso/Session For more details on the shibboleth’s exchange, you can check the logs. On the SP #tail –f /var/log/shibboleth/shibd.log
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On the IDP #tail –f /usr/local/idp/logs/idp-process.log Of course, we can configure the level of logs by editing the following files (change values on “DEBUG”): On IDP, #nano /usr/local/idp/conf/logging.xml On SP, #nano /etc/shibboleth/shibd.logger
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6. Bibliography Virtual environment: http://www.linux-kvm.org http://www.lefinnois.net/wp/index.php/2007/10/13/debian-et-machine-virtuelle-kvm/ Shibboleth: Course book “GAEL : Guide de l’Authentification en Environnements Libres” – M. Jacques Landru – TELECOM LILLE 1 “push-method” : https://federation.renater.fr/faq/shibboleth First How-to : https://testshib.org/testshib-two/install.jsp Second How-to : http://www-public.intevry.fr/~procacci/wiki/bin/view/Documentations/ShibSPv2#2%20Installation Third How-to : https://federation.cru.fr/doc/support-tp-idp.pdf Official shibboleth site : https://spaces.internet2.edu/display/SHIB2/Home Help for the certificate : http://impetus.us/~rjmooney/projects/misc/clientcertauth.html



7. Apendix IDP: httpd.conf AuthType Basic AuthName "My Identity Provider" AuthUserFile /usr/local/idp/credentials/user.db require valid-user 



ProxyPass /idp/ ajp://127.0.0.1:8009/idp/ ProxyPass /jsp-examples/ ajp://127.0.0.1:8009/jsp-examples/ SSLCertificateFile /usr/local/idp/credentials/idp.crt SSLCertificateKeyFile /usr/local/idp/credentials/idp.key SSLVerifyClient optional_no_ca SSLVerifyDepth 10



IDP: logging.xml 



/usr/local/idp/logs/idp-access.log true /usr/local/idp/logs/idp-access-%d{yyyy-MMdd}.log



%msg%n /usr/local/idp/logs/idp-audit.log true /usr/local/idp/logs/idp-audit-%d{yyyy-MMdd}.log %msg%n /usr/local/idp/logs/idp-process.log true --> /usr/local/idp/logs/idp-process-%d{yyyy-MMdd}.log %date{HH:mm:ss.SSS} - %level [%logger:%line] - %msg%n %date{HH:mm:ss.SSS} - %level [%logger:%line] [%t:%mdc{principalName}] - %msg%n



--> 



IDP: ports.conf # If you just change the port or add more ports here, you will likely also # have to change the VirtualHost statement in # /etc/apache2/sites-enabled/000-default # This is also true if you have upgraded from before 2.2.9-3 (i.e. from # Debian etch). See /usr/share/doc/apache2.2-common/NEWS.Debian.gz and # README.Debian.gz NameVirtualHost *:80 Listen 80 # SSL name based virtual hosts are not yet supported, therefore no # NameVirtualHost statement here Listen 8443 Listen 443 



IDP: relying-party.xml


--> 







samlmd:SPSSODescriptor --> 



/usr/local/idp/credentials/idp.key /usr/local/idp/credentials/idp.crt 



/usr/local/idp/credentials/federation1.crt -->


# the SSL/TLS standard but is needed for some brain-dead browsers. Use # this when you receive I/O errors because of the standard approach where # mod_ssl sends the close notify alert. # o ssl-accurate-shutdown: # This forces an accurate shutdown when the connection is closed, i.e. a # SSL close notify alert is send and mod_ssl waits for the close notify # alert of the client. This is 100% SSL/TLS standard compliant, but in # practice often causes hanging connections with brain-dead browsers. Use # this only for browsers where you know that their SSL implementation # works correctly. # Notice: Most problems of broken clients are also related to the HTTP # keep-alive facility, so you usually additionally want to disable # keep-alive for those clients, too. Use variable "nokeepalive" for this. # Similarly, one has to force some clients to use HTTP/1.0 to workaround # their broken HTTP/1.1 implementation. Use variables "downgrade-1.0" and # "force-response-1.0" for this. BrowserMatch ".*MSIE.*" \ nokeepalive ssl-unclean-shutdown \ downgrade-1.0 force-response-1.0 



IDP’s metadata 0.1MIIDFzCCAf+gAwIBAgIUJFoRhZM+TMUKaqRoRJ4vUHRyV gowDQYJKoZIhvcNAQEF BQAwFjEUMBIGA1UEAxMLMTkyLjE2OC4wLjEwHhcNMDkxMTIzMTU0NTE1WhcN Mjkx MTIzMTU0NTE1WjAWMRQwEgYDVQQDEwsxOTIuMTY4LjAuMTCCASIwDQYJKoZ IhvcN AQEBBQADggEPADCCAQoCggEBALZhnktNTzAk3Ax5hw0bjZwntnZkD/bUWGQZ691r Cuh6MKnamkmDt1mYN47LET4iZD/EkSwNI6G6ZeoboRAAA2J1vutyYmJasyWK1eyH pd8wjFbWUQWwK3BpNJQC6dOa6MAmI/BdiVKq1ckhC6pyipYLhi110KYc9YrMtog0 msUHUe5L7MSdwdwW3jgJUjgMyslUp1tE0n4wXnEmF+z9GxgVnFeGXU4KSH/kbeUm xC9w6PrSW9tkOPuIv2QvnHch0LeB7fMdpF73TsYZd4gsEZdZpamW8ZPN5NMK1gEJ lHYfHaHWISAk7FFaEU+75qkjTtEsU7Sh2dkwqqAbGtd7bdECAwEAAaNdMFswOgYD VR0RBDMwMYILMTkyLjE2OC4wLjGGImh0dHBzOi8vMTkyLjE2OC4wLjEvaWRwL3N o aWJib2xldGgwHQYDVR0OBBYEFL0mWrs/k409iTLIqpJr+Ndaa45LMA0GCSqGSIb3 DQEBBQUAA4IBAQCeyDO6S+sHEt7iXuAnmndIKa4BgKHePl01ePdE4PyNx0qqH/E0 fwnHTo1M/itlRn5M9heFuwfnXiMYeXjGg6eBx7+AUNFP4/b+/vbuuWolA/y4nhVF 6tBwLKpQZIkupfqfBdx7d9MbWVQ9oxleScWzZyVc3j/rriqqTKi8BHoUrm2bd+gj /IgYFZSi0ESbPkf5pLhAxFeZQpWxwZ6QqdnJsiVaaHvSh6Bha6etxTjbN5NOpQFh RxlXrOxY2/6U0fyNPsAXr65RYS2Mt8uH618tm3hqjUnpSvfxp0O8fsnQZGAvsWmd XUrfThTGvZjng82kzzCGYXQguy/t7Pa3rsRlurn:mace:shibboleth:1.0:nameIdentifierurn:oasis:names:tc:SAML:2.0:nameidformat:transient0.1MIIDFzCCAf+gAwIBAgIUJFoRhZM+TMUKaqRoRJ4vUHRyV gowDQYJKoZIhvcNAQEF BQAwFjEUMBIGA1UEAxMLMTkyLjE2OC4wLjEwHhcNMDkxMTIzMTU0NTE1WhcN Mjkx MTIzMTU0NTE1WjAWMRQwEgYDVQQDEwsxOTIuMTY4LjAuMTCCASIwDQYJKoZ IhvcN AQEBBQADggEPADCCAQoCggEBALZhnktNTzAk3Ax5hw0bjZwntnZkD/bUWGQZ691r Cuh6MKnamkmDt1mYN47LET4iZD/EkSwNI6G6ZeoboRAAA2J1vutyYmJasyWK1eyH pd8wjFbWUQWwK3BpNJQC6dOa6MAmI/BdiVKq1ckhC6pyipYLhi110KYc9YrMtog0 msUHUe5L7MSdwdwW3jgJUjgMyslUp1tE0n4wXnEmF+z9GxgVnFeGXU4KSH/kbeUm xC9w6PrSW9tkOPuIv2QvnHch0LeB7fMdpF73TsYZd4gsEZdZpamW8ZPN5NMK1gEJ lHYfHaHWISAk7FFaEU+75qkjTtEsU7Sh2dkwqqAbGtd7bdECAwEAAaNdMFswOgYD VR0RBDMwMYILMTkyLjE2OC4wLjGGImh0dHBzOi8vMTkyLjE2OC4wLjEvaWRwL3N o aWJib2xldGgwHQYDVR0OBBYEFL0mWrs/k409iTLIqpJr+Ndaa45LMA0GCSqGSIb3 DQEBBQUAA4IBAQCeyDO6S+sHEt7iXuAnmndIKa4BgKHePl01ePdE4PyNx0qqH/E0 fwnHTo1M/itlRn5M9heFuwfnXiMYeXjGg6eBx7+AUNFP4/b+/vbuuWolA/y4nhVF 6tBwLKpQZIkupfqfBdx7d9MbWVQ9oxleScWzZyVc3j/rriqqTKi8BHoUrm2bd+gj /IgYFZSi0ESbPkf5pLhAxFeZQpWxwZ6QqdnJsiVaaHvSh6Bha6etxTjbN5NOpQFh RxlXrOxY2/6U0fyNPsAXr65RYS2Mt8uH618tm3hqjUnpSvfxp0O8fsnQZGAvsWmd XUrfThTGvZjng82kzzCGYXQguy/t7Pa3rsRlurn:mace:shibboleth:1.0:nameIdentifierurn:oasis :names:tc:SAML:2.0:nameidformat:transient



SP: httpd.conf UseCanonicalName On # RPM installations on platforms with a conf.d directory will # result in this file being copied into that directory for you. # For non-RPM installs, you can add this file to your # configuration using an Include command in httpd.conf ###### ## SHIB Config ###### # # Load the SHIBBOLETH module # LoadModule mod_shib /usr/lib/apache2/modules/mod_shib_22.so # # Used for example logo and style sheet in error templates. # Allow from all Alias /shibboleth-sp/main.css /usr/share/shibboleth/main.css Alias /shibboleth-sp/logo.jpg /usr/share/shibboleth/logo.jpg # # Configure the module for content # # You can now do most of this in shibboleth.xml using the RequestMap # but you MUST enable AuthType shibboleth for the module to process # any requests, and there MUST be a require command as well. To # enable Shibboleth but not specify any session/access requirements # use "require shibboleth". #SSLCertificateFile /etc/pki/tls/certs/server.crt #SSLCertificateKeyFile /etc/pki/tls/private/server.key #SSLCACertificateFile /etc/pki/tls/certs/ca.crt SSLCertificateFile /etc/shibboleth/SP.crt SSLCertificateKeyFile /etc/shibboleth/SP.key SSLVerifyClient optional_no_ca SSLverifyDepth 10 AuthType shibboleth ShibRequireSession On



#ShibRequestSetting requireSession 1 Require valid-user ServerName 192.168.0.2



SP: ports.conf # If you just change the port or add more ports here, you will likely also # have to change the VirtualHost statement in # /etc/apache2/sites-enabled/000-default # This is also true if you have upgraded from before 2.2.9-3 (i.e. from # Debian etch). See /usr/share/doc/apache2.2-common/NEWS.Debian.gz and # README.Debian.gz NameVirtualHost *:80 Listen 80 # SSL name based virtual hosts are not yet supported, therefore no # NameVirtualHost statement here Listen 443 



SP: shibboleth2.xml --> in the request map above is found without having to cover every possible DNS/IP combination the user might enter. The port and scheme can usually be omitted, so the HTTP request's port and scheme will be used. --> 



DRIVER=drivername;SERVER=dbserver;UID=shibboleth;PWD=password;DATABASE=sh ibboleth;APP=Shibboleth --> elements MUST match Apache's ServerName and Port directives or the IIS Site name in the element below. --> --> 
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