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I.



INTRODUCTION



A.



General



1.



Purpose
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This document provides guidance and considerations for the selection, contracting, training and management of a guard force, as well as providing cost-effective alternatives. This publication should be read in conjunction with the Canadian General Standards Board (CGSB) document National Standard of Canada; Security Guards, and Security Guard Supervisors (CAN/CGSB-133.1). 2.



Scope This document is intended to provide security managers or other managers with a practical approach to assessing, obtaining and managing guard services within their institution. Some of the guidance and references provided are only applicable to federal government departments, but an effort has been made to expand this document to cover other governments and the private sector. Emphasis will be placed upon contract guard services although many of the principles and practical applications relate equally to proprietary guards. This document does not apply to correctional institutions, to the Canadian Armed Forces or to police forces that provide guard services in conjunction with their duties.



3.



References Refer to Appendix A for a list of reference documents specific to guidelines for guard services within the federal government and the private sector.



4.



Glossary Refer to Appendix B for a glossary of terms frequently used in government and the security community.



B.



Roles and Responsibilities In the Federal Government, the Treasury Board Manual, “Security” volume (also known as the Government Security Policy (GSP)) sets out the responsibilities of departments and agencies in managing guard services. In the private sector, organizations determine their own responsibilities and roles. In some instances private sector roles and responsibilities may be influenced or regulated by government legislation or security
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policies.
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Guarding Functions The fundamental purpose of guards and guarding is traditionally understood to be the protection of life and assets. Today, guards are often but one element of a security program, whereas, previously they formed its largest component. This change is primarily due to technological advances and the relatively high cost of maintaining a guard force. Guard functions relate to the three essential and interdependent elements of a physical security system, namely: protecting assets, monitoring and detecting unauthorized activity and responding effectively to that activity. The basic guard duties generally involve the following functions: direct, protect, escort, control, patrol, inspect, monitor, detain, restrain and report. Some of these functions can also be performed by electro-mechanical and automated systems. A number of institutions using such systems have reduced costs by reducing or replacing their security guard force. The effectiveness of a security system cannot always be measured by cost alone - it is contingent upon many factors. Although guards meet all three essential elements of a physical security system they are only one component in a complete systems approach to a security program. Other components of a security program include organizational and administrative security, personnel security, information technology security and emergency preparedness. A security evaluation should be completed through a Threat and Risk Assessment (TRA) before a decision is made to replace guards with mechanical/automated systems.
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II.



EVALUATING THE REQUIREMENT FOR GUARD SERVICES



A.



Threat and Risk Assessment (TRA) A TRA should be developed to ensure that the security program responds to the risks it is designed to control and mitigate. Recommendations resulting from this process will determine the amount of resources to allocate to ensure the implementation of effective security safeguards. Frequently, these recommendations will require the implementation of security policies, procedures, electro-mechanical/automated systems and/or security guard options. Discussion of the security guard option takes place in this context, including issues relating to guard type (proprietary or contract), duties, training, equipment and safety.



B.



Security Budgets The guard force typically represents the largest recurring cost element in security budgets. This should suggest to the manager involved that the guard force will be a useful element for risk management cost control. It follows, therefore, that based upon a TRA, proper guard force planning will provide optimum economy by ensuring guards are fully qualified and posted where they are truly needed.



C.



The Systems Approach The purpose for implementing a systems approach to security is to provide a comprehensive solution to threats. A systems approach to security should limit the need for human resources, thus reducing costs and improving the level of protection. For example, it would not be unusual to possibly reduce human resource needs by 15 to 25 percent as a result of proper building design combined with appropriate electrical mechanical/automated systems. Furthermore, it is almost a certainty that the cost of the acquired technology which initially resulted in reduced human resources costs could be recovered before the end of its life cycle.



D.



Determining the Need for Guards Even with the most effective systems engineering, most security programs -- and all large ones -- will have some need for guards. The success of a security program cannot be measured in terms of cost reduction through the elimination of guards. Rather, it is contingent upon the continued use of a TRA to determine weaknesses in the program, as
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well as on the selection of appropriate measures to counter those weaknesses.
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Guards are needed whenever functions of the security program require the ability to: •



use good judgement, when dealing with the public or in situations that require face-to-face dialogue;



•



enforce policies, regulations and procedures, e.g., investigate parking infractions, conduct searches and seizures, direct vehicular or pedestrian traffic and restrain



•



or arrest individuals; provide a preventative safety or security response commensurate to a requirement, incident or request concerning environmental, physical or personnel



•



issues or assets; or prepare incident investigative reports.



The inappropriate use of guards will lead to criticism of the security program and can result in a degradation of security performance. Indicators that guards may be inappropriately used include: a.



not being able to relate the expense of a measure to its benefit;



b. c.



guards being assigned to posts where they are under or overqualified; a lack of quality assurance through ineffective supervision; and



d.



guard direction is ambiguous or not fully supported by management.



In summary, if a TRA identifies a security requirement that necessitates one of the noted human functions, then employing guards in that situation is appropriate. Assistance in this regard can be obtained by consulting with the departmental security official or the RCMP Technical Security Branch. E.



Benefits of a Guard Force Although guards are a recurring cost they can contribute the following benefits to a security program: a.



guards represent management, thus ensuring that corporate policies and procedures are enforced;



b.



guards can enhance facility safety and security by reducing losses, compensation claims and civil litigations;



c.



in the private sector, guards may reduce the cost of insurance premiums and fines that can arise from non-compliance with government regulations;



d.



guards present a psychological and physical deterrent to illegal activity; and



e.



guards may aid the institution in achieving its mandate, for example meeting
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licencing requirements (e.g., airports, nuclear facilities) and in obtaining loans of cultural exhibits from other institutions or countries. F.



Choosing Guard Types There are two basic types of guard forces, proprietary and contract. Public Service guards are the proprietary force of government while company guards represent the proprietary force of the private sector. Contract guards contain two types of forces: the Canadian Corps of Commissionaires (CCC) and private security services. The CCC is a non profit organization composed mainly of retired military and RCMP officers. The CCC has right of first refusal for all federal government contracts, but may compete with private security services for contacts outside the government environment. Many security managers eventually face a major decision in choosing the type of guard service that can best fulfil their institution’s needs. The security manager should carefully examine the pros and cons of proprietary versus contract guard services before making any managerial decision. A basic listing of the advantages and disadvantages of both guard service types is shown at Appendix C. The advantages of one type of guard force are usually the disadvantages of the other. These listings should not be taken at face value, but should be evaluated against the institution’s needs and it’s ability to pay. Selecting proprietary guards will require maintaining effective control of operations, while choosing contract guards will necessitate comprehensive and continuous monitoring of the contract. Contracting a guard force offers lower costs, reduced administration, a flexible response to changing guard needs and no training requirement apart from the orientation to a particular institution or site. On the other hand, the possibility of a relatively high turnover rate, issues related to the contract, inadequate training and perhaps civil litigation resulting from inadequate training are disadvantages that must be considered. These can be alleviated to some extent by effective contract specifications, detailed Post Orders, close monitoring and appropriate penalties for non-compliance with the contract. Generally, a proprietary guard force likely will identify more with an organization’s objectives and will be more closely controlled and directly supervised by security managers. However, high costs have forced many institutions to turn to contract guard
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forces. Another worthwhile option is using a mix of proprietary and contract guards. Proprietary guards may be preferred for those security functions believed to be most critical to the department's primary operations, i.e., security control centre (SCC), security patrols and response forces. Contract guards could be used for access control operations during office hours. The arrangement should be structured to preclude the development of a detrimental employer-employee relationship with the contract guards. Refer to Liability issues with contract guards for further information on this relationship. G.



Special Requirements



1.



Armed Guards Outside of government, there are very few requirements for such extreme security measures as armed guards. The exceptions are securities transfers between businesses/organizations and financial institutions or businesses involved in the refining and processing of precious metals and gems. Specialized companies are available for the transfer of securities and these companies must meet legislative requirements regarding



the registration, storage and bearing of firearms. A TRA should determine whether there is a requirement for armed guards. Additionally, before choosing armed guards the following security measures should first be exhausted: limit inventories by increasing securities • transfers; •



add to detection and protection elements of



the facility; and •



reduce police force response times.



TRAs should also identify considerations like the type of weapons, safety vests and/or shelters required for guards. Arming a guard force will necessitate compliance with legislative requirements concerning permits, certificates and storage restrictions. Liability issues relating to the handling and use of weapons are also legislative concerns. A decision on whether to arm proprietary guards or employ armed contact guards may Technical Security Branch
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be determined though the following considerations: a. b.



whether the application is a one-time or occasional requirement; the availability of armed contract guards in the area of need;



c. d.



the amount of control that management wishes to exert over the guards; whether guards can be trained and equipped in time to meet the need; and



e.



whether the police force of jurisdiction can fulfill the need.
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In the federal government, the departmental security officer or other manager must obtain deputy head approval through appropriate channels in order to obtain armed guards. Some federal government departments may have a requirement for armed guards in the event of an emergency. Contingency plans to address this requirement should identify on short notice potential sources of armed guards or local police. 2.



Searches In some instances search procedures may be a legislated requirement (e.g., airports). There are, however, civil and criminal repercussions that may ensue from conducting searches of people or places, depending upon the public or private nature of the guard force and its authority. A legal opinion is necessary before writing policy outlining the guard force’s ability to conduct searches. The reason for the search should be clear whether it is for criminal or civil proceedings. Once the reason and legal opinion is obtained, a specific training plan for the guard force should then be developed - based on that opinion and reason. What constitutes a search of a person is also open to legal opinion, e.g., the search of a purse may be determined to be a search of a person because the purse contains personal property - while the search of a lunch box may not. A person being searched may be deemed to be legally detained (placed under arrest), and thus may have rights arising from that status. The justification for the search must be present if legal liability is to be avoided. Additionally, in criminal matters, the ex post facto results of a search cannot be used as justification for having conducted the search. The admissibility of any evidence to be used in criminal proceedings is therefore dependent upon whether or not the search was justified in the first place. Security equipment in the form of metal detectors, x-ray equipment, chemical detectors and/or inventory detectors are often used by institutions to conduct unobtrusive searches of persons or packages. Care must be taken when using such equipment to ensure that its use does not constitute a breach of privacy or collective agreement. It should also be ensured that the use of such equipment does not constitute an unreasonable search and seizure (as well as a breach of privacy or interference in a collective agreement). Signage to warn persons of the loss of privacy is necessary in
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these instances. Management should also be aware that the placement and maintenance of such equipment, as well as the training of the operators, may have a bearing on any legal challenge. Legal challenges may arise from any action taken by the guard force pursuant to using the equipment.



III.



ASSIGNING GUARD SERVICES



A.



Guard Numbers and Hours Once the need for guards has been determined, the next task is to assess the numbers of guards and the hours of work required to operate a guard force. The size of a guard force varies depending upon the complexity of a facility (e.g., number of access points and function and type of work at the facility), the numbers of persons entering the facility and the duties expected of the guard force. Guards are assigned to a specific location (or post). Therefore, the first step in determining guard numbers is to determine the number of guard posts. Guard posts should be strategically selected for their ability to monitor/control access, provide surveillance, monitor electronic systems, provide information/direction or provide a response function. Guard numbers can be reduced if the access/egress points that are used for entry and exit within the facility are reduced to preferably one or two locations. Once guard posts have been selected, the number of guards to be deployed at each post and the hours and days of post operation can be determined. Guard post numbers will be contingent upon the duties expected of the guards and whether or not the post can be left unattended for a period of time. For example, if the facility requires guard patrols, but duties require the guard post to be always manned then an extra guard will be required to conduct patrols. Guard supervision should also be considered when planning a guard force. In situations where more than one guard is employed per shift it is advisable that a command structure be established to ensure accountability and responsibility for decisions. In situations where a guard force consists of one post that is staffed 24 hours a day it is suggested that the day shift guard be assigned the senior guard position. This position will more likely require a higher level of decision making and responsibility than other shifts (e.g., administrative
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responsibilities). Some supervision can also be provided by overlapping this shift with the other shifts. If the total guard force equals or exceeds eight guards, then an additional guard should be considered to act as a guard supervisor to assist in administrative and relief issues. B.



Shift Relief Factors Shift relief factors are also issues that must be entertained at each post. Shift relief factors take into account lunch breaks, coffee breaks, washroom breaks, days off and holidays. Some issues affecting shift relief factors are: a. whether or not the post contains washroom facilities; b. c.



whether it is acceptable to leave the post unoccupied for a short duration of time; whether it is acceptable to eat a lunch at the post; and



d.



whether an employee other than a guard can provide short term relief.



Formulas can be used to calculate the shift relief factors (refer to table at Section D). C.



Scenario - Contract Guards To clarify matters further, let’s assume the following scenario for an office building: Guard Post 1 - this is a fixed post to be located at the SCC where the entire security system is controlled by human and electronic means 24 hours a day, seven days a week (often referred to as "24 and 7"). This post also provides a security patrol on a “24 and 7" basis and amongst other duties, responds to incidents and security problems. To calculate the number of guard hours: multiply 24 hours x 7 days x 52 weeks (or more accurately, 24 hours x 365 days) which equals 8760 hours (per guard).



Guard Post 1



24 hrs x 7 days/week x 52 weeks x 2 guards



= 17520 hrs



Guard Post 2 - this post is located at the main entrance reception desk and operates between 0800 and 1700 hours, Monday to Friday, in accordance with personnel flow.



Guard Post 2



9 hrs x 5 days/week x 52 weeks x 1 guard



= 2340 hrs



Guard Post 3 - this post is located at the shipping and receiving entrance and operates Technical Security Branch
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similarly to the reception desk post.



Guard Post 3
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Guard Post 4 - this is a supervisor position located in an on-site office. The number of hours a supervisor works in a week should provide for random inspections during restricted access hours and at the beginning of the guard day and afternoon watches.



Guard Post 4



10 hrs x 5 days/week x 52 weeks x 1 supervisor



TOTAL GUARD POST HOURS



17520 + 2340 + 2340 + 2600



= 2600 hrs



= 24800 hrs



Without involving the contracting process at this point, let’s assume that the client has contracted with a commercial guard firm at a billing rate of $13 per hour (this figure is used for illustration only). Consequently, the annual employment cost of a guard force under these circumstances is $13 x 24800 hours = $322,400. Contract guard costs are based on the hours worked by guards at the four posts. Shift relief for break periods are supplied by the contact guard agency depending on client requirements. This relief factor, usually provided as a mobile guard relief originating from the guard agency, has an extra cost associated with it. Shift relief factors for benefit days off (e.g., vacation, sick leave, etc) are built into the general cost of the guard contract. D.



Scenario - Proprietary Guards If an organization decides to employ in-house or proprietary guards instead of contract guards further calculations must then be made. Proprietary guards will be subject to a 40-hour work week (40 X 52 weeks = 2080 hours annually). However, the shift relief factors must include annual leave, sick leave, statutory holidays, special leave and training. FORMULA FOR CALCULATING SHIFT RELIEF FACTORS
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Shift relief factor = ----------------------------------------------------------------------Average number of work days per year per employee - OR 365 - Number of no service days Shift relief factor = -------------------------------------------------------------------365 - (regular days off + average benefit days off)



Guards are generally required at a site 24 hours a day seven days a week. Therefore, they would have no service days off. The shift relief factor can vary from one institution to another based on the average statistics of each organization. For example, the number of sick days may vary from one institution to another. The table provided below simplifies calculations and is provided as a general guideline in determining shift relief factors. NOTE: This table does not take into account shift relief factors concerning meal periods or other break periods.



GUARD REQUIREMENTS FOR ONE POST BASED ON A 40-HOUR WORK WEEK Days per w eek 7



5



2



1



Number of guards required for 24 hours per day



5



3.5



1.4



0.7



Number of guards required for 16 hours per day



3.5



2.5



1



0.5



Number of guards required for 8 hours per day



1.5



1



0.4



0.2



This calculation is applied to our previous scenario to obtain the following:
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Guard Post



Guidelines for Guard Services (TSB/SG-29) 24 hours x 7 days x 2 guards



= 10 guards



9 hours x 5 days x 1 guard



= 1 guard + .2 guards



1 Guard Post 2 Guard Post



for the extra 5 hours 9 hours x 5 days x 1 guard



3 Guard Post



= 1 guard + .2 guards for the extra 5 hours



10 hours x 5 days x 1 guard



4 TOTAL GUARD REQUIREMENT



= 1 guard + .4 guards for the extra 2 hours x 5 days = 10 hours



10 + 1.2 + 1.2 + 1.4



= 13.8 or 14 guards



Shift relief factors provide a method for determining the number of guards needed to staff a given number of positions. However, it must be understood that a shift relief factor is based on an institution’s average number of benefit days off. Incidents that cause this average to be exceeded may present a staffing problem for institutions requiring a minimum staffing level. For example, institutions maintaining one guard post 24 hours a day seven days a week using a single guard will be particularly vulnerable. In these instances, trained substitute personnel may be necessary to serve as replacements. Institutions that have a larger guard operation may be able to accept some staffing shortages by reducing the level of service. For example, if a guard post has both a stationary guard and a roving guard function it may be possible to discontinue the roving function for a short period of time. These actions, however, should not be undertaken without first assessing the institution’s threats and risks. Generally, substitute guards are used infrequently, i.e., on an “as required” basis. In these situations, guard positions can be filled from part-time personnel or full-time personnel on an overtime basis. Where part-time personnel are used they are usually paid an hourly rate. Experience has shown that substitute guards should be selected not only for their experience and ability, but also for their availability. Applicants who are not particularly interested in full-time employment may represent the best choice because those individuals interested in full-time employment will generally leave when an opportunity arises. The institution then experiences a loss of investment from administration burdens and costs associated with training, uniforms and equipment. Retired police or military personnel because of their experience and related security Technical Security Branch
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training make excellent candidates to fulfil this substitute role. The approximate salary cost for proprietary guards is contingent upon the amount an institution is willing to pay. Costs for equipment, uniforms, training and shift relief must be picked up entirely by the institution; whereas with contract guards, these costs are shared among the institutions contracting with the guard agency. E.



Emergency Guard Force Requirements During an emergency, an institution’s existing guard force may not be adequate for protecting assets. The number of additional guards required to protect assets depends on the following criteria: the characteristics and environment of the site; a. b.



the detection and assessment systems employed at the site to detect and verify intrusion;



c.



the safeguards employed on-site to delay and impede an adversary;



d.



the duties and deployment of the guard force; and the behaviour of an intruder or the nature of the emergency condition.



e.
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A threefold increase in the usual guard strength is generally the minimum requirement under emergency conditions. Obtaining additional guards to mitigate the severity of an emergency situation may be difficult depending on the extent and seriousness of the emergency condition. Planning is essential if the institution is to avoid a bidding situation for resources that are limited and in demand. Some institutions fulfill this temporary security need by supplementing the guard force with institutional personnel.



IV.



PROCURING GUARD SERVICES



A.



Guard Contracting for the Federal Gov ernment The services of Commissionaires and private security guards are available through the National and Regional Master Standing Offers (NMSO and RMSO). The Professional Services Procurement Directorate of Public Works and Government Services Canada (PWGSC) is the contracting authority which negotiates annually the rates, terms and conditions set out in the National Standing Offer with the CCC. The RMSO with the private sector is a result of soliciting competitive offers from the industry. Standing offers for guard services are arrangements whereby, on demand, suppliers undertake to provide the services described in the offer at the prices stated and subject to all the terms and conditions set out in the offer. A standing offer is not a contract. However, when a valid call-up is made against the standing offer and the supplier responds, this constitutes acceptance of the offer and creates a contract. The basic terms and conditions (including rates per region) of the standing offer for Commissionaire services is summarized in the PWGSC brochure "Commissionaire Services National Master Standing Offer Procedures and Rates", available through the PWGSC Standing Offer Coordinating Office. The standing offers for private security guard agencies in the National Capital Region (NCR) are available from the Government of Canada Intranet (PWGSC site). Refer to Appendix A for a list of reference documents. PWGSC provides these documents in order to: •



consolidate all relevant information in the standing offer agreements for the convenience of user departments and agencies;
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•



establish standard procedures for calling up Commissionaire or private security



•



guard services; and identify the contracting authority and suppliers' addresses and contacts.



If the CCC, which is deployed throughout Canada, cannot meet the demand because of size or special requirements (e.g., armed guards, etc.) then PWGSC is authorized to contract with private security guard agencies. Authorized representatives of institutions named in the Financial Administration Act (FAA) are permitted to use the NMSO and the RMSO. This includes proprietary corporations listed in Appendix C, Part II, of the FAA when its purchasing function has been consolidated under the Minister of PWGSC. Security officials should refer to the following publications: "Security Services - Commissionaires and Other Guards", Chapter 370, Customer • Manual (Materiel Management), PWGSC; and •



"Commissionaire Services, National Master Standing Offer Procedures and Rates".



B.



Acquiring Guard Serv ices Security officials wishing to acquire contract security guard services should contact the CCC in their locality. Once they are advised of the number of posts and their hours of operation the CCC should be able to indicate whether they can meet the call-up.



1.



If the CCC can meet the call-up, the prospective consignee should complete the following forms: form SSC 7169, “Call-up Against a Standing Offer for Commissionaire Services” • provides information on a given site, including screening requirements; and •



form SSC 7170, “Attachment to Call-up for Commissionaire Services” - provides details of the services required at a fixed or patrol post within a site.



Detailed instructions for completing the forms are provided in Appendices A and B of the Procedures and Rates Booklet. The call-up constitutes the contract between the consignee and the CCC. 2.



If the CCC cannot meet the call-up, and the requirement for guard services is in the
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National Capital Region, the consignee should: a.



establish the name of the supplier(s) of security guard services under the RMSO for the zone where the worksite is located with PWGSC’s Professional Services Procurement Directorate;
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approach the top-ranked supplier for the zone where the worksite is located. If that supplier cannot provide the service, the second-ranked supplier for that zone should be contacted. Institutions shall, where possible, provide 30 days’ notice for



c.



the initial call-up. No call-up should be made for a period of less than four hours; complete forms PWGSC-TPSGC 7169, Call-up Against a Standing Offer for Security Guard Services, and PWGSC-TPSGC 7170, Attachment to Call-up for Security Guard Services, and send the documents to the chosen supplier - with one copy going to PWGSC. Include with the PWGSC copy a memo indicating that the CCC has been given the “right of first refusal” and the reasons why the CCC is unable to fulfil the requirement; and



d.



in emergency circumstances, a prospective consignee may make call-ups by telephone, facsimile or E-mail, but must confirm the details of the requirement on the prescribed forms within 12 hours.



When the need for guard services is outside the NCR and outside the scope of both standing offers, the consignee shall: forward completed form PWGSC-TPSGC 9200, Requisition for Services, to the • Professional Services Procurement Directorate or to the nearest PWGSC regional office with an indication that the CCC was provided the “right of first refusal” and the reason why the CCC is not able to meet the requirement; •



include with the requisition a statement of requirement that describes the services required, as detailed in Article 370.3 of the PWGSC Customer Manual;



•



identify any proposed option years in the contract and include any additional criteria or specifications desired, i.e., guard selection, training and performance,



•



use of dogs, and a criteria marking scheme to guide the evaluation of the various bids from guard firms.



PWGSC will then draw-up a Request for Proposal (RFP) based upon the above requirements, advertise to the industry on the Government Electronic Tendering System (GETS), hold a bidders’ conference if necessary, evaluate the responses in conjunction with the criteria laid down in the RFP, obtain the necessary contract approvals and award the contract. C.



Quality Assurance
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The government maintains a Quality Assurance Unit in PWGSC’s Facilities Operations and Security Services Group to monitor the performance of private security guards and their parent firms under contract in the NCR. This unit composed of Commissionaire inspectors provides a de facto command post to which commercial guards can report problems. In addition, it provides an inspection service that checks guard posts to ensure that they are staffed in accordance with the contract or standing offer, that the guards on duty are properly attired and that they can provide evidence of the required training and experience. When a customer department or agency uses the services of the Quality Assurance Unit, departmental security officials or other responsible managers shall provide the unit with a copy of its call-up as far in advance as possible before the security guard services begin. Notwithstanding the role of the Quality Assurance Unit in the NCR, federal guard services elsewhere in Canada shall be performed to the complete satisfaction of the specific client authority. D.



Guard Contracting Outside the Federal Gov ernment Offering a contract to a guard agency because it is a recognized name in the guard industry may not necessarily be the best choice for an institution. The guard industry is a labour-intensive form of business activity. The strength of a guard agency should be measured by the number of guard hours it provides, the quality of the people it employs and the depth of the supervision it offers. In other words how well a guard agency is established where the service is to be provided is an important consideration to take into account when preparing a bidders list. Additionally the wage paid to a guard is directly proportional to the performance that can be expected. Some institutions pay an additional wage supplement to the guard in an effort to enhance performance and reduce turnover. When preparing specifications attention should be given to the following considerations: each bidder should have the opportunity of participating in a site tour of the facility a. with the contracting officer and a client representative in order to become familiar with the requirement;
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b.



a strike or lockout at the institution shall not remove the guard agency’s obligation



c.



to continue providing services; the guard agency shall continue to fulfill all contractual services notwithstanding



d.



the fact that its personnel are on strike or lockout by the employer; if the services of the guard agency are no longer required due to circumstances beyond the control of either the guard agency or the institution (e.g., fire, flood, war, etc.) the suspension of the service or the termination of the contract shall be without cost to either party;



e.



any information supplied to the guard agency during the course of the contract should be treated as sensitive by the guard agency and not divulged;



f.



information that a guard comes into contact with in the course of his/her duty should be treated as sensitive by the guard and not divulged to a third party;



g.



reports and records prepared by guards in connection with their duties and responsibilities of assignment that may be required by the guard agency should be made available to the institution;



h.



the guard agency should be accountable to provide services within the institution as set out in the Specifications and Post Orders;



i.



guards should either enforce and/or report on discrepancies with any institutional policy, standing orders or other regulations;



j.



guards should observe, and comply with any institutional policy, standing orders



k.



or other regulations; the guard agency must provide properly trained back-up support for absences, e.g., within two hours in a multi-guard location or within half an hour at a single guard location;



l.



supervision of guards is the responsibility of the guard agency. Supervision may be provided through the use of an on-site supervisor and/or patrol officers. Patrol officers should conduct and record their patrols at least once per shift per site;



m.



guards shall meet the requirements and a certification in the training requirements to an examination level of 75% of CAN/CGSB-133.1, Security Guards, and



n.



Security Guard Supervisors; where required, guards shall have completed first aid training by a recognized



o.



First Aid/CPR training organization using qualified instructors; patrol officers should be familiar with the work sites under their jurisdiction;



p.



the guard agency should supply vehicles if required and a continuous communication link to their patrol officers;
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q.



institutions have the right to increase/decrease guards or alter the guard category



r.



at any current or new location; institutions have the right to amend, modify and re-issue Post Orders or other special orders. This modification to the basic contract should not otherwise affect the contract unless such changes increase or decrease the number of work hours required;
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s.



new or replacement guards should not be assigned to an institution’s site until



t.



they are suitably trained and familiar with their required duties; guard agency supervisors should be responsible for consulting with the institutions’ security officer regarding assignment of posts and work requirements, schedules and breaks and conducting on-the-job training;



u.



during break periods, guards should be required to remain in the facility and be subject to a call back to duty in the event of an emergency situation;



v.



the institution should have the right to have the guard agency: remove and replace incompetent guards; conduct inspections regarding deportment, appearance and performance; and determine guard suitability on re-assignment;



w.



the guard agency should not supply guards that have been on duty for more than 13 consecutive hours (as an example) and the guards should have had a break of 11 hours (as example) between shifts. Federal and provincial labour codes are applicable;



x.



guards should be fidelity-bonded and must be licensed in accordance with provincial regulations. Proof of these requirements should be provided by the guard agency;



y.



guards should be provided uniforms which shall be kept in a condition subject to the approval of the institution;



z.



the guard agency should furnish guards with the equipment necessary to carry



aa.



out their duties and be responsible for its repair, maintenance and replacement; property supplied by the institution to guards under the contract shall remain the



bb.



property of the institution; any misuse or abuse of equipment or institutional property shall be rectified by the



cc.



guard agency; the use of institutional property by guards shall be for official business purposes only;



dd.



the guard agency should use experienced personnel to provide on-the-job training at no cost to the institution before new personnel is assigned or reassigned to a



ee.



post on their own; the institution should have the ability to deduct payment to the guard agency for incidents that arise from inappropriate attendance, deportment, appearance, performance, insufficient training, failure to provide back-up support and the supply of unqualified guards;



ff.



the institution should determine an acceptable rate of turnover that the guard



Technical Security Branch



25



Revised April 2001



Royal Canadian



Gendarmerie royale



Mounted Police



du Canada



Guidelines for Guard Services (TSB/SG-29)



agency should not exceed; and gg.



the institution should determine an acceptable insurance liability to be provided by the guard agency.



V.



TRAINING GUARDS The CGSB publication “Security Guards, and Security Guard Supervisors” (CAN/CGSB-133.1) documents two training standards: security guard basic (pre-assignment) and security guard supervisors (pre-assignment). Refer to Appendix A for a listing of this and other references. In addition, a Qualification Listing Program (QLP) has been established for security guards and Commissionaires on federal government sites. Phase I of the QLP applies to the training and testing of the security personnel, while Phase 2 covers the supplier’s quality system and its compliance with the ISO 9002 standard. Compliance with all of the above standards is not mandatory. However, the requirements of all federal government clients purchased by PWGSC headquarters include the provision that under any contracts or standing offers, the contractor must meet these standards.



A.



Proprietary Guards The selection and training of proprietary guards can vary among guard positions. Training may be obtained from local community colleges, private training agencies or on an inhouse basis if numbers merit such an approach. Because it is not identified to a position, such training may not be site specific with the position requirements.



B.



Canadian Corps of Commissionaires (CCC) Persons selected by the CCC generally have previous service in the Armed Forces or the RCMP. It is ISO 9002-compliant and provides in-house training that is based upon CAN/CGSB-133.1.



C.



Contract Guard Serv ices Contract guard companies generally train their own employees. The federal government
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requires that guard agencies meet the above training standards. With respect to contracting for security guard services outside of government, the security guard agency will be requested to meet the CGSB standards only if they are stipulated as a term of the contract.
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MANAGING GUARD RESOURCES Supervision, developing post orders, dealing with problem guards and monitoring/auditing the guard contract are critical components to the success of guard services as an effective security measure. The intent of this chapter is to concentrate on these components.



A.



Superv ising Proprietary and Contract Guards The supervision of guards is the preferred control method for obtaining effective guard performance. Supervision includes observing and inspecting guard performance, testing guard capability, continually appraising individual performance and providing counselling on and correcting sub-standard work practices. Effective supervision can only be attained when the supervisor observes and talks to guards at their posts on a regular basis. This would seem obvious, but supervisors are often assigned to a fixed post, work in the office on administrative matters or only visit the facility occasionally. They are thus unavailable when work situations require coordination at the supervisor level. It is therefore critical that supervisors visit posts on a regular basis. Guards often need to perform duties and make decisions that require a relatively high level of discretion. The mistake often made with guards of such ability is that many of them believe they do not require supervision. A lack of supervision frequently results in variable performance through a failure to enforce security policies, government regulations and post orders in a consistent manner. Supervision is the first level of management, but it should be distinguished from higher level management. A line or staff manager may be responsible for the overall performance of guards without having the time or special skills to provide the hour-to-hour supervision the guards require. The usual option, particularly among larger proprietary guard forces, is to provide shift supervisors. On the other hand, contract guard agencies either assign on-site supervisors or visiting supervisors. Assigning a visiting supervisor does not provide reliable results, especially if there is a high rate of rotation of supervisors. Security officials should opt for on-site supervisors. Where guard numbers might not warrant a supervisor on-site, senior guards should be appointed to supplement a visiting supervisor.
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To be effective, a supervisor must meet the following: a.



possess superior skills and have more security experience than the average guard;



b.



have the authority to take immediate personnel action in respect of his or her subordinate guards;



c. d.



visit each guard post several times during each shift tour of duty; have knowledge of, and experience with, several objective techniques for measuring and evaluating guard performance;



e. f.



be able to make decisions as empowered by their management; and be aware of contract expectations.



A statement of suitable supervisor qualifications can be found in the National Standard of Canada; Security Guards and Security Guard Supervisors (CAN/CGSB-133.1). This document covers selection, training and performance standards that are easily identifiable though they are not captioned as such. Guards are a continuing security expenditure and if an institution’s security program is to be cost-effective it must obtain the optimum benefit from its guard deployment. Although the direct supervision of guards is the preferred method of ensuring performance this method is not always attainable. In most instances supervisors cannot monitor guard performance at all times, and in particular when guards are conducting patrols. The use of equipment to monitor and control guards is a useful tool for assessing and monitoring performance when direct supervision cannot be achieved. Guard patrol equipment varies in its cost and complexity. The simplest and least expensive equipment requires the guard to carry an electronic wand while on patrol. The guard must touch the wand at various station points during the course of the patrol tour. A printout of the tour can then be downloaded from the wand by the guard supervisor. This printout provides a tour order, a date stamp for each point and an indication if a point is missed. Some systems offer preprogrammed responses (e.g., window found open). More complex and expensive systems allow for the real time remote monitoring of guards during their patrol tours. In these instances specific guard patrols are integrated into an electronic access control system. When a patrol is underway, the system monitors the guard through the activation or lack of activation of field sensors and equipment. Most larger electronic access control systems have software with the guard tour feature. The Technical Security Branch
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additional cost for software and/or some extra field sensors/equipment is considered a worthy expenditure for institutions who purchase an electronic access control system and have a guard force. B.



Liability Issues w ith Contract Guards The supervision of contract guards by institutions can give rise to liability issues for the institution. Situations where guards are treated as employees of the institution may lead to a master-servant relationship. This could result in a claim by the guard or others that the guard is an employee of the institution. The liability implications for an institution may be reduced with a hybrid guard force that is composed of both proprietary and contract guards. In the case of contract security guards working for an institution there are two potential employers who might be held vicariously liable for torts committed by the guards. The basic principles for determining who is the responsible employer under such situations are embodied in case law. There are four indicators identified for a service contract: a. b.



the employer's power to select the employee; which organization pays wages and other remuneration;



c.



the employer's right to control the method of doing work; and



d.



the employer's right to suspend or dismiss the employee.



In a precedent-setting case, it was determined that the employer's right to control the method of doing work was the most crucial element in establishing whether the institution or the provider of the service was liable. Accordingly, it would be prudent for institutional managers to relate to contracted security guards in a manner that will not increase the probability of creating a master-servant relationship. Institutional managers should limit their interaction with contract guards according to the criteria that follows: Selection of Guards - set forth the selection specifications for guards in the • contract and do not insist on interviewing or otherwise taking part in the selection process of security personnel sent by the contracting agency. It is important to be familiar with the selection specifications or standards in the contract and if a guard does not meet those standards the deficiency should be taken up with the Technical Security Branch
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contract guard agency for immediate corrective action. It is also prudent to avoid •



discussing matters of agency selection and hiring practices with guards. Training of Guards - in many cases both the institution and the private security agency assume responsibilities for training. The agency is responsible for preparing the guard to assume security duties, but institutions may insist upon the right to conduct orientation training particular to their operations. This could lead to an uncertainty over which organization was responsible for a tort committed by a guard. Institutional managers should avoid comments to guards on the quality of their training, but they should be involved in the development of any training required to address post duties specific to the institution.



•



Conducting Duties - assigning work is considered to be part of "controlling the method of doing work" and may contribute to the master-servant client relationship if not done through the contractor. Therefore, assigning individual guards to posts increases the exposure to liability. Generally, the guard duties to be conducted are contained in the post orders. These, in turn, must conform to the contract performance specifications, which should include the purpose of each guard post. The purpose(s) or objectives of each post should be identified in the recommendations of the supporting TRA. An institution’s security supervisor/manager who wishes duties to be performed that are not listed in post orders should relay the particulars through the appropriate guard agency supervisor or manager. Avoid issuing orders or instructions to guards directly unless they are failing to respond to an emergency and immediate action is required or if the issue is not addressed in the post orders.



•



Monitoring Performance - as with guard duties, the evaluation of performance and any recommendation for correction should be relayed through agency supervisors or management unless an emergency exists and immediate corrective responses are required. Under no circumstances should a security manager of an institution discipline a contract guard.



By their very presence, guards are often considered to be the first line of a health and safety response for employees. What is often overlooked when developing a systems approach to security is that guards themselves may require assistance or help on occasion. By law, security guards, be they contract or proprietary, are assured the same safety and health protection as any other employee. This situation is of particular Technical Security Branch
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concern when only one guard is assigned to a post and where the post is required to be occupied during restricted or secure access hours. In these instances, duress alarms, check-in procedures or specialized equipment and software that can monitor guard activity are worthy considerations to enhance guard safety. Additionally, conducting patrols of an institution and/or the institution’s grounds is a frequent requirement for guards. This requirement, depending on the location and/or the business of the institution, can bring guards into contact with hazardous elements, whether natural (e.g., weather, earthquake, etc.), man made (e.g., chemicals, machinery, etc.) or human (e.g., trespassers, criminal adversaries, etc.). Guards should be equipped and trained with the appropriate safety clothing/equipment to suit their particular work environment and duties. Since patrols are generally conducted by one individual the ability to communicate is a primary safety and security consideration. As noted previously, check-in procedures or specialized systems that can monitor patrol activity will enhance guard safety. In order to avoid safety liability issues, an institution must be able to show “due diligence” or in other words, know the threats and ensure that adequate measures are taken to prevent or minimize the potential harm to guards. A threat and risk assessment should be used to determine and evaluate these issues. C.



Dev eloping Post Orders Guards are often required to work alone, make independent decisions and deal with unexpected situations, conditions and events. Post orders are provided to assist guards by identifying duties, giving instructions and helping decision-making. Adequate post orders can be used to determine accountability and measure performance. Inadequate post orders make it impossible for guards to perform their duties competently. Post orders are especially important when familiarization through on-the-job experience is hampered by a high guard turnover. Post orders should: a.



contain a list of acknowledgement for guards to sign establishing they have read and understood the orders;



b.



contain a table of contents and be cross-referenced where possible to assist response;
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c.



be brief and simply written to simplify understanding;



d.



identify and deal with a single subject to enhance and facilitate amendment replacements;



e. f.



be up-to-date and available at each guard post; distinguish clearly between guard actions that are mandatory and those that are



g.



discretionary; describe every guard action in sufficient detail so that it can be performed properly; and



h.



place limitations on discretionary options.



Post orders should be well thought-out and written skilfully. The purpose or objective(s) of a guard post is a primary consideration in the preparation of the post orders. Compiling supporting tasks will be next. A procedural analysis of each task will then suggest what the guard must do and in what priority. Imagining each task and even stepping through it or simulating the action will help point up facets that otherwise might be missed. When a security officer plans to include a guard post in the security system, its purpose must be sufficiently clear that a written order can be prepared for each task. If this is not possible, then there is no justification for the guard post. In the federal government, security officers should refer to the following documents for additional criteria in preparing and maintaining post orders: •



Commissionaire Services, NMSO, Requirements for Post Orders - outlines the requirements for, and the development of, post orders. The suggested layout and requirements are for guidance only. Headings may be added, deleted or modified as necessary so that each order supports a specific post's objective(s);



•



Post Orders (an annex to the RMSO for the Provision of Security Guard Services) - assigns responsibility for developing, maintaining, reviewing, revising and complying with post orders.



These documents assign the responsibility for developing and maintaining post orders to the department or agency seeking guard services. D.



Dealing w ith Problem Guards
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Dealing with problem guards must be considered in two ways. The first is as a manager reacting to problem guards in a supervisory capacity, while the second is as a client responding to problem contract situations. In the former circumstance, managers may initiate proactive or reactive personnel measures as necessary. In the latter instance, institutional managers are restricted to monitoring and making demands that the guard agency comply with pertinent contract specifications. In either case, managers must be able to recognize the causes of guard misbehaviour and identify corrective actions. A problem guard is defined simply as a guard who consistently fails to meet the security objectives of an institution. A guard may become a problem for any one of several
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reasons, including: a. b.



lack of skill or knowledge, misplacement (wrong job),



c.



lack of job structure, incompatibility with a supervisor,



d. e. f.



inadequate supervision, emotional immaturity,



g.



poor health,



h. i.



family problems, and Inadequate post orders.



Even though handling problem guards can be a complex management undertaking, a number of preventive actions can be initiated. As a rule of thumb, do not hire people who seem to be potential problems. Develop precise selection specifications for a guard contract or for hiring proprietary guards. In addition, here are three ways a manager can avoid trouble in-the-making: have clear-cut performance standards (job or position specifications) on which • •



selection standards can be based; check the guard's former employment thoroughly; and



•



use tests that provide information about an applicant.



All of the above measures can be incorporated into guard contract specifications. It is essential that managers begin working on a problem guard situation as soon as they are aware one exists. Remedial actions can be divided into three steps as follows: • •



determine exactly what the guard does wrong; investigate the cause of the misbehaviour; and



•



attempt to eliminate the cause (this may take some time).



If the problem guard is an employee, managers should comply with Public Service personnel or institutional procedures. If the problem guard works on a contact basis, the contractor may be advised that it would be preferable if the guard were assigned to another client. As a client dealing with a contract guard agency, the manager should exercise no powers of dismissal over a problem guard. E.



Monitoring the Contract Developing a guard contract that contains proven and measurable selection, training and
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performance standards is an important aspect of the contract process. It is well known that contract guard companies, in their efforts to win a contract, sometimes surpass their capabilities and resources. This can have a serious impact on their ability to comply with the terms, conditions and specifications of the contract. Accordingly, it is crucial for security managers to effectively monitor the contract and institute and maintain remedial measures whenever the service provided fails to meet expected standards. If a manager tolerates less than adequate performance, this will quickly become the new operating norm. The performance of a guard service should be monitored and measured in the context of the contract's specifications and standards. The following contract aspects should be monitored: a.



financial specifications including the basis and method of payment;



b. c.



guard selection, training and (individual) performance standards; compliance with the consignee's post orders;



d.



administrative specifications;



e. f.



uniform and other material specifications; reporting forms -- their use and the accuracy of their contents;



g. h.



guard call-up procedures; guard service (corporate) performance standards; and



i.



compliance with the level of security required (e.g., clearances or screening).



The security manager should pay particular attention to failures that often occur in the following areas: a. inaccuracies in contractor's biweekly invoice; b. c. d. e.



high guard turnover; guard shortfalls, short fills and overfills; lack of justification for overtime; delinquent/inadequate guard documentation including guard licensing requirements;



f.



deficiencies in uniform and general appearance;
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g.



substandard on-site work performance;



h. i.



substandard on-site deportment; and excessive hours.



These and other contractor deficiencies necessitate a comprehensive monitoring program accompanied by continuous measurement and suitable penalties.
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REFERENCE DOCUMENTS Commissionaire Services, National Master Standing Offer, Procedures and Rates - available through the federal government Intranet at: http://publiservice.pwgsc.gc.ca/sipss/corps/home_e.htm Regional Master Standing Offer for Security Guard Services National Capital Region - available through the federal government Intranet at: http://soi.pwgsc.gc.ca/APP/en?index.cfm?fuseaction=Main - at the Standing Offer Index main menu, click on the “Search” command. In the Product/Service box, enter “security guard”, then click on Search. Security Services - Commissionaires and Other Guards (Chapter 370, Public Works and Government Services Customer Manual) - available through the federal government Intranet at: http://soi.pwgsc.gc.ca/sos/text/cm/en/370-e.htm - OR Public Works and Government Services Canada Procurement and Operational Support Division Standing Offer Coordinating Office Place du Portage, Phase III, 0A1 11 Laurier Street Telephone (819) 956-3383



Hull, Quebec K1A 0S5 Government Emergency Book, Measures 24 and 87



National Standard of Canada; Security Guards and Security Guard Supervisors (CAN/CGSB133.1) - available from: Canadian General Standards Board, 9C1, Phase III, Place du Portage, 11 Laurier Street Telephone (819) 994-5373



Hull, Quebec K1A 1G6 Technical Security Branch
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Protection of Assets Manual (Vol 1-4), by Timothy J. Walsh and Richard J. Healy, Santa Monica: The Merritt Company, 1987
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Royal Canadian Mounted Police Act Royal Canadian Mounted Police Regulations, PC 1988-1337 Treasury Board Manual, “security” volume (also known as the Government Security Policy (GSP)) - available on Internet at http://www.tbs-sct.gc.ca Vital Points Manual, 26/91, Emergency Preparedness Canada. Work Schedule Design Handbook: Methods for Assigning Employees’ Work Shifts and Days Off, U.S. Department of Housing and Urban Development, August 1978
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GLOSSARY Assessment systems security personnel, closed-circuit television or electronic listening devices or sequences of output sensors (e.g., an alarm system) that allow for the accurate determination of an alarm condition Consignee the recipient of goods or services; in this case, a government institution which receives contract guard services Contracting authority the individual in an institution responsible for procuring guard services and for managing the contractual aspects of the requirement (in this context a “guard contract”) Facility a physical setting used to serve a specific purpose. A facility may be within a building, or be a whole building, a building plus its site and environment or a construction site that is not a building Fidelity-bonded insurance taken out by an employer against losses incurred through an employee's dishonesty Guard post an access control point or patrol operated by guards Institution a government department, agency, company, corporation or crown corporation Restricted access hours periods outside business hours, when access to institution is limited to authorized persons, usually employees, and by exception to authorized visitors Technical Security Branch
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Secure access hours periods outside business hours, and restricted access hours when access to the facility is limited to essential authorized persons, usually security, and maintenance personnel Shift relief factor a single number which indicates the number of employees that are needed to staff one shift position Systems approach an approach to security, the objective of which is to provide a comprehensive solution to a problem Threat and risk assessment (TRA) an evaluation of the nature, likelihood and consequence of events or acts that could cause a security threat to materialize and an evaluation of vulnerabilities being exploited, based on the adequacy of existing or proposed security measures Tort a civil wrong committed intentionally or unintentionally by one person against another or against another person's property Vicarious liability a situation in which an employer becomes liable for an employee's torts or injuries caused to a third person
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ADVANTAGES AND DISADVANTAGES OF PROPRIETARY VS CONTRACT GUARDS A.



ADVANTAGES



Contract Guards 1. Flexibility



-



more or fewer guards supplied, as required



2. Absenteeism



-



3. Administration



-



replacement of absentee guards on relatively short notice borne by the guard agency



4. Selection



-



no recruiting and hiring administrative duties



5. Discipline 6. Training



-



no disciplinary problems no training burden



7. Cost



-



8. Favouritism



-



significantly less than proprietary guards generally guards do not know personnel thus less likely to show favouritism



Proprietary Guards l. Loyalty



-



a positive quality, but may be impacted when institutions are downsizing , rightsizing, etc.



2. Incentive



-



3. Knowledge



-



promotion possibilities within the entire organization of such factors as the organization and personnel



4. Tenure 5. Control



-



lower turnover rate than contract guards stays within the department



6. Image



-



may be become a status symbol for the guards



7. Training



-



can be geared specifically to the job performed, guards may already possess some emergency response training and should already know institutions policies and regulations if selection is from within the institution



8. Communication



-



more direct



9. Respect



-



more likely to gain co-operation of other institutional personnel
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B.



DISADVANTAGES



Contract Guards 1. Turnover 2. Loyalties



-



extremely high, industry-wide divided serving two masters



3. Reassignment



-



some agencies send in their best guards at the beginning of a



4. Screening



-



contract, only to replace them with others as new contracts open standards may be inadequate



5. Insurance



-



liability and individual and collective insurance coverage including the costs thereof



6. Training



-



may require specialized training in safety and will require training in institutional rules, operations and procedures



7. Knowledge



-



lack corporate knowledge of institutional personnel and the facility



-



may become too familiar with other employees to be effective on



Proprietary Guards 1. Familiarity



the job 2. Cost



-



relatively expensive



3. Flexibility



-



difficult and costly to replace absent guards in a timely manner must develop a management staff to handle guards and their



-



problems may require security training



4. Administrative 5. Training
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