






[image: PDFHALL.COM]






Menu





	 maison
	 Ajouter le document
	 Signe
	 Créer un compte







































Security Overview .fr

and who signed it; not based on the principal. â€“ Defined in Policy files. â€“ Enforced ... Page 12 ... permissions. â€¢ Does not specify how to assign principals to roles ... 

















 Télécharger le PDF 






 744KB taille
 13 téléchargements
 306 vues






 commentaire





 Report
























Security Overview



IBM Confidential



Unit Objectives This unit will discuss: • The WebSphere Security model • Java Authorization Contract for Containers (JACC) specification • Tivoli Access Manager (TAM) Client integration in WebSphere



Authentication • Authentication is the process of establishing whether a client is valid in a particular context – Client can be either an end user, a machine, or an application • An authentication mechanism defines rules about security information and the format of how security information is stored in both credentials and tokens – whether a credential is forwardable to another process • May use Authentication Registry to check the client identity – Registry stores userid, password and other user information – Certificate provides alternative way to establish identity



Authorization • Authorization is the process that verifies a client has the appropriate privileges to perform an operation – Information can be stored many ways •Access-control list, capability lists



• J2EE uses role-based authorization – During assembly, permissions to call methods are given to various roles – Roles define a set of permissions within an application – During deployment users and groups are assigned to these roles



Access Decision Example 1. Challenge the requester to provide credentials (name/password) 2. Check the credentials. If successful, create a Subject with the user information including the groups that the user belongs to 3. Get the required roles for the method from the deployment descriptor 4. Get the assigned roles for the user from the binding fileJ2EE Server 5. If the required roles match any assigned roles, access is permitted – Otherwise denied



Calling Method() Request



J2EE Server



Security Layers WebSphere/Application Resources



Naming, Admin



HTML, Servlet/JSPs, EJBs



Access Control WebSphere Security



WebSphere Security J2EE Security API



Java Security



CORBA Security / CSIv2 Java 2 Security JVM 1.4 Security



Platform Security



OS Security



WebSphere V6 Security • The security configuration and setting is cell wide in Network Deployment cell – DMgr, all Node Agents and all Servers have the same security configuration applied •Authentication mechanism, registry, and so forth



– Some security settings can be overridden on individual Application Servers •Turning off Application security



• Global Security must be enabled



Java2, JAAS, J2EE Security Features • Java2 Security – Access to System Resources – Enforce access control, based on the location of the code and who signed it; not based on the principal – Defined in Policy files – Enforced at runtime • JAAS Security – Authentication and Authorization – Enforce access control based on the current Principle/Subject – Defined in Application Code – Enforced programmatically • J2EE Security - Authorization – Role based security – Defined in configuration settings or within Application Code – Enforced by runtime and/or programmatically



Java 2 Security JVM



• Provides an access control mechanism to manage the Application’s access to System level resources – File I/O, Network Connections (Sockets), Property files, and so forth – Policy based • Policies define a set of permissions available from various signers and/or code locations – Stored in Policy files • All Java code runs under a security policy – Grants access to certain resources



Protection Domain



Java Class



Security Manager Access Controller



System Resource



Java 2 Security Permissions



Java 2 Policy Files



• Java code needs access to certain System Resources • Java code will need to get the permission from Java 2 Access Control • Access Control looks at the Java 2 Policy file(s) to determine if the requesting Java code has the appropriate permission



JAAS Authentication and Authorization • Programmatic interface to establish identity and perform authorization – Incorporated into JDK 1.4 • JAAS Authentication can make use of multiple authentication technologies – LTPA tokens, ICSF tokens on z/OS, SWAM • JAAS Authorization extends the Java 2 Security framework – Java2 Security is "code centric" •Permission given to the code base and to whom created (signed) the code



– JAAS is "user centric" •Uses Java2 Security policies to set permissions for users •Independent of the JAAS Authentication service



Supported Authentication Mechanism Authentication Mechanism



Simple WebSphere Authentication Mechanism (SWAM) Not available and not needed in WebSphere Application Server V6 Network Deployment and higher packages



Intended Use and Supported Package



•For simple, non-distributed, single application server environments •Does not support forwardable credentials or Single Sign ON (SSO) •Caller identity is not forwarded from client on one server to EJB on another server - What gets forwarded in unauthenticated credential which may fail on the receiving server



Local Third Party Authentication (LTPA) mechanism Available on all platforms and packages



•For distributed, multiple application server environments



Integrated Cryptographic Service Facility (ICSF) Only on z/OS platforms



•For distributed, multiple application server environments



•Support forwardable credentials or Single Sign ON (SSO) through cryptography •Requires all the servers authentication registry to be a centrally shared registry like LDAP



•Support forwardable credentials or Single Sign ON (SSO) •Supports all WebSphere supported Authentication Registry



Lightweight Third Party Authentication (LTPA) • Intended for distributed, multiple application server and machine environments • Supports forwardable credentials and SSO • LTPA protocol uses cryptographic keys (LTPA keys) to encrypt and decrypt user data that passes between the servers – All servers in the domain must be synchronized – If Servers are in different cell, the LTPA keys need to be shared •Generate, Export, and Import LTPA keys in the admin console



Single Sign-on (SSO) • User authenticates only once in a DNS domain and can access resources in other WebSphere Application Server cells without getting prompted again – Requires LTPA across the cells within the domain participating in SSO – Same realm names on each system in the SSO domain •For local OS • On the Windows platform, the realm name is the domain name, if a domain is in use, or the machine name • On the UNIX platform, the realm name is the same as the host name. •For LDAP, the realm name is the host:port of the LDAP server



J2EE Security Roles: App Authorization • Authorization is performed using the J2EE Security Roles – Specify security at an abstract level w/o knowledge of actual users and groups • Security roles are then applied to the Web and EJB application components – EJB methods or Web URIs • Binding of the users and groups to the J2EE security roles are usually done at the application install time – Binding information can be saved in the IBM binding file (default) or can use a JACC provider (like Tivoli Access Manager)



Web Module Servlets, JSPs, HTMLs



EJBs



EJB Module J2EE Security Roles Binding



Users/ Groups



Securing J2EE Application Artifacts Security Permissions



Security Binding



EJB Method



Jack Manager



EJB Method



Bob EJB Method



Enterprise Java Bean (EJB)



Teller



Mary



Servlet



Customer Clients



Actual User/Groups



Usually by Deployer



J2EE Security Roles



JSP



Usually by Assembler or Developer



HTML, GIFs, etc.



Web Components



JACC Introduction • JACC allows applications servers to interact with third party authorization providers via standard interfaces to make authorization decisions – JACC defines permission classes for both the EJB and Web container – Handle both J2SE and J2EE permissions • Does not specify how to assign principals to roles



JACC Example



WebSphere Application Server V6 Application Installation



JACC Provider Contract PolicyConfiguration



Provider Repository ƒ Create contextID unique to the module being installed ƒ Get PolicyConfiguration Object for the contextID ƒ Propagate security policy information for the module using the PolicyConfiguration Object



Deploying an Application Using JACC • During application installation, translate the security policy in the deployment descriptor to the appropriate permission objects • Associate the permission objects with the appropriate roles • Create a unique identity (contextID) for the module being deployed • Propagate the information to the provider using the PolicyConfiguration object implemented by the provider • Link all the modules in an application and commit



App Server Container Requirements



Provider Repository



WebSphere Application Server V6 Access J2EE resource



yes/no



EJB/Web Container



Check access



Policy Object



yes/no



JACC Provider Contract ƒ ƒ ƒ ƒ



Create contextID for the module being accessed Create the appropriate Permission object for the resource Register information required by the specification Delegate the access decision to the Policy object



TAM Introduction • Provides unified authentication and authorization services for heterogeneous environments • Enforces security by using a single security policy server across multiple file types, application providers, devices and protocol • Access decisions are based on information held external to the application



TAM Integration • The TAM client pieces are embedded in the WebSphere Application Server • The TAM server is bundled in the WebSphere Application Server V6 Network Deployment • TAM is the default JACC provider for WebSphere



TAM Integration (continued) • When TAM is used as the JACC provider, the GUI panels and the wsadmin scripting used to associate the Principals (users/groups) to roles directly communicate with the TAM server • The TAM client can be configured using the scripting and the GUI management facilities of WebSphere • Authentication can also be performed by the TAM server



TAM integration in Admin Console Enable use of JACC provider



For other JACC providers, replace the properties panel with the appropriate values for the external JACC provider



Pre-filled for TAM client values



TAM Server Information Specify TAM server information for communication between WebSphere and TAM



TAM policy and authorization server host:port



TAM Administrator userid and password



Ports TAM will use to talk to WebSphere



Unit Summary • Overview of role-based authorization. • Details of the JACC specification. • TAM integration in WebSphere.



References • JSR 115 specifications – www.jcp.org/en/jsr/detail?id=115 • J2EE 1.4 Tutorial – http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html
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