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Known-Key Attacks Introduced by Knudsen and Rijmen at AC 2007 [KR07].



Definition (Known-key attack, informally) Given a random key k, find a “property” of permutation Ek more efficiently than for a random, black-box permutation.



Example 1: unary relation Given k ∈ K, find x , y ∈ M such that the n/2 first bits of x and y are 0 and Ek (x ) = y in time less than ∼ 2n/2 evaluations of E .
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such that P(x ) = y . ⇒ impossible to formalize KK attacks for a single block cipher E
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Formalizing Known-Key Security • first formalization of KK-security by Andreeva, Bogdanov, and



Mennink at FSE 2013 [ABM13] • circumvents impossibility results by considering a class of block



ciphers based on some ideal primitive F (e.g. random function(s), random permutation(s), etc.) • uses the indifferentiability notion [MRH04] • informally, the ABM security notion ensures that for a random key



k, EkF “behaves” as a random permutation even when k is known to the attacker (assuming F is ideal)
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• based on a public permutation P modeled as ideal (uniformly



random) • provably secure in the secret key model



(pseudorandomness) [EM97] • provably secure against (the ABM notion of) known-key attacks:



for any key k, EMPk “behaves” as a random permutation (assuming P is a random permutation) B. Cogliati, Y. Seurin
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Limitation of ABM Notion: A Motivating Example • Rogaway-Steinberger compression functions [RS08a]: defined from



a few public permutations π1 , . . . , πµ • provably secure in the Random Permutation Model



Source: [RS08b]
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Limitation of ABM Notion: A Motivating Example • natural idea: instantiate the πi ’s using a block cipher E :



π1 = Ek1 , . . . , πµ = Ekµ with k1 , . . . , kµ public, independently drawn keys • under which security assumption on E does the construction remain



secure? • resistance to chosen-key attacks: too strong • ABM known-key security notion: too weak because it considers a



single key • here, the attacker is given multiple known keys



⇒ we need to extend the KK security notion
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But, given oracle access to two random permutations P1 and P2 , finding (x1 , y1 ) and (x2 , y2 ) satisfying y1 = P1 (x1 ), y2 = P2 (x2 ) and Eq. (1) requires ∼ 2n/2 queries. B. Cogliati, Y. Seurin
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The attacker D must distinguish: • the real world: construction + random permutations P1 , . . . , Pr • the ideal world: ideal cipher IC + simulator S NB: no hidden secret in the real world (but D can only make a limited number of queries) B. Cogliati, Y. Seurin
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Definition (Indifferentiability [MRH04]) A block cipher construction is said (qd , qs , ε)-indifferentiable from an ideal cipher if there exists a simulator S such that for any distinguisher D making at most qd queries in total, S makes at most qs ideal cipher queries and D distinguishes the two worlds with adv. at most ε B. Cogliati, Y. Seurin
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and independent) • we focus on the trivial key-schedule: round keys are equal • previous indifferentiability results: • (fully) indifferentiable from an IC for 12 rounds [LS13] • 1-KK-indifferentiable from an IC for 1 round [ABM13]
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The end. . .



Thanks for your attention! Comments or questions?
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