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Meet Fitbit Flex - Hack.lu Archive

What can you do with your (beloved) fitness tracker without sending anything to ... scary attack. Hack.lu 2015 - A. ... We always lack sources of entropy, don't we? 
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Meet Fitbit Flex
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I



Wireless activity wristband



I



Track steps, distance, calories, active minutes



I



Display progress with 5 LEDs



I



No altimeter, no GPS on Flex. Only on Charge or Surge.
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It’s also a “sleep wristband”



I slept well, thanks :) Hack.lu 2015 - A. Apvrille
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Opening the tracker
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Opening the tracker



Thanks to my husband, Ludovic :)
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Opening the tracker



Thanks to my husband, Ludovic :)
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Sleep stage: polysomnography (PSG)



Credits: NascarEd Hack.lu 2015 - A. Apvrille
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Tracking activity with an accelerometer Acceleration on (x), (y) and (z) for walking and jogging



From Kwapisz, Weiss and Moore, “Activity Recognition using Cell Phone Accelerometers”, SIGKDD 2011
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Tracking activity with an accelerometer Acceleration on (x), (y) and (z) for sitting and standing



From Kwapisz, Weiss and Moore, “Activity Recognition using Cell Phone Accelerometers”, SIGKDD 2011
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Spying with an accelerometer



From Ravi, Dandekar, Mysore and Littman, “Activity Recognition from Accelerometer Data”, IAAI’05 Hack.lu 2015 - A. Apvrille



7/26



Where fitness data goes to



Various reward programs



“Higi announced [..] the launching of its industry-leading, privacy-protected and secure API” - Source: PR News “AchieveMint previously partnered with the Brooklyn Nets basketball team to encourage users in Brooklyn and 75 miles around it to earn special rewards, such as VIP tickets to the draft or signed merchandise.” - Source: Mashable



Other Examples Sales forces, insurances, sponsors... Hack.lu 2015 - A. Apvrille



Nest (thermostat) and Beam (toothbrushes) are sharing with insurances 8/26



Alternate usages to your tracker



What can you do with your (beloved) fitness tracker without sending anything to Fitbit (or other) servers? Hack.lu 2015 - A. Apvrille
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Four alternate geek usages



1. Impress young kids with magician talent 2. Impress a scientist with a RNG 3. Impress a hacker friend with a screen saver 4. Impress security researchers with a scary attack



“This can of green pees? I’m going to turn it into caviar!” Hack.lu 2015 - A. Apvrille
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Geek no.1: Impress (very) young kids with magician talent



Proprietary! No technical user/ developer/ contributor documentation Everything has to be reverse engineered



Display Code c0 06 00 .. 00 02 I



c0: control packet, for the tracker



I



06: command id - Display Code



I



02: useful length for packet
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Blinking LEDs Endpoint 0x01
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Blinking LEDs Endpoint 0x01



Hack.lu 2015 - A. Apvrille



C0 06 00 ... 02
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Geek no.2 Impress a scientist with a RNG We always lack sources of entropy, don’t we? Use authentication packets Funny! Flex supports authentication messages, but it’s a passthru if ( !isencrypted || (TrackerAuthUtils.checkMac(...)) { if (!isencrypted) { MySystemLog.log("TrackerAuthCommand", "Tracker is not encrypted, we just assume it\’s authed"); } ... Hack.lu 2015 - A. Apvrille
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Flex authentication Dongle



Tracker(s)



Client Challenge



C0 50 LocalRandom



C0 51 TrackerChallenge SeqNum



Response to Challenge



C0 52 ComputedMAC ...



Implement a Flex-based RNG I



Send a dummy local random (C0 50)



I



Wait for tracker’s response: 8-byte challenge



I



Never send last message (C0 52)
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Is it (really) random??? Description



Entropy Chisquare



Mean



Target



8



Victor Hugo Linux PRNG /dev/urandom AES ciphertext Fitbit tracker Radioactive decay events



4.6 8



1090% 0.01% 75% 50% 75% 41%



8 8
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127.5



MonteCarlo Pi error 0%



Dieharder failed tests 0



99 127



27% 0.57%



2 weak 0



128 127



0.50% 0.36% 0.06%



3 weak



Tracker RNG: conclusion



I would not use it for crypto It does not look notably worse than Linux’s standard RNG
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Geek no.3 Impress a hacker friend with a screen saver



How to keep your laptop secure from curious eyes? Screen lock I



See Matias Katz, “Backdooring X11 with much class and no privilege”



I



Use the Fitbit USB dongle!



I



Rely on udev



DEMO
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Better: lock with the tracker Discover: MAC Addr, RSSI...



Lock the screen when you move away from your laptop How? Discovery responses: 1. the tracker’s ID - this is its Bluetooth MAC address 2. and the Received Signal Strength Indication
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Plotting RSSI



Close to dongle



Hand around tracker



Moved 5m Moved 3m



Next door In my pocket
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Trackerlock demo



Trackerlock $ python trackerlock.py --delay 1 --movement 15 Getting list of available trackers... 1- TrackerId: 09 73 78 63 f7 f3 AddrType: 1 RSSI: 190 Attr: 02 07 SUUID: 00 fb Select tracker’s num: 1 Tracker has moved away!!! (RSSI=186)



Demo
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Geeky no.4: Scare a Security Researcher



For Good .. or for Bad Good: Digital Tatoo
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Geeky no.4: Scare a Security Researcher



For Good .. or for Bad Good: Digital Tatoo



I LOVE YOU ! Tatoo



Hack.lu 2015 - A. Apvrille



21/26



Geeky no.4: Scare a Security Researcher



For Good .. or for Bad Good: Digital Tatoo



XX ...
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Geeky no.4: Scare a Security Researcher



For Good .. or for Bad Good: Digital Tatoo



...I LOVE YOU ! Tatoo response
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Danger: What if Tatoo is Malicious Code?



Attacker Victim’s laptop
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Danger: What if Tatoo is Malicious Code? INJECTED MALICIOUS CODE



Tracker is infected



Attacker Victim’s laptop
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Danger: What if Tatoo is Malicious Code? INJECTED MALICIOUS CODE



Attacker



RY VE O C DIS



Victim’s laptop
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Tracker is infected



Danger: What if Tatoo is Malicious Code? INJECTED MALICIOUS CODE



Attacker Victim’s laptop
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Tracker is infected



Danger: What if Tatoo is Malicious Code? INJECTED MALICIOUS CODE



RY VE O C E DIS OD C S IOU C I L MA



Attacker Victim’s laptop



Tracker is infected



Deliver malicious payload: crash, propagate...
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Video
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Digital Tatoo / Infection: Limitations



1. Max 17 bytes. Is that enough? Yes: Crash Pentium Trojan (2004): 4 bytes
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Digital Tatoo / Infection: Limitations



1. Max 17 bytes. Is that enough? Yes: Crash Pentium Trojan (2004): 4 bytes 2. Execute/Deliver code on target: we did not handle this!
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Digital Tatoo / Infection: Limitations



1. Max 17 bytes. Is that enough? Yes: Crash Pentium Trojan (2004): 4 bytes 2. Execute/Deliver code on target: we did not handle this! 3. Fitbit patches
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Interesting links I



Galileo - https://bitbucket.org/benallard/galileo



I



Rahman et al. Fit and Vulnerable: Attacks and Defenses for a Health Monitoring Device, CoRR, 2013.



I



Fitbit Flex Teardown. http://ifixit.org/blog/5042/fitbit-flex-teardown/



I



Matias Katz - Backdooring X11 with much class and no privileges, Hack in Paris 2015



I



My my Fitbit tools repository on GitHub



I



My presentation at Hack in Paris 2015



I



My own humoristic drawings Pico le croco



I



Link to satisfaction form: http://bit.ly/1KUkjaB



Hack.lu 2015 - A. Apvrille



25/26



Thanks for your attention!



Contact info @cryptax or aapvrille (at) fortinet (dot) com http://bit.ly/1KUkjaB Thanks to Ludovic Apvrille, Aur´elien Francillon and Matias Katz
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Fitbit Flex Teardown 

Pour mÃ©moire, le Flex prÃ©tend Ãªtre Ã©tanche Ã  l'eau jusqu'Ã  10 mÃ¨tres, ou 264 douches Gatorade simultanÃ©es. ... "sÃ©lectionner NFC appareils Android.".
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Fitbit Flex User Manual 

La boÃ®te de votre Flex contient : â€¢ Votre coach Ã©lectronique Flex. â€¢ Un cÃ¢ble de charge. â€¢ Un dongle de synchronisation sans fil. â€¢ Un petit bracelet et un grand ...
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Fitbit Flex ç”¨æˆ·æ‰‹å†Œ 

Fitbit Wi-Fi. Aria. Fitbit.com. Fitbit.com. Mac. Windows. Mac OS Windows. Mac OS 10.5. 802.11b. Wi-Fi. Windows 7. 802.11b. Wi-Fi. Fitbit Aria. â€¢ Wireless 802.11b.
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Fitbit Charge HR Teardown 

iFixit â€” CC BY-NC-SA. /Www.ifixit.com. Page 1 de 4. Page 2. INTRODUCTION. Montrant comment une charge HR Fitbit est dÃ©montÃ©. OUTILS: T3 tournevis Torx ...
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Fitbit Zip User Manual 

Configurer votre coach électronique sur votre appareil mobile . ..... Bienvenue dans le manuel du coach électronique sans fil pour l'activité Fitbit Zip™. Contenu ...
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fitbit product manual dbid 1un7ol 
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Magnum Flex Magnum Flex 

8304 AX Emmeloord. The Netherlands. T +31 (0)527 82 01 10. BouMatic Europe. BouMatic Gascoigne Melotte Sprl. Rue Jules Melotte 31. 4350 Remicourt.
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Meet Results 

3 sept. 2016 - 1752 Derek Espinoza. Fr. OKLAHOMA. CHRISTIAN U. 6. 5:28.3. 21:53.1. 25. 25. 1785 Nick Williams. Fr. ROGERS STATE. UNIVERS. 6. 5:29.1.
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MEET & DISCOVER 

Il y a 23Â heures - Arendt & Medernach. 41A, avenue J.F. Kennedy. L-2082 Luxembourg. Parkings autour d'Arendt House. ArrÃªt de bus J.F. Kennedy. (Auchan). Join us. Chers Ã©tudiants,. LÃ©if Studenten,. Arendt & Medernach vous ouvre les portes d'Arendt
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FitBit Surge Teardown 

Fitness super Watch". ... derniÃ¨re remise en forme "super montre" de Fitbit a des caractÃ©ristiques assez agrÃ©able, y compris: ... Ã‰tape 8 â€” L'autre cÃ´tÃ©.
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meet up 

J'attends encore un devis, stay tuned. Y aller en jet privÃ© (qui en a un ?) Meet up Tiers-Lieux #2-2016. 30/08 Ã  La Machinerie (70 Rue des Jacobins) - Amiens.
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DUAL MEET 

7 févr. 2019 - Wt. Match. NEWB QU. 125. Austin Palmer (NEWB) over Melvin Rubio (QU), dec. 16-12. 3. 0. 133. Timmy Martinez (NEWB) over Noah Gilbert ...
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Magnum Flex Magnum Flex - BouMatic 

3. 5. 6. 4. Magnum Flex. Carte MANCHON. La génération Flex a été ... Race. Troupeau de race mixte. Informations techniques. Vide moyen dans la griffe.
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Meet Kitchen Trotter 

... spÃ©cialitÃ©s de la destination du mois, et les ingrÃ©dients (hors produits ... au sein de l'Ã©quipe Kitchen Trotter, c'est bien sÃ»r prendre part Ã  la conception d'un.
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responsable Fitbit HR dÃ©sassemblage 

ancienne ouverte ... se demandant si possible de remplacer la batterie (cant trouver un remplaÃ§ant) que la tension est 0. batterie LSSP031420AB de LiPoly.










 


[image: alt]





plaspactunaÂ® flex 

installations beneath ceramic tiling (bonded with C2 adhesive in accordance with EN 12004). FlÃ¼ssig zu verarbeitendes wasserundurchlÃ¤ssiges Zement Produkt ...
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Flex Integral 

Low-charge light (red) (only 5416/5415). â˜º Shaver socket. D Switch for locking the swivel head (Â«head lockÂ») and for activating the pop-out long hair trimmer.
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Flex 58120_New 

... contained in this document is the exclusive property of MGE UPS Systems SA and may neither be used nor disclosed without its prior written consent. 76789 : ...
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Open Archive TOULOUSE Archive Ouverte (OATAO) 

28 mai 2001 - traitement des infestations par les poux broyeurs à Trichodectes canis, ... contrôle mécanique de la plaque par brossage dentaire et mesures ...
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Meet Kitchen Trotter 

Social media et Relations Presse. Description de la SociÃ©tÃ© : Kitchen Trotter c'est la start-â€�up qui sort tout juste du four et qui fait voyager ses clients ! Comment ?
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Meet the Twiblings 

Dec 29, 2010 - experience of being pregnant or is your goal to have the best chance of having a healthy baby .... Then a lovely local elementary teacher came.
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Meet the Baby Carriers 

Aug 28, 2013 - Once they learned that Powers was carrying ... DC is the only jurisdiction in the country in which all surrogacy contracts are prohibited. Any.
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Meet on the ledge 

When the time is up I'm gonna see all my friends. A. Em. Meet on the ledge; we're gonna meet on the ledge. G. D. If you really mean it, it all comes round again.
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FLEX 2600 

Applications : Pour la pose de tout type de carreaux et de plaques de marbre ou de granit, ainsi que pierres de parement, carrelages cÃ©ramiques, etc., sur sols ...
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