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1. Background Cybersecurity attacks on Healthcare and Public Health (HPH) critical infrastructure, such as healthcare delivery organizations (HDOs), are occurring with greater frequency. Disruptions in clinical care operations can put patients at risk. The global ransomware event known as WannaCry demonstrated how the performance of vulnerable medical devices may be compromised by an exploit, whether it intentionally targets the healthcare system or is purely opportunistic. Similarly, other attacks such as Petya/NotPetya have highlighted key challenges in preparedness and response across the HPH critical infrastructure sector. Securing critical infrastucture is a shared responsibility across many stakeholders, and with respect to medical devices the primary stakeholders are FDA, Medical Device Manufacturers (MDMs), and HDOs. A common preparedness and response challenge FDA heard from its stakeholders in the aftermath of the aforementioned attacks is that HDOs did not know with whom to communicate (e.g. MDM-HDO interactions); what actions they might consider taking; and what resources were available to aid in their response. Without timely, accurate information and incorporation of medical device cybersecurity into their organizational emergency response plans, it was difficult for HDOs to assess and mitigate the impact of these attacks on their medical devices. To address this unmet need, the MITRE team (with the support of FDA), engaged with a broad distribution of stakeholder groups to understand the gaps, challenges, and resources for HDOs participating in medical device cybersecurity preparedness and response activities. These stakeholders included HDOs of varying size and demographics, state departments of health, medical device manufacturers, and government agencies. Information gathered resulted in the creation of this playbook that may serve as a resource for HDOs. The playbook provides a stakeholder-derived, open source, and customizable framework that HDOs may choose to leverage as a part of their emergency response plans in order to ultimately limit disruptions in continuity of clinical care as well as the potential for direct patient harm stemming from medical device cyber security incidents.



2. Playbook Audience HDOs, particularly staff involved in medical device cybersecurity incident preparedness and response, are the primary audience for this regional playbook (hereinafter referred to as playbook). Staff involved in an integrated preparedness and response team may include but are not limited to clinicians, healthcare technology management (HTM) professionals, and information technology (IT), emergency response, risk management and facilities staff. Other stakeholders may also find the playbook useful, including device manufacturers and other external entities that support HDOs’ response efforts, such as maintenance contractors and health system, regional, and national response partners.



3. Scope The playbook covers preparedness and response for medical device cybersecurity issues that impact the functionality of a device. Of particular focus are threats or vulnerabilities that have the potential for largescale, multi-patient impact and raise patient safety concerns; the playbook is not intended to aid in the day-to-day patch management of devices. The playbook presents target capabilities for medical device cybersecurity incident preparedness and response; many HDOs will not be able to fully execute all recommendations due to operational constraints. The playbook is also intended to be used within the context of a “region” and may be a starting point for HDOs without a medical device cybersecurity response plan that can be incorporated into existing response plans. The HDO’s environment will dictate what a region means. For a large HDO/health system 1
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with campuses spread across multiple states, those campuses may comprise its region. For HDOs that look to partner with other HDOs at state or county levels, those partnerships may comprise their region. The term region is not necessarily constrained by a geographical boundary, but rather is driven by the incident response (IR) organizational structure that best fits the needs of the participating HDOs.



4. Purpose and Objective Regions are beginning to organize cybersecurity incident preparedness activities. While similarities exist with natural disaster emergency preparedness and response, cybersecurity has unique characteristics that warrant specific integration of cybersecurity incident planning within an HDO’s emergency plans and across stakeholders. The purpose of the playbook is to serve as a tool for regional readiness and response activities to aid HDOs in addressing cybersecurity threats affecting medical devices that could impact continuity of clinical operations for patient care and patient safety. The objectives of the framework are to: baseline medical device cybersecurity information that can be incorporated into an HDO’s ••Provide emergency preparedness and response framework; roles and responsibilities for responders internal and external to the HDO to clarify lines of com••Outline munication and concept of operations (CONOPs) across HDOs, medical device manufacturers (MDMs), state and local governments, and the federal government;



a standardized approach to response efforts that would enable a unified response within HDOs ••Describe and across regions as appropriate; as a basis for enhanced coordination activities among medical device cybersecurity stakeholders, ••Serve including mutual aid across HDOs; ••Inform decision making and the need to escalate response; ••Identify resources HDOs may leverage as a part of preparedness and response activities; and as a customizable regional preparedness and response tool for medical device cyber resiliency ••Serve that could be broadly implemented.



5. Regional Medical Device Cybersecurity Incident Preparedness and Response HDO incident preparedness and response for medical device cybersecurity can be strengthened through regional outreach and collaboration. Cybersecurity is a “team sport,”1 and pooling limited resources and expertise across a region before, during, and after a medical device cybersecurity incident will help ensure that patient safety is maintained. A region, which may be geographic (e.g., state, tri-state area, portion of a state) and/or organizational (e.g., HDOs in the same hospital system), should be a source of trusted partners to facilitate preparedness and response sharing. An HDO may belong to one or more regions. Examples of regional partners include the following:



••State/local Department of Health, ••State/local Department of Safety/Emergency Response, ••State/regional Cybersecurity Communications Integration Center (CCIC), 1 Chertoff, Michael, former Homeland Security secretary, https://www.csoonline.com/article/2844133/data-protection/ chertoff-cybersecurity-takes-teamwork.html
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••Regional Health Care Coalition, ••Regional hospital trade association(s), ••Regional fusion center, ••Local InfraGard chapter, and/or sector-specific Information Sharing and Analysis Organizations (ISAOs)/ Information ••Regional Sharing and Analysis Centers (ISACs), ••Regional testing laboratories, and ••Geographically and/or organizationally aligned peer hospitals. 2



Additional information about these regional partners can be found in Appendix A, Stakeholders. Regional partners can be helpful in both medical device cybersecurity incident preparedness and response, as described in the sections that follow.



5.1 Regional Preparedness Building trust relationships with regional partners is the first step in medical device cybersecurity preparedness. Larger HDOs may have existing relationships across the community through participation in different consortia; consideration should be given to fostering these relationships and exploring partnerships that offer key and/or complementary resources. Smaller, less resourced HDOs, which may benefit more from the deeper bench that regional collaborations offer, may consider building or augmenting regional relationships, such as through participation in HCC meetings. Regional opportunities for preparedness collaboration may include the following:



••Sharing medical device cybersecurity best practices, such as policies and plans; mutual aid agreements for medical device cybersecurity, or supplements as part of broader ••Developing incident response mutual aid agreements—to include loaner devices, diverting patients to a facility with operational devices, and incident response assistance;



and exchanging point of contact (POC) names and contact information, to include public key ••Establishing infrastructures (PKIs) for more sensitive communications, as applicable; that all key HDO medical device cybersecurity personnel have access to alerts disseminated via ••Ensuring the regional health emergency response communication system, such as the state Health Alert Network (HAN);



••Conducting joint exercises and participating in collaborative clinical simulations; a primary and backup regional incident command/coordination center for use during inci••Identifying dents (e.g., state CCIC, state Emergency Response command center); and ••Sharing cybersecurity advisories and alerts. 5.2 Regional Response Regional IR draws upon the strength of regional partnerships and may include the following:



••Incident notification: aberrant device behavior, potential incident, discovered vulnerability, etc.;



2 http://www.phe.gov/Preparedness/planning/hpp/reports/Documents/2017-2022-healthcare-pr-capablities.pdf
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hoc information sharing, such as confirmation of activity (“Are you seeing this?”), feedback on manu••Ad facturer responsiveness, pointers to the Healthcare and Public Health (HPH) Sector Critical Infrastructure Protection (CIP) Program sector-wide calls held by HHS/ASPR CIP;3



formal information sharing, such as indicators of compromise and other relevant actionable inci••More dent information (e.g., incident source, mitigation strategies, lessons learned); ••Communications mechanism(s) in use if primary means are compromised; ••Activation/use of regional command center; ••Request for technical assistance; ••Tracking incidents across state/region; and ••Execution of mutual aid agreements (e.g., loaner devices, diverted patients).



HDOs may be hesitant to share information during an incident, due to concerns they will attract negative media attention and/or that doing so may violate nondisclosure agreements (NDAs) with manufacturers. NDAs with regional partners may protect sensitive incident information and facilitate information sharing, perhaps with the Health Information Sharing and Analysis Center (H-ISAC) or other medical device ISAO acting as an initial conduit.



6. HDO Medical Device Cybersecurity Incident Preparedness and Response Preparing for and responding to incidents involving cybersecurity attacks often require many different parties to interact, both internal and external to the HDO (e.g. medical device manufacturers); various structures and processes may be in place to facilitate these interactions. Cybersecurity attacks are inherently unpredictable ‘no notice’ events, with insufficient or inaccurate information in the early stages. HDOs cannot predict the timing, severity, and rapid trajectory of a particular cyber attack. An incident may result in organizational confusion and delays that may adversely affect delivery of care. This section provides tools, references, and resources to help HDOs prepare for and respond to medical device cybersecurity incidents. Its high-level structure follows the incident response life cycle outlined in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-61r2, Computer Security Incident Handling Guide,4 shown in Figure 1. This process, and the suggestions provided, are intended to complement existing all-hazards incident preparedness and response activities and can be applied to specific cybersecurity incidents involving medical devices.



3 https://www.phe.gov/Preparedness/planning/cip/Pages/mailinglist.aspx 4 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
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Figure 1. Incident Response Life Cycle



6.1 Preparedness During the preparation or preparedness phase, the HDO assesses and bolsters its cyber defensive measures as well as develops incident handling processes and procedures to enable smoother operations when an incident arises. Actions for medical device cybersecurity incident preparedness—consistent with and complementary to broader emergency response procedures described by the Centers for Medicare & Medicaid Services (CMS) Emergency Management Final Rule,5 National Incident Management System (NIMS),6 Hospital Incident Command System (HICS),7 Medical Surge Capacity and Capability, and Assistant Secretary for Preparedness and Response (ASPR) Technical Resources, Assistance Center, and Information Exchange (TRACIE)8 Healthcare Coalitions—are described in the subsections that follow.



6.1.1 Medical Device Procurement Incorporating cybersecurity into medical device procurement can strengthen medical device cybersecurity incident response: Incident Costs:



to cover unforeseen costs during an incident is a distraction that slows down incident response. ••Trying Consider building into the device purchase and/or maintenance fees the cost for mitigating device vulnerabilities. This could include ensuring that spare or extra devices will be available, as needed, during an incident.



Exercise Participation:



the procurement process, consider securing a commitment by the manufacturer to participate ••During in HDO cybersecurity exercises, such as the type of exercises described in section 6.1.7.2 below and Appendix B. Inclusion of manufacturers in regional medical device cybersecurity exercises affords HDOs the opportunity to build the HDO-manufacturer relationship, define roles and responsibilities of each



5 https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/SurveyCertEmergPrep/Emergency-Prep-Rule.html 6 https://www.fema.gov/national-incident-management-system 7 http://hicscenter.org/SitePages/HomeNew.aspx 8 https://asprtracie.hhs.gov
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party, and better understand the coordination efforts needed during a device incident, such as the need to share: --



Scope, magnitude and impact of the incident on device(s) functionality, clinical care and patient safety initially and as it evolves (HDO);



--



Actionable and product-specific information to enable a timely response (manufacturer);



--



Tangible patches/fixes to contain and eradicate the attack (manufacturer); and



--



Regular status communications (HDO/manufacturer).



participation together with HDOs can also aid manufacturers in developing and refining their ••Exercise own internal processes for incident management. Third-party Component Identification:



a Software Bill of Materials (SBoM) will enable the HDO to identify and address vulnerable ••Requesting device components. This information is valuable in the development of IR plans as it enables triage and prioritization across an organization’s device inventory helping facilitate a swift response when an incident occurs.



Service Layer Access:



arranging for a cybersecurity preparedness user account that provides service layer access ••Consider during an incident. This may enable minimal disruption of clinical operations and a more rapid response. AAMI’s Medical Device Cybersecurity: A Guide for HTM Professionals9 can serve as an additional resource.



6.1.2 Medical Device Asset Inventory10 A foundational preparedness principle is knowing what systems are connected to the HDO’s network. By maintaining a centrally managed, baseline set of information about each medical device, an HDO will be better situated to account for and manage medical devices before, during, and after a cybersecurity incident. This includes legacy devices and devices located on research or other non-standard networks. Updating this information regularly (ideally, real-time and/or when there are changes) will help ensure that the inventory is current when an incident arises so that devices can be quickly located and patched, pulled offline, and/or replaced, as needed. Device information may include:



••Device name and description; ••Device physical location; device location (e.g., Internet Protocol address, switch port and/or wireless access point ••Logical connection(s)); ••Device owner and manager; maintenance parameters (e.g., no longer supported by the manufacturer; internally maintained by ••Device X organization [with current contact information]; maintenance outsourced and provided by Y entity with these Service Level Agreement [SLA] parameters);



••Device operational status (in use, broken, etc.), to include current Operating System and patch status; ••Embedded components (e.g., SBoM), to include component version, release, patch status, etc.; ••Interaction with and/or dependencies on other devices/IT resources, and 9 http://my.aami.org/store/detail.aspx?id=MDC-PDF 10 This is considered a goal capability; many HDOs currently do not have the capability to catalog all their medical devices to this degree.



6



Regional Incident Preparedness and Response Playbook



files that capture device operating and/or diagnostic information (e.g., to diagnose malfunctions as ••Log cyber-related or not), ideally with a capability to interpret error codes, as applicable. The NIST Cybersecurity Framework (CSF)11 provides additional detail regarding asset inventory (e.g., hardware, software) within the CSF “Identify” function’s asset management category. Each subcategory within asset management maps to an appropriate security control(s) to provide additional implementation best practices. HDO medical device procurement practices might consider requiring the manufacturer to provide both an SBoM and a query capability to maintain the device asset inventory. Additional medical device asset inventory materials can be found in AAMI’s Medical Device Cybersecurity: A Guide for HTM Professionals.



6.1.3 Hazard Vulnerability Analysis Cybersecurity incidents and their potential impact on medical devices are important to include in a broader Hazard Vulnerability Analysis (HVA)12. An HVA is used to “assess and identify potential gaps in emergency planning.”13 Anticipated cybersecurity threats and existing mitigations should be reviewed to identify and manage residual cybersecurity risks (e.g., accept, avoid, transfer). Resources to support a cybersecurity hazard analysis include:



••AAMI’s Medical Device Cybersecurity: A Guide for HTM Professionals, ••Manufacturer Disclosure Statement for Medical Device Security(MDS ), ••Veteran’s Affairs (VA) 6550, Pre-Procurement Assessment For Medical Device/Systems, ••NIST SP 800-30 revision 1, Guide for Conducting Risk Assessments, ••ASPR TRACIE, ••Kaiser Permanente’s HVA planning tool, and American Health Care Association and the National Center for Assisted Living’s overview of the HVA ••The process. 14



2 15



16



17



18



19



20



Potential cybersecurity risks include:



••The inability to conduct a complete medical device asset inventory, ••The inability to collect and correlate system audit logs across the enterprise, sensor coverage (e.g., security monitoring tools) to detect adversary activity on HDO devices, ••Limited other systems, and networks, ••Device procurement process that does not address cybersecurity, and



11 https://www.nist.gov/sites/default/files/documents/cyberframework/cybersecurity-framework-021214.pdf 12 Such as to support the CMS Emergency Management Final Rule 13 https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/SurveyCertEmergPrep/Downloads/FAQ-RoundFour-Definitions.pdf 14 http://my.aami.org/store/detail.aspx?id=MDC-PDF 15 https://www.nema.org/Standards/Pages/Manufacturer-Disclosure-Statement-for-Medical-Device-Security.aspx 16 https://www.va.gov/vapubs/viewPublication.asp?Pub_ID=790&FType=2 17 https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf 18 https://asprtracie.hhs.gov/technical-resources/3/Hazard-Vulnerability-Risk-Assessment/0 19 https://www.calhospitalprepare.org/post/revised-hva-tool-kaiser-permanente 20 https://www.ahcancal.org/facility_operations/disaster_planning/Documents/Hazard%20Vunerability%20Assessment%20 for%20Healthcare%20Facilities.pdf
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••Lack of staff able to detect and respond to a cybersecurity incident. Potential mitigations include:



the HDO’s infrastructure and tiering/prioritizing functions and assets to protect and maintain ••Assessing during an incident in order of importance; and prioritizing remote connections, as IR may require temporarily blocking or severing these ••Reviewing connections; medical devices—especially legacy devices that cannot be easily secured—on their own dedi••Putting cated and protected network segment, separate from general IT assets; ••Improving device procurement practices; ••User awareness and training; and ••Intrusion detection and/or security information and event management capability. 21



22



23



The risk assessment results can be used to identify the need for additional mitigating measures (e.g., the need to hire skilled cybersecurity incident responders or allocate resources to training of designated staff) and inform the medical device cybersecurity portions of the HDO’s Emergency Operations Plan (EOP).



6.1.4 Medical Device Cybersecurity Support to the HIMT HDOs typically have an Incident Command System (ICS) that defines a Hospital Incident Management Team (HIMT) to lead response to all-hazards incidents. If the incident includes medical device cybersecurity concerns, include Medical-Technical Specialists with cybersecurity and medical device expertise as part of the activated HIMT. During the preparedness phase, a senior leadership champion, such as the Chief Information Officer (CIO), may officially sanction (e.g., through policy) the cybersecurity decisions and actions the HIMT takes during an incident (e.g., curtailing device usage). During a cyber attack, there is not always time to make calls through a chain of command; accordingly, to facilitate timely decision making during an incident, clarify, in advance, who has what authority. In addition, determine if any IR roles require external support, such as from the manufacturer(s), maintenance contractor(s), peer HDOs, regional partners, trade associations, the H-ISAC, etc. For instance, will they partner during exercises only, or are they also needed to fulfill Service Level Agreements (SLAs) during an incident? Foster relationships with manufacturers during the preparedness phase—such as establishing POCs for each manufacturer. Create a chart that identifies all medical device cybersecurity roles, people filling the roles, and two methods of contact for each person. A starting place is to determine whether the manufacturer has an outward-facing product security and privacy webpage, which includes contact information for reporting incidents and incident-specific alerts. Additional medical device cybersecurity HIMT roles and responsibilities may include the following:



21 https://www.mitre.org/publications/systems-engineering-guide/enterprise-engineering/ systems-engineering-for-mission-assurance/crown-jewels-analysis 22 The VA isolation architecture provides one such approach: http://www.himss.org/ department-veterans-affairs-medical-device-isolation-architecture-guide-v20 23 The VA’s Medical Device Cybersecurity design patterns document provides guidance on device procurement and other medical device cybersecurity topics: https://www.oit.va.gov/library/programs/ts/edp/privacy/MedicalDeviceSecurity_V1.pdf
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Security Officer (ISO) – Designated by the Incident Commander to lead the cybersecurity ••Information portion of the HIMT and deal with the logistics of managing IR. The ISO is the liaison to the Incident Commander and the cybersecurity support staff.



Medical Information Officer (CMIO) – The CMIO is involved with IT-related decisions having a ••Chief potential impact on patient care (e.g., taking a portion of the network offline, shutting off devices). Technical Experts – Specialized medical device and/or cybersecurity expertise may be ••Specialized needed to augment the Medical-Technical Specialists. Example expertise may include HTM, intrusion detection, malware analysis, and digital forensics. Not all HDOs will have staff with these skills; collaborating with regional peers and/or outsourcing may be needed.



Device Cybersecurity Liaison – To facilitate IR coordination with external entities, such as ••Medical regional partners and/or the device manufacturer, a medical device cybersecurity liaison should be



identified. Ideally, this person will be familiar with the affected device(s) (e.g., an HTM professional) and may be part of the HIMT Liaison Officer’s team as a Medical-Technical Specialist.



HDO Support Staff – While the technical team is responsible for incident detection, analysis, ••Other and eradication, the HIMT may require support from other HDO departments, such as HMT, legal, risk



management, finance, human resources and public affairs/media relations, to ensure that the right information is conveyed to the right people at the right time. Additional information about these roles is in Appendix A.



6.1.5 Emergency Operations Plan Medical Device Cybersecurity Supplement The CMS Emergency Management Final Rule, NIMS, HICS, and other emergency preparedness systems call for the creation of an EOP to describe how an HDO will “respond to and recover from a threat, hazard, or other incident.” from a senior leadership champion, such as the CIO or CMIO, to sanction the medical ••Authorization device cybersecurity-related plan development, HIMT member activation, and HIMT member actions during an incident;



of HIMT members handling incident actions, including roles, responsibilities, and names, ••Identification with at least two distinct methods of communication; and ••Definition of a medical device cybersecurity incident. Clarifying questions include the following: --



When is a medical device cybersecurity issue considered an incident?



--



What are the trigger scenarios that will cause the IR activity to occur?



--



Are vulnerabilities with available patches considered incidents, for instance?



--



Do alerts from external entities (e.g., regional HCC, ASPR, HCCIC, H-ISAC) help establish incident status? Under what circumstances?



Additional considerations include:



insurance: HDOs with cyber insurance might want to be aware of the policy terms and have access ••Cyber to the policy; and how to activate and transition to/from the medical device cybersecurity elements of a Busi••When ness Continuity Plan; ••Medical device cybersecurity incident notification sources; ••Triggers for medical device cybersecurity HIMT member activation; and external communication requirements, to include regional and federal partners, as ••Internal applicable; ••How situational awareness is maintained; and 9
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of mutual aid agreements within the region to enable incident-related access to additional ••Creation medical devices (e.g., through device loans or agreements to divert patients).



6.1.6 Incident Response Communications Plan Include medical device cybersecurity incident-specific communications in an overall HDO IR Communications Plan. Communications regarding medical device cybersecurity incidents often involve different external stakeholders, as shown in Figure 2. Additional information about these and other stakeholder roles can be found in Appendix A. Within the IR Communications Plan, call out medical device cybersecurity-specific communication needs, which may include the following:



of key internal and external stakeholders and their communication roles (e.g., state Depart••Identification ment of Health liaison, public affairs), with primary and secondary means of communication (e.g., email, landline), including who is authorized to speak publicly about the incident;



••Planned frequency of communications between internal stakeholders (e.g., IT, HTM, C-suite); frequency of communications with external stakeholders, to include device manufacturers as ••Planned noted in their Incident Management Policies, as applicable; and ••Incident sharing parameters. 6.1.6.1 Incident Sharing Given potential incident sensitivities, specify incident sharing expectations for all participants in the IR communications plan. This may include the following:



••What incident information can (and cannot) be shared. ••With whom incident information can (and cannot) be shared and under what circumstances. ••By what mechanism the information can be shared. incident information can be shared. Are there circumstances that would prevent sharing during an ••When incident? Is there an incident reporting timetable requirement? there a designated regional command center to facilitate sharing, and if so, how will the HDO ••Isparticipate?



6.1.6.2 Incident Identification If a cybersecurity incident involving a medical device is identified, initiate outreach, first to the manufacturer and then to the broader healthcare community. Informal outreach to regional peers may confirm similar symptoms and provide validation. In addition, as applicable, share the medical device cybersecurity incident information with the H-ISAC or another healthcare-oriented ISAO, with regional incident response partners, and with the state Department of Health.



6.1.6.3 Incident Notification HDOs need to receive notifications of externally discovered medical device cybersecurity issues to initiate the appropriate response activities. These notifications may come from many sources, such as the manufacturer, the H-ISAC (or other ISAO), the FDA, Department of Homeland Security National Cyber Command Information Center (NCCIC), Department of Health and Human Services Healthcare Cybersecurity and Communications Integration Center (HCCIC), regional partners, and state Department(s) of Health. For example, as part of the WannaCry response, several forward-leaning manufacturers posted alerts on their product security and privacy webpages, with a list of the products impacted and associated mitigations available. Additionally, they coordinated with US-CERT/NCCIC to consolidate their alerts under one NCCIC



10



Regional Incident Preparedness and Response Playbook



Incident communication



FDA



HDO*



• •



Information gathering Benefit-risk analysis of MDM proposed mitigations



Device advisories, alerts, mitigations



• • •



Incident notification Device adverse event reporting (when applicable) Voluntary recalls



Manufacturer



Notification of aberrant device behavior; request for device help/info



*In the absence of incident information, HDOs may contact FDA for support at [email protected].



Figure 2. Medical Device Cybersecurity Key Stakeholders Incident Response Interactions



alert24 to facilitate the accessibility of information to the user community. H-ISAC receives and disseminates all healthcare-related threat and vulnerability information through its sector-wide Outreach Program,25which provides a “one-stop shopping” alerting mechanism for non-members. Public vulnerability databases, such as the National Vulnerability Database,26 disseminate notifications of broader cybersecurity issues.



6.1.6.4 Incident Situational Awareness To stay abreast of incident status, such as new intrusion details and/or mitigation recommendations, engage with contacts at the manufacturer(s), as well as at the regional and federal levels. For widespread healthcare-related incidents—including but not limited to medical device cybersecurity— HHS ASPR CIP provides regular, if not daily, regular situational awareness calls to the HPH Sector. H-ISAC also provides sector-wide calls that are generally more technical in nature.



6.1.6.5 Communication Templates Draft communication templates should be developed to prepare for different IR messaging needs, to include the following:



24 https://ics-cert.us-cert.gov/alerts/ICS-ALERT-17-135-01I 25 https://nhisac.org/outreach/outreach-program/ 26 https://nvd.nist.gov/
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••Incident notification, communications to, for instance, activate the HIMT, contact impacted staff (e.g., system users/ ••Internal owners/managers), inform the C-suite of incident parameters, and notify all users of the incident and its impacts,



communications to business associates or others whose assets and/or communication chan••External nels could be impacted by the original incident (e.g., severing remote connections due to compromise), ••Internet service provider notification, ••Outreach to trusted partners to share incident parameters, ••Public affairs messaging to make the public aware of the incident and its impacts, ••Compliance and/or regulatory notification communications, and ••Notification to law enforcement.



Prepare boilerplate emails, press releases, and other communications templates to facilitate timely IR communications.



Identify primary and secondary methods for communicating with key stakeholders. In particular, request that HIMT members designate a primary and secondary mechanism of contact (e.g., landline, email, cell phone, pager). Explore and exercise alternative communications mechanisms that may be needed during an incident to ensure, in advance, that they are accessible. For incidents with compromised communications, the HHS/ HCCIC, the Department of Homeland Security/Homeland Security Information Network (DHS/HSIN)27, the state’s health emergency communication network (e.g., Massachusetts’ Health and Homeland Alert Network, Nevada’s Health Alert Network)28, and the FDA’s safety notification dissemination channel29 may provide an alternate means for cross-region communication. H-ISAC offers “WEE Secrets” 30 for its members. Regional organizations, such as the state Department of Health or the Regional Fusion Centers, may also offer an out-of-band communication capability during emergencies.



6.1.7 Training Two types of training will help prepare HDOs for medical device cybersecurity incidents, as described in the sections that follow.



61.7.1 User Awareness Training Medical device users, from clinicians to IT helpdesk staff and HTM professionals, should be aware of potential device cybersecurity incidents, their impacts, and appropriate responses. User awareness is particularly important in incident discovery, as many device cybersecurity issues are found by users. Cybersecurity issues often initially manifest as unusual device behavior; regular training for device users will help to ensure that cybersecurity is considered as a potential cause for any device peculiarity. In addition, identify medical device cybersecurity POCs and familiarize users with the device cybersecurity incident classification and



27 https://www.dhs.gov/homeland-security-information-network-hsin 28 Massachusetts’ and Nevada’s statewide health alerting systems: https://www.researchgate.net/publication/23463585_ The_Massachusetts_Health_and_Homeland_Alert_Network_a_scalable_and_secure_public_health_knowledge_ management_and_notification_system http://dpbh.nv.gov/Programs/NVHAN/NVHAN_-_Home/ 29 https://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/default.htm 30 http://www.nhisac.org
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prioritization system (see section 6.2.2). Incorporate awareness training into broader emergency preparedness or medical device user training. Device users would also benefit from participation in exercises, building their understanding and enhancing their situational awareness of the types of medical device cybersecurity scenarios that may arise.



61.7.2 Exercises HDOs conduct preparedness and response exercises for all-hazards. Cybersecurity can be integrated into these exercises; alternatively, separate cybersecurity exercises can be conducted. Incorporate participation from across the HDO and include not just the emergency response organization, but also the HTM and IT departments, as well as manufacturers and maintenance contractors. To improve preparedness, create or participate in exercises designed to simulate realistic incidents. After the exercise, update the EOP and other IR plans to incorporate lessons learned, create or improve communication channels between different business units, define internal policy and processes, create new groups if necessary, obtain buy-in from senior leadership and affected business units, and identify the individuals who will participate in IR. More information about medical device cybersecurity exercises can be found in Appendix B.



6.2 Detection and Analysis The following sections describe medical device cybersecurity incident detection and analysis.



6.2.1 Incident Detection and Validation The first part of incident detection and analysis is identifying or otherwise establishing that an incident has occurred. With natural disasters and terrorist attacks, there is no ambiguity. Cybersecurity incidents, however, are often difficult to identify and characterize correctly, as they may masquerade as malfunctions or go unnoticed. Many device cybersecurity issues are identified by the manufacturer and issued with concomitant mitigations (e.g., patches); patch management, in and of itself, would not be considered incidents if the vulnerability has not been exploited, the device is functioning properly and/or exposure is not severe. Once the HDO has learned of a potential cybersecurity incident (as noted in Sections 6.1.5.2 and 6.1.5.3), incident validation commences. Questions to ask include:



••Is it real? How do you know? ••How did the potential incident arise? How was notification given? --



External or internal source?



--



Security tools and sensors?



--



Device acting erratically?



••Have regional partners experienced anything similar? Once an incident has been established, it should be categorized to determine the next steps.



6.2.2 Incident Categorization and Prioritization Define classes of medical device cybersecurity incidents to help prioritize incidents and determine the appropriate level of response. Consider how the business impacts resulting from different incident types and severity levels can be tied to a priority level (e.g., high, medium, low) that ties to a concomitant resolution level of effort (e.g., from “stop everything and fix this,” to “resolve during the next maintenance cycle”).
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Patient care is always the top priority. A Common Vulnerability Scoring System (CVSS) 31 supplemental rubric for medical devices32 is under development by MITRE with input from the stakeholder community, and once validated33 may be used to assess the severity of a vulnerability and help determine incident classification. This rubric can put the potential device impacts into a clinical context and help with decision making. A table that aligns the severity levels, the types of incident, the business impact, and the levels of response will provide a common communication mechanism for IR and non-IR personnel (e.g., device users). Table 1 is an example. Table 1. Example Incident Classification and Prioritization Table34 Category



Severity



Priority Guideline



Score35



Initial Action



Containment Goal



Category 0



Emergency



Severe impact on enterprise



13-15



Immediately



ASAP



Category 1



Critical



Loss of a major service



11-12



Immediately
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