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LE Security (secure connections)

The Bluetooth security model includes five distinct security features: â€¢ Pairing: The process for creating one or more shared secret keys. â€¢ Bonding: The act of ... 
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Bluetooth® low energy Security
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Bluetooth Smart (low energy) Security The Bluetooth security model includes five distinct security features: • Pairing: The process for creating one or more shared secret keys. • Bonding: The act of storing the keys created during pairing for use in subsequent connections in order to form a trusted device pair. • Device Authentication: Verification that the two devices have the same keys. • Encryption: Provides message confidentiality. • Message Integrity: Protects against message forgeries.
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Bluetooth Smart (Low energy) Security Association Models (AKA Pairing) Bluetooth Smart (LE) uses 4 pairing methods: • Just Works • Out of Band • Passkey Entry • Numeric Comparison (Only Secure Connections) Method determines computation of security keys: Legacy Encryption – Short Temporary Key (STK) Secure Connections - Long Term Key (LTK). 4



Security Modes and Levels LE Security Mode 1 • • • •



Level 1 – No security. No authentication and no encryption. Level 2 – Unauthenticated pairing with encryption. Level 3 – Authenticated pairing with encryption. Level 4 – Authenticated Secure Connections pairing with encryption.



LE Security Mode 2 • Level 1 – Unauthenticated pairing with data signing. • Level 2 – Authenticated pairing with data signing. (Mode 2 is only used for connection-based data signing.)



Authenticated Pairing Pairing is performed with MITM protection.



Unauthenticated Pairing Pairing is performed without MITM protection.
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Encryption and Authentication Encryption The encryption in Bluetooth LE is based on 128-bit Advanced Encryption Standard – Counter with CBC-MAC (AES-CCM). LTK is used with this algorithm to create the 128-bit “shared secret” key.



Authentication Authentication is provided in Bluetooth (LE) by digitally signing the data using the Connection Signature Resolving Key (CSRK). The sending device places a signature after the Data PDU. The receiver verifies the signature using the CSRK.
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Pairing



Initiation of pairing (Phase I) is the same for all LE connections. The differences come in Phase II (authentication). The I/O Capabilities, Out of Band flag, and Authorization requirements determine the method used for authentication in Phase II.
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Pairing Request • • • • •



NoInputNoOutput DisplayOnly KeyboardOnly DisplayYesNo KeyboardDisplay Determines key generation
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Pairing Response



Determines key generation
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Secure Connections Pairing Request (Just Works with Debug Keys) Pairing Request Flags added in Version 4.2 of the spec with the addition of LE Secure Connections



Pairing Response
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LE Legacy OOB and MITM flag rules Legacy Rules



Secure Connection Rules
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Mapping I/O capabilities to Key Generation Method
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LE Pairing with Legacy Encryption
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Computation of Temporary Key (TK) (Legacy pairing) Computation of TK is based on the pairing method. • Just Works – TK is set to all zeros. • Out of Band – Devices use a different technology, such as NFC or tethering, to pass the TK between the devices. If the OOB technology is not secure the TK can be discovered. • Passkey Entry – User inputs 6 digit passkey. The value is used as TK. For instance: (Passkey of: “999999” becomes TK: 0x000000000000000000000000000F423F)



TK is used to calculate the Short-term Key (STK) which is used to initially encrypt the connection for the transmission of the security keys which will be used for the transmission of data across the connection.
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Security keys used in Legacy encryption Legacy LE encryption can exchange/generate multiple keys, each for a specific purpose: • Temporary Key (TK) Used to generate the Short-Term Key (STK)



• Short Term Key Used to initially encrypt a connection in order to exchange additional keys



• Long-Term Key (LTK) Confidentiality of data (AES encryption) and device authentication.



• Connection Signature Resolving Key (CSRK) Authentication of unencrypted data (digital signing)



• Identity Resolving Key (IRK) Device Identity (random address resolution)
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STK Generation – Just Works



Link is then encrypted using STK
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Just Works Pairing Example of Just Works pairing request/response Pairing Request
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Pairing Response



Must use Just Works



Just Works Pairing and Key Distribution
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Encryption Information (LTK)
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Master Identification (EDIV/Rand)
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Identity Address Information
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Identity Information (IRK)
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Signing Information (CSRK)
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STK Generation – Out of Band



Link is then encrypted using STK
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STK Generation – Passkey Entry



Link is then encrypted using STK
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Passkey Pairing Example of Passkey pairing request/response Pairing Request



Initiator can input a value



Can implement MITM
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Pairing Response



Advertiser can display a value



Passkey Pairing and Key Distribution
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Initiating Legacy Encryption Between Paired Devices • The Link Layer controls encryption of packets once devices have entered the Connection State. • The Host initiates encryption. The Slave can send a Security Request command and ask the Host to initiate encryption, but only the Host can initiate encryption. • To initiate encryption, the Host sends an encryption request (LL_ENC_REQ) to the Slave. LL_ENC_REQ contains: • EDIV (Encrypted Diversifier) – 16-bit value used to identify the LTK distributed during LE Legacy pairing. • Rand – 64-bit value used to identify the LTK distributed during LE Legacy pairing. • SKDm – Master’s portion of the session key diversifier. • IVm – Master’s portion of the initialization vector. 28



Initiating Legacy Encryption Between Paired Devices
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LE Legacy Encryption: Role of EDIV and Rand • • • •



EDIV and Rand are used to identify the LTK that should be used for encrypting the connection. Distributed using the SMP Master Identification command during the . An EDIV and Rand with values of zero indicate that the STK should be used to encrypt the link. (The EDIV and Rand are zero on an initial pairing.) An EDIV and Rand with non-zero values indicate that the LTK associated with these values should be used to encrypt the link. (On a reconnection, the EDIV and Rand should not be zero.)



Use STK



Use LTK
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Link Layer Initiation of Encryption
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LE Pairing with Secure Connections Encryption



Phase I



Phase II



Establish LTK-based Encryption Phase III
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Secure Connections – Just Works/Numeric Comparison



For Just Works, the values are not presented to the user
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Secure Connections – Just Works/Numeric Comparison (More details)
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LE Secure Connections Pairing (Just Works with Debug Keys)



SMP Pairing Public Key transfer



SMP Diffie-Hellman Key check
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Secure Connections – Passkey Entry
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Secure Connections – Passkey Entry (More details)
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Secure Connections Pairing with Passkey (Not Debug keys)
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Secure Connections – Out of Band
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LE Secure Connections LTK Calculation
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Privacy Feature The Bluetooth Smart (LE) Privacy feature reduces the ability to track a device over a period of time by changing the device address on a frequent basis. The address of a device using Privacy mode can be “resolved” using the Identity Resolving Key (IRK) which is one of the encryption keys exchanged during the pairing process. Resolvable Address Format Hash



prand



24 bits



24 bits



hash = ah(IRK, prand) 41



Cross-transport Key Derivation When a pair of BR/EDR/LE devices support Secure Connections on a transport, the devices may optionally generate a key of identical strength for the other transport.
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Service Request Behavior Based on Authentication Requirements
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