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INTERRUPTION OF BUSINESS, LOSS OF BUSINESS INFORMATION, OR FOR ... The entitlements for "ITI VOD 2 " provider name are of particular interest here. 
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DISCLAIMER INFORMATION PROVIDED IN THIS DOCUMENT IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW NEITHER SECURITY EXPLORATIONS, ITS LICENSORS OR AFFILIATES, NOR THE COPYRIGHT HOLDERS MAKE ANY REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OR THAT THE INFORMATION WILL NOT INFRINGE ANY THIRD PARTY PATENTS, COPYRIGHTS, TRADEMARKS, OR OTHER RIGHTS. THERE IS NO WARRANTY BY SECURITY EXPLORATIONS OR BY ANY OTHER PARTY THAT THE INFORMATION CONTAINED IN THE THIS DOCUMENT WILL MEET YOUR REQUIREMENTS OR THAT IT WILL BE ERROR-FREE. YOU ASSUME ALL RESPONSIBILITY AND RISK FOR THE SELECTION AND USE OF THE INFORMATION TO ACHIEVE YOUR INTENDED RESULTS AND FOR THE INSTALLATION, USE, AND RESULTS OBTAINED FROM IT. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL SECURITY EXPLORATIONS, ITS EMPLOYEES OR LICENSORS OR AFFILIATES BE LIABLE FOR ANY LOST PROFITS, REVENUE, SALES, DATA, OR COSTS OF PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, PROPERTY DAMAGE, PERSONAL INJURY, INTERRUPTION OF BUSINESS, LOSS OF BUSINESS INFORMATION, OR FOR ANY SPECIAL, DIRECT, INDIRECT, INCIDENTAL, ECONOMIC, COVER, PUNITIVE, SPECIAL, OR CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND WHETHER ARISING UNDER CONTRACT, TORT, NEGLIGENCE, OR OTHER THEORY OF LIABILITY ARISING OUT OF THE USE OF OR INABILITY TO USE THE INFORMATION CONTAINED IN THIS DOCUMENT, EVEN IF SECURITY EXPLORATIONS OR ITS LICENSORS OR AFFILIATES ARE ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THIS PUBLICATION COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL ERRORS.



This report presents information related to security vulnerabilities discovered by Security Explorations in Conax Conditional Access System (CAS). Below, we provide a brief summary of them as originally1 reported to the vendor. [Issue #22 – Conax entitlements' evaluation flaw] There is a security vulnerability in the implementation of entitlements evaluation algorithm used by the Conax card. We found out that entitlements stored in a subscriber's card and corresponding to some past subscription period are also taken into account when it comes to processing of ECM messages (encrypted messages containing Control Words information) from the current period. We successfully verified that Conax card used by the polish digital satellite TV platfom N successfully released Control Words for a Video on Demand movie, regardless of the fact that the entitlement period for the movie indicated past subscription period. The description below is based upon the most recent test that was conducted on 21 Dec 2011 and that in particular illustrates the existence of reported Issue #22. This test makes use of commands executed in the environment of ITI5800SX set-top-box device (Platform 'N's DVR set-to-box device with HDD and Push VOD capability). The commands were executed in the environment of a shell that's been spawned on a target device. This shell is actually our Proof of Concept code as described on SE-2011-01 project webpages. First, "sysinfo" command is issue in the environment of the PoC shell in order to verify the target set-top-box device to which other commands would be later issued. box> sysinfo [system info] - boxtype - serial # - hw version - sw version - sw dnld time - MHP ver - mac addr



ITI5800SX (nBox HDTV Recorder) BZZBXXXXXXXXXXXXX 178.179:69 4.b5a 29 Thu Aug 18 22:41:32 CEST 2011 MHP 1.1.1 v4467_6 RELEASE 00:03:91:c7:35:cc



Next, "subsinfo" command is issed in order to check current Conax entitlements of a set-tobox subscriber: box> subsinfo - "ITI Neovision " 01.12.2011 - 31.12.2011 01.11.2011 - 30.11.2011 1



0x01df643b Informacja i rozrywka Kultura, Nauka, Swiat Dzieci Style, Moda, Muzyka Hity filmowe 0x01df643b Informacja i rozrywka Kultura, Nauka, Swiat Dzieci Style, Moda, Muzyka



Description of Issue 22 was extended for the purpose of this report.



- Hity filmowe - "ITI VOD 1 " 01.12.2011 - 31.12.2011 01.11.2011 - 30.11.2011 - "ITI VOD 2 " 01.12.2011 - 31.12.2011 01.11.2011 - 30.11.2011 - "ITI VOD 3 " 01.10.2011 - 31.10.2011 01.03.2010 - 31.03.2010 - "ITI 2 Neovision" 01.12.2011 - 31.12.2011 01.11.2011 - 30.11.2011



0x01000001 0x01000001 0x01000000 0x01000382 0x01004000 0x01002000 0x01000061 0x01000021



The entitlements for "ITI VOD 2 " provider name are of particular interest here. As ilustrated above, the entitlement for a time period of Dec 2011 points to the value of 0x01000000 (rather empty entitlement set). However, the entitlement set for a previous time period (Nov 2011) points to a non-empty value of 0x01000382. Conax entitlements denote subscriber's access rights to a given programming. Provider name denotes the provider of a given content. 32-bit entitlement value represents the actual access rights to the content. Each bit value denotes whether a given programming package or VOD content can be accesses (1) or not (0). Below, a command is issued in order to find out the meaning of the bits from the entitlement value of 0x01000382. box> jdumpfs /oc/9 getting /oc/9/vod.xml getting /oc/9/config.xml getting /oc/9/resource.xml getting /oc/9/schedule1.xml



( ( ( (



166149) 421) 7283) 10758)



[###############] [###############] [###############] [###############]



The command above, dumps files from the object carousel (as defined by MPEG DSMCC) mounted under directory /oc/9 in a target system and visible to the Java middleware only. These files are the configuration files for the VOD service available for the subscribers of a digital satellite TV platform 'N'. Upon inspecting the value of vod.xml file, the following can be discovered: 



These are XML descriptions of the VOD movies that correspond to some of the bits of the 0x01000382 entitlement value. The entry "entitlement_bits" provides the actual bit value for a given "entitlement_name" string. From the above, one can also obtain id's of the recordings for the corresponding Push VOD files as well as their file names: id="7437" name="P_LINCOLN_LAWYER_0511" id="7440" name="P_WAY_BACK_0511" id="7461" name="P_JESTEM_BOGIEM_0911"



Next, "dvrinfo" command is issued with -p argument that obtains a list of Push VOD recordings available on the system: box> dvrinfo –p [PVOD info] RECORDING 000 - id - asset.id - asset.ver - program - time - locator - state ... RECORDING 017 - id - asset.id - asset.ver - program - time - locator - state ... RECORDING 023 - id



0x07567d19 7321 0 PVOD_0x00001c99_0 00h 00m 34s dvr://123108633 COMPLETED_STATE



0xb981f3e2 7437 0 PVOD_0x00001d0d_0 01h 54m 08s dvr://3112301538 COMPLETED_STATE



0xcf604f9c



- asset.id - asset.ver - program - time - locator - state ... RECORDING 027 - id - asset.id - asset.ver - program - time - locator - state ...



7440 0 PVOD_0x00001d10_0 02h 07m 42s dvr://3479195548 COMPLETED_STATE



0x7c682081 7461 0 PVOD_0x00001d25_0 01h 41m 00s dvr://2087198849 COMPLETED_STATE



By matching the id's of a given recording with the "asset.id" value from the list above, one can discover the locator for given VOD movies. For example, file id 7437 has a locator of "dvr://3112301538". Next, "play" command is issued with the use of discovered locator values: box> play dvr://3479195548



As a result of the command above, the VOD movie starts playing (the movie can be watched as if it was sucessfully rented). The JMF player is then instructed to stop playing the movie by issuing the following command: box> play -s



We repeat the same steps with two other movie locators: box> box> box> box>



play play play play



dvr://2087198849 –s dvr://3112301538 -s



In each case, VOD movie starts playing without any problems. But, that's actually a problem as none of the movies should be available for playing on Dec 21 2011 as ilustrated by the entitlements for the current month (Dec 2011): box> subsinfo - "ITI Neovision " 01.12.2011 - 31.12.2011 01.11.2011 - 30.11.2011 -



0x01df643b Informacja i rozrywka Kultura, Nauka, Swiat Dzieci Style, Moda, Muzyka Hity filmowe 0x01df643b Informacja i rozrywka Kultura, Nauka, Swiat Dzieci Style, Moda, Muzyka



- Hity filmowe - "ITI VOD 1 " 01.12.2011 - 31.12.2011 01.11.2011 - 30.11.2011 - "ITI VOD 2 " 01.12.2011 - 31.12.2011 01.11.2011 - 30.11.2011 - "ITI VOD 3 " 01.10.2011 - 31.10.2011 01.03.2010 - 31.03.2010 - "ITI 2 Neovision" 01.12.2011 - 31.12.2011 01.11.2011 - 30.11.2011



0x01000001 0x01000001 0x01000000 0x01000382
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