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Appendix D: ICND2 SuperLab (Step-by-Step)



Objectives In this lab you will load new configuration files into your pod devices; these files contain a basic configuration. You will enhance the configuration, and troubleshoot some problems that you will download into the various devices. The objectives for this lab are: • Load a basic configuration into your pod switch and routers; this configuration connects to the core via the core switch. • Verify connectivity. • Download a problem to the switch; diagnose and correct the problem. • Reconfigure the pod to connect to the core via the core router and to use the serial link between the pod routers. • Configure and verify multiarea OSPF. • Download a problem to the PxR1 router; diagnose and correct the problem. • Download another problem to the PxR1 router; diagnose and correct the problem. • Configure and verify IPv6 addressing and EIGRP for IPv6. • Download another problem to the PxR1 router; diagnose and correct the problem. Important



Substitute your pod number for x and the router number for y in all instructions and commands.



The passwords configured on the devices at this point are: • Console and vty access: username: ccna, password: cisco • enable secret: sanfran
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Lab Topology First part IPv4 addressing The following diagram illustrates the logical topology used in the first part of this lab, along with the IPv4 addresses configured.
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Latter part IPv4 addressing The following diagram illustrates the logical topology used in the latter part of this lab, along with the IPv4 addresses configured.
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IPv6 addressing The following diagram illustrates the logical topology used in the last part of this lab, along with the IPv6 addresses configured.



Command List The following table lists the commands used in this lab, in alphabetical order.



Cisco IOS Commands Used In This Lab Command



Description



(config-if)#channel-group number mode active



Configures the interface as part of the portchannel with the specified number. The portchannel uses LACP active mode.



(config-if)#[no] channel-group number mode desirable



Configures the interface as part of the portchannel with the specified number. The portchannel uses PAgP desirable mode. With the no keyword, removes the interface from the PAgP port channel.



(config-if)#clockrate rate



Specifies the clockrate, in bits per second, to use; valid only on a DCE interface.



#configure terminal



Enters global configuration mode.



#copy running-config startupconfig



Saves the running configuration (in RAM) into the startup configuration (in NVRAM).



#copy tftp running-config



Copies a file from TFTP server to running config.
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>enable



Enters the EXEC privileged mode.



(config-if)#encapsulation ppp



Specifies PPP as the encapsulation on the interface.



(config)#end



Terminates configuration mode.



#erase startup-config



Erases the startup-config file in NVARM.



#exit



Exit the current mode and go up one level.



(config-if)#interface type number



Enters configuration mode for the specified interface.



(config)#interface type number.subinterface



Enters configuration mode for the subinterface.



(config)#interface range type number/number - number



Enters interface range configuration mode, to put the same configuration on multiple interfaces simultaneously.



(config-if)#ip address address mask



Configures the specified IP address and subnet mask on the interface.



(config)#ip default-gateway address



Configures the specified IP address as the default gateway for the switch.



(config)#[no]ip route 0.0.0.0 0.0.0.0 address



Specifies a default static route via the specified IP address. With the no keyword removes the static default route.



(config-if)#ipv6 address address/mask



Configures an IPv6 address on an interface (or subinterface).



(config-if)#ipv6 eigrp autonomous-system-number



Configures EIGRP for IPv6 in the specified autonomous system on the interface.



(config)#ipv6 router eigrp autonomous-system-number



Configures EIGRP for IPv6 in the specified autonomous system.



(config)#ipv6 unicast-routing



Enables IPv6 unicast routing.



(config-router)#[no] network address mask area area



Specifies which interfaces run OSPF and in which area. With the no keyword, removes those interfaces from running OSPF.



#ping address



Sends an echo request to the specified address.



#ping IPv6-address



Sends ICMP echo requests to the target IPv6 address.



(config-if)#ppp authentication chap



Specifies CHAP as the PPP authentication protocol on the interface.



#reload



Restarts the switch.



(config)#router ospf process-id



Configures an OSPF routing process.



#show etherchannel number detail



Displays detailed information about the specified EtherChannel



#show etherchannel port-channel



Displays EtherChannel port-channel information on the switch.



#show interfaces type number



Displays the current status of the interface.



#show interfaces [type number] trunk



Displays trunking info about an interface.
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Displays status of the specified port-channel interface on the switch.



#show ip interface [brief]



Displays interface info; with the brief keyword, displays a summary of interface info.



#show ip ospf interface [brief]



Displays of OSPF-specific interface info. With the brief keyword, displays a summary of OSPF-specific interface info.



#show ip ospf neighbor



Displays status of OSPF neighbors.



#show ip protocols



Displays info about IP routing protocols.



#show ip route



Displays the IP routing table.



#show ip route ospf



Displays the OSPF-learned routes in the IP routing table.



#show ipv6 eigrp interfaces



Displays EIGRP for IPv6-specific interface info.



#show ipv6 eigrp neighbors



Displays status of EIGRP for IPv6 neighbors.



#show ipv6 interface [brief]



Displays IPv6-specific interface info. With the brief keyword, a summary of the info is displayed.



#show ipv6 route eigrp



Displays the EIGRP for IPv6 routes in the IPv6 routing table.



#show running-config



Displays the running configuration (in RAM).



#show spanning tree [vlan vlan]



Displays spanning tree information.



(config-if)#[no] shutdown



Disables the specified interface. The no form of the command enables the specified interface.



(config-rtr)#[no] shutdown



Without the no keyword, enables the routing protocol. With the no keyword, disables the routing protocol.



(config)#spanning-tree mode mode



Selects the STP mode.



(config)#username name password text



Creates a username and password pair (in the local authentication database).



Windows Commands Used In This Lab Command



Description



ipconfig /all



Displays all of the current IP settings, including the IPv6 addresses.



ping address



Causes an ICMP echo message to be sent to the destination, which should cause an ICMP echo reply message to be returned.
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Procedure In this lab you will load new configuration files into your pod devices; these files contain a basic configuration. You will enhance the configuration, and troubleshoot some problems that you will download into the various devices. Important



If you are doing this lab outside of the classroom environment and have just selected and started up this lab, then the equipment already has the appropriate configuration and you do not need to do the “Reset” described in Step 1. If you have any doubts, do Step 1.



Note



The Appendix “Troubleshooting Scenarios” provides information about each of the troubleshooting files; refer to this appendix if you need assistance during this lab.



Reset configurations on the pod devices 1.



Reset to this lab, as described in “Lab 0: Introduction, and Connecting to and Using the Remote Lab Environment”. The configurations that are loaded include the following: • Device name. • SSHv2 and passwords: —



Console and vty access: username: ccna, password: cisco



—



enable secret: sanfran



• Logging synchronous and EXEC timeout of 60 minutes on all console and vty lines. • IPv4 addressing (including on PC1 and PC2), VLANs, trunks, and inter-VLAN routing, as shown in the “First part IPv4 addressing” diagram. • PxSW, PC1, and PC2 default gateways set to appropriate address on PxR1. • On PxR2, a default static route via PxR1’s 10.3.x.1 address.



Configure the PxSW switch In this section you will add to the configuration of your pod switch. 2.



Connect to your PxSW and enter configuration mode. Configure your switch for Rapid Spanning Tree Protocol (IEEE 802.1w). (The core switch is already enabled for RSTP.)



PxSW#configure terminal PxSW(config)#spanning-tree mode rapid-pvst
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3.



Configure the PxSW’s interface FastEthernet 0/11 and 0/12, connected to the core switch, as EtherChannel members. Use 1 as the port channel identifier and use LACP active mode.



PxSW(config)#interface range fastethernet 0/11 - 12 PxSW(config-if-range)#channel-group 1 mode active PxSW(config-if-range)#



Note



The core switch is already configured for EtherChannel.



Verify connectivity within pod and to the TFTP server 4.



From your switch ping the TFTP server (172.16.1.1, reached via the core switch) and both PCs, to verify connectivity. All pings should be successful.



PxSW#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/203/1007 ms PxSW#ping 10.1.x.10 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 10.1.x.10, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/292/1435 ms PxSW#ping 10.2.x.20 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 10.2.x.20, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/9 ms PxSW
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5.



Connect to PC1. From PC1, SSH to PxSW, PxR1 and PxR2. (If you see a Security Alert, click on “Yes”.) All connections should be successful. Close all SSH connections. Here’s an example of PC1 doing an SSH to the example Pod 6 P6SW:



6.



Examine the spanning tree status for VLAN 1 on your switch. Verify that you see the port channel interface, and that it is in the FWD state.



PxSW#show spanning-tree vlan 1 VLAN0001 Spanning tree enabled protocol rstp Root ID Priority 24577 Address fcfb.fbb0.0400 Cost 12 Port 64 (Port-channel1) Hello Time 2 sec Max Age 20 sec Bridge ID
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Priority Address



Forward Delay 15 sec



32769 (priority 32768 sys-id-ext 1) 2401.c70f.4d80
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Role ---Desg Root



2 sec Max Age 20 sec 300 sec Sts --FWD FWD



Cost --------19 12



Prio.Nbr -------128.1 128.64



Forward Delay 15 sec



Type -------------------------------P2p P2p



PxSW#



The FastEthernet 0/11 and 0/12 interfaces do not appear; instead there is interface Po1, the port-channel that is the bundle of the two interfaces. It is in FWD state, which means that it (and therefore FastEthernet 0/11 and 0/12) are forwarding. 7.



Examine the state of the port-channel 1 interface on your switch. Verify that it is up and up.



PxSW#show interfaces port-channel 1 Port-channel1 is up, line protocol is up (connected) Hardware is EtherChannel, address is 2401.c70f.4d8b (bia 2401.c70f.4d8b) 



8.



Examine the EtherChannel port-channel information on your switch. Verify that Portchannel 1 is in use and uses the LACP protocol.



PxSW#show etherchannel port-channel Channel-group listing: ---------------------Group: 1 ---------Port-channels in the group: --------------------------Port-channel: Po1



(Primary Aggregator)



-----------Age of the Port-channel = 0d:00h:13m:59s Logical slot/port = 2/1 Number of ports = 2 HotStandBy port = null Port state = Port-channel Ag-Inuse Protocol = LACP Port security = Disabled Ports in the Port-channel: Index Load Port EC state No of bits ------+------+------+------------------+----------0 00 Fa0/11 Active 0 0 00 Fa0/12 Active 0 Time since last port bundled:



0d:00h:13m:56s



Fa0/12



PxSW#



Port-channel 1 is in use and uses the LACP protocol. Interfaces FastEthernet 0/11 and FastEthernet 0/12 are in the port-channel. © Global Knowledge Training LLC
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Download a problem to the switch, and correct it In this section you will download a problem file to your pod switch. You will then diagnose and correct the problem. 9.



On your switch, download the file “Super-SW-a.txt” from the TFTP server (172.16.1.1) into the running config (don’t forget the suffix of “txt”).



PxSW#copy tftp running-config Address or name of remote host []? 172.16.1.1 Source filename []? Super-SW-a.txt Destination filename [running-config]? Accessing tftp://172.16.1.1/Super-SW-a.txt... Loading Super-SW-a.txt from 172.16.1.1 (via Vlan1): ! [OK - 488 bytes] 488 bytes copied in 8.129 secs (60 bytes/sec) PxSW#



10. Examine the spanning tree status for VLAN 1 on your switch. Is it as expected? PxSW#show spanning-tree vlan 1 VLAN0001 Spanning tree enabled protocol rstp Root ID Priority 24577 Address fcfb.fbb0.0400 Cost 19 Port 11 (FastEthernet0/11) Hello Time 2 sec Max Age 20 sec Bridge ID



Priority Address Hello Time Aging Time



Interface ------------------Fa0/1 Fa0/11 Fa0/12



Role ---Desg Root Altn



Forward Delay 15 sec



32769 (priority 32768 sys-id-ext 1) 2401.c70f.4d80 2 sec Max Age 20 sec Forward Delay 15 sec 300 sec Sts --FWD FWD BLK



Cost --------19 19 19



Prio.Nbr -------128.1 128.11 128.12



Type -------------------------------P2p P2p P2p



PxSW#



Of the two links connecting the two switches, only FastEthernet 0/11 is being used for traffic (it is FWD). FastEthernet 0/12 is not being used for traffic (it is BLK). 11. You configured Etherchannel so you would expect both links to be used. Investigate why they are not both being used, and correct the problem. Examine the state of the port-channel 1 interface on your switch. PxSW#show interfaces port-channel 1 Port-channel1 is down, line protocol is down (notconnect) Hardware is EtherChannel, address is 2401.c70f.4d8c (bia 2401.c70f.4d8c)



Port-channel 1 is down and down.
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Examine the EtherChannel port-channel information on your switch. PxSW#show etherchannel port-channel Channel-group listing: ---------------------Group: 1 ---------Port-channels in the group: --------------------------Port-channel: Po1 -----------Age of the Port-channel = 0d:00h:22m:24s Logical slot/port = 2/1 Number of ports = 0 GC = 0x00000000 HotStandBy port = null Port state = Port-channel Ag-Not-Inuse Protocol = PAgP Port security = Disabled Time since last port bundled: 0d:00h:22m:21s Time since last port Un-bundled: 0d:00h:06m:05s



Fa0/12 Fa0/12



Port-channel 1 is not in use. It uses the PAgP protocol, not the LACP protocol. There is no mention of any interfaces in the port-channel. Recall that the core switch is configured for LACP; since the two switches don't agree on the Etherchannel protocol to use, they do not use Etherchannel. Therefore, spanning-tree has blocked one of the ports, interface FastEthernet 0/12 on your pod switch. Examine the EtherChannel 1 details on your switch. PxSW#show etherchannel 1 detail Group state = L2 Ports: 2 Maxports = 8 Port-channels: 1 Max Port-channels = 1 Protocol: PAgP Minimum Links: 0 Ports in the group: ------------------Port: Fa0/11 -----------Port state



= Up Sngl-port-Bndl Mstr Not-in-Bndl



Port: Fa0/12 -----------Port state = Up Sngl-port-Bndl Mstr Not-in-Bndl PxSW#



This output confirms that the switch is using PAgP, not LACP, and that the two interfaces are not in the bundle.
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To correct the problem, remove the PAgP configuration and reconfigure the switch to use LACP. PxSW#config t PxSW(config)#interface range fastethernet 0/11 - 12 PxSW(config-if-range)#no channel-group 1 mode desirable PxSW(config-if-range)#channel-group 1 mode active



12. After correcting the problem, examine the spanning tree status for VLAN 1 on your switch again. Verify that you see the port channel interface, and that it is in the FWD state. PxSW#show spanning-tree vlan 1 VLAN0001 Spanning tree enabled protocol rstp Root ID Priority 24577 Address fcfb.fbb0.0400 Cost 12 Port 64 (Port-channel1) Hello Time 2 sec Max Age 20 sec Bridge ID



Priority Address Hello Time Aging Time



Interface ------------------Fa0/1 Po1



Role ---Desg Root



Forward Delay 15 sec



32769 (priority 32768 sys-id-ext 1) 2401.c70f.4d80 2 sec Max Age 20 sec Forward Delay 15 sec 300 sec Sts --FWD FWD



Cost --------19 12



Prio.Nbr -------128.1 128.64



Type -------------------------------P2p P2p



PxSW#



The FastEthernet 0/11 and 0/12 interfaces do not appear; instead there is interface Po1, the port-channel that is the bundle of the two interfaces. It is in FWD state, which means that it (and therefore FastEthernet 0/11 and 0/12) are forwarding. 13. Examine the state of the port-channel 1 interface on your switch again. Verify that it is up and up. PxSW#show interfaces port-channel 1 Port-channel1 is up, line protocol is up (connected) Hardware is EtherChannel, address is 2401.c70f.4d8c (bia 2401.c70f.4d8c) 



14. Examine the EtherChannel port-channel information on your switch. Verify that Portchannel 1 is in use and uses the LACP protocol. PxSW#show etherchannel port-channel Channel-group listing: ---------------------Group: 1 ---------Port-channels in the group: ---------------------------
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(Primary Aggregator)



-----------Age of the Port-channel = 0d:00h:36m:21s Logical slot/port = 2/1 Number of ports = 2 HotStandBy port = null Port state = Port-channel Ag-Inuse Protocol = LACP Port security = Disabled Ports in the Port-channel: Index Load Port EC state No of bits ------+------+------+------------------+----------0 00 Fa0/11 Active 0 0 00 Fa0/12 Active 0 Time since last port bundled: 0d:00h:03m:20s Time since last port Un-bundled: 0d:00h:20m:02s



Fa0/12 Fa0/12



PxSW#



Port-channel 1 is in use and uses the LACP protocol. Interfaces FastEthernet 0/11 and FastEthernet 0/12 are in the port-channel.



Reconfigure pod devices In this section you will shutdown the links on PxSW to the core switch and enable a link on PxR1 to the core router. You will also shutdown PxR2’s GigabitEthernet connection and bring up the serial link between PxR1 and PxR2, which you will then configure for PPP with CHAP. The topology will match that shown in the “Latter part IPv4 addressing” diagram. 15. On PxSW, shutdown interfaces FastEthernet 0/11 and 0/12, which connect to the core switch. PxSW#conf t PxSW(config)#interface range Fa0/11 - 12 PxSW(config-if-range)#shutdown PxSW(config-if-range)#exit



16. On PxSW, change the VLAN 1 interface address to 10.10.x.3/24 and change the default gateway to 10.10.x.1 PxSW(config)#interface vlan 1 PxSW(config-if)#ip address 10.10.x.3 255.255.255.0 PxSW(config-if)#exit PxSW(config)#ip default-gateway 10.10.x.1
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17. Connect to PxR1. On PxR1, delete the GigabitEthernet 0/0.3x subinterface (since it is no longer needed). Change the address on the GigabitEthernet 0/0.1 subinterface to 10.10.x.1/24. PxR1#config t PxR1(config)#no interface Gi0/0.3x PxR1(config)#interface Gi0/0.1 PxR1(config-if)#ip address 10.10.x.1 255.255.255.0 PxR1(config-if)#exit



18. On PxR1, enable the GigabitEthernet 0/1 interface connection to the core. Configure this interface with address 192.168.xx.1/24. PxR1(config)#interface Gi0/1 PxR1(config-if)#no shutdown PxR1(config-if)#ip address 192.168.xx.1 255.255.255.0 PxR1(config-if)#exit



19. On PxR1 create a username and password pair; use the PxR2 router’s name as the username and cisco as the password. This pair will be used for CHAP authentication. PxR1(config)#username PxR2 password cisco



20. Configure PxR1’s Serial 0/0/0 interface with an IP address 192.168.x101 (where x is your pod number); use the subnet mask 255.255.255.224. Configure PPP encapsulation and enable PPP CHAP authentication on the interface. Enable the interface. PxR1(config)#interface s0/0/0 PxR1(config-if)#ip address 192.168.x.101 255.255.255.224 PxR1(config-if)#encapsulation ppp PxR1(config-if)#ppp authentication chap PxR1(config-if)#no shutdown PxR1(config-if)#end



21. Connect to PxR2. On PxR2 shutdown the GigabitEthernet 0/0 interface. PxR2#config t PxR2(config)#interface Gi0/0 PxR2(config-if)#shutdown PxR2(config-if)#exit



22. On PxR2 create a username and password pair; use the PxR1 router’s name as the username and cisco as the password. This pair will be used for CHAP authentication. PxR2(config)#username PxR1 password cisco



23. Configure PxR2’s Serial 0/0/0 interface with an IP address 192.168.x102 (where x is your pod number); use the subnet mask 255.255.255.224. Recall that PxR2 Serial 0/0/0 is the DCE; configure a clock rate of 128000 on this interface. Configure PPP encapsulation and enable PPP CHAP authentication on the interface. Enable the interface. PxR2(config)#interface s0/0/0 PxR2(config-if)#ip address 192.168.x.102 255.255.255.224 PxR2(config-if)#clockrate 128000 PxR2(config-if)#encapsulation ppp PxR2(config-if)#ppp authentication chap PxR2(config-if)#no shutdown PxR2(config-if)#exit



D-16



© Global Knowledge Training LLC



Appendix D: ICND2 SuperLab (Step-by-Step)



24. Remove PxR2’s default route via PxR1. PxR2(config)#no ip route 0.0.0.0 0.0.0.0 10.3.x.1 PxR2(config-if)#end



Verify connectivity within pod 25. Verify that the router’s interfaces have the correct IP addresses, and that the appropriate interfaces are operational. PxR1#show ip interface brief Interface IP-Address ocol Embedded-Service-Engine0/0 unassigned



OK? Method Status



Prot



YES unset



administratively down down



GigabitEthernet0/0



unassigned



YES unset



up



up



GigabitEthernet0/0.1



10.10.x.1



YES manual up



up



GigabitEthernet0/0.1x



10.1.x.1



YES manual up



up



GigabitEthernet0/0.2x



10.2.x.1



YES manual up



up



GigabitEthernet0/0.3x



unassigned



YES manual deleted



down



GigabitEthernet0/1



192.168.xx.1



YES manual up



up



Serial0/0/0



192.168.x.101



YES manual up



up



Serial0/0/1



unassigned



YES unset



administratively down down



PxR1# PxR2#show ip interface brief Interface IP-Address Ocol Embedded-Service-Engine0/0 unassigned



OK? Method Status YES unset



Prot



administratively down down



GigabitEthernet0/0



10.3.x.2



YES manual administratively down down



GigabitEthernet0/1



unassigned



YES manual administratively down down



Serial0/0/0



192.168.x.102



YES manual up



Serial0/0/1



unassigned



YES unset



up



administratively down down



PxR2#



26. Display the Serial 0/0/0 interface status on both routers to confirm that the interfaces are up and running PPP. PxR1#show interface serial 0/0/0 Serial0/0/0 is up, line protocol is up Hardware is WIC MBRD Serial Internet address is 192.168.x.101/27 MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec, reliability 255/255, txload 1/255, rxload 1/255 Encapsulation PPP, LCP Open
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Appendix D: ICND2 SuperLab (Step-by-Step) Open: IPCP, CDPCP, loopback not set PxR1# PxR2#show interface serial 0/0/0 Serial0/0/0 is up, line protocol is up Hardware is WIC MBRD Serial Internet address is 192.168.x.102/27 MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec, reliability 255/255, txload 1/255, rxload 1/255 Encapsulation PPP, LCP Open Open: IPCP, CDPCP, loopback not set PxR2#



27. Display the routing table on your PxR1 and PxR2 routers and examine the connected route on the Serial 0/0/0 interface; it is 192.168.x.96/27. Where did this come from? PxR1#show ip route 192.168.x.0/24 is variably subnetted, 2 subnets, 2 masks C 192.168.x.96/27 is directly connected, Serial0/0/0 L 192.168.x.101/32 is directly connected, Serial0/0/0 PxR1# PxR2#show ip route 192.168.x.0/24 is variably subnetted, 2 subnets, 2 masks C 192.168.x.96/27 is directly connected, Serial0/0/0 L 192.168.x.102/32 is directly connected, Serial0/0/0 PxR2#



The 192.168.x.96/27 route is the subnet that the 192.168.x.101/27 and 192.168.x.102/27 addresses on your routers are on — try doing the calculation yourself! If it doesn’t make sense, ask for assistance. 28. Ping from one router to the other router’s Serial 0/0/0 interface address. Verify that both pings work. PxR2#ping 192.168.x.101 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 192.168.x.101, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 12/14/16 ms PxR2# PxR1#ping 192.168.x.102 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 192.168.x.102, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 12/13/16 ms PxR1#
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29. Ping from the pod switch to PC1. The ping should work. PxSW#ping 10.1.x.10 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 10.1.x.10, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms PxSW#



Configure multiarea OSPF In this section you will configure multiarea OSPF. The core router is already configured for OSPF in area 0. You will configure PxR1as the area border router (ABR) and PxR2 as an internal router in area x, where x is your pod number. 30. Start with PxR1. Create a loopback interface (use interface number 100) with an IP address of 10.100.x.1/24. This will be used as the router’s OSPF router ID. PxR1#config t PxR1(config)#interface loopback 100 PxR1(config-if)#ip address 10.100.x.1 255.255.255.0 PxR1(config-if)#exit



31. Create an OSPF process on the router with an OSPF process ID of 1. PxR1 will be the ABR, with interfaces in area 0 and in area x. On PxR1 configure all of the GigabitEthernet 0/0 subinterfaces (there are three of them), the Serial 0/0/0 interface, and the loopback 100 interface in OSPF area x, where x is your pod number. For this lab use the wildcard mask that configures the subnet for OSPF. PxR1(config)#router ospf 1 PxR1(config-router)#network PxR1(config-router)#network PxR1(config-router)#network PxR1(config-router)#network PxR1(config-router)#network



10.10.x.0 0.0.0.255 area x 10.1.x.0 0.0.0.255 area x 10.2.x.0 0.0.0.255 area x 10.100.x.0 0.0.0.255 area x 192.168.x.96 0.0.0.31 area x



32. On PxR1 configure the GigabitEthernet 0/1 interface in OSPF area 0. Leave configuration mode. PxR1(config-router)#network 192.168.xx.0 0.0.0.255 area 0 PxR1(config-router)#end



33. Now configure PxR2. For this router, create a loopback interface (use interface number 100) with an IP address of 10.200.x.2/24. This will be used as the router's OSPF router ID. PxR2#config t PxR2(config)#interface loopback 100 PxR2(config-if)#ip address 10.200.x.2 255.255.255.0 PxR2(config-if)#exit
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34. Create an OSPF process on the PxR2 router; use an OSPF process ID of 1. PxR2 will be an internal router in area x. On PxR2 configure the Serial 0/0/0 interface and the loopback 100 interface in OSPF area x; again, for this lab use the wildcard mask that configures the subnet for OSPF. Leave configuration mode. PxR2(config)#router ospf 1 PxR2(config-router)#network 192.168.x.96 0.0.0.31 area x PxR2(config-router)#network 10.200.x.0 0.0.0.255 area x PxR2(config-router)#end



Verify multiarea OSPF 35. Verify that your routers have the appropriate OSPF neighbors. PxR1#show ip ospf neighbor Neighbor ID 2.2.2.2 t0/1 10.200.x.2 PxR1#



Pri 1 0



State FULL/DR



Dead Time 00:00:31



Address 192.168.xx.3



Interface GigabitEtherne



FULL/



-



00:00:39



192.168.x.102



Serial0/0/0



-



Dead Time 00:00:35



Address 192.168.x.101



Interface Serial0/0/0



PxR2#show ip ospf neighbor Neighbor ID 10.100.x.1 PxR2#



Pri 0



State FULL/



PxR1 should have two neighbors, and PxR2 should have one neighbor. 36. Verify that your routers have the appropriate OSPF routes in their routing tables. You should see routes from your pod, from the core, and possibly from other pods in the routing table. Verify that you see a route to the 172.16.1.0/24 subnet from the core. Note



The following routing table is from the example P6R1 router. The actual routes will vary depending on the number of pods in use and how they are configured.



P6R1#show ip route ospf Gateway of last resort is not set



O O O O O O O O O O O



IA IA IA IA IA IA IA IA IA IA IA
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10.0.0.0/8 is variably subnetted, 20 subnets, 2 masks 10.1.2.0/24 [110/3] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 10.1.5.0/24 [110/66] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 10.2.2.0/24 [110/3] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 10.2.5.0/24 [110/66] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 10.3.2.0/24 [110/3] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 10.10.2.0/24 [110/3] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 10.10.5.0/24 [110/66] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 10.100.2.1/32 [110/3] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 10.100.5.1/32 [110/66] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 10.200.2.2/32 [110/4] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 10.200.5.2/32
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[110/130] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 10.200.6.2/32 [110/65] via 192.168.6.102, 00:05:32, Serial0/0/0 172.16.0.0/24 is subnetted, 1 subnets 172.16.1.0 [110/2] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 192.168.1.0/27 is subnetted, 1 subnets 192.168.1.192 [110/65] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 192.168.5.0/27 is subnetted, 2 subnets 192.168.5.192 [110/65] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 192.168.5.224 [110/129] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 192.168.11.0/24 [110/2] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 192.168.22.0/24 [110/2] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 192.168.33.0/24 [110/2] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 192.168.44.0/24 [110/2] via 192.168.66.3, 00:07:00, GigabitEthernet0/1 192.168.55.0/24 [110/2] via 192.168.66.3, 00:07:00, GigabitEthernet0/1



Note



The following routing table is from the example P6R2 router. The actual routes will vary depending on the number of pods in use and how they are configured.



P6R2#show ip route ospf Gateway of last resort is not set



O O O O O O O O O O O O O O O



IA IA IA IA IA IA IA IA IA IA IA



O IA O IA O IA O IA O IA O IA O IA O IA O IA O IA P6R2#



10.0.0.0/8 is variably subnetted, 17 subnets, 2 masks 10.1.2.0/24 [110/67] via 192.168.6.101, 00:06:30, Serial0/0/0 10.1.5.0/24 [110/130] via 192.168.6.101, 00:06:30, Serial0/0/0 10.1.6.0/24 [110/65] via 192.168.6.101, 00:06:30, Serial0/0/0 10.2.2.0/24 [110/67] via 192.168.6.101, 00:06:30, Serial0/0/0 10.2.5.0/24 [110/130] via 192.168.6.101, 00:06:30, Serial0/0/0 10.2.6.0/24 [110/65] via 192.168.6.101, 00:06:30, Serial0/0/0 10.3.2.0/24 [110/67] via 192.168.6.101, 00:06:30, Serial0/0/0 10.10.2.0/24 [110/67] via 192.168.6.101, 00:06:30, Serial0/0/0 10.10.5.0/24 [110/130] via 192.168.6.101, 00:06:30, Serial0/0/0 10.10.6.0/24 [110/65] via 192.168.6.101, 00:06:30, Serial0/0/0 10.100.2.1/32 [110/67] via 192.168.6.101, 00:06:30, Serial0/0/0 10.100.5.1/32 [110/130] via 192.168.6.101, 00:06:30, Serial0/0/0 10.100.6.1/32 [110/65] via 192.168.6.101, 00:06:30, Serial0/0/0 10.200.2.2/32 [110/68] via 192.168.6.101, 00:06:30, Serial0/0/0 10.200.5.2/32 [110/194] via 192.168.6.101, 00:06:30, Serial0/0/0 172.16.0.0/24 is subnetted, 1 subnets 172.16.1.0 [110/66] via 192.168.6.101, 00:06:30, Serial0/0/0 192.168.1.0/27 is subnetted, 1 subnets 192.168.1.192 [110/129] via 192.168.6.101, 00:06:30, Serial0/0/0 192.168.5.0/27 is subnetted, 2 subnets 192.168.5.192 [110/129] via 192.168.6.101, 00:06:30, Serial0/0/0 192.168.5.224 [110/193] via 192.168.6.101, 00:06:30, Serial0/0/0 192.168.11.0/24 [110/66] via 192.168.6.101, 00:06:30, Serial0/0/0 192.168.22.0/24 [110/66] via 192.168.6.101, 00:06:30, Serial0/0/0 192.168.33.0/24 [110/66] via 192.168.6.101, 00:06:30, Serial0/0/0 192.168.44.0/24 [110/66] via 192.168.6.101, 00:06:30, Serial0/0/0 192.168.55.0/24 [110/66] via 192.168.6.101, 00:06:30, Serial0/0/0 192.168.66.0/24 [110/65] via 192.168.6.101, 00:06:30, Serial0/0/0
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Verify end-to-end connectivity 37. Connect to PC2. Ping the TFTP server (172.16.1.1) from PC1, PC2, PxR1, PxR2, and PxSW. All pings should be successful. PxR1#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms PxR1# PxR2#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 12/14/16 ms PxR2# PxSW#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/8 ms PxSW#



Here’s PC1 pinging the TFTP server:
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Here’s PC2 pinging the TFTP server:



Download a problem to PxR1, and correct it In this section you will download a problem file to your PxR1. You will then diagnose and correct the problem. 38. On your PxR1, download the file “Super-R1-b.txt” from the TFTP server (172.16.1.1) into the running config (don’t forget the suffix of “txt”). PxR1#copy tftp running-config Address or name of remote host []? 172.16.1.1 Source filename []? Super-R1-b.txt Destination filename [running-config]? Accessing tftp://172.16.1.1/Super-R1-b.txt... Loading Super-R1-b.txt from 172.16.1.1 (via GigabitEthernet0/1): ! [OK - 356 bytes] 356 bytes copied in 2.032 secs (175 bytes/sec) PxR1#



39. Ping the TFTP server (172.16.1.1) from PC1, PC2, PxR1, PxR2, and PxSW again. Are all pings successful? PxR1#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms PxR1# PxR2#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: ..... Success rate is 0 percent (0/5) PxR2# PxSW#ping 172.16.1.1
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Appendix D: ICND2 SuperLab (Step-by-Step) Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/8 ms PxSW#



Here’s PC1 pinging the TFTP server:



Here’s PC2 pinging the TFTP server:



40. The ping from PxR2 to the TFTP server is not successful. Investigate why and correct the problem. Since the ping doesn’t work, let’s start with the interfaces. Verify that the router interface has the correct IP address, and that the interface is operational. PxR1#show ip interface brief Interface IP-Address ocol Embedded-Service-Engine0/0 unassigned



OK? Method Status



Prot



YES unset



administratively down down



GigabitEthernet0/0



unassigned



YES unset



up



up



GigabitEthernet0/0.1



10.10.x.1



YES manual up



up



GigabitEthernet0/0.1x



10.1.x.1



YES manual up



up



GigabitEthernet0/0.2x



10.2.x.1



YES manual up



up



GigabitEthernet0/0.3x



unassigned



YES manual deleted



down
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192.168.xx.1



YES manual up



up



Serial0/0/0



192.168.x.101



YES manual administratively down down



Serial0/0/1



unassigned



YES unset



Loopback100



10.100.x.1



YES manual up



administratively down down up



PxR1#



It looks like the interface address is correct, but the Serial 0/0/0 interface is administratively down. Let’s fix this problem. Enable PxR1’s Serial 0/0/0 interface. PxR1#conf t PxR1(config)#int serial 0/0/0 PxR1(config-if)#no shutdown



Verify the interface again. PxR1#show ip interface brief Interface IP-Address ocol Serial0/0/0 192.168.x.101 PxR1#



OK? Method Status



Prot



YES manual up



down



The interface is briefly up/up. But you may notice some messages indicating that the interface is then goes down. *Mar 11 12:04:43.963: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/ 0, changed state to down PxR1#show ip interface brief Interface IP-Address ocol Serial0/0/0 192.168.x.101 PxR1#



OK? Method Status



Prot



YES manual up



down



Look at the details of the Serial 0/0/0 interface. PxR1#show interface Serial 0/0/0 Serial0/0/0 is up, line protocol is down Hardware is WIC MBRD Serial Internet address is 192.168.x.101/27 MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec, reliability 250/255, txload 1/255, rxload 1/255 Encapsulation HDLC, loopback not set Keepalive set (10 sec) 



This interface is up/down. What is causing this? Notice the encapsulation; it is HDLC, not PPP.
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To correct the problem, configure PxR1 with encapsulation PPP so that it matches the protocol configured on PxR2. PxR1#configure terminal PxR1(config)#int serial 0/0/0 PxR1(config-if)#encapsulation ppp



Verify the interface again. PxR1#show ip interface brief Interface IP-Address ocol Serial0/0/0 192.168.x.101 PxR1#



OK? Method Status



Prot



YES manual up



down



41. After correcting the problem ping the TFTP server (172.16.1.1) from PxR2 again to verify that it is successful. PxR2#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 12/15/16 ms PxR2#



Download another problem to PxR1, and correct it In this section you will download another problem file to your PxR1. You will then diagnose and correct the problem. 42. On your PxR1, download the file “Super-PxR1-c.txt” from the TFTP server (172.16.1.1) into the running config, where x is your pod number. For example, in Pod 3 the file is Super-P3R1-c.txt. Important



Only load the file into PxR1, and ensure that it is the correct file for your pod by substituting “x” with your pod number in the file name. Don't forget the “txt” suffix on the filename.



Here is an example of downloading the file for the example Pod 6 into P6R1: P6R1#copy tftp running-config Address or name of remote host [172.16.1.1]? Source filename []? Super-P6R1-c.txt Destination filename [running-config]? Accessing tftp://172.16.1.1/Super-P6R1-c.txt... Loading Super-P6R1-c.txt from 172.16.1.1 (via GigabitEthernet0/1): ! [OK - 271 bytes] 271 bytes copied in 2.028 secs (134 bytes/sec) P6R1#
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43. Ping the TFTP server (172.16.1.1) from PC1, PC2, PxR1, PxR2, and PxSW again. Are all pings successful? PxR1#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms PxR1# PxR2#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: ..... Success rate is 0 percent (0/5) PxR2# PxSW#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/8 ms PxSW#



Here’s PC1 pinging the TFTP server:



Here’s PC2 pinging the TFTP server:
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44. The ping from PxR2 to the TFTP server is not successful. Investigate why and correct the problem. Since the ping doesn’t work, let’s start with the interfaces. Verify that the router interface has the correct IP address, and that the interface is operational. PxR1#show ip interface brief Interface IP-Address ocol Embedded-Service-Engine0/0 unassigned



OK? Method Status



Prot



YES unset



administratively down down



GigabitEthernet0/0



unassigned



YES unset



up



up



GigabitEthernet0/0.1



10.10.x.1



YES manual up



up



GigabitEthernet0/0.1x



10.1.x.1



YES manual up



up



GigabitEthernet0/0.2x



10.2.x.1



YES manual up



up



GigabitEthernet0/0.3x



unassigned



YES manual deleted



down



GigabitEthernet0/1



192.168.xx.1



YES manual up



up



Serial0/0/0



192.168.x.101



YES manual up



up



Serial0/0/1



unassigned



YES unset



Loopback100



10.100.x.1



YES manual up



administratively down down up



PxR1#



The interface between the pod routers looks fine. Check that your routers have the appropriate OSPF neighbors. PxR1 should have two neighbors, and PxR2 should have one neighbor. PxR1#show ip ospf neighbor Neighbor ID 2.2.2.2 t0/1 PxR1#



Pri 1



State FULL/DR



Dead Time 00:00:31



Address 192.168.xx.3



Interface GigabitEtherne



PxR2#show ip ospf neighbor PxR2#



PxR1 only has one neighbor (the core router), and PxR2 has no neighbors. To find OSPF neighbors, the router must be running OSPF on one or more interfaces, so let’s check that. PxR1#show ip ospf interface brief Interface PID Area Gi0/1 1 0 Lo100 1 x Gi0/0.2x 1 x Gi0/0.1x 1 x Gi0/0.1 1 x PxR1#
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IP Address/Mask 192.168.xx.1/24 10.100.x.1/24 10.2.x.1/24 10.1.x.1/24 10.10.x.1/24



Cost 1 1 1 1 1



State BDR LOOP DR DR DR



Nbrs F/C 1/1 0/0 0/0 0/0 0/0
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IP Address/Mask 10.200.x.2/24 192.168.x.102/27



Cost 1 64



State Nbrs F/C LOOP 0/0 P2P 0/0



OSPF is running on the Serial 0/0/0 interface of PxR2, but not on the Serial 0/0/0 interface of PxR1. Examine the IP routing protocols on PxR1. PxR1#show ip protocols *** IP Routing is NSF aware *** Routing Protocol is "ospf 1" Outgoing update filter list for all interfaces is not set Incoming update filter list for all interfaces is not set Router ID 10.100.x.1 It is an area border router Number of areas in this router is 2. 2 normal 0 stub 0 nssa Maximum path: 4 Routing for Networks: 10.1.x.0 0.0.0.255 area x 10.2.x.0 0.0.0.255 area x 10.10.x.0 0.0.0.255 area x 10.100.x.0 0.0.0.255 area x 192.168.xx.0 0.0.0.255 area 0 Routing Information Sources: Gateway Distance Last Update 2.2.2.2 110 03:21:52 10.100.5.1 110 03:21:52 10.100.2.1 110 03:21:52 10.200.x.2 110 00:34:19 Distance: (default is 110) PxR1#



The network on the Serial 0/0/0 interface is missing. To correct the problem, put PxR1’s 192.168.x.96 subnet in area x. PxR1(config)#router ospf 1 PxR1(config-router)#network 192.168.x.96 0.0.0.31 area x



After correcting the problem, verify that your routers have the appropriate OSPF neighbors. PxR1 should have two neighbors, and PxR2 should have one neighbor. PxR1#show ip ospf neighbor Neighbor ID 2.2.2.2 t0/1 10.200.x.2 PxR1#



Pri 1 0



State FULL/DR



Dead Time 00:00:32



Address 192.168.xx.3



Interface GigabitEtherne



FULL/



00:00:32



192.168.x.102



Serial0/0/0



-



PxR2#show ip ospf neighbor
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Pri 0



State FULL/



Dead Time 00:00:37



-



Address 192.168.x.101



Interface Serial0/0/0



45. After correcting the problem ping the TFTP server (172.16.1.1) from PxR2 again to verify that it is successful. PxR2#ping 172.16.1.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 12/15/16 ms PxR2#



Enable IPv6 on your pod routers In this section you will enable IPv6 on your PxR1 and PxR2, and verify that PC1 and PC2 have IPv6 addresses. 46. Enable IPv6 unicast routing on PxR1. PxR1(config)#ipv6 unicast-routing



47. Configure PxR1’s GigabitEthernet 0/0 subinterfaces with IPv6 addresses according to the IPv6 addressing lab topology diagram. Remember that each “x” in the subinterface numbers and addresses is your pod number! PxR1(config)#interface gi 0/0.1 PxR1(config-subif)#ipv6 address PxR1(config-subif)#interface gi PxR1(config-subif)#ipv6 address PxR1(config-subif)#interface gi PxR1(config-subif)#ipv6 address PxR1(config-subif)#exit



2001:db8:10:x::1/64 0/0.1x 2001:db8:1:x::1/64 0/0.2x 2001:db8:2:x::1/64



48. Configure Px1s’s Serial 0/0/0 interface with the IPv6 address 2001:db8:168:x:1/64. Replace the “x” in the address with your pod number. PxR1(config)#interface s0/0/0 PxR1(config-if)#ipv6 address 2001:db8:168:x::1/64



49. Configure Px1s’s GigabitEthernet 0/1 interface to obtain an IPv6 address via stateless autoconfiguration. Exit config mode. PxR1(config)#interface gi0/1 PxR1(config-if)#ipv6 address autoconfig PxR1(config-if)#end



50. Enable IPv6 unicast routing on PxR2. PxR2#config t PxR2(config)#ipv6 unicast-routing
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51. Configure Px2s’s Serial 0/0/0 interface with the IPv6 address 2001:db8:168:x:2/64. Replace the “x” in the address with your pod number. Exit config mode. PxR2(config)#interface s0/0/0 PxR1(config-if)#ipv6 address 2001:db8:168:x::2/64 PxR2(config-if)#end



52. Display a summary of the IPv6 interfaces on both of your routers to verify that they are configured with the appropriate IPv6 addresses. PxR1#show ipv6 interface brief Em0/0 [administratively down/down] unassigned GigabitEthernet0/0 [up/up] unassigned GigabitEthernet0/0.1 [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:10:x::1 GigabitEthernet0/0.1x [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:1:x::1 GigabitEthernet0/0.2x [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:2:x::1 GigabitEthernet0/0.3x [deleted/down] unassigned GigabitEthernet0/1 [up/up] FE80::AEF2:C5FF:FE2B:20E1 2001:DB8:168:xx:AEF2:C5FF:FE2B:20E1 Serial0/0/0 [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:168:x::1 Serial0/0/1 [administratively down/down] unassigned Loopback100 [up/up] Unassigned PxR1# PxR2#show ipv6 interface brief Em0/0 [administratively unassigned GigabitEthernet0/0 [administratively unassigned GigabitEthernet0/1 [administratively unassigned Serial0/0/0 [up/up] FE80::AEF2:C5FF:FE83:2120 2001:DB8:168:x::2 Serial0/0/1 [administratively unassigned Loopback100 [up/up] unassigned PxR2#
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53. Connect to PC1 and PC2 and confirm that they have acquired IPv6 addresses automatically from PxR1. The IPv6 prefix on PC1 should be 2001:db8:1:x::/64, and on PC2 should be 2001:db8:2:x::/64. By default Windows generates a random interface identifier, which is the host portion of the address. Here is PC1’s addressing information (from the example Pod 6):



Here is PC2’s addressing information (from the example Pod 6):
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Appendix D: ICND2 SuperLab (Step-by-Step)



Enable EIGRP for IPv6 on your pod routers The core router is running EIGRP for IPv6 in AS 100, so you need to use that number also. 54. Create and enable an EIGRP for IPv6 process on both of your routers, using an EIGRP autonomous system number of 100. PxR1#configure terminal PxR1(config)#ipv6 router eigrp 100 PxR1(config-rtr)#no shutdown PxR1(config-rtr)#exit PxR2#configure terminal PxR2(config)#ipv6 router eigrp 100 PxR2(config-rtr)#no shutdown PxR2(config-rtr)#exit



55. For PxR1 configure all of the GigabitEthernet 0/0 subinterfaces, the GigabitEthernet 0/1 interface, and the Serial 0/0/0 interface for EIGRP for IPv6. Leave configuration mode. PxR1(config)#interface GigabitEthernet 0/0.1 PxR1(config-subif)#ipv6 eigrp 100 PxR1(config-subif)#interface GigabitEthernet 0/0.1x PxR1(config-subif)#ipv6 eigrp 100 PxR1(config-subif)#interface GigabitEthernet 0/0.2x PxR1(config-subif)#ipv6 eigrp 100 PxR1(config-subif)#exit PxR1(config)#interface GigabitEthernet 0/1 PxR1(config-if)#ipv6 eigrp 100 PxR1(config-if)#interface Serial 0/0/0 PxR1(config-if)#ipv6 eigrp 100 PxR1(config-if)#end



56. For PxR2 configure the Serial 0/0/0 interface EIGRP for IPv6. Leave configuration mode. PxR2(config)#interface Serial 0/0/0 PxR2(config-if)#ipv6 eigrp 100 PxR2(config-if)#end



Verify EIGRP for IPv6 57. Verify that PxR1 router has two EIGRP neighbors and that PxR2 has one EIGRP neighbor. PxR1#show ipv6 eigrp neighbors H Address Interface Seq Num 1 Link-local address: Se0/0/0 3 FE80::AEF2:C5FF:FE83:2120 0 Link-local address: Gi0/1 88 FE80::AEF2:C5FF:FE2B:1EA0 PxR1# PxR2#show ipv6 eigrp neighbors H Address Interface
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Appendix D: ICND2 SuperLab (Step-by-Step) Seq (sec) Num 0 Link-local address: Se0/0/0 6 FE80::AEF2:C5FF:FE2B:20E0 PxR2#
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12 00:02:15
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Recall that the EIGRP for IPv6 neighbors are identified by their link-local addresses. 58. Verify that your routers have the appropriate EIGRP IPv6 routes in their routing tables. You should see EIGRP (D) routes from the core, and possibly from other pods in the routing table. Note



The following routing table is from the example P6R1 router. The actual routes will vary depending on the number of pods in use and how they are configured.



P6R1#show ipv6 route eigrp IPv6 Routing Table - default - 17 entries Codes: C - Connected, L - Local, S - Static, U - Per-user Static route B - BGP, R - RIP, I1 - ISIS L1, I2 - ISIS L2 IA - ISIS interarea, IS - ISIS summary, D - EIGRP, EX - EIGRP external ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect O - OSPF Intra, OI - OSPF Inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2 ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2 D 2001:DB8:16:1::/64 [90/28416] via FE80::AEF2:C5FF:FE2B:1EA0, GigabitEthernet0/1 D 2001:DB8:168:11::/64 [90/28416] via FE80::AEF2:C5FF:FE2B:1EA0, GigabitEthernet0/1 D 2001:DB8:168:22::/64 [90/28416] via FE80::AEF2:C5FF:FE2B:1EA0, GigabitEthernet0/1 D 2001:DB8:168:33::/64 [90/28416] via FE80::AEF2:C5FF:FE2B:1EA0, GigabitEthernet0/1 D 2001:DB8:168:44::/64 [90/28416] via FE80::AEF2:C5FF:FE2B:1EA0, GigabitEthernet0/1 D 2001:DB8:168:55::/64 [90/28416] via FE80::AEF2:C5FF:FE2B:1EA0, GigabitEthernet0/1 P6R1#



Note



The following routing table is from the example P6R2 router. The actual routes will vary depending on the number of pods in use and how they are configured.



P6R2#show ipv6 route eigrp IPv6 Routing Table - default - 13 entries Codes: C - Connected, L - Local, S - Static, U - Per-user Static route B - BGP, R - RIP, I1 - ISIS L1, I2 - ISIS L2 IA - ISIS interarea, IS - ISIS summary, D - EIGRP, EX - EIGRP external ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect O - OSPF Intra, OI - OSPF Inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2 ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
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Appendix D: ICND2 SuperLab (Step-by-Step) D



2001:DB8:1:6::/64 [90/2172416] via FE80::AEF2:C5FF:FE2B:20E0, Serial0/0/0 D 2001:DB8:2:6::/64 [90/2172416] via FE80::AEF2:C5FF:FE2B:20E0, Serial0/0/0 D 2001:DB8:10:6::/64 [90/2172416] via FE80::AEF2:C5FF:FE2B:20E0, Serial0/0/0 D 2001:DB8:16:1::/64 [90/2172672] via FE80::AEF2:C5FF:FE2B:20E0, Serial0/0/0 D 2001:DB8:168:11::/64 [90/2172672] via FE80::AEF2:C5FF:FE2B:20E0, Serial0/0/0 D 2001:DB8:168:22::/64 [90/2172672] via FE80::AEF2:C5FF:FE2B:20E0, Serial0/0/0 D 2001:DB8:168:33::/64 [90/2172672] via FE80::AEF2:C5FF:FE2B:20E0, Serial0/0/0 D 2001:DB8:168:44::/64 [90/2172672] via FE80::AEF2:C5FF:FE2B:20E0, Serial0/0/0 D 2001:DB8:168:55::/64 [90/2172672] via FE80::AEF2:C5FF:FE2B:20E0, Serial0/0/0 D 2001:DB8:168:xx::/64 [90/2172416] via FE80::AEF2:C5FF:FE2B:20E0, Serial0/0/0 P6R2#



Verify end-to-end IPv6 connectivity 59. From PxR1, PxR2, PC1, and PC2, ping the TFTP server’s IPv6 address, 2001:db8:16:1::1. The pings should be successful. PxR1#ping 2001:db8:16:1::1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 2001:DB8:16:1::1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms PxR1# PxR2#ping 2001:db8:16:1::1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 2001:DB8:16:1::1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 12/15/20 ms PxR2#



Here is PC1 pinging the TFTP server:
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Here is PC2 pinging the TFTP server:



Download another problem to PxR1, and correct it In this section you will download a problem file to your PxR1. You will then diagnose and correct the problem. 60. On your PxR1, download the file “Super-R1-d.txt” from the TFTP server (172.16.1.1) into the running config. Don’t forget the suffix of “txt”. PxR1#copy tftp running-config Address or name of remote host [172.16.1.1]? Source filename [Super-PxR1-c.txt]? Super-R1-d.txt Destination filename [running-config]? Accessing tftp://172.16.1.1/Super-R1-d.txt... Loading Super-R1-d.txt from 172.16.1.1 (via GigabitEthernet0/1): ! [OK - 226 bytes] 226 bytes copied in 2.028 secs (111 bytes/sec) PxR1#



61. From PxR1, PxR2, PC1, and PC2, ping the TFTP server’s IPv6 address, 2001:db8:16:1::1. Are all of the pings successful? PxR1#ping 2001:db8:16:1::1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 2001:DB8:16:1::1, timeout is 2 seconds: % No valid route for destination Success rate is 0 percent (0/1) PxR1# PxR2#ping 2001:db8:16:1::1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 2001:DB8:16:1::1, timeout is 2 seconds: % No valid route for destination Success rate is 0 percent (0/1) PxR2#
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Appendix D: ICND2 SuperLab (Step-by-Step)



Here is PC1 pinging the TFTP server:



Here is PC2 pinging the TFTP server:



62. None of the IPv6 pings to TFTP server are successful. Investigate why and correct the problem. Since none of the pings work and they all go through PxR1, start by verifying PxR1’s IPv6 interfaces and addresses. PxR1#show ipv6 interface brief Em0/0 [administratively down/down] unassigned GigabitEthernet0/0 [up/up] unassigned GigabitEthernet0/0.1 [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:10:x::1 GigabitEthernet0/0.1x [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:1:x::1 GigabitEthernet0/0.2x [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:2:x::1 GigabitEthernet0/0.3x [deleted/down] unassigned GigabitEthernet0/1 [up/up] FE80::AEF2:C5FF:FE2B:20E1 2001:DB8:168:xx:AEF2:C5FF:FE2B:20E1 Serial0/0/0 [up/up] FE80::AEF2:C5FF:FE2B:20E0 2001:DB8:168:x::1 Serial0/0/1 [administratively down/down]
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Appendix D: ICND2 SuperLab (Step-by-Step) unassigned Loopback100 unassigned PxR1#



[up/up]



PxR2#show ipv6 interface brief Em0/0 [administratively unassigned GigabitEthernet0/0 [administratively unassigned GigabitEthernet0/1 [administratively unassigned Serial0/0/0 [up/up] FE80::AEF2:C5FF:FE83:2120 2001:DB8:168:x::2 Serial0/0/1 [administratively unassigned Loopback100 [up/up] unassigned PxR2#



down/down] down/down] down/down]



down/down]



The interfaces and their IPv6 addresses look fine. Verify that PxR1 router has two EIGRP neighbors and that PxR2 has one EIGRP neighbor. PxR1#show ipv6 eigrp neighbors H Address Interface Seq Num 1 Link-local address: Se0/0/0 4 FE80::AEF2:C5FF:FE83:2120 PxR1#
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PxR2#show ipv6 eigrp neighbors EIGRP-IPv6 Neighbors for AS(100) H Address Interface Seq Num 0 Link-local address: Se0/0/0 7 FE80::AEF2:C5FF:FE2B:20E0 PxR2#
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In this case, both routers have only one neighbor (each other). Since PxR1 is not forming a neighbor relationship with the core router, check that the appropriate PxR1 interfaces are running EIGRP for IPv6 in AS 100. PxR1#show ipv6 eigrp interfaces EIGRP-IPv6 Interfaces for AS(100) Xmit Queue ticast Pending Interface Peers Un/Reliable w Timer Routes Gi0/0.1 0 0/0 0 0
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Appendix D: ICND2 SuperLab (Step-by-Step) Gi0/0.1x 0 Gi0/0.2x 0 Se0/0/0 08 PxR1#
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PxR1 is not running the protocol on its GigabitEthernet 0/1 interface. This is a much easier problem to fix for EIGRP for IPv6 than it is for the IPv4 EIGRP. For IPv4, the problem could be with the network statements. But of course, for IPv6, the protocol is configured directly on the interface. In this case, it appears that that configuration is missing. To correct the problem, configure EIGRP for IPv6 on the GigabitEthernet 0/1 interface. PxR1(config)#interface GigabitEthernet 0/1 PxR1(config-if)#ipv6 eigrp 100



Verify that PxR1 router has two EIGRP neighbors. PxR1#show ipv6 eigrp neighbors EIGRP-IPv6 Neighbors for AS(100) H Address Interface Seq Num 0 Link-local address: Gi0/1 91 FE80::AEF2:C5FF:FE2B:1EA0 1 Link-local address: Se0/0/0 6 FE80::AEF2:C5FF:FE83:2120 PxR1#
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63. After correcting the problem, from PxR1, PxR2, PC1, and PC2, ping the TFTP server's IPv6 address, 2001:db8:16:1::1. The pings should be successful. PxR1#ping 2001:db8:16:1::1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 2001:DB8:16:1::1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms PxR1# PxR2#ping 2001:db8:16:1::1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 2001:DB8:16:1::1, timeout is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 12/14/16 ms PxR2#
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Here is PC1 pinging the TFTP server:



Here is PC2 pinging the TFTP server:



Save the configurations 64. Save the running configuration to NVRAM on all devices under your control: PxSW#copy running-config startup-config PxR1#copy running-config startup-config PxR2#copy running-config startup-config



Lab Complete
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Appendix D: ICND2 SuperLab (Step-by-Step)



Completed Configuration Your configurations should be similar to the examples below. PC1 has address 10.1.x.10, with subnet mask 255.255.255.0. Its default gateway is set to 10.1.x.1. It also has an IPv6 address which it obtained via stateless autoconfiguration, from PxR1. The IPv6 prefix on PC1 is 2001:db8:1:x::/64. By default Windows generates a random interface identifier, which is the host portion of the address. PC2 has address 10.2.x.20, with subnet mask 255.255.255.0. Its default gateway is set to 10.2.x.1. It also has an IPv6 address which it obtained via stateless autoconfiguration, from PxR1. The IPv6 prefix on PC2 is 2001:db8:2:x::/64. By default Windows generates a random interface identifier, which is the host portion of the address. PC1 and PC2 have Server in their local hosts file. Note



These example configurations include no shutdown commands on some interfaces and the crypto key generate rsa modulus 1024 command. You will not see these commands in the output of the show running-config command. In the PxSW configuration you will also see more detail in the crypto pki certificate section in the output of the show running-config command.



PxSW: version 15.0 no service pad service timestamps debug datetime msec service timestamps log datetime msec no service password-encryption ! hostname PxSW ! boot-start-marker boot-end-marker ! enable secret 5 $1$wdQP$ZgbK6sQ/H8Sai94xDxLoQ. ! username ccna secret 5 $1$pK9n$qrrwufIt8.ICrm8KT4Wr0/ no aaa new-model system mtu routing 1500 vtp mode transparent ! ! no ip domain-lookup ip domain-name cisco.com ! crypto key generate rsa modulus 1024 ! ! ! !
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Appendix D: ICND2 SuperLab (Step-by-Step) ! ! spanning-tree mode rapid-pvst spanning-tree extend system-id ! vlan internal allocation policy ascending ! vlan 1x name VLAN1x ! vlan 2x name VLAN2x ! vlan 3x name VLAN3x ! ip ssh version 2 ! ! ! ! ! interface Port-channel1 switchport trunk allowed vlan 1,1x,2x,3x switchport mode trunk ! interface FastEthernet0/1 switchport trunk allowed vlan 1,1x,2x,3x switchport mode trunk ! interface FastEthernet0/2 switchport access vlan 3x ! interface FastEthernet0/3 ! interface FastEthernet0/4 ! interface FastEthernet0/5 ! interface FastEthernet0/6 ! interface FastEthernet0/7 ! interface FastEthernet0/8 ! interface FastEthernet0/9 switchport access vlan 1x ! interface FastEthernet0/10 switchport access vlan 2x ! interface FastEthernet0/11 switchport trunk allowed vlan 1,1x,2x,3x switchport mode trunk shutdown channel-group 1 mode active ! interface FastEthernet0/12
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Appendix D: ICND2 SuperLab (Step-by-Step) switchport trunk allowed vlan 1,1x,2x,3x switchport mode trunk shutdown channel-group 1 mode active ! interface FastEthernet0/13 ! interface FastEthernet0/14 ! interface FastEthernet0/15 ! interface FastEthernet0/16 ! interface FastEthernet0/17 ! interface FastEthernet0/18 ! interface FastEthernet0/19 ! interface FastEthernet0/20 ! interface FastEthernet0/21 ! interface FastEthernet0/22 ! interface FastEthernet0/23 ! interface FastEthernet0/24 ! interface GigabitEthernet0/1 ! interface GigabitEthernet0/2 ! interface Vlan1 ip address 10.10.x.3 255.255.255.0 no shutdown ! ip default-gateway 10.10.x.1 ip http server ip http secure-server logging esm config ! line con 0 exec-timeout 60 0 logging synchronous login local line vty 0 4 exec-timeout 60 0 logging synchronous login local transport input ssh line vty 5 15 exec-timeout 60 0 logging synchronous login local transport input ssh ! end
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PxR1: version 15.2 service timestamps debug datetime msec service timestamps log datetime msec no service password-encryption ! hostname PxR1 ! boot-start-marker boot-end-marker ! ! enable secret 4 NUtXpRU892oGmKT2hPuxM6rMJlDMKfYF3czf8T.rrWA ! no aaa new-model ! ip cef ! ! ! ! ! ! no ip domain lookup ip domain name cisco.com ipv6 unicast-routing ipv6 cef multilink bundle-name authenticated ! ! ! ! license udi pid CISCO2901/K9 sn FTX170480E4 ! crypto key generate rsa modulus 1024 ! username ccna secret 4 tnhtc92DXBhelxjYk8LWJrPV36S2i4ntXrpb4RFmfqY username PxR2 password 0 cisco ! ! ip ssh version 2 csdb tcp synwait-time 30 csdb tcp idle-time 3600 csdb tcp finwait-time 5 csdb tcp reassembly max-memory 1024 csdb tcp reassembly max-queue-length 16 csdb udp idle-time 30 csdb icmp idle-time 10 csdb session max-session 65535 ! ! ! ! interface Loopback100 ip address 10.100.x.1 255.255.255.0 !
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Appendix D: ICND2 SuperLab (Step-by-Step) interface Embedded-Service-Engine0/0 no ip address shutdown ! interface GigabitEthernet0/0 no ip address speed auto duplex auto no shutdown ! interface GigabitEthernet0/0.1 encapsulation dot1Q 1 native ip address 10.10.x.1 255.255.255.0 ipv6 address 2001:DB8:10:x::1/64 ipv6 eigrp 100 no shutdown ! interface GigabitEthernet0/0.1x encapsulation dot1Q 1x ip address 10.1.x.1 255.255.255.0 ipv6 address 2001:DB8:1:x::1/64 ipv6 eigrp 100 no shutdown ! interface GigabitEthernet0/0.2x encapsulation dot1Q 2x ip address 10.2.x.1 255.255.255.0 ipv6 address 2001:DB8:2:x::1/64 ipv6 eigrp 100 no shutdown ! interface GigabitEthernet0/1 ip address 192.168.xx.1 255.255.255.0 speed auto duplex auto ipv6 address autoconfig ipv6 eigrp 100 no shutdown ! interface Serial0/0/0 ip address 192.168.x.101 255.255.255.224 encapsulation ppp ipv6 address 2001:DB8:168:x::1/64 ipv6 eigrp 100 ppp authentication chap no shutdown ! interface Serial0/0/1 no ip address shutdown ! router ospf 1 network 10.1.x.0 0.0.0.255 area x network 10.2.x.0 0.0.0.255 area x network 10.10.x.0 0.0.0.255 area x network 10.100.x.0 0.0.0.255 area x network 192.168.x.96 0.0.0.31 area x network 192.168.xx.0 0.0.0.255 area 0
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Appendix D: ICND2 SuperLab (Step-by-Step) ! ip forward-protocol nd ! no ip http server no ip http secure-server ! ! ipv6 router eigrp 100 ! ! ! ! control-plane ! ! ! line con 0 exec-timeout 60 0 logging synchronous login local line aux 0 line 2 no activation-character no exec transport preferred none transport input all transport output pad telnet rlogin lapb-ta mop udptn v120 ssh stopbits 1 line vty 0 4 exec-timeout 60 0 logging synchronous login local transport input ssh line vty 5 15 exec-timeout 60 0 logging synchronous login local transport input ssh ! scheduler allocate 20000 1000 ! end



PxR2: version 15.2 service timestamps debug datetime msec service timestamps log datetime msec no service password-encryption ! hostname PxR2 ! boot-start-marker boot-end-marker ! ! enable secret 4 NUtXpRU892oGmKT2hPuxM6rMJlDMKfYF3czf8T.rrWA !
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Appendix D: ICND2 SuperLab (Step-by-Step) no aaa new-model ! ip cef ! ! ! ! ! ! no ip domain lookup ip domain name cisco.com ipv6 unicast-routing ipv6 cef multilink bundle-name authenticated ! ! ! ! license udi pid CISCO2901/K9 sn FTX170480EA ! crypto key generate rsa modulus 1024 ! username ccna secret 4 tnhtc92DXBhelxjYk8LWJrPV36S2i4ntXrpb4RFmfqY username PxR1 password 0 cisco ! ! ip ssh version 2 csdb tcp synwait-time 30 csdb tcp idle-time 3600 csdb tcp finwait-time 5 csdb tcp reassembly max-memory 1024 csdb tcp reassembly max-queue-length 16 csdb udp idle-time 30 csdb icmp idle-time 10 csdb session max-session 65535 ! ! ! ! interface Loopback100 ip address 10.200.x.2 255.255.255.0 ! interface Embedded-Service-Engine0/0 no ip address shutdown ! interface GigabitEthernet0/0 ip address 10.3.x.2 255.255.255.0 shutdown speed auto duplex auto ! interface GigabitEthernet0/1 no ip address shutdown speed auto duplex auto !
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Appendix D: ICND2 SuperLab (Step-by-Step) interface Serial0/0/0 ip address 192.168.x.102 255.255.255.224 encapsulation ppp ipv6 address 2001:DB8:168:x::2/64 ipv6 eigrp 100 ppp authentication chap clock rate 128000 no shutdown ! interface Serial0/0/1 no ip address shutdown ! router ospf 1 network 10.200.x.0 0.0.0.255 area x network 192.168.x.96 0.0.0.31 area x ! ip forward-protocol nd ! no ip http server no ip http secure-server ! ! ipv6 router eigrp 100 ! ! ! ! control-plane ! ! ! line con 0 exec-timeout 60 0 logging synchronous login local line aux 0 line 2 no activation-character no exec transport preferred none transport input all transport output pad telnet rlogin lapb-ta mop udptn v120 ssh stopbits 1 line vty 0 4 exec-timeout 60 0 logging synchronous login local transport input ssh line vty 5 15 exec-timeout 60 0 logging synchronous login local transport input ssh ! scheduler allocate 20000 1000 ! end
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