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Abstract



This paper presents an industrial experiment in avionics of the programming environment Sildex based on the synchronous model, and an approach to the design and implementation of such safety critical embedded systems, developped in the framework of the Esprit project Sacres. The goal of the project is to integrate into a complete and uni ed environment, around the synchronous models technology, a variety of speci cation tools such as StateMate, Sildex, Timing Diagrams and tools for veri cation, code generation and validation of the code produced.
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Motivations



The ever increasing part taken by numerical computers in the control of safety critical systems makes the methodology for their development particularly crucial. Their complexity entails risks of errors in the interpretation of the objectives, as well as in their translation in terms of speci cation language and design. Passing from one phase to the next in their life cycle also entails risks in the translation from one formalism to another. Their very nature as potentially dangerous controllers, or which might have disastrous consequences if disrupted, imposes a particular care in their veri cation. The answer to these safety requirements are in the automation and in the capacity for analysis and proof of properties of the systems under design. Formal methods are oriented towards the satisfaction of these needs. They present the advantage of de ning automatable calculi for the analysis, optimization, and transformation of speci cations. The latter may be used for the generation of code and for veri cation. Their eect and signi cance in the building of the kind of systems we are interested in is, therefore, on the one hand in reducing the risk of errors in the transformations leading to nal implementation and, on the other hand, in making possible certain speci cation property checks and implementation checks in order to validate its compliance with the objectives and working constraints of the system. The purpose of the Esprit project Sacres (SAfety CRitical Embedded Systems: from requirements to system architecture) is to integrate into a uni ed and complete environment a variety of tools for speci cation, veri cation, code generation and validation of the code produced. Among the application domains  The work described in the article is partly funded by the CEC as Esprit Project EP 20897 SACRES (SAfety CRitical Embedded Systems: from requirements to system architecture).



targeted are avionics and process control. The question of certi cation and validation is integrated into the environment. Member partners of the Sacres project are: British Aerospace (UK), aircraft builder; i-Logix (UK), who develop and distribute StateMate, the environment for designing in StateCharts; INRIA (France), a research institute where new technologies are de ned and developped around the synchronous language Signal [7]; OFFIS (Germany), research institute bringing veri cation technology; Siemens (Germany), where controllers for industrial processes are developped; SNECMA (France), builder of aircraft engines; SNI (Germany), who develop and distribute veri cation tools; TNI (France), who develop and distribute the Sildex tool and the Signal language; the Weizmann Institute (Israel), as regards semantic aspects and the validation of code.
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The Sacres project



The goal of the Sacres project is to oer tools and techniques to help designers and developpers of embedded systems, in particular those involving critical safety [4]. The project involves the integration of existing tools, the development of new technologies and the experimentation of associated methodologies on eective industrial systems. The previously existing tools integrated here are StateMate, Sildex, Timing Diagrams and a tool for veri cation. Speci cation languages are integrated through a System Speci cation Language (SSL). New technologies studied in the project are related to the generation of code, possibly distributed according to the target architecture (hardware and operating system), the validation of the code generated (using formal veri cation in order to automatically prove its correction with regard to the speci cation), and the formal veri cation of properties on the behaviours of the system (re-using results from the Esprit project Format [3]). These functionalities are based on synchronous technology [1] and results from the Eureka project Synchron [2]. Industrial partners of the project include users who will each develop an eective system using the environment developped by Sacres; the acquired experience will help improve and validate the environment and the associated methodology for its use, prior to broader distribution. The Sacres tool is composed of a set of elements that exchange speci cations in various states of design. They exchange information through the DC+ (Declarative Code) format, within which models are represented. Among the tools available are the speci cation tools, designed for the construction and edition of speci cations and systems design. There is also a code generation tool, oering functionalities of optimization and distribution of code, and producing ANSI C and Ada83, taking into account the restrictions related to the development of avionic systems of safety level 1. In the case of Ada, this means in particular its sub-language Spark. A tool for the validation of the generated code formally proves the correction of the generated code with regard to the model of the speci cation in the exchange format DC+. A tool for veri cation evaluates the satisfaction of logical and temporal properties on models of the speci cation. The synchronous format DC+ has been de ned in the framework of the Eureka project Synchron [2]. Figure 1 illustrates the central position of the format between the tools of the environment, and information ows in the global architecture of Sacres. Translators to and from DC+ are devel-
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Figure 1: Global architecture of the Sacres environment. opped in the framework of the project, and enable the connection of all the representations speci c to the dierent tools with the common format. StateMate and Sildex are two tools well adapted to embedded systems. The former is founded on StateCharts, a notation of a hierarchized nite state machine type, whereas the latter supports the Signal language, which is data- ow oriented, with block diagrams and equations. Their combination therefore covers the spectrum of applications from the sequencing of modes to signal processing and regulation. Timing Diagrams are a language for the speci cation of properties and constraints, particularly those that will have to be checked by the veri cation tool. SSL is the System Speci cation Language that enables the combination of sub-systems speci ed in the dierent languages, and to instanciate them to models that can evolve in the life cycle of the system. The way the behaviors described in these dierent languages are eectively composed resides in their translation into the DC+ common format. This format supports the semantics of the dierent languages in presence. Therefore, it supports the integration of speci cations, the construction of the models upon which veri cation techniques are performed, and the compilation and optimization up to code generation. Finally, it serves as a reference for the code validation technique. It consists of a data- ow graph where ows and operations are related by data dependencies and control dependencies, with synchronization information (i.e. the conditions for which the dependencies hold eectively). The format is itself structured into sub-formats, that are distinguished by their synchronization properties. Starting from DC+ in its most general form, one particularization consists of transforming events that might be used in the speci cation into tests on boolean conditions; another concerns the serialization of the computations in the application in order to respect data dependencies between them, and in the perspective of generating sequential code.



The tool for the veri cation of the speci ed system components is based on model-checking techniques, and re-uses results from the Esprit project Format. It uses BDD techniques (Binary Decision Diagrams), and allows properties of the possible behaviors, expressed with the help of Timing Diagrams to be checked against the speci cation, using its modelling by a symbolic transition system [3]. The project will increase these proof capabilities by the treatment of real-time information, handling properties on durations, and with system-level veri cation, by facilitating the re-use of veri cations of sub-systems assembled with SSL, in order to verify the system that includes them. Code generation is considered in the broad sense as the compilation of DC+. Architecture-independent code generation will extend the functionalities of sequential code generation already featured in StateMate and Sildex. It will feature the capacity to optimize computations, for instance according to the actual use of their results. It will also focus on modularity, by oering support to separate compilation. Implementation on speci c target architectures (hardware and operating system), and particularly on distributed ones, will use sequential code generation to produce the distributed processes or tasks. Partitioning of the application will be eected by partitioning the DC+ graph into sub-graphs, between which the correctness of synchronizations is ensured. DC+ will also be used for the modelling of architectures. In particular, performance evaluation will be supported. Section 6 describes how the validation of this code is approached in Sacres. One aspect of the Sacres project, additionally to the construction of a design environment integrating all these tools, is the de nition of a methodology for their use. The current design processes of user members of the project are studied, so as to determine precisely the place and role of the functionalities oered by Sacres. This methodology will be experimented with a prototype version of the Sacres environment on applications by the user members: British Aerospace, Siemens et Snecma. The goal is to establish that the tools work well on industrial-size problems, to oer an experimental feedback towards designers of the tools, and to adapt industrial development practices in order to make the most of the new functionalities oered.
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Gas turbine engine control



Our application domain concerns civil and military aviation propulsion systems. The demands made on such systems have been constantly increasing over the last few years. Engine thermodynamic cycles have developed considerably, and consequently, so has the number of functions to be checked. In order to optimize the integration of these aspects and also meet the targets set by the users (pilots, airlines or air forces) regarding functional and operational performance, such as safety, maintenance, weight and cost, engine control systems are making increasing use of digital electronics.



Engine monitoring. The functions to be carried out in order to ensure



automatic control of the engine operating point with regard to its state, its environment and the pilots demands, while integrating its operating limits, are numerous and complex. The engine state is determined directly through acquisition of parameters that characterize the thermodynamic air ow or the



limitations to be taken into account. The engine environment consists primarily of the aircraft information acquired by the control system through the point-to-point digital links, such as atmospheric pressure, Mach number, angle of attack, etc. Command execution is devolved to hydromechanical components such as fuel pumps, ow controllers, actuators, etc. The engine control system architecture is of the full authority type. The electronic part of the system acts with full authority on all the control functions and interfaces with the aircraft, the sensors, the hydromechanical units, and the actuators. The digital computer provides the necessary computing power and upgrading exibility both for development and operational service. By optimizing weight and costs, the centralization of the electronics enables the operating conditions to be improved by integrating the electronics in a suspended cooled unit, thereby isolating it from the severe vibrational and thermal environment of the engine.



Safety. To ensure protection against sudden failures of the electronics, which



could jeoparde safety, and to ensure dependability, the engine manufacturers have turned to fully redundant electronics. The system architecture is of the FADEC type (Full Authority Digital Engine Control). The sensors, the computer, the electrical part of the actuators are duplicated. One channel is active and assigned to the engine controls, while the other channel monitors operation and can become active if a failure is detected on the rst channel. The control system is managed entirely automatically by the engine computers. During the



ight, failure detection is ensured by hardware and software tests performed on the sensors and actuators, and testing of the computer central processors and the exchanges between the two channels. The system ful lls these engine safety functions while monitoring any failures of sensors, actuators, the digital heart or the engine itself. It takes the necessary measures to prevent the propagation of these failures in order to avoid catastrophic consequences. The two engine computers have exactly the same software. Failure avoidance is ensured by implementing a strict and rigorous development methodology. Certain systems (military sector) are based on a real-time executive program of the SCEPTRE type which ensures task sequencing according to xed priorities assigned statistically before starting the program, event and message management and task synchronization.



The techniques used. A large quantity of functions can be described by



a formal system (block diagrams, Grafcet1 ) speci c to the control system. The development of servomechanisms in the design phase is based on advanced simulations including the engine and the control system. These computer-run simulations are being increasingly implemented using tools that can automatically generate source code (C in most cases). The experimental studies carried out to date have drawn widely upon the advantages of a formal technique based on the synchronous language Signal, the commercial tool Sildex and academic tools concerning the veri cations and appropriateness of the algorithms for the architecture. Outside the Sacres project, experimentation on this latter aspect is currently being conducted with the INRIA on the basis of a new distributed computer architecture. 1 also called Sequential Function Charts



4



The Signal language and Sildex



is an ergonomic programming environment particularly adapted to the development of real-time applications. It covers a part of the traditional \V" development cycle from speci cation to implementation, including the proof of programs and validation by simulation. Sildex is based on the Signal synchronous language designed by INRIA [7]. The application domains of Sildex can be found in general in safety-critical software. For signal processing, the data ow aspect and time manipulation of Signal allow an intuitive programming style for instance in multi-timing ltering. Control systems will advantageously use Signal multiple clocks and the Grafcet. For embedded softwares, the compiler provides an ecient executable code. Sildex



Software engineering. From the point of view of software engineering, de-



veloping an application with Sildex oers a useful and easy methodological framework. A hierarchical and compositional description of processes allows a clear description of the application to develop. The description and reuse of components libraries allow the work to be structured and development teams to capitalize knowledge ; components can be generic (parameterized by type). A rigorous data typing is featured. The use of prede ned libraries containing frequently used processes is possible: boolean and arithmetic operators, linear lters, signal generators... The description of processes in Grafcet or nite state automata allows to describe the problems quali ed as "imperative", with explicit sequencing. Modular compilation is provided as well. All the work phases, from speci cation to nal code, are based on a unique programming style (no more transformation between dierent formalisms, no more errors), and de ned in reference to the mathematical semantics of the Signal language.



characteristics. The Sildex environment features a number of functionalities. A graphical editor allows iconic programming of complex computation models based on data ows and Grafcet sequencers or automaton sequencers. The Sildex compiler for Signal, ecient and very fast, is the result of a long work of research and optimization. The separate compilation helps you to solve large problems. The generated executable code can be plotted with regard to the edited diagram, and directly embedded (it oers a sucient eciency/memory-use ratio in order to be directly compiled by a cross compiler then eectively embedded). The debugging process of a Signal program is designed to handle "local" errors (syntax errors indicated at the editing, incoherent types of data, non-connected ports between processes...) and "global" errors (detection via the compiler of the program's global incoherences with a symbolic debugger). The rigorous semantics of Signal allows programs properties to be proved far beyond what can be conceivable with classical languages. The Signal compiler is its own dynamic debugger, and the properties to be checked are speci cations like the other ones which are directly translated into Signal. If in a program one of the properties is not provable, then it is not compilable. The animation deals with the generated C code. It is possible to visualize signals by means of display views. A stepby-step mode and the break-point capability are available. It is also possible to play simulation scenarios. A speci c editor allows con gurable documents to be created in dierent formats. Sildex is an open tool, featuring an interface with external functions to write optimized algorithms in all the classic



Sildex



languages, "scripts" calling the system, code generation (C, Ada ...) and customizable documentation generation.
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Industrial experience with Signal



The following experiment follows on from previous work [5] and is part of more than two years on the application of the synchronous technique to digital engine control computers. It resulted in a path that should lead to operational service on engine development programs. Internal experiments carried out since then, and those performed through the Synchron Eureka project have led to the adoption of a development methodology for the control systems of ground gas turbine engines, based as widely as possible on synchronous technology. As these developments stop at the engine test bench, they are not subject to the same safety requirements. Consequently, the constraints and requirements are less stringent than those imposed by the avionics standards. At present an internal control system development, which is scheduled for on-engine testing in 1997, is is being developed as a result of this new methodology. The choice of development methods and processes was guided by document DO-178B [8] in order to include the majority of requirements that will be imposed upon us in a true level 1 development. The major functions to be provided by Sacres are the generation of a code that is proved correct after generation and the guarantee of correct operation of the application whatever the demands made on the system (temporal veri cations at strict time intervals). These veri cations are particularly useful during both the dimensioning of the digital system and the subsequent development of each new software version. Our re ections after four years of experience with the Signal language have led us to identify the following six major phases.



High-level functional speci cation. The diculties encountered during



the development of software speci cations often arise from the large quantity of data and algorithms, and are aggravated by information redundancy and management of dierent nominal or degraded operating modes. The speci cations contain both the engine control algorithms (process control) and the failure detection, redundancy management and operating mode algorithms. The basic idea rst consists in globally substantiating all the control algorithms developed by the process control experts using a unique global Signal model. This model is rst compiled statically, then simulated. The success of the static compilation guarantees the consistency of the signals in all the operating modes and ensures that all "local" and "global" errors are eliminated. This work represented over 50 elementary Sildex models which will be used in the detailed design phase. This model is then used in the nal product acceptance tests after development of the software and integration with the target hardware. The new version simulator features nite state transition system animation which produces considerable time-saving during debugging. Moreover, this provides an excellent means of communicating with the system orderer and any newcomer to the project.



Proof of properties. The proof of properties is an extremely powerful mech-



anism in view of the con dence it brings. The new Sildex version now provides proof through the dierence or equality of bounded integers, which enables us



to verify logical sequencing properties including timeouts (integer number of basic periods). This extension substantially increases the attraction of the veri cations performed, which was already one of the strong points of the tool. Properties involving the values of counters, such as timeouts, for example, can now at least be checked in theory, because if the time scales are very dierent, the number of accessible states becomes prohibitive (in this case the timeout values are changed in the veri cation model). In the event of failure in the dynamic properties veri cation mode, the tool displays a scenario which invalidates the property. In the new version this scenario will be able to be replayed immediately at the simulator input, signi cantly reducing the debugging time and allowing a constructive dialogue with the orderer. The model of a timeout is made by a Signal counter external to but interfaced with the controller. Proof of property veri cations by addition of constraints are then performed on certain elementary models and on an aggregate of several of them performing a global function.



Software speci cation. As the modular compilation function will not be



available until version V4, we have reused the terminal boxes of the Signal hierarchy (elementary models) in the software speci cation phase and attempted to do it in the software design phase. This approach was conducted in an iterative manner so as to match the speci cation functional breakdown with the object-based software design breakdown as far as possible. The problem we have encountered lies in the fact that the generation of a structured C code in a single procedure is unacceptable as regards both real-time performance levels and hardware constraints and the requirements of DO-178B. A hierarchical decomposition is made such that the sheet functions of the hierarchy contain the elementary models (calculation algorithms) of the previously single model. The sum of all the elementary models reconstructs the major part of the functional single model. Each elementary model is compiled statically with Sildex. Some of the elementary models are then compiled with the addition of veri cation constraints (dynamic compilation).



Object-oriented design. This is achieved using the HOOD (Hierarchical Object Oriented Design) method. In this application, system operation is of the cyclic type (purring) and monoperiodic, that is to say that all the calculations are performed at each basic period. The target language is a subset of Ada 83 based on SMART Ada from Thomson Software Products, which does not use the Ada task management function. Furthermore, we have developed a protected subset of the language for operational developments.



Code generation. The global design phase has now been completed. The



elementary Sildex models have been interfaced with the Ada code skeletons de ning the encapsulation sequencing and interfaces. The advantage is a saving in cost and time and a reduction in the development risk. The new version of the generator will considerably facilitate its integration in the new methodology. This development is not based on the use of a real-time executive program, although the decision of whether to use a real-time executive program or not must be made taking the various project constraints into account. It is interesting that SACRES can generate the multi-task code and provide points for interfacing with certain executive programs, subject to restrictions relating to the service envelope.



Testing. Although the test methodology is less stringent than a true criti-



cal software development (no code reviews), it retains the same basic principles (unit, integration and acceptance testing). It is possible to optimize at the SIGNAL coding level without this being detrimental to the imposed requirements. The development of a single high-level Signal model enables us to run multiple simulation scenarios and to prepare the acceptance tests by determining the test oracles. This process also allows a veri cation of consistency between the speci cation, design and coding phases. As regards the development, which is the subject of this section, we are currently in the software/hardware integration phase. The Esprit Sacres project should facilitate the transition of synchronously developed non-critical test applications to full-scale critical applications including substantiation of the C code and protected Ada. The certi cation aspect is vital to obtain the possibility of using applications generated automatically with these techniques and intended for submittal to the certi cation authorities.
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Solutions developped in Sacres



This section presents some activities of the Sacres project that are addressing the needs expressed in Section 5. Assistance in the certi cation of safety critical systems is approached in the Sacres project in the form of the validation of the C or Ada code generated by the compilation of DC+. Indeed, the compilation of C or Ada into executable binary code depends on tools external to the Sacres project, over which it has no control. The proof of the consistency between the code generated and the DC+ model relies on formal veri cation techniques. This validation oers elements on the way to the certi cation of the system that are complementary to the necessary testing techniques. In order to be able to evaluate and analyse the performances of the system in terms of response time, upper and lower bounds must be available for response times of each procedure and function de ned, as well as other temporal constraints of the global system. The characteristics can be described in the DC+ format. The evaluation technique relies on a notion of homomorphism of a DC+ or Signal program [6]. The temporal homomorphism of a program is another program, generated automatically from the former and from data modelling the system. This latter program computes the dates when outputs are produced in function of input arrival dates. It can evaluate them in function of the values received as input and those computed internally, because the computations of the program under evaluation are part of its homomorphism. It is an automated production of a simulator of functional as well as temporal aspects of the execution of a system on the chosen architecture. This tool provides assistance for dimensioning and validating implementation choices with regard to performance and the respect of response times. Modularity is supported in version V4 of Signal, which oers support for the use of external or imported objects. This functionality is also present in the DC+ format, and allows combination of sub-systems designed separately, and possibly in dierent speci cation formalisms in the Sacres environment. In particular, importation mechanisms support the speci cation of a design in dierent contexts, by con guring it each time with dierent views of imported



sub-systems. They can be partial speci cations (input-output interfaces, with the possibility of representing an abstraction of dependency relations concerning computations or control), or complete speci cations, or even a property on their behaviors, assembled to be used as an hypothesis or an objective for veri cation tools.
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Conclusion



This article presents an approach for the design and implementation of safety critical embedded systems, such as is proposed by the Esprit project Sacres. It is supported by the construction of a complete design environment, from speci cation in various formalisms (StateCharts, Signal and Timing Diagrams), to veri cation (using model checking techniques), and validation of the code prpoduced, nally to implementation on possibly distributed target architectures. The tools integrated into the environment bene t from the support of formal methods, that allow for the automation and the veri cation of correctness of the transformations between functional speci cations and their implementation. An industrial application of the Sildex environment to the regulation of turboreactors is analysed, and the needs expressed are addressed in sacres.
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