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Model and tools for the evaluation of circuits robustness against fault attacks Olivier FAURAX, PhD student, Universit´e de la M´editerran´ee, Marseille, E-mail: [email protected] Adress : Laboratoire SESAM, EMSE CMPGC, Avenue des An´emones, 13120 GARDANNE, FRANCE I. I NTRODUCTION A fault attack on a circuit consists in a physical perturbation performed on one or several parts of it in order to exploit changes in the results produced. Related works about fault attacks present DFA (Differential Fault Analysis) on RSA, DES and AES and safe error attacks. To design circuits resistant to fault attack, one has to take into account their behaviour when a fault occurs. The purpose of this work is to provide models and appropriate tools to help designers test the robustness of their products, early in the design flow. This is done by predicting the criticity of fault injections. II. T HE USE OF SIMULATION Our primary goal is to evaluate the robustness against fault attacks before the physical realization of the circuit. The physical injection does not fit our approach, as it requires the real circuit and has a cost in term of time and process. The SoftWare Implemented Fault Injection (SWIFI) method enables the user to access data inside the circuit using debug functions, scan-chain mecanisms or direct memory access which are not available in critical circuits. Injection in prototyping does not give a good representation of the physical behaviour of the circuit (delay, glitches) as it is intended to be only functionally equivalent. We chose to use simulation because this enables to test a circuit without modifications and to access deep inside to read or inject faults. However, simulation is the slowest fault injection method, so one must carefully choose a set of faults to inject in order to reduce the required time. III. M ODEL OF CIRCUIT The circuit under test is a Verilog netlist considered as a set of memory elements (flip-flops, registers) with their logical cone. Parts of these logical cones can be shared among several memory elements. Additional informations, such as delays of cells, can be provided to narrow the model. There are no assumptions on the functionnality of the circuit (cryptographic, CPU, ...) nor on its structure (cyclic or not, parallel or sequential, ...). IV. M ODEL OF FAULTS We considered only transient faults that really impact the circuit to test the behaviour of the circuit under non-destructive attack.



We only target memory elements as a fault that is not memorized will not change the behaviour of the circuit. The first model of fault we used is the single bit-flip model: bit-flip on only one bit. This model is an ideal one to reveal and exploit security flaws in designs and algorithms. However, we narrowed our model to take into account assumptions on the physical behaviour of a chip under real faults. That is why we consider injecting faults on memory elements driven by high-delay logical cone: they are the most sensible cells to physical faults that add delay to the computation. We attach a weight at each memory element to reflect its sensitiveness to the physical fault model considered. In our delay fault model, the weight is a combination of a structural part (computed from the netlist) and a dynamic one (computed from the non-faulty run). With this methodology, we can focus on some injections, enabling us to extend our fault model to multiple faults at the same time. This approach is flexible as we can change the computation of the weight if we want to focus on another fault model such as laser fault injection. V. R ESULTS Our main concern is to provide a model that is representative of physical faults made to the circuit. The model we used is suitable for various physical fault injection methods (clock and power glitch). However, we designed a versatile tool able to test circuits against various fault attack models, using a configurable weighting algorithm. We conducted our investigations on an unprotected AES, showed some flaws in the design that permit to extract the key by several means and proposed a methodology to retrieve injection location informations using time scan. VI. C ONCLUSION & FUTURE WORK To our knowledge, our tool is the only one, among all fault injection tools based on simulation, to provide measurement of sensitiveness by pre-analysis of the circuit structure. Such informations is a real benefit to select the most critical fault injections in order to early test the fault tolerance of circuits regarding to physically inspired fault models. Future work will focus on countermeasure design and evaluation.
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