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,QVWUXFWRU Notes to the Instructor



5HFRPPHQGHG$JHQGD Course timing and scope The Maintaining Domino Users course takes a full day to teach. The following table gives suggested lesson timing, including introductions, lunches, and breaks. Because of the amount of material covered and the scope of this course, cover only the material included. Do not cover material beyond the scope of this course that relates to infrastructure setup, deploying applications, and maintaining servers.



Optional topics and delivery options The course includes optional topics dependent on the audience. Present the topics applicable to the audience and the time available. The optional topics include: Q



Q



Q



Lesson 5: Updating Users - Alternate naming and corporate hierarchy are included at the end of the lesson. These topics apply to Domino implementations using International English or other non-English language versions. Lesson 7: Updating Software - Adding Internet certificates is included at the end of the lesson. This topic applies to Domino implementations requiring Internet (X.509) certificates for Secure Socket Layer (SSL) and Secure MIME (S/MIME). Appendix E: Setting Up Mobile Clients - This appendix contains information to configure dial-up access for mobile users and can be taught as an optional topic during Lesson 3: Configuring Notes Users.



In addition, there are optional demonstrations and references to the Domino 5 Administration Help database for more detailed information on some topics.
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5HFRPPHQGHG$JHQGD (continued)



Agenda The following table shows the recommended timing for each topic, learning process, and other activities covered during the class. Time 9:00 - 9:30



Lesson or Topic Introductions and class logistics Lesson 1: Using the Domino Administrator



9:30 - 10:45



Lesson 2: Registering Notes Users (Part 1)



10:45 - 11:00



Break



11:00 - 11:45



Lesson 2: Registering Notes Users (Part 2)



11:45 - 12:45



Lesson 3: Configuring Notes Users



12:45 - 1:45



Lunch



1:45 - 2:15



Lesson 4: Configuring Non-Notes Clients and Users



2:15 - 3:00



Lesson 5: Updating Users



3:00 - 3:15



Break



3:15 - 3:45



Lesson 6: Updating Groups



3:45 - 4:15



Lesson 7: Updating Software



4:15 - 4:45



Lesson 8: Responding to Common User Problems
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,FRQ4XLFN5HIHUHQFH The following quick reference lists the learning process associated with each icon used in this courseware. For a comprehensive explanation of each icon and how to effectively deliver each learning process, refer to the Courseware Preparation Guides found on the Certified Lotus Instructor (CLI) Private page at http:// www.lotus.com/educationzone or on the instructor CD (where applicable).



Activity



Case study



Caution



Demo



x
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Discussion



Online exercise



Paper-based exercise



Instructor note



Presentation
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,FRQ4XLFN5HIHUHQFH (continued)



Procedure



Review questions



Tip



Walkthrough
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&ODVVURRP6HWXS The following configuration information and setup instructions were used to test the Maintaining Domino Users course. If the classroom configuration and setup do not match these details, Lotus Education makes no guarantee that the learning processes in this courseware will perform as stated.



Classroom setup time Basic classroom setup takes a minimum of two hours to implement. Additional setup for specific lessons is described at the end of this document. Lesson setup can be done at breaks and lunch.



Instructor machine requirements The following table identifies the number of Notes/Domino license types required for the instructor machine(s) for this class. Notes/Domino License Type Lotus Domino R5 Enterprise Server



# of Instructor Server Machines



# of Instructor Client Machines



1



Lotus Domino Administrator R5 client



1



Student machine requirements The following table identifies the number of Notes/Domino license types required for the student machines for this class. Notes/Domino License Type Lotus Domino R5 Mail Server Lotus Domino Administrator R5 client



# of Student Server Machines



# of Student Client Machines



2 12* * Clients may be installed on student servers
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&ODVVURRP6HWXS (continued)



+DUGZDUHDQG6RIWZDUH5HTXLUHPHQWV Machine configuration requirements The following table lists the software and hardware required per instructor and student machine to deliver this course. Software Requirements Network



Q TCPIP using either the Hosts file or DNS Q



Minimum Hardware Requirements per Machine



Recommended Hardware Requirements per Machine



Internet access



Static IP addresses for servers



Q Internet domain set to world.com



Instructor and Student Servers



Q Windows NT Server 4.0 with Service Pack 4



R5 Wallpaper (R5SUPER.BMP included in instructor materials) Q



Q



Memory: 128 MB



Q



Memory: 256 MB



Q



Disk space: 500 MB



Q



Disk space: 1 GB



Q CD-ROM drive or access to network file server for installation Q Support for 256 colors, 800 x 600 resolution Q Synchronize system time with all classroom machines.



Instructor Client



Q



Windows 95



Q Lotus Freelance 97 Mobile Screen Show Player Q



One of the following browsers:



Netscape Navigator 4.0 or above Q Internet Explorer 4.0 or above Q R5 Wallpaper (R5SUPER.BMP included in instructor materials)



Q



Memory: 32 MB



Q



Memory: 64 MB



Q



Disk space: 250 MB



Q



Disk space: 300 MB



Q CD-ROM drive or access to network file server for installation



Q



xiv



Q Support for 256 colors, 800 x 600 resolution Q Synchronize system time with all classroom machines.
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&ODVVURRP6HWXS (continued) +DUGZDUHDQG6RIWZDUH5HTXLUHPHQWV Software Requirements Student Clients



Minimum Hardware Requirements per Machine



Recommended Hardware Requirements per Machine



Q



Windows 95



Q



Memory: 32 MB



Q



Memory: 64 MB



Q



One of the following browsers:



Q



Disk space: 250 MB



Q



Disk space: 300 MB



Netscape Navigator 4.0 or above Q Internet Explorer 4.0 or above Q R5 Wallpaper (R5SUPER.BMP included in instructor materials) Q



Q CD-ROM drive or access to network file server for installation Q Support for 256 colors, 800 x 600 resolution Q Synchronize system time with all classroom machines
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&ODVVURRP6HWXS (continued)



&RXUVH0DWHULDOV Other equipment The following table lists the extra equipment needed to present the Maintaining Domino Users course. Equipment



Day the Equipment Is Required



Whiteboard or chalkboard



All



Projection device:



All



Q Projection panel to connect to overhead projection Q



RGB projector (for example, BRCO)



Instructor course materials The following table lists the materials needed to present the Maintaining Domino Users course. Materials



Lesson in Which the Materials Are Used



Instructor guide



All



Classroom databases



Lessons 2, 3, 5, and 8



ScreenCams



Lesson 3



Student course materials The following table lists the materials students will need to participate and complete the Maintaining Domino Users course. Materials



xvi



Module in Which the Materials Are Used



Student guide



All



Blank disk



All
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&ODVVURRP6HWXS (continued)



,QVWUXFWRU)LOHV Instructor data files The following files are included in the instructor materials: Instructor tools Copy the following files to the instructor’s workstation. Q



Title



File Name



Installation ScreenCams 5.0a client



INSTALL5.SCM



5.0.1a client



INSTALL501.SCM



Configuration ScreenCams 5.0a client



CONFIG5.SCM



5.0.1a client



CONFIG501A.SCM



5.0.1a mobile client



CONFIGMOB.SCM



Certificate Key Ring



CAKEY.KYR



Domino databases Copy the following files to the data directory of the instructor’s server (PTHub/World). Q



Database Title



Database File Name



Where Used



Policies



POLICIES.NSF



Lesson 2 (in the Create a Setup Profile activity)



Customer Information



CUSTINFO.NSF



Lesson 3 (in the Updating Client Exercise)



Ideas



IDEAS.NSF



Lesson 2 (in the Create a Setup Profile activity)
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&ODVVURRP6HWXS (continued)



&ODVVURRP&RQILJXUDWLRQ Classroom diagram This course covers maintenance of a subset of Domino systems in an international company called Worldwide Corporation. The subset consists of the headquarter region of the company located in Portugal (PT). The following Domino/Notes components should be in place when the classroom setup is complete:



Portugal



Replication Mail Routing Doctor Notes/World



PTHub/World



PTMail01/SVR/World



PTMail02/SVR/World



Admin Mail 01 - 06 Hub server: Stores databases or Mail files, and replicates and routes Internet and intranet mail.



xviii



Admin Mail 07 -12 Mail server: Stores Mail files, routes mail to the Hub server and other Mail servers in the Domino Named Network.
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&ODVVURRP6HWXS (continued)



,QLWLDO6HWXS&KHFNOLVW The following checklist defines the steps for initial setup that should be completed prior to the class. Each step has a corresponding section in this document, including specific instructions. Note: This initial setup takes approximately two hours to complete. Y



Install server software.



Y



Install Admin/Notes client software.



Y



Set up the Hub server.



Y



Set up the instructor workstation.



Y



Create the organizational unit certifiers.



Y



Register servers.



Y



Set up and start servers.



Y



Set Messaging options.



Y



Create Connection documents for replication.



Y



Set access for administrators.



Y



Create required databases.



Y



Configure ID recovery.



Y



Create groups.



Y



Create a Setup Profile document.



Y



Register users.



Y



Set up workstations.



Additional setup requirements specific to Lessons 3 and 7 are provided at the end of this document.
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,QVWDOO6HUYHU6RIWZDUH Install the server software Follow these steps to install Domino servers using the appropriate license and server names. Step



Action



1



Run the Domino R5.0 server install executable (SETUP.EXE) from the appropriate server directory or the Domino R5.0 CD.



2



Click Next on the Welcome screen.



3



Click Yes to agree with the terms of the Lotus Licensing Agreement.



4



On the next screen: Q Enter the appropriate name and company name information. For example: Mail Server. Q



Click Next.



5



Accept the default Program and Data Folders. Click Next.



6



On the next screen, do one of the following: Q Select Domino Enterprise Server license. Click Next to install the default server components. or Q



Use the Domino Mail Server license for the student servers.



7



Select Lotus Applications as the default group. Click Next to begin copying files.



8



Install will begin transferring files. Click Finish when file transfer is complete.



Note: Make a copy of the setup database (SETUP.NSF) before beginning the server configuration in the event of setup problems. The database is deleted the first time the server starts.



xx
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&ODVVURRP6HWXS (continued) ,QVWDOO6HUYHU6RIWZDUH



Domino naming The following table lists the recommended hierarchical naming scheme. Organization name



World



Certifier



WORLD.ID (World) PT.ID (PT/World) SVR.ID (SVR/World)



Domain name



World



The following table lists the recommended naming for classroom servers and clients. Domino Named Network Instructor’s DNN



Server



Additional Client



PTHub/World



Doctor Notes/World



PTMail01/SVR/World



Admin Mail01 - 06/PT/World



PTMail02/SVR/World



Admin Mail07 - 12/PT/World



TCPIP Network Student DNN TCPIP Network



Server system naming For TCP/IP connectivity to function properly, the servers and clients require the machine name of the server. This is accomplished using one of the following methods: Q Q



Q



Server system names match the Domino server name. Server system names are aliased to the Domino server names in a local Hosts file. Server system names are aliased to the Domino server names in the DNS lookup table for the TCP/IP domain.
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&ODVVURRP6HWXS (continued)



,QVWDOO$GPLQ1RWHV&OLHQW6RIWZDUH Install client software Follow these steps to install the client software on each machine, including the two student servers. Step



Action



1



Run the Notes 5.0 client install executable (SETUP.EXE) from the appropriate directory or the Notes R5.x CD.



2



Click Next on the Welcome screen.



3



Click Yes to agree with the terms of the Lotus Licensing Agreement.



4



On the next screen, perform the following steps: Q Enter each student’s Notes user name and Worldwide Corporation.



5



6



xxii



Q



Click Next.



Q



Install program files to the \notes directory.



Q



Install data files to the \notes\data directory.



Q



Click Next.



Q



Select the Domino Administrator client license.



Q



Click Next.



7



Confirm that the group in which to include the Domino Administrator software is Lotus Applications. Click Next to begin copying files.



8



Install will begin transferring files. Click Finish when file transfer is complete.
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&ODVVURRP6HWXS (continued)



6HW8SWKH+XE6HUYHU Set up PTHub/World Follow these steps to launch the Domino server and run setup. Step



Action



1



Choose Start¬ Programs¬ Lotus Applications¬Lotus Domino Server.



2



Select First Domino server. Click



3



Select Advanced Configuration. Click



4



Q



Select the Server Audience. Click



Q



Maintain all defaults, and also select:



5



6



HTTP, both mail and applications



Q



IMAP



. .



On the Administration Settings screen, provide the following information in the Organization Identity section: Q Complete the following fields according to the naming scheme: Q



Domain Name: World



Q



Certifier Name: World



Q



(Optional) Certifier Country Code



Q



Select Allow setup to create new certifier ID.



Q



Enter lotusnotes as the Certifier password.



Provide the following information in the New Server Identity section: Q Enter PTHub as the server name. Enter PTHub.world.com as the server host name. Q



7



Q



.



Select Allow setup to create new server ID.



Provide the following information in the Administrator’s Identity section: Q Enter Doctor Notes as the First and Last names. Q



Enter lotusnotes as the password for the administrator.



Q



Select Allow setup to create new administrator ID.



8



Select the Customize radio button. Click Edit Ports. Select TCPIP for Network and Communications Port options and disable all other protocols. Click Finish. When setup is complete, record the passwords.



9



Click the Set Access Control List entry button.
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&ODVVURRP6HWXS (continued) 6HW8SWKH+XE6HUYHU



Set up PTHub/World... Step 10



Action Enter PTAdmins as the group name for the administrators. Note: ACL does not include roles. Roles for the directory must be assigned to the PTAdmins group.



xxiv



11



Select Also Add Anonymous with No Access. Click OK.



12



Click the Exit Configuration button.



13



Launch the PTHub/World server.
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&ODVVURRP6HWXS (continued)



6HW8SWKH,QVWUXFWRU:RUNVWDWLRQ Set up the instructor workstation Follow these steps to set up the instructor’s workstation. Step



Action



1



Launch the Notes workstation software to start the setup program.



2



Click Next on the Welcome screen.



3



Select I want to connect to a Domino server. Click Next.



4



Select Set up a connection to a local area network (LAN). Click Next.



5



Enter PTHub as the server. Click Next.



6



Enter Doctor Notes as the user name. Click Next.



7



Select I don’t want to set up a dial-up connection to a remote network. Click Next.



8



Select I do not want to create an Internet mail account. Click Next. Click Finish.



9



Enter lotusnotes as the user ID password. Click OK.



10



When setup is complete, click OK.



11



Add PTHub/World and the other classroom servers to the Favorites list.
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&ODVVURRP6HWXS (continued)



&UHDWHWKH2UJDQL]DWLRQDO8QLW &HUWLILHUV Create server and regional certifiers Follow these steps to create the Server (SVR) and Portugal (PT) organizational unit certifiers. Step



Action



1



Select the server to administer.



2



Select the Configuration tab.



3



Click Tools¬ Registration¬ Organizational Unit....



4



Select /World as the parent certifier ID file. Enter lotusnotes.



5



Click Registration Server (PTHub/World). Select the appropriate server.



6



Click Set ID File. Select the Domino\data directory and enter SVR.ID as the new certifier ID file name.



7



Enter SVR as the Organizational Unit name.



8



Select a password quality of 6. Enter lotusnotes.



9



Select North American or International as the security type, depending on your location or software version.



10



Enter PTAdmins as the group of administrators to mail certification requests.



11



Click Register.



12



Repeat steps 6 through 11 for PT.ID.



Note: If ID Recovery is not set up, messages may display during setup.
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&ODVVURRP6HWXS (continued) &UHDWHWKH2UJDQL]DWLRQDO8QLW&HUWLILHUV



Copy or send the certifiers to the student systems Use the operating system to copy the certifiers from the Domino\data directory on PTHub/World to the Notes\data\Ids\Certs directory on the instructor’s workstation. World (WORLD.ID) Q PT/World (PT.ID) Note: Create this directory if it does not exist. Q



Or, after registering all the users, send an e-mail to all students with the ID files as attachments.
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&ODVVURRP6HWXS (continued)



5HJLVWHU6HUYHUV Student server names Register the student servers using the following names. Server Name



xxviii



Server Host Name



Server ID File Name



Administrators Group



PTMail01/SVR/World



PTMail01.world.com



PTMAIL01.ID



MailAdmins



PTMail02/SVR/World



PTMail02.world.com



PTMAIL02.ID



MailAdmins
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&ODVVURRP6HWXS (continued) 5HJLVWHU6HUYHUV



Register the servers Follow these steps to register the servers. Step



Action



1



Select the Configuration tab.



2



Click Tools¬ Registration¬ Server....



3



Click the Certifier ID... button. Select SVR.ID.



4



Enter lotusnotes as the active certifier ID file’s password.



5



Click the Registration Server... button. Select PTHub/World.



6



Select a Security type and Certificate expiration date. Then, click Continue.



7



On the Basics tab, complete the following: Q



Enter the server name PTMail01.



Enter lotusnotes as the password (required to store the ID in the Domino Directory).



Q



From the Password quality scale, select a password strength of 0 (Password is optional).



Q



8



Q



Enter World as the domain where this server will reside.



Q



Enter PTAdmins as the name of the Administrator group.



On the Other tab, complete the following information: (Optional) Enter a server title, and the name of the Local administrator or group of administrators. Q



Q



Enter TCPIP as the primary Domino Named Network for this server.



Q Store the server IDs in the Domino Directory and either on disk or the Admins workstation.



9



Click Next.



10



Repeat steps 7 and 8 for PTMail02.



11



Click Register.
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&ODVVURRP6HWXS (continued)



6HW8SDQG6WDUW6HUYHUV Set up servers Follow these steps to set up and launch servers. Step



Action



1



Launch the Domino server to run the setup program. From Windows NT, choose Start¬ Programs¬ Lotus Applications¬ Lotus Domino Server.



2



Select Additional Domino server. Click



3



Select Advanced Configuration. Click



4



Select the Server Audience. Click



. .



.



Q For the Mail servers, select Calendar Connector, Schedule Manager, Event Manager, Statistics, HTTP for Web Mail.



xxx



5



On the Administration Settings screen, complete the following information in the New Server Identity section: Q From the list of names, enter the unique hierarchical server name used when registering the server. Q Enter the server’s host name. Q Select where the server ID is located. Q If the server ID is on disk, enter the Server ID file name.



6



In the Domain Address Book section, enter PTHub/World as the name of the server from which to create a replica of the Domino Directory.



7



Select TCPIP Network and Communications Port options.



8



Click Finish.



9



Click the Exit Configuration button.



10



Launch the Domino server by choosing Start¬ Programs¬Lotus Applications¬ Lotus Domino Server.
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&ODVVURRP6HWXS (continued)



6HW0HVVDJLQJ2SWLRQV Enable message tracking Follow these steps to enable message tracking. Step 1



Action From Domino Administrator, select each server. Note: If all servers do not appear in the list, select Administrator¬ Refresh Server List.



2



Select the Configuration tab¬Messaging section¬Messaging Settings view.



3



Select the Message Tracking tab.



4



Click Edit Settings.



5



Select Enabled in the Message Tracking field.



6



Accept or change the default Message Tracking collection interval.



7



Select Yes in the Log message subjects field.



8



Select the PTAdmins group and LocalDomainServers in the Allowed to track messages and Allowed to track subjects fields.



9



Click Save and Close.



10



Repeat steps 1 through 9 for each classroom server.



11



Replicate the Domino Directory changes to other servers in the domain.



12



Watch the server console for messages related to message tracking. This may take a few minutes. To speed the process, restart the Router server task.
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&ODVVURRP6HWXS (continued)



&UHDWH&RQQHFWLRQ'RFXPHQWVIRU 5HSOLFDWLRQ Create Connection documents Follow these steps to create the Connection documents. Step



Action



1



Select the Configuration tab¬Replication section¬Connections view.



2



Click Add Connection.



3



On the Basics tab, select Local Area Network for the Connection type.



4



Verify that the Source server (PTHub) and Source Domain (World) fields are correct.



5



Enter PTMailServers as the Destination server group and World as the Destination domain.



6



Click Choose ports. Select TCPIP.



7



On the Routing/Replication tab, complete the information in the appropriate fields according to the following descriptions: Q For Replicate databases of ___ priority, select Low & Medium & High. Q



For Replication Type, select Pull-Push.



Q For Files/Directories to Replicate, leave the field blank (All databases). Q



8



xxxii



For Replication Time Limit, leave blank.



On the Schedule tab, complete the information in the appropriate fields according to the following descriptions: Q For Schedule, select Enabled. Q



For Call at times, select 12:00 AM - 11:59 PM.



Q



For Repeat interval, select 10 minutes.



Q



For Days of week, select Sun, Mon, Tue, Wed, Thu, Fri, Sat.



9



On the Replication/Routing tab, select None in the Routing Task field.



10



Click Save and Close.
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&ODVVURRP6HWXS (continued)



6HW$FFHVVIRU$GPLQLVWUDWRUV Set server access Follow these steps to set the access for each server. Step



Action



1



From the Domino Administrator, select the Configuration tabServer sectionAllServer Documents view.



2



Select the appropriate Server Configuration document and click Edit Server.



3



On the Security tab: For the Create replica databases field, add MailAdmins and LocalDomainServers groups.



4



On the Server TasksAdministration process tab: For the Interval field, enter 5 minutes.



5



On the Internet ProtocolsHTTP tab: Q



Set the Allow HTTP clients to browse databases option to Yes.



Q



For the Home URL field, enter ?Open.



6



Click Save and Close.



7



Repeat steps 2 through 6 for all three classroom servers:



8
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Q



PTHub/World



Q



PTMail01



Q



PTMail02



Restart the servers.
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&ODVVURRP6HWXS (continued)



&UHDWH5HTXLUHG'DWDEDVHV Create the Certification Log database Follow these steps to create and replicate the Certification Log database (CERTLOG.NSF). Step



xxxiv



Action



1



From any client, choose File¬Database¬New.



2



Enter the following values: Q



Server: PTHub/World



Q



Title: Certification Log



Q



Filename: CERTLOG.NSF



3



Click Template Server..., select PTHub/World, and click OK.



4



Select the template Certification Log.



5



Click OK.



6



Choose File¬Database¬Access Control, and assign Editor access to the administrators group (PTAdmins).



7



Replicate the database to the other classroom servers.
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&ODVVURRP6HWXS (continued) &UHDWH5HTXLUHG'DWDEDVHV



Create the ID Recovery database Follow these steps to create the ID Recovery database. Step



Action



1



Create a Mail database on one of the servers in the domain. Use the following criteria: Enter a unique database name, such as PTRecovery, and record the file name and location.



Q



Q



2



Use any template, such as Mail(5.0).



Set the ACL with the following access: Q



Default – No access



Q



Administrators group (PTAdmins) – Reader



Add the Mail-in database Follow these steps to add the ID Recovery database to the Mail-in database list. Step



Action



1



Select the People & Groups tab¬Domino Directories section¬World's Address Book section¬Mail-In Databases & Resources view.



2



Click Add Mail-In Database.



3



On the Basics tab:



4



5
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Q



Enter an address for the database (for example, ID Recovery).



Q



Enter a brief description of the address.



On the Database Information tab: Q



Domain: World



Q



Server: The server where you created the database



Q



Filename: The file name of the database you created



Click Save and Close.
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&RQILJXUH,'5HFRYHU\ Specify authorized administrators Follow these steps to specify administrators for ID recovery. Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the Configuration tab.



3



From the Tools menu, choose CertificationEdit Recovery Information.



4



Open the Portugal certifier ID file (PT.ID), and enter the password lotusnotes.



5



Enter the number of recovery authorities (administrators). Enter either 1 or 2. Note: The recommended minimum value is 3, but this may make the classroom demonstration too complicated.



6



xxxvi



Click Add to select the administrator(s) authorized to recover IDs. For example: Q



Doctor Notes/World



Q



Admin Mail01



7



Click Address to select the Mail-in database you created to store the backup IDs.



8



Click OK.
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&ODVVURRP6HWXS (continued)



&UHDWH*URXSV Create Portugal administrators group Follow these steps to create the administrators group. Step



Action



1



Select the People & Groups tab¬Domino Directories section¬Address Book section¬Groups view.



2



Click the Add Group button.



3



Enter PTAdmins.



4



Select Multi-purpose.



5



Enter All Portugal Administrators.



6



In the Members field:



7



Q



Enter or select Doctor Notes/World.



Q



Enter MailAdmins.



Click Save and Close.



Create mail administrators group Follow these steps to create groups for the students. Step



Action



1



Select the People & Groups tab¬Domino Directories section¬Address Book section¬Groups view.



2



Click the Add Group button.



3



Enter MailAdmins.



4



Select Multi-purpose.



5



Enter Mail Server Administrators.



6



Leave the Group members field blank.



7



Click Save and Close.
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Classroom group definitions Multiple groups are required during the course so each student works with unique group names. This avoids replication conflicts during class activities and exercises. Use the following table to define groups for classroom use. The groups are empty, except as noted in the table. Name AUMarketing BRMarketing CAMarketing ECMarketing FRMarketing GRMarketing ILMarketing INMarketing ITMarketing JPMarketing KEMarketing SGMarketing



Type ACL Only



Multi-purpose



Australia Sales Brazil Sales Canada Sales Ecuador Sales France Sales Greece Sales Israel Sales India Sales Italy Sales Japan Sales Kenya Sales Singapore Sales



AllSales



Worldwide Sales - include all regional sales groups



Developers



All Worldwide development staff



PTUsers PTStaff



xxxviii



Australia Marketing Brazil Marketing Canada Marketing Ecuador Marketing France Marketing Greece Marketing Israel Marketing India Marketing Italy Marketing Japan Marketing Kenya Marketing Singapore Marketing Worldwide Marketing - include all regional marketing groups



AllMarketing AUSales BRSales CASales ECSales FRSales GRSales ILSales INSales ITSales JPSales KESales SGSales



Description



Mail only



All Portugal users All Portugal support staff
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&ODVVURRP6HWXS (continued) &UHDWH*URXSV



Create classroom groups Follow these steps to create groups for classroom activities and exercises. Step



Action



1



Select the People & Groups tab¬Domino Directories section¬Address Book section¬Groups view.



2



Click the Add Group button.



3



Enter the group names, types, and descriptions described in the table.



4



Click Save and Close.



5



Repeat steps 2 through 4 for all groups in the table.



Create servers-only groups for replication Follow these steps to create two server groups for replication. Step



Action



1



Select the People & Groups tab¬Domino Directories section¬Address Book section¬Groups view.



2



Click the Add Group button.



3



Enter the group name PTMailServers.



4



Select the Group type Servers only.



5



Enter the following description: Mail servers in Portugal



6



Enter (or select) server names for members of the group:



7
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Q



PTMail01/SVR/World



Q



PTMail02/SVR/World



Click Save and Close.
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&UHDWHD6HWXS3URILOH'RFXPHQW Create a Setup Profile document Follow these steps to create a Setup Profile document for administrators. Step



Action



1



Select the People & Groups tab¬Domino Directories section¬Address Book section¬Setup Profiles view.



2



Click the Add Setup Profile button.



3



On the Basics tab, complete the following: Q Enter Administrators for the profile name. Select Notes as the default Internet browser.



4



Q



Enter PTHub/World as the Directory server name.



Q



Enter PTHub/World as the Catalog/Domain search server.



Q



Enter the place from which to retrieve/open pages as No retrievals.



On the Databases tab, add the following database links to the Default Databases added to Bookmarks: Q Policies (POLICIES.NSF) Q



Customer Information (CUSTINFO.NSF)



Q



Ideas (IDEAS.NSF)



Add the databases, except Ideas (IDEAS.NSF), to the Create as New Replicas on User’s Machine field. 5



xl



Click Save and Close.
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5HJLVWHU8VHUV Register users Follow these steps to register the classroom users. Step



Action



1



Select the People & Groups tab¬Domino Directories section¬World's Address Book section¬People view.



2



From the Tools menu, choose People¬ Register....



3



Select the certifier PT.ID and enter the password lotusnotes.



4



Click Advanced.



5



On the Basics tab, perform the following steps: Q Click Registration Server. Then, select PTHub/World. Q



Enter Admin Mail01 as the user’s First name and Last name.



Q



Keep the default password quality of 0. Enter lotusnotes.



Q



Select Set Internet password.



Q Select Firstname Lastname Internet Address name format and underscore (_) for the separator. Q



6



Verify the Internet domain is world.com.



On the Mail tab, perform the following steps: Click Mail server. Select the appropriate server for the user, either PTMail01/SVR/World or PTMail02/SVR/World.



Q



Q



7



Accept the default Mail file name.



On the ID Info tab, perform the following steps: Q Verify the certifier ID is PT/World (PT.ID). Q



Select a Security type. Enter a Certificate expiration date.



Q



Store the IDs in the Domino Directory.



Note: If storing IDs on either on disk or on the Admins workstation, use file names such as AMAIL01.ID 8



On the Groups tab, select the group MailAdmins. Click Add.



9



On the Other tab, select the Administrators profile.
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Register users... Step



Action



10



Click Add Person.



11



Repeat steps 5 through 9 to add the following users to the queue: Q PTMail01/SVR/World Admin Mail02 Admin Mail03 Q Admin Mail04 Q Admin Mail05 Q Admin Mail06 PTMail02/SVR/World Q Q



Q



Q Q Q Q Q Q



Admin Mail07 Admin Mail08 Admin Mail09 Admin Mail10 Admin Mail11 Admin Mail12



Note: Add additional user names if required. 12



Click Register All to begin registering all users in the registration queue.



13



Click Done.



14



Replicate the Domino Directory (NAMES.NSF) to all servers.



Note: Verify the Domino Directory has replicated to all servers before beginning the next section.



xlii
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6HW8S:RUNVWDWLRQV Admin clients Use the following names to set up the administrators’ workstations. Administrator Name



Mail Server Name



Admin Mail01 - 6



PTMail01/SVR/World



Admin Mail07 - 12



PTMail02/SVR/World



Set up Admin clients Follow these steps to set up each administrator’s workstation. Step



Action



1



Launch the Notes workstation software to start the setup program.



2



Click Next on the Welcome screen.



3



Select I want to connect to a Domino server. Click Next.



4



Select Set up a connection to a local area network (LAN). Click Next.



5



Enter the name of the server and assign each student a server based on the table above. Click Next.



6



Assign each student a user name from the Admin clients table. Click Next.



7



Select I don’t want to set up a dial-up connection to a remote network. Click Next.



8



Select I do not want to create an Internet mail account. Click Next. Click Finish.



9



Enter lotusnotes as the user ID password. Click OK.
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Set up Admin clients... Step



xliv



Action



10



When setup is complete, click OK.



11



Add the assigned server to the Favorites list for each Admin client.
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3UHSDUDWLRQIRU/HVVRQV Preparation for Lesson 3 To perform the optional installation and configurations, make the installation files available to the students. For example: Q



Q



Copy the installation files to a file server available from the classroom systems. Mount an installation CD as a shared device.



Preparation for Lesson 7 - optional topic Lesson 7 contains an optional topic to add Internet (X.509) certificates for a user. If this topic and the optional demonstration are being presented, configure for the demo using one of the following options: Q



Q



Register the supplied Certificate Authority key ring file (CAKEY.KYR) in the Domino Directory. Set up the instructor’s server as a Certificate Authority (CA).



The following sections outline the setup steps for both options.
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2SWLRQ5HJLVWHUWKH.H\5LQJ)LOH Register the supplied CA key ring file Follow these steps to register the supplied Certificate Authority key ring file (CAKEY.KYR). Step



xlvi



Action



1



From Domino Administrator, select the server to administer.



2



Select the Configuration tab.



3



From the Tools menu, choose RegistrationInternet Certifier....



4



Select the supplied key ring file (CAKEY.KYR), and click Open.



5



Enter the certifier password lotusnotes, and click OK.



6



Verify the server is PTHub/World, and click Register.
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3UHSDUDWLRQIRU/HVVRQV (continued)



2SWLRQ&UHDWHD&HUWLILFDWH$XWKRULW\ Overview - Create Certificate Authority Configure PTHub/World as a Certificate Authority (CA). Follow these steps to set up a Certificate Authority. Step



Action



1



Create the Server Certificate Administration database, if it does not exist. Set the database ACL.



2



Create a key file for the server.



3



Request a server certificate from the CA server.



4



Add the CA’s certificate to the key file on the server.



5



Pick up and add the signed server certificate to the key file on the server.



6



Enable SSL for the appropriate ports on the server.
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Setting up the CA server The following procedure is an overview of the steps to set up a CA server. Q Q Q Q Q



Create the Certificate Authority database. Create a CA key ring file and CA certificate. Configure the CA Profile. Create a server key file and certificate for the CA server. Configure the SSL port on the CA server.



Create the CA database Follow these steps to create a CA database. Step



xlviii



Action



1



Create a database using the Domino R5 Certificate Authority template (CCA50.NTF). Name the database World’s CA with the file name WORLDCA.NSF.



2



Give yourself the CAPrivilegedUser role in the Access Control List.
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Create a CA key ring file and CA certificate Follow these steps to create the CA key ring file and CA certificate. Step



Action



1



Open the Certificate Authority database.



2



On the opening screen, click Create Certificate Authority Key Ring & Certificate.



3



Accept CAKEY.KYR as the default key ring file name.



4



Enter and confirm a generic password, such as lotusnotes or password.



5



Enter WorldCA in the common name field. The common name is used when issuing certificates and will appear on the signed certificates.



6



Enter World in the Organization field.



7



Leave the optional fields blank.



8



Enter Lisbon in the State or Province field.



9



Enter PT in the two-character Country Code field.



10



Click Create Certificate Authority Key Ring.



11



Notes displays a confirmation of the information you just entered. Read the information to make sure that it is correct. Click OK.



12



Copy the CAKEY.KYR file from the notes\data directory to the domino\data directory on the server.
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Configure the CA Profile Follow these steps to configure the Certificate Authority Profile. Step



l



Action



1



Open the Certificate Authority application.



2



Click Configure Certificate Authority Profile.



3



Verify the CA key file name.



4



Enter PTHub.world.com for the certificate server DNS name.



5



Enter 80 for the Certificate server port number.



6



Accept the other default values. Click Save and Close.
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Create a server key ring file and certificate The CA application creates the key ring file, requests a certificate, adds a signed server certificate to the key ring file, and adds the CA certificate as a trusted root. Follow these steps to complete the process outlined above. Step



Action



1



Open the Certificate Authority application.



2



Click Create Server Key Ring and Certificate.



3



Enter PTHUBKEY.KYR for the key ring file name.



4



Enter and confirm a generic password for the key ring file, such as lotusnotes or password.



5



Enter WorldCA in the CA Certificate Label field.



6



In the Common Name field, enter the server’s host name specified in the Server document in the Domino Directory (for example, PTHub.world.com).



7



Enter Earth for the Organization name.



8



In the State or Province field, enter Lisbon.



9



In the Country code field, enter PT.



10



Click Create Server Key Ring.



11



Enter the CA’s key file password. Click OK.
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Enable SSL access for the HTTP protocol in the Server document for the CA server Follow these steps to enable SSL port access for the HTTP protocol on the CA server. Step



Action



1



From Domino Administrator, select the CA server to administer.



2



Select the Configuration tab¬Server section¬Current Server Document.



3



Select the Ports tab¬Internet Ports tab. Complete the following information: Q Make sure the server's key ring file name in the SSL key file field is correct. Q Select Enabled in the SSL port status field under the Web column or any other protocol that you want to use SSL.



4



Q



On the CA server, the client certificate field should be set to No.



Q



Save your changes.



Restart the HTTP task using the following command: TELL HTTP RESTART



Add the CA’s certificate as a trusted root on the browser Follow these steps to add the certificate as a trusted root. Step 1



Action From a browser, enter the following URL: http://PTHub/Worldca.nsf?OpenDatabase



2



Select Accept This Authority in Your Browser.



3



Review the information. Click Accept This Authority in Your Browser.



4



Follow all prompts from the browser.



5



To test access to an SSL-enabled server, enter the following URL: https://PTApps03



lii
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Obtain a trusted root certificate for Notes clients Follow these steps to obtain a trusted root certificate for Notes clients. Step



Action



1



Add the Internet Certifier to the Domino Directory.



2



Create a cross-certificate for the Notes user and Internet certifier.



Set up S/MIME and SSL client authentication Follow these steps to set up S/MIME and SSL client authentication. Step



Action



1



Set up the server to use SSL with a signed certificate from a CA. Set SSL authentication options on the server.



2



Set up browser clients with client certificates.



3



Set up Notes clients with client certificates.
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,QVWUXFWRU Lesson 1 Q Using the Domino Administrator







8VLQJWKH'RPLQR $GPLQLVWUDWRU



Instruct students to view the Guided Tour If time allows, instruct students to view the guided tour online while waiting for other students to arrive. This section can be optional if time is tight or the students are already fully versed in the Domino Administrator interface.



Facilitate introductions Ask students to introduce themselves, answering the following questions: Q Q



Q Q



What is your name, company name, and current title? How long have you been administering Domino R5 and/or how long have you been using Notes R5? How is Domino used within your company? What personal goals do you hope to achieve by attending this class?



Explain rationale for the course and this lesson Course The person who registers and maintains users may not be the same person as the Domino system administrator.



Q



This course begins by familiarizing the student with the Domino Administrator and discusses how users will be registered and maintained. Review the scenario and introduce Worldwide Corporation. Refer students to Appendix B: Worldwide Corporation Infrastructure Plan. This lesson This lesson gives a very brief look at the Domino Administrator application interface.



Q



2
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The Domino Administrator The Domino Administrator includes many of the traditional tools associated with all Windows-based applications.



Course objectives This course covers the basic steps to maintain a Domino user community. The class will teach how to create and modify user settings and connections for both Notes clients and browser clients. This is done using a pre-installed Domino R5 infrastructure to more closely resemble your expected work environment.



Objectives After completing this lesson, you should be able to: Q Q Q Q



Start the Domino Administrator. Use the basic Domino Administrator tools. Bookmark a server. Locate Person documents.
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6WDUWLQJWKH'RPLQR$GPLQLVWUDWRU &OLHQW Instruct students to open the Domino Administrator Follow the steps on the student page to introduce the Domino Administrator client. At Step 3: Introduce the concept of the password and user ID.



Show students an alternative method Show students how to open Domino Administrator directly from the Lotus Application program group: Q



From Windows 95/NT, choose StartPrograms Lotus ApplicationsDomino Administrator (ADMIN.EXE).



Introduce Notes user names (IDs) Describe the classroom naming scheme as outlined in the classroom setup and show that student IDs are part of the Administrator group and are used to manage servers: Q Q Q Q Q



Open the MailAdmins and PTAdmins groups. Show the members. Select the PTHub/World server Configuration document. Show the allowed administrators. Show students how to turn off the Welcome screen.



Distinguish between user names and user IDs. User names are: Q Q Q Q



4



Stored in IDs Included in ACLs Included in group documents Stored in personal documents
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6WDUWLQJWKH'RPLQR$GPLQLVWUDWRU &OLHQW Start Domino Administrator Follow these steps to start Domino Administrator. Step



Action



1



From Windows 95, choose StartProgramsLotus ApplicationsLotus Notes.



2



Enter the password supplied by the instructor (for example, lotusnotes). Click OK.



3



Click the bookmark icon for Domino Administrator.



4



Close the Welcome screen.



Note: Domino Administrator is accessible directly from the Lotus Applications program group. To start Domino Administrator without loading the Notes client: Q



From Windows 95 or NT, choose Start¬ProgramsLotus ApplicationsDomino Administrator.
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1DYLJDWLQJWKH'RPLQR$GPLQLVWUDWRU Provide an overview of Domino Administrator panes Show students how to close the Welcome screen. Provide an overview of the following as described on the student page: Q Q Q Q Q Q Q Q Q



Application name Domain Server list Bookmarks and Bookmarks Window Current server Tasks Tools (dependent upon the tab chosen) Results pane Tabs Task buttons and pane



Show Bookmark, Server, and Application name Show students the contents of each of the Bookmark window and Server name/ domain windows, and point out the Application name.



6
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1DYLJDWLQJWKH'RPLQR$GPLQLVWUDWRU Domino Administrator panes The Domino Administrator interface is separated into panes. Each pane manages different resources. The following figure shows the Domino Administrator panes: Pin Bookmark Server name Bookmarks Application Tabs



Results Bookmarks Window with Server List



Student Guide Page No.4



Tasks Tools



7
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6HOHFWLQJWKH6HUYHUWR$GPLQLVWHU Provide context for the upcoming activities This and subsequent student pages contain activities to provide an overview of Domino Administrator. These activities are: Intended to be a brief introduction to Domino Administrator. Not intended to be an in-depth look at any of the tools in Domino Q Administrator. Provide students with an opportunity to gain hands-on experience in using Domino Administrator. Q



Select a server by using Pin Bookmark This activity takes approximately 5 minutes. If necessary, help the students follow the instructions. Students should be familiar with the different areas of Domino Administrator before continuing. Explain how the specific server at which they are seated relates to the classroom setup.



Verify selected servers Before moving to the next section, verify that students have selected their assigned server. Reinforce these concepts: The administrator can switch from server to server to do work from one location. Q The Domain for Worldwide Corporation is World. Q The Domain bookmark displays the servers in the domain. Worldwide could have more than one domain, but for this scenario there is only one. Q An Administration server controls Administration Process changes for the domain. This will be explained in more detail later in the day. Spend specific time on: Q



Q Q



8



Server and Favorites panes Bookmarks window
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6HOHFWLQJWKH6HUYHUWR$GPLQLVWHU Select a server to administer Access your server in the Server pane to make changes to the Domino Directory. Follow these steps to select your assigned server. Step



Action



1 Click the Favorites folder



.



2



Display the Bookmark window for the specified domain by clicking the Domain servers icon.



3



Keep the Bookmarks window displayed by clicking the icon shown in the following figure:



Select Pin Bookmarks Window. 4



Expand the All Servers section, and select your assigned server.



5



Add your assigned server to the Favorites list by completing the following steps:



6



Q



Choose Administration¬Add Server to Favorites.



Q



Enter (or select) the name of your assigned server, and click OK.



Q



Display the Favorites list by clicking on the Favorites icon.



Q



Verify your assigned server is in the Favorites list.



(Optional) Use drag-and-drop to add a server to the Favorites folder .
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,QVWUXFWRU Lesson 1 Q Using the Domino Administrator



'RPLQR$GPLQLVWUDWRU7DEV Introduce the tabs Introduce the following Domino Administrator main tabs and indicate where they are used when maintaining users. Show the views and context sensitive Tools menus. Q Q Q Q Q Q



People & Groups: Registration Files: Mail setup Server: User information Messaging: Message tracking Replication: Domino Directory and other administration databases Configuration: Certification and registration (alternate)



The People & Groups tab is the most commonly used tab when dealing with user maintenance. Most of the class activities are completed from this tab.



10



Maintaining Domino Users



,QVWUXFWRU Lesson 1 Q Using the Domino Administrator



'RPLQR$GPLQLVWUDWRU7DEV General administration tasks General Domino Administration tasks are organized by the tabs described in the following table. Tab People & Groups



Files



Server



Messaging



Description People-related Domino Directory items: Q



Person documents



Q



Groups



Q



Mail-in databases



Q



Setup profiles



File interaction, including: Q



Databases



Q



Templates



Q



Database links



Q



Other files in the server's directories



Current server activity and tasks. This tab has four sub-tabs: Q



Status: Status of current server’s tasks and connected users



Q



Analysis: Log files



Q



Monitoring: Status of servers in the domain



Q



Statistics: Statistics for the current server



Mail-related information. This tab has two sub-tabs: Q



Mail: Mail files and configurations



Q



Tracking Center: Tracks mail messages



Replication



Replication schedule, topology, and events.



Configuration



All documents to configure servers:
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Q



Server documents



Q



Server configuration documents



Q



Messaging and replication connections



Q



Web configuration documents
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7KH'RPLQR'LUHFWRU\ The Domino Directory Describe the information contained in the Domino Directory. Discuss each element and ask users if they understand the concept. Ask how they think the Domino Directory works between machines (discuss replication of the information.)
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7KH'RPLQR'LUHFWRU\ What is the Domino Directory? The Domino Directory: Q Q Q



Is a Domino database with the file name NAMES.NSF. Replicas are stored on each server in the domain. Is synchronized using replication (when an administrator changes the Domino Directory on one server, Domino replication distributes that change to the Domino Directory replicas on other servers in the domain).



What is stored in the Domino Directory? The Domino Directory stores the configuration and location information for each user and server in the domain. The following information is stored for each entry type in the Domino Directory: Q



Q



Q



Q



User in the domain: Has a Person document that contains information about the user. Domino uses this information for security and to address and deliver mail. Groups: Defined in a Group document. Domino uses this information for accessing Domino servers and databases, and for mail distribution lists. Server in the domain: Has a Server document that contains information about the server. Domino uses this information during server startup and for security. Other companies’ domains: Stored in Domain documents. Domino uses this information for replication and mail routing.
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,QVWUXFWRU Lesson 1 Q Using the Domino Administrator



7KH'RPLQR'LUHFWRU\ (continued)



View a Person document in the Domino Directory Follow the steps on the student page to open a Person document. Choose one of the classroom accounts or Doctor Notes. Q Q Q



Use the Person document to lead into Lesson 2: Registering Notes Users. View tabs and locate key elements. Show the user ID and Mail file location.



Help students with Domino R5 navigation If students are unfamiliar with Domino R5, help them navigate the user interface.
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7KH'RPLQR'LUHFWRU\ (continued)



Person documents in the Domino Directory User registration creates an entry for the user in the Domino Directory called the Person document. The Person document stores user information, such as: Q Q



The user’s ID file The user’s Mail file location



Domino Directory Person document



Sjones.id



mail\Sjones.nsf



View a Person document The Person document contains specific user information created during registration. Follow these steps to view a Person document. Step



Action



1



From the Domino Administrator, select the People & Groups tab.



2



Select Domino Directories sectionWorld's Address Book sectionPeople view.



3



Select the user name and click Edit Person.



Result: A screen similar to the following displays:
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,QVWUXFWRU Lesson 1 Q Using the Domino Administrator



/RFDWLRQ'RFXPHQWV Compare the Person and Location documents Contrast Person and Location documents. For example: Q



Q



Person document: How users and servers find and identify other users and servers. For example, this is where a user finds another user’s mail address. Location document: How a workstation operates and finds the appropriate mail and Domino Directory servers.



Show a Location document Open a Location document and show the tabs and fields outlined on the student page. Location documents are discussed in more detail in later lessons.
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/RFDWLRQ'RFXPHQWV What is a Location document? Location documents detail how the user is currently operating. Location documents are stored in the Personal Address Book on the client workstation. Location documents contain connection information, such as: Q Q Q Q Q



Port connections: Specify network connectivity Dialing instructions: Information to connect to servers with a modem Home/Mail server: Server that stores the Mail file Mail file location: Mail file directory location and file name Domino Directory server: The server containing the Domino Directory
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Maintaining Domino Users



 5HJLVWHULQJ1RWHV8VHUV



,QVWUXFWRU Lesson 2 3 Registering Notes Users







5HJLVWHULQJ1RWHV8VHUV



Prepare students for this lesson This lesson presents new user registration. It takes the students through the preregistration setup and describes the registration steps. Students first complete a basic registration, then move to using advanced options.



Present the objectives Present the objectives as shown on the student page.
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5HJLVWHULQJ1RWHV8VHUV



Overview Before installing and setting up a Notes client, the Domino directory must contain an entry for the user. The process of creating a Notes user is called registration. The user registration process creates: 3 3 3 3



A Person document in the Domino Directory A user ID; stamped by the appropriate certifier A server-based Mail file if the user has Notes, POP, or IMAP mail Public/private keys



This lesson details how to determine the user needs and register users both in a simple environment and in a more complex one.



Objectives After completing this lesson, you should be able to: 3 3 3 3



Define and add certifier IDs. Register a user with default settings. Define and add setup profiles. Use advanced registration settings to register users.
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,QVWUXFWRU Lesson 2 3 Registering Notes Users



+LHUDUFKLFDO1DPLQJ Present an analogy Use an analogy to reinforce hierarchical naming structures: 3



3



Paper mail addressing: Includes each part of the address, such as: 3 Full name (CN) 3 Street (OU) 3 City (OU) 3 State or province (O) 3 Country (C) Telephone numbers: Uniquely identify every telephone in the world with: 3 Country code (C) 3 Region code (O) 3 Local exchange (OU) 3 Telephone (CN)



Review current naming conventions Ask students about their home site and the classroom setup: 3 3



3



3
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What is the organization name at your home site? Is a country code used for your organization, or do you designate regions by OU? (Worldwide uses an OU for regions to provide more flexibility.) Does your organization use organizational units? If so, how are they used (for example, regional, departmental, and so on) Based on the ID assigned to you, what is your organization? Answer: World
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+LHUDUFKLFDO1DPLQJ Registering Worldwide Corporation’s users Worldwide Corporation developed a plan to provide unique names for all users in the company. The company uses organizational units to provide the appropriate structure to ensure unique names.



What is hierarchical naming? The hierarchical naming used in the Domino system complies with the international X.500 standard. Hierarchical names provide unique identifiers to servers and users across an organization. Domino uses hierarchical naming to guarantee unique user and server names and to specify access rights across a large network. Hierarchical naming: 3 3 3



Is an integral part of Domino security Distinguishes between users with the same common name Allows for decentralized management of certification



Hierarchical naming components Hierarchical naming associates names to certifier IDs in an organization. The format of a hierarchical name is: Common Name/Organizational Unit (0 - 4)/Organization/Country For example, Sarah Forbes/Toronto/Acme/CA The following table describes the components of a name: Component



Description



Characters



Common Name (CN) Required



The person’s full given name and surname, or a server name.



80 maximum



Organizational Unit Name (OU) Optional



Typically a department or location name. Up to 4 OU levels are allowed.



max 32/OU



Organization Name (O) Required



Typically a company or institution name.



3 to 64



Country (C) Optional



International (ISO) standard two-letter abbreviation for the country and top-level location.



0 or 2
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,QVWUXFWRU Lesson 2 3 Registering Notes Users



+LHUDUFKLFDO1DPLQJ (continued)



Refer to the plan Suggest students review the naming conventions outlined in Appendix B: Worldwide Corporation Infrastructure Plan. Refer to the Domino 5 Administration Help database topic, Creating a hierarchical naming scheme.
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+LHUDUFKLFDO1DPLQJ (continued)



Worldwide Corporation hierarchy Two users with the same name, Marcia Frank, work for Worldwide Corporation. One works for the Sales organization in Portugal. The other is a member of the Human Resources department in the same regional office. For example, the distinguished names (DNs) are: 3 3



Marcia Frank/SALES/PT/World Marcia Frank/HR/PT/World



The following graphic shows how two people with the same name can have unique full or distinguished names (DNs) using hierarchical naming.



O World OU UK



OU PT



OU Sales



Marcia Frank



OU HR



Marcia Frank



If users have the same name in the same organizational hierarchy, use a middle initial or another unique organizational unit to distinguish the users. Determine a strategy for distinguishing identical names in the same organizational hierarchy during the planning stages.
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:KDW$UH'RPLQR&HUWLILHUV" Differentiating certifier IDs and certificates Present the difference between the certifier IDs and certificates during registration. The certificates are contained inside the certifier ID. The certifier ID used determines the certificates in the user ID. Link the certifier ID to the Organization in the hierarchy discussion (Cert ID =O) and each OU ID.



Show certifier IDs Show the certifiers stored in the Domino Directory and locally on your workstation.
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:KDW$UH'RPLQR&HUWLILHUV" What is the purpose of certifiers? When you register a user, Notes creates a user ID. This ID contains information about the user, including certificates determined by the certifier ID used to register the user. The certifier ID determines the users or servers place in the organizational hierarchy. Servers and users who belong to the same organization can communicate with each other.



O World.ID World



OU PT



PT.ID



OU Sales.ID Sales



Marcia Frank



OU UK



UK.ID



OU HR



HR.ID



Marcia Frank



What is a certifier ID? A certifier ID is a file that contains a certificate that generates an electronic stamp, like the stamp used for a passport. The certifier ID places a certificate in the user ID that allows a user to authenticate servers and databases that trust that certificate.
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,QVWUXFWRU Lesson 2 3 Registering Notes Users



:KDW$UH'RPLQR&HUWLILHUV" (continued)



Use a bank card analogy Use the example of banks sharing credentials so that one bank card enables (or denies) access to other banks. The following could be used in explaining certification. The certificate of the certifier functions the same way as a bank card. To gain access to bank account information, authentication occurs through the use of: 3 3



ID = Physical bank card containing user account information Password = Personal Identification Number (PIN), identifies you as owner of the card



The PIN, along with the card, match the account information stored in the bank and, therefore, the bank “trusts” that you are the owner of the card. You are allowed access to the account. By using the bank card, you are also “trusting” that the bank will provide the correct access. If the IDs acknowledge each other, a twoway trust is established. The bank network is similar to the certifier. For example, you look for a machine that matches the network symbols on your card. The PIN is the ID password used to unlock your ID on the physical bank card. The type of account determines the level of access. This is similar to access controls that can be set on entities such as servers, clients, or databases.
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:KDW$UH'RPLQR&HUWLILHUV" (continued)



Certification ID components When you create an ID, Domino creates an ID file and a Certifier document. These include: 3 3



3



The ID file contains the certificate used to register servers and users. The Certifier document records the following: 3 Certifier ID 3 Hierarchical name 3 Name of the certifier ID that issued it 3 Names of associated certificates 3 Certified public key User IDs contain the certificates from the certifier ID used during registration. The ID may be represented by the following diagram:



Password



USER ID User Information



Notes and Internet (X.509)



certificates Public/Private Keys



Best practices for certification IDs To keep Certifier IDs safe, store them in a physically secure area, such as on a disk in a locked area. Protect the ID by using a secure password. Create a password complex enough so that it is not vulnerable.
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:KDW$UH'RPLQR&HUWLILHUV" (continued)



Locate and identify current certifiers This activity takes approximately 5 minutes. Use the activity to familiarize students with the interface and with the certifiers that exist in the classroom.



30



Maintaining Domino Users



,QVWUXFWRU Lesson 2 3 Registering Notes Users



:KDW$UH'RPLQR&HUWLILHUV" (continued)



Locate and identify current certifiers Worldwide Corporation has established their hierarchy and created certifiers for the organization and regional organizational units. Follow these steps to locate and identify the current certifiers. Step



Action



1



From Domino Administrator, select PTHub/World.



2



Select the People and Groups tabDomino directories section. Select World’s Address Book sectionCertificates view.



3



From the list of certificates, record the following information for the Notes Certifiers:



Result:
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3



Organizational certifier:



3



Organizational unit certifiers:
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6HWWLQJ5HJLVWUDWLRQ3UHIHUHQFHV Before starting the activity IDs must be distributed prior to this activity. If the IDs were mailed, have the students detach the IDs at this time.



Instruct students to set administration preferences This activity takes approximately 5 minutes. Give students the following information: 3



3 3
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Their assigned server of the three available servers: 3 PTHub/World 3 PTMail01/SVR/World 3 PTMail02/SVR/World The location of their certifier IDs Explain the registration preference option here.
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6HWWLQJ5HJLVWUDWLRQ3UHIHUHQFHV Administration preferences Just as the Notes client has settings for user preferences, the Domino Administrator client has a set of administration preferences. The settings determine how the client accesses and displays information. The preferences are stored in a database on the workstation (DOMADMIN.NSF).



Set administration preferences Administration preferences customize the Domino Administrator client, including the registration defaults. Follow these steps to set the default settings for registering users from your Domino Administrator client. Step



Action



1



From the Domino Administrator client menu, choose FilePreferencesAdministration Preferences.



2



On the Basics tab, select the World domain from the list and click Edit.



3



Enter or verify the Domino Directory server is your assigned server and click OK.



4



Click the Registration tab. Make the following selections: a. Click Registration server. Enter your assigned server and click OK. b. Click Certifier ID. Select the /PT/World certifier ID (PT.ID), in the appropriate directory, enter the password and click OK, then click Open. c. Click Mail options, and select your assigned server. Accept the other default mail settings, and click OK. d. Accept the default ID settings. e. Enter world.com for the Internet domain.



5



Click OK to close the Administration Preferences dialog box.
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9HULI\LQJ$FFHVVWR5HJLVWUDWLRQ Introduce user registration Introduce the user registration process and the registration options. Discuss the administrator privileges needed for registration. Ask students to view online Help for details. In the Domino 5 Administration Help database, have the students search for Registering Users. Ask what is meant by the following terms: 3 3 3 3 3 3



Registration requirements Default settings Address formats Security Mail Internet password



Supply group name This activity takes approximately 5 minutes. Give students the administrator group name and ID. For example, PTAdmins.



Verify permissions before continuing Verify students have the ability to register users in a later activity.
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9HULI\LQJ$FFHVVWR5HJLVWUDWLRQ Registration requirements The ability to register users requires specific capabilities. Although Domino administrators often register users, only the correct access is required to complete the task. For a user to perform registration requires the following access to the Domino Directory on their server and access to the appropriate certifier and password. 3



Author access with UserCreator role and UserModifer role (if updating)



or 3



Editor access



Verify registration capability Verify your level of ability to register users. Follow these steps to perform the verification. Step



Action



1



From Domino Administrator, select PTHub/World.



2



Click the People and Groups tabDomino directories view.



3



Select World’s Address Book (NAMES.NSF), from the list, then double-click to open the database.



4



From the main menu, choose FileDatabaseAccess Control.



5



At the People, Servers, Groups: window, choose Show All. Select the classroom administrators group (PTAdmins) and verify the following:



6



3



Access level is Manager.



3



Delete documents ACL privilege is checked.



3



Make sure all items are checked at the Roles section.



Click OK to close the Access Control List dialog box.



Note: To register users with NT, registrars must have the following privileges: 3 3



NT Local Account operator NT administrator access
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5HJLVWUDWLRQ0HWKRGV Present options Present the options as shown on the student page. Discuss when registration is useful: 3 3 3 3



Basic: Use for a single user or all defaults. Advanced: Use for more than one user, or to change some defaults. Text file: Use when a large number of users are being imported via a text file. Migration: Use when changing existing mail or directory to Notes.



Explain the migration list The list shown is only a partial list of migration sources. External sources for migration are dependent on: Current options available in the software 3 Options selected during custom software install of the administration client. 3 The operating system of the workstation. For example, if registering users on a Microsoft Windows 95 system, Windows NT migration is not available. 3 Third-party options registered in the NOTES.INI file Review options then lead into migration. This subject is not covered in detail in this course. 3



Details can be found in the Domino 5 Administration Help database, in the topic Registering users from a text file.
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5HJLVWUDWLRQ0HWKRGV Registration information Before beginning the registration process, the following information is required: Y



Certifier ID



Y



Full distinguished name



Y



The password for the unique user ID



Y



User's mail server name



Y



Location to store ID (Domino Directory, file location)



User registration options The process of creating a Notes user is registration. Registration can be accomplished in different ways. The following table lists the registration options. Option



Description



Basic



Offers a simple single user registration, including Internet users.



Advanced



Allows administrators to specify an Internet address and mailbox types, among other choices.



Text file



Register users from an imported text file.



Migration



Used to move users from an external source. Migration tools include: 3



Windows NT



3



Microsoft Exchange



3



GroupWise 4, 5



3



Netscape Mail server



3



Lotus cc:Mail



3



Any LDAP directory in LDAP Data Interchange Format (LDIF)



3



Others using the Domino Upgrade Services (DUS) API



For details on these types of registration, refer to the Registering Users topic in the Domino 5 Administration Help database for more information.
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8VLQJ%DVLF5HJLVWUDWLRQ Present defaults Present the default settings shown on student page.



Have students note differences Ask if there are any options missing from the page that they require. Refer to the advanced option covered later in the lesson.



Show advanced registration options Briefly show the advanced registration options. These will be detailed later.
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8VLQJ%DVLF5HJLVWUDWLRQ Basic registration information This table lists the basic user registration settings. The values in this table appear only if previous values have not been set in Registration preferences, or if previous values have not been set in the Register Person dialog box. Option



Comments



Required?



Registration Server



Local server if it contains a Domino Directory (or server defined in Registration settings).



Yes



First Name



First name of user. Recommended.



No



MI



Middle initial of user. Recommended.



No



Last Name



Surname of user.



Yes



Shortname



Automatically created in Domino. Can be modified.



Generated



Password



Required if stored in the Domino directory.



No



Groups



Add the user to a group.



No



Storing ID files During registration, decide where user IDs are stored. Basic registration defaults to the Domino Directory.
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8VLQJ%DVLF5HJLVWUDWLRQ (continued)



Supply classroom information Use the steps on the student page to register two users. Create a group called AllSales prior to starting this activity. Groups are discussed later in the course. 3 Assign students to each of the three available servers: 3 PTHub/World 3 PTMail01/SVR/World 3 PTMail02/SVR/World Step 3: Give students the correct password for the certification ID. 3



Step 4: Suggest a simple password, such as lotusnotes, for the classroom. Remind students that at their home sites they should use more complex passwords. Step 5: Have students add the user to the Sales group for their region. Step 6: Explain that registration information is stored on the local workstation until it is registered on the server.



(Optional) Show editing options Select and edit one user in the queue before registering the users. Make the following points: 3



3



Administrators can edit information before registration. Edits can be made on one or multiple users. Administrators/registrars can access the same registration fields from the Configuration tab. The People & Groups tab shows the simpler registration process. Mention the ability to complete all the various registration process (register servers, people, and so on) using the Configuration tab.



Show results From the Domino Administrator, show the results. 1. From the People & Groups tab, open the Person document and show the user ID and public key information. 2. From the Files tab, show the Mail file created.
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8VLQJ%DVLF5HJLVWUDWLRQ (continued)



Register users Worldwide Corporation requires a number of users registered in the Sales Department. Follow these steps to register users with basic registration. Step



Action



1



From Domino Administrator, select your assigned servers.



2



Select the People & Groups tab.



3



From the Tools menu, choosePeopleRegister.



4



Enter the certifier password and click OK.



5



On the Basics panel, perform the following steps: 3



Click Registration Server. Select a server and click OK.



3



Enter the user information.



6



On the Groups panel, select a group.



7



Click Add Person.



8



Repeat steps 5 through 7 to add additional users.



9



Click Register All to begin registering all users in the registration queue.



10



When registration is complete, click Done.



User registration results The user registration process creates: 3 3



3



A Person document in the Domino Directory A user ID (Notes ID) 3 Stamped by the appropriate certifier with appropriate certificates 3 Public/private keys A server-based Mail file
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'LVWULEXWLQJ8VHU,'V Review current distribution methods 3 3



Ask students how they received their ID at their home site. Ask students why they should not use a default password for an ID stored in the Domino Directory. Answer: Because another user could detach and use the ID.
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'LVWULEXWLQJ8VHU,'V What is a Notes ID? A Notes ID identifies Notes users and Domino servers to other Domino systems. Domino creates a unique ID for each user or server during the registration process. Each ID should be protected with a password. The Domino server uses the server ID for security during server startup and when communicating with other servers and workstations. The Notes workstation uses the Notes user ID for security during workstation startup and when communicating with Domino servers. Each ID is encrypted with the ID password and contains: Name and license information Security information 3 Public key 3 Private key 3 Certificates: Notes, Internet (X.509) Recovery information



3 3



3



ID file distribution After registering users, there are various ways to distribute the user’s ID file. For example: ID File Option



Requirements



Attach the ID file to the user’s Person document in the Domino Directory.



3



The ID must be password-protected.



3



Do not use a default password.



Store the ID file on disk:



The ID file must be sent to the user or workstation administrator before workstation setup.



3



Send to user.



3



Send to workstation administrator.



Note: Send the ID file to the user or person certifying the workstations via: 3 3 3 3



Disk Other e-mail package Copy to corporate file server Intranet site
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:KDW,VD6HWXS3URILOH" Present Setup Profiles Present how Setup Profiles make the easiest way to register larger amounts of users. 3 3



Present the Setup Profile - what it is, what it does, and the default settings. Present what a Setup Profile does for an administrator.



Refer to other uses for Setup Profiles In Lesson 7: Updating Software, there is a discussion and activity to use setup profiles for updating a user’s workstation environment.
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:KDW,VD6HWXS3URILOH" Setup profiles A Setup Profile is used to define settings that appear by default on user workstations and Location documents. The Setup Profile makes registering users easier and ensures a level of consistency in user settings. Some Worldwide Corporation users require access to the same databases and servers. Administrators create multiple profiles, each one tailored to a particular group of users. The workstation setup program uses the Setup Profile document to automatically configure the user’s workstation and Personal Address Book (NAMES.NSF) to: 3



3



Define connection information: 3 How to connect to remote servers 3 How to access a Mail file and send mail 3 How to connect to the Internet Create specified database replicas and/or add bookmarks.
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&UHDWLQJ6HWXS3URILOHV Show options Have students review the table on the student page. Follow along online. 1. 2. 3. 4.
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Open the Setup Profile. Look at each tab. Demonstrate creating a database link. Open the Person document and display how the fields relate to the Setup Profile.
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&UHDWLQJ6HWXS3URILOHV Setup Profile options The following table describes some of the options available in the Setup Profile. Setup Profiles are located in the Person document on the Other tab. Tab Basic



Database



Option Internet Browser



Description Select which browser to use when Notes is passed a URL: 3



Notes



3



Microsoft Internet Explorer



3



Netscape Navigator



Bookmarks



Store links to Domino databases, views, documents, and URLs.



Mobile Directory Catalog



The Mobile Directory Catalog contains the mail addresses for users from a variety of sources.



Dial-up



Dial-up connections



Connection information to a Domino server via a modem using XPC or dial-up networking. Includes passthru settings.



Accounts



Accounts



Defines connections to Internet standard protocol services on other systems. For example, retrieving mail from a non-Domino mail server or connecting to an Internet (LDAP) directory.



Name Servers



Name Servers



Set up connections to secondary TCP/IP name servers.



Proxies



Proxies



Access Web servers via a proxy server.



MIME



Mail storage format



Select the format for outgoing mail bound for the Internet. Choices are Notes, Rich Text Format, or MIME format.
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&UHDWLQJ6HWXS3URILOHV (continued)



Show database links This activity takes approximately 10 minutes. If users are unsure of how to do it, give a brief demo of creating a database link. Make the following points: 3 3
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Administrators can edit existing Setup Profiles. Copy existing Setup Profiles to create new profiles.
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&UHDWLQJ6HWXS3URILOHV (continued)



Create a Setup Profile Worldwide has hired 20 new sales people that need to be registered. Create a Setup Profile to complete the request more quickly. Follow these steps to create a Setup Profile to register users. Step



Action



1



From the Domino Administrator Servers pane, choose your assigned server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionSetup Profiles view.



3



Click Add Setup Profile.



4



For the Profile name, enter a unique name, for example: Sales_your region



5



6



7
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On the Basics tab, complete the following fields: 3



Internet browser: Notes



3



Directory server: Your assigned server



3



Catalog/Domain Search server: PTHub/World



3



Retrieve/open pages: From Inter Notes server or from Notes workstation



On the Databases tab, complete the following fields: 3



Default databases added to bookmarks: Paste a link to the server location of the Policies database (POLICIES.NSF).



3



Create As new replicas on user's machine: Paste the database link to the Ideas database (IDEAS.NSF).



3



Mobile directory catalogs: Leave blank.



Click Save and Close.
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8VLQJ$GYDQFHG5HJLVWUDWLRQ2SWLRQV Present advanced registration Present advanced registration: 3 3



How it works with the Setup Profile What it can do for the user administration staff



Determine when to use advanced registration Ask students to discuss the Worldwide Corporation’s needs based on the plan and the users list in Appendix C: User Registration Information. Note: In R5.0a, the mail server is defined in Administration Preferences, or the default is the local server. In the R5.01.a version of advanced registration, the mail server defaults to the administration server.



View Advanced Registration screen Review the screen with the students.
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8VLQJ$GYDQFHG5HJLVWUDWLRQ2SWLRQV Advanced registration options Advanced registration options offer all the settings of basic registration, but allow editing default settings and entering specific information for each user. For example: 3 3 3 3



Mail server Certifier ID information Setup Profile to register the user NT account information



Advanced Registration fields The Advanced Registration fields contain the information as described in the table to follow. The following diagram shows the Advanced Registration Basics pane.
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8VLQJ$GYDQFHG5HJLVWUDWLRQ2SWLRQV (continued)



Present Advanced Registration fields Present Advanced Registration fields and their uses as detailed on the student page.
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8VLQJ$GYDQFHG5HJLVWUDWLRQ2SWLRQV (continued)



Advanced Registration field descriptions Choose Setup Profiles from the Advanced Registration menu, as well as other information. The following table describes the more commonly used Advanced Registration fields. Tab Basic



Mail



ID info



Other
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Field



Description and Default Value



Internet password



Internet password in the Person document.



Format



Format of the Internet address. The default is FirstNameLastName@Internet domain.



Password quality



Level of complexity of the password.



Mail server



Server where the user’s Mail file is located.



Mail file template



A mail template. The default is Mail 5.0 (MAIL50.NTF).



Set database quota



Size limit (maximum of 10 GB) for a user's Mail database.



Set warning threshold



Generates a warning when the user's Mail database reaches the warning size. Enter the warning size (maximum 10 GB).



Certifier ID



Certifier ID used to register the user.



Certification expiration date



Expiration date of the user ID. The default is two years from current date.



Store user ID



Choose where to store the user ID: Domino Directory or Mail file.



Setup profile



Name of a User Setup Profile to assign.



Alternate name language



Language for names if additional languages installed.



Windows NT user name



The Windows NT account name for the user if registering NT accounts.
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8VLQJ$GYDQFHG5HJLVWUDWLRQ2SWLRQV (continued)



Describe password quality scale Draw a diagram similar to the one shown (maximum is 16). Describe how the password must be more complex as you go up the scale. 3 The default for users should be at least 8. Discuss best practices. Refer to the Domino 5 Administration Help database topic Tips for Assigning passwords and scale. 3
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8VLQJ$GYDQFHG5HJLVWUDWLRQ2SWLRQV (continued)



Password strength best practices When registering a user or server, or creating a certifier ID, use a scale of 0 to 16 to specify the level of password quality checking required. The higher the level, the more complex the password and the more difficult it is for an unauthorized user to guess the password. The recommended minimum password quality is 8. Passwords should be a combination of alphanumeric characters and symbols, with at least one uppercase letter and one numeric item. If a password can be found in the dictionary, it must be at least 12 characters long. P assw ord S trength



No Password
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Suggested minimum



Best
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8VLQJ$GYDQFHG5HJLVWUDWLRQ2SWLRQV (continued)



Review ID distribution Discuss how and when to distribute the IDs.



Assign users This activity takes approximately 15 minutes. Suggest that students work in teams. Assign at least two users to each student from Appendix C: User Registration Information.
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8VLQJ$GYDQFHG5HJLVWUDWLRQ2SWLRQV (continued)



Using advanced options to register a user Users can be added with advanced registration options. Domino uses default values (if available) for any fields not modified. Follow these steps to perform an advanced registration. Use the user names assigned by the instructor as listed in Appendix C: User Registration Information. Step



Action



1



From Domino Administrator, select your assigned servers.



2



Select the People & Groups tab.



3



From the Tools menu, choose PeopleRegister.



4



Enter the certifier password and click OK.



5



From the registration menu, select Advanced.



6



On the Basics panel, complete the following fields:



7



3



Add the user name assigned from Appendix C (Firstname:Lastname).



3



Choose a password quality of 6.



3



Add the password: lotusnotes.



3



Check Select Internet Password.



3



Verify that the correct Internet domain is set. Check with the instructor.



On the Mail panel, complete the following fields: 3



Select the mail server; see the instructor for your mail server name.



3



Accept the defaults for the remaining fields.



8



On the ID Info panel, enter values for the fields.



9



On the Group panel, add the user to the Sales group for your assigned region.



10



On the Other panel, use the Setup Profile created earlier. Accept all defaults.



11



Click Add Person.



Result: The user name appears in the Registration status queue. 12



Repeat steps 5 through 11 to register at least 3 new users.



13



Click Register All and then click OK or DONE.
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,QVWUXFWRU Lesson 3 3 Configuring Notes Users







&RQILJXULQJ1RWHV8VHUV



Introduce the lesson This lesson presents the steps to configure Notes users. Internet browser and email clients are discussed in the Lesson 4: Configuring Non-Notes Clients and Users.



Present the objectives Present the objectives on the student page.
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&RQILJXULQJ1RWHV8VHUV



Overview Once users are registered with appropriate information in the Directory and valid IDs, configure individual workstations. This configuration can be for: 3



3



Notes clients: 3 Notes: Standard and Mobile 3 Domino Administrator 3 Domino Designer 3 Mobile Internet (browser or e-mail) clients



Objectives After completing this lesson, you should be able to: 3 3



Configure Notes clients. Set up client access for Internet servers.
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1RWHV8VHU&RQILJXUDWLRQ Assess current knowledge and experience Ask students: 3 3 3



Have you installed Notes client software at your site? Have you configured Notes clients? Do your users connect to Internet resources? For example, other Internet mail servers (POP, IMAP) or newsgroups (NNTP).



Verify the pre-installation steps Using the checklist on the student page, make the appropriate checks. 3



3



Give students the options for the classroom, such as the installation file location. Ask students why they should perform each step in the checklist. Answers include: 3 System requirements: Verify that the system can support the software. Refer students to Appendix D: Client System Requirements. 3 Install options: Students need to know what options to choose for additional software or disk space limitations. For example, the Help files are quite large and may be omitted if disk space is low. 3 Install method: Students need to have file location or CD before starting. 3 Check hardware, software, and network: Students need to have the systems working properly to perform all steps of the installation. 3 Close other applications and screen savers: These may interfere with the installation.



Suggest standard installation Custom installation is discussed later in Lesson 5: Updating Users.
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1RWHV8VHU&RQILJXUDWLRQ Configure a Notes user checklist Configuring a Notes user requires several steps, depending on the user’s requirements. The configuration steps include: Y



Perform pre-installation tasks.



Y



Install client software.



Y



Configure the Notes workstation.



Y



Configure Internet server access.



(Optional) Configure remote access. Refer to Appendix E: Setting Up Y Mobile Clients.



Pre-installation task checklist Before installing the Notes client software, perform the following checks: Y



Verify system requirements for installation.



Y



Choose install options: Standard or Custom.



Y



Choose install method: From CD or file server.



Y



Check that the hardware, software, and network are working properly.



Y



Close all other applications.



Y



Temporarily disable screen savers and turn off virus detection.



Note: For specific system requirements, refer to Appendix D: Client System Requirements.
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,QVWDOOLQJ1RWHV&OLHQW6RIWZDUH Show the installation ScreenCams Show students the installation for the appropriate software version: 3 3



INSTALL5.SCM - for version 5.0a INSTALL501A.SCM - for version 5.0.1a



(Optional) Install the software If the software installation was not completed during classroom setup, have student teams follow the steps on the student page to install the software on the remaining client machines in the classroom. Use the following values when prompted: 3 3



3



3



3



Before you begin, close the Notes client on your instructor client machine. Step 1: Provide the location of the client software, either a shared directory or CD. There may be some query screens when writing over existing software. Step 4: 3 Provide an additional administrator user name for the students. 3 Enter the organization Worldwide Corporation. Step 5: Use the default directory names. For example: 3 Notes: c:\lotus\notes 3 Notes data: c:\lotus\notes\data Step 6: Choose the client type Domino Administrator.



Alternatively, allow the students to perform the steps as an activity.



Show Help for automating client install If students are interested, open the Domino 5 Administration Help database and display the topic Automating workstation installation.
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,QVWDOOLQJ&OLHQW6RIWZDUH Install client software The first step to configuring a user’s workstation is installing the appropriate software. Follow these steps to install client software. Step



Action



1



Run the Notes 5.0 client Install executable, SETUP.EXE, from the appropriate directory or the Notes 5.0 CD.



2



Click Next on the Welcome screen.



3



Click Yes to agree with the terms of the Lotus Licensing Agreement.



4



On the next screen, enter the Notes user name and organization. Click Next.



5



On the next screen, perform the following steps: 3



Install program files to the appropriate directory. For example: c:\lotus\notes.



3



Install data files to the appropriate directory. For example: c:\lotus\notes\data.



3



Click Next.



6



Choose the client type, for example, Domino Administrator. Click Next.



7



3



Confirm the Group in which to include the client software. The default is Lotus Applications.



3



Choose Nextto begin copying files.



Result: Install begins transferring files. 8



Complete the registration information.



9



When file transfer is complete, click Done.



Note: When choosing the Domino Administrator or Domino Designer clients, the Notes client is also installed on the machine.
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:RUNVWDWLRQ6HWXS2SWLRQV Briefly review connection options Review the following topics: 3 3



3
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The connection types on the student page. Dial-up is discussed in more detail in Appendix E: Setting Up Mobile Clients. Passthru is not discussed in detail in this class. Refer students to the Passthru servers and hunt groups topic in the Domino 5 Administration Help database for further details.
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:RUNVWDWLRQ6HWXS2SWLRQV Setup options checklist Set up the Notes client software on the user’s workstation to complete the configuration. Workstation setup includes the following steps: Y



Determine the server connection method: direct or dial-up.



Y



Choose the appropriate network protocol (Direct network connection).



Y



Establish desktop settings. Set manually or with Setup Profile.



Server connection methods The Notes client requires information to connect to servers to work with or retrieve information from databases stored on servers, such as the user’s Mail file. For example, to access a server, the client requires: 3 3 3 3



The server name How to connect to the server (connection type) If connecting through the Local Area Network (LAN), the port used If connecting through a modem using dial-up, the phone number and any other dialing instructions



The following table lists the Notes connection options. Connection Type



Description of Access Method



Local Area Network



Access network directly through port.



Direct Dialup



Direct dial to a single server. The user can work with databases stored only on that server.



Passthru Server



Dial into one server, a passthru server, giving access to all servers connected to the Local or Wide Area Network.



Network Dialup



Dial into a remote access server that can then access the network.



Hunt Group



Dial a single number to access a group of passthru servers.



Note: For more information about passthru servers, refer to the Domino 5 Administration Help database.
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:RUNVWDWLRQ6HWXS2SWLRQV (continued)



Review current network environment Discuss the following: 3



3



Ask students if they are familiar with the network protocol at their site, and if so, what protocol they use. Tell students the network protocol used in the classroom, for example, TCP/IP.



Verify the pre-setup tasks Using the checklist on the student page, make the appropriate checks for each classroom server: 3 3



68



Review currently registered users. If using TCP/IP, use the PING utility to test server connectivity. For example: From the Start menu on Windows, choose Run, and enter the following command: Ping server01
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:RUNVWDWLRQ6HWXS2SWLRQV (continued)



What is a network protocol? Many users connect to servers using a Local Area Network (LAN) connection. If the LAN connection is used, it is necessary to select the network protocol that the client requires to connect over the network. A network protocol is a set of rules that governs how computers share information over a network. Some network protocols are proprietary, or developed for use and modification by a single organization, and some are industry standards. Note: For specific network protocol requirements, refer to Appendix D: Client System Requirements.



Pre-setup tasks Before configuring the client software, perform the following checks: Y



Verify that the Notes user is registered.



Y



Verify that the mail server is running and there is an active network connection. For example, for a TCP/IP connection, use the PING utility from the client.
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6HWWLQJ8SD1RWHV:RUNVWDWLRQ Show configuration ScreenCams Show the configuration ScreenCam for the appropriate software version: 3 3



CONFIG5.SCM - for version 5.0a CONFIG501A.SCM - for version 5.0.1a



R5.0.1a configuration differences There are four additional prompts when configuring a Notes R5.0.1a client to configure account documents to connect to: 3 3 3 3



A news server (NNTP) A directory server (LDAP) An Internet proxy server An existing LAN



(Optional) Show mobile configuration ScreenCam Show the configuration ScreenCam for the mobile client CONFIGMOB.SCM. Refer student to Appendix E: Setting Up Mobile Clients for additional information.
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6HWWLQJ8SD1RWHV:RUNVWDWLRQ Configure the Notes workstation Follow these steps to configure a Domino Administrator workstation. Step



Action



1



From the Windows desktop, Select StartProgramsLotus ApplicationsLotus Notes to launch the Notes workstation software and start the setup program.



2



Click Next on the Welcome screen.



3



Select I want to connect to a Domino server, and click Next.



4



Select Set up a connection to a local area network (LAN), and click Next.



5



Enter the name of the user’s assigned server, and click Next.



6



Select the location of the ID file. Enter the user name, and click Next.



7



Select I don’t want to set up a dial-up connection to a remote network, and click Next.



8



Select I do not want to create an Internet mail account, and click Next.



9



Click Finish.



10



Enter the user ID password, and click OK.



11



When setup is complete, click Done.



12



(Optional) Configure the Domino Administrator client: 3



Select FilePreferencesAdministrator Preferences and set the appropriate Registration Preferences.



3



Add servers to the Favorites list.



Note: The steps for this procedure are based on Notes R5.0a.



S t u d e n t G u i d e P a g e N o . 37



71



,QVWUXFWRU Lesson 3 3 Configuring Notes Users



&RQILJXULQJ,QWHUQHW6HUYHU$FFHVV List Internet protocols Use the table on the student page to outline the Internet protocols supported in the client. Ask students the following: 3 3



Are they familiar with any of the protocols? Are they using any at their site? Give an example of an ISP. For example: 3 AT&T Worldnet 3 IBM Global Network



Review Setup Profiles Review how Setup Profiles work. Ask students if they know how the user’s workstation is updated when the Setup Profile changes. Answer: The next time the user authenticates with the server, the client updates the Personal Address Book based on the information in the user’s assigned Setup Profile.



Show the Setup Profile field Use the following steps to show the Setup Profile field: 1. Open a Person document. 2. Click the Advanced tab. 3. Show the Setup Profile field. More than one Setup Profile can be defined for a user. They are processed alphabetically.
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&RQILJXULQJ,QWHUQHW6HUYHU$FFHVV Connecting to Internet servers Worldwide Corporation has users that use non-Notes mail accounts. A user may have a mail account with an Internet Service Provider (ISP). The Notes client is capable of connecting to servers that supply services based on various Internet protocols. The Notes client supports the following Internet protocols: Protocol



Description



POP



Receives mail from an Internet server using the Post Office Protocol (POP).



SMTP



Sends mail to an Internet mail server supporting the Simple Mail Transfer Protocol (SMTP).



IMAP Offline



Receives mail from an Internet server using Internet Mail Access Protocol (IMAP). Copies mail messages from the Inbox on the server and stores them in the Inbox of the Mail file listed in the user Location document.



Online



Access the Internet using IMAP. Provides direct access to the user’s mail on the server through a Notes proxy database that is automatically created.



NNTP



Provides access to Internet Usenet newsgroup discussions using Network News Transfer Protocol (NNTP).



LDAP



Provides access to Internet directories that support Lightweight Directory Access Protocol (LDAP).



Account documents Account documents allow users to set up separate accounts for each mail, directory, and news protocol. Account documents are stored in the Personal Address Book on the workstation. There are three ways to create Account documents: 3 3



3



Administrators can include account information in a Setup Profile. The workstation setup program prompts the user for mail account information. (See the Domino 5 Administration Help database.) Users can create their own Account documents. (See the Notes 5 Help database.)
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&RQILJXULQJ,QWHUQHW6HUYHU$FFHVV (continued)



Add Internet mail account information to a Setup Profile Use the procedure on the student page to demonstrate editing the Administrators Setup Profile and add account information for a POP mail user. Step 3: Edit the Sales Setup Profile you created earlier. Suggest students edit the profile they created previously. Skip step 4: This is not a new Setup Profile. Step 5: Complete the following fields: 3 3 3 3



Account name: Any appropriate name Server address: Any appropriate server address Protocol: TCPIP Use SSL for the connection: 0



(Optional) Show connection to an LDAP service If the classroom has Internet access, show a default LDAP service account document and how it is used. 1. Create a mail message and click Address. 2. From the Look in drop-down list, select an LDAP directory service. For example, Bigfoot or Four11. 3. Perform a lookup using your surname or a student’s.
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&RQILJXULQJ,QWHUQHW6HUYHU$FFHVV (continued)



Configure Internet server access Worldwide Sales users require connection to an Internet mail account. Follow these steps to edit a Setup Profile to add account information. Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the People & Groups tab¬Domino Directories section¬Address Book section¬Setup Profiles view.



3



Edit an existing Setup Profile, or click Add Setup Profile.



4



Add a new Profile Name at the Basics tab.



5



On the Accounts tab, complete the following fields: 3 Enter the Account Name(s). 3 Enter the Server Addresses to access the mail account. 3 Enter the Protocols to use to access the server. 3 Enter 1 to use SSL for the connection if available, or 0 to not use SSL at Use SSL Connection. Note: Separate multiple entries with commas.



6



Click Save and Close.
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8SGDWLQJ&OLHQW([HUFLVH



Give students suggestions for the exercise This exercise takes approximately 15 minutes. 3



3



Suggest students connect to the server by opening a mail file or the Domino Directory. The LDAP account they configure is already included in the Personal Address Book. If you have Internet connectivity, suggest another directory (LDAP) server.



Verify Location documents Changing IDs sometimes causes the location information for one user to overwrite the default settings. Verify that the students’ default Location documents, usually Office, contain the correct information before continuing.
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8SGDWLQJ&OLHQW([HUFLVH



Add Internet connections to a client Worldwide Corporation supports the Sales department users by: 3



3



Providing a copy of the Customer Information database (CUSTINFO.NSF) to each workstation Providing connections to Internet directories using the LDAP protocol



Edit the Setup Profile you created earlier and modify the profile to: 3 3



Create a replica of the Customer Information database from PTHub/World. Add an Account document for the LDAP protocol with the following information: 3 LDAP location: BigfootNew 3 LDAP server: ldap.bigfoot.com 3 SSL: Disabled 3 Port number: 389



Update the workstation 3



3



3



Edit your Person document and include the edited Setup Profile in the appropriate field. Close your Notes client and connect to the server containing the edited Setup Profile. Verify that the replica and Account document were created.
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 &RQILJXULQJ1RQ1RWHV &OLHQWVDQG8VHUV



,QVWUXFWRU Lesson 4 3 Configuring Non-Notes Clients and Users







&RQILJXULQJ1RQ1RWHV &OLHQWVDQG8VHUV



Introduction Review the steps to register a Notes user and contrast it with what we will do in this lesson. Present the objectives from the student page. Stress that this lesson does not discuss setting up the Internet (X.509) certificate capabilities.
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&RQILJXULQJ1RQ1RWHV &OLHQWVDQG8VHUV



Introduction Non-notes users and clients are users who access the Domino environment through a Web browser or another e-mail client. These users do not have Notes IDs. Instead, they are given a Person document, and a password and a Mail database is assigned to them to access mail. In turn, they do not require the Notes application running on their computer.



Objectives After completing this lesson, you should be able to: 3 3 3



Create a Person document with Internet password. Create a Mail file with the appropriate template. Distribute user name and password.
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1RQ1RWHV&OLHQWV Discuss Notes vs. non-Notes Ask students for their ideas on what is and is not a non-Notes user. Review registered and non-registered user information on the student page. Note: Notes certificates are based on X.509 standards. Internet certificates are X.509 standard.
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1RQ1RWHV&OLHQWV What is a non-Notes user? Non-Notes users and clients are users that access the Notes environment through a Web browser or other e-mail client. A Domino server supports these non-Notes protocols: IMAP, LDAP, NNTP, POP3, and HTTP. User types include: 3



3



Registered users: Users listed in the Domino Directory or a trusted directory with: 3 A valid user name and password 3 A valid Internet (X.509) certificate Non-registered users: Users who do not have an Internet (X.509) certificate, Internet password, or are not listed in the Domino Directory or a trusted directory.



Registered users Web users must be listed in the Domino Directory or a trusted directory in order to access restricted resources on the Web server. Administrators can: 3 3



3



Manually create a Person document in the Domino Directory. Set up Directory Assistance to authenticate via a trusted directory. Refer to the Domino 5 Administration Help database for more information about setting up authentication via a trusted directory. Use a registration application to allow users to register themselves. Domino/Notes ships with a database template for a Site Registration application. This application is used to register visitors to the Web site. For more information, refer to the Domino 5 Administration Help database.



Non-registered users A non-registered user is assigned the user name Anonymous when accessing the Domino Web server. 3 3



By default, the Domino Web server allows anonymous access. If the administrator prevents anonymous access, all Web clients will be required to provide a name and password in order to access the server.
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$GGLQJD1RQ1RWHV8VHU Present the checklist Present the checklist on the student page. Each task is covered in more detail in the next section.
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$GGLQJD1RQ1RWHV8VHU Adding a non-Notes user checklist Complete the following tasks to add a non-Notes user: Y



Create a Person document in the Domino Directory.



Y



Create a new Mail file for the user.



Y



Test access to the Mail file from a Web browser.



Non-Notes access to the Domino environment The user registration process adds Notes users to the Domino Directory. Administrators manually create a Person document in the Domino Directory for non-Notes users and assign a Mail database.
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$GGLQJD1RQ1RWHV8VHU (continued)



Add a non-Notes user This activity takes approximately 5 minutes. Discuss the non-Notes user type and what information is required.
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$GGLQJD1RQ1RWHV8VHU (continued)



Create a Person document in the Domino Directory One of the Sales department users accesses mail with a Web browser. This user must be listed in the Domino Directory. Follow these steps to create an entry for the new user. Step



Action



1



From the Domino Administrator, select your assigned server.



2



Select the People & Groups tab¬Domino Directories section¬World’s Address Book section¬People view.



3



Click Add person.



4



On the Basic tab, enter the user name assigned by your instructor. Complete the following fields:



5



6
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3



First and last name



3



User name: First name Last name



3



Internet Password: lotusnotes



On the Mail tab, complete the following fields: 3



Mail system: Notes



3



Domain: World



3



Mail server: Your assigned server



3



Mail file: The directory and name of the Mail file. For example: mail\username.nsf



Click Save and Close.
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$GGLQJD1RQ1RWHV8VHU (continued)



Show the additional fields Open a Person document and review the fields described on the student page for IMAP and POP.
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$GGLQJD1RQ1RWHV8VHU (continued)



Adding IMAP or POP users Users accessing a Domino server with an e-mail client that supports POP or IMAP may require additional information in their Person document. Follow these steps to create an entry for an IMAP or POP user. Step



Action



1



From the Domino Administrator, select your assigned server.



2



Select the People & Groups tab¬Domino Directories section¬World’s Address Book section¬People view.



3



Click Add person.



4



On the Basic tab, enter the user name.



5



On the Mail tab, complete the following fields:



6
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Mail system: POP or IMAP



3



Domain: Domain to which the mail server belongs



3



Mail server: Name of the IMAP or POP mail server



3



Mail file: The directory and name of the Mail file. For example: mail\username.nsf



Click Save and Close.
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&UHDWLQJD0DLO'DWDEDVH Present need for mail accounts Present Mail databases and their use.



(Optional) Create a Mail database This activity takes approximately 5 minutes. If students are unfamiliar with creating a database, perform the steps as a demo.
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&UHDWLQJD0DLO'DWDEDVH Mail accounts for non-Notes users All mail is stored in Domino Mail files or databases. Domino stores mail for: 3 3 3 3



Notes users Web browser users POP users IMAP users



Domino Mail files store messages in both Notes (CD) format and Multi-purpose Internet Mail Extensions (MIME) format. If an Internet mail client, such as an IMAP client, opens or downloads a message stored in Notes format, Domino automatically converts the message to the Internet format, MIME. Non-Notes users require a Mail database, like any other user. User registration automatically creates Mail files for Notes users. Manually create Mail files for Internet client users.



Create a new Mail file for the user Now that a Person document is in place for the user, create a Mail file in the proper location. Follow these steps to manually create the Mail file. Step



Action



1



From the Notes or Domino Administrator, choose FileDatabaseNew.



2



Complete the following fields: 3



Server: Select your assigned mail server.



3



Title: Enter the user’s name.



3



File Name: Enter the file name and location entered in the Person document. For example: mail\username.nsf



3



Select the Mail file template Mail(R5.0) (MAIL50.NTF). Click OK.



4



Set the database ACL as follows: 3



Add the user as Manager.



3



Add the user’s mail servers as Manager.
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7HVWLQJ8VHU$FFHVV Present options to distribute user information Present the options as listed on the student page.



Look at mail through a browser This activity takes approximately 5 minutes. Help the students with the correct URL for the file.
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7HVWLQJ8VHU$FFHVV Distribute user information There are a number of options to distribute the user information, depending on the way the Internet client is configured. Distribution options include: 3



3 3



3



If an administrator is setting up the client software, give a hard copy of the information to the user during client setup. If the client has a current e-mail system, e-mail the information to the user. Place the user information in a secure database on a Web site where users can maintain their user information and change their password. Use postal mail to send the information to the user.



Test access to the Mail file from a Web browser Follow these steps to view the newly created Mail database from a Web browser. Step



Action



1



Open a Web browser.



2



Enter the URL for the Mail file. For example, enter: http://pthub/mail/username.nsf, where username is the name of the Mail file you created.



3



Enter the user name and password you set for the ACL.



4



Once you have finished reviewing the Mail file, close the Web browser.
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8SGDWLQJ8VHUV



Introduce the lesson This lesson introduces topics relating to user maintenance. The procedures discussed are the tasks required to update user information, such as renaming or deleting a user. The students work with the users they registered earlier to perform the maintenance tasks.



Present the objectives Present the objectives listed on the student page. Add alternate name is an optional objective for students using international languages.
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Overview Over time, user information changes and people move around the company. Administrators maintain the user population by applying these changes. Since user information can appear in many places, such as ACLs and group definitions, the Domino Administration Process automates several user and administrative tasks to be sure the change is distributed throughout the environment.



Objectives After completing this lesson, you should be able to: 3 3 3 3 3



Move a user’s Mail file to another server. Change a user’s common name. Change a user’s location in the organizational hierarchy. Delete a user. Add alternate name (International language).
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+RZWR0RYHD8VHU Suggest reasons for moving users and Mail files Ask students when they would move a user or Mail file.



Show Administration Requests Show students the Administration Requests categories from: Server tabAnalysis tabAdministration Requests (R5.0) view.
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+RZWR0RYHD8VHU Why move a Mail file? During Domino user management, users may need to move their Notes specific files to other Domino servers. Domino user administrators move user Mail files when: 3 3 3



More space is required on a server. Servers are reorganized: Added or consolidated. Users change jobs or move to different parts of the organization.



Note: If you are using shared mail, first unlink the Mail file from any shared Mail databases. For more information on unlinking shared Mail files, refer to the Domino 5 Administration Help database topic Managing a shared mail database.
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$XWRPDWLQJD8VHU0RYH Show the Administration Process components Using the table on the student page, show each of the components: 3 3



3



3
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From the Server tabStatus tab, point out the Admin Process task. From the Files tab, open the Domino Directory (NAMES.NSF) and view the ACL. Show the key icon on the server for the Administration server. From the Files tab, open the Administration Requests database (ADMIN4.NSF). From the Files tab, open the Certification Log database (CERTLOG.NSF).
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$XWRPDWLQJD8VHU0RYH Automating the move The Administration Process is a program that automates routine administrative tasks. The Administration Process automates: 3



3



Name-management tasks, such as: 3 Rename person or group. 3 Delete person or group. 3 Recertify users. Mail file management tasks, such as: 3 Delete a Mail file. 3 Move a Mail file.



Components of the Administration Process The Administration Process is composed of databases and server tasks that carry out the necessary steps to fully update the Domino environment to reflect changes in user and server information. The Administration Process and its components are configured during server configuration. The following table lists the components of the Administration process. Component



Description



Administration Process server task



Posts and responds to requests in the Administration Requests database.



Administration server



Server responsible for completing the Administration Process request.



Administration Requests database (ADMIN4.NSF)



Every server in the domain stores a replica of the Administration Requests database. Each request is completed in the required order. Replication of the database moves the requests from server to server.



Certification Log (CERTLOG.NSF)



Contains a permanent record of how servers and users are certified during registration and also contains messages that describe the results of recertification requests that the Administration Process is processing. A Domino administrator should create the database after first server setup and replicate to all servers in the domain.



Note: For more information on configuring the Administration Process, refer to the Domino 5 Administration Help database topic Setting up the Administration Process. S t u d e n t G u i d e P a g e N o . 52
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0RYLQJD8VHU Suggest alternative method This activity takes approximately 5 minutes. 3 3



Students require permission to create a replica on the other server. Suggest students try the drag-and-drop method with another user or demonstrate this method.



Show resulting requests Show students the resulting Administration Requests: Select the Server tabAnalysis tabAdministration Requests (5.0) sectionAll Requests by Name view.



(Optional) Process the Administration Process requests Once students have initiated the Mail file move, expedite the Administration Process requests. These steps can be done as a demo or walkthrough with one student at each student server. 1. 2. 3. 4. 5.



Select the first student server. From the Server tabStatus tab, select the Admin Process task. From Tools menu, choose Tell task. Select All requests and click OK. Repeat for the other student servers until all requests are processed.



Show a Location document Follow these steps to show the Location document fields. 1. Open a Location document. 2. Select the Servers tab. 3. Show the Home/mail server field.
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0RYLQJD8VHU Move the user’s Mail file to another server One of Worldwide’s Sales employees is moving to another region. Follow these steps to move their Mail file to a server in their new area. Step



Action



1



From the Domino Administrator, select your assigned server.



2



From the Domino main menu, choose the People & Groups tabDomino Directories viewWorld’s Address Book sectionPeople view.



3



Select one of the users you registered on your server in the Sales group.



4



Click Move People.



5



Choose the other classroom server to move to and click OK.



6



Select the new Mail file location, for example \mail, and click OK.



Result: A request is created in the Administration Requests database. Click OK when notified.



Administration Process actions The Administration Process completes the Mail file move and updates the appropriate files. This action is dependent upon the Administration process settings and replication schedule for the Domino servers.



Updating the user’s Location document Once the Mail file is moved and the appropriate Server documents are updated, the user’s workstation information is changed to reflect the new file location the next time the user connects to the server. On rare occasions, it may be necessary to manually edit the Location document.
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&KDQJLQJ8VHU1DPHV Why change a user’s common name? Ask students for situations when a user’s common name changes. For example: 3 3 3 3 3
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Initial registration had an incorrect spelling Marriage Divorce Change in religious affiliation Change of legal name
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&KDQJLQJ8VHU1DPHV What is a common name? Each Domino user and server has a hierarchical name consisting of various components: 3 3 3



Organization: Company or institution Organizational Unit(s): Department or regions Common name: Unique name, often the given and surname. The name used by the user.



Name change requirements The Administration Process automates a name change by propagating the change throughout the Domino domain. The administrator initiating the name change requires: 3



3



3 3



Editor with create documents access or UserModifier role to the Domino Directory (NAMES.NSF) Author with create documents access to the Certification Log (CERTLOG.NSF) Access to the Administration Requests database (ADMIN4.NSF) Access to the original certifier ID
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&KDQJLQJ8VHU1DPHV (continued)



Suggest a name change This activity takes approximately 10 minutes. Suggest students select a user they registered earlier and change the surname to their own name.



Show the steps of the Administration Process Open the Domino 5 Administration Help database and display the topic Rename a Person. Use the flow diagram to outline the various steps the Administration Process completes.
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&KDQJLQJ8VHU1DPHV (continued)



Change a user’s common name A Worldwide Corporation staff member has legally changed their name. Personnel notifies User Support of the new name. Follow these steps to change the name. Step



Action



1



From the Domino Administrator, select your assigned server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionPeople view.



3



Select a user name you previously registered.



4



From the Tools menu, choose PeopleRenameChange Common Name.



5



Choose the certifier ID you used to certify the user's ID, and click Open.



6



Enter the password for the selected certifier, and click OK.



7



Change the user's given name, middle initial, or surname.



8



Accept the default certificate expiration date or enter a different date.



9



Click Rename, then click OK.



Result: The Administration Process updates the name.
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&KDQJLQJ8VHU1DPHV (continued)



Show the user prompts Open a Notes client session using an ID with a changed user name. 1. Open the worldwide Notes client and switch to the renamed ID. Show students the original name in the password dialog box. 2. Open a database on a server and click Yes to accept the name change. 3. Open the Notes ID and show the name change.



(Optional) Edit a Person document If time permits, have students follow in editing the Person document as detailed on the student page. Suggest students select a Person document they created in the previous lesson. Stress that after editing the Person document, all group and ACL updates are done manually.
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&KDQJLQJ8VHU1DPHV (continued)



Advantages of the Administration Process The Administration Process method is preferable to editing the Person document because: 3 3



The automated method updates groups and ACLs. Using the administrator tools creates a record in the Certification Log.



Verify the name change Once the name change is initiated, the user must verify the change before the Administration Process completes the appropriate updates. Users can accept or reject the name change. Note: Users can request a name change via e-mail. The name change is completed via mail actions by the administrator and the user. For more information, refer to the Notes 5 Help database topic Changing your User Name.



Changing an Internet user name manually Manually change the name of an Internet user on the Person document in the Domino Directory. Changes in groups and ACLs must also be done manually. Follow these steps to change the user name manually. Step



Action



1



From the Domino Administrator, select your assigned server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionPeople view.



3



Select the user and click Edit Person.



4



On the Basics tab, change the appropriate fields for the new name.



5



Click Save and Close.



6



Manually edit all Group and ACL information as required.
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([SDQGLQJWKH2UJDQL]DWLRQDO+LHUDUFK\ Create an Organizational Unit (OU) certifier Students create a new OU certifier in the exercise at the end of this lesson. If students want to follow along, verify they are creating a unique OU certifier. Follow the steps on the student page to create a new OU certifier. 3 3 3 3



3



Step 1: Select the server PTHub/World. Step 4: Select the WORLD certifier (WORLD.ID) as the certifier. Step 8: Create an OU for UK (United Kingdom). Step 9: (Suggestion) Use a simple password such as lotusnotes. However, point out that certifier IDs must have very secure passwords. Step 11: (Suggestion) Use an administrators’ group. Ask students why this is a preferred option. Answer: It allows reassignment of administration tasks by changing the members of the group.
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([SDQGLQJWKH2UJDQL]DWLRQDO+LHUDUFK\ Why change a user’s place in the hierarchy? As a company expands and reorganizes, users need to be in different organizational units to: 3 3



Reflect organizational or regional affiliations. Provide another level of hierarchy to ensure unique user names.



Create an Organizational Unit (OU) certifier Worldwide has developed a hierarchical naming scheme, as detailed earlier in the class. Due to company expansion, another level of hierarchy is required for each region. Follow these steps to create a new certifier ID for organizational units in each region. Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the Configuration tab.



3



From the Tools menu, choose Registration¬Organizational Unit. Enter the password and click OK.



4



Click Certifier ID. Enter the password and click OK. Highlight an ID file and click Open.



5



Enter the certifier ID password, and click OK.



6



Click Registration Server, select the appropriate server, and click OK.



7



(Optional) Click Set ID File to enter a new certifier ID file name, and click OK.



8



Enter the organizational unit name, for example, UK.



9



Select a password quality, and enter a certifier password.



10



Select a Security type.



11



Enter the administrator group name in Mail certificate requests to.



12



Click Register.
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&KDQJLQJ8VHU/RFDWLRQVLQ 2UJDQL]DWLRQDO+LHUDUFK\ Additional recertification activity Students recertify a user ID in Lesson 8: Responding to Common User Problems.
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&KDQJLQJ8VHU/RFDWLRQVLQ 2UJDQL]DWLRQDO+LHUDUFK\ Certifier ID best practices Store certifier IDs in a physically secure location, with a backup copy off-site as insurance against fire, flood, or theft. For extra security create more than one password (one password minimum) for each certifier ID.



Certifier change requirements The Administration Process automates recertification by propagating changes to a user’s certification throughout the Domino domain. The administrator initiating the recertification requires: 3



3



3 3 3



Editor with Create documents access or UserModifier role to the Domino Directory At least Author with create documents access to the Certification Log database (CERTLOG.NSF) Access to the Administration Requests database (ADMIN4.NSF) Access to the original certifier ID (See Request a new certifier in this lesson) Access to the new certifier ID to complete the change (See Complete the move in this lesson)



S t u d e n t G u i d e P a g e N o . 58



113



,QVWUXFWRU Lesson 5 3 Updating Users



&KDQJLQJ8VHU/RFDWLRQVLQ2UJDQL]DWLRQDO+LHUDUFK\ (continued)



Recertify a user Follow the steps on the student page to recertify a user with one of the new OU certifiers. 3



3 3
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Send students the new OU certifier or tell them to use the one they created if they followed along on the last demo. Have students note the similarity to renaming a user. Stress the number of days must be high enough for the change to replicate throughout the domain.
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&KDQJLQJ8VHU/RFDWLRQVLQ2UJDQL]DWLRQDO+LHUDUFK\ (continued)



Recertify a user Follow these steps to recertify a user. 3 3



Request a new certifier. Complete the move.



Request a new certifier Once a new OU certifier is created, users can be reassigned to the new OU level. Follow these steps to change a user’s certifier. Step



Action



1



From the Domino Administrator, select your assigned server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionPeople view.



3



Select one or more users.



4



From the Tools menu, choose PeopleRename.



5



In the Number of days (from 14 to 60) the old name should still be honored field, enter a value. The default is 21 days.



6



Click Request Move to New Certifier and enter the password.



7



Choose the original certifier ID, and click Open.



8



Enter the new certifier ID name, and click Submit Request.



Result: The request is submitted to the Administration Requests database.
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&KDQJLQJ8VHU/RFDWLRQVLQ2UJDQL]DWLRQDO+LHUDUFK\ (continued)



Complete the move Access the new certifier ID and complete the change using the steps on the student page.
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&KDQJLQJ8VHU/RFDWLRQVLQ2UJDQL]DWLRQDO+LHUDUFK\ (continued)



Complete the move Once the user has all the new OU information, the move to the new certifier is approved by the owner of the new certifier. Follow these steps to complete the move. Step



Action



1



From Domino Administrator, select the Server tabAnalysis tabAdmin Requests (5.0) sectionNameMove Requests view.



2



Select the users to be moved.



3



Choose ActionsComplete move for the selected entries.



4



Select the new certifier and click Open.



5



Enter the certifier password and click OK.



6



Click Certify.



7



Click OK.
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5HPRYLQJ8VHUV Assess student experiences Ask students if they have performed a user deletion. If so, ask: 3 3



What steps did you perform to delete the user? Were other steps required, such as deleting from groups or ACLs?



Define deny access Explain that a group can be used to deny access to a server or used to set No access in a database ACL. The next lesson contains: 3 3



A demo of the Server Access fields on the Server document. An activity where students create a deny access group.



Show Administration Process requests This activity takes approximately 5 minutes. Once students have initiated the deletion, show the requests in the Administration Requests database (ADMIN4.NSF).



Review other mail access options The note on the student page suggests keeping the Mail file and setting delegation to another user. Ask students what other options are available to retain mail information. Answers include: 3 3 3
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Forward required mail to the other user. Change Mail file ACL for the reassigned user. Make a local copy of the Mail file and give it to the reassigned user.
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5HPRYLQJ8VHUV Why delete users? When users leave the company, user information is deleted from the Domino Directory to prevent access by that user to corporate servers and files.



Securing the Domino environment Deleting a user from the Domino Directory, groups, and ACLs may not prevent all access to the Domino environment. If a user has retained a copy of their ID, they could access a server. Add deleted user names to a group specifically denied access to all servers (for example, a group called Deny Access).



Delete a user An employee is transferring to a subsidiary outside the Worldwide Domino domain. Another employee will use the transferring employee’s Mail file for departmental information. Follow these steps to delete the user and retain the Mail file. Step



Action



1



From the Domino Administrator, select your assigned server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionPeople view.



3



Select a user name you registered earlier.



4



From the Tools menu, choose PeopleDelete.



5



Click Yes to confirm deletion of the Person document.



6



Select Don’t delete mail file.



7



Click OK.



8



Click Yes.



Result: The Administration Process deletes all references to the user.



Note: For information on delegating mail, refer to the Notes 5 Help database topic Delegating mail access.
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&KDQJLQJWKH 2UJDQL]DWLRQDO+LHUDUFK\ ([HUFLVH



Verify unique Organizational Units This exercise takes approximately 20 minutes. Either assign specific OUs from Appendix C: User Registration Information, or verify users are using a unique OU name.



Complete Administration Process requests After all students complete the exercise, complete Administration Process requests on all classroom servers. 1. 2. 3. 4. 5. 6.



From Domino Administrator, select the first student server. From the Server tab, select the Admin Process task. From the right-click menu, choose Tell task. Select All requests and click OK. Repeat steps 1 through 4 for the other classroom servers. Force replication of the Domino Directory.



Verify students have additional users Successive activities require users to have at least three users. Verify students have additional users to work with. If not, suggest they register a few users before continuing to the next lesson.
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&KDQJLQJWKH 2UJDQL]DWLRQDO+LHUDUFK\ ([HUFLVH



Add an Organizational Unit (OU) Worldwide Corporation is assigning Sales and Marketing representatives based on their regional location. For example, staff in the United Kingdom will use the following naming convention:



common name/Sales/UK/World 3



Create a unique OU certifier for your region. For example, create an OU for Brazil (BR). What steps did you use?



3



Move two of the users you registered earlier to the new OU. What steps did you use?
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2SWLRQDO 8VLQJ$OWHUQDWH1DPLQJ Present use of alternate names Present this topic if the students use an international language in their implementation and the servers and workstations have international language capabilities. Present when and how alternate names are used. Stress that in an international setting, the primary name should be the internationally recognized name. For more details, see the Domino Administrator Help topic Adding an alternate language and name.



Present the steps to creating an alternative name Present the checklist on the student page. Point out that the O level certifier must be set for alternate language before certifying OU level certifiers.
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8VLQJ$OWHUQDWH1DPLQJ Using alternate names Alternate names give a user the ability to use their native language and character set for display and name lookup purposes. Alternate language capabilities are only available to users with languages other than North American English installations.



Assigning alternate name checklist To create and assign alternate names, administrators complete the following steps: Y



Load the International English or other non-English version of Domino Administrator as the registration desktop.



Y



Create each alternate organization or OU name and certificate.



Y



Register a user with an alternate name.



Note: Set alternate names for all languages used. For example, if the organization has alternate languages A, B, and C, set alternate representation for A, B, and C.
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2SWLRQDO 8VLQJ$OWHUQDWH1DPLQJ (continued)



Certify an ID As a first step to creating an alternate user name, certify an OU with the language for the person to be registered. Follow the steps on the student page to certify World certifier (WORLD.ID).



(Optional) Certify an OU certifier Once the language is set for the top level (World) ID, the students can follow as you certify an OU certifier, such as Portugal (PT.ID), using their regional certifier.
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8VLQJ$OWHUQDWH1DPLQJ (continued)



Create each alternate organization or OU name and certificate Follow these steps to add an alternate language to an organization or OU certifier. Action



Step 1



From the Domino Administrator, select the Configuration tab.



2



From the Tools menu, choose CertificationCertify.



3



Select the certifier ID, and click Open. Enter the password and click OK.



4



Select the same certifier ID, and click Open. Enter the password and click OK.



5



In the Certify ID dialog box, click Recertify.



6



In the next Certify ID dialog box, click Add.



7



In the Specify Alternate Organization Name dialog box, choose the language to register from the Language list.



8



In the Organization Name dialog box, add a new name, and click OK.



9



Click Certify.



Note: Set the language on the Organization certifier before certifying the OU certifiers.
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2SWLRQDO 8VLQJ$OWHUQDWH1DPLQJ (continued)



Create an international user Follow the steps on the student page to use the certifier ID when creating a new international user.
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8VLQJ$OWHUQDWH1DPLQJ (continued)



Register a user with an alternate name Once you have set up the alternate name organizations, you may register users and specify their alternate name. Follow these steps to add an international user. Step



Action



1



From Domino Administrator, select the People & Groups tab.



2



From the Tools menu, choose PeopleRegister.



3



Add the required information to register a user as detailed in Lesson 2: Registering Notes Users.



4



Select Advanced.



5



On the ID info panel, select International as the Security Type.



6



On the Other panel, choose the correct language at the Alternate Name Language. Enter the Alternate Name and Alternate Organizational Unit information.



7



Click Add Person.



8



Click Register, and click Done.
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2SWLRQDO 8VLQJ$OWHUQDWH1DPLQJ (continued)



(Optional) Edit and recertify an existing user Perform the following steps to add an alternate name: 1. Follow the steps on the student page to update an existing user. 2. Process all Administration requests. 3. Open the updated Person document and from the Basics tab, show the Alternate name.
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8VLQJ$OWHUQDWH1DPLQJ (continued)



Adding alternate names If alternate languages are added after initial registration, edit Person documents and recertify users to add alternate name representations.



Add an alternate name Follow these steps to add an alternate name to an existing user. Step



Action



1



From the Domino Administrator, select the appropriate server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionPeople view.



3



Select the user and click Edit Person.



4



On the Administration tab, enter the following: 3



Proposed Alternate Common Name: The full alternate name (including the first name, middle initial, and last name).



3



Proposed Alternate Organizational Unit: (Optional) The organizational unit. This field distinguishes two users with the same name. It is not associated with an actual organizational unit certifier.



3



Proposed Alternate Name Language: The alternate language.



5



Click Save and Close.



6



Repeat steps 3 through 5 for each user.



7



Select the modified Person document. From the Tools menu, choose PeopleRecertify.



8



Select the appropriate certifier, and click Open. Enter the password and click OK.



9



Enter the expiration date and click Certify.



Result: A request is sent to the Administration Requests database to update each user's Person document. 10
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After the request is processed, view the Person document to verify the Alternate Name.
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2SWLRQDO 8VLQJ&RUSRUDWH+LHUDUFK\ Present corporate hierarchies Present what corporate hierarchy information is used for.



Add corporate hierarchy information Follow the steps on the student page to add corporate hierarchy information to a Person document.
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8VLQJ&RUSRUDWH+LHUDUFK\ Adding corporate hierarchy information In addition to alternative names, corporate hierarchy may be defined. Corporate hierarchy lists addresses by corporate departmental structure. Defining a user in the corporate hierarchy is a common way of finding a person in the directory in many international corporations.



Add corporate hierarchy information to a user Users are often identified by their position in the corporate hierarchical structure. Follow these steps to add corporate hierarchy information. Step



Action



1



From the Domino Administrator, select the appropriate server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionPeople view.



3



Select the user and click Edit Person.



4



Select the Work/Home tabCorporate Hierarchy Information tab.



5



Add the correct information for the user’s position in the corporate structure.



6



Click Save and Close.
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8SGDWLQJ*URXSV



Ask students for current group usage Ask students how they currently use groups at their site. For example: 3 3 3



Mail distribution lists Setting ACL controls for databases Terminations group



List groups already used Review groups already discussed earlier in class using one of these methods: 3 3



List the groups on the board. Ask the students for the groups discussed.



The groups discussed in class so far include: 3 3 3



Administrators Sales Deny Access



Present the objectives Present the objectives on the student page.
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Overview Groups are lists of users, groups, and servers that have common traits. Using groups simplifies administration tasks. Groups are useful for creating mailing lists and Access Control Lists (ACLs) for databases. Users are assigned to groups during registration and user maintenance. Each group has an owner, usually an administrator or database manager, who maintains the group. Maintaining groups involves: 3



3



Managing groups 3 Creating new groups 3 Renaming or editing existing groups 3 Deleting groups Changing an individual user’s group membership



Objectives After completing this lesson, you should be able to: 3 3



Manage groups. Change a user’s group membership.
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0DQDJLQJ*URXSV Show ACL on Directory View the ACL on World’s Directory: 1. From the Files tab, open the Domino Directory (NAMES.NSF). 2. View the ACL. 3. Show the students the Administrators group and the assigned access.



Review group symbols This activity takes approximately 5 minutes. Once students complete the activity, review the other group symbols. For example: 3 3 3
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Server only Mail only Access control list only
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0DQDJLQJ*URXSV Group types The Group type specifies the purpose of the group and determines the views in the Directory and Domino Administrator where the group name appears. For example, mailing list groups appear on the Messaging tab in the Mail Users view. Domino applications include the following default group types: Group type



Description



Multi-purpose



Group has multiple purposes, for example, mail and ACLs.



Access Control List only



Group for controlling access to servers or databases



Mail only



Mail distribution lists



Servers only



Used to define server groups for server and database access



Deny List only



Terminated users or other users. This group type does not appear in the Groups view. The Administration Process does not delete members of the group.



Viewing groups Worldwide Corporation uses a number of groups to organize mail and administration users. Follow these steps to view the current groups. Step



Action



1



From the Domino Administrator, choose the PTHub/World server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionGroups view.



Result: What symbol indicates a multipurpose group? 3



List the group names in each of the following categories.



Result:
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Mail only:



3



Access control list only:
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0DQDJLQJ*URXSV (continued)



Create a group Use the steps on the student page to create a terminations group with the following characteristics: Option Group name



Value A unique name reflecting its use. For example, WorldDeny Access. Have students use unique group names. For example, suggest they preface the name with their initials.



Group type



Deny list only



Members



Using the selection method, add users already created or fictitious users.



Owner



The administrators’ group



Administrator



The administrators’ group



Foreign directory



No



Students will create a multi-purpose group in the exercise at the end of this lesson.



Show where the group displays Follow these steps to show the group listing. 1. From the Files tab, open the Domino Directory (NAMES.NSF). 2. Select the ServerDeny Access Groups view. 3. Show the created groups.
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0DQDJLQJ*URXSV (continued)



Creating a new group New groups are created to support additional organizational needs. For example, a team is formed for a specific project. A multi-purpose group is used as a mailing list and to determine access to team-specific databases. Administrators require the Domino Directory GroupCreator role.



Create a deny access group Worldwide Corporation requires a terminations group. When employees leave the company, they are added to this Deny Access list to prevent them from accessing the server from an ID they may have taken with them. Follow these steps to create a terminations group. Step



Action



1



From the Domino Administrator, select a server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionGroups view.



3



Click Add Group.



4



Complete the fields on the Basics tab:



5



6



3



Group name: Unique name describing the group’s use [Discharged Employees]



3



Group type: Deny List only



3



Description: Group definition that appears in the view



3



Members: Users recently removed from the system. For example, deleted users. Select one use from the list, click Add and OK.



Click the Administration tab. Complete the fields. 3



Owners: Users allowed to change the group membership



3



Administrators: Users allowed to edit the Group document



3



Foreign directory sync allowed: Group is copied to foreign directories during synchronization.



Click Save and Close.



Note: Deny List only groups appear in the Domino Directory in the Deny Access Groups view.
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5HQDPLQJD*URXS Ask when to rename a group Ask students when it is appropriate to rename a group, rather than create a new group. Answers include: 3 3



Membership of the group remains the same. A change in organizational structure requires the group name change.



(Optional) Show the Administration Process times Show students how to customize the times listed in the table on the student page. Open the PTHub/World Server documentServer Tasks tabAdministration Process tab.
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5HQDPLQJD*URXS Automating a group rename A group within the Worldwide corporation requires a group name change due to organizational restructuring. To verify that the name change is propagated throughout the organization, rename a group using the Administration Process. Once the rename Group action is selected, the Administration Process performs the following: Renames Group in...



When



Result



Domino Directory



Immediately



Updates the group's name in the Domino Directory, except in Person documents.



Person documents



Daily



Updates the name in Domino Directory Person documents.



Access Control List



1 hour



Each server in the domain updates the group's name in ACLs of databases for which it is an administration server.



Reader/ Author fields



Weekly



Each server in the domain updates the group's name in the Reader/Author fields of the databases it acts as administration server to and that have specified the ACL option Modify all Reader/Author fields.



Note: The timing shown for each task is the default.



Change a group name Before administrators can change the group name, they require the Domino Directory GroupModifier role. Follow these steps to rename a group using the Administration Process. Step



Action



1



From the Domino Administrator, select a server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionGroups view.



3



Select the group to rename.



4



From the menu, choose ActionsRename Group.



5



Click Yes to confirm the rename.



6



Enter the new name and click OK.



7



Click OK to complete the rename.
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'HOHWLQJD*URXS Discuss benefits of using the Administration Process Ask students why it is preferable to use the Administration Process. Answers include: 3 3



The Administration Process deletes all references to the group name. The Administration Process updates database ACLs on all Domino servers.



Delete a group Follow the steps on the student page to delete a previously created group using the Administration Process.
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'HOHWLQJD*URXS Deleting a group best practices As with deleting a user, deleting a group may affect many different elements of the Domino environment. Use the Administration Process for all group deletions.



Delete group requirements Administrators require the following privileges to delete a group: 3



3



Author with Delete documents access and the GroupModifier role or Editors with Delete documents access to the Domino Directory



Delete a group Once administrators have the correct privileges, they can delete any group. Follow these steps to delete a group. Step



Action



1



From the Domino Administrator, select a server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionGroups view.



3



Select the group for deletion.



4



Click Delete Group and click Yes to continue.



5



If the server is running Windows NT, Domino prompts you to delete the corresponding group account from Windows NT User Manager. Click Yes to delete the group account.



6



Select one of the following options: Yes: Immediately deletes all references to the group in the current replica of the Domino Directory. No: Posts a Delete in Address Book request in the Administration Requests database. The Administration Process deletes references to the group in the Domino Directory and database ACLs.



7
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&KDQJLQJ*URXS0HPEHUVKLS View group membership Use the steps on the student page to view the group membership for the student accounts. 3 3
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Allow students time to explore the interface in preparation for the next activity. Point out the Deny list icon.
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&KDQJLQJ*URXS0HPEHUVKLS Group membership In addition to viewing and creating groups, it is necessary to change the group membership for users. For example, a user changes positions in the company and now requires a different set of group affiliations reflecting new responsibilities.



View group membership Maintaining group membership requires determining the groups a user belongs to. Follow these steps to view group membership. Step



Action



1



From the Domino Administrator, select a server.



2



Select the People & Groups tab.



3



From the Tools menu, choose GroupsManage.



4



From the People and Groups Look in drop-down box, choose the appropriate directory.



5



Select a group from the listing in the left pane.



6



From the Group Hierarchies Look in drop-down box, choose the appropriate directory listing.



7



Click Only member hierarchies.



8



Expand groups to view the membership for the group.



9



Click Done.
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&KDQJLQJ*URXS0HPEHUVKLS (continued)



Select users individually This activity takes approximately 5 minutes. 3 3



Assign student teams a unique group to avoid replication conflicts. Point out that there is no multiple selection for this interface. Students must select users and groups individually.



Suggest using a nested group When students complete the activity, ask if there is an easier way to perform this change. Answer: Add the Sales group to the Marketing group. Ask what advantages this has. Answer: It is easier to update users in one group.



(Optional) Show additional methods If time permits, show students other features of the Manage Group tool. For example: 3 3



3
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User selection - List by Organization Group display 3 Show group type 3 Details Ability to select from the group listing and drag to another group
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&KDQJLQJ*URXS0HPEHUVKLS (continued)



Change group membership Worldwide’s Sales team requires access to the Marketing databases. The Administrative staff assigns all users in the Sales department to the Marketing group (ACL only) to properly maintain the appropriate database access. Follow these steps to include the Sales staff in the appropriate group. Step



Action



1



From the Domino Administrator, select your assigned server.



2



Select the People & Groups tab.



3



From the Tools menu, choose GroupsManage.



4



From the Look in drop-down box, select the appropriate directory.



5



Select a user from the People and Group listing in the left pane.



6



For the Group Hierarchies, choose the appropriate directory listing.



7



Click All group hierarchies and select Show Group Type All.



8



From the right pane, select the Marketing group assigned to your team.



9



Click Add.



10



From the left pane, select another user you created. Drag and drop the user to the Marketing group.



11



Click Done.



Note: If users have copied the group to their local Address Book, the group is not automatically updated. Encourage users to use the groups on the server.



Manageable group names There is no limit to the number of names in a group. However, the total number of characters used for names in the group cannot exceed 15 KB. To keep groups manageable, split a large list of users into two or more groups.
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$VVLJQLQJ8VHUVWRD 6XSSRUW*URXS([HUFLVH



Direct students to use unique names This exercise takes approximately 10 minutes. Suggest students use a unique name for their group. For example, suggest they use their initials in the group name.



Explain nested groups Ask students: 3



Can groups contain other groups? Answer: Yes, this is a nested group.



3 3



Did anyone use previously defined groups in the new group? If you change the membership of a nested group, is the larger group updated? Answer: Yes. Therefore, it makes maintenance much easier, since the user requires only one update.



(Optional) Ask students if they used the Administration Process Ask students if they deleted the group using the Administration Process. It is not required for this group deletion since the group was never used to assign ACLs.
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$VVLJQLQJ8VHUVWRD 6XSSRUW*URXS([HUFLVH



Create a group Worldwide Corporation uses an application database to record User and Technical Support calls. Only the support staff needs access to this database. Create a group with the following characteristics: 3 3 3



A name reflecting how the group is used A group type appropriate to use Members include: 3 All servers - for replication 3 All User Support staff 3 All administrators



Answer the following questions: 3



What did you name the group?



3



What group type did you use? Why?



3



List the group members:



3



(Optional) Delete the group.
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,QVWUXFWRU Lesson 7 3 Updating Software







8SGDWLQJ6RIWZDUH



Introduce the lesson Over time, users require additions to their software and upgrades to new releases. To protect the user’s personal files, back up the files before changing any software.



Present the objectives Present the objectives on the student page.
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8SGDWLQJ6RIWZDUH



Overview Client software is updated to add additional functionality, to upgrade to a new release, or to add additional security options. Specific guidelines should be followed to create the least amount of impact on the end user. For example, when changing user software, the administrator should: 3 3 3



Back up critical user files. Determine upgrade tasks to perform. Update necessary user licenses.



This lesson details the procedures required to update the Notes software.



Objectives After completing this lesson, you should be able to: 3 3 3 3



Identify user files for backup. Customize installation of software and change the client type. Modify workstation security. Add an Internet (X.509) certificate.
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%DFNLQJ8S([LVWLQJ)LOHV Show the file directories Show the files in the client directory. Use one of these methods: 3 3



The operating system file tool, such as Windows Explorer The Domino Administrator client, using Local as the current server



Outline storage options Ask students where it might be best to place the backup copies and why. Answers include: Location On disk with the user



User has all the critical files needed.



In another disk location on the client system



3



Keeps files local



3



Files may be lost if disk problems occur



On a file server



3



Not limited to disk size



3



Accessible to the user, but on another system



3



Often stored off-site, so safe from fire or natural disaster



3



Not readily available



On tape
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%DFNLQJ8S([LVWLQJ)LOHV Critical files for backup Before making any changes to the user’s current software, back up the current settings. Copy critical files to a file server or disk before upgrading. The following files should be backed up before beginning any upgrade. File or Document User’s Notes ID file



Description



USERNAME.ID



The key to Notes. Users and administrators should keep backup copies of user IDs. Contains the user name, certificates, and password.



Personal Address Book NAMES.NSF



Contains the addresses of individuals and groups. Also houses connection cross-certificates and Location documents. Regulates the access to databases and servers.



Notes desktop file DESKTOP5.DSK



Maintains information about what databases are in each workspace folder.



Notes bookmark file BOOKMARK.NSF



Stores information about the Welcome Page style, Welcome Page links, and bookmarks. These bookmarks can be links to databases, views, documents, Web pages, and so on.



Notes headline database HEADLINE.NSF



The headlines file stores database subscription information so that users can automatically monitor databases for information that interests them.



Initialization file NOTES.INI



Contains settings that affect what Notes does each time it starts up and about the Notes environment.



Person document



Located in the Domino Directory, defines how objects in the Domino system connect to the specific user.



Location document



A document in the Personal Address Book that contains communication and other location-specific settings used when working with Notes in a specific place. Multiple Location documents can be created as needed.



Custom files



Custom files as applicable. Files include: *.BMP - bitmap files *.DIC - user dictionaries *.MAC - macro files *.MDM - modem configuration files *.NTF - database templates *.SCR - scripts *.SMI and *.TBL - SmartIcons
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8SJUDGLQJD1RWHV&OLHQW List upgrade options Ask students when they would use each upgrade. Answers include: 3 3



New release: When a new software release is received and tested Add functionality: 3 When a user takes on Administrator or Designer responsibilities 3 If a minimal install was performed and additional files are needed 3 If a user needs additional filters or Help files



(Optional) Show a scripted install If an install script was created during classroom setup, show a scripted install.
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8SJUDGLQJD1RWHV&OLHQW Reasons to upgrade a client There are various reasons to upgrade the user environment. Upgrades may involve the following steps: Upgrading the client software to a new release 3 Adding additional client functionality, for example, adding a client type Before beginning upgrades, plan what steps are required for each user based on the user’s needs. 3



Upgrading to a new release Once all critical files are saved, the client can be upgraded to a new release. Upgrade clients by running the installation as outlined in Lesson 3: Configuring Notes Users.



Choosing a directory location When installing a new version of the client software, you can choose to install to the same or a different directory. 3



3



Set up and upgrade the software automatically: Install the client software in the same directory as the previous release of the client. Prompt to complete the configuration process: Install the client software in a different directory.
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8SJUDGLQJD1RWHV&OLHQW



Suggest selecting an option Have students note the description of the selected option. If students want to review the options, suggest they start the installation and select an option to read the associated description.
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8SJUDGLQJD1RWHV&OLHQW (continued)



Adding client functionality A user may require additional functionality for their workstation. For example: 3 3



Domino Designer client: The user now is responsible for database design. Notes Minder: A feature that checks mail and monitors the Calendar alarms without Notes running.



Additional functionality can be added by installing the software using the Customize option.



Custom installation During the installation process, click the Customize button to select the files to add to the client. The following screen shows some of the custom options:
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8SJUDGLQJD1RWHV&OLHQW (continued)



Explain the options 3 3



160



Review available options and required information before installation. Point out the mail migration options as referenced in Lesson 2: Registering Notes Users.
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8SJUDGLQJD1RWHV&OLHQW (continued)



Custom installation options The following table lists the files installed by default. Required files are denoted by an asterisk. File Type*



Description



Data Files*



Files specific to the user’s Notes environment



Common Data*



Data files common to Domino and Notes



Help



Client Help and Client Guided Tour



NotesMinder



An application that detects new mail and alarms when the Notes client is not running



Notes Program files



This selection includes:



Additional File Options



3



Program files*



3



External viewers



3



Java support



3



JIT debugger



3



Import/Export engine



3



Additional network drivers



3



Client-Mail (IMAP background driver)



3



MS Office Integration (Windows Desktop, IE, and MS Office mail integration).



3



Domino Enterprise Connection Services (DECS)



3



Domino Web services



3



Migration tools (for mail migration)



*Required file selection.



To add files to the client, check only the files to be added and continue the installation.
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0RGLI\LQJ:RUNVWDWLRQ6HFXULW\ Open the local Execution Control List (ECL) From either the Notes or Administrator client, demonstrate the following: Open the ECL or use the screen on the student page and point out the options. 3 Have students note the ECL entry for the Lotus Notes Template. This enables standard client actions. Refer students to Domino 5 Administration Help and the Notes 5 Help databases for more information about the ECL. 3
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0RGLI\LQJ:RUNVWDWLRQ6HFXULW\ Controlling execution access Protect user workstations by specifying different types of execution access for different people or organizational certifiers who run Notes scripts and formulas. For example, assign all types of execution access to a Domino administrator, but allow no execution access to unsigned scripts or formulas. Note: By default, scripts and formulas, whether signed or unsigned, do not execute on a workstation without displaying a warning message. However, scripts and formulas created using a Notes template, and signed “Lotus Notes Template Development/Lotus Notes” have complete execution access.



What is the Execution Control List (ECL)? The default Execution Control List (ECL) defines workstation security for the Notes client. If a group is not specified in the ECL, Notes warns the user when an application attempts to run on that client. The following screen shows a sample ECL:
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0RGLI\LQJ:RUNVWDWLRQ6HFXULW\ (continued)



Discuss other security options This activity takes approximately 5 minutes. After the students complete the activity, ask the students if they would take other actions to secure the workstations. Answers might include: 3 3



Tell users to delete all unknown file attachments. Add virus checkers.



(Optional) Show the Administration ECL If time permits, perform the following tasks using the steps in the Domino 5 Administration Help database: 3 3
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Edit the Administration ECL. Create and send a memo to the students. The memo should contain the button described in the steps.
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0RGLI\LQJ:RUNVWDWLRQ6HFXULW\ (continued)



Edit the workstation ECL Worldwide Corporation is concerned that Internet mail sent to their employees may contain potentially harmful executables. Follow these steps to secure a user workstation. Step



Action



1



From the client, choose FilePreferencesUser Preferences.



2



Click Basics. Then, click Security Options.



3



In the When signed by list, choose No signature.



4



Select Workstation security.



5



Remove the check marks from:



6



3



Access to external code



3



Access to external programs



Click OK.



Automating ECL updates The Administration ECL in the Domino Directory sets the default security for Notes clients when users start Notes for the first time. To update user ECLs automatically, administrators perform the following tasks: Y



Edit the Administration ECL in the Domino Directory.



Create a memo to users containing a button to automatically update the workY station ECL. For the steps to perform these tasks, refer to the Domino 5 Administration Help database topics Creating a workstation ECL and Sending a memo to users to update their ECLs.
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2SWLRQDO $GGLQJDQ,QWHUQHW &HUWLILFDWH Optional information This section is optional. Cover the material if time permits.



Discuss when to use Internet certificates Domino uses the X.509 format for SSL and S/MIME certificates, which is the most universally recognized certificate format. Using this format allows servers to recognize certificates presented by Domino and other applications.



Discuss sources for Internet certificates Internet (X.509) certificates can be generated from a variety of sources, including: 3 3



Commercial certifying authorities, such as Verisign An internal certifying authority



The Domino server running Internet protocols accepts both internally and externally created Internet certificates.
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$GGLQJDQ,QWHUQHW&HUWLILFDWH What are Internet (X.509) certificates? Both SSL and S/MIME use the industry standard Internet (X.509) certificate format for signing/encrypting data. Domino supports Internet (X.509) certificates from commercial certifying authorities as well as Internet (X.509) certificates created by Domino’s internal certifying authority application. Worldwide Corporation uses an internal Certificate Authority (CA). This section provides an overview using certificates. Additional information on configuring a CA server can be found in the Domino 5 Administration Help database.



Domino certificate vs. Internet certificates Domino R5 includes a Certificate Authority (CA) application which can create Internet (X.509) certificates for servers and clients, Notes client, or Web browser. A company may decide to set up an internal CA. Using a Domino CA: Avoids the expense that a third-party CA charges to issue and renew client and server certificates. 3 Uses available tools that are already familiar to the Domino system administrators. Clients can use the Domino Certificate Authority (CA) application or a third-party CA to obtain certificates for secure Secure Socket Layer (SSL) and Secure MIME (S/MIME) communication. The method used depends on the following: 3



3 3 3



Client type: Either a Notes or other Internet client The type of CA that issued the certificate: Domino or third-party CA Client security requirements: SSL server authentication, SSL client authentication, or S/MIME security for mail messages
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2SWLRQDO $GGLQJDQ,QWHUQHW&HUWLILFDWH (continued)



(Optional) Add an Internet certificate If a CA key ring was installed during classroom setup, follow the steps on the student page to add an Internet (X.509) certificate to one user’s Person document. Once the steps are complete, process the pending Administration requests.
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$GGLQJDQ,QWHUQHW&HUWLILFDWH (continued)



Distributing Internet certificates When a Notes client is accessing Internet services on Domino or other servers, the client may require an Internet certificate for secure access. Rather than requiring each user to submit an Internet certificate request and merge the certificate into the ID file, issue the Internet (X.509) certificate from the Domino Directory and add it to the user's Person document. Issuing Internet (X.509) certificates using the Domino Directory simplifies the process of distributing Internet (X.509) certificates to users.



Adding an Internet certificate to a Person document The server on which you issue Internet certificates must be set up for the Administration Process and the users must have an Internet address specified in the Person document. Follow these steps to add an Internet certificate. Step



Action



1



From the Domino Administrator, select the appropriate server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionPeople view.



3



Select the names of the users who need Internet certificates.



4



Choose ActionsAdd Internet Cert to Selected People.



5



Select the Certificate Authority’s (CA) key ring file, and when prompted, enter the password.



6



Enter the certificate's expiration date, and then click Certify.



Results:
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3



For each selected user, Domino creates a certificate and stores it in an Add Internet Certificate to Person Record request in the Administration Request database (ADMIN4.NSF).



3



When the Administration Request database replicates with the Domino Directory's administration server, the Administration Process places the certificate in the user's Person document.



3



After the Domino Directory replicates with the user's mail server and the user subsequently accesses the mail server, Notes recognizes there is a certificate in the Domino Directory that is not in the user's ID file. Notes automatically places the Internet (X.509) certificate in the user's ID file.
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$GGLQJ&OLHQW)XQFWLRQDOLW\ ([HUFLVH



Optional exercise This exercise takes approximately 15 minutes. This exercise may be omitted if there is not sufficient time.
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$GGLQJ&OLHQW)XQFWLRQDOLW\ ([HUFLVH



Install Notes Minder A user is not receiving new mail notifications if the Notes client is closed. Install Notes Minder on the workstation. 3



What steps did you take?



3



What files were added?
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,QVWUXFWRU Lesson 8 3 Responding to Common User Problems







5HVSRQGLQJWR&RPPRQ 8VHU3UREOHPV



Discuss scenarios with students Ask under what conditions they have or expect to have problems from new users.



Use Domino and user online Help Present the troubleshooting scenarios available in the Domino Administration R5 Help database. Search for the word troubleshoot.



Present objectives Present objectives on student page. Be sure that users understand this is just a few of the things they may encounter when registering users. It is not an allinclusive list.
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5HVSRQGLQJWR&RPPRQ 8VHU3UREOHPV



Overview Expired IDs, forgotten passwords, lost mail; these are all typical user issues. Many of these problems focus on the user files. This lesson covers the more common user problems and solutions. The lesson also refers to troubleshooting information available in the Domino 5 Administration Help database.



Objectives After completing this lesson, you should be able to: 3 3 3 3 3



Recertify expiring IDs. Recover lost ID passwords. Respond to common database problems. Trace network connections. Trace and track mail messages.
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5HFHUWLI\LQJDQ([SLULQJ,' Review the components of an ID Detail what makes up an ID. Explain that IDs belong to users, and the administrator should keep copies for the purposes described.



Suggest an ID This activity takes approximately 5 minutes. Ask students to choose a student registered earlier to review their certificates, or use their own ID.



Review certificates Review how certificates are added to the ID as discussed in Lesson 2: Registering Notes Users.
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5HFHUWLI\LQJDQ([SLULQJ,' Components of the ID A user ID contains a public and private key pair, and Notes certificates that verify the user’s identity to an organization's servers.



About ID expiration For security reasons, user IDs are given an expiration date. User ID expiration dates are dependent on certificate dates. When a certificate expires, a user can no longer use it to communicate with servers and clients. If the certification is not renewed by the expiration date, the ID is invalid. Notes prompts the user when the ID is about to expire. Note: Certifier IDs are used to recertify certifiers below them in the hierarchy and to recertify servers and users within their branch of the hierarchy.



Determine when a certificate expires A user is unsure of ID expiration. Follow these steps to determine when the certificates expire. Step



Action



1



Choose FileToolsUser ID. Enter the user password, and click OK.



2



Click Certificates.



3



Select each certificate and view the expiration dates.



Result: Certificate:
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Expiration date:
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5HFHUWLI\LQJDQ([SLULQJ,' (continued)



Create an expiring ID Prior to doing this exercise, create an ID to expire by setting the expiration date to today’s date.



Recertify an expiring ID Walk through the steps detailed on the student page. Suggest students recertify one of the user IDs created earlier.
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5HFHUWLI\LQJDQ([SLULQJ,' (continued)



Why recertify an expiring ID? Recertify an ID: 3 3



If the certificate is about to expire To assign a new expiration date



Recertification requirements To recertify a user requires the following access to the Domino Directory: 3



3



Author with Create Documents access and the UserModifier role or Editor access



Recertify an expiring ID A user has contacted you to report an ID that is about to expire. Follow these steps to recertify the ID. Step



Action



1



From the Domino Administrator, click the Configuration tab.



2



From the Tools menu, choose CertificationCertify.



3



Choose the ID to recertify, and click Open.



4



Enter the ID password, and click OK.



5



Choose the ID used to certify the ID, and click Open.



6



Enter the ID password, and click OK.



7



Select or enter the following:



8
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3



Select the server for the Domino Directory.



3



Enter a new expiration date.



3



Set the password quality.



Click Certify.
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5HFRYHULQJ,'V Present the steps to recovering ID information Present the five steps listed on the student page. Explain that the first step(s) have already been completed prior to entering the classroom. Details on how to set up these conditions can be found in the Domino Administration Help database.



Differentiate lost passwords and recovered information Present lost ID passwords versus new IDs with recovered information. Lost password



Recoverable, the certificate information is intact.



New



Required when the certificates are the problem. Old certification information is required to access the user’s files, then the backup is used.



Introduce the activity This activity takes approximately 5 minutes.
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5HFRYHULQJ,'V Responding to lost ID passwords Users sometimes forget a new password or lose their ID information. There are five basic steps to recover an ID password: Step



Action



Performed by



1



Set up ID file backup and specify authorized administrators.



Administrator - during server setup



2



Obtain recovery information for user’s ID.



Administrator



3



Send a backup ID.



End-user



4



Recover the ID.



Administrator



5



Unlock the ID file.



End-user



Obtain recovery information for user’s ID A user has lost an ID password or corrupted a part of the ID information. Follow these steps to request a recovery backup ID. Step



Action



1



From Domino Administrator, select your assigned server.



2



Click the Configuration tab.



3



From the Tools menu,choose CertificationEdit Recovery Information.



4



Open the World certifier ID file (WORLD.ID) and enter the password.



5



Complete the To:, cc:, Subject:, and Memo fields. For more information on filling in these fields, see Recovering an ID or password in the Domino 5 Administration Help database.



6



Click Export and enter the ID password.



7



Click Send. Click OK.
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5HFRYHULQJ,'V (continued)



Send a backup ID 3 3



Walk through opening the user mail. Give students the name of the Mail-in database created during classroom setup or the addresses of the recovery administrators.



Present administrators password information Present the use of multiple administrators.



Recover a password If you have sent a message to recover an ID, follow the steps on the student page to recover the password.
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5HFRYHULQJ,'V (continued)



Send a backup ID The user next sends a backup ID to the appropriate administrators or to a Mail-in database. Follow these steps to send a backup ID. Step



Action



1



Open the mail message from the administrator.



2



Choose ActionsAccept Recovery Information from the menu.



3



Enter the password.



4



Fill in the To:, cc:, Subject:, and Memo fields. Click Send.



Providing administrator passwords For each assigned administrator, the user's ID file contains a recovery password randomly generated and encrypted with the administrator's public key. The number of administrators required to process this request is set up in the certifier ID.



Recover the ID The next step is for the administrator to recover the ID. The required number of administrators follow these steps to recover the ID. Step



Action



1



From the Backup ID Storage database, detach the backup copy of the user’s ID and save the ID to disk.



2



From Domino Administrator, select the appropriate server.



3



Click the Configuration tab.



4



From the Tools menu, choose CertificationExtract Recovery Password. Enter the administrator’s password and click OK.



5



Select the ID file to recover and click Open.



6



Record the recovery password.



7



Provide the displayed recovery password to the user.
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5HFRYHULQJ,'V (continued)



Present recovery password distribution options Present the various ways to distribute the passwords. Ask students if they have other secure distribution methods within their organization.



Apply the recovery passwords Walk through the final user steps to recover the ID as shown on the student page.
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5HFRYHULQJ,'V (continued)



Distribute recovery passwords After recovering the ID, use one of the following secure methods to forward the recovery passwords to the user: 3 3 3



Have the user phone each administrator and directly enter each password. Place the passwords in a secure location on a file server or intranet location. Supply the recovery passwords in a secure postal message or a non-Notes encrypted e-mail package.



User completes the process When the user receives the mail message that recovery is complete, the user completes the process. Follow these steps to complete the recovery. Step



Action



1



Choose FileToolsRecover ID from the menu.



2



Specify the ID file to recover.



3



Ask the listed administrator for the first password.



4



Enter the password provided by the administrator.



5



Click Enter.



6



Repeat steps 3 through 5 for each designated administrator.



7



Enter and confirm a new password.
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5HFRYHULQJ,'V (continued)



Present best security practices Present best practices as outlined on the student page.
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5HFRYHULQJ,'V (continued)



Best security practices To securely administer ID recovery, follow these guidelines: 3



3



To help prevent unauthorized users from recovering IDs, enable password verification for users and servers. When password verification is enabled, the authorized user is aware of the use of a backup ID because the user cannot access servers using the original ID. After recovering IDs, ask users to re-accept the recovery information and then change the public key on their ID files. Re-accepting recovery information changes recovery password information in the ID file. Changing the public key changes the public and private key stored in the ID file.
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5HVROYLQJ'DWDEDVH3UREOHPV Discuss general problems Ask students for some of the common problems they have experienced.



Introduce the activity This activity takes approximately 5 minutes. The database percentage used should increase after compacting, but may not if the database was not edited.
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5HVROYLQJ'DWDEDVH3UREOHPV Common user problems This section offers information on some of the more common requests for support: 3 3



3



Local databases have grown too large: Use compact. Databases are not accessible or are not showing all documents: Refresh views. Where to get more information.



When to compact a database Compact databases to accomplish the following: 3 3



3



Compact in-place for space recovery and/or reduction. Archive documents on server databases that are configured for document deletion and archiving. Fix corrupt databases that cannot be accessed.



Compact a database A user is unable to open a local database. The error message indicates the database may be corrupt. Follow these steps to compact a database from the user’s desktop. Step



Action



1



From the user’s work space, select the Ideas database (IDEAS.NSF).



2



Choose FileDatabaseProperties.



3



Click the Info (i) tab.



4



Click % used. Note the number displayed.



5



Click Compact to compact the database.



6



Once the database is compacted, click % used again.



Result: Did the number change?
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5HVROYLQJ'DWDEDVH3UREOHPV (continued)



Present refreshing views Present the ways to refresh a view. Point out that some users may not understand the concept of refresh.



Point to the online Help and other courses 3



3
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Present the Domino 5 Administration Help database and show the level of detail available for determining problem resolution there. The Maintaining a Domino Server Infrastructure course contains additional information for maintaining databases.
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5HVROYLQJ'DWDEDVH3UREOHPV (continued)



Refreshing views Often users report that a database is not displaying all of the documents. This may be caused by missing or damaged views in the database. This table describes the keyboard shortcuts to manually update or rebuild views. When to Use



Shortcut



Description



To display current information in the view



F9



Updates the current view



To fix problems with a view



SHIFT+ F9



Rebuilds the current view



To rebuild or update all views



CTRL+SHIFT+F9



Rebuilds all views in a database that are not built; updates all other views



Where to get more information For specific details on other issues, refer to the Domino 5 Administration Help database. Begin by reviewing the following topics: 3 3 3 3 3 3



Troubleshooting database performance Managing databases with the Files tab Monitoring database activity Tools for troubleshooting replication Determining the file format of a database Database maintenance
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5HVROYLQJ&RQQHFWLRQ3UREOHPV Create non-working ports Disable a port access before running trace to get the desired results.



Demonstrate non-working ports Demonstrate the connection tracing capabilities. 3



3
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Show an optional method to test a specific protocol connection to a server: 3 In the server field, enter the following: tcpip!!! pthub (tcpip is the protocol, and pthub is the server name) Show students the NOTES.INI Console_LogLevel setting to control the detail level for messages on the status bar.
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5HVROYLQJ&RQQHFWLRQ3UREOHPV Network troubleshooting Network troubleshooting scenarios are related to specific networks. Specific troubleshooting steps for various network protocols can be found in the Domino 5 Administration Help database.



Tracing network connections To test connections to a server, use the Trace Connection feature. Results of a Trace Connection provide detailed information about the steps involved when connecting to a server and is useful in troubleshooting network connection problems. Network trace information automatically appears on the status bar of a Notes workstation.



Tracing network connections Follow these steps to trace a network connection. Step



Action



1



From the Notes workstation, choose FilePreferencesUser PreferencesPorts.



2



Highlight the protocol/port to analyze.



3



Click Trace Connection.



4



Specify the server to connect to.



5



Click Trace.



Note: Select the Full Trace log options to record the trace information in the Notes Log file (LOG.NSF).
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5HVSRQGLQJWR0DLO3UREOHPV Present message trace and message tracking Present when to trace a mail path versus when to track a message. Ask students when they would choose mail trace.



Suggest an address This activity takes approximately 5 minutes. Suggest students trace a mail path to their Mail file or to another user located on one of the student servers.
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5HVSRQGLQJWR0DLO3UREOHPV What is a mail trace? Domino Administrator includes a Mail trace tool that users and administrators use to troubleshoot delivery problems. This tool does not deliver mail to the user’s Mail file, it traces the path a message would travel to reach another user’s Mail file.



Send a mail trace A user is concerned that mail is not being received by another user. Follow these steps to send a test mail message. Step



Action



1



From Domino Administrator, select PTHub/World.



2



Select the Messaging tabMail tab.



3



From the Tools menu, choose MessagingSend Mail Trace.



4



In the To field, enter or select a mail user.



5



In the Subject field, enter Mail trace message for username.



6



Choose a delivery report option: 3



Each Router on Path: Returns a Trace report indicating each router hop.



3



Last Router Only: Returns a Delivery Confirmation report from the destination server only.



7



Click Send.



8



View the delivery report in your Mail file.
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5HVSRQGLQJWR0DLO3UREOHPV (continued)



Create mail to be tracked Verify that mail was sent to or by the students. If mail was sent recently, restart the MTC Collector task to gather the tracking information.



Note the Message Tracking Restrictions fields This activity takes approximately 10 minutes. Either during or after the activity, point out the Server document fields related to restricting message tracking in the document: 3 3
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Don’t track messages for Don’t log subjects for
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5HVSRQGLQJWR0DLO3UREOHPV (continued)



What is mail tracking? Mail tracking gives administrators the ability to follow a previously sent mail message. A Mail Tracking database on each server records the progress of the message to its final destination.



Track a message The mail trace verified the path to the other server is available. However, the recipient has not received the message. Follow these steps to request a message tracking report. Step



Action



1



From Domino Administrator, select a server where the message originated.



2



Select the Messaging tabTracking Center tab.



3



Click New Tracking Request. Complete the form: 3



From: Select originator from the Domino Directory



3



Sent: Today



3



Start: Current Server



4



Click OK.



5



Select a message in the Results pane.



6



Click Track Selected Message.



7



Select the result in the lower left pane.



8



View the results in the lower right pane.
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$ERXW7KLV$SSHQGL[ Exercise solutions This appendix provides additional information about the classroom exercises. Information about activities is not provided. All exercise keys are provided in the order in which they appear in the course materials.
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/HVVRQ&RQILJXULQJ1RWHV8VHUV Add Internet connections to a client Follow these steps to add Internet connections to a client. 3 3 3 3



Create a database link and edit the Setup Profile. Edit the Person document. Open the Notes Client. Verify the update.



Create a database link and edit the Setup Profile Follow these steps to create a database link of the Customer Information database. Step



Action



1



From the Notes client bookmark list, select the Customer Information database.



2



From the right-click menu, select DatabaseCopy as Link.



3



Close the Notes client.



Follow these steps to add the database link and an Account document for the LDAP protocol. Step



Action



1



From the Domino Administrator client, select your assigned server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionSetup Profiles view.



3



Select your region’s Setup Profile and click Edit Setup Profile.



4



Click the Databases tab.



5



Place the cursor in the field Create As new replicas on user’s machine and choose EditPaste.



6



Click the Accounts tab.



7



Enter the following information: Account names: BigfootNew Server address: ldap.bigfoot.com Protocols: LDAP Use SSL connection: 0



8



Click Save and Close.



Maintaining Domino Users



A 3 3



,QVWUXFWRU Appendix A 3 Exercise Solutions



/HVVRQ&RQILJXULQJ1RWHV8VHUV (continued)



Edit the Person document Follow these steps to edit the Person document. Step



Action



1



From the Domino Administrator, select your assigned server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionPeople view.



3



Select the Person document, and click Edit Person.



4



On the Administration tab: In the Setup Profile(s) field, add the name of the edited Setup Profile.



5



Click Save and Close.



Open the Notes Client Follow these steps to open the Notes client. Step



Action



1



Open the Notes client.



2



Enter your password and click OK.



3



Open your Mail file on the server.



Verify the Update Follow these steps to verify the update. Step



A 3 4



Action



1



From the Notes client, select the bookmark list.



2



Verify the Customer Information database is listed in the bookmarks as a local file.



3



Open the local Address Book.



4



Select ViewAdvancedAccounts.



5



Verify the new Account document is listed.



6



Close the Address Book.



7



Close the Notes client.
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/HVVRQ8SGDWLQJ8VHUV Add an Organizational Unit (OU) Follow these steps to add an OU. 3 3 3 3



Create a new OU certifier. Change the certifier for two users. Complete the move. (Optional) Delete a user.



Create a new OU certifier Follow these steps to create a new OU certifier. Step



Action



1



From Domino Administrator, select your assigned server.



2



Select the Configuration tab.



3



From the Tools menu, choose Registration¬Organizational Unit.



4



Select the World certifier ID file (WORLD.ID), and click Open.



5



Enter the certifier ID password, and click OK.



6



Click Registration Server, select your server, and click OK.



7



Click Set ID File, enter a new certifier ID file name for the region, and click OK.



8



Enter the Organizational Unit name, for example, Region name.



9



Select a password quality, and enter a certifier password.



10



Select a Security type.



11



Enter PTAdmins as the administrator group to receive certification requests.



12



Click Register.
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/HVVRQ8SGDWLQJ8VHUV (continued)



Change the certifier for two users Follow these steps to change the certifier for two users. Step



Action



1



From the Domino Administrator, click the People & Groups tab.



2



Select your assigned users.



3



From the Tools menu, choosePeopleRename.



4



In the field Number of days (from 14 to 60) the old name should still be honored, accept the default of 21 days.



5



Click Request Move to New Certifier.



6



Choose the original certifier ID, and click Open.



7



Enter the your new OU certifier ID name, and click Submit Request. (continued on next page) ...
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/HVVRQ8SGDWLQJ8VHUV (continued)



Complete the move Follow these steps to complete the move. Step



Action



1



From Domino Administrator, select the Server tabAnalysis tabAdmin Requests (5.0) sectionNameMove Requests view.



2



Select the users to be moved.



3



Choose ActionsComplete move for the selected entries.



4



Select the new certifier, and click Open.



5



Enter the certifier password, and click OK.



6



Click Certify.



7



Click OK.



(Optional) Delete a user (Optional) Follow these steps to delete a user. Step



Action



1



From the Domino Administrator, click the People & Groups tab.



2



Select a user name you registered earlier.



3



From the Tools pane, select PeopleDelete.



4



Click Yes to delete the Person documents.



5



Select Don’t delete mail file.



6



Click OK.



7



Click Yes.
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/HVVRQ8SGDWLQJ*URXSV Create a group Follow these steps to create a group. Step



Action



1



From the Domino Administrator, select your assigned server.



2



Select the People & Groups tabDomino Directories viewWorld’s Address Book sectionGroups view.



3



Click Add Group.



4



On the Basics tab, complete the following fields: Group name: Unique name describing the group’s use. For example, All Support Group type: ACL List only Description: Unique description. For example, All Support Staff in PT Members: For example, PTAdmins, User Support



5



On the Administration tab, complete the following fields: Owners: PTAdmins Administrators: PTAdmins Foreign directory sync allowed: No



6 3



3



3



Click Save and Close.



The name of the group is dependent on your choice. An example would be: All Support. The group type is dependent on the user choice. An example would be: ACL only: The group is used to control database access. The group members are dependent on the classroom setup and activities. An example would be: PTAdmins: Group name User Support: Group name (continued on next page) ...



A 3 8



Maintaining Domino Users



,QVWUXFWRU Appendix A 3 Exercise Solutions



/HVVRQ8SGDWLQJ*URXSV (continued)



(Optional) Delete the group Follow these steps to delete the group. Step



Action



1



From the Domino Administrator, click People & Groups.



2



Select the group for deletion.



3



Click Delete Group, and click Yes to continue.



4



Select Yes to immediately delete the group.
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/HVVRQ8SGDWLQJ6RIWZDUH Install Notes Minder Follow these steps to install Notes Minder. Step



Action



1



Run the Notes 5.0 client Install executable, SETUP.EXE, from the appropriate directory or the Notes 5.0 CD.



2



Click Next on the Welcome screen.



3



Click Yes to agree with the terms of the Lotus Licensing Agreement.



4



On the next screen, enter the Notes user name and organization. Click Next.



5



On the next screen, perform the following steps: 3



Install program files to the appropriate directory. For example, \Notes.



3



Install data files to the appropriate directory. For example, \Notes\data.



3



Click Next.



6



Choose the appropriate client type, and click Customize.



7



Remove the check marks from all options except Notes Minder and click Next.



8



3



Confirm the Group in which to include the client software. The default is Lotus Applications.



3



Click Nextto begin copying files.



9



(Optional) Enter registration information, and click OK.



10



Click Finish.



The files added to the client include: NNUME.DLL NMINDER.EXE
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$ERXW7KLV'RFXPHQW Worldwide Corporation’s infrastructure This document gives an overview of Worldwide Corporation’s infrastructure. It is intended to provide an overall view of the environment as designed by the planning team. It does not provide details on specific Domino functionality. This document will be continually updated. Administrators should refer to the Policies database on any Worldwide Corporation server for the latest version of this document. Lotus Domino/Notes is Worldwide Corporation’s global standard for electronic mail and for developing and deploying groupware applications.
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2UJDQL]DWLRQ6WUXFWXUH Worldwide Corporation’s organizational chart The following diagram shows the structure of Worldwide Corporation.
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8VHU1HHGV Application access by department Worldwide Corporation’s users require the following access to applications. Information Groups



Who



Domino Server



Policies



All



Application



Product Catalog



All



Web



Price list



3



Sales



3



Application



Purchase order application



3



Finance



3



Web



3



Customers



3



Resellers



3



Sales



3



Application



3



Support



3



Mail



3



Distribution



3



Communication



3



Development



3



Application



3



Product management



3



Mail



3



Manufacturing



3



Support



Customer service application



MRP application



Note: User needs were determined by function across all geographies.
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6HUYHUVE\7DVN Tasks to be performed by each server Worldwide Corporation will designate servers to specific tasks based on Information Groups. The following table lists the servers, associated tasks, and rationale behind the decision. Server Type Mail



Application



Web



Hub



Maintaining Domino Users



Tasks Stores users’ mail and databases and routes mail across the intranet and Internet.



Stores application databases.



Provides access to an application from the Internet or to a corporate intranet. Can use either: 3



Domino HTTP stack



3



Microsoft IIS



Routes mail and replication databases to and from other hub or spoke servers.



Rationale 3



Provides easier administration.



3



Minimizes server processor load.



3



Reduces network traffic.



3



Provides predictable server performance and grouping of users.



3



Allows user access to databases when Mail server is down.



3



Provides easier administration.



3



Groups applications by usage, replication needs, and/or security requirements.



3



Allows tuning of server to optimize performance and response time independent of mail usage.



3



Enables ease of expansion by adding new database servers as usage and storage needs increase.



3



Can be placed outside the firewall for Internet access.



3



Provides employees with access to corporate information from a browser.



Provides easier administration and maintenance.
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Server Type Internet Messaging



Tasks Provides non-Domino mail services, such as:



Rationale Uses Domino server to: 3
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3



POP3



3



IMAP



3



SMTP



3



NNTP



3



LDAP



Provide employees with access to nonDomino mail files.
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6HUYHUVE\/RFDWLRQ Worldwide Corporation’s domain There will be one Domino domain (World) that includes all Worldwide Corporation offices. Worldwide Corporation’s Internet domain name was previously established as World.com.



Topology Worldwide Corporation has selected a hub-and-spoke topology for ease of management and future expansion. Each regional office will have a hub server and one or more spoke servers. Each site will be set up to run independently, although they will be connected to the corporate hub. Connection documents are required for replication to tell the corporate hub how and when to communicate with other servers and for spoke servers to connect to the corporate hub. Portugal (Lisbon) is the center of the infrastructure. Lisbon houses the main hub server and has high-speed links running to the offices. Each individual Domino server is responsible for its own mail routing and replication events. The hub server is responsible for replication of the critical databases between all its spoke servers. The following map shows the locations and types of servers.



Portugal Hub Mail Corporate Hub Application



Brazil Hub



UK Mail



Application
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6HUYHUVE\/RFDWLRQ (continued)



The Lisbon hub server The hub server is the administration server for the Worldwide Corporation domain. It replicates the Directory Catalog and the Administration Requests database to all other Domino servers within the Worldwide Corporation domain (World). Sales offices and sales representatives will dial into their local regional hub server using Notes clients and Internet clients, such as browsers. Customers and vendors will have access through a Web server in Lisbon.



Domino Named Networks The regional sites will be logically grouped into Domino Named Networks (DNN), since they share a common protocol (TCP/IP) and are constantly connected. Grouping the DNNs this way will ensure that users see information on their local servers. This will help to reduce network traffic. Each country office has one or more Domino servers. The following table shows the countries to be configured and the DNNs for each country. Country
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Country Code



DNN



Connect Status



Portugal



PT



WorldPTNET1



WAN



United Kingdom



UK



WorldUKNET1



WAN



Brazil



BR



WorldBRNET1



WAN
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6\VWHP$GPLQLVWUDWLRQ System administration allocation System administration is locally controlled by region, but monitored from the Lisbon office. 3 3



3



Administration tasks are controlled by regional administrators. General policies and guidelines are maintained and distributed from the Lisbon office. Implementation and design changes are carried out after business justifications are submitted and approved.



All system administrators use Domino Administrator for all administration tasks.
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1HWZRUN Wide Area Network (WAN) expansion Worldwide Corporation added to its existing WAN by: 3 3 3 3 3 3



Incorporating TCP/IP as its primary network protocol Developing a plan to phase out non-TCP/IP protocols over time Using AT&T’s global frame relay network as its global WAN Adding networking to the Rio office Adding networking connections to all offices from the Lisbon office Upgrading existing server network cards and adding network cards



Although the WAN was upgraded, Worldwide Corporation does not want to rely solely on the network. The company purchased additional servers for regional offices to ensure reliability and consistency across geographic locations.
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'LUHFWRU\6WUDWHJ\ Domino Directory and Directory Catalogs There will be only one Domino domain (World) for the entire Worldwide Corporation Domino environment. The model matches the physical layout of the Worldwide Corporation WAN. The first configured server (the corporate hub) will have full administration rights over the entire domain. The Domino Directory will reside on the corporate hub server in Lisbon, and replicate to each regional hub server. The corporate hub will create Directory Catalogs and replicate to regional hubs for use by remote users. Remote users can keep a local replica of the Directory Catalog on the client for faster response time and timely encryption of messages. System administrators will periodically update the Directory Catalog and replicate once a day to hub servers. Directory access is from: 3 3 3



Notes clients Web browsers Other e-mail and directory clients
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5HSOLFDWLRQ7RSRORJ\ Hub-and-spoke topology A hub-and-spoke topology will be used for replication. This structure consists of a main hub with two spoke servers (which are the regional hub servers). Each regional hub server also has its own spoke servers. The corporate hub server will be the main hub and take overall control of replication. There will be Connection documents from the main hub to all regional hub servers. Replication will be Pull/Push. The following map shows Worldwide Corporation’s replication topology. Corporate Hub



Portugal Hub Mail



Application



Brazil Hub



UK Mail



Application
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$SSOLFDWLRQ7\SHV Locations for applications Types of applications will be separated and will reside on different application servers to isolate problems and simplify management. All applications will be replicated to the Lisbon hub for central control and reliability. Application Type



Resides on Lisbon Application Server and...



Replication Schedule



Policies and Restrictions



Customer Service application



All regional application servers



Daily during mutual off-peak hours for Lisbon and regional hub



Local languages and customs, and escalation procedures



Purchase Order application



All regional application servers



Daily during mutual off-peak hours for Lisbon and regional hub



Local languages and regulations



Policies database



All regional application servers



When changes are made



Local languages and customs



Price lists



All regional application servers



When changes are made



Local languages and currencies



Catalogs



All regional application servers



Quarterly or when changes are made



Local languages



MRP application



Brazil application server



When changes are made



Local languages
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0DLO5RXWLQJ6WUDWHJ\ Internal and external mail routing Each region will have its own server that is responsible for local mail delivery, but will rely on the corporate mail server for inbound Internet mail. 3 3



Simple Message Transfer Protocol (SMTP) will route mail to the Internet. The Notes Remote Procedure Call (NRPC) will route mail within the corporate intranet.



The following configuration provides for ease of configuration and optimum load balancing and failover. 3 3 3 3



3



There is one Internet domain. ISP is used as a relay host to the Internet. There are regional Domino Named Networks (one for each region). The Corporate hub in Lisbon is enabled to route external mail using the SMTP protocol. All mail servers have Connection documents and route mail using NRPC internally.



Mail administrators Administrators must perform the following tasks: 3



3



3
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Store the Internet domain name in the Foreign SMTP and Global Domain documents. List the inbound mail servers in the MX records in the Domain Name Service under the domain’s name. Only one is required. Note: Load balancing for multiple servers is dependent on the algorithm used by the client SMTP system to select a server from the MX records. Configure complete address lookup or local part only lookup to identify each mail recipient’s mail server so that the Router can make the final delivery.
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0DLO5RXWLQJ6WUDWHJ\ (continued)



Mail clients Initially, all mail users will have Notes Mail files. In the future, some mail users may use other Internet mail client software. At that time, Worldwide Corporation will set up select Internet POP3 Messaging servers for non-Notes Mail clients to access Mail files on the Domino server.



Mail monitors and controls The following mechanisms will be put into place for monitoring and controlling mail: 3 3 3 3



Automated testing of mail routers Mail quotas Maximum message size for inbound and outbound message set to 10 MB User restrictions, such as full-text indexing



Mail routing topology The following map shows Worldwide Corporation’s mail routing topology.



Internet



Corporate Hub



Portugal Hub Mail



Application



Brazil Hub



UK Mail



Application
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:RUOGZLGH&RUSRUDWLRQ·V1DPLQJ &RQYHQWLRQV Organization and organizational unit naming The following table defines the Worldwide Corporation naming scheme. Organization Component



Value



Certifier



Organization (O)



World



CERT.ID



Organizational Units (OU)



PT: Portugal UK: United Kingdom BR: Brazil SVR: All servers



PT.ID UK.ID BR.ID SVR.ID



Organizational units are based on geographic regions. The servers’ organizational unit will be used for better control of management and creation of servers. All organizational units and common names are descendants of the organization certifier /World.



User naming The following table provides user naming conventions. Type
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Syntax



Common name for Domino environment



Firstname Lastname



Internet mail addressing



[email protected] where username = Firstname_Lastname
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:RUOGZLGH&RUSRUDWLRQ·V1DPLQJ&RQYHQWLRQV (continued)



Server naming The following table provides examples of regional server names. Country



Country Code



Server Names



Portugal



PT



PTHUB01/SVR/World (Hub/Comm) PTAPPS01/SVR/World (Application) PTMAIL01/SVR/World (Mail)



United Kingdom



UK



UKHUB01/SVR/World (Hub) UKAPPS01/SVR/World (Application) UKMAIL01/SVR/World (Mail)



Brazil



BR



BRHUB01/SVR/World (Hub) BRAPPS01/SVR/World (Application) BRMAIL01/SVR/World (Mail)



Naming examples The following table provides naming examples. If You Want to... Create a new server.



Then... Use the name XXType##/SVR/World, where: 3



XX is the standard country code.



3



Type is the server type (for example, mail).



3



## is the server number of this type.



For example, the first mail server in Australia might be: AUMAIL01/SVR/World Create a new organizational unit.



Use the standard country code that identifies the location of the organizational unit. A new organizational unit for Canada might be: /CN/World
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If You Want to... Create a new user.



Then... Certify under the regional organizational unit where the user works. A new user named Sara Jones in London would be: Sara Jones/UK/World The corresponding Internet name would be: [email protected]
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:RUOGZLGH&RUSRUDWLRQ·V1DPLQJ&RQYHQWLRQV (continued)



Certifier/ID management policy The following table describes the certifier/ID management policy. Type Organization certifier



Organizational unit certifiers



Server IDs



User IDs



Key files for Internet (X.509) certificates
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Management Policy 3



Lisbon system administrators create the O certifier.



3



Lisbon system administrators create the OU certifiers.



3



Access is limited to two administrators using multiple passwords.



3



Store IDs on multiple disks in protected areas.



3



Regional administrators and Lisbon administrators keep copies of OU certifiers.



3



Store IDs on multiple disks in protected areas.



3



Lisbon system administrators create all server IDs.



3



Store IDs on the server.



3



Use only for the server.



3



Regional administrators create user IDs.



3



Regional system administrators keep copies of IDs in a secure database on the regional Hub server.



3



Use a Certification Log database to track certification.



3



All Certifier IDs have multiple passwords and expiration dates of two years from date of creation.



3



Store backups in a secure off-site location.



3



Using Domino as a Certificate Authority, administrators will create X.509 certificates using the Certificate Authority Application on a workstation and store the CA key ring on that workstation, not on the server.



3



Do not distribute these files to other administrators in the organization.



3



Store the certificates in a secure off-site location.



3



Store in corporate user Notes ID files.



3



Store in trusted LDAP directories (for customers).
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:RUOGZLGH&RUSRUDWLRQ·V1DPLQJ&RQYHQWLRQV (continued)



Hierarchical naming for Worldwide Corporation The following diagram shows the organization hierarchy, including currently planned server names.



/World



/PT/Word



/UK/World



/BR/World



/SVR/World



PTHub01 UKHub01 BRHub01 PTMail01 UKMail01 BRMail01 PTApps01 UKApps01 BRApps01
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5HPRWH$FFHVV Internet access The following Internet access will be used: 3 3



Authenticated access for employees Public access Web server for vendors, resellers, and customers, including controlled access to servers, applications, and data



The following table describes types of access. Employees



Customers



Vendors



X.509 certificates



Anonymous access to catalog and public company information.



Anonymous access



Future: User name and password access to information about their own orders (for example, shipping information)



Resellers Authenticated access through outside LDAP directories.



Remote users Users at offices that do not have direct connections to the WAN can use an Internet Service Provider (ISP) to access the Domino system through a local firewall server. Remote users can dial into their mail server through the local firewall servers.
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6HUYHU&RQILJXUDWLRQVDQG6HFXULW\ Server licenses The following table lists the server licenses that will be used for each of the server types. Server Type



Server License



Rationale



Domino Mail and Internet messaging servers



Domino Mail Server



Provides Domino and Internet mail services.



Application and Web servers



Domino Application Server



Provides custom database applications for Notes and Web clients.



Hub server



Domino Enterprise Server



Provides the following services: 3



Clustering



3



Partitioning



File structure The following table lists the standard file structure on the servers. Path



Contents



Description



domino



System files, client files



Client files will be installed for network distribution purposes.



domino\data



Databases, general data files



Domino system databases that are required for Domino to function properly.



domino\data\critical



Databases



Critical applications that require frequent replication.



Use the default installation file paths whenever possible to ensure standardized training and ease of support and troubleshooting. Tip: Store Domino executables on a separate disk than Domino data for better performance. These areas of the Domino file structure are only accessible to designated personnel for installation purposes. All other Domino data is protected by operating system security and is accessible to Domino administrators only.
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6HUYHU&RQILJXUDWLRQVDQG6HFXULW\ (continued)



Configuration documents Every Worldwide Corporation server has its own Server Configuration document. This ensures that each server configuration can be modified separately and that there is a log of any changes made. The Domino Configuration database will be used for server setup to streamline and automate setup. A Configuration document exists for each server type (for example, hub, mail, and application). These documents are distributed to other servers of the same type.



Domino servers by server type The following table lists the minimum requirements for all Server Configuration documents. Domino Server Type Standard services for all servers



Mail servers



Recommended Options 3



Mail Router



3



Agent Manager



3



Replicator



3



Administration Process



3



Indexer



3



Event Manager



3



Statistics



3



Calendar Connector



3



Schedule Manager



3



HTTP for Web mail



Application servers



3



Standard services only, no additional services



Hub servers



3



HTTP, both mail and applications



3



SMTP (Lisbon hub only)



Web servers



3



HTTP for Web applications



Internet messaging servers



3



POP3 and SMTP



3



IMAP



3



LDAP



3



NNTP



Maintaining Domino Users



B 3 2 3



,QVWUXFWRU Appendix B 3 Worldwide Corporation Infrastructure Plan



6HUYHU&RQILJXUDWLRQVDQG6HFXULW\ (continued)



Group naming for server access Groups will be used to determine access to servers and for added security. The following naming convention will be used to identify the location and type of group: region[global]descriptionofgroup For example: PTAdmins or GlobalSales Within groups, names are sorted in alphabetical order.



Deny access groups As an added security feature, Worldwide Corporation will use four groups. These groups represent our access denial to any Worldwide Corporation servers. In each server restrictions setting, these groups will be added in the Not access server fields. The following table describes the four groups. Group name



Description



Deny Access A-F



Denial for people whose surnames begin with the letters A through F.



Deny Access G-L



Denial for people whose surnames begin with the letters G through L.



Deny Access M-R



Denial for people whose surnames begin with the letters M through R.



Deny Access S-Z



Denial for people whose surnames begin with the letters S through Z.



Before deleting users from the Domino system, add them to one of these groups. This will ensure immediate denial to any Worldwide Corporation server. Note: This is subject to replication of the changes throughout the domain. Replication will take no longer than 60 minutes.
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6HUYHU&RQILJXUDWLRQVDQG6HFXULW\ (continued)



Server configuration plan The following table describes the server configuration plan. Standard



Requirement



Database size quotas



No database size quotas



Database names



No database naming standards



File system directory structure



Standard directory structure, for example:



Groups spanning the entire organization



3



\Domino\Data\Global\HR1



3



\Domino\Data\Global\Marketing



3



\Domino\Data\Local\Marketing



3



\Domino\Data\Local\Dev1



One global group for the entire company, for example: 3



GlobalWorld (for all Worldwide Corporation employees)



One group for all server administrators, for example: 3



GlobalAdmins



Groups for specific categories of employees, for example: 3



Groups at all sites



GlobalSales



A group for each region, for example: 3



PTAll (for all Worldwide Corporation employees in Portugal)



One group for administrators per region, for example: 3
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&OLHQW&RQILJXUDWLRQVDQG6HFXULW\ Client licenses The client licenses used will be: 3



3



3



Notes Client: Used for most users, all generic IDs, and any contractual or affiliate accounts. Domino Designer: Used for users who will create, modify, or design databases. Domino Administrator: Used for system administrators.



Desktop deployment Setup Profiles will be used to set up users’ desktops. For Internet mail, Account documents will be created locally for each mail protocol. Mail will be stored in Notes rich text format. Worldwide Corporation will use Setup Profiles to create and update Location and Connection documents on workstations for dial-up users to determine where and how to locate the servers.



Client IDs and certificates The following table describes the policy regarding client IDs and certificates. Type Notes client IDs



Internet client browsers
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Policy 3



Certify all IDs using a Domino certificate.



3



Users responsible for secure or encrypted information, such as pricing information to resellers, will hold an Internet (X.509) certificate.



3



Stored on workstations for all users and encrypted locally.



3



Copies are kept in a secure location by local as well as corporate administrators.



3



Accept CA certificate as a trusted root.



3



Store internal signed client certificates for access to secure information.
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&OLHQW&RQILJXUDWLRQVDQG6HFXULW\ (continued)



Client database access Groups will be used to determine access to applications. The following naming conventions will be used to identify location and type of group: region[global]databasenameaccess For example: RioCustomerServiceReaders or GlobalPoliciesReaders Within groups, names are sorted in alphabetical order.



File storage Client-based data files, such as IDs, the NOTES.INI file, and *.DSK, will be stored on the workstation for all users and encrypted locally.
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,PSOHPHQWLQJWKH'HSOR\PHQW3ODQ Implementation checklist Complete these procedures to implement the Domino/Notes components of the Worldwide Corporation deployment plan. Task
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Procedure



4



1



Set up the first server.



4



2



Add an administrator’s workstation.



4



3



Add Domino servers.



4



4



Add Notes clients.



4



5



Set administration preferences.



4



6



Set up access to servers.



4



7



Set up access to the Domino Directory.



4



8



Set up server logging.



4



9



Synchronize Domino system databases throughout the domain.



4



10



Add mobile clients.



4



11



Route mail internally.



4



12



Route mail to the Internet.



4



13



Set up Calendaring and Scheduling.



4



14



Configure the Domino Web server.



4



15



Set up a certifying authority for SSL and S/MIME.



4



16



Set up Internet protocols for SSL.



4



17



Set up browser and Notes clients for SSL and S/MIME.



4



18



Configure Internet messaging servers.



4



19



Set up non-Domino messaging clients.
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,QVWUXFWRU Appendix C 3 User Registration Information



'HIDXOW5HJLVWUDWLRQ,QIRUPDWLRQ User registrations must meet the following guidelines.



Pre-Setup Information



Description



User’s mail server names:



The mail server is where a user’s Notes Mail database file is stored.



3



PTMail01/World



3



PT/Mail02/World



User name as it appears in user ID (fully distinguished name) Full Name as applies



The password for the user ID use: lotusnotes Exact location of user ID



Make sure the spelling is exact. When a Domino Administrator registers a new user, a user ID is generated. Each user ID is a unique file that identifies users and provides them with access to mail and other Domino servers. The Domino Administrator specifies a password when registering a new user. The user ID should be stored either in: 3



The Domino Directory on the mail server. If the user ID is in the Domino Directory, Notes copies it automatically during setup.



3



In a file on a disk or network drive.



Store in World’s Domino Directory (NAMES.NSF)



Type of network connection and network protocol or, if a serial connection, the active COM port and type of modem See instructor



This determines how a workstation connects to Domino servers (network, remote, network and modem, or no connection). If the workstation has a network connection, you need to know what protocol is being used.
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8VHU5HJLVWUDWLRQ,QIRUPDWLRQ Memo: To head of IS department, Worldwide Corp. Please enroll the following new users in the Sales organization. Students: Determine the short name for each user and the Internet name. Region



1.



AU



First Name Last Name Tom Yeats



2.



Michel Sharpe



3.



Benjamin Roberts



4.



Robert Hawthorn



5.



FR



Pierre Angeles



6.



Sienna Gandon



7.



Anne Pierre



8.



Erin Dubois



9.



BR



Nina Cortez



10.



Jose Auil



11.



Gloria Lopez



12.



Martina Lopez



13.



CA



Susan Heinlein



14.



Nathan Engle



15.



John Hargus



16.



Penolope Winthrop



17.



KE



Ignie Bwahama



18.



Igundura Ngalo



19.



Alex Nguiuma



20.



Adonia Ayebare



21.



EC



Lisette Haug



22.



Carlos Giralt



23.



Lorena Formas



24.



Maria Fontenelli
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,QVWUXFWRU Appendix C 3



8VHU5HJLVWUDWLRQ,QIRUPDWLRQ (continued)



Region



25.



Kay Shieh



26.



Chang liu



27.



Xingxing Yang



28.



Chin Yu



29.



IL



Basim Jaber



30.



Kadahr Kabari



31.



Alin Kalev



32.



Rita Lazar



33.



GR



Nikol Amidas



34.



Alex Anagnostoy



35.



Dimitr Dimopoylos



36.



Afoi Hristidi



37.



IT



Joseph Raguilio



38.



Anthony Vardaro



39.



Roberto Botecellini



40.



Fredrico Tagareillo



41.



IN



Veraje Navkal



42.



Anil Patnaik



43.



Apoorva Vijayakumar



44.



Pooja Shankar



45.
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SG



FirstName Last Name



JP



Iris Yamato



46.



Jade Kiro



47.



Yuko Satoh



48.



IsaoFujita
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,QVWUXFWRU Appendix D 3 Client System Requirements



&OLHQW5HTXLUHPHQWV Machine configuration requirements The following table lists the platform and system requirements for Notes R5.0a and R5.0.1a client machines. Platform



Windows 95/Windows 98



Windows NT



Certified operating system versions



Windows 95 (see "Windows Service Packs" release note for Service Pack information)



Windows NT Workstation 4.0 (see "Windows Service Packs" release note for Service Pack information)



Windows 98 Processors supported



Intel Pentium



Intel Pentium



RAM



8 MB minimum



16 MB minimum



32 MB or more recommended



32 MB or more recommended



Notes client:



Notes client:



69 MB minimum 112 MB or more recommended



69 MB minimum 112 MB or more recommended



Disk space



The minimum amounts are the disk space required for installing default files. More disk space is required if databases are replicated locally or copied locally.



Designer client: 70 MB minimum 236 MB or more recommended Administrator client: 78 MB minimum 182 MB recommended



Designer client: 70 MB minimum 236 MB or more recommended Administrator client: 78 MB minimum 182 MB recommended



Monitors supported



D 3 2



Color monitor required



Color monitor required
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&OLHQW5HTXLUHPHQWV (continued)



Network protocols The following table lists the network protocols supported for Notes R5.0a and R5.0.1a client machines: Protocols supported



Windows 95/98



Windows NT



AppleTalk



No



No



Banyan VINES



Yes



Yes



ISDN*



Yes



Yes



NetBIOS/NetBEUI



Yes



Yes



SNA*



No



No



SPX



Yes



Yes



SPX II



No



Yes



TCP/IP



Yes



Yes



X.25*



No



No



X.PC



Yes



Yes



Note: Notes WAN Drivers are available for download from http://www.lotus.com: 3 3 3



Connect for X.25 Connect for SNA Connect for CAPI ISDN
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,QVWUXFWRU Appendix E 3 Setting Up Mobile Clients







6HW8S0RELOH&OLHQWV



(Optional) Show a remote access workstation setup Run the Mobile Setup ScreenCam (CONFIGMOB.SCM) and show the options for configuring remote access. This ScreenCam walks through all the steps, from initial configuration to all the remote access options.



(Optional) Enable the port This demo requires a workstation with a modem. Use the steps on the student page to enable the modem. If modems are configured on the student client systems, have the students follow the steps.
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,QVWUXFWRU Appendix E 3 Setting Up Mobile Clients







6HW8S0RELOH&OLHQWV Mobile configuration options Mobile users can connect to a Domino server using a dial-up or other remote server access method. Remote workstation configuration is performed using one of the following methods: 3 3 3



Workstation setup for remote access Setup profile with appropriate dial-up connection information Workstation Location document



Each of these methods allows users to define the connection type and phone dialing information for remote access. Location and Connection documents store this information on the client workstation.



Configuring remote connections To connect a client to a server from a remote location, the computer must have specific configuration information. This information is derived by completing the following processes: 3 3



Set up a modem: Configure the modem per manufacturer instructions. Configure a Port: Configure the Notes client to recognize the modem.



Enable a communication (COM) port The Notes client is configured to recognize the communications (COM) port where the modem is installed. Follow these steps to enable the COM port. Step



Action



1



Choose FilePreferencesUser Preferences.



2



Click Ports.



3



Under Communications ports, scroll down and select the appropriate port, for example, COM1.



Result: The associated driver, XPC, is displayed. 4
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Select Port enabled (If not already enabled).
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6HW8S0RELOH&OLHQWV (continued)



Show a Location document Open the Location document on your workstation. Review the fields described in the list on the student page. Relate the values to the setup prompts. Describe how problems may occur for the mobile user who is working in the office and may be attempting to use a Location document that is for use only when the user works at home. Another possibility is that the Location document may contain incorrect information.



View a Location document If the dial-up server access is available, demonstrate it here. If not, create a mobile Location document on the system being used to allow the user to view the mobile document. Note: In R5.0.1, if dial-up connectivity is not previously configured on the system, creating the Location document causes a severe error (Red Box). 3



3
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Use the steps on the student page to view a Location document for dial-up connectivity. From the Personal Address Book, open the created Connection document.
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6HW8S0RELOH&OLHQWV (continued)



View a Location document for a mobile client Location documents enable users to switch between the types of available connectivity. Follow these steps to determine the Location document currently being used and show a list of the available Location documents. Step



Action



1



From the main menu, choose FileMobileLocations



2



Double click the name of the current Location document.



3



Review the Location document attributes to see that it covers the user’s needs.



When configuring a client with dial-up, a mobile Location document is created. However, to reconfigure a user as a mobile user, create a mobile Location document with the specific connection information.
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6HW8S0RELOH&OLHQWV (continued)



Review Location document settings for a mobile client Review the items listed on the table on the student page. Discuss the use of specific replication server’s requirements.
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6HW8S0RELOH&OLHQWV (continued)



Mobile Location document settings Use the following settings to create a Location document for a mobile client. Tab/Field



Information



BasicsLocation type



Select Direct Dialup or Network Dialup.



Servers Home/mail



3



Enter the name of the mail server.



3



(Optional) In the Passthru server field, specify a passthru server for the location.



3



(Optional) In the Catalog/Domain search server field, specify a Domain server for the location.



3



(Optional) In the Domino directory server field, enter the hierarchical name of your Domino directory server.



Ports



Choose one of the enabled ports that Notes displays.



Phone Settings



Specify phone dialing information.



Mail



Specify mail options for the location.



(Optional)



3



Replication tab: Choose to enable or disable a replication schedule for the location. Replication is disabled by default.



3



Basic tab: In the Prompt for time/date/phone field, select Yes for Notes to ask for location-specific information when selecting the location.



3



Internet Browser tab: Select a browser to use at this location: Notes Notes with Internet Explorer Netscape Navigator Microsoft Internet Explorer Other: If selected, click Browse to specify the location of the application in the user’s operating system. The default is Notes.
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