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Introduction This book is intended for web designers, entrepreneurs, students, teachers, and anyone who is interested in learning CGI programming. You do not need any programming experience to get started - if you can write HTML, you can also write CGI programs. If you have a web page, and want to write CGIs, then this book is for you. What is CGI? “CGI” stands for “Common Gateway Interface.” CGI is the method by which a web server can obtain data from (or send data to) databases, documents, and other programs, and present that data to viewers via the web. More simply, CGI is programming for the web. A CGI can be written in any programming language, but Perl is the most popular, and for the course of this book, Perl is the language we’ll be using. Why learn CGI? If you’re going to create web pages, then at some point you’ll want to add a counter, a form to let visitors send you mail or place an order, or something similar. CGI enables you to do that and much more. From mail-forms and counter programs, to the most complex database scripts that generate entire websites on-the-fly, CGI programs deliver a broad spectrum of content on the web today. If you’ve ever looked at a site such as Amazon.com, DejaNews, or Yahoo, and wondered how they did it... the answer is CGI. CGI experience is also in high demand from employers now; you could substantially improve your salary and job prospects by learning CGI. Why use this book? This book will get you up and running in as little as a day, teaching you the basics of CGI scripts, the fundamentals of Perl, and the basics of processing forms and writing simple CGIs. Then we’ll move on to advanced topics, such as reading and writing data to and from files, searching for data in a file, writing advanced multi-part forms like order forms and storefronts, using randomness to spice up your pages, using server-side includes, cookies, and other useful CGI tricks. Things you probably have thought beyond your reach, things you thought you had to pay a programmer to do... all of these are things you can easily write yourself, and this book will show you how. Also included are several appendices that will be invaluable references, including a list of other online Perl resources, CGI job search sites, and tutorials for Unix and password-protection.



You can also try this course before buying the book; the first six chapters are available online, free of charge, at http://www.cgi101.com/class/. What do you need to get started? This book is written for the programmer using Perl on a Unix system. Don’t worry if you’re not familiar with Unix; this book will teach you all you need to know. Each chapter will show you the Unix commands you need to use with your CGIs, and there’s also a Unix command reference and tutorial in Appendix B. If you don’t already have access to a Unix account, you can get one from a number of ISPs, including cgi101.com, which offers telnet-only shell accounts and virtual hosting with access to CGIs, CGI helper modules, and a library of ready-to-use scripts. Visit http://www.cgi101.com/ for more information. If you are using Windows NT instead of Unix, you can still use most of the programs in this book, and learn Perl just as easily. Most NT machines run the same Perl code that Unix machines will. But some of the examples will not work for you, since they are intended for Unix. The Perl Reference for Windows (http://www.perl.com/reference/query.cgi?windows) has some links to websites that can help you get started using CGIs on a Windows system. You will need a Telnet client to connect to your Unix host of choice. If you are using a Windows PC, you should already have Telnet installed; just go under "Start"->"Run" and type "C:\WINDOWS\telnet.exe". A new telnet window will open. To connect to the Unix host, just pull down the"Remote" menu and select "Connect". Type the host name you want to connect to (such as cgi101.com), press "Connect", and you'll be in. Here's what a typical login window looks like once you connect:



Windows Telnet



If you are using a Mac, there are a number of free or shareware Telnet programs available online, including BetterTelnet (http://www.cstone.net/%7Erbraun/mac/telnet/), dataComet (http://www.databeast.com/), and NiftyTelnet (http://andrew2.andrew.cmu.edu/dist/niftytelnet.html). If you still need help or info on how to connect or upload your CGIs to the Unix host, visit our website at http://www.cgi101.com/class/connect.html. All of the code examples in this book are available on the web at http://www.cgi101.com/class/. You can download any or all of them from there, but do try writing the scripts yourself first; you’ll learn faster that way. The website also includes some related utilities and a library of ready-to-use CGI programs, plus a mailing list you can join to get updates of new material. Conventions Used in this Book All Perl and HTML code will be set apart from the text by indenting and use of a fixedwidth font, like: print "This is a print statement.\n";



All programs printed in the book are followed by a link to their respective source code:  Source code: http://www.cgi101.com/class/chX/script.txt In most cases, a link to a working example is also included: ➮ Working example: http://www.cgi101.com/class/chX/demo.html Each chapter also has its own web page at http://www.cgi101.com/class/chX, where X is the chapter number. The full texts of chapters 1-6 are online; other chapters include only an index to the CGI scripts and HTML forms from that chapter. So, turn to Chapter 1, and let’s get started writing CGIs!
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Getting Started



Our programming language of choice for this class is Perl. Perl is a simple language, easy to learn, yet powerful enough to accomplish the most difficult tasks. It is widely available, and is probably already installed on your Unix server. Perl is an interpreted language, meaning you don’t need to compile your script - you simply write your script and run it (or have the web server run it). The script itself is just text code; the Perl interpreter does all the work. The advantage to this is you can copy your script with little or no changes to any machine with a Perl interpreter. The disadvantage is you won’t discover any bugs in your script until you run it. You can edit your Perl scripts either on your local machine (using your favorite text editor - Notepad, Simpletext, etc.), or in the Unix shell. If you’re using Unix, try pico - it’s a very simple, easy to use text editor. Just type pico filename to create or edit a file. Type man pico for more information and instructions for pico. If you’re not familiar with the Unix shell, see Appendix B for a Unix tutorial and command reference.



The pico text editor



2



Chapter One



Getting Started



You can also use a text editor on your local machine, and upload the finished scripts to the Unix server. Be sure to use a plain text editor, such as Notepad (on PC) or BBEdit (on Mac), and turn off special characters such as smartquotes - CGI files must be ordinary text. Also, it is imperative that you upload your CGI as text, NOT binary! If you upload it as binary, it will come across with a lot of control characters at the end of the lines, and these will break your script. You can save yourself a lot of time and grief by just uploading everything as text (unless you’re uploading pictures - for example, GIFs or JPEGs - or other binary data. HTML and Perl CGIs are not binary, they are plain text.) Once your script is uploaded to the Unix server, you’ll want to be sure to move it to your public_html directory (or whatever directory you have set up for web pages). Then, you will also need to change the permissions on the file so that it is “executable” (or runnable) by the system. In Unix, this command is: chmod 755 filename



This sets the file permissions so that you can read, write, and execute the file, and all other users (including the webserver) can read and execute it. See Appendix B for a full description of chmod and its options. Most FTP programs also allow you to change file permissions; if you use your FTP client to change perms, you’ll want to be sure that the file is readable and executable by everyone, and writable only by the owner (you). One final note: Perl scripts, Unix commands, and filenames are all case-sensitive. Please keep this in mind as you write your first Perl scripts, because in Unix, “perl” is not the same as “PERL”.



Basics of a Perl Script You probably are already familiar with HTML, and so you know that certain things are necessary in the structure of an HTML document, such as the and tags, and that other tags like links and images have a certain allowed syntax. Perl is very similar; it has a clearly defined syntax, and if you follow those syntax rules, you can write Perl as easily as you do HTML. If you're creating scripts on Unix, you'll need one statement as the first line of every script, telling the server that this is a Perl script, and where to find the Perl interpreter. In most scripts the statement will look like this:
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#!/usr/bin/perl



For now, there should generally not be anything else on the same line with this statement. (There are some flags you can use there, but we’ll go into those later.) If you aren’t sure where Perl lives on your system, try typing these commands: which perl



OR



whereis perl



If the system can find it, it will tell you the path name to Perl. That path is what you should put in the above statement. After the above line, you’ll write your Perl code. Most lines of Perl code must end in a semicolon (;), except the opening and closing lines of loops and conditional blocks. We’ll cover those later. Let’s write a simple first program. Enter the following lines into a new file, and name it “first.pl”. #!/usr/bin/perl print "Hello, world!\n";



 Source code: http://www.cgi101.com/class/ch1/first.txt Save the file. Now, in the Unix shell, you’ll need to type: chmod 755 first.pl



This changes the file permissions to allow you to run the program. You will have to do this every time you create a new script; however, if you’re editing an existing script, the permissions will remain the same and won’t need to be changed again. Now, in the Unix shell, you’ll need to type this to run the script: ./first.pl



If all goes well, you should see it print Hello, world! to your screen. NOTE: This program is not a CGI, and won’t work if you try it from your browser. But it’s easily changed into a CGI; see below.



Basics of a CGI Script
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Getting Started



A CGI program is still a Perl script. But one important difference is that a CGI usually generates a web page (for example: a form-processing CGI, such as a guestbook, usually returns a “thank you for writing” page.) If you are writing a CGI that’s going to generate a HTML page, you must include this statement somewhere in the script, before you print out anything else: print "Content-type:text/html\n\n";



This is a content header that tells the receiving web browser what sort of data it is about to receive - in this case, an HTML document. If you forget to include it, or if you print something else before printing this header, you’ll get an “Internal Server Error” when you try to access the CGI. A good rule of thumb is to put the Content-type line at the top of your script (just below the #!/usr/bin/perl/ line). Now let’s take our original first.pl script, and make it into a CGI script that displays a web page. If you are running this on a Unix server that lets you run CGIs in your public_html directory, you will probably need to rename the file to first.cgi, so that it ends in the .cgi extension. Here is what it should look like: #!/usr/bin/perl print "Content-type:text/html\n\n"; print print print print



"Test Page\n"; "\n"; "Hello, world!
\n"; "\n";



 Source code: http://www.cgi101.com/class/ch1/firstcgi.txt ➮ Working example: http://www.cgi101.com/class/ch1/firstcgi.cgi Save this file and run it in the Unix shell, like you ran the other one, by typing "./first.cgi". Notice how the script will just print out a bunch of HTML? This is what it should do, BUT, very importantly, if there’s an error in your script, the Perl interpreter will tell you exactly what line the error is on. This is good to remember in the future, because when you’re writing longer, more complex scripts, you may have errors, and the error message you get on the web (500 Server Error) is not at all useful for debugging. Now let’s call this CGI from your browser. You don’t need to call it from a web page. Just move it into your public_html or CGI-bin directory, and type the direct URL for the CGI. For example:
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http://www.cgi101.com/class/ch1/first.cgi



Try it in your own web directory. It should return a web page with the “Hello, world!” phrase on it. (If it doesn’t, see “Debugging a Script,” below.) Another way to write the above CGI, without using multiple print statements, is as follows: #!/usr/bin/perl print "Content-type:text/html\n\n"; print "http://www.cgi101.com/~fred/", beth => "http://www.cgi101.com/~beth/", john => "http://www.cgi101.com/~john/" );



The => operator is a synonym for ", ". It also automatically quotes the left side of the argument, so enclosing quotes are not needed. This hash consists of a person’s name for the key, and their URL as the data element. You refer to the individual elements of the hash with a $ sign (just like you did with arrays), like so: $pages{'fred'}



In this case, “fred” is the key, and $pages{'fred'} is the value associated with that key - in this case, it would be “http://www.cgi101.com/~fred/”.
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If you want to print out all the values in a hash, you’ll need a foreach loop, like follows: foreach $key (keys %pages) { print "$key's page: $pages{$key}\n"; }



This example uses the keys function, which returns an array consisting only of the keys of the named hash. One drawback is that keys %hashname will return the keys in random order - in this example, keys %pages could return (“fred”, “beth”, “john”) or (“beth”, “fred”, “john”) or any combination of the three. If you want to print out the hash in exact order, you have to specify the keys in the foreach loop: foreach $key ("fred","beth","john") { print "$key's page: $pages{$key}\n"; }



Hashes will be especially useful when you use CGIs that parse form data, because you’ll be able to do things like $FORM{'lastname'} to refer to the “lastname” input field of your form. Let’s write a simple CGI using the above hash, to create a page of links: #!/usr/bin/perl # # the # sign is a comment in Perl %pages = ( "fred" => "http://www.cgi101.com/~fred/", "beth" => "http://www.cgi101.com/~beth/", "john" => "http://www.cgi101.com/~john/" ); print "Content-type:text/html\n\n"; print ”, which means to overwrite anything that’s in the file now, or with a “>>”, which means to append to the bottom of the existing file. If both > and >> are omitted, the file is opened for reading only. Here are some examples: open(INF,"mydata.txt"); # opens mydata.txt for reading open(OUTF,">outdata.txt"); # opens outdata.txt for overwriting open(OUTF,">>outdata.txt"); # opens outdata.txt for appending



The filehandles in these cases are INF and OUTF. You can use just about any name for the filehandle, but for readability, it’s always good to name it something relevant. Also, a warning: your web server might do strange things with the path your CGI runs under, so it’s possible you’ll have to use the full path to the file (such as “/home/you/public_html/somedata.txt”), rather than just the filename. This is generally not the case with the Apache web server, but some other servers behave differently. Try opening files with just the filename first (provided the file is in the same directory as your CGI), and if it doesn’t work, then use the full path. One problem with the above code is that it doesn’t check to ensure the file was really opened. The safe way to open a file is as follows: open(OUTF,">outdata.txt") or dienice("Can't open outdata.txt for writing: $!");



This uses the “dienice” subroutine we wrote in chapter 4 to display an error message and exit the CGI if the file can’t be opened. You should do this for all file opens, because if you don’t, the CGI will continue running even if the file isn’t open, and you could end up losing data. It can be quite frustrating to realize you’ve had a survey run-
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ning for several weeks while no data was being saved to the output file. The $! in the above dienice message is a Perl variable that stores the error code returned by the failed open. Printing it out may help you figure out why the open failed. Let’s test it out, by modifying our survey.cgi from chapter 5 to write to a data file. Edit survey.cgi as follows: #!/usr/bin/perl print "Content-type:text/html\n\n"; read(STDIN, $buffer, $ENV{'CONTENT_LENGTH'}); @pairs = split(/&/, $buffer); foreach $pair (@pairs) { ($name, $value) = split(/=/, $pair); $value =~ tr/+/ /; $value =~ s/%([a-fA-F0-9][a-fA-F0-9])/pack("C", hex($1))/eg; $value =~ s/\n/ /g; # replace newlines with spaces $value =~ s/\r//g; # remove hard returns $value =~ s/\cM//g; # delete ^M's $FORM{$name} = $value; } open(OUTF,">>survey.out") or dienice("Couldn't open survey.out for writing: $!"); # This locks the file so no other CGI can write to it at the # same time... flock(OUTF,2); # Reset the file pointer to the end of the file, in case # someone wrote to it while we waited for the lock... seek(OUTF,0,2); print OUTF "$FORM{'name'}|$FORM{'email'}|"; print OUTF "$FORM{'howreach'}|$FORM{'rating'}|"; %boxes = ( "des" "svr" "com" "mkt" "edu"



=> => => => =>



"Website Design", "Web Server Administration", "Electronic Commerce", "Web Marketing/Advertising", "Web-Related Education" );
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foreach $key (keys %boxes) { if ($FORM{$key} == 1) { print OUTF "$key,"; } } print OUTF "|$FORM{'comments'}\n"; close(OUTF); print 
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