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A Practical and Tightly Secure Signature Scheme Without Hash Function? [Published in M. Abe Ed., Topics in Cryptology – CT-RSA 2007, vol. 4377 of Lecture Notes in Computer Science, pp. 339–356, Springer-Verlag, 2007.] Benoˆıt Chevallier-Mames1,?? and Marc Joye2 1



Gemalto, Security Labs Avenue du Jujubier, 13705 La Ciotat Cedex, France [email protected] 2 Thomson R&D France Technology Group, Corporate Research, Security Laboratory 1 avenue de Belle Fontaine, 35576 Cesson-S´evign´e, France [email protected] Abstract. In 1999, two signature schemes based on the flexible RSA problem (a.k.a. strong RSA problem) were independently introduced: the Gennaro-Halevi-Rabin (GHR) signature scheme and the Cramer-Shoup (CS) signature scheme. Remarkably, these schemes meet the highest security notion in the standard model. They however differ in their implementation. The CS scheme and its subsequent variants and extensions proposed so far feature a loose security reduction, which, in turn, implies larger security parameters. The security of the GHR scheme and of its twinning-based variant are shown to be tightly based on the flexible RSA problem but additionally (i) either assumes the existence of division-intractable hash functions, or (ii) requires an injective mapping into the prime numbers in both the signing and verification algorithms. In this paper, we revisit the GHR signature scheme and completely remove the extra assumption made on the hash functions without relying on injective prime mappings. As a result, we obtain a practical signature scheme (and an on-line/off-line variant thereof) whose security is solely and tightly related to the strong RSA assumption. Keywords: Digital signatures, standard model, strong RSA assumption, tight reduction, Gennaro-Halevi-Rabin signature scheme, Cramer-Shoup signature scheme, on-line/off-line signatures.
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Introduction



Digital signatures are one of the most useful and fundamental primitives resulting from the invention of public-key cryptography by Diffie and Hellman [DH76] ?



??
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in 1976. Rivest, Shamir and Adleman [RSA78] gave the first practical implementation of such a primitive. However, at that time, the security analysis of signature schemes was studied more heuristically: a scheme was declared “secure” if no attacks were found. Provably signature schemes. Formal security notions for signature schemes were later introduced by Goldwasser, Micali and Rivest in their seminal paper [GMR88]. They also proposed a signature scheme provably meeting their security notion (see also [Gol86,NY89]). This tree-based signature scheme was subsequently improved by Dwork and Naor [DN94], Cramer and Damg˚ ard [CD96], and Catalano and Gennaro [CG05]. Random oracle model. More efficient schemes were proven secure in the so-called random oracle model [BR93,FS87]. The random oracle model assumes that the output of a hash function behaves like a random generator. Provably secure signature schemes relying on this extra assumption are presented and discussed in [BR96,PS96,GJ03,KW03,BLS04], with different underlying problems: the discrete logarithm problem [PS96], the RSA problem [BR96,KW03], the CDH problem [GJ03,KW03], the DDH problem [KW03], or the CDH problem on certain elliptic curves [BLS04]. The idealized random oracle model has however certain limitations [CGH98,PV05]. Standard model. Efficient signature schemes without random oracles are due to Gennaro, Halevi and Rabin [GHR99] and to Cramer and Shoup [CS00]. They are both based on the strong RSA assumption, which assumes that it is impossible to find an e-th modular root of a given element, even if e can be chosen arbitrarily by the attacker (provided of course that e ≥ 2). Subsequent improvements and modifications include the works of [NPS01,Zhu01,CL02,Fis03], with some better performances and signature size, or additional features for particular use cases. More recently, the introduction of cryptographic bilinear mappings has allowed the emergence of new techniques to achieve security without random oracles. More precisely, the study of pairings gave rise to signature scheme based on the strong Diffie-Hellman assumption [BB04] and even more recently on the computational Diffie-Hellman assumption [Wat05,BSW06].



Our contribution. This paper presents a new signature scheme based on the strong RSA assumption, in the standard model. In contrast to the Cramer-Shoup scheme and its variants, our security proof yields a tight reduction. Moreover, our scheme does not rely on special-type hash functions nor injective prime functions. In this sense, it is easier to implement than the Gennaro-Halevi-Rabin scheme and its known variants, as one needs not to design such functions. Finally, our scheme features an efficient on-line/off-line variant.
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Organization. The rest of this paper is organized as follows. In Section 2, we introduce some background on signature schemes, provable security and RSArelated problems. In Section 3, we briefly review the Gennaro-Halevi-Rabin and the Cramer-Shoup signature schemes. Section 4 is the main part of our paper. We introduce our new signature scheme (that we call TSS) and prove its security in the standard model. We also compare our scheme with prior RSA-based schemes in the standard model, and present an on-line/off-line variant. Finally, we conclude in Section 5.
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Preliminaries



In this section, we introduce notations and definitions that are used throughout the paper. For convenience, we often identify an integer with its binary representation: a ∈ {0, 1}` is also viewed as an integer in the range [0, 2` − 1]. We say that a is an `-bit integer if a is an integer in the range [2`−1 , 2` − 1]. An (odd) prime p is a strong prime if (p − 1)/2 is prime. An RSA modulus n = pq is safe if it is the product of two equal-size strong primes. 2.1



Signature schemes



A signature scheme Sig = (Gen, Sign, Verify) is defined by the three following algorithms: 1. Key generation algorithm Gen. On input security parameter k, algorithm Gen produces a pair (pk, sk) of matching public and private keys. 2. Signing algorithm Sign. Given a message m in a set M of messages and a pair of matching public and private keys (pk, sk), Sign produces a signature σ. The signing algorithm can be probabilistic. 3. Verification algorithm Verify. Given a signature σ, a message m ∈ M and a public key pk, Verify checks whether σ is a valid signature on m with respect to pk. Several security notions have been defined for signature schemes, mostly based on the work by Goldwasser, Micali and Rivest [GMR88]. It is now customary to ask for the infeasibility of existential forgeries, even against adaptive chosen-message adversaries: – An existential forgery is a signature on a new message, valid and generated by the adversary. The corresponding security goal is called existential unforgeability (EUF). – A weak existential forgery is a new message/signature pair, valid and generated by the adversary. The corresponding security goal is called strong existential unforgeability (sEUF). – The verification key is public to anyone, including to the adversary. But more information may also be available. The strongest kind of attack scenario is formalized by the adaptive chosen-message attacks (CMA), where the adversary can ask the signer to sign any message of her choice, in an adaptive way.
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As a consequence, we say that a signature scheme is secure if it prevents (weak) existential forgeries against chosen-message attacks (EUF-CMA or sEUFCMA) with overwhelming probability. – A signature scheme Sig is (τ, qs , ε)-secure if the success probability · ¸ (pk, sk) ← Gen(1k ), (m∗ , σ∗ ) ← ASign(sk;·) (pk) : SuccEUF-CMA (A, q ) := Pr 1 satisfying yˆ ≡ x ˆeˆ (mod n ˆ ). More formally, we prove the following theorem. Theorem 1. Suppose that the flexible RSA problem is (τ, ε)-hard. Then, for any qs , the TSS signature scheme is strongly (τA , qs , εA )-secure, where ε≥



εA 2



and



¡ ¢ τ . τA + O `n 5 + qs `n 3 max(log qs , `n ) .



Proof. As usual, the proof is by contradiction. We assume that there exists a polynomial-time adversary A that is able to produce a weak existential forgery with non-negligible success probability εA within time τA after qs queries to a signing oracle. We then use A to (τ, ε)-solve the flexible RSA problem, i.e., to find a pair (ˆ x, eˆ) on input challenge (ˆ n, yˆ). – We toss a coin b ∈ {0, 1} and run Simulation b defined as follows. Simulation 0 • We let n = n ˆ . We choose an (odd) (`m + 1)-bit prime E. Next, we generate a random `n -bit safe RSA modulus N = (2P 0 + 1)(2Q0 + 1) such that gcd(P 0 Q0 , E) = 1. We compute D = E −1 mod 2P 0 Q0 . We choose a random element g ∈ Z∗N . Finally, for all i ∈ {1, . . . , qs }, we let ci be a random prime in [(N + 1)/2, N [ and define Q



u = yˆ



i



ci



mod n .



We create the public key pk = {N, n, u, g, E}. It is easy to see that the key generation is perfectly simulated. • When A requests the signature on a message mj ∈ {0, 1}`m , for j ∈ {1, . . . , qs }, we simulate the signing oracle by computing rj = (cj g −(mj +1) )D mod N



and



Q



sj = yˆ



i6=j



ci



mod n .



We return σj = (rj , sj ) as the signature on mj . Here too, the simulation is perfect.
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Simulation 1 • We let N = n ˆ and g = yˆ. We choose a random `n -bit safe RSA modulus n = (2p0 + 1)(2q 0 + 1) and an (odd) (`m + 1)-bit prime E. (W.l.o.g., we may assume that (odd) prime E ∈ Z∗2P 0 Q0 as otherwise we would have E = P 0 or E = Q0 , which yields the factorization of N .) Finally, we choose a random element u ∈ Z∗n . We create the public key pk = {N, n, u, g, E}. The key generation is perfectly simulated. • When A requests the signature on a message mj ∈ {0, 1}`m , for j ∈ {1, . . . , qs }, we simulate the signing oracle as follows. 1. We choose a random element rj ∈ Z∗N and define cj = g mj +1 rj E mod N ; 2. If cj is not a prime lying in [(N + 1)/2, N [, then we go back to Step 1. −1 0 0 Next, we compute sj = ucj mod 2p q mod n and return σj = (rj , sj ) as the signature on mj . The simulation is perfect. – Eventually, adversary A outputs with probability εA a valid signature forgery σ∗ = (r∗ , s∗ ) ∈ [0, N [ × [0, n[ on a message m∗ ∈ {0, 1}`m , with (m∗ , σ∗ ) 6= (mi , σi ) for all i ∈ {1, . . . , qs }. We compute c∗ := g m∗ +1 r∗ E mod N . • If c∗ 6= cj for all j ∈ {1, . . . , qs }, if c∗ Q > 1, and if b = 0 (i.e., Simulation 0 was run) then it follows that gcd(c∗ , i ci ) = 1, since c∗ ∈ [2, N [ and all ci ’s are primes in set [(N + 1)/2, N [. Hence, fromQextended Euclidean algorithm, weQget integers α and β s.t. α c∗ + β i ci = 1. Therefore, noting that yˆ i ci ≡ u ≡ s∗ c∗ (mod n) and n = n ˆ , we have Q ¡ ¢ c ∗ α c∗ +β c α β i i ≡ y yˆ ≡ yˆ ˆ s∗ (mod n ˆ) . The pair (ˆ x, eˆ) with x ˆ := yˆα s∗ β mod n ˆ and eˆ := c∗ is thus a solution to the flexible RSA problem. • If c∗ = cj for some j ∈ {1, . . . , qs } (and thus s∗ = sj ) and if b = 1 (i.e., Simulation 1 was run) then, remembering that N = n ˆ and g = yˆ, we get  ³ ´E g mj +1 r E ≡ g m∗ +1 r E (mod N ) =⇒ yˆ(mj −m∗ ) ≡ r∗ (mod n ˆ) , j ∗ rj  sj = s∗ . Note that we cannot have m∗ = mj as otherwise we would have r∗ = rj and so (m∗ , σ∗ ) = (mj , σj ), a contradiction. Therefore, since E is an (`m + 1)-bit integer, we can find integers α and β by the extended Euclidean algorithm so that α E + β (mj − m∗ ) = gcd(E, mj − m∗ ) = 1. As a result, we have ´E ³ (mod n ˆ) yˆ ≡ yˆα E+β (mj −m∗ ) ≡ yˆα (r∗ /rj )β and the pair (ˆ x, eˆ) with x ˆ := yˆα (r∗ /rj )β mod n ˆ and eˆ = E is a solution to the flexible RSA problem.
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Q • If c∗ = 0 and if b = 0 (i.e., Simulation 0 was run) then, letting Λ = i ci , we compute dˆ := eˆ−1 mod Λ for an arbitrary eˆ > 1 such that gcd(ˆ e, Λ) = dˆ 1. So, the pair (ˆ x, eˆ) with x ˆ := yˆ mod n ˆ is a solution to the flexible RSA problem: ˆ ˆ x ˆeˆ ≡ yˆeˆd ≡ yˆeˆd mod Λ ≡ yˆ (mod n) because c∗ = 0 implies u = 1 and thus yˆΛ mod n ˆ = 1 (remember that n=n ˆ when b = 0). • If c∗ = 1 and if b = 1 (i.e., Simulation 1 was run) then, using extended Euclidean algorithm, we can find integers α and β s.t α E + β (m∗ + 1) = gcd(E, m∗ + 1) = 1.6 Hence, since c∗ = 1 = yˆm∗ +1 r∗ E mod N , we get ¡ ¢E yˆ ≡ yˆα E+β (m∗ +1) ≡ yˆα r∗−β (mod n ˆ) . Consequently, the pair (ˆ x, eˆ) with x ˆ := yˆα r∗−β mod n ˆ and eˆ = E is a solution to the flexible RSA problem. Since A’s view is perfectly simulated, the success probability of the reduction is clearly εA /2. For Simulation 0, we need to generate `n -bit safe RSA modulus N , (`m +1)-bit prime E, `n -bit modular inverse D and `n -bit parameter u in the key generation; we also need, for each signature query, compute rj and sj . We assume that we have algorithms so that the generation of safe prime is quintic, the generation of a prime is quartic and the evaluation of a modular exponentiation or of a modular inverse is cubic, in the bitlength. The evaluation of u and the qs sj ’s amounts to O(qs log qs ) `n -bit exponentiations using the trick of [CLP05, § 3.3]. Hence, the running time required by the reduction is (approximatively) τA + O(`n 5 + qs log qs `n 3 ). For Simulation 1, further assuming that primality testing is cubic in the bitlength, we similarly obtain that the running time required by the reduction is (approximatively) τA + O(`n 5 + qs `n 4 ). u t 4.3



Comparison with other schemes



In Table 1, we compare the advantages and drawbacks of the schemes presented in Section 3 with our TSS scheme, including the differences in tightness of security reduction in the standard model, the size of signatures and the size of public/private keys. When applicable, we also give necessary conditions the hash function should fulfill (in addition to collision resistance). From this table, it appears that the TSS scheme is proven secure solely under the strong-RSA assumption, with a tight security reduction. Furthermore, this is not done at the price of extra properties on a hash function, as the divisionintractability for the GHR scheme. Twin-GHR is also tightly and solely related 6



This last case explains why (m + 1) (and not merely m) appears in the description of TSS.
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Table 1. Performance comparison. Security Tightness GHR (basic)



O



1 qs



Bitsizesa



Assumptionb



Typical values



σ



pk



Div + SRSA



`n À 1024



`n



2`n



1 2



`n



1 2



`n



GHR (tight)



O(1)



Div + DL + SRSA



`n = `p = 1024 `q = 160



`n + `q



2`n + 3`p



Twin-GHR



O(1)



SRSA



`n = 1024 `m = 160



2`n + 2`m



4`n



skc



`n



CS



O



1 qs



SRSA



`n À 1024 `h = 160



2`n + `h



3`n + `h



1 2



`n



CL



O



1 qs



SRSA



`n À 1024 `m = 160, ` = 80



2`n + 2`m + `



4`n



1 2



`n



Fischlin



O



1 qs



SRSA



`n À 1024 `h = 160



`n + 2`h



4`n



1 2



`n



SRSA



`n = 1024 `m = 160



2`n



4`n + `m



TSS



O(1) a b



c



To ease the reading, the bitsizes are rounded up to a few bits. Div stands for the division intractability assumption and DL for the discrete logarithm assumption. In the description of GHR and the CS-like schemes (Section 3), we have sk = {p0 , q 0 }; however, it is possible to only store the value of p0 and to recover q 0 from p0 (and pk). Similarly, for Twin-GHR, sk = {p0 , P 0 } is sufficient, and for TSS, it is possible to recover sk = {p0 , q 0 , D} from p0 , P 0 (and pk).



to the strong RSA assumption. Twin-GHR and TSS however differ in their implementation. Compared to the former, TSS does not rely on an injective prime generation and needs no prime generation at all in the verification algorithm. Further, TSS offers shorter signatures. On the minus side, our scheme produces longer signatures than Fischlin or GHR (but shorter than CS or CL). Another drawback is computational. TSS requires the generation of a large random prime. Even using efficient methods (e.g., [JPV00]), this may be time-consuming for low-cost cryptographic devices. We present in the next section an on-line/off-line version of our scheme to address this issue.7 4.4



On-line/Off-line version



We present hereafter a variant of our scheme that allows the signer to carry out costly computations before knowing the message to be signed. This type of 7



We observe that in Twin-GHR, only part of the signature can be precomputed (namely, s1 ); parameter s2 is dependent on the message to be signed.



`n
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signature scheme is usually referred to as on-line/off-line scheme [EGM96,ST01]. Using this paradigm, once the message is known, only a very fast on-line phase is needed. This property is paramount for time-constrained applications or for low-cost smartcards. The message space is M = {0, 1}`m . Let `n and ` be two security parameters. Typical values are ` = 80 and `n = 1024. Our TSS scheme, in its on-line/off-line version, then goes as follows. Gen: On input `n and `m : – choose an (odd) (`m + 1)-bit prime E – generate two random `n -bit safe RSA moduli n = (2p0 + 1)(2q 0 + 1) and N = (2P 0 + 1)(2Q0 + 1) such that gcd(P 0 Q0 , E) = 1; – compute D = E −1 mod 2P 0 Q0 ; – choose at random two elements u ∈ Z∗n and g ∈ Z∗N . The public key is pk = {N, n, u, g, E} and the private key is sk = {p0 , q 0 , D}. Sign (off-line part): To prepare a coupon: – choose a random prime c in [(N + 1)/2, N [; – pick a random (`n + `m + `)-bit integer k 0 ; −1 0 0 0 – compute s = uc mod 2p q mod n and r = g (k −D) cD mod N . The coupon is (k 0 , r, s). Sign (on-line part): Let m ∈ {0, 1}`m be the message to be signed: – take a fresh coupon (k 0 , r, s); – compute k = k 0 + D · m. The signature on m is σ = (k, r, s) ∈ [0, 2`n +`m +`+1 [ × Z∗N × Z∗n . Verify: Let σ = (k, r, s) be a putative signature on message m ∈ {0, 1}`m . Then: – compute c = g m+1 (r g −k )E mod N ; – check that sc ≡ u (mod n). If this condition holds then signature σ is accepted. It is worth remarking that the key generation in the on-line/off-line version is exactly the one of the regular version: the public/private keys are the same in both versions. Security reduction. We now show that this on-line/off-line version tightly meets the EUF-CMA security notion under the strong RSA assumption. Actually, we prove that an EUF-CMA adversary A∗ against the on-line/off-line version is an sEUF-CMA adversary against the regular version of our signature scheme. In c = {N ˆ, n ˆ and (at most) qs chosenmore detail, given a public key pk ˆ, u ˆ, gˆ, E} message calls to a TSS signing oracle, we want to produce a TSS signature forgery σ ˆ∗ = (ˆ r∗ , sˆ∗ ) on a message m ˆ ∗ , using A∗ . c (i.e., {N, n, u, g, E} = {N ˆ, n ˆ as the public key for – We let pk = pk ˆ, u ˆ, gˆ, E}) the on-line/off-line version.
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– When A∗ requests an [on-line/off-line] signature on a message mj ∈ {0, 1}`m , for j ∈ {1, . . . , qs }, we call the TSS signing oracle on input message m ˆ j := mj ˆ [ × [0, n ˆ [ such that and get back a TSS signature σ ˆj = (ˆ rj , sˆj ) ∈ [0, N ( ˆ ˆ is a prime in [(N ˆ + 1)/2, N ˆ [, and cˆj := gˆmj +1 rˆj E mod N cˆj ˆ (mod n ˆ) . sˆj ≡ u Next, we pick a random (`n + `m + `)-bit integer kj . We compute rj = ˆ and let sj = sˆj . We return σj = (kj , rj , sj ) as the on-line/offrˆj gˆkj mod N line signature on message mj . It is easy to see that σj is a valid signature since cj := g mj +1 (rj g −kj )E mod ˆ ˆ = cˆj is a prime in [(N + 1)/2, N [ and sj cj ≡ sˆj cˆj ≡ N = gˆmj +1 rˆj E mod N u ˆ ≡ u (mod n). – Eventually, with probability εA∗ and within time τA∗ , A∗ returns an online/off-line signature forgery σ∗ = (k∗ , r∗ , s∗ ) on a message m∗ ∈ {0, 1}`m , with m∗ 6= mj for all j ∈ {1, . . . , qs }. – From σ∗ = (k∗ , r∗ , s∗ ), we form the signature forgery σ ˆ∗ = (ˆ r∗ , sˆ∗ ), where ˆ rˆ∗ = r∗ gˆ−k∗ mod N



and



sˆ∗ = s∗ ,



on message m ˆ ∗ := m∗ . Again, it is easy to see that this is a valid signature. Furthermore, as m∗ 6= mj , it obviously follows that (m ˆ ∗, σ ˆ∗ ) 6= (m ˆ j, σ ˆj ), for all j ∈ {1, . . . , qs }. Tightness of the reduction. The statistical distance between the kj ’s returned by the signature simulation and the kj ’s that would be returned by an actual signer is bounded by 2−` , for each signature. Hence, there exists a reduction that succeeds with probability ε ≥ εA∗ − 2−` qs and within time τ . τA∗ + (qs + 1) O(`n 3 ), neglecting the time required to generate random numbers. As the regular version is tightly related to the flexible RSA problem, the on-line/off-line version is tightly EUF-CMA secure under the strong RSA assumption. EUF-CMA vs. sEUF-CMA. The security proof assumes an EUF-CMA adversary (as opposed to an sEUF-CMA adversary) against our on-line/off-line signature scheme. Even testing the ranges of (k, r, s) in the verification step would not achieve sEUF-CMA security. Indeed, imagine an sEUF-CMA adversary returning a signature forgery σ∗ = (k∗ , r∗ , s∗ ) 6= σj on message m∗ = mj , for some j ∈ {1, . . . , qs }. Then, the TSS signature forgery σ ˆ∗ = (ˆ r∗ , sˆ∗ ) on message m ˆ ∗ = m∗ returned by the above reduction is not mandatorily a valid forgery, i.e., such that ˆ , sˆ∗ ) 6= (m ˆ ∗, σ ˆ∗ ) 6= (m ˆ j, σ ˆj ), since m ˆ∗ = m ˆ j and σ∗ 6= σj ⇐⇒ (k∗ , rˆ∗ gˆk∗ mod N kj ˆ , sˆj ) but (kj , rˆj gˆ mod N ˆ , sˆ∗ ) 6= (kj , rˆj gˆkj mod N ˆ , sˆj ) =6 ⇒ (ˆ (k∗ , rˆ∗ gˆk∗ mod N r∗ , sˆ∗ ) 6= (ˆ rj , sˆj ) . It is even more apparent with a counter-example: if σ = (k, r, s) is a valid on-line/off-line signature on message m so is σ 0 = (k + 1, g r mod N, s) on the
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same message m. Hence, the on-line/off-line version of TSS we describe is not sEUF-CMA secure, but only EUF-CMA secure. For most cryptographic applications, existential unforgeability is sufficient. Our TSS signature scheme can however be converted into an on-line/off-line scheme to accommodate strong unforgeability (sEUF) by using standard techniques [ST01], at the price of longer — and thus different — keys.



5



Conclusion



This paper presented a practical sEUF-CMA signature scheme whose security is solely and tightly related to the SRSA assumption, in the standard model. In contrast to the CS scheme and its variants, the security of our TSS scheme is optimal and, contrary to the GHR scheme, this optimal bound does not result from the use of so-called division-intractable hash functions. Indeed, the TSS scheme does not require the use of hash functions by its very specification. Actually, TSS scheme is much closer, in its properties, to the twinning-based version of GHR, even if constructed in a completely different manner. The main differences between the two schemes lie in the implementation and in the signature size. Moreover, the TSS scheme also comes with an on-line/off-line version for time-constrained applications or low-cost cryptographic devices. Remarkably, this on-line/off-line version uses exactly the same set of keys as the regular version.
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