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1. Introduction This paper explains some Windows-NT internal characteristic, the User mode, the Kernel mode and describes the different Windows-NT drivers (Single/Multiple Layer, Port/Class Driver, etc.). After that the paper explains how to write a Single Layer, Port Driver. This kind of device drivers is mostly used to access PC-hardware located in the ISA, EISA or PCI slots of a PC. The course shows how to write and install a Device Driver and how to access the Device (Hardware) from the User mode application level. Students should have the following knowledge: n Good experience in C programming (usage of Pointer and Handles) n Base knowledge about the Intel processor architectures n Programming experience in Windows-NT (32 bit) Application programs



2. Windows-NT internals Windows-NT is the today most modern Operating System for PC from Microsoft. • full 32 bit support - 32 bit Data and 32 Bit Address space • hardware independent - runs on Intel, Alpha, MIPS .. • preemptive multitasking - priorities from 0..31 (0..15 with time limit, 15..31 preemptive) • compatible with existing (old) DOS programs



2.1. Windows-NT Kernel Objects Driver Object: A kernel mode object. A binary image of a driver module loaded into the kernel memory area. Device Object: A logical kernel mode object (a physical, logical or virtual device) created from a Driver. Controller Object: A logical kernel mode object which handles different devices on a common bus (SCSI Bus). Adapter Object: A logical kernel mode object for the different Adapters in a PC (ISA, EISA, PCI) Driver and Device Objects are handled by the IO-Manager.



Developing Windows-NT Device Drivers Heinz Rongen Tel: +49-(0)2461-614512



Forschungszentrum Jülich, ZEL Fax: +49-(0)2461-613990



(4)



52425 Jülich, Germany Email: [email protected]



2.2. Windows-NT Memory model Windows-NT uses a virtual memory model. For that the memory for Windows-NT is a flat memory with 32 bit address space. This means that Windows-NT could access a linear memory up to 4 GigaByte (GB). Windows-NT splits this virtual memory in two sections: the upper 2 GB: the lower 2 GB:



System memory (Kernel) User memory (Applications)



The User memory is switched from process to process (Application). So each process can use up to 2 GB of memory. The kernel memory is accessible to all processes at the same time and address locations. The physical memory inside a PC is much smaller as the virtual memory which can be handled from Windows-NT. Physical memory is typically 64 MegaByte or up to 256 MB. For this there must be a algorithms for mapping the virtual memory (up to 2 GB for each process) to the physical memory. This is done with pagetables for each process. The complete memory is logical divided into „pages“. (A page in Windows-NT is 4096 Bytes, 4 KB) For each of the used virtual page exist a pointer in a process pagetables. This pointer directs the access to the physical memory for this virtual address. virtual memory FFFF:FFFF SAS System Address Space Kernel Mode memory (2 GB)



Process Pagetable 8000:0000



Page



physical memory



7FFF:FFFF



UAS User Address Space User Mode memory (2 GB)



Page



0000:0000



Physical memory is the physical RAM + PAGEFILE on disk. (WINMSD.EXE)
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Memory access under Windows-NT: The processor address a memory byte within the 4 GB address space with a flat 32 Bit address: 31



32 bit virtual address



20 Bit Virtual Page Number VPN



0



12 Bit Offset



The Virtual Page Number (VPN) points into the Pagetable which delivers the physical base address of this page: 32 bit 31 0 20 Bit physical adress



Control Bits



The physical base address plus the 12 bit Offset from the virtual address is the absolute physical address for this byte. In addition the Pagetable delivers some Control bits for each page. With this control bits the system can manage the memory access for different processes by a page by page basis: • Kernel Read enable • Kernel Write enable • User Read enable • User Write enable • Read only • Write only • Execute only



The accessed page could also be swapped out by the system to the Pagefile on the disk. In this case a „Page Fault“ is generated (because the page is not in the memory) and the page is reloaded from the Pagefile to a free location in the memory. Now the Pagetable has to be updated to the new page base address and the process could access the memory at the same virtual address. The System memory space (Kernel memory) is always not paged.
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3. The Windows-NT Registry The Windows-NT Registry is a „safe“ database for all configuration information. During the boot process the process NTDETECT.EXE reads all hardware configuration information from the registry and prepares the system. For inspection and editing the Registry use the program c:\winnt\system32\REGEDT32.EXE Example: HKEY_LOCAL_MACHINE à Hardware à Description àSystem There you find: CentralProcessor FloatingPoint Processor MultifunctionAdapter



These three components describes a so called ARC Machine. ARC is a definition of a basic computer platform to run a Operating system like Windows NT. For the PC there are the boot processes: NTLDR, BOOT.INI and NTDETECT which are the software module to make a PC as an ARC platform. For this Windows-NT is hardware independent.



Also the software configuration is stored in the registry: See:



HKEY_LOCAL_MACHINE à Software à Microsoft àWindowsNT àCurrentVersion àWinLogon Here you find: Shell: Explorer.exe



See:



HKEY_LOCAL_MACHINE à System àCurrentControlSet àControl àSession Manager àMemory Managment



See:



HKEY_LOCAL_MACHINE à System àCurrentControlSet àControl àGroupOrderList This is a definition of Device Driver Groups. The Groups are initialized during different times while booting Windows-NT: Base Extended base SCSI Keyboard .. Pointer Video Network
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3.1. Installing a Device Driver The Windows Registry is also used to install a new Device Driver. Device Drivers are listed under: See: HKEY_LOCAL_MACHINE à System àCurrentControlSet àServices Here you find a Registry Key for each Device attached to the PC. For example see the BEEP entry: HKEY_LOCAL_MACHINE à System àCurrentControlSet àServices àBeep Here you find the following entries: (This is the minimum set of information for a device driver)



Key name ErrorControl Type Start Group



Type REG_DWORD REG_DWORD REG_DWORD REG_SZ



Data 0x1 0x1 0x1 Base



Each key in the registry is from one of the types: REG_DWORD a 32 bit unsigned integer used for n ErrorControl n Start n Type n Tag REG_SZ a one line String used for n Group n Displayname REG_MULTISZ a Multi line String REG_EXPAND_SZ a String with included Enviroment Variables REG_BINARY



(%SystemRoot%\System32 is expanded to c:\winnt\system32) binary information for the driver
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The keys could have the following values: Type



0x01 0x02 0x03



Kernel Driver (Hardware device driver) File System Driver Adapter



Start



0x00 0x01 0x02 0x03 0x04



Boot start (only for disk driver) System start(normally used for tested drivers) auto start start on demand (used for untested drivers) driver disabled



ErrorControl 0x00 0x01 0x02 0x03 Group



ignore all errors normal error window (use default error window) error severe critical errror (system stop) „Base“



3.2. Creating a new device driver key in the Registry 1) Add an new key with the name of your device driver: HKEY_LOCAL_MACHINE à System àCurrentControlSet àServices Add a new key: XXXXXX where xxxxx is the name of your new device driver. 2) Add the following values to this key: ErrorControl REG_DWORD Type REG_DWORD Start REG_DWORD Group REG_SZ



0x1 0x1 0x1 Base



3) copy the driver XXXXX to: c:\winnt\system32\drivers With this entries, the new device driver is loaded by the next system boot.
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4. Development Environment Hardware:



Software:



• • • •



PC with 486 or Pentium min. 64 MB Ram min. 2 GB disk space for device driver debugging a second PC is needed



• Microsoft Visual C/C++ (4.x or higher) • Microsoft SDK for Windows-NT • Microsoft DDK for Windows-NT



(WIN32 SDK for NT) (NT DDK)



SDK = System Development Kit DDK = Device Driver Development Kit



Install the software in this order: 1) SDK 2) DDK 3) Visual C
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4.1. Preparation for writing a device driver n create a sub directory for each device driver n hold all the necessary files for a device driver in this sub directory n a device driver consist of: • one or more program files xx.C • one or more header files xx.H • maybe a resource file xx.RC • a file called MAKEFILE • a file called SOURCES n copy the MAKEFILE and the SOURCES file from an existing device driver n don’t edit the MAKEFILE. The MAKEFILE is the same for all drivers. n edit the file SOURCES A common SOURCES files look like: (where XXXX is your driver name) TARGETNAME=XXXX TARGETPATH=$(BASEDIR)\lib TARGETTYPE=DRIVER INCLUDES=. SOURCES= XXXX.C \ XXX2.C



(or . ) (or ..\ )



n create the destination sub directories for the driver: TARGETPATH \I386\checked or TARGETPATH \I386\free n now start the DDK Build Environment:



Checked Build Environment for building drivers including debug information’s Free Build Environment for building drivers which are free from debug information’s
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4.2. Building a device driver After opening the CHECK or FREE Build Environment you got the following (DOS) Screen: n Change to your created device driver directory n use the BUILD command to build your driver n use the BUILD -h command to get a full list of all BUILD command switches Normally use: BUILD -c -w -z



Now the driver is compiled, linked an the driver file XXXX.SYS is placed into: TARGETPATH\i386\checked or \free n copy the driver to the \winnt\system32\drivers sub directory n start and test the driver
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4.3. Manual Start/Stop and dynamic reload of a driver For manual Start/Stop and some basic setup of a driver use the Device program. START à Control panel àDevices



Startoption



n Select your driver In the list of the installed device drivers n Now you can START and STOP the driver n for dynamic reload: 1) STOP the driver 2) copy the new driver to \winnt\system32\drivers 3) START the new driver n changing the Start option: press the Start option button This changes the „Start“ value in the Registry (for this device).



Developing Windows-NT Device Drivers Heinz Rongen Tel: +49-(0)2461-614512



Forschungszentrum Jülich, ZEL Fax: +49-(0)2461-613990



(13)



52425 Jülich, Germany Email: [email protected]



4.4. Debugging a device driver For debugging a device driver you need a second PC. The first one is called the Host (here you are writing the driver) the second one is the Target (or Test system, here you are testing the driver with the hardware) The two PC are connected over a serial line. (COMx to COMx) Target setup: The BOOT.INI file ( C:\ ) describes how to boot Windows-NT. A common BOOT.INI file looks like: [boot loader] timeout=5 default=multi(0)disk(0)rdisk(0)partition(1)\WINNT [operating systems] multi(0)disk(0)rdisk(0)partition(1)\WINNT="Windows NT Workstation, Version 4.0" multi(0)disk(0)rdisk(0)partition(1)\WINNT="Windows NT Workstation, Version 4.0 [VGA-Modus]" /basevideo /sos



BOOT.INI switches: /SOS /basevideo /crashdebug /maxmem=n /onecpu /nomice /debug /debugport=COM1,2 /baudrate=n



display boot driver load use VGA mode (640*480*16c, 60 Hz) activate debugger after systemcrash use only n Mbytes of RAM use only the first CPU (in a SMP System) dont use the mouse activate debugger use COM1 or COM2 baudrate for debugging (57600)



Add the following line in the BOOT.INI file: multi(0)disk(0)rdisk(0)partition(1)\WINNT="Driver Debugging" /debug /debugport=COM1 /baudrate=57600



Host setup: n start the program: WINDBG n Menu: OPTIONS à Kernel Debugger click ON: Enable Kernel click ON: Go on Exit n Menu: OPTIONS à User DLLs add your driver.SYS n load the source code in the debugger n start the debugger n reboot the Target system



(from the SDK)
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5. Writing a device driver Writing a device driver needs to write procedures for the following functions: DriverEntry routine (called when driver is loaded) DriverUnload routine (called when driver is unloaded) Create routine (called when driver is openend: CreateFile) Close routine (called when driver is closed: CloseHandle) Read, Write dispatch routine (called from FileRead, FileWrite) User IO routine (called from DeviceIoControl to handle all user defined IO Operations) Only the name of the first routine „DriverEntry“ is fixed in Windows-NT. Every driver must have a routine „DriverEntry“, the driver main routine. 5.1. DriverEntry routine ♦ The DriverEntry routine always looks like: NTSTATUS



DriverEntry



( IN PDRIVER_OBJECT DriverObject, IN PUNICODE_STRING RegistryPath )



The first parameter is a pointer to the new created DriverObject, the second parameter is the key in the registry for this device. ♦ Now its time to create the Device and to make a symbolic link to this device. For this you have to translate the device name into a UNICODE string and call the „IoCreateDevice“ function: UNICODE_STRING nameString, linkString; PDEVICE_OBJECT deviceObject; RtlInitUnicodeString ( &nameString, L"\\Device\\Krnldrvr" ); status = IoCreateDevice ( DriverObject, 0, &nameString, FILE_DEVICE_UNKNOWN, 0, TRUE, &deviceObject ); if (!NT_SUCCESS( status ))



return status;



//-- Create the symbolic link so the VDD can find us. RtlInitUnicodeString( &linkString, L"\\DosDevices\\KRNLDRVR" ); status = IoCreateSymbolicLink (&linkString, &nameString); if (!NT_SUCCESS( status )) { IoDeleteDevice (DriverObject->DeviceObject); return status; Developing Windows-NT Device Drivers Heinz Rongen Tel: +49-(0)2461-614512
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}
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♦ Now you tell the IO-Manager where to find the routines for the other operations. A typical setup looks like: DriverObject->DriverUnload = KdvrUnloadDriver; DriverObject->MajorFunction[IRP_MJ_CREATE] = KdvrDispatch; DriverObject->MajorFunction[IRP_MJ_CLOSE] = KdvrDispatch; DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = KdvrDispatchIoctl;



♦ After all initialization you return with: return (STATUS_SUCCESS);



5.2. Unload Routine Unloading the driver is done by deleting the device and the associated symbolic link: VOID KdvrUnloadDriver (IN PDRIVER_OBJECT DriverObject) { UNICODE_STRING linkString; IoDeleteDevice (DriverObject->DeviceObject); RtlInitUnicodeString( &linkString, L"\\DosDevices\\KRNLDRVR" ); IoDeleteSymbolicLink (&linkString); }
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5.3. Dispatch Routine for IO Operations All IO Operations is done by calling the installed dispatch routine with a IRP (I/O Request Packet). Parameters inside of the IRP describes what kind of IO Operations should be performed by the driver: IRPstack ->MajorOperation decides between: • • • • •



IRP_MJ_CREATE IRP_MJ_CLOSE IRP_MJ_READ IRP_MJ_WRITE IRP_MJ_DEVICE_CONTROL



If the drive got the „IRP_MJ_DEVICE_CONTROL“ command then a second parameter is used to describe which user defined IO Operation should be performed. A typical dispatch routine: static NTSTATUS KdvrDispatch ( IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp ) { NTSTATUS status; PIO_STACK_LOCATION irpSp; ULONG OutputBuffer; PKDVR_DEVICE_EXTENSION extension; irpSp = IoGetCurrentIrpStackLocation( Irp ); extension = DeviceObject->DeviceExtension; switch (irpSp->MajorFunction) { case IRP_MJ_CREATE: xxxx break; case IRP_MJ_CLOSE: xxxx break; case IRP_MJ_READ: xxxx break; case IRP_MJ_WRITE: xxxx break; case IRP_MJ_DEVICE_CONTROL: switch (irpSp->Parameters.DeviceIoControl.IoControlCode) { case IOCTL_USER_DEFINED_IO_OPERATION1: xxx break; case IOCTL_USER_DEFINED_IO_OPERATION2: xxx break; case IOCTL_USER_DEFINED_IO_OPERATION3: xxx break; } break; }



Every „switch case“ should set the variables: Irp->IoStatus.Status = STATUS_SUCCESS; (STATUS_BUFFER_TOO_SMALL) Irp->IoStatus.Information = (#of bytes written to outputbuffer);



and should end the procedure with: status = Irp->IoStatus.Status; IoCompleteRequest( Irp, 0 ); return status; } Developing Windows-NT Device Drivers Heinz Rongen Tel: +49-(0)2461-614512
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5.3.1. The IRP A IRP consists of the following fields: IN PIRP Irp; Irp->AssociatedIrp.SystemBuffer Irp->IoStatus.Information Irp->IoStatus.Status



// Pointer to the IRP Databuffer // Number of returned Bytes // Return status of type NTSTATUS



and one or more Stack addresses: PIO_STACK_LOCATION irpSp; irpSp = IoGetCurrentIrpStackLocation( Irp ); irpSp->Parameters.DeviceIoControl.IoControlCode irpSp->Parameters.DeviceIoControl.InputBufferLength irpSp->Parameters.DeviceIoControl.OutputBufferLength



//to get the Pointer //IRP IoControlCode //length of Inputbuffer //length of Outputbuffer



n Reading data from the system buffer: ULONG *Ptr; ULONG d; Ptr = Irp->AssociatedIrp.SystemBuffer; d = *Ptr++



n Writing data into the system buffer: ULONG *Ptr; ULONG d; Ptr = Irp->AssociatedIrp.SystemBuffer; *Ptr++ = d; Irp->IoStatus.Information = sizeof(ULONG);



5.4. Accessing IO Ports The following calls are used inside of a drive to access IO mapped hardware inside of the PC: WRITE_PORT_UCHAR ((PUCHAR) addr, (UCHAR) data); WRITE_PORT_USHORT ((PUSHORT)addr, (USHORT) data); WRITE_PORT_ULONG ((PULONG) addr, (ULONG) data); (UCHAR) = READ_PORT_UCHAR ((PUCHAR) addr); (USHORT)= READ_PORT_USHORT ((PUSHORT)addr); (ULONG) = READ_PORT_ULONG ((PULONG) addr);



Example: extension = DeviceObject->DeviceExtension; char i = 0x55; WRITE_PORT_UCHAR((PUCHAR)(extension->PortBase)+0, (UCHAR) i); Developing Windows-NT Device Drivers Heinz Rongen Tel: +49-(0)2461-614512
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5.5. A complete kernel mode device driver example KRNLDRVR.h #define IOCTL_KRNLDRVR_GET_INFORMATION CTL_CODE(0x8000, 2, METHOD_BUFFERED, FILE_ANY_ACCESS) #define IOCTL_KRNLDRVR_PUTSTRING CTL_CODE(0x8000, 3, METHOD_BUFFERED, FILE_ANY_ACCESS)



KRNLDRVR.c #include "ntddk.h" #include "string.h" #include "krnldrvr.h" typedef struct _KDVR_DEVICE_EXTENSION { ULONG Information; ULONG PortBase; ULONG PortLen; ULONG PortMemType; } KDVR_DEVICE_EXTENSION, *PKDVR_DEVICE_EXTENSION;



// lokale Device Informations



//--- Dispatch Routine for the DeviceIoControl call: User defined Controlcodes static NTSTATUS KdvrDispatchIoctl (IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp ) { NTSTATUS status; PIO_STACK_LOCATION irpSp; PULONG OutputBuffer; PKDVR_DEVICE_EXTENSION extension; irpSp = IoGetCurrentIrpStackLocation( Irp ); extension = DeviceObject->DeviceExtension; switch (irpSp->Parameters.DeviceIoControl.IoControlCode) { case IOCTL_KRNLDRVR_GET_INFORMATION: { Irp->IoStatus.Status = STATUS_SUCCESS; OutputBuffer = (PULONG) Irp->AssociatedIrp.SystemBuffer; if (irpSp->Parameters.DeviceIoControl.OutputBufferLengthIoStatus.Status = STATUS_BUFFER_TOO_SMALL; break; } *OutputBuffer = extension->Information; Irp->IoStatus.Information = sizeof( ULONG ); } break;
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case IOCTL_KRNLDRVR_PUTSTRING: { PUCHAR MyText; int i,l; MyText = (PUCHAR) Irp->AssociatedIrp.SystemBuffer; l = strlen (MyText); for (i=0; iPortBase)+0, (UCHAR) i); WRITE_PORT_UCHAR((PUCHAR)(extension->PortBase)+1, (UCHAR) *MyText); MyText++; } Irp->IoStatus.Status = STATUS_SUCCESS; Irp->IoStatus.Information = 0; } break; } status = Irp->IoStatus.Status; IoCompleteRequest( Irp, 0 ); return status; }



//--- Dispatch Routine for the Standardcalls: Create, Close, Read, Write ---static NTSTATUS KdvrDispatch ( IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp ) { NTSTATUS status; PIO_STACK_LOCATION irpSp; UNREFERENCED_PARAMETER( DeviceObject ); irpSp = IoGetCurrentIrpStackLocation( Irp ); switch (irpSp->MajorFunction) { case IRP_MJ_CREATE: Irp->IoStatus.Status = STATUS_SUCCESS; Irp->IoStatus.Information = 0L; break; case IRP_MJ_CLOSE: Irp->IoStatus.Status = STATUS_SUCCESS; Irp->IoStatus.Information = 0L; break; } status = Irp->IoStatus.Status; IoCompleteRequest( Irp, 0 ); return status; }
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//---- Routines for Mapping IO Ports and Reporting the Resources ------------VOID HW_MapPort { PHYSICAL_ADDRESS PHYSICAL_ADDRESS



( PKDVR_DEVICE_EXTENSION pDevInfo, ULONG PortBase, ULONG NrOfPorts) PortAddress; MappedAddress;



pDevInfo->PortMemType = 1; PortAddress.LowPart = (ULONG) PortBase; PortAddress.HighPart = 0;



// I need IO Area // from this BaseAddress



HalTranslateBusAddress (Isa,0,PortAddress, &pDevInfo->PortMemType, &MappedAddress); if (pDevInfo->PortMemType == 0) // CPU with Memory mapped IO { pDevInfo->PortBase = (ULONG) MmMapIoSpace ( MappedAddress, NrOfPorts, FALSE); pDevInfo->PortLen = NrOfPorts; } else {



// Intel CPU with IO Area pDevInfo->PortBase = (ULONG) MappedAddress.LowPart; pDevInfo->PortLen = NrOfPorts;



} }



NTSTATUS HW_ReportResourceUsage (PDRIVER_OBJECT DriverObject ) { NTSTATUS status; PKDVR_DEVICE_EXTENSION extension; PCM_RESOURCE_LIST ResourceList; UCHAR ResBuffer [sizeof(CM_RESOURCE_LIST) ]; PCM_PARTIAL_RESOURCE_DESCRIPTOR Descriptor; BOOLEAN ResourceConflict; extension = DriverObject->DeviceObject->DeviceExtension; ResourceList = (PCM_RESOURCE_LIST)ResBuffer; Descriptor = ResourceList->List[0].PartialResourceList.PartialDescriptors; ResourceConflict = TRUE; RtlZeroMemory (ResBuffer, sizeof(ResBuffer) ); ResourceList->Count = 1; ResourceList->List[0].InterfaceType = Isa; ResourceList->List[0].BusNumber = 0; ResourceList->List[0].PartialResourceList.Count++; Descriptor->ShareDisposition Descriptor->Type Descriptor->u.Port.Start.LowPart Descriptor->u.Port.Length Descriptor->Flags



= = = = =



CmResourceShareShared; CmResourceTypePort; extension->PortBase; extension->PortLen; CM_RESOURCE_PORT_IO;
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Descriptor++; status = IoReportResourceUsage ( NULL, DriverObject, ResourceList, (PUCHAR)Descriptor - (PUCHAR)ResourceList, NULL, NULL, 0, FALSE, &ResourceConflict); return (status); }



/*---------------------------------------------------------------------------Driver Unload Routine: called by the IO Manager to UnLoad the Driver -----------------------------------------------------------------------------*/ VOID KdvrUnloadDriver (IN PDRIVER_OBJECT DriverObject) { UNICODE_STRING nameString, linkString; IoDeleteDevice (DriverObject->DeviceObject); RtlInitUnicodeString( &linkString, L"\\DosDevices\\KRNLDRVR" ); RtlInitUnicodeString( &nameString, L"\\Device\\Krnldrvr" ); IoDeleteSymbolicLink (&linkString); }



/*---------------------------------------------------------------------------Driver Entry Routine: called by the IO Manager to Load the Driver -----------------------------------------------------------------------------*/ NTSTATUS DriverEntry ( IN PDRIVER_OBJECT DriverObject, IN PUNICODE_STRING RegistryPath ) { UNICODE_STRING nameString, linkString; PDEVICE_OBJECT deviceObject; NTSTATUS status; PKDVR_DEVICE_EXTENSION extension;



// Create the device object. RtlInitUnicodeString( &nameString, L"\\Device\\Krnldrvr" ); status = IoCreateDevice( DriverObject, sizeof(KDVR_DEVICE_EXTENSION), &nameString, FILE_DEVICE_UNKNOWN, 0, TRUE, &deviceObject ); if (!NT_SUCCESS( status )) return status; // Create the symbolic link so the VDD can find us. RtlInitUnicodeString( &linkString, L"\\DosDevices\\KRNLDRVR" ); status = IoCreateSymbolicLink (&linkString, &nameString); if (!NT_SUCCESS( status )) { IoDeleteDevice (DriverObject->DeviceObject); return status; } // Initialize the driver object with this device driver's entry points. DriverObject->DriverUnload = KdvrUnloadDriver; DriverObject->MajorFunction[IRP_MJ_CREATE] = KdvrDispatch; Developing Windows-NT Device Drivers Heinz Rongen Tel: +49-(0)2461-614512
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DriverObject->MajorFunction[IRP_MJ_CLOSE] = KdvrDispatch; DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = KdvrDispatchIoctl;



// Initialize the device extension. extension = deviceObject->DeviceExtension; extension->Information = 0x12345678; HW_MapPort(extension, 0x200, 4); //- Tell WindowsNT Resource Manager what we are using status = HW_ReportResourceUsage (DriverObject); if ( !NT_SUCCESS(status)) { IoDeleteDevice (DriverObject->DeviceObject); return status; } // Init card WRITE_PORT_UCHAR((PUCHAR)(extension->PortBase)+3, WRITE_PORT_UCHAR((PUCHAR)(extension->PortBase)+0, WRITE_PORT_UCHAR((PUCHAR)(extension->PortBase)+1, WRITE_PORT_UCHAR((PUCHAR)(extension->PortBase)+2,



0x80); 0x0); 0x0); 0x0);



// a 8255



return STATUS_SUCCESS; }
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6. User Mode Interface to the driver (I/O Manager) Communication between the User (Application) Level and the Kernel (Driver) Level is done via the I/O Manager. For this the I/O Manager exports the following Windows32 API calls to the Application Level: ♦ CreateFile open the device driver ♦ CloseHandle close the device driver ♦ ReadFile read a block of data from the device ♦ WriteFile write a block of data to the device ♦ DeviceIoControl call user defined IO functions After calling the I/O Manager with one of this calls, the I/O Manager creates a internal data structure, the IRP (I/O Request Package). The IRP passes now all necessary information to the device driver. A typical access to a device driver looks: • open the device driver • make one or more I/O Operations • close the device driver



(CreateFile) (DeviceIoControl) (CloseHandle)



6.1. Open the device driver Opening a device driver is equal to open the corresponding device driver file (xxx.SYS). This is normally done with the „CreateFile“ API function (or OpenFile) HANDLE hDev; hDev = CreateFile ( "\\\\.\\krnldrvr", GENERIC_READ|GENERIC_WRITE, 0, NULL, OPEN_EXISTING, 0, NULL); if (hDev == INVALID_HANDLE_VALUE) return;



The example opens the device driver „c:\winnt\system32\drivers\KRNLDRVR.SYS“ for read/write operations. Be sure to use the OPEN_EXISTING option, to ensure that the device is available for your application. After the call always check the returned handle, to ensure that the device is opened.
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6.2. I/O Operations I/O Operations are done with: • ReadFile • WriteFile • DeviceIoControl n DeviceIoControl DeviceIoControl is called with a user specified IO-control code to make all kind of IO Operations the device needed. #define IOCTL_KRNLDRVR_PUTSTRING CTL_CODE(0x8000, 3, METHOD_BUFFERED, FILE_ANY_ACCESS)



int N; unsigned char Outbuf[100]; unsigned char Inbuf [10]; DeviceIoControl ( hDev, // IOCTL_KRNLDRVR_PUTSTRING, // Outbuf, // 100, // Inbuf, // 10, // &N, // NULL);



Handle to device user define Ctrl code Output buffer Length of output Input buffer Length of input # of returnd bytes



DeviceIoControl uses a IO-control code to specify one of more IO Operations from the device driver. For generating the IO-control code use the following Macro: CTL_CODE (0x8000, myIoOP, METHOD_BUFFERED, FILE_ANY_ACCESS) „myIoOP“ is a the user defended Control code. The above example calls the device driver for the user define IO operation 3. CTL_CODE is defined in WINIOCTL.h: #define CTL_CODE( DeviceType, Function, Method, Access ) (((DeviceType) MajorFunction[IRP_MJ_READ]



= KdvrDispatch; = KdvrDispatch;



6.3. Closing the device driver: Closing the device driver is equal to close the corresponding device driver file (xxx.SYS). This is normally done with the „CloseHandle“ API function. CloseHandle (hDev);



Developing Windows-NT Device Drivers Heinz Rongen Tel: +49-(0)2461-614512



Forschungszentrum Jülich, ZEL Fax: +49-(0)2461-613990



(28)



52425 Jülich, Germany Email: [email protected]



6.4. A complete Application Example #include "windows.h" #include "stdio.h" #include "winioctl.h" #define IOCTL_KRNLDRVR_GET_INFORMATION CTL_CODE(0x8000, 2, METHOD_BUFFERED, FILE_ANY_ACCESS) #define IOCTL_KRNLDRVR_PUTSTRING CTL_CODE(0x8000, 3, METHOD_BUFFERED, FILE_ANY_ACCESS)



void main () { HANDLE hDev; DWORD N,x; char myText[200];



hDev = CreateFile ( "\\\\.\\krnldrvr", GENERIC_READ|GENERIC_WRITE, 0, NULL, OPEN_EXISTING, 0, NULL); if (hDev == INVALID_HANDLE_VALUE) return;



strcpy (myText, "HALLO"); x = strlen (myText); DeviceIoControl (hDev, IOCTL_KRNLDRVR_PUTSTRING, myText, x, NULL, 0, &N, NULL); CloseHandle (hDev); }
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6.5. Syntax for Visual Basic make some definitions for Visual Basic: Declare Function CreateFile Lib „kernel32“ Alias „CreateFileA“ ( ByVal lpFilename As String, ByVal dwDesiredAccess As Long, ByVal dwShareMode As Long, lpSecurityAttributes As SECURITY_ATTRIBUTES, ByVal dwCreationDisposition As Long, ByVal dwFlagsAndAttributes As Long, ByVal htemplateFile As Long) As Long Declare Function DeviceIoControl Lib „kernel32“ ( ByVal hDevice As Long, ByVal dwIoControlCode As Long, ByVal lpInBuffer As Any, ByVal dwInBufferSize As Long, ByVal lpOutBuffer As Any, ByVal dwOutBufferSize As Long, lpBytes As Long), lpOverlapped As OVERLAPPED )



As Long



Declare Function CloseHandle Lib „kernel32“ ( ByVal hDevice As Long ) As Long



Public Public Public Public Public



Const Const Const Const Const



GENERIC_READ GENERIC_WRITE FILE_SHARE_WRITE FILE_SHARE_READ OPEN_EXISTING = &H3



= = = =



&H80000000 &H40000000 &H2 &H1



Type SECURITY_ATTRIBUTES nlength As Long lpSecurityDescriptor As Long bInheritHandle As Long End Type



Type OVERLAPPED Internal As Long InternalHigh As Long offset As Long offsetHigh As Long hEvent As Long End Type Public Security As SECURITY_ATTRIBUTES Public gOverlapped As OVERLAPPED



Developing Windows-NT Device Drivers Heinz Rongen Tel: +49-(0)2461-614512



Forschungszentrum Jülich, ZEL Fax: +49-(0)2461-613990



(30)



52425 Jülich, Germany Email: [email protected]



the Visual Basic program: Public Const IOCTL_KRNLDRVR_PUTSTRING = &H8000000E Public hDev As Long



lpInBuf Insize lpOutBuf Outsize N



= = = = =



„Hallo“ 5 „“ 0 0



hDev = CreateFile ( „\\.\Krnldrvr“, GENERIC_READ Or GENERIC_WRITE, FILE_SHARE_WRITE Or FILE_SHARE_READ, Security, OPEN_EXISTING, 0,0); DeviceIoControl



( hDev, IOCTL_KRNLDRVR_PUTSTRING, lpInBuf, Insize, lpOutBuf, Outsize, gOverlapped)



N,



CloseHandle (hDev)



Developing Windows-NT Device Drivers Heinz Rongen Tel: +49-(0)2461-614512



Forschungszentrum Jülich, ZEL Fax: +49-(0)2461-613990



(31)



52425 Jülich, Germany Email: [email protected]



7. Special issues 7.1. Hal support for hardware access Port IO: (Intel processors) READ_PORT_ / WRITE_PORT_ UCHAR USHORT ULONG memory mapped: READ_REGISTER_ / WRITE_REGISTER_ UCHAR USHORT ULONG for block IO: READ_



PORT_



UCHAR USHORT ULONG



BUFFER_ WRITE_



REGISTER_



7.2. Interrupts Interrupts under Windows-NT are only handled in kernel mode device drivers. For this you call: IoConnectInterrupt ( .....) IRQ number: 3, 4, 5, 6, 7, 11, .... Vector : 3, 4, 5, 6, 7, 11, .... If two or more devices sharing the same interrupt line: n check by reading a status register from the board, whether it’s your interrupt or not n if YES: process the interrupt return (TRUE) n if NO: return (FALSE);
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A good example you will find at: \ddk\src\mmedia\vidcap\vckernel\



vcinit.c and vclib.c



Signaling the application that a event (interrupt) has occurred: in application: CreateEvent (...) WaitOnSingleEvent (...) in driver:



KeSetEvent (...)



7.3. Registry To obtain configuration information’s from the registry: RtLReadRegristryValue (...);



7.4. PCI Bus configuration To obtain the PCI devices call: HalGetBusInformation (....) Here you get a buffer with the PCI configuration information’s. Now scan this information’s and the bus to find a specific device (check VendorID and DeviceID).



7.5. Setting the IRQ level A process can only be preempted by a higher IRQ level. To set your own IRQL use: KeSetIRQL (...)
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