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Code-Based Public-Key Cryptosystems

A linear [n, k] code C has an n Ã— k generator matrix G whose rows form a basis for C, and has an (n âˆ’ k) Ã— n parity-check matrix. H whose kernel is C, i.e., C = {y ... 
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Outline • The McEliece cryptosystem • The Niederreiter cryptosystem • Digital signature schemes based on codes.
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Introduction to coding theory
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• Let GF (q) be a finite field with q elements. A linear [n, k] code C over GF (q) is a k-dimensional subspace of GF (q)n . Elements of GF (q)n are called words and elements of C are called codewords. • The weight of a word in GF (q)n is the number of nonzero components in it. The minimum distance of C is the minimum of the weight of any nonzero codeword in C. A linear [n, k] code with minimum distance d is called an [n, k, d] code. It is a fact that any [n, k, d] linear code can correct b(d − 1)/2c errors by nearest neighbor decoding. • A linear [n, k] code C has an n × k generator matrix G whose rows form a basis for C, and has an (n − k) × n parity-check matrix H whose kernel is C, i.e., C = {y ∈ GF (q)n |Hy T = 0}.
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' Cryptosystems based on error-correcting codes • Require a class of codes with 1. a good (fast) decoding algorithm 2. a huge number of inequivalent members with given parameters • The security is based on the NP-completeness of the syndrome decoding problem for general linear codes (Berlekamp, McElice, Tilborg, 1981) stated below: (SDP) given a binary r × n matrix H, a word s of GF (2)r , and an integer w > 0, is there a word x in GF (2)n of weight ≤ w such that HxT = s? &
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The McEliece cryptosystem (1978), I • The first code-based cryptosystem. • Use a [n, k, 2t + 1] binary Goppa code C. • C is constructed by a randomly selected irreducible polynomial of degree t over GF (2m ), (n = 2m ). • Note for a given integer m, there are many (about 2tm /t) t−error correcting binary Goppa codes of dimension n − mt and length n = 2m .
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' The McEliece cryptosystem, II • Let G be a k × n generator matrix of C, S a random k × k binary invertible matrix, P a random n × n permutation matrix. • Private Key : G, S, P . • Public Key : G0 = SGP and t. • Messages : k-bit vectors m over GF (2). • Encryption : x = mG0 + e, where e is a random n-bit error vector of weight t. • Decryption : xP −1 = mSG + eP −1 mS using a fast decoding algorithm for C. m = (mS)S −1
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' Attacks and discussion • McEliece suggested a binary [1024, 524, 101] (m = 10, t = 50) Goppa code which is still resistible under the following attacks. 1. Structural attack : recover the original structure of the secrete code from a generator matrix of an equivalent code 2. Decoding attack : decode the public code which has no visible structure. • Cryptosystems based on codes are performed with the fast encryption and decryption, however, they need a huge public-key size (more than 880k bytes). &



7



%



$



' Niederreiter’s cryptosystem (1986) • This is a dual version of the McEliece cryptosystem • Let C be an [n, k, 2t + 1] linear code over GF (q), H an (n − k) × n parity check matrix of C, M a random (n − k) × (n − k) nonsingular matrix over GF (q), and P a random n × n permutation matrix. • Private key : H, M , and P . • Public key : H 0 = M HP and t. • Messages : y is a vector of length n over GF (q) with weight t. • Encryption : s = H 0 y T (syndrome of y). s has length n − k. • Decryption : M −1 s = HP y T = H(yP T )T algorithm for C to find yP T and thus y.
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Attack for the Niederreiter cryptosystem • As in the McEliece cryptosystem there are structural attack and decoding attack. • Niederreiter suggested generalized Reed-Solomon codes. • Sidelnikov and Shestakov broke the Neiderreiter system (1992). • Li, Deng, and Wang (1994) showed that McEliece cryptosystem and Niederreiter’s cryptosystem are equivalent and have the same security when consider the same linear codes.
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' Other cryptosystems • Janwa and Moreno (1996) suggested algebraic geometry codes as a generalization of binary Goppa codes. (note : Goppa codes are subfield subcodes of algebraic geometry codes of genus 0.) Further cryptanalysis needs to be done. • Monico, Rosenthal and Shokrollahi (2000) used binary low-density parity-check codes in the Niederreiter cryptosystem and observed that the row-scrambling matrix M needs to be dense to be secure. • Gabidulin (1991) used Gabidulin codes and Sidelnikov (1994) used Reed-Muller codes both with a modification of the McEliece cryptosystem. &
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' Digital signature scheme based on codes, I • Xinmei Wang (1990) : the first digital signature scheme based on error-correcting codes. • Alabbadi and Wicker (1993, 1994) : modified Wang’s digital signature scheme. • Both turned out to be insecure because they reveals an information about private key. • Stern (1993) : use zero-knowledge schemes based on syndrome decoding problem. Less practical to use. &
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Digital signature scheme based on codes, II • Kabatianskii, Krouk, and Smeets (1997) : based on the fact that the set of correctable syndromes contains a linear subspace of relatively large dimension. • Courtois, Finiasz, and Sendrier (2001) : a signature scheme based on Niederreiter’s cryptosystem. Claim to be secure and practical. Will see this scheme in detail later.
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How to make a signature? 1. Hash (with a public hash algorithm) the document to be signed. 2. Decrypt this hash value as if it were an instance of ciphertext. 3. Append the decrypted message to the document as a signature.
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' Courtois, el al.’s Digital signature scheme • This digital signature scheme is based on Niederreiter’s cryptosystem with public key H 0 , a scrambled parity-check matrix of a binary Goppa code having parameters [216 = 65536, 65392, 19], i.e., m = 16 and t = 9. • The probability that a random syndrome of a [n = 2m , n − tm, 2t + 1] binary Goppa code is decodable is about 1/t!. • Let D be a document and h a public hash function returning a binary vector of length n − k (the length of a syndrome). &
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' Signature algorithm 1. Hash the document D into s = h(D). 2. Compute si = h([s|i]) for i = 0, 1, 2, ... (i in bits) 3. Find i0 the smallest value of i such that si is decodable and compute z such that H 0 z T = si0 using a fast bounded decoding algorithm. 4. Compute the index Iz of z in the space of words of weight 9 of length n = 216 (for example, just tell 9 non-zero positions of weight 9 words of the length and write each in bits.) 5. use [Iz |i0 ] as a signature for D. (note : the size of signature has an average length of 125.5 + 18.4 ' 144 bits) &
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Verification algorithm 1. Recover z from its index Iz . 2. Compute s1 = H 0 z T with the public key H 0 . 3. Compute s2 = h([h(D)|i0 ]) with the public hash function. 4. Compare s1 and s2 . If they are equal the signature is valid. (note : If z (hence Iz ) and i0 are valid then s1 = si0 = h([s|i0 ]) = h([h(D)|i0 ]) = s2 as expected.)
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' Comparison to some known signature schemes base cryptosystem RSA



ElGamal EC



signature scheme



RSA



DSA



data size



1024



160/1024 160



Niederreiter



ECDSA Courtois et al.



structural problem factoring DL(p)



144 Goppa/PRCode



best struc. attack 2102



2102



∞



inversion problem



DL(q)



EC DL SDP



best inver. attack 2102



280



280
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Conclusion and future work
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Conclusion • We have reviewed public-key cryptosystems based on error-correcting codes including the McEliece, and the Niederreiter cryptosystem. • We have noted that digital signature schemes based on codes are possible. Future work • Overcome the disadvantage of a large public-key size in the code-based cryptosystems. • Is it possible to construct a public-key cryptosystem based on both codes and (hyper)elliptic curves?



&



18



%



$



' References • [1] R.J. McEliece, “A public-key cryptosystem based on algebraic coding theory,” DSN Prog. Rep., Jet Prop. Lab., Caltech, pp. 114-116, Jan. 1978. • [2] H. Niederreiter, “Knapsack-type cryptosystems and algebraic coding theory,” Prob Contr. Inform. Theory, Vol. 15, pp. 157-166, 1986. • [3] N. Courtois, M. Finiasz, and N Sendrier, “How to achieve a McEliece-based digital signature scheme,” In Advances in Cryptology - ASIACRYPT 2001, LNCS 2248, pp. 157-174, Springer-Verlag, 2001. &



19



%



$



' Further References • [1] H. Janwa and O. Moreno, “McEliece public key cryptosystems using algebraic-geometric codes,” Designs, Codes and Cryptography, Vol. 8, pp. 293-307, 1996. • [2] G. Kabatianskii, E. Krouk, and B. Smeets, “A Digital signature scheme based on random error-correcting codes,” Cryptography and Coding, LNCS 1355, pp. 161-167, 1997. • [3] S.-B. Xu, J. Doumen, and H. van Tilborg, “On the security of digital signature schemes based on error-correcting codes,” Designs, Codes and Cryptography, Vol. 28, pp. 187-199, 2003. &



20



%



























des documents recommandant







[image: alt]





Differential Cryptanalysis of DES-like Cryptosystems - Zoo 

Jul 19, 1990 - where X is the bit by bit complementation of X. Cryptanalysis can exploit ... a meet in the middle attack of this kind is not applicable to DES reduced to eight or .... executions of the algorithm, and X0 is defined to be X0 = X Î¸X . 










 


[image: alt]





Public Key Cryptosystems, Certificates, and Certification Authorities 

some of the ways in which they can be used to verify the identity of a user. Problems ... information, particularly when it comes to key management. The most ..... L. Harn and S. Yang, Group-Oriented Undeniable Signature Schemes. Without the ...










 


[image: alt]





Conditional Differential Cryptanalysis of NLFSR-based Cryptosystems 

s inputs needs s2i queries to f. 3 Conditional Differential Cryptanalysis of NLFSR. This section provides the general idea of our analysis. It is inspired by ...










 


[image: alt]





elliptic curve public key cryptosystems dbid 79k 












 


[image: alt]





Generating Efficient Primes for Discrete Log Cryptosystems ... - bpcv 

Recently, variants of the ElGamal signature scheme have been standardized ..... cryptographic library for the Motorola DSP56000, InÐ‡â”˜Ðœâ”ŒIÂ·Bâ•¬Iâ• TÂ·zâ•¨Wâ•�.










 


[image: alt]





On the security of some cryptosystems based on ... - Florent Chabaud 

that cryptographic systems such as the following ones must take into account ... The first n bits ofHÐ‘u then consist of a signatureÐ’uG for the public signature. s u .










 


[image: alt]





Computer & Network Security Public Key CryptoSystems: RSA and 

â€¢Theorem (Euler's Generalization, Euler Totient Thm). â€“ let gcd(a,n)=1 then. â€“aÏ•(n) mod n = 1. â€¢Fermat's Theorem. â€“ let p be a prime ..... But, C does not want B to know the fact that Little ... Solution 2: To protect the blind signer B, a










 














×
Report Code-Based Public-Key Cryptosystems





Your name




Email




Reason
-Select Reason-
Pornographic
Defamatory
Illegal/Unlawful
Spam
Other Terms Of Service Violation
File a copyright complaint





Description















Close
Save changes















×
Signe






Email




Mot de passe







 Se souvenir de moi

Vous avez oublié votre mot de passe?




Signe




 Connexion avec Facebook












 

Information

	A propos de nous
	Règles de confidentialité
	TERMES ET CONDITIONS
	AIDE
	DROIT D'AUTEUR
	CONTACT
	Cookie Policy





Droit d'auteur © 2024 P.PDFHALL.COM. Tous droits réservés.








MON COMPTE



	
Ajouter le document

	
de gestion des documents

	
Ajouter le document

	
Signe









BULLETIN



















Follow us

	

Facebook


	

Twitter



















Our partners will collect data and use cookies for ad personalization and measurement. Learn how we and our ad partner Google, collect and use data. Agree & Close



