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Cryptography Network Topology Routing strategy
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Communication: Cryptography Computation: ECC Energy concern: ECC, Cross-layering Scale: Secure routing Wild environment Node compromise: Little work Key management: Little dynamics 34
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Detection & connement of node compromise Attacking WSN Key management Secure routing
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Work from Yuichi Sei Detection of illegitimate data for connement See Yuichi’s work: http://honiden-lab.ex.nii.ac.jp/~sei
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Properties Faster than related work K-robustness Limitations Fixed infrastructure (no mobility) Overhead data still high 39
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How to dynamically manage keys? Preliminary stage Research issues: Key deployment Re-keying Mitigating key capture Routing 44
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Advantage of double chain mails: Very (too) simple Limitations: Expensive Attempt with digital pheromones (current)
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End-to-end security scheme Target features Rely on dynamic key infrastructure Adaptive routing Energy efciency by cross-layering Started this month with Neeraj from NJIT 50
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