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manual). Support of computer and telephony integration. (CTI). Emergency access and night service .... interaction with the customer can be made as personalized and current as pos- .... and Web- or CD-based employee training and distance learning. .... Second, they must support future technology and service evolu- tion. 
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6 VoIP DEPLOYMENT IN ENTERPRISES1



Enterprises are probably the ﬁrst ones to derive the beneﬁts of running realtime telephony and associated services over an IP network. Before the advent of VoIP, enterprises generally had phone lines for real-time voice and fax services, and a data network based on dial-up, X.25, frame relay (FR), ATM, IP, and so on for data communications services [1]. IEEE standard 802.3 protocol or Ethernet-based LANs are very common in enterprises [2] for data communications networking. Small, medium-sized, and large enterprises can be deﬁned as follows: 











The small o‰ce home o‰ce (SOHO) usually supports a few (fewer than eight) phone lines and a small (fewer than 16 ports) LAN. Small enterprises commonly support a few (fewer than 16) phone lines and a small LAN (about 32 ports). They are usually conﬁned to one to four geographical locations. Medium-sized enterprises usually need tens of phone lines, a router, and multiple (medium-sized LAN of 32 to 64 ports) Ethernet switch-based LANs per location. Typically, they consist of a few o‰ces in multiple geographical locations. Large national enterprises usually need tens to hundreds of phone lines and multiple large Ethernet switch- and router-based LANs per location. Typically, they consist of tens of o‰ces in multiple geographical locations.



1 The ideas and viewpoints presented here belong solely to Bhumip Khasnabish, Massachusetts, USA.
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The introduction of VoIP in enterprises not only leads to convergence of multiple disparate networks in one physical infrastructure running only one (i.e., IP) protocol, it also opens up the network for delivering several new and emerging productivity-enhancing IP-based applications and services to the employees and customers of the enterprises. These new services include IP-based fax and conferencing services, uniﬁed messaging, ﬁnd-me/follow-me services, Web-based call/contact centers, e-commerce and customer-care services, support of virtual or remote or tele-workers, and so on. Although the operational and infrastructure cost savings are the prime motivations for incorporating VoIP services in enterprises, there are other factors that contribute equally to the decision. Some of these are (a) use of a uniform (i.e., IP only) service and network management platform throughout the corporation, (b) ﬂexibility in service creation and maintenance using a Web interface, for example, and (c) simplicity in adding, moving, and changing the management of desktops/terminals within the corporation. In addition, it is often said that in medium-sized and large corporations, the investment in VoIP pays for itself within months (see, e.g., the case studies in the website at www. von.com, 2001). The corporate IP network or the Intranet must be properly engineered so that it meets or exceeds the packet transmission delay jitter, packet loss, and packet transmission delay limits suggested in Chapter 4 and Appendix C. This will ensure the required level of quality, reliability, and availability of the VoIP service anywhere within the enterprise. This chapter brieﬂy discusses the required network endpoints, interfaces, and network elements for deploying VoIP in enterprises. It also presents some networking scenarios that can help corporations to migrate from o¤ering traditional circuit switch-based telephony (e.g., centrex, PBX) services to its employees to delivering IP- and VoIP-based advanced and integrated communications services to its customers (for e-commerce applications) and employees alike.



IP-BASED ENDPOINTS: DESKTOP AND CONFERENCE PHONES IP phones are POTS or ISDN phone-like devices based on PCs, intelligent digital signal processors (DSPs), and real-time operating and networking software/systems. These devices are used for accessing real-time voice communications services from, for example, any communications application service provider (CASP) and for transporting real-time voice signals over the IP-based packet communication networks. Although the ﬁrst-generation IP phones supported only G.711-based voice coding and proprietary or H.323- or MGCP-based signaling and call control, the emerging IP phones are supporting G.729-, G.726-, and G.723-based coding options, and are predominantly using the SIP protocol for call control and signaling. Many IP phones have built-in multiport Ethernet hubs to support seamless connectivity to LANs, and
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TABLE 6-1 Typical Features and Functionalities of IP and SIP Phones Direct dialing based on digit Direct dialing based on e-mail address Digit map support Private network dialing plan support Direct inward dialing (DID) Direct outward dialing Call forward network Do not disturb (DND) Conferencing (four or more parties) Call transfer with consultation Call transfer without consultation Call waiting Speakerphone with mute option Infrared port Adjustable and custom ring tone Hearing aid–compatible handset Volume control Independent volume control Last number redial Display contrast control Internal phone browser Call log Call log ﬁlter Customizable display screen Online help External speaker jack JTAPI support Call hold LDAP-based phone book Presence management Vcard exchange via phone Video streaming Scanning/checking e-mail Display call image Embedded Java



Music on hold Caller ID blocking Call forward Anonymous call blocking Multiple directories Integrated multiport Ethernet DNS service Inline power (over category 5 LAN cable) 10-BaseT and 100-BaseT Auto-identiﬁcation (easy add/move/change) G.711, G.729, and wideband CODECs Intercom support Plug and talk feature Register station by using proxy In-band DTMF transmission Out-of-band DTMF transmission Local or remote call progress tone Network startup via DCHP Date and time support via NTP Third-party call control via delayed media play Support for endpoints in SDP Local directory, conference call log Message waiting indication (MWI) Speed dial to voice mail box General-speed dial Capability to add new applications Click to dial from outlook Access to application portal Support of QoS by packet marking Call park Barge-in calling Intelligent attendant Rolodex-style scroll knob Automatic version update (via TFTP or HTTP) Ability to view video graphic ﬁles



are also capable of deriving electric power using the same Ethernet cable (a category 5 cable) that they use for connecting to the Ethernet LAN hub/switch. Table 6-1 presents a list of features and functionalities that are commonly available in IP and SIP phones. It appears that these phones are capable of supporting many of the productivity-enhancing features and functions that are commonly used in the business communications environment. Also, since IP phones facilitate dynamic registration of clients (or endpoints) via the dynamic
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host conﬁguration protocol (DHCP) features of IP, they make adding, moving, and changing very simple. Finally, since IP phones use the same data networking infrastructure and technologies, they make enterprise network evolution and management more seamless and less expensive. A number of recently developed IP phones support conferencing features and functions that are commonly available in expensive traditional PBX phones or in the phones that can only be purchased as part of the key telephone systems (KTSs). These IP phones o¤er full-duplex audio, display functions, and features such as access to voice mail and name directories, call add, drop, and transfer, and interconnecting multiples conferences bridges. In addition, these conference IP phones can be used as a client to the IP-PBX (described in the next section) in integrated voice (TDM) and data (mainly IP) networks by simply plugging them into the LAN, or Ethernet network [1,2] jack in any conference room in the o‰ce. Many companies, including Cisco (www.cisco.com, 2001), Pingtel (www. pingtel.com, 2001), Polycom (www.polycom.com, 2001), and Siemens (www. siemens.com, 2001), have recently started marketing their desktop and conference IP phones to high-end residential and enterprise markets.



IP-PBX, IP CENTREX, AND IP-BASED PBX TIE LINES IP-PBXs are PBX devices that support the following: a. Various IP telephony and/or VoIP features; b. Call processing/control and attendant features/functions that are available from traditional circuit-switched PBXs; c. One or more of the following types of phones: analog, digital, ISDNBRI, IP, and so on; and d. One or more T1/E1-CAS/PRI links and digital subscriber lines (DSLs) for connectivity to PSTN switches and IP trunks for local and/or wide area data/packet networking. The IP trunks can be used to interconnect the IP-PBXs of a corporation in di¤erent geographical locations over an IP-based corporate virtual private network (VPN). Deployment of IP-PBX not only reduces the costs and enhances the features and capabilities of enterprise communications, it also simpliﬁes the software upgrading and management of the integrated voice and data infrastructure. In addition, IP tie lines or IP trunks can be used to interconnect the IP-PBXs in di¤erent geographical locations. The use of IP tie lines can (a) make the same advanced call control features of the corporation’s headquarters available to employees in remote branch locations and (b) allow employees to hold conference calls over a wide geographic area, avoiding long-distance telephone charges.
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Figure 6-1a Traditional centrex-based telephone service o¤ering to enterprise or corporate customers.



IP-PBXs can o¤er the same set of services that traditional analog centrex and ISDN centrex o¤er. In analog centrex and ISDN centrex, the call control features and functions reside in the CLASS-5 switch placed in the central o‰ce (CO) building, with, for example, a dedicated T1 line for every 23 (for T1-PRI) or 24 (for T1-CAS) telephone terminals on the customer’s premises, as shown in Figure 6-1a. This system is not only expensive to maintain, it also may o¤er only a limited and/or proprietary set of centrex features. In PBX (traditional) or IP-PBX (emerging), these functions are usually hosted in the network elements that reside on the customer’s premises, and one or more T1 (traditional) or DSL (emerging) connections to the CO can be used for PSTN connectivity, as shown in Figure 6-1b. The DSL connections can carry both voice and data tra‰c over the same link and are usually signiﬁcantly less expensive to maintain than T1 connections. Also, since the call control can be local and IP-PBX supports Internet connectivity, it is not necessary to have one T1 line for every 23 (for T1-PRI) or 24 (for T1-CAS) telephone terminals on the customer’s premise (discussed more in the context of Figure 6-3 at the end of this section). Note that with the advent of VoIP and the ubiquitous availability of IPbased network connectivity, analog centrex and ISDN centrex are evolving toward IP-based centrex. To o¤er IP-based centrex services, the service provider needs to support a high-quality (i.e., with guaranteed QoS) broadband (over DSL, T1, Ethernet, etc.) IP link to the customer’s site, instead of o¤ering expensive T1 lines that support voice calls only. The customer can use the



IP-PBX, IP CENTREX, AND IP-BASED PBX TIE LINES



73



Figure 6-1b Traditional PBX-based telephone service o¤ering to enterprise or corporate customers.



broadband IP link for simultaneous transmission of voice and data tra‰c to deliver a variety of enhanced applications and services to employees. To support legacy telephones and fax machines, customers need an IP-PSTN GW on the premises. This GW provides signaling and media (bearer tra‰c) conversion from the legacy TDM domain on the customer’s premises to the IP domain in the service provider’s CO. This conversion helps communications with appropriate network elements like the IP-PSTN GW, VoIP CC, softswitch, and so on in the IP network of the service provider. Note that IP PBX and IP centrex o¤er a superset of the traditional analog centrex and ISDN centrex services, some of which are shown in Table 6-2 (further details can be found at www.ipcentrex.org/features/index.html, 2001). Table 6-3 presents typical IP telephony and VoIP-related features expected from IP centrex and IP PBX. Additional autoattendant and CC-related features that are expected to be supported by IPPBX-like devices are shown in Table 6-4 and discussed in the next section. When IP-PBXs are used, enterprises can install the IP telephony network elements or devices adjacent to the data-networking (e.g., LAN) infrastructure, reducing wiring and management complexity and physical footprint requirements [3]. Also, IP-PBX supports not only the ﬂexibility and e‰ciency of IP telephony, but also peer-to-peer VoIP connectivity over LANs and WANs. In addition, the IP domain network elements use open (or standards-based) and Web-based interfaces for call control and feature/service provisioning and management. Consequently, it is relatively faster and simpler to manage soft-
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TABLE 6-2 Typical Call Control Features and Functionalities of Traditional Centrex and PBX Automatic call-back (Camp on) Bridged call appearance Call forwarding (internal and external) Call pickup Caller ID display and called ID blocking Hunt groups Distinctive ringing Call drop Call hold and waiting Auto redial and auto call back



700/900 call blocking Call join, fork, stack, etc.



Intercom Last number redial Message waiting (using light and/or tone) indication Multiple call appearance Mute One-button speed dial Call transfer Volume control Automatic alternate routing Automatic route selection (for outside or 6þ, 7þ, 8þ, 9þ, etc. calls) and auto-direct connect Call screening and blocking Automatic detection of fax tone



Message- and/or musicon-hold Free seating Time-of-day (e.g., night)–based service System speed dialing Voice mail Call trace Call park Call conferencing Do not disturb (DND) Interactive voice response (IVR)–based service and recorded announcements Emergency call attendant Call intercept treatment



ware upgrading and to roll out new service features (e.g., uniﬁed messaging, ﬁnd-me/follow-me services) across the enterprise. Both traditional PBX vendors and Internet router manufacturers are developing and marketing IP-PBX and other relevant feature GWs and application servers. Some of them are Avaya (www.avaya.com, 2001; formerly a part of Lucent), Nortel (www.nortelnetworks.com, 2001), Siemens (www.siemens.com, 2001), NEC (www.nec.com, 2001), Mitel (www.mitel.com, 2001), and Cisco (www.cisco.com, 2001). Note that some of the commercially available IP-PBXs can support many new and emerging services in addition to tens of call processing features and functions that are available in traditional circuit-switchbased PBXs. Figure 6-2 shows possible architectures for migration of traditional centrex services to IP-based centerx services with minimal infrastructure investment by customer but a somewhat signiﬁcant (less for ISPs but perhaps more for telecoms) capital investment from the service provider. Details of the costs depend on interface and service requirements, scope of the deployment, age of the equipment (handsets) and the IP network infrastructure already in place, and so on, and can be evaluated on a case-by-case basis. IP centrex customers can add new endpoints (phones) without requiring new phone lines to the telecom service provider’s central o‰ce, and also can roll out many new and advanced IP-based services in a customized fashion just by adding new servers to their local IP network (LAN or Intranet). Many existing telecom switch manufacturing vendors are developing either (a) line cards that integrate with exist-
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TABLE 6-3 Typical VoIP and Related Features and Functionalities Expected from IP-PBX and IP-Centrex Simultaneous support of IP and POTS (analog, digital, ISDN-BRI) phones Support of self- and Web-based conﬁguration, provisioning, user proﬁle management, and so on for easy add/move/ change, ﬁnd-me/ follow-me, and other services Support of the existing and emerging VoIP signaling and call control protocols (e.g., H.323, MGCP, SIP) Support of automatic fallback to PSTN trunks for call routing when the IP link(s) are congested Support of IP-VPN and voice-VPN services



Support of VoIP for both access (IP phones) and transport (inter-PBX IP trunk) for toll bypass Support of the line-card-based (or integrated) VoIP GW



Support of a large number (tens, hundreds, thousands) of IP phones Support of QoS in both access and transport domains by using access control and by marking the VoIP packets as high-priority packets



Support of a wide variety of voice compression schemes (e.g., G.711, G.729, G.723) with and/or without silence suppression



Support of electronic numbering (IETF’s ENUM, RFC 2915/ 16) to enable dial using the e-mail address, URI, URL, and so on Support of security, scalability, reliability, and emergency call routing



Support of uniﬁed messaging including real-time and store-and-forward fax transmission service Support of instant messaging, meet-me/follow-me conferencing (audio and video), and so on



Virtual enterprise, integration with e-mail (MS-Outlook, MSExchange, Lotus Notes, etc.), presence management, and so on



ing devices to support the required interfaces and functions or (b) GW devices to support feature and service interaction and transport mediation between IP and PSTN domain networking and service delivery elements. Figure 6-3 demonstrates how an existing circuit switch-based PBX infrastructure can be migrated to an IP-PBX-based one by adding an embedded VoIP CC and GW (to PSTN) line card in the existing PBX. Another option for such a migration would be to use a separate physical device that functions as an integrated VoIP GW and call controller or proxy of a separate CC, depending on the system architecture. Although there are a number of protocols (H.323, SIP, MGCP, etc., as discussed in Chapter 3) for controlling IP-based endpoints (e.g., a phone), it appears that because of its openness and simplicity, IETF’s SIP is enjoying
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TABLE 6-4 System Features and Functionalities Expected to Be Supported by an IP-PBX Automatic call distribution (ACD)–based call control (including priority queueing) Attendant override or barge-in (including automatic station relocation) Call display and ANI/DNISbased service Route and trunk group selection (automatic or manual) Fax mail (single or group, internal or external, etc.) Priority and serial calling



Display of call duration and distribution Supervision and monitoring of calls Recalling a call Support of computer and telephony integration (CTI) Programmable toll restrictions



Call and call transfer between seats (positions) Direct inward and outward dialing Call detail recording (CDR) Emergency access and night service Voice mail and/or video mail–based call back



Station hunting



Figure 6-2 Evolution of a traditional centrex service o¤ering to IP and technologiesbased centrex service delivery. The connections shown by the dashed line are required when PSTN call and feature control reside in the PSTN network, and (a) SS7 SG, call and MGC, and (b) advanced feature server are not deployed. The centrex feature GW supports the GR-303/TR-008 interface to the PSTN and may contain the VoIP CC and MG.
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Figure 6-3 IP-PBX-based telephone service o¤ering to enterprise or corporate customers.



signiﬁcantly more support from both standardization organizations and vendor communities. And for controlling the VoIP GW devices from the CC (or call manager or call server), the MGCP and Megaco/H.248 (discussed in Chapter 3) protocols are becoming clear winners.



IP-VPN AND VoIP FOR TELE-WORKERS VPNs use leased telecommunications links or shared Internet trunks to provide point-to-point private logical channels for data and/or voice communications. The ﬂexibility and ubiquity of IP have motivated many Internet and telecom equipment manufacturers to develop IP-based virtual private networking (IPVPN) devices that can support integrated real-time voice (using VoIP) and data services over broadband IP links. The broadband IP link—shown in Figure 6-4—could be a digital subscriber line (DSL), a cable modem-attached CATV line, a wireless or Ethernet local loop or IP over asynchronous transfer
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Figure 6-4 IP-VPN and VoIP service o¤ering to home-based and remote/traveling teleworkers.



mode/synchronous optical network (ATM/SONET) over ﬁber or laser, and so on [1,4,5]. Many large corporations are setting up IP-VPN (and VoIP) services in the Intranets to enable their valued employees, call center agents, and afterhour attendants to work from home (telecommute) when needed. The main beneﬁts of using VoIP over IP-VPN are that the tele-workers (at home or at any other location) can use the same telephone sets, and can have access to the same sets of call features and services that they enjoy while working physically in their o‰ces—be it headquarters or branch o‰ces. Commercially available SOHO IP-VPN devices and IP-PBXs also o¤er graceful fallback of the VoIP calls from the IP network to the PSTN networks (using DS0 or BRI lines) so that the employees or users can enjoy the same QoS including network-level availability and reliability. Similarly, local and emergency (e.g., 911) calls can be routed through the local analog or BRI line to the PSTN network. This allows e‰cient, low-cost, appropriate delivery of calls to the local endpoint (another PSTN phone) or the public service access points (PSAPs) as required. As with all IP-based services, the major issues in o¤ering IP-VPN and related services using a logically overlaid private network over the public
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Internet are that (a) security of the services needs to be maintained and (b) the QoS needs to be guaranteed for the application in question [1,2]. To satisfy the security requirements, it is necessary to o¤er authentication, encryption/ decryption, tunneling, and stateful ﬁrewall services to the endpoints over IP. Similarly, to ensure the QoS requirements, it is necessary to o¤er access control and bandwidth management services to the IP packet streams as they pass through the IP network (Intranet or the public Internet). Therefore, any feasible IP-VPN device must support these security and QoS requirements by using the appropriate software and hardware embedded in it. Currently, a number of IETF recommendations and ITU standards are available to implement security and QoS maintenance services. For example, (a) public key infrastructure (PKI)–based digital certiﬁcates, a combination of static, dynamic, and biometric information or password, and lightweight directory access protocol (LDAP)–based remote authentication dial-in user service (RADIUS) for authentication/authorization/accounting (AAA), and so on can be used for user or endpoint authentication; (b) the IETF’s IPSec with a multiple-digital encryption standard (DES; triple DES is very common) based encryption of messages with a large (e.g., 128 bit) key can be used to maintain privacy and secrecy; and (c) a header compression- and encryption-based point-to-point tunneling protocol (PPTP), layer-2 tunneling (L2TP), and so on can be used for information tunneling service; and (d) a TCP/UDP port, IP address, type of protocol, service, interface, and so on based packet ﬁltering, stateful packet inspection, auditing, service logging, network address translation (NAT), and others can be used for ﬁrewall services. In order to maintain the desired QoS requirements, IETF’s di¤erentiated services (Di¤Serv), integrated services (IntServ), random early discard (RED), resource reservation protocol (RSVP), multiprotocol label switching (MPLS), and other protocols can be used. These are discussed in Chapters 2 and 3.



WEB-BASED CALL AND CONTACT CENTERS Web-based call and contact centers not only support all the economic and operational advantages of VoIP, they also o¤er the ﬂexibility and other beneﬁts of IP telephony. Traditional circuit-switched PBX and automatic call distribution (ACD)–based call and contact centers can be upgraded to support VoIP and Web-based management and control by adding a VoIP GW and an IP interface along with the required software. Many traditional PBX and ACD manufacturers—such as Avaya (www.avaya.com, 2001; formerly a part of Lucent), Nortel (www.nortelnetworks.com, 2001), and NEC (www.nec.com, 2001)—have already started working in this direction, and recently have started marketing their Web-based call and contact center products. Support of IP telephony and VoIP in the call center makes adding, moving, and changing of stations and invoking of remote (o¤shore or home-based)
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call agents simple and a¤ordable. In addition, by using ANI/DNIS and instant retrieval (over IP network) of up-to-date customer information, the call agent’s interaction with the customer can be made as personalized and current as possible at the lowest possible cost. In the case of multisite call centers operating in multiple time zones, the interworking of the VoIP GWs in di¤erent call centers using intersite IP links makes centralized messaging and management of services inexpensive and e‰cient. In addition, since IP telephony supports open telephony and intelligent networking (IN) application programming interfaces (APIs) like Java API for intelligent networking (JAIN), Paraly, and TAPI/ JTAPI, many of the required sales automation and inventory management (for e-commerce applications), trouble ticketing, and accounting software packages and servers can be developed and integrated easily and cost-e¤ectively with the main customer care and customer resource management (CRM) system. To guarantee the privacy and security of electronic transactions (for e-commerce applications), the authentication, encryption, and ﬁrewall mechanisms discussed in the previous section (IP-VPN and VoIP for tele-workers) can be utilized. The support of Web-based call control and ACD management also facilitates seamless availability of intelligent control, routing, and smart management of calls from any location within the enterprise, either over the corporate Intranet or remotely over the IP-VPN by using VoIP. These attributes also enable real uniﬁcation of all types—voice, data/e-mail, graphics/fax, and so on—of messaging over one application for delivery over one IP-based network to one multimedia PC or an IP phone (with a built-in large display). Consequently, it becomes relatively simpler and easier for corporations to develop and integrate/launch many of the emerging IP- and VoIP-based advanced services. These services include Web-based internal (among the call center agents) and external (between an agent and a customer) collaborations, open browser-based network and service management, chat and instant messaging, Web-based clicking for making a call and scheduling a call back to a customer, and so on. Web-based contact centers can be used to implement a virtual call or contact center by exploiting the same IP client-server-based architectures [1,2] that are commonly used for advanced IP telephony call control and service delivery. These types of contact centers can not only span multiple times zones over different geographical areas all over the world, they can also support nonstop (i.e., 24 hours/day, 365 days/year) customer services cost-e¤ectively. For example, a customer calling for help or service at 9 p.m. Eastern Standard Time to a Boston-based call center can be routed over the corporate IP-VPN (supporting VoIP) to an o¤shore (e.g., based in India) call center where it may be 7 a.m.. It is also possible to train di¤erent overseas groups of call agents as specialists in di¤erent types of services, and incoming calls can be routed based on customers’ category and requirements—as identiﬁed by ANI/DNIS and other information collected via the interactive voice response (IVR) system.
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NEXT-GENERATION ENTERPRISE NETWORKS2 Intranets are corporate or enterprise networks that facilitate seamless communications and networked computing within a single corporation. To carry out business functions, however, corporations have traditionally employed several other networks to provide business services such as telephony, faxing, computing, and network administration. Today, these services revolve around two basic networks: PSTN, which provides basic telephone services, and the Internet. As shown in Figure 6-5a, these separate networks handle telephone and data/Internet services today. Next-generation enterprise networks (NGENs) must fulﬁll current expectations for corporate networks, and must also seamlessly support mobility and multimedia applications. And, they must achieve this by using ﬂexible, often adaptive, self-conﬁguring, and interoperable architectures. NGENs also must be user-friendly and scalable. They must support bandwidth and QoS requirements, in addition to delivering the expected reliability and availability. To meet these requirements, the trend is to consolidate these disparate networks (PSTN and the Internet) into one simple (IP only) high-capacity, reliable, scalable, QoS-aware network, as shown in Figure 6-5b. NGENs will use one set of protocols—such as IPv4 (which needs IPSec and QoS mechanisms to support the security and service requirements) or IPv6 (which has a larger address space, as well as built-in QoS and security support)—processes, and vendors and one set of management, administration, and billing processes. They must be able to easily accommodate emerging computing and communications technologies and next-generation uniﬁed and simpliﬁed services. Customers’ Expectations Corporations expect NGENs to seamlessly support automated services and applications, facilitate process reengineering and technology consolidation, and support e‰cient network management and maintenance. A few of the emerging strategies for consolidating PSTN and Internet-based networks are as follows: 







IP telephony in the form of ID-aware voice plus data terminals (e.g., with a built-in multiport Ethernet hub), which includes supporting mobility in addition to facilitating add, move, and change activities. IP-PBX or packet voice exchanges (PVXs) and integrated access devices (IADs) to replace PBXs and terminals. IADs usually support DSL-based services and hence eliminate the need for multiple physical lines (DS0s)



2 This section is based on the article ‘‘Next-Generation Corporate Networks,’’ by B. Khasnabish, published in the IEEE IT Professional Magazine, Vol. 2, No. 1, pp. 56–60, January–February 2000.
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Figure 6-5 Enterprise networks commonly have PSTN and Internet components, as shown in (a), but the next-generation enterprise networks will combine the two using the IP as the glue, as shown in (b).



NEXT-GENERATION ENTERPRISE NETWORKS
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from a central o‰ce to a customer’s premises. One physical line from an IAD can support multiple virtual circuits. PVXs can handle both data- and packet-based voice services. Use of PVXs can avoid scalability and interoperability constraints as well in certain scenarios. Storage area networks (SANs) are network-, server-, or micro/pico-area networks attached to a massive data-storage facility. They support the creation and control of services. SANs and mainframes are useful for data mining/warehousing, e-commerce, transaction execution, and peering. Peering allows networks to exchange tra‰c directly rather than using the Internet backbone; it permits a more e‰cient, seamless exchange of data. An e¤ective SAN should support the lightweight directory access protocol (LDAP), billing, and semidistributed Web-based control and management. Software packages based on extensible markup language (XML) can facilitate interaction and information exchange over the Web without requiring massive rewrites or modiﬁcations of the existing/legacy systems/ applications of the individual companies. Whatever the strategy is, it is important to consider support for the several functions that the integrated network must provide.



Process Reengineering and Consolidation Next-generation networks must support process reengineering and consolidation applications. Such applications include those for enterprise resource planning (ERP), e-commerce, data mining and data warehousing, and peering of servers and networks. Although the objective of implementing these applications is to reduce cost and complexity, nonjudicious use of these technologies can produce adverse e¤ects.



Proactive Maintenance Performing proactive maintenance is becoming another function for corporations. This capability was ‘‘nice to have’’ in the 1990s, but it is rapidly becoming a necessity as networks become more complex. Examples of proactive maintenance are as follows: 











Software or system conﬁguration and version-management applications using Desktop Management Task Force’s Desktop Management Interface (DMI) or Sun’s Jini; Remote/self-conﬁguring and maintenance of desktop computers and applications; and Network and tra‰c conﬁgurations management using time- or tra‰cpattern-triggered network and tra‰c management policies.
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Support for QoS Maintaining QoS calls for optimizing network access and tra‰c routing. A QoS-aware network recognizes various categories of data and attempts to guarantee an associated level of service, which is deﬁned by parameters such as allowable delay, delay jitter, packet loss, and so on. Emerging protocols include customer premises and/or desktop devices with native support of TCP/IP (transmission control protocol/Internet protocol) and UDP/IP-based (user datagram protocol/Internet protocol-based) access. UDP is commonly used to support real-time or delay-sensitive/loss-tolerant services over IP. The goal is to permit such devices to support varying qualities of service [6,7]. For IP-based services, QoS issues are currently being addressed by IETF’s Di¤Serv, IntServ, and multiprotocol label-switching (MPLS) working groups, Internet 2’s QoS Forum (www.internet2.edu, 2000), and other similar organizations such as QoS Forum (www.qosforum.com, 2000). Essentially, all these organizations are attempting to develop parameters for the required service-level agreement (SLA). These parameters spell out the reliability, availability, response time, delay variations, and security necessary to satisfy an application’s QoS requirements, such as real-time voice transmission, VPN, and so on. Enforcing SLA agreements requires tools for monitoring, conﬁguration, and provisioning management. Small to medium-sized organizations may want to outsource the operation of their corporate networks or may choose to co-source them by using both internal and external resources. This would help these businesses be more proactive in monitoring and managing tra‰c. Outsourcing can also help better predict service and capacity requirements for infrastructure planning and migration. Support for Multimedia Multimedia applications include the use of voice, video, and image clips in e-mail. To further complicate the situation, users are asking for uniﬁed messaging—anywhere, anytime access to voice mail, e-mail, and faxes over IP. Groupware and other applications that support remote collaboration form another class of multimedia applications. Corporations use such applications for problem solving, service provisioning and management, videoconferencing, and Web- or CD-based employee training and distance learning. The greatest technical problem in supporting multimedia services over IP is that real-time tra‰c (data or packets) must reach its destination within a preset time interval (delay) and with some tolerance of the delay variation ( jitter). This is di‰cult because the original UDP/IP operates on a best-e¤ort basis and permits dropping of packets on the way to a destination. Critical non-real-time tra‰c—such as topology and routing-table update information—is loss-sensitive. The entire network could collapse if it loses any packets. The e¤ective solutions [6] call for using IP with
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Preventive and/or proactive tra‰c management schemes at access, network, and nodal operation levels and Reactive tra‰c management schemes at nodal, access, and network operation levels.



Preventive control mechanisms at the access level use tra‰c descriptors, tra‰c contract, and conformance testing to exercise control. At the network level, sharing and/or spreading tra‰c across various routes to a destination is most useful for non-real-time tra‰c. At the nodal (queuing) operations level, judicious use of tra‰c shaping at the intermediate nodes can help network administrators perform tra‰c management and control. Reactive control mechanisms at nodal operations call for discarding packets if the queue is growing quickly and the incoming packets are neither important nor urgent. At the access level, one can mark (using the IP type-of-service byte) or discard packets on the basis of port or connection type if oversubscription persists. At the network level, one must control the tra‰c ﬂow rate in physical and virtual connections by using the route congestion information ﬂowing back and forth between various source-destination pairs or patterns. To be e¤ective, the reactive scheme requires a faster response/reaction time than the rate at which congestion is occurring. For nonurgent, loss-sensitive tra‰c, the nodal bu¤er can be designed to be as large as needed without degrading tra‰c transmission performance or adversely a¤ecting performance expectations at the application level. For urgent or delay-sensitive tra‰c, a network must use suitable scheduling and/or cut-through routing. For example, for a given tra‰c proﬁle and service discipline, one can calculate the bu¤er size for tolerating the loss of 1 in 1 million packets. However, for delay-sensitive tra‰c (such as voice or real-time video), both the number of intermediate hops and the nodal bu¤er space must remain small so that the packet transport delay and delay variation stay within certain limits. Adding more storage space (bu¤er) at the nodes would not solve the problem. In order to minimize the maximum queuing delay, the network design should consider minimizing the number of active nodes crossed from source to destination. Consequently, the concept of virtual (private) networking comes into picture. In VPNs, paths are almost always preset, and the route characteristics are well guaranteed via SLA parameters negotiated with the service providers. Improving Wired Access Several access options are emerging for hardwired connections. Varieties of digital subscriber lines (xDSL) are popular because the infrastructure to support them is less expensive than that of other options. Corporations can also use cable-modem-based connections to link the LAN GWs in di¤erent geographical locations. Optical ﬁber connections are supra-high-speed options to
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Figure 6-6 Next-generation wire-line networks within a corporation could use DSL to support Internet, Intranet, and Extranet services.



link corporate LAN GWs, but they are more expensive. A number of currently available and emerging high-speed access technologies are discussed in detail in [4,5]. One such service, which uses the asymmetric digital subscriber line (ADSL) technologies, is shown in Figure 6-6. This architecture can support local Web servers, Web caching, merchant services and e-commerce, the pointto-point tunneling protocol (PPTP) for secure LAN access, and multimedia services such as IP-based audio- and videoconferencing. Wireless Access For built-in wireless telephony/PBX, the base station should support the required mobility (hando¤ capabilities), QoS, and channel capacity. Standards for wireless telephony have arisen: the European CT-2 standard (CT, cordless telephony) supports approximately 8 handsets per base station, and the Digital
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European Cordless Telephone (DECT) standard supports up to 12 handsets per base station over a 100- to 200-m diameter. A wireless PBX must also support users both within and outside a location [8,9]. The wireless connection must be secure, and the system must authenticate the user before allocating a channel or circuit. To successfully integrate wireless services into a network, one should consider  











Capacity planning to support e‰cient operations today; Capacity and infrastructure planning for changing the network to support new applications and operations; Support of acceptable (less than 10%) blocking and hando¤ from the handset to the base station, which includes reduced blocking between the base station and wireless PBX, as well as acceptable blocking at the wireless PBX to the Intranet or PSTN (access-level blocking results in redialing for service, and in-transit blocking causes hando¤ failure); and Backups for unexpected events such as a ﬂood or ﬁre, which may cause facility outages.



Although the initial deployment of a wireless PBX can be expensive, it pays o¤ in improved employee productivity and enhanced customer (internal and external) satisfaction. For wireless communications within a single corporate network, it is prudent to consider an IP-based virtual network to support ubiquitous and uniform terminals and services. In this environment, network segments must interoperate seamlessly with public and private carriers. Additional operations, administration, and maintenance costs for managing such a worldwide virtual network also need careful analysis. Other prime issues include discovering the called mobile unit or terminal for completing a connection request and maintaining the integrity of the o¤ered connections or calls in progress. Systems typically accomplish this by paging, broadcasting, and/or mobility tracking or management methods. Tracking methods include 











Location and mobility tracking databases (home and visitor location registers), such as the ones used in the public PCS networks; Global positioning system (GPS) coordinates for tracking the location of a terminal and then using low-overhead mobility management techniques for maintaining connection continuity; and Various satellite-based systems.



An advantage of an IP-based global virtual network is that users can use the same handset either within the company’s building or while traveling inside and outside the country.
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Enterprise Network Management Three issues need careful considerations in implementing emerging enterprise network management (ENM) options: 











Interoperability: Vendors and standards organizations are proposing a variety of architectures, platforms, and protocols. The more the types of networks the corporation has, the more complicated interoperability becomes. Architectures: Architecture needs to be assessed to determine its scalability and how well it deals with heterogeneous systems. Synchronization: Technological advances must synchronize with business needs.



For example, consider the SLA parameters for the PSTN. Required reliability for the PSTN is 99.999%—the ‘‘ﬁve 9s.’’ A user must also receive a dial tone within 300 msec of picking up the handset 95% of the time. The PSTN must support an average holding time (call length) of 3 min or 180 sec. The PSTN’s connection drop rate during a call is almost zero because it always has redundant paths and uses the latest released (and healthy or continuity-tested) circuit to set up a new connection. Next-generation enterprise networks need to provide PSTN-like services using IP for both signaling and media tra‰c transmission while still meeting the above reliability and availability requirements. Emerging ENM strategies include the following: 











Management of VPNs, which use privately managed logical channels (or a mesh of channels) over public physical links for ENM; Virtual network management, which is a form of customer network management; and Management of the virtual enterprise—that is, the entire business and all networking processes are virtually deﬁned. In this case, multiple levels of overlay can create complexity.



NGENs have two di‰cult responsibilities to fulﬁll. First, they must continue to provide the reliability and functionality now provided by older tested technology. Second, they must support future technology and service evolution. Doing both well could provide a make-or-break competitive advantage to a corporation.



EPILOGUE We have discussed the deployment of VoIP in enterprises—from desktop to centrex to PBX to call and contact centers and beyond. Following are some of the reasons why one should consider rolling out VoIP in the enterprise network:
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Converging the voice and data networking infrastructures; Bringing the integrated or converged network under the same set of management and maintenance portfolios (hardware, software, process, support personnel, etc.); Achieving savings on long-distance phone bills, because IP-based intersite (inter-IP-PBX) trunks can be used for calls between sites; Supporting uniﬁed messaging and making the call control and management features available uniformly across the corporation, irrespective of the location—headquarters, branch o‰ce, or remote/home o‰ce—where these services are hosted and from which they are accessed; Support of IP-VPN for remote workers and tele-workers, and of IP-based call, contact, and e-commerce centers for cost-e¤ective, nonstop operations; Support of open APIs for cost-e¤ective development/customization and integration of advanced IP- and VoIP-based call features and services; and Evolution or migration to an all-IP-based computing and communication infrastructure when resources such as black phones, leases on circuit lines (DS0s, T1s, etc.), PBX, and so on are fully depreciated.



However, there are also many issues that need to be carefully resolved before corporatewide availability of VoIP can be a reality. Some of these are mentioned below. Circuit-switch-based network elements, links, and endpoints (black phones) are well known for their reliability, availability, and the QoS they provide. It may not be cost-e¤ective to attempt to replicate the reliability, availability, and QoS values such as 99.999% of reliability/availability and a MOS score of greater than 4.0 for voice quality using shared-resource-based service protection. This is because the old paradigm of switched-resource-based service protection, underutilization (including the rule that 80% of tra‰c must remain inside and only 20% of tra‰c travel outside) based link capacity calculation and network topology design, and so on may no longer hold true when the same network carries voice, e-mail, fax, and messaging tra‰c in a uniﬁed fashion. Fortunately, there are a few remedies: a. Design the corporate Intranet to always provide higher emission priority—for example, by marking the type of service (TOS) byte in the IP header—to real-time tra‰c such as voice packets from the tra‰c source on, as suggested in Chapter 2. b. Overprovision the link capacity and/or enforce access control in both the LAN and the intersite IP links so that the real-time voice packets rarely su¤er from nodal and links congestion. c. Use independent IP links and PSTN links as contingency options (as shown in Figs. 6-3 and 6-4) for call routing during severe congestion due to faults or other unforeseen situations.
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d. Consider deploying IP version 6 (IPv6, IETF’s RFC 2460/1883, www. ipv6.org, www.internet2.org, 2001) based addressing, and other security and QoS o¤erings throughout the corporate network, or use IPSec along with the already deployed IP version 4 addressing-based network. Many medium-sized and large enterprises are using these techniques to support VoIP services over their corporate IP network (Intranet). Next, with the openness and ﬂexibility of IP, the issue of maintaining the security of services also becomes signiﬁcantly more important. In circuitswitched networks, switched or dedicated resources are used for communication, whereas in IP-based networks, computing and communication resources are always shared to achieve optimum utilization of the network. This may pose security threats from both inside and outside users/hackers. However, there are many preventive mechanisms and good practices—as mentioned earlier in this chapter—to minimize the risks of such attacks. There are also regulatory issues that must be addressed to the extent to which they are applicable within an enterprise. For example, the basic telephone service should be available even when the general supply of electricity is not available. In centrex service, the PSTN service provider guarantees uninterrupted availability of service. When PBX- and IP-PBX-based services are deployed, corporations themselves need to provide a backup power supply to the PBXs and endpoints (soft phones and hardware-based IP phones) using battery plants and/or an in-house electricity generator. Another issue involves routing of emergency (i.e., 911) calls to the appropriate public service access points (PSAPs), along with su‰cient information to identify the location of the endpoint (soft phone or hardware-based IP phone from which the call is being made). When a soft phone or hardware-based IP phone is used for making a 911 call, a combination of information related to the (a) media access control (MAC) address and/or IP address of the client phone, (b) LAN wiring diagram and segment/subnet (which is serving the client phone) table, and so on can be used to discover the location of the endpoint. These types of information are usually available to the corporate IT department for network maintenance and upgrade purposes, and can be made available on-line along with the DNS table or entries in the DNS server or in the local network management console/ server. Hopefully, some best practices or standards will evolve within next few years to resolve these issues. The vision of an all-IP-based uniﬁed voice and data networking and computing system within an enterprise will become a reality only when real-time voice/phone calls can be made over an IP network from one IP endpoint to another using the e-mail or IP address, URL- or URI-based dialing, and so on, instead of calling using the telephone number (ITU-T’s E.164 address). IETF has addressed this issue in a few RFCs (2806, 2915, 2916, 3026, etc.) to map the telephone number into a naming authority pointer (NAPTR, RFC 2915) record using a DNS-based system architecture and protocol. The NAPTR record contains a set of electronic numbers (ENUM) such as the e-mail address, wire
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line and wireless phone numbers, fax number, URI, URL, and so on of the called party so that the calling endpoint can select the most appropriate identiﬁer (ID) of the called endpoint. For example, if the calling party is a SIP phone, it may choose the e-mail address of the called party from the NAPTR record to make the connection request, that is, to issue an INVITE message using the called party’s e-mail address. This message may travel over one or more routing information databases/servers—maintained by using IETF’s telephony routing over IP or TRIP (RFC 2871) protocol—to ultimately deliver the message to the server hosting the destination IP phone. A detailed discussion on the development of ENUM, its features, characteristics, interworking with IP telephony, call routing, PSTN’s line information database (LIDB), and so on is available at ENUM (www.enum.org, 2001), the next-generation Internet (www.ngi.org/enum, 2001), and ITU-T (www.itu.int/ osg/spu/enum, 2001) websites. Depending on the VoIP- and IP-based services rollout strategy within an enterprise, these issues can be resolved in multiple phases over a sequence that best matches the budget, time, and infrastructure evolution plan. For example, small enterprises can migrate to DSL lines instead of paying for multiple DS0 lines to their premises. This will not only reduce their monthly phone bills, it will also allow them to harvest the beneﬁts of using IP phones and many other advanced, productivity-enhancing call control and messaging features that are available for free or at nominal prices. Medium-sized and large enterprises can migrate from traditional centrex or PBX-based services to IP centrex and IP-PBX. This enables their employees to enjoy the ﬂexibility and widespread availability of IP-based services from any location within the logical boundaries of their companies. Note that for medium-sized and large enterprises, it is important to introduce new networking and service delivery elements with a su‰ciently granular target or long-term view of the network architecture. These new networking and service delivery elements must also support open or standard protocols and interfaces, such as SIP for IP telephony and messaging, IP for networking, Ethernet/gigabit-Ethernet/ATM for link layer communications, and so on. This strategy will not only help quick and cost-e¤ective rollout of new and advanced services as dictated by the demands, it will also favor deployment of network and service delivery elements in the most convenient locations. The Multiservice Switching Forum (MSF) proposes one such architecture in their Release 1 implementation agreement, which is as shown in Figure 1-9.
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