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Virtual Markets for Virtual Goods: An Alternative Conception of Digital Copyright Peter Eckersley1 Department of Computer Science and Software Engineering & Intellectual Property Research Institute of Australia, The University of Melbourne2 IPRIA W ORKING PAPER 02/03, F EBRUARY 2003 The Internet and Copyright Law are particularly ill-suited to each other. One is designed to give as much information as possible to everyone who wants it; the other allows authors, artists and publishers to earn money by restricting the distribution of information. The beneficiaries of copyright law are lobbying for the re-design of computers and the Internet to enforce “content control” and “digital rights management” (DRM). These technologies are intended to make copyright workable again by re-imposing limits on access to information goods, but they carry high direct and indirect social costs. One alternative, which has generally received much less attention and legislative support than DRM, is to allow free distributions of works, while restructuring digital copyright law so as to remunerate authors in ways which avoid those exclusive rights models which are incompatible with the Internet. This paper introduces the notion of a “virtual market” – a decentralised, publicly-funded mechanism which rewards digital authorship and artistry, without restricting flows of information. Some of the legal and economic implications of virtual markets are considered, along with some of the practical and technological aspects of their implementation. The article concludes that virtual markets avoid the very high artificial scarcity (“deadweight loss”) and infrastructure costs associated with DRM, and should be seriously considered as a public policy alternative to strengthening copyright laws.
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1 Introduction 1.1 Information Anarchism and Information Feudalism It is now well established that the relationship between the Internet and Copyright Law is problematic. The rise and fall of Napster, its replacement by numerous second- and third-generation file sharing networks3 , and conflicts over the technological enforcement of restrictions on access and reproduction of works, collectively form an ongoing crisis for copyright. The problems of property privileges in digital information goods have been recognised clearly at least since John Perry Barlow’s essay “The Economy of Ideas” (Barlow 1994) 4 . They have been the subject of extensive study, debate, and hypothesisation. There appear to be two principal schools of thought on digital copyright, both of which were present in Barlow’s original essay. The first, which I shall call “information anarchism”, advocates the abolition of copyright on the Internet, and claims that the production of music and writing would not be seriously affected. Most information anarchists claim that the death of the copyright system is inevitable, desirable, or both5 . The other side of the debate was also explored in Barlow’s original essay, in his description of an approach called “crypto bottling”. That idea has now evolved into Digital Rights Management (DRM)6,7 , which is generally advocated by publishing industries. DRM seeks to reinstate copyright in the online environment by using cryptography and ubiquitous “trusted systems” 8 to control the use of information in consumers’ homes — and most everywhere else 9 . 3



A number of these systems are organised specifically to share music or other multimedia files; others are generalised, multi-purpose information distribution systems. Successive examples, some of which have themselves proved vulnerable to lawsuits from the music industry, include AudioGalaxy, FastTrack (with clients including Grokster, KaZaa, and Morpheus), eDonkey2000, Gnutella, Circle, Chord (Stoica et al. 2001), and Freenet (Clarke et al. 2001). The extent to which each network is susceptible to litigation depends upon the degree of centralisation in both the network’s architecture and the management of its development. The extent to which they are susceptible to regulation enforced by Internet Service Providers (ISPs) depends on the number of non-infringing uses for their protocols, and the extent to which the protocols make the actions of participants visible. 4 This is not to say that Barlow was the first to recognise the profound implications of digital technology for copyright law. See, for example (Kaplan 1967), pp 119–125. The importance of Barlow’s contribution was a combination of broad perspective, depth of analysis and wide distribution. 5 For some noteworthy examples of these perspectives, see (Martin 1995; Moglen 1999; Barlow 2000; Love 2000). Other detailed examinations of copyright have come to conclusions which are very close to information anarchism; see, eg (Breyer 1970; Nadel 2003). 6 Or “digital restrictions management”, as some of its more vocal critics have suggested — see http://www.gnu.org/philosophy/words-to-avoid.html#DigitalRightsManagement . 7 Note that I make no attempt to draw a distinction between DRM and “technical protection measures”, using the acronym to describe any mechanism for the technological enforcement of copyright. 8 A trusted system is a computer which is sold to a consumer, and used to view information, but which ultimately remains under the control of the information publisher. 9 The literature advocating DRM is extensive. A frequently cited early work is Chapter 6 of (Goldstein 1994), although it failed to anticipate the fraught nature of digital copyright. Stefik (1999) has presented a more thorough
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The most ardent DRM advocates regularly argue that there is little or no difference between copyright and material property rights10 . Because of the nature of the Internet, anything less than absolute intellectual property privileges will provide loopholes for the public to abscond with precious digital goods. At a practical level, attempts to create real-world DRM systems have involved not only the deployment of technologies to prevent the reproduction of digital media, but also the expansion of copyright through the enactment of legislation to ensure that DRM is sanctioned and reinforced by law. This political program is seen by its critics as threatening to create a dystopian society of “information feudalism”11 . Fears about the negative consequences of DRM — whether subtle or dystopian — have combined with the allure of a cornucopia of digital knowledge to quicken the information anarchist movement. The most important question raised by this movement is whether a world without copyright would in fact drive writers and artists further into penury. There has been no shortage of radical, grassroots suggestions about how authors might make money in such a world 12 , and information anarchism has had some isolated successes13 . But the models information anarchists propose remain largely theoretical, and often assume that social norms can be harnessed to prevent free riding by information users14 . Unless these models begin to achieve widespread overview of many aspects of the DRM project. 10 See, for example, Easterbrook (1999) and Kitch (2000). This claim is also repeatedly asserted by the representatives of copyright industry trade associations, who claim that copyright infringement is “theft” or “stealing”. From an economic perspective, this argument is potentially confusing, because “property rights” do not usually apply to non-rivalrous goods. 11 Examples of works which have emphasised the “feudalistic” aspects of modern copyright include Drahos (1995, 2002), Kretschmer (2001) and Stallman (1997). Stallman has also famously claimed that we are likely to see a “War on Copying” reminiscent of the “War on Drugs” (1999). In the United States, information feudalist legislative proposals which have sparked a number of dystopian critiques include the SSSCA/CBDTPA (Bowers 2002) and H.R. 5211, the Berman “peer-to-peer hacking bill” (Delio 2002). 12 A few examples include Clarke’s “fairshare” system (Clarke 2001), variants of Kelsey and Schneier’s “street performer protocol” (SPP) (Kelsey and Schneier 1999; Rasch 2001; Harrison 2002), and gift economies(Carrico 2001) coupled with micropayment systems (see http://www.musiclink.com for an example). Also see http://www.infoanarchy.org, an information anarchist news site. 13 One example is Stephen King, who collected over USD $700,000 in tips from a few sections his book The Plant (King 2001). It was widely reported that his experiment had failed (The New York Times 2000), although King himself did not appear to take this point of view (see http://www.stephenking.com/sk 120400.html). Other examples include the fundraising efforts of kuro5hin.org, a collaborative media site (see http://www.kuro5hin.org/story/2002/6/21/10533/6651); Blender, a 3D modelling and animation package (see http://www.blender3d.com/), and Linux Weekly News (see http://www.lwn.net/Articles/5838/). The recurring factor in all of these cases is that the donations have a strong element of contingency, and thus appear to have a great deal in common with the SPP. Also see Google’s “Google Answers” (http://answers.google.com) service, which is currently the largest operating example of the Wall Street Performer Protocol. 14 This criticism is only partially true of the Street Performer Protocol and its variants, which take significant steps to reduce, if not eliminate, the free rider problem. For an indication of why SPP variants are unlikely to be
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bottom-up success, it is unlikely that information anarchism will be taken seriously by policymakers. There has been a fierce, if asymmetrical struggle between the two views of digital copyright. Information feudalists have succeeded in rewriting national and international law books to support their cause15 , but their opponents have had little trouble poking holes in deployed DRM systems, and the public is voting with its feet, most notably, by copying music. Serious questions remain as to whether DRM is actually possible16 or whether file sharing on the net can really be prevented (Strasser 2001). At this stage, it seems that information anarchism and feudalism are both troubled visions, each failing to address important practical and normative issues. There have been attempts to take an objective view of the copyright crisis, and to find a way beyond the ideological impasse which has emerged17 . To date, the work in this direction has not succeeded in simplifying the issue. Surely there must be public policies which would retain the unprecedented distributive power of the Internet, without eliminating direct financial incentives for creative labour?



1.2 Virtual Markets for Virtual Goods In this article, I argue that the best public policy response to the copyright crisis is, in fact, to construct a decentralised reward mechanism which is not based on exclusive rights 18 . In many ways, this proposal resembles the Public Lending Rights (PLR) schemes used in public libraries, to pay authors when their books are borrowed. I contend that the humble public library economically (Pareto) optimal, at least for non-discrete goods, see the modelling of strategies for Lindahl voting games in Cornes & Sandler (1996), pp 215-217. 15 See Litman (2001) and the work of Drahos and Braithwaite (Braithwaite & Drahos 2000, Chapter 7; Drahos & Braithwaite 2002) for descriptions of the process by which intellectual property laws are set. See Boyle (1997) for an explanation of the fact that proprietarian interests are overwhelmingly victorious in these contests. 16 The theoretical problems with DRM are discussed further Section 3.3.2. 17 Examples include the US National Research Council’s “digital dilemma” report, which attempted to take an objective view of the crisis (NRC 2000), arguments for DRM systems which respect the flexibility and numerous exceptions of existing copyright systems (Burk and Cohen 2001; Owens 2001), or claims that copyright will somehow evolve to create reasonable and balanced rules for digital environments (Wiese 2002). A reviewer of this paper asked whether the co-existence of strictly enforced copyright and a reinvigorated public domain (the latter supported by projects such as the Creative Commons [http://creativecommons.org]) might not provide a result which is better than either on its own. Whilst artists have the advantage of choice in this scenario, it is not clear that the public can avoid the dilemma in which most artists are either under-funded, or their work is heavily restricted. 18 Other authors have made similar cases, by arguing that the Internet should be used as a public library, or that the problems of digital copyright should be resolved through statutory licenses for private copying (see Section 2.1.2, and particularly note 28 for citations). The original contributions of this article include the emphasis on technological solutions for allocating funding; the structure of the economic comparison between DRM and a decentralised reward mechanism, and consideration of many of the numerous requirements and implications of alternatives to exclusive rights. This work was first publicly presented at HAL 2001, at the Universiteit Twente, the Netherlands. The details of the argument and extent of the supporting evidence have expanded significantly since then.
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may suggest an efficient and non-obvious model for the infrastructure of a mature information economy. Such a system, while publically funded, would create “virtual markets” to provide incentives for information production, in the same way that the marketplace provides incentives for the manufacture of physical goods. At the same time, it would allow universal access to information goods, avoiding the deadweight loss and high overheads of DRM exclusion systems. For convenience, I adopt the acronym “VMRS” to refer to virtual market reward systems. In Section 2.1, I will examine the history and literature of non-exclusive systems for rewarding authorship and invention. Section 2.2 then develops the model of a “virtual market” and provides a technical sketch of how it might be implemented. Section 3 deals with the economics of virtual markets. In Sections 3.1 and 3.2, I briefly review the literature on the economic analysis of copyright, and consider how we might approach the particular problem of evaluating VMRS against DRM-based copyright. I show that there are a number of important factors which limit analytic comparisons, but identify future strategies for creating detailed models which circumvent these problems. Section 3.3 presents a structured, non-analytic argument which weighs the various economic factors which may favour DRM or virtual markets, and demonstrates that there is a very strong case for the adoption of VMRS. Section 4 surveys some of the issues which would arise during the creation of virtual markets, both inevitably and as a result of interactions with existing laws. Section 5 concludes by addressing some common outstanding responses to the idea of virtual markets, commenting on the political circumstances that might lead to their consideration, and attempting to place this work in the context of broader questions about the possibilities of digital policy and governance.
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2 Reward Systems 2.1 Rewards and Information Production Copyright and patent laws, and related sui generis regimes, operate primarily on the basis of exclusive rights. These are privileges given to the creator of a work (or the corporation which now owns their rights), conveying the legal power to forbid certain uses of the work. These powers are often used to demand payment in exchange for usage, rather than to prevent usage completely. Exclusive rights also lie at the heart of the digital copyright crisis, because the Internet has made the task of enforcing such privileges nearly impossible. When enforcement is possible, it requires costly infrastructure, and, as many observers have remarked, it requires direct enforcement of copyright law against the public at large, as opposed to enforcement against commercial “pirates”19 . Instead of adding a few extra dollars to the cost of a book or CD, copyright can now cause massive friction for information economies, and serious inconveniences for individual information users. One significant alternative to exclusive rights for information producers is a system of rewards, whereby authors, artists or inventors are paid from the public purse for the service they have rendered to society. This model is of particular interest if we conclude that there is something fundamentally dysfunctional about technologically-enforced copyright. The efficacy of rewards depends greatly, however, on the nature of the information produced and on the organisation of the reward mechanism. 2.1.1 Rewards for Inventions The concept of granting rewards as incentives for the production of information goods is not new. Wright points out two significant inventions which were prompted by “bounty” rewards (Wright 1983), but it is likely that many more inventors succeeded in obtaining retrospective patronage for their work. Robert Macfie, a British MP and critic of the patent system, discussed the possibility of an organised reward infrastructure during the mid 19th century 20 . Polvyani formulated a more extensive version of this argument during the Second World War (Polvyani 1943). 19



For a discussion of the implications of this state of affairs, see Litman (2001) and see Ginsburg (2002) for a proprietarian reply. 20 See Macfie (1869), pp 84-87. See Machlup & Penrose (1950) for an account of the historical context for Macfie’s arguments.
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Economic analyses have typically concluded that the case for the patent system is not clear, and that either publically contracted research, or taxation-funded systems to reward inventors, might well be more efficient21 . The system of “author’s certificates” employed by the former Soviet Union 22 was a notable example of a large-scale reward infrastructure. Importantly, it seems that the problems of research and innovation in the USSR were related to general questions of industrial organisation, rather than the prevalence of rewards in place of patents 23 . The most significant difficulty with industrial rewards is the need to index them to the value of inventions. The extent to which an invention is adopted provides significant hints, but such information may be difficult to collect. It also leaves the magnitude of the utility each use provides unknown. Consequently, although the literature considering the real-world practicality of rewards for inventions appears inadequate24 , it is probable that their greatest drawback is a lack of information disclosure. Unless the government has sufficient information to tightly couple rewards to the social value of inventions, R&D incentives will be skewed and suboptimal. Therefore, any successful reward infrastructure must have a robust mechanism for identifying the value of information. 2.1.2 Rewards for Writing and other Copyright Subject Matter Suggestions that it might be desirable to replace patents with publicly funded alternatives have been relatively persistent, even in democratic capitalist societies. In contrast, Copyright skeptics have historically been less enthusiastic in recommending that copyright be replaced with a system of public funding25 . The likely explanation for this distinction is that the perceived losses to society as a result of patent monopolies may be much higher than those of copyright monopolies. Two interconnected 21



See (Arrow 1962) for a discussion of the desirability of governments employing contractors to perform research and development (R&D), (Wright 1983) for a comparison of patents, rewards and contracts, Shavell & van Ypersele (1999) for a comparison of rewards, patents and a mixed regime, and Kremer (1998) for a more exotic scheme in which governments purchase patents for the public domain using an auction-based information revelation system. 22 See Baxter (1973), pp 14–21, and Boguslavsky (1979), pp 130-135, for descriptions of certificates the Soviet copyright system. 23 On the problems of Soviet industrial R&D, see Kabalina & Clarke (2000) generally, and Graham (1993) pp 179–180. 24 It is possible that there is interesting material in Russian. Personal communication with several investigators who have searched for it has suggested that there was a lack of high-quality internal examination of the Soviet industrial R&D system. 25 Two examples of 20th century discussion of the issue are mentioned in note 65.
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reasons for this are the functional nature of patentable inventions 26 , and the relative strength of patent law27 . Furthermore, the visible operation of rewards for authors in communist states was intimately linked with a highly objectionable system of censorship, on one hand, and state patronage of ideologically acceptable writers on the other. The near-consensus in favour of exclusive rights for authors has begun to weaken with the advent of digital networks. The prospect of universal, scarcity-free access to information goods has inspired a growing number of claims that government funding might become desirable 28 . As I pointed out above, rewards are interesting because they serve as a general-purpose alternative to digital (exclusive) copyrights. I then observed that, at least in the pre-digital era, they were only really considered as a relevant alternative to a patent system. In actuality, public rewards are currently much more clearly instituted for copyright subject matter than they are for inventions, but they serve as an addition to exclusive rights, rather than a replacement for them. There are co-incidental incentives provided by universities (including progression in academic careers), and various literary awards, which can provide a significant fraction of writers’ incomes. Although these economic institutions are important, they are not peculiar to copyright because their analogues serve to encourage technical innovation as well as authorship. More significant are the systems which operate in the libraries of numerous nations, which are termed “Public Lending Rights” (or PLRs), and certain statutory licensing regimes which authorise private copying of (primarily) music or video in exchange for levies on devices and blank recoding media29 . 26



The impact of functionality on debates about monopoly incentives and reward systems for particular kinds of information goods can be seen clearly with the inclusion of software, which is predominantly functional, in the copyright system. Note particularly the influence of the Free Software Foundation, and note their early argument that a “software tax” could be used to fund code (Stallman 1985). 27 Following the analysis in Chapter 6 of Drahos (1996), patent protection is “exclusive”, prohibiting the reimplementation of an idea. Copyright, in contrast, is “preventative”, and covers only a particular expression of idea. The presence of the idea/expression dichotomy, combined with territorial exemptions, substantially reduces the extent to which copyright directly inhibits creative activity. 28 See, for example proposals to extend levy-based private copying regimes to private digital copying (Schulman 1999, pp 628-630; Fisher 2000a), the TeleRead project (Rothman 1992), ideas for the extension of public lending rights (Foley 2001), or the manifesto of the Free Software Foundation mentioned in note 26. A recent article (Ku 2002) makes a levy-based proposal whose structure and motivation is similar to that proposed here. Ku’s analysis, whilst independently developed, is very similar in its characterisation of the status quo in debates about online copyright, and its first-order sketch of a solution. 29 See (Davies and Hung 1993) for a survey of analogue private copying schemes. The extension of these levy systems to digital contexts has of course proved controversial, because digital private copying has the potential to replace entire segments of the original market for information goods. Another factor which has contributed to their unpopularity is the perceived limitation of collecting societies (particularly because they can only employ indirect estimates of which works are copied privately, users lack any input into the system, and underground/alternative markets may escape consideration).
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Of these, public lending rights systems are perhaps closest to a complete reward system, allowing users access to large bodies of works through libraries without direct payment. Their nature and legal status varies widely with jurisdiction (von Lewinski 1992). Generally speaking, however, they involve observing the books borrowed from a “representative sample” of libraries, and then allocating rewards to authors in proportion to the frequency of loans for their writings. It is likely that complete reward systems have been adopted for writing much more widely than they have for inventions because it is easier to obtain some usable estimation of the (market) value of a book, than it is for an arbitrary invention. The importance of public lending rights and private copying schemes, is that they suggest a general-purpose system for remunerating authors and artists under conditions where exclusive rights are inefficient, undesirable or impossible to enforce.



2.2 Decentralised Resource Allocation: Constructing “Virtual Markets” Let us consider how we might construct a reward mechanism specifically for digital information goods. Imagine a tax-paying Internet user — suppose her name is Alice — wishes to use digital music and writing in an unrestricted fashion. How should Alice’s society reward the creation of the works which Alice values? One option would be to count how often different works are downloaded by Alice and others like her. The government could organise a basic server infrastructure 30 , and distribute rewards in proportion to the popularity of content. Although simple, such a system suffers from the drawback that it cannot determine how much people actually like the different works they access. For example, if Alice downloads two songs, listens to the first, and then deletes it, but listens to the second song every day, the two artists would receive the same reward. It is also limited to works which are downloaded directly, rather than distributed on home-recorded media 31 . The relative merits of different works might be more accurately observed by asking the public to vote on the matter. By giving Alice a certain number of votes (say 100 per month, for the sake of example), she could express her preferences in a more accurate fashion. The disadvantage of regular voting is the effort it involves — continually rating numerous snippets of authorship and artistry could be a chore which many people were inclined to avoid. 30 The central authority would not necessarily need to serve the downloads themselves — just provide signed certificates for the content, and collect authentication information from the users. 31 In the long term, high-bandwidth connectivity will make physical media increasingly redundant. In the short term, CDs and DVDs will continue to be important for distributing both legal and copyright-infringing information. To a large extent, the nature of this traffic will be inferable from download statistics and blank media sales.



2.2 Decentralised Resource Allocation: Constructing “Virtual Markets”



12



Neither counting downloads, nor collecting votes, are particularly elegant solutions. The proposal I make is for a hybrid system. The arrangement would, ultimately, be a voting system — but with special software and infrastructure to make accurate voting easy, and to reduce the impact of non-participation. To illustrate this idea, imagine that Alice is listening to some music, or perhaps intending to download a few new songs for her collection. Because she hasn’t voted for the past month, her download client pops up with a notice mentioning that she should do so. Alice now has three choices. She could refuse to vote completely (in which case, her downloads alone would be counted32 ). She could spend the time to vote explicitly, carefully considering which works had been of the most value to her recently. Finally, she could allow her computer to suggest a vote. In this last case, the software and devices she uses to read, listen to and watch information goods, have been collecting statistics on her recent preferences — which songs she’s picked out of her playlist, which e-books she’s spent hours pouring over, and so on. But rather than shipping this information straight off to the virtual market33 , it is simply handed to Alice on a platter. If she wishes, she only has to vote with her mouse to reward the precise musicians and writers who have been contributing to her life34 . I have termed this mechanism a “virtual market” not because it is a “market” which happens to operate on the Internet. Instead, it is virtual in a stronger sense of the word 35 . Despite the involvement of public funding, the rewards and incentives which flow from VMRS are very similar to those which would result from the exchange of goods and currency in a marketplace, although these exchanges do not occur directly36 . 2.2.1 Network Security It is absolutely essential that any VMRS infrastructure be robust in the face of software based attack on client systems. 32



Downloads might be assigned less weight than explicit votes by users, to reflect their lower degree of interest in information production, and to provide an incentive for voting. 33 Note that it is not possible to automatically collect information about what Alice has listened to, in the same way that it is possible to record what she has downloaded. In any sensible regulatory regime, information about what she does in the privacy of her own home, or with her own computer, should remain private unless she is willing to share it. 34 Of course, she does not have to accept this suggested vote at face value - she can simply use it as a starting point for a customised selection. 35 The Shorter Oxford English Dictionary provides the following definition (amongst others): “...so in essence or effect although not formally or actually.” 36 The virtual market model thus attempts to avoid the objection to publicly funded authorship on the grounds that it is not “market based” (Perlmutter 2001, p. 167) and so hands control of publishing to the state (Davies 1994, pp 149-155).
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If this were not the case, then worms, virii, trojan horses and direct computer security breaches could all grant the perpetrators control of a hard financial resources. Although it would be difficult for crackers to collect such funds anonymously, the risk is still too great to be allowed. Fortunately, the task of confirming that a user has in fact downloaded or voted for a particular piece of music or writing can be performed in digitally secure hardware 37 . A simple device to perform this task might comprise: * A microcontroller with an embedded private key (RSA or ElGammal), to create digital signatures * A Rijandel implementation to provide a secure communications channel * A small LCD (liquid crystal display) to show the name of a creative work, and its author * A “confirm” button * A connection to a PC (this could be any standard data connection, such as a serial or USB (universal serial bus) port) Whenever a user wanted to download or vote for content in a VMRS, they would need to confirm that the transaction presented on the LCD was correct38 . The device could then sign the details, creating an unforgeable receipt to be passed into the virtual market 39 . The cost of producing such a device in volume would be at most a few dollars, and would not place a troublesome burden upon an information economy. Some users might be willing to pay for extra features, such as wireless networking, or a more sophisticated user interface for adjusting their votes. These could be added to more expensive voting devices without compromising the security of the system. If a VMRS were implemented using secure hardware of this form, its systems would not be an easy target for cybercrime. Instead of being able to collect rewards from millions of consumers by writing a carefully constructed virus, each incidence of fraud would require the attacker to physically interfere with a piece of hardware. As a result, the cost of attempting to subvert VMRS at the network level becomes much higher than the potential rewards. 37



Secure against remote interference, as opposed to physically secure against tampering. For simple functionality, achieving the former is relatively feasible. Security against physical tampering is an extremely difficult problem (Anderson and Kuhn 1996). 38 The device thus foils the class of attacks discussed in (Gobioff et al. 1996). 39 Astute readers may observe that, although secure hardware guarantees that the user must have approved any authenticated transaction, an attacker with control of the user’s PC could subtly alter the information provided for approval. Although these attacks are likely to be noticed quite quickly, and collecting large illicit payments from the system would be rather risky, it would be difficult to prevent them from altering the virtual market in undesirable ways. It might therefore be prudent to only employ “suggested vote” systems in cases where hardware (music players, e-books, or sound cards) can provide a degree of reliability for usage information. In the mean time, download counting should be the fallback mechanism for users who do not vote.
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2.2.2 Human Security In addition to the strong requirement that the VMRS network be resistant to attack, it is also important to guarantee that there are no systematic incentives for voters to trick the virtual market in some way. Incentives of this sort would, at the very least, reduce the quality of the information in the VMRS, and, at worst, would render the whole system infeasible. Obvious examples of this are voting for oneself, or pre-arranged voting in small cliques. These can be prevented automatically without necessarily compromising pseudonymity 40 — cycles in the reward network can be identified and ignored by the VMRS. A more serious fraud risk is deliberate transferal of identity. In this situation, one person could “rent” their voting power to an “artist” in exchange for cash. This at first seems like a serious threat, because if it occurs with the consent of both parties, it will be almost impossible to detect. Fortunately, there is a simple and elegant mechanism for preventing identity rental. The key is to make trades very difficult to enforce, by making it costly to verify that votes have in fact been cast for a particular person41 . If votes are independently unverifiable, then one would have to actually purchase the secure voting hardware (the simple device described in the previous section), in order to reliably buy votes. Now suppose that Alice is considering selling her voting hardware. She will only do this if the price she is offered exceeds the costs of making the sale (which include lost opportunities, risks and side effects). By default, she may choose to sell because an artist could offer her half of the (present discounted) value of her future votes, which would easily outweigh the small risk of being caught. But suppose instead that the card has a dual function as a credit or debit card, a public transport card, or a link to some other valuable service 42 ; if the costs associated with loosing this gadget are greater than the financial benefits of selling it, Alice would be wise to keep it. 40



Pseudonymity refers to the fact that although different votes made by the same person can be linked together, they cannot be linked to that individual. In this case, pseudonymity applies to all the ordinary users of the system, but not to performers who actually collect money from it (since these are the people who are actually able to vote for themselves or each other). 41 If the only accounting information which artists receive is their total number of incoming votes, then a moderate, flat fee for collecting money from the virtual market, will achieve this. Although such a fee will not be a problem for legitimate artists (who collect many votes), it will make it uneconomic to open accounts to separate, collect and verify a small number of purchased votes. 42 Although these proposals are inter-institutional, they may be beneficial to both parties, by providing secure, pseudonymous authentication, in an elegant and efficient manner. It might also be desirable to have the devices perform both pseudonymous and identifying authentications, for different applications, using separate keys.
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2.2.3 Funding Virtual Markets Being publicly funded, it is necessary to ask what form of taxation might be used to supply the rewards distributed through the virtual market. This question is important, because where the burden of taxation falls will play an important role in determining the economic properties and political fashionability of VMRS. A related, but equally important question, is how the levels of funding for the entire virtual market are set. Different forms of taxation place different constraints on the level of funding for the entire VMRS. At one extreme, it would be possible to construct a “user pays” virtual market system, in which levies are raised on the devices and bandwidth used to access information goods 43 . One important constraint on bandwidth levies is that they cannot be raised on the basis of usage volume, without creating distortionary effects which favour the consumption of low-bandwidth media (primarily writing) over high-bandwidth works (such as music or film)44 . Hardware levies are less problematic than bandwidth charges. Ultimately, computational universality suggests that device levies must be raised on general-purpose computers as well as special-purpose devices such as MP3 players and e-books. Amongst consumer users, such charges are not particularly distortionary because computer use correlates quite cleanly with the use of digital information goods45 . At the other extreme, virtual markets could be funded solely by general revenue sources, such as progressive income taxation. Although there are distortionary effects involved in income taxation, these may be balanced by potential redistributive welfare improvements 46. 43



Levies on various devices and blank recording media, are frequently employed as a component of national compulsory licensing schemes for private copying (Davies and Hung 1993). 44 Taxation is said to be distortionary when it causes shifts between the production & consumption of one kind of good, and another, causing divergence from the natural state of the market. Distortions are expected to be negative, unless they act to correct externalities (side effects of actions, such as the pollution caused by driving a car) or redistribute wealth in a way which increases social welfare. 45 The major exception to this correlation is that businesses purchasing computers may not use the particular information goods provided by the virtual market (see Section 2.2.4 for further explanation). It may or may not be possible to avoid adding levies to computers purchased by firms, depending on the ease with which individuals can avoid tax by deeming themselves to be businesses. If this discrimination is not possible, it may be best to allocate a proportionate slice of the levy revenue to providing public goods which increase the value of computers to businesses, such as setting internet standards, automating bureaucratic interactions with government, or preventing malicious “black-hat” computer crime. 46 Shavell & van Ypersele recommend income taxation as the most efficient way of funding a reward system to replace patents (Shavell and van Ypersele 1999), p. 25. They also argue that the use of intellectual property privileges to fund the creation of information goods carries its own distortionary consequences (although I would add that these distortions will only occur in the strong monopoly case where information prices rise above average production costs), and cite the optimistic results of Kaplow (1996) on the efficiency of funding public good production through income taxation.
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One argument against the use of general revenue sources is that there is an allocation of resources from non-Internet-users to digital media. But it is easy to exaggerate the problematic nature of these cross-subsidies, since incentives to produce digital writing and music will (almost always) lead to the same works being available in physical form. Furthermore, if progressive income taxation is employed, the demographics which pay disproportionate taxes are precisely those in which Internet usage is most pervasive. The income tax model could be merged with the user-pays approach by adding a surcharge to internet access which depends on income, but not bandwidth usage. Another variation on the general revenue approach is to allow taxpayers to receive a full credit if they set aside a fraction of their taxable income as virtual market funding 47 . This arrangement grants individual taxpayers sovereignty over their contributions, and also passes a significant amount of control over the entire virtual market budget to the public. The particular effects of a tax credit scheme depend upon a number of parameters. Firstly, the amount of taxation each citizen can set aside for the virtual market must be capped according to some formula48 . Then, if the money is accumulated in a collective pool, the effects will be subtly different to a model in which each person gets to allocate precisely the taxation they have set aside for the purpose49 . The taxation options that could be used to support virtual markets present a spectrum; different choices will hold different implications in terms of wealth distribution and subsidy effects for various industries. The commentary here should simply convince the reader that there is a wide range of choices available, that these choices are capable of serving a range of different normative goals, and that particular social and political contexts will play a major role in deciding between them. A detailed investigation of these issues is beyond the scope of this paper. 2.2.4 Scope: Which Information Markets Could Be Made “Virtual”? As a whole, this paper argues that, in normative terms, virtual markets are the best means to create incentives for the creation of digital writing, music, and film. Of these works, I would argue that writing will be the most important. This is not only because the role of writing goes so far beyond “entertainment” (in any sense), but because the crisis for copyright will in time be much more intense for books than it is for music or cinematographic material. 47



I would like to thank Alan Toner for this suggestion. Failure to cap contributions creates an interesting “reverse free rider” problem in which it is in taxpayers’ interests to over-contribute to the virtual market, because they have more control over this money than they do over government spending in general. 49 Note that reverse-free-rider effects are particularly strong if each person allocates their own tax contribution, and so credit caps are particularly important in that model. 48
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To begin with, writers rely far more completely on copyright royalties than do musicians (who can perform live) or film producers (who are likely to be able to maintain cinema revenues even in the face of intense “napsterization”). Furthermore, the likelihood that DRM will ever work for writing seems much lower than for more complicated information goods 50 . The only thing holding these crises back is the fact that digital devices are currently far less convenient for reading than ordinary, printed books51 . Importantly, the reader should note that the claims made in this article are limited to the desirability of virtual markets for the distribution of digital works to individual consumers. They exclude business and commercial usage, because the voting and valuation mechanisms will work best in a single, private, end-user context. More generally, there are two major constraints on the kinds of information goods to which virtual markets could most easily be applied. One constraint relates to the ability of the voting mechanism to extract accurate information about the social value of the work; the other relates to the ability of the VMRS to allocate a fair reward to the creator. The suggestion that virtual markets are most desirable for creative works — the market for which is individual people, rather than businesses or other organisations — relates to the “accurate information” constraint. The arguments presented in Section 2.2.5 about individuals’ incentives to provide correct information are based upon the direct connection between appreciation and a user’s vote. It is not so clear that there is an efficient way to link value and the reporting of that value at an organisational level. Another factor which makes virtual markets more effective for consumer (rather than commercial) works, relates to the relatively small range of expected prices for these goods. As I explain in Section 3.3.4, this improves the information which VMRS provides about the value of goods and increases the system’s economic efficiency. The other constraint on the application of virtual markets results from their interactions with the production of information goods. VMRS is well-suited for digital music, writing and even film because these works tend to have the property of being monolithic. That is, the good is (approximately) stand-alone, and is created once, rather than undergoing a continuous process of maintenance and development. The importance of these properties is that they make the task of allocating credit generally feasible52 . 50 All it would ever take to extract a perfect unecrypted copy of a digital book from a trusted system would be a camera capable of performing OCR (Optical Character Recognition). Once “liberated”, the book could easily be distributed widely over a peer-to-peer network; any hopes of “traitor-tracing” it back to the original pirate would be hampered by the extreme nature of any durable textual watermark (Atallah et al. 2000, 2002). 51 Many of the distinctions and disanalogies between the impact of digital technology on writing, and other copyright subject matter, are closely examined in (Lynch 2001). 52 For example, Dr. Jim Parker, the UK Public Lending Rights Commissioner, stated in a September 2001 talk to the British Literary and Artistic Copyright Association, that he had observed only one intractable dispute between
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Information goods without this property — such as software — can present intractable problems for VMRS because the task of rewarding authors collides with issues of industrial organisation53 . It is true that there are some forms of digital music and writing where these arise; for example, the revision of textbooks, the recording of large and diverse groups of musicians, or the creation of sample libraries from which others produce art. But these cases are the exception rather than the rule54 , and pale by comparison with trying to reward the authors of a large, heterogeneous software project55 . 2.2.5 Social Constraints on Virtual Markets Why should users participate in a VMRS? Surely it would be easier not to worry about voting — to download files by whatever means was easiest, and to save time by not rewarding the files’ creators? I would argue that there are reasons why this is not a serious problem for VMRS systems. Firstly, note that it is important to ensure that participation is easy — that downloads can be counted automatically, and voting is not labour intensive. Previous sections addressed these design problems. Provided that there are no barriers to participation, there is actually a direct and immediate incentive to allocate one’s votes correctly. If you read a book by an interesting writer, but fail to give them votes for their troubles, then it is less likely that the author will write another book (even if they do, it will take longer, because they will have to support themselves by other means). Enthusiastic following and support for authors and artists is widespread, even in the absence of direct incentives. There would none the less be a role for education in encouraging public spirited participation in a VMRS. One can easily imagine cultures in which rewards would be allocated correctly, co-authors as to how rewards should be split. 53 Once an information work becomes an organic, living entity, rather than a once-off creation, “peer production” will frequently become the optimal way of organising its development. For a discussion of the economic conditions which lead to peer production, see Benkler (2003). I would like to thank the members of the informal intellectual property & information economics discussion group at Melbourne University (especially Gavin Baker, Alan Blair, Rose Chan, Andrew Clausen, Suelette Dreyfus, Paul Harrison, Toby Ord and Matt Pattison) who helped determine, through extensive gedanken experiments, that arbitrary cultures of peer production are not easily combined with effective virtual market reward structures. 54 If this were not the case, then the exclusive right of derivation would present a significant problem for the operation of copyright law. I leave the question of whether the inclusion of software in the scope of copyright poses any such problems, as an exercise for the reader. 55 The Linux kernel (http://www.kernel.org) is a paradigmatic example here; as of version 2.4.17, there were 408 significant contributors listed in the kernel’s CREDITS file. Deciding the value of their relative contributions fairly, and without interfering in the culture of Free Software development, is prohibitively complicated.
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and cultures in which they are not56 . This educative task is far less daunting than the idea of convincing teenagers to respect DRM, because a VMRS removes the need to “condition away” the free rider problem57 . Whilst self-interest might dictate that many consumers should avoid DRM, there are no strong reasons for individuals to avoid participating in virtual markets.



3 The Economics of Virtual Markets The intention of this section is to briefly compare the economic properties of VMRS and DRM, and to show that there is substantial reason to believe virtual markets would produce more desirable economic outcomes than the technologically mediated enforcement of copyright on the Internet. Firstly, I will make some general observations on the economic nature of information goods such as digital music and writing. Then I will examine the approaches available for comparing VMRS and DRM, and discuss some of the conclusions that can be drawn from existing literature on each approach. I argue that there is no simple economic model which would simultaneously fit within the scope of this paper and shed substantial light on the desirability of virtual markets. Instead, Section 3.3 provides a structured argument from utilitarian ethics 58 to show that it is very likely that in the real world, VMRS would be more efficient than DRM. 56



Many similar problems have been faced in the field of contingent valuation (CV), where surveys are employed to value public (usually environmental) goods. Although there are a number of important differences (such as the role of passive use, and the fact that CV is used for centralised decision making, rather than decentralised allocations), the extensive research on the applicability of CV (Carson, Flores, and Meade 2001) has shown that, if citizens are given appropriate information about the role of their contributions, they will provide high-quality information on the value of public goods. 57 There have been regular claims that education will be critical to the success of technologically enforced copyright; see, eg. (World E-commerce & IP Report 2002), or (Goodenough 2002) for a more exaggerated development of this notion, which goes so far as to suggest that neuroscience may have a role in conditioning people to obey copyright law. 58 By utilitarian, I refer to a progressive interpretation of the Benthamite notion of “the greatest good for the greatest number” — or maximising some notional sum of fulfilment over the entire population. Note that, when correctly applied, consequentialist utilitarianism should not discard the peculiarities of human nature and the subtleties of social issues. This point is frequently overlooked, and for example, I am not following the distinction drawn between “utilitarianism” and “social planning theory” by Fisher (2000b). Rather than being differences of ethics, these two approaches represent different ways of estimating the same quantities. Utilitarianism is not a perfect moral philosophy, and the author of this paper does not consider himself to be a utilitarian. However, no other form of ethics has established the same degree of legitimacy when examining the public policy questions faced by democratic societies.
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3.1 General Observations on the Economics of Copyright 3.1.1 Information as a Public Good In economic theory, a good is said to be a public good when it possesses two properties — it is non-rivalrous and non-excludable. Non-rivalrous goods are those which each member of the community can enjoy, without detracting from the enjoyment of others. Orthogonally, once a non-excludable good has been created, everyone benefits automatically. A public good is said to be pure when it possesses these properties absolutely. Impure public goods, which are only slightly rivalrous, or only excludable with difficulty, are much more common than pure public goods. Historically, writing and music have been rather impure public goods. More accurately, the authorship of writing and music creates a pure public good, but the physical objects (books, records, etc) which have embodied them are composite entities. A book in the hands of a reader contains a public information good (the authorship) and a private physical good — the paper, ink and distribution. As the digital variants of music and writing become more practical, the “impurity” of physical structure is removed, and the economics of copyright change. Economic theory suggests that in most cases, the marketplace will not produce adequate quantities of public goods, because, at Nash equilibrium59 individuals will be “free riding”60 on the public goods created by the rest of society. Even though everyone might be better off with a greater level of the public good, there is no way to simultaneously persuade them to contribute to it. There are various responses to this conundrum. One is to raise taxes and appoint a government to choose which public goods should be provided. The difficulty here is finding a means by which governments can identify the desirable levels of different public goods, and a suitable taxation system to collect the funds to pay for them. Another response to the “free rider” problem is to attempt to remove the natural non-excludability of the public good. Property rights can then be created to facilitate a marketplace solution. Copyright law is a perfect example of such a strategy. 3.1.2 Measuring the Economic Efficiency of Copyright Law There are two main costs associated with attempting to solve the “free rider” problem by recreating excludability. These costs are central to the economics of copyright; I will outline them 59 Nash equilibrium is a state in which all actors are pursuing their own self-interest, in the face of similar strategies from others. 60 Or, more accurately “easy riding”, because Nash equilibrium contributions are often low but non-zero.
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briefly here: The first is the direct cost of the exclusion mechanism. In the context of historical copyright, this cost was quite low. It comprised the cost of policing the relevant laws — court cases, copyright management and the creation of collecting societies, for example — but these costs were probably small compared to overall value of information goods to society. As I argue in Section 3.3.2, however, the pure public good nature of digital information means that these costs will be much higher in a DRM system. The second cost is the indirect cost of exclusion, which results from giving producers a monopoly on access to the public goods they have created. Economists term this “deadweight loss” — in this case, the loss to society because some people who could be given the good at the marginal cost of provision61, but cannot or will not pay the copyright/monopoly price62 , are denied it. The economic analysis of copyright law has generally been concerned with determining whether the legally enforced exclusion of information goods is better than taking no steps to support their production; and, if copyright rules are desirable, determining their duration and scope. Influential historical contributions to this literature include Plant (1934), Hurt & Schuchman (1966), and Breyer (1970)63 . These works critiqued justifications of copyright cast in terms of natural rights, and argued forcefully for a utilitarian evaluation of intellectual property privileges. Their conclusion was generally that the case for copyright was particularly marginal, and that, even if copyright should be maintained, its extent should be prudently constrained 64 . Stallman has provided a modern extension of these perspectives to the context of digital copyright (Stallman 1996). Although his position remains consequentialist, it has the interesting property of being couched in terms of positive freedoms, rather than the distribution of economic value. It was only relatively recently that economists began constructing formal mathematical models to evaluate the desirability of copyright laws. Although there was some earlier work modelling the effects of piracy, the article by Landes & Posner (1989) has generally been acknowledged as laying the foundations of a justification for copyright in terms of neoclassical economics. Other authors, such as Koboldt (1995) and Watt (2000) have extended the approach taken by Landes and Posner. 61



Which, for digital information goods, is almost zero. Which is, at least, the average price to recover the cost of producing the public good in the first place, but may be more, depending on the structure of the market in question. See the discussion in note 77 for further commentary. 63 Breyer’s article, in particular, proved to be controversial amongst those who benefit from or work with copyright. For a reply, see (Tyerman 1971), but see (Breyer 1972). 64 See eg Breyer (1970), p. 322, citing and concurring with Machlup’s (1958) earlier conclusion on the patent system, that whilst it would be foolish to abolish these systems, if they did not exist, it would be foolish to create them. 62
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Ultimately, these studies have concluded that, while there are potentially problematic costs associated with copyright, and that while breadth and duration should be carefully constrained, the need to provide authors and artists with incentives for their work creates a persistent need for property rights in writing. This conclusion is not really surprising, since only the most enthusiastic critics have maintained that the free rider problem does not discourage desirable forms of authorship (and these positions are invariably held by commentators who discard the utilitymaximising model of information producers which is ubiquitous in economic modelling). What these analyses have not done, is to contrast the enforced-exclusion model, with the alternative of publicly funded provision65 . A rigorous comparison of this sort is significantly more difficult, because it requires the weighting of complicated strengths and weaknesses in both models. In this section I argue that, in the context of digital consumer information goods, where the comparison is between DRM and VMRS, the virtual market model is clearly superior.



3.2 Methods for the Economic Analysis of Virtual Markets 3.2.1 Microeconomic Models with Asymmetrical Information In some cases it is possible to construct simple economic models which tease out the distinction between the operation of publicly funded reward systems and the use of exclusion mechanisms as incentives. Examples include the work of Wright (1983), or Shavell & van Ypersele (1999) who compare patents and rewards as incentives for invention. A central property of these analyses is 65



Scholars of copyright have occasionally mentioned the possibility of publicly funded provision, even with approval (see, eg (Hurt and Schuchman 1966), pages 424 & 432). But it is unsurprising that the idea was not taken very seriously before the widespread adoption of the Internet, because the case for rewards was, at that point, much weaker (see eg (Breyer 1970), note 104). The more recent post-digital literature has yet to fully address the issue. (Watt 2000), for example, considers levies briefly, in the context of private copying (pp. 132-134), but rules public funding out on account of distortionary effects of taxation, without considering any possible benefits. Nadel (2003) pp 29–30, in the course of an economic critique of digital exclusive rights, points out that public lending rights are an important alternative. Perhaps the most relevant contemporary work is the comparison between copyright and public funding for music has been considered directly in Part V of (Ku 2002). Ku argues that the primary purpose of the copyright system has been to provide incentives for publication, rather than artistry, and that because of the structure of the music industry, it is live performance and merchandising, rather than royalties, that reward artists. In this picture, the recorded music industry offers artists publicity, but only in extreme examples does it pay them money. Ku thus concludes that, if the Internet takes care of distribution, copyright contributes nothing to artists. Furthermore, if musicians are still perceived to have insufficient incentive for their work, they can be payed from a levy-based statutory licence. Although Ku’s logic may be compelling, it does not present a generalised demonstration that public funding is superior to digital copyright. It relies on anecdotal evidence to argue that, at present, in the music industry, copyright serves principally as an incentive for publishers. In order to draw watertight conclusions, it is necessary to compare public funding to a realistic DRM system in which disintermediation (artists selling directly to the public) is to some extent possible.
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that they model the information asymmetry66 between potential inventors and government; they can then compare the relative inefficiencies of imperfect information (in the reward case) and deadweight loss (in the exclusion case). It is not clear, however, that the same asymmetry of information applies in a virtual market; if a culture of enthusiastic user participation arises, then VMRS should have no significant, systematic, informational imperfections. If, on the other hand, technological or sociological factors limit the degree of participation, informational inefficiencies will result, but it is unlikely that they would have the same structure as those found in markets for inventions. If we were to construct a single-information-good, microeconomic model of a virtual market, we would observe that even if there is imperfection in the VMRS information collection system, then to first order, this increases the risk of devoting resources to authorship and artistry, but does not decrease the expected return (because an author may be just as likely to benefit from strange voting cultures as to suffer from them). It is only when skewed voting patterns become entrenched that social welfare suffers; this mode of failure is unambiguously cultural 67 , and it is unlikely that information-asymmetrical microeconomic models will shed much light on the issue. But other, perhaps more important, questions would remain unanswered by the microeconomic analysis of virtual markets. If all citizens have equal numbers of votes in the VMRS, what effect will this have on market-driven cultural production? What are the true costs for the technological infrastructure of both options? Are there perverse incentives (“principal-agent problems”) involved in the management of either system? How do the redistributive and distortionary properties of taxation affect the desirability of different incentive structures for information economies? On some of these levels, the economics of virtual markets is deeply tied to the particular distribution of wealth and preferences in particular societies; one cannot employ the standard microeconomic technique of de-coupling these issues from questions of resource allocation. In other cases, the analysis needs to consider technical factors which are not normally included in economic models. 3.2.2 Theoretical Results in Mechanism Design The question of how to design institutions and voting systems for the efficient production of public goods is not new to economics; the term used for the field is mechanism design. 66 Note that the word “information” has two important and distinct meanings in this article. One is the relatively straightforward meaning of data, stored on computers of various sorts, which might be of value — including “information goods” such as digital music or writing. The other meaning, used here, is drawn from the economics literature, to mean “information” possessed by consumers, producers, governments, or other economic actors, about the value or costs of different actions, goods and services. 67 One could also imagine incentive-compatibility failures in VMRS voting, but as I argued in Section 2.2.2, these can be addressed in a systematic fashion.
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Whereas models like those discussed in the previous section make direct assumptions about the quality and nature of information available to governments, the mechanism design literature focuses on explicit messages or votes, which consumers can pass to governments. A resource allocation mechanism specifies how much taxation should be raised from each citizen, and how much of the public good should be produced, as a function of these messages. Economists have examined a few general properties of resource allocation mechanisms (Campbell 1987) — such as whether they are Pareto optimal68 , whether they are incentive compatible — resulting in the honest disclosure of necessary information about individuals’ preferences (without which goods cannot be produced at optimal levels), or whether they satisfy an individual rationality participation constraint — that is, whether all the participants in the mechanism would be involved if they were given a choice about the matter. Under many circumstances, there is an unavoidable tradeoff between these different properties69 , and as a result, there are no one-size-fits-all approaches to solving public good allocation problems. It is thus not possible to simply invoke the mechanism design literature to tell us whether virtual markets will perform better than DRM. Nevertheless, I will consider some mechanism design results while examining aspects of the comparison more closely in Section 3.3. 3.2.3 Agent-based Computational Economics An alternative approach which might be applied to modelling the differences between VMRS and DRM is Agent-based Computational Economics, commonly abbreviated as ACE. Rather than employing analytical mathematics to prove general results from assumptions about general economic systems, ACE uses computers to simulate the behaviour of instantiated economies of agents, each of which is represented by a computer program 70 . Generally speaking, ACE allows practitioners to explore aspects of the behaviour of economic systems which are beyond the reach of simple models. Although much of the literature has focused on explaining emergent phenomena, there has also been some interest in exploring the implications of different public policies on particular markets. ACE may be especially relevant to problems in mechanism design, and virtual markets in particular, because it provides tools for untangling the coupling between the efficiency of resource allocation for production and the distribution of wealth and preferences. 68



Pareto optimality indicates that no individual can be made better off without causing someone else to be worse off. It is the predominant measure of efficiency used in the economics literature, although it does not address important concerns about the equity of wealth distribution. See, eg, Cornes & Sandler (1996), p. 220. 69 For example, (Roberts 1979) showed that if participants are well-informed and employ long term strategies, then Pareto optimal resource allocation mechanisms will not produce honest preference disclosure. 70 See (Tesfatsion 2002) for an overview of the ACE literature.
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We may claim, for example, that the deadweight loss of DRM is more severe than the distortionary effects of a one-citizen, one-vote virtual market. The truth of this claim is admittedly dependent upon the particular society about which the claim is made. ACE approaches would allow us to hypothesise a large number of different distributions for wealth and preferences, and to collect statistics about the robustness of our claims. Furthermore, if this data is cross-referenced against real-world data, we can identify a degree of certainty that our claims apply, not only to most hypothetical societies, but to actual ones. In order to construct an ACE model which elucidates the issues involved in comparing virtual markets to DRM, we would need a number of components. Firstly, we need a hypothetical population of individuals; these individuals have varying amounts of personal wealth 71 . Their tastes for private goods, and for information goods generally, can also be produced statistically 72. The aspect of information markets which is much harder to model is the relative value of different hypothetical information goods, and the fact that demand for these goods is collectively endogenous73 . To illustrate this, imagine a textbook on advanced quantum field theory. What is the value of this good to particular consumers? The answer, of course, depends on whether they have previously studied books on mathematics and introductory quantum mechanics. Although the example may seem contrived, the same issue underlies much of the relative valuation of information goods – be they literary, artistic, or purely educational; appreciation of both ideas and expression depends inherently upon the framework of other ideas into which they are placed 74 . In order to ground the very abstract and indefinite questions of valuation for literary works, for example, a reasonable model might categorise works along broad lines of originality, dependency of ideas, and cultural relevance. An ACE analysis would depend heavily on results which were stable across a wide range of these models. This modelling would probably form the core of a successful application of computational economics to the comparison of VMRS and DRM (The other important component being the collection and application of econometric data to guide and verify the simulation parameters). I suggest that while the use of Agent-based Computational Economics to measure the desirability of virtual markets is beyond the scope of this article, it would represent useful further work, and offer verification for the claims made in the following section. 71



Which can be created by a simple statistical model and cross-referenced against real Lorenz curves. Here, the issue of correction against econometric data is more complicated. Private/information good preferences, as a function of wealth, can be identified from aggregate market statistics or through interviews; uncertainty in the results can be handled by changing these variables across hypothetical economies. 73 Literally, endogenous means originating from within; in this context, it means that notional demand for a good depends on previous consumption of that good. 74 For a review of the literature on the basis of music preferences, see (Uitdenbogerd and van Schyndel 2002). For a study illustrating the endogeneity of music preferences in particular, see (Holbrook and Schindler 1989). 72
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3.3 Economic Factors Affecting the Desirability of Virtual Markets As I observed above, attempts to formally compare DRM and VMRS are constrained primarily by the difficulty of modelling two key factors: the role of actual wealth and preference distributions in determining the efficiency of the mechanisms, and the fact that purely cultural (rather than economic) factors also play an important role. Nevertheless, it should be possible to say a great deal about the question. This section will investigate the relative economic efficiency of virtual markets and DRM, by firstly identifying the various factors which could favour either model, and examining each in turn. After analysing the role of these effects, we will be in a position to evaluate the magnitude and certainty of the claim that virtual markets present an advantageous policy position. The key factors I identify are as follows: * As the deadweight loss of DRM rises, virtual markets become more efficient. * There will be an efficiency advantage for whichever model has lower direct infrastructure costs. * DRM systems necessarily involve transaction costs associated with rights clearance; if these are large, then they will count in favour of virtual markets. * Depending on the distribution of society’s preferences for information, there may be distortionary effects associated with virtual markets. These can result from the need to use taxation for funding VMRS, or because virtual markets undermine the creation of highcost, high-value works with small audiences. * If either system has systematically imperfect sources of information 75 or other effects which distort the structure of production incentives, they are likely to be less efficient. * Virtual markets retain a degree of centralised management. If the VMRS administration itself operates inappropriately, or the government allocates insufficient (or even excessive) funding to the virtual market, then VMRS efficiency will decrease. Although they are less obvious, there are also some risks of management failure in DRM systems. I now proceed to examine DRM and VMRS with respect to each of these points: 75



Note that a DRM marketplace collects information about consumer preferences by seeing how many copies of each work are sold.



3.3 Economic Factors Affecting the Desirability of Virtual Markets



27



3.3.1 Deadweight Loss under Copyright Deadweight loss represents the missed opportunity for all of those who would have appreciated a good to some extent (enough to cover its marginal cost) but insufficiently to purchase the good under a monopoly such as the one granted by copyright law 76 . It is the principal cost of enforcing scarcity in a good which is otherwise available in abundance. The exclusionary provision of information goods is monopoly-based 77 , and the marginal cost of digital music and writing are rapidly falling to insignificant levels78 . This allows for a significant deadweight loss where the asking price for information goods is appreciable, but the underlying marginal cost is zero. Deadweight loss for music will, in fact, be almost ubiquitous, since most consumers are unable to buy all the music they would appreciate, at monopoly prices. Although temporal price discrimination is visible in CD markets, where older CDs are sold at discounted prices, (at least in first world markets) these prices rarely fall close to the marginal cost of distribution. Deadweight loss for some kinds of writing is even higher. Since writing is perhaps the most important tool for education and knowledge distribution, the exclusion of writing creates huge costs, particularly in developing nations79 . 76 In analytical terms, this deadweight loss is the integral of the demand curve between marginal cost, and the price at which the vendor chooses to sell. In economic theory, any cost to society which could be relieved without harming anyone, may be described as a deadweight loss. The particular sense I have described here appears in the literature on monopolies, and hence, in the literature on copyright and patent law. To prevent confusion, I use the term solely in this sense. 77 This is actually quite a subtle point. Copyright creates a monopoly on each particular information good, but there may be some competition where different copyrighted goods are highly substitutable. To understand the situation completely, it is necessary to realise that there are two levels at which competition can occur in information markets. There is competition amongst information creators, to produce novel ideas first (since the reputational benefits of marketing an idea first can be large). Then there is competition in the distribution of a particular expression of the idea, where copyright creates a monopoly. This is the monopoly which is partially overcome by substitution, but reputation effects and artists’ varied talents combine to seriously constrain substitutability in many cases. The monopoly effects created directly by copyright are thus distinct from other consequences of market power in entertainment industries (see, for example, (Lieberman 2002)). This market power is likely to arise naturally from the fixed costs and barriers to entry of distribution and marketing systems, and is only marginally increased by copyright (through rights clearance costs, for example). 78 The actual costs of distribution vary, of course, with the internet services available in the nation and region in question. A contemporary rule of thumb is that consumers with access to a dial-up internet connection could have an unlimited supply of free writing, while users with access to broadband could have an extremely cheap supply of music. 79 Story describes some of these issues in (Story 2002, Section 4).



3.3 Economic Factors Affecting the Desirability of Virtual Markets



28



Many advocates of strong copyright rules argue that deadweight losses are overcome by price discrimination, or, more interestingly, that they do not really exist 80 . Price discrimination occurs where the producer of the good creates several versions, and sells those at different prices to consumers with different levels of demand. The price discrimination theory is thoroughly critiqued by Boyle (2000), but I provide a brief treatment of some of the issues here. Asking Price
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Figure 1: Financial Deadweight Loss



One potential disadvantage markets structured around price discrimination is that those with high demand, who could have had the good more cheaply, are forced to pay more for it, thereby reducing consumer surplus81 . Another is that some kinds of versioning will involve deliberate degradation of the good in order to (negatively) differentiate the cheaper version. 80



See, for example (Easterbrook 1999), p 112. Easterbrook seems to claim that because information is sometimes distributed freely, we might conclude that “when free distribution is socially optimal, people will not enforce their property right to withhold publication or demand fees”. No explanation is offered as to why rights holders will, in general, seek socially optimal outcomes. This is a very pressing question, because under copyright, attempts to eliminate deadweight loss will often undermine rights holders’ revenues. 81 This is an old-fashioned example of the dependence of social welfare outcomes upon the initial distribution of wealth. One might believe that dollars in the hands of consumers will produce more benefit than dollars in the hands of record industry executives and shareholders; alternately, one might believe that dollars in the hands of artists will do more good than dollars in the hands of the public at large. The first and second fundamental theorems of neo-classical welfare economics claim that these effects are irrelevant because they can be corrected by lump-sum transfers of wealth (from producers to consumers, in this case); the applicability of these results is quite narrow, however (Stiglitz 1994; Albert and Hahnel 1990). Where the dollars are needed most, and who ends up with them, is an empirical question well beyond the scope of this paper.
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Figure 2: Utilitarian Deadweight Loss



There is another, more important problem with depending on price discrimination to prevent deadweight loss, which is frequently and seriously underestimated in economic analyses. That is, the area beneath the demand curve may not capture the true utilitarian scope of deadweight loss, particularly in situations of national or international inequity. This deadweight loss amplification occurs because of the difference between notional and financial demand. In the high-value range, demand from wealthy consumers will cause market forces to overstate the benefits of works to wealthy consumers. People who have almost no income, on the other hand, are incapable of expressing financial demand for a good. As a consequence, there is disproportionately little incentive for the producer to cater to this “market segment”, even with price discrimination. The situation is illustrated in the contrast between Figure 1, which shows financial deadweight loss82 in a market for an excluded, non-rivalrous good with realistically effective price discrimination, and Figure 2, which illustrates utilitarian deadweight loss in the same market. For example, there is little direct incentive for a textbook publisher to distribute cost-price textbooks to those who cannot otherwise afford them, little incentive for record companies to give teenagers with small budgets free or cheap access to all of the music they would like, and 82 Figure 1 illustrates a Marshallian measure of deadweight loss, but the income-related effect in question is not an ordinary “income effect” and would not be quantified by considering Hicksian demand. Rather, they involve inter-personal utility comparisons and presuppose a utilitarian social welfare function.



3.3 Economic Factors Affecting the Desirability of Virtual Markets



30



little incentive for pharmaceutical firms to allow cost-price distribution of drugs to impoverished nations. Ideally, a welfare system would redistribute wealth to those “ignored” by the demand curve, but in practice, where this does not occur, adopting an exclusionary model for information goods will exacerbate the problem83 . In this case, the utilitarian argument that existing wealth distributions will give VMRS a substantial advantage over DRM is indisputably strong. I have argued that the deadweight losses associated with DRM-enforced copyright may be very high. It is not possible to create artificial scarcity for information goods, without incurring problematic costs for society. From this perspective, the virtual market alternative would provide substantial efficiency gains. 3.3.2 Infrastructure Costs Both the VMRS and DRM models for information markets require infrastructure. For a virtual market, it is the voting system, and a means to pass rewards on to artists and publishers. Technologically enforced copyright depends upon a network of trusted systems (to control the public’s use of information goods), mechanisms to approve particular reproductions and uses of works, and means to pursue “leaks” in the system and prosecute infringers 84 . The relative size of these two possible overheads is a factor when considering which policy is more desirable. The cost of a VMRS infrastructure is significant, including the servers to provide public content, the secure hardware to certify downloads or votes, and the development of software to administer the system. Note that the cost of the actual rewards is not part of this overhead. The overheads involved in DRM systems are much greater. Firstly, there are a set of costs of a nature and magnitude similar to those of VMRS. These include the servers, authentication mechanisms and rights clearance systems required by technologically-mediated copyright. 83 For example, when the US employed trade sanctions to coerce developing nations into enacting strong copyright and patent laws, and ultimately signing the Trade Related aspects of Intellectual Property (TRIPs) agreement (see Braithwaite & Drahos (2000), chapter 7), they did not consider combining this with aid packages to correct the billions of dollars of inequitable wealth redistribution that TRIPs caused. 84 Attempts to reduce loss through leaks would be greatly assisted by secure digital watermarks (which allow a pirated file to be linked back to the user who purchased the original), but considerable research efforts are yet to produce a robust “traitor tracing” algorithm which operates on public networks such as the Internet. In the absence of watermarking, leaks must be traced using traditional police investigations — a strategy which is likely to prove hopeless. Even if secure watermarks were implementable, leaks would still occur (because the content of stolen computers and/or files could be “liberated” without traceability); but in this much smaller set of cases, criminal investigations might have some effect.
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But the most significant costs in DRM infrastructure relate to the extreme difficulty of designing and maintaining these systems so as to be secure. Kelsey & Schneier (1999), amongst others, have emphasised that any digital trusted system must have analogue outputs; even if the digital links are secure, high-quality digitisations (of music, at any rate) will be easy to obtain 85 . But I would argue that even the “digital” part of a DRM network is likely to suffer from serious security problems. Because a single point of failure can cause the collapse of an entire DRM network, millions of consumer devices need to be virtually tamper-proof. This is a costly proposition, to say the least86 . This situation is illustrated in Figure 3. 85 The Motion Picture Association of America has proposed that all analogue-to-digital converters (ADCs) be regulated, to require that they recognise and refuse to digitise material which carries a standardised watermark (MPAA 2002). From an engineering perspective, this is a very radical proposal, because ADCs are a fundamental building block for electrical systems, and watermark detection circuitry is much more complicated than an ADC itself. It is not clear at this stage that such a proposal is deserving of serious cost and feasibility studies. 86 Designing consumer devices which are tamper proof is almost certainly impractical, if not impossible (Anderson and Kuhn 1996). Instead, the degree of tamper resistance must be so high that only attackers with substantial resources can succeed — and, as Anderson & Kuhn (1997) have demonstrated, even this will be very challenging. In addition, large amounts of information must remain enclosed when security compromises do occur, and every significant instance of tampering must be traceable before it inflicts massive economic damage. The cost of this degree of security is difficult to estimate without having employed it successfully (Schneier 2000, Chapter 14). Informally, many security professionals have claimed that it is sufficiently difficult to be considered impossible. There are, however, a number of approaches which can be used to predict a price tag. One strategy is to consider the cost of state-of-the-art tamper resistant devices for financial cryptography. The IBM 4758 co-processor (Smith and Weingart 1999) is an example of an extremely sophisticated “trusted” hardware platform; its security features would stand a reasonable chance of preventing serious economic damage due to digital content leakage — although in deployment it is not necessarily immune to software flaws (Clayton and Bond 2002). The 4758 currently sells for around USD $4000 in a relatively small market; there are only about 300,000 ATMs in the United States, for example (Bank Network News 2000). Unofficial estimates undertaken at IBM’s Thomas J. Watson Research Center, indicate that the 4758 itself, even in very large volumes, would still cost over USD $500. A miniaturised version would probably cost $100-$150. It might be conceivable to get as low as $20 or $30 if a single-chip equivalent device could be designed (although this would require significant research and development). Even with the most optimistic figures, this kind of hardware would represent a very sizeable tax were it required in all consumer media devices. A more ambitious back-of-the-envelope calculation can attempt to account for a wider range of possible weaknesses by inferring costs from other areas of IT security. A recent survey of 503 organisations’ experience in dealing with computer crime (Power 2002) indicated that a total of USD $375.6 million was lost annually in incidents of a kind which might be applicable to a DRM network (Power (2002), pp 10-11; this excludes losses from “insider abuse of Net access”, laptop theft and denial-of-service attacks). These measurable losses were spread over 44% of the population surveyed, amounting to $1.7 million per organisation affected. The importance of these loss figures is that they provide some indicative lower bound for the price of achieving security; if effective protection is cheaper than the expected losses due to security breaches, then most organisations will quickly deploy it. Conservatively, effective security for a controlled corporate network costs between $750,000 (average measured losses per organisation) and $1.7 million (average loss for organisations which measure their losses). The cost for a device in a consumer’s home might in some respects be higher (since these locations are not controlled by rights holders) and in other respects may be much lower (because some security risks scale with the number of computers/users on the network). The weakest assumption is that costs per device are the same as costs per employee. The average number of employees for the organisations in the survey was about 5000 (following (Power 2002), page 3,
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Figure 3: Information flows in a DRM system.



It is illustrative to compare this problem to the task of securing VMRS. Both DRM and VMRS networks contain security-critical points of failure. In a DRM regime, these are all the devices in users’ homes (illustrated in Figure 3). In a virtual market, the security-critical systems are the handful of government-run computers which allocate the rewards (as shown in Figure 4). Consumers participate in VMRS voluntarily, because it is overwhelmingly in their interest, and no actions taken by a small group of conspirators can threaten the network as a whole. There may be a fundamental reason why the costs of security in DRM are much greater than in VMRS. Every stable, successful digital network ever built, has operated on an unstated principle — the vast majority of participants want the network to function. The Internet is, of course, the most striking example of this phenomenon. Participants attach computers to the Internet, and those computers execute code which is generally compliant with a set of agreed standards for communication. Even a small proportion of defecting nodes which attempt to subvert this arrangement can cause serious network problems87 . and assuming median numbers for each interval, and 15,000 employees for organisations in the 10,000+ category). Hence if we divide the minimum organisational cost of close-to-bulletproof security ($750,000), by the number of employees per organisation (5000), we obtain a ballpark conservative prediction of effective security costs for an embedded consumer device: USD $150. These rough estimates of the price of effective copyright protection will no doubt prove controversial. But I should just point out that a DRM network is only as strong as its weakest link. In order to prevent break-in at a few unknown but crucial points, extreme precautions must be taken everywhere. 87 The work of Nisan and Ronen (1999) has sparked a growing literature on incentive-compatible network protocols, but this literature does not consider the more complicated question of enforcing participation in an intrinsically unpopular protocol
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Figure 4: Information flows in a virtual market.



A DRM network cannot expect cooperative behaviour from its participants. As peer-to-peer file sharing has demonstrated, many users are eager to exchange copyrighted information, with disregard to publishers’ and authors’ legal privileges. Whilst most of these actors will not have the skill to write software which attempts to redefine the network, they would be more than willing to run it. Designing a network which functions whilst most of its participants attempt to cause its downfall is a highly non-trivial and expensive proposition. As a result of the very high costs for DRM security, it is safe to conclude that the infrastructure costs involved in enforcing digital copyright will be much higher than those of attached to virtual markets. 3.3.3 Transaction Costs A virtual market allows open access to a huge body of works by default, and then organises remuneration for those works in retrospect. DRM, in contrast, prohibits most forms of access until appropriate rights have been licensed to the user.
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On the distribution side, the need to formally clear all rights for usage of works is not a huge problem in most situations88. A majority of users will fit neatly into one of a few categories, and their terms of access can easily be codified, and clearance automated. There, are however, a number of use cases for which rights clearance is inherently a major problem. Particularly, these relate to indexing, search, and analysis tools which operate over large bodies of work. Two important examples of the sophisticated search systems made possible by open information ecosystems include GoogleTM (Brin and Page 1998), http://google.com and NEC’s CiteSeer/ResearchIndex (Giles et al. 1998), http://citeseer.nj.nec.com. It might be possible to find ways to do large-scale rights clearance for search and analysis facilities (especially if copyrights are vastly concentrated in the hands of a few organisations). But such an operation would be inherently costly — and it would also need to prohibit or restrict many features of existing search tools. For example, any search facility which provides information about the context of results (as Google does with search terms, and CiteSeer does with citations) is also providing parts of the actual text of the document. It is a relatively straightforward process to write software which combines these snippets of text, recreating the entire original document. Preventing these forms of revelation (for example, by attempting to track the users of search facilities) may be possible, but is likely to be costly. Certainly, to date, the features of the research tools provided by CiteSeer (which indexes freely available papers, mostly in computer science) seem to go well beyond those of proprietary databases which index copyrighted material89 , in a manner which seems singularly attributable to transaction costs imposed by copyright. I would thus argue that although the ongoing transaction costs associated with DRM are small in many cases, they do form a non-trivial addition to the advantages of virtual markets. 88



Note that distribution-side rights clearance is very different to production-side rights clearance. Identifying exactly who owns the various rights applicable to a particular work, in order to for them to be paid for a performance or derivative work (by a music company running a DRM system, or a VMRS administration) may frequently be difficult, but these costs apply equally to VMRS and DRM. 89 R Thomson West’s Westlaw , R or Reed Elsevier’s LexisNexisTM . Such as Thomson ISI’s Web of Knowledge , Because proprietary databases have larger coverage in many areas, researchers in those fields may not have compared their performance to services like CiteSeer. Admittedly, the comparison between research services is also complicated by the role of patented algorithms (see, for example, US patents #5,265,065; #5,794,236; #6,285,999 and #6,289,342), and the significant amount of human labour involved in some of these databases (the Web of R depends upon manual categorisation of Knowledge includes manually indexed citations, while Westlaw’s KeyCite legal material).
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3.3.4 Impacts of a “one user, one vote” virtual market One common objection to virtual markets might be expressed as “why should I pay taxes for music I don’t listen to (or writing I don’t read)”; another, inverse, objection is “what if I would pay a lot for something, but VMRS limits how much power my wallet carries?” These objections result from the fact that virtual markets reveal the pure public-good nature of information. Similar objections can be made by pacifists, outraged that their tax dollars go to the military, or by libertarians who wish to reduce public funding for academic research. The situation is also somewhat disanalogous, because in a virtual market, each taxpayer gets to pick which public goods they want their taxation to fund. It is only people who dislike information goods of all sorts, who will be worse of with VMRS — and even then, only if the funds are drawn from income tax, rather than levies on appropriate devices. Furthermore, the extent to which these effects will be presented depends on how the taxation for the virtual market is raised. Nevertheless, there may be some advantage to the DRM model because it guarantees that people are paying precisely for the things they want. The relevant question is — how large is the advantage which can be obtained through direct payment, rather than voting for the creation of information goods? There are a number of results in the economics literature which concern the efficiency of voting schemes for producing public goods. Bowen (1943) showed that if majority voting90 is employed to decide the level of taxationfunded provision of a single public good, then, under strict but not implausible assumptions, the result will be Pareto optimal91 . Under the conditions which Bowen modelled there are no problematic “one user, one vote” effects. It turns out that the biggest problem with applying Bowen’s result to a virtual market is the “single public good” assumption. Although it is tempting to regard existing public sector institutions as fixed, and propose VMRS as a single public good which should be regulated by a single stand-alone plebiscite, it is not correct to do so. 90



Majority voting refers to finding an outcome such that it will win a two-choice election against any other alternative. It is easy to show that if there is a single parameter to be chosen, and each voter’s preferences are single-peaked, then the median vote will command a majority. 91 In Bowen’s model, taste for public and private goods are independent, each individual pays an equal share of the cost of producing the public good, and preferences are assumed to be normally distributed. This result is generalised in (Cornes and Sandler 1996), pp 205-210, where it is shown that majority voting can be Pareto optimal whenever individual variation in preferences for the public good are independent of consumption of private commodities, using a more general Lindahl taxation formula which combines lump-sum and fixed-rate income taxation. Also, the requirement for bell-curve preferences is relaxed to include any symmetrical preference distribution.
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A virtual market provides incentives for the creation of a bundle of distinct public goods, and individuals’ preferences will be widely distributed within the space of possible tastes. Existentialist fiction, hyperactive cartoons, and souffl´e recipes must be regarded as separate public goods. Unfortunately, the results suggesting the optimality of median voting only apply to an economy with one public good. Once several are present, there is no guarantee that voting by a community with heterogeneous preferences will provide a stable, optimal outcome. Indeed, (Bucovetsky 1991) has shown that a majority equilibrium exists only if the many-dimensional space of public good preferences can be reduced to two taste variables. Bucovetsky’s result seems to guarantee that a virtual market could not be optimal, because it will inevitably face a population with highly heterogeneous and complicated tastes. There is, however, cause for optimism if we move away from a majority-voting model and replace it with an incremental approach. De Trenqualye (1997) has shown that if cost sharing (tax) rules are fixed in advance, then an incremental voting system, which adjusts the budget allocations to many different public goods in a continuous fashion, will reach a Pareto-optimal equilibrium92. This model has some significant similarities to the virtual market proposal93 . This very encouraging result is not quite the end of the story, though. The problem lies within the assumption of fixed tax-sharing rules. It is true that, for any particular tax formula, VMRS will work well, but it is not clear that there is a tax formula which is as good as the DRM-based copyright marketplace94 . The only way that the virtual market can avoid this disadvantage is to 92



De Trenqualye’s model assumes voters make decisions based on their immediate preferences; Pareto optimality at equilibrium and local incentive compatibility depend on convex preferences; the existence and inevitability of equilibrium depends on Euclidean preferences. 93 The largest difference is that DeTrenqualye’s model is completely dynamic, adjusting the previous budget at each increment. The virtual market is a static rule, but it produces persistent public goods - once written, a book stays written. Limitations in this interpretation may arise through the evolution of people’s preferences; the value of many cultural works might be more accurately modelled with exponential decay than with constant value. We can interpret the ratio of each user’s votes (for different works) as defining a line in RN , where N is the number of different information goods which can be chosen (note that this space could probably be compressed into a lower-dimensional “taste space”). Then if users are given a way of choosing how much revenue should be allocated to the virtual market, their choice uniquely determines a point on that line. The normalised vector from the current state of the virtual market to this point forms one of the votes used in (de Trenquayle 1997). De Trenqualye’s assumption of non-strategic local voting is particularly justified in the virtual market context because of the extreme difficulty in collecting good information about the global preference landscape, and because preferences are likely to be dynamic anyway. 94 Any tax formula can decomposed into terms which are “benefit offsetting”, in the sense discussed by (Kaplow 1996), and terms which are redistributionary. An ideal tax formula must perform redistribution which is “socially desirable”, although this objective is inevitably subjective. Whether the net redistribution of wealth resulting from a move from a users-pays information market to some other model (levies, income taxation, or voluntary tax credits)
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adopt the “tax credit” model mentioned in Section 2.2.3 — which allows people to avoid ever paying for any works which they do not want. The imperfect coupling between personal preferences, taxation and resource allocation may be a persistent problem with VMRS. Under certain circumstances, where the range of consumer preferences is highly skewed95 , it will undermine the ability of users to purchase high-value, small-market works. The DRM model could avoid these limitations. In general, this might be a serious drawback which should be counted against VMRS and in favour of a DRM solution. I will argue, however that there is an important ameliorating factor, which, although it does not eliminate “one user, one vote” problems, serves to significantly reduce them. It results from applying virtual markets solely to digital information goods and from applying them solely to consumer, as opposed to commercial, uses of information. First, let us consider the case in which a high value work might be produced and funded by large payments from a few wealthy contributors. Certainly, we can find examples of these works — valuable paintings, sculptures and prints; operatic and theatrical performances; detailed market research and business intelligence documents. Amongst artistic works, it would appear that a high-value nature is consistently associated with a high-quality “authentic” item or experience, with poor substitutability for mass-market copies. By definition, it is almost impossible for digital art to possess these properties. Lower value reproductions (recordings of operas, posters of artistic masterpieces) could fit elegantly within VMRS without causing problematic incentive distortions96. The virtual market seems to handle these cases reasonably, even without recourse to the still-available addition of commission and patronage as sources of support for high-value, small-market digital artistry 97 . In the case of information goods which are used for commercial purposes (the aforementioned market research and business intelligence), we have already observed in Section 2.2.4 that there is on balance “desirable” depends both upon the choice of social welfare function, and on the particular society under consideration. 95 The significance of skewed preference distributions can be seen in general results from the theory of resource allocation (see note 91), where optimality depends on the symmetry of preferences. If high-valuing outliers are much further from the median than low-valuers, then a voting system will produce a result under which each high valuer could purchase the vote of several low-valuers, changing the outcome and achieving a Pareto improvement. 96 At this point, it is interesting to note that the market has arrived at very similar prices for different kinds of easily reproducible mass-market artistic and literary works. Most books, films and sound recordings fall within a small range of prices despite the fact that their production costs vary enormously. 97 Barlow (2000), for example, argues that patronage should play an important role in the support of artists working in a digital environment. I believe that it is quite problematic to suggest that patronage, at least in the old fashioned sense, should play an important part in the future of broad cultural production. It is perhaps less drastic in the context of unusual, niche market works.
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are principal-agent problems which arise from expecting commercial organisations to vote accurately. Although contracts might still be used to re-construct an exclusionary environment which requires organisations to pay high prices for high-value information resources, it is hardly sensible to recommend exemptions to copyright and then suggest its re-construction using contracts. Rather than trying to modify the virtual market to deal with this more complicated set of cases, I suggest that the compulsory licences used to allow VMRS to operate need not apply to uses for commercial purposes. Conveniently, commercial users are far less inclined to engage in willful copyright infringement or circumvention of “curb-high” technical protection mechanisms, so the use of DRM in these cases is less problematic in any case. 3.3.5 Information Revelation In order for any resource allocation mechanism (including a market) to function efficiently, it needs to ensure that necessary information about the value of particular goods (measured by users’ preferences) is employed to determine which goods are produced (or at least, which acts of production are rewarded). In a DRM system, information is revealed through the act of payment, by users, for access to various works; in a virtual market, information is revealed through the process of voting. In each case, imperfections in the information revelation mechanism will result in economic inefficiencies. There are two major sources of imperfect information in a DRM environment. The first problem results from unauthorised copying. For various reasons (either free-riding, or avoidance of deadweight loss), some agents will engage in copyright infringement 98 . In the free-riding case, this harms the producer of the goods, but in both cases it may also harm consumers, because the lack of preference disclosure amongst certain demographics 99 systematically skews incentives to create works in the first place. The second problem with information revelation under DRM relates to the inherent nontransparency100 of many information goods. If consumers have to pay for writing before they read it, for example, then they will be signalling their anticipated valuation, rather than an actual valuation. To some extent, these problems are attenuated by providing sample chapters of 98



DRM of course makes copyright infringement difficult, but it is likely that there will always be some supply of lower-quality, time-lagged pirate works. These may be the result of trusted-system compromise, analogue-to-digital conversion, or bootleg recordings. 99 Here, “demographics” may relate to sub-cultural, psychological or taste-based groupings in addition to more visible categorisations. 100 See DeLong & Froomkin (2000) for an argument about the importance of transparency in modern information economies. Arrow emphasised similar problems in markets for industrial information (Arrow 1962), p 615. Takeyama (2002) has argued that these effects should be counted against strict copyright systems in economic analyses.
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books, trailers for films, or by allowing music purchasers to listen before they buy. Depending on the particular medium, there are various transaction costs and limitations associated with these strategies. Lack of transparency creates a degree of inefficiency in copyright systems of all sorts, and DRM only partially alleviates this problem. In virtual markets, imperfect information revelation results from inaccurate or skewed patterns of voting by consumers. There are two possible reasons why this might occur — amongst particular demographics which who are statistically less likely to vote, and groups of people who for some reason choose to misrepresent their preferences when voting. The first problem — that of certain groups not voting — could be resolved by employing download statistics as a fallback. Of course, such a constraint does not absolutely preclude abstinence — consumers could make infringing copies of material which was legitimately obtained by others. Provided use of the virtual market remains easier than copyright infringement, however, and there are no genuine motivations for people to withhold their preferences 101 , there is little reason to expect particular sub-demographics of internet users to systematically avoid voting or making registered downloads. The second cause of inaccurate preference revelation in a virtual market — misrepresentation of preferences in votes — is more complicated. As we argue in Section 2.2.5, in the absence of clear incentives to do otherwise, a combination of self-interest and cultural factors should make accurate voting a default behaviour102 . One should also acknowledge a subtle interaction between the artist and the audience which affects preference disclosure. In much the same way that successful buskers cajole their audience to make payments, or some recording musicians discourage their audiences from free-riding with pirated music downloads, many artists working in a virtual market would no doubt encourage their audiences to vote “early and often”. It could be argued that this creates an incentive distortion which disadvantages artists who are either unable or unwilling to guide their audiences in this manner. While this argument is certainly valid, it appears that it applies equally to virtual and copyright-based markets. To conclude, I have argued that there are imperfections in the preference revelation properties in both models. DRM preference revelation suffers from a lack of transparency combined with ex ante signalling (the need to “buy before you try”), and from the existence of alternative pirate 101



Such as privacy violations, which are discussed in Section 4.3, or taxation based on individuals’ preferences. This depends significantly on the absence of any financial incentives to the contrary; Section 2.2.2 discusses where these incentives might come from and how they can be removed. 102
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distribution channels. Provided the system is implemented elegantly, VMRS information revelation mechanisms are constrained primarily by the fact that incentives to disclose preferences, whilst unambiguous, are not financially strong. Absent any further evidence to the contrary, I would suggest that neither VMRS nor DRM should be preferred on the basis of information disclosure differences. 3.3.6 Management Failures There are two key risks of management failure in virtual markets: failure in the direct administration of the system, and suboptimal allocations of funding to the VMRS as a whole. The first risk — that of VMRS management corruption — is relatively low. Because the virtual market operates using votes from the public as a whole, and there are fixed rules about how these votes translate into funding for artists, the VMRS management has no decision making role which can be captured directly. In much the same way that organisational transparency and external observers are generally effective at preventing corruption in electoral commissions, we can expect transparent structures to ensure smooth virtual market administration. The second risk — that governments will under-fund (or perhaps even over-fund) the virtual market — is more problematic. Certainly, levels of funding for other public services, such as health, defence, or education, are frequently controversial, and there is little reason to believe that they are optimal. One response to this problem would be to assign decisions about VMRS funding levels directly to the public. Since the virtual market already contains a secure voting system for deciding how to split resources, it would also be possible to take a vote to set the fraction of taxation revenue which is devoted to the VMRS. Although this process has much to recommend it, it is not necessarily perfect103 , and it would be difficult to persuade legislatures to hand over so much power to the public. Another approach to setting VMRS funding levels directly was the proposal, mentioned in Section 2.2.3, to give citizens full tax credits when they make donations to the virtual market. Although this does not necessarily remove all public policy questions about funding levels (since the government still needs to set the caps for the tax credits), these models can be expected to improve the quality of decisions about funding levels. Fortunately, the nature of virtual markets may, to some extent, alleviate natural tendency of governments to under-fund services. Most notably, there is a co-incidence of interests between the public and the key entertainment lobby groups — bodies of artists and publishers. These lobby groups can be expected to prevent VMRS funding from disappearing altogether. 103



Some of the limitations were discussed in Section 3.3.4
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It is also important to note that the DRM alternative is not free from risks of bureaucratic capture and suboptimal policy formation. One clear example is the trajectory traced by existing copyright laws104 . Another problem with technologically-enforced copyright is that DRM administrations may obtain substantial market power which is not present in a VMRS. The potential to charge artists for use of the content-control network, combined with the natural monopoly in this network is a problematic aspect of DRM, which may or may not be effectively addressed if use of these systems becomes widespread. In summary, this section has found that management inefficiencies are potentially problematic on both sides of DRM/VMRS divide. In either case, one can expect dysfunctionality if governments fail in their task of overseeing the incentive system. While the role of public funding in virtual markets may make the costs of policy failure high, there is a mitigating co-incidence between the interests of authors, publishers, and the public in VMRS systems. In contrast, DRM is almost guaranteed to be accompanied by a degree of bureaucratic capture, but the inefficiencies this causes might arguably be lower. It is difficult to conclude that issues of management efficiency should sway the argument heavily in either direction.



3.4 Economic Conclusions Section 3.3 enumerated and examined the various points of economic comparison between virtual markets and technologically-enforced exclusive rights. Of those points, I identified two (expected management efficiency and information disclosure properties) where neither system could claim a clear advantage. There were two factors where one model had a small efficiency lead (one-use-one-vote effects, for DRM, and transaction costs, for VMRS). Finally, there were two areas where virtual markets were clearly greatly superior — deadweight loss, and infrastructure costs. After cancelling terms, there are two major economic factors which favour VMRS, without significant countervailing effects. Even if we assume that there are minor flaws in the analysis, the strength of this result would suggest that it is unlikely to be reversed; the outcome gives a high degree of certainty that a utilitarian choice between the two systems must favour virtual markets. 104



Ongoing copyright term extensions are perhaps the most spectacular illustration of this phenomenon; the debate over and legal challenge to the 1998 US Sonny Bono Copyright Term Extension Act provides a large amount of material on the subject (http://eldred.cc/legal/supremecourt.html. Compare with (Macaulay 1841).). More generally, see the sources in Note 15.
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4 Implementing Virtual Market Reward Systems Implementing a virtual market system for digital music and writing is certainly a non-trivial exercise. As with any other proposal for large-scale infrastructure, consideration must be given to legality and technical feasibility, and to any unintended side effects that VMRS might entail. In this section, I will make brief observations on a number of these issues.



4.1 Legal Requirements of VMRS 4.1.1 Compulsory Licences The minimalist approach to constructing a legalised virtual market would not involve an overhaul of the copyright system. Instead, a government could issue compulsory licences to cover the specific activities required by VMRS. In particular, this would be a licence for the exclusive rights of reproduction and communication to the public105 , and relevant neighbouring rights, covering only copies made by individual citizens, within the operation of a VMRS, and where remuneration is being provided by the virtual market. Other exclusive rights, such as the rights of publication or derivation, and rights for commercial uses of works, would be unaffected106 . It is important to note that other acts of reproduction — such as making works available for download by the citizens of nations not participating in the virtual market — would still be considered copyright infringement. Finally, in the long term, it might not even be necessary to make such a VMRS licence compulsory — provided the terms that authors and artists receive from it are fair. But, in the context of a nation experimenting with the creation of a virtual market, a blanket licence would be indispensable in ensuring that rights clearance did not become an insurmountable obstacle to launching the system. Once the project had been running for a reasonable period, it would become possible to evaluate the need (or otherwise) for universal coverage. 4.1.2 International Treaty Obligations In the area of intellectual property, perhaps more than in any other area of policy, national rules are constrained by the mechanisms of international law. In particular, the Berne Convention 105



As required by Article 8 of the 1996 World Intellectual Property Organisation (WIPO) Copyright Treaty. The exclusive right of derivation raises another set of complicated normative challenges for digital copyright law. Litman (2001) has argued, for example, that rather than requiring permission to modify other’s works, it should be sufficient to acknowledge sources, and to provide links to the original material. Such proposals have notable advantages, and are particularly compatible with VMRS, but issues of derived works are largely independent of the problem of reproduction rights. 106
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for the Protection of Literary and Artistic Works, the World Trade Organisation (WTO) TradeRelated aspects of Intellectual Property rights (TRIPs) Agreement (which incorporates most of the Berne convention), and the 1996 WIPO Copyright Treaty (WCT) and Performances and Phonograms Treaty (PPT), constrain national sovereignty with respect to copyright. All four of these treaties include a codification of the so-called “Berne three-step test”, which sets out criteria that any national exception to copyright law must satisfy107 . The three-step test was devised during the 1960s as a measure to ensure that nations could not use exceptions to dilute the exclusive rights with which copyright was constructed. Unsurprisingly, it could not anticipate the more vexed questions of digital copyright, and it is entirely possible that it precludes policy proposals such as virtual markets, which are designed to address them. Article 13 of TRIPs, on Limitations and Exceptions to copyright, is perhaps the most important instantiation of the three-step test108 , because conformance with TRIPs is a World Trade Organisation membership condition, and the WTO dispute resolution mechanisms can be used to enforce it against dissident nations. Article 13 reads: Members shall confine limitations or exceptions to exclusive rights to certain special cases which do not conflict with a normal exploitation of the work and do not unreasonably prejudice the legitimate interests of the right holder. The juridical interpretation of this terminology is made difficult by its broad scope and the generality of the language. A number of legal commentators have explored the test in great depth (Ricketson 1987; Ginsburg 2001; Ficsor 2002) and there has been one WTO panel ruling dealing with the legality of United States secondary broadcast performance exemptions under Article 13 (WTO 2000)109 . There has also been one WTO panel ruling on TRIPs Article 30, which is a derivative of the three-step test applied to patents. It would not be productive to reproduce here the voluminous reasoning available in these sources. Instead, I will attempt to highlight the aspects of the test which interact with the virtual market model, and to identify the points of jurisprudence which are most important in allowing or disallowing VMRS under Article 13. 107



For a more detailed discussion of the spread of the three-step test, see (Heide 1999). Note that the terminology of WCT Article 10, and Article 9 (2) of the Berne Convention is slightly less restrictive, referring to the “author” rather than the “right holder”. PPT Article 16 refers to the “performer or producer of the phonogram”. The Berne article covers only the exclusive right of reproduction, and is thus significantly weaker. The result of ratifying all of these variants of the test, however, is a conjunctive requirement which is slightly more constraining than TRIPs alone. 109 The two exemptions in question, allowed shops, bars and restaurants to play radio or television broadcasts on their premises without licences from collecting societies. One exemption covered the use of a single “home style” stereo or television (and was allowed by the WTO). The other exempted premises smaller than a certain size, or using fewer than a certain number of speakers or televisions (and was deemed to violate Article 13). For an extensive commentary on the licensing regimes and politics which lead to the dispute, see (Helfer 2000). 108
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1. Compulsory licences can only be granted in certain special cases. It would be straightforward to argue that a VMRS exception would not be a “special case”, because it is not a “narrow”110 licence for the right of reproduction. It would cover many works for many users. Although this is true, it ignores a crucial aspect of the issue. Of all the myriad ways and contexts in which rights of reproduction could be infringed, downloads which are part of a specifically organised public reward mechanism are peculiar, limited, and are, literally, a special case. 2. Compulsory licences may not conflict with a normal exploitation of the work. This requirement poses the greatest hurdle for VMRS legality. Attempts to interpret it are fraught with circularity, since legal exceptions, cultural practices, and changing technology all conflate in defining “normality” (and each other). There are two fundamental senses in which “normal exploitation” can be read – a positive (descriptive) measure of how works are used, and a normative (prescriptive) statement of how they should be usable111 . The WTO panel has stated that it should measure both (WTO 2000, paragraph 6.166). The panel went on to state that exceptions would conflict with the normal exploitation of a right “if uses, that in principle are covered by that right but exempted under the exception or limitation, enter into economic competition with the ways that right holders normally extract economic value from that right to the work... and thereby deprive them of significant or tangible commercial gains.” (WTO 2000, paragraph 6.183). It is thus likely that, if the compulsory licence which enabled VMRS, curtailed forms of exploitation of considerable economic importance, then it would be found to violate Article 13 of TRIPs. On the other hand, if the reality of peer-to-peer file sharing, the ineffectiveness of technical protection measures, and the difficulties of finding exclusiverights based online business models, deny some copyright holders a “normal exploitation” of their work on the Internet, then in those cases, a compulsory licence might constitute, rather than conflicting with, the normal use of the work112 . 110



The WTO dispute settlement panel has stated that the word “special” should be interpreted as meaning “narrow” (WTO 2000, paragraph 6.109). Dictionaries are more likely to suggest partial synonyms such as “peculiar”, “exceptional”, “distinctive” or “limited” (drawn from the Shorter Oxford English Dictionary and the GNU Collaborative International Dictionary of English). The panel report itself cites the Oxford English Dictionary as providing “having a limited application or purpose”, “containing details; precise; specific”, “exceptional in quality or degree; unusual; out of the ordinary” or “distinctive in some way”. It seems to this author, at least, that the word “narrow” adds further, significant constraint beyond all of these meanings. 111 The strength of the normative component may not be apparent from a direct reading of the test itself. It can, however, be found in the 1964 report of a Study Group set up by the Swedish Government and the Bureaux Internationeaux Reunis pour la Protection de la Propriete Intellectuelle (BIRPI, the predecessor of WIPO), the original proposal which evolved into the three-step test [cite]. The Study Group stated that “all forms of exploiting a work, which have, or are likely to acquire, considerable economic or practical importance, must be reserved to the authors” (page 42, cited in paragraphs 6.179-180 of the Panel Decision). Although the form of Berne Article 9(2) changed through political debate at the Stockholm conference (Ficsor 2002, parts II.1-3), returning to the original Study Group documents for interpretation of the test is probably allowed by Article 32 of the Vienna Convention on the Law of Treaties. 112 Ginsburg implies something similar when considering digital private copying exemptions: ‘an exception for
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3. Compulsory licences must not unreasonably prejudice the legitimate interests of the right holder. The dispute settlement panel has indicated that a significant part of this step involves evaluating the economic harm suffered by copyright owners (WTO 2000, paragraphs 6.227 & 6.229). Although the panel has left the door open for considering normative factors other than economic value when identifying “unreasonable prejudice” to rights holders’ “legitimate interests”, it is important to note that such factors are primarily the subject of the “normal exploitation” step of the test113 . It therefore seems that if virtual market licences are able to pass the second step of the test, being demonstrably the most feasible (normal) means of rewarding authors for digital distribution of their works, then, properly funded, they are unable to unreasonably prejudice those authors’ legitimate interests. With its extremely high minimum levels for exclusive rights, TRIPs poses a formidable barrier to constructive reform of (or even experimentation with) the structure of national copyright systems. Adjustments to TRIPs require an international consensus and would not occur if any major rights holder, anywhere, objected strenuously114 . Should a nation decide to try deploying a virtual market reward system, it would be essential to focus on the changes in jurisprudence that would be required for a dispute resolution panel to allow VMRS under Article 13. Following the reasoning above, it would be necessary to resolve two key jurisprudential issues, and satisfy one key empirical condition about the circumstances under which the virtual market appeared. The empirical condition depends on the fact that DRM — technologically mediated copyright — must be failing to deliver functional mass-markets for information goods. This condition is also an important political prerequisite for VMRS, and it is therefore unlikely that the matter would reach a WTO dispute settlement panel if digital copyright was proving effective. Any government defending a virtual market licence would likely be appearing before the a dispute settlement panel equipped with significant evidence of the practical shortcomings of DRM. One legal question relates to the determination of the panel to read the first part of Article 13 as a very stringent constraint on the ability of sovereign states to adjust their approach to copyright in response to public policy dilemmas. If the WTO reads the term “special” as “narrow”-ly as possible, then VMRS (and probably any digital private copying measure) is clearly precluded. large-scale “private” copying of the “sharing” type might well conflict with a normal exploitation (assuming the copyright could be enforced in this kind of situation)’ (Ginsburg 2001, p. 16) [emphasis added]. 113 Again, see (Ginsburg 2001, p. 16), arguing that private copying exceptions are in danger from the second step. 114 The debate over TRIPs and access to essential medicines in developing countries is illustrative here. Despite being an issue of phenomenal political potency, developing countries and NGOs could achieve only an interpretive concession at the Doha WTO meeting in November 2001. Since then, the big pharmaceutical firms have been able to enrol the US and other first-world governments in a major containment operation, attempting to wind back the Doha Declaration and ensure that no broad public-interest exemptions to pharmaceutical patents are available to the developing world (see the Consumer Project on Technology’s resources on paragraph 6 of the Doha Declaration, http://www.cptech.org/ip/wto/p6/).
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If, on the other hand, “certain special cases” is read in English, then these kinds of compulsory licences should be admissible. The second legal issue hinges on whether the failure of DRM to prevent widespread unauthorised sharing of information goods, would allow virtual markets to avoid conflicting with the “normal exploitation” of works. One point which might complicate this question of “normalcy” is the role of states in policing copyright policies. It is quite possible that in states where TRIPs and WCT standards are implemented solely by providing civil remedies, that “user pays” enforcement will prove insufficient to make DRM work. Digital exclusive rights might require large taxpayer expenditure on the policing of copyright115 , or indirect public expense, by requiring ISPs to take a proactive role in copyright enforcement. If these phenomena were to occur in some states, and not in others, differing pictures of the “normal” use of information goods might arise. The Berne three-step test was devised as a mechanism to reinforce the system of copyright based in exclusive rights. Through the action of a powerful class of lobby groups, it has been globalised and reinforced as a component of an all but ubiquitous set of trade institutions. The virtual market model is, inherently, based on a different set of rights; it is natural to expect that TRIPs will thus prohibit VMRS. The only situation in which that might not transpire is if, as this paper has argued, the exclusive rights model proves persistently irreconcilable with digital environments. In that case, because the test is based on fundamental descriptive principles, rather than absolute rules, it might just prove itself able to adapt to radical changes in the nature of information marketplaces.



4.2 National versus International Virtual Markets Whilst it is natural to analyse the economics of incentive structures as an isolable policy question, the reality of copyright is inherently multilateral. Since a global transition from exclusive copyright to virtual markets is inordinately improbable, any approach to VMRS must not only be localised, but must fit within the existing system of international trade in information goods. The obvious question this raises, is whether most of the taxation revenue distributed by the virtual market of the hypothetical Republic of Freedonia116 , would be sent directly to foreign publishing companies, authors and artists. Naturally, taxpayers might be reluctant to accept that state of affairs, thus undermining the plausibility of VMRS implementation. One natural response to this problem would be to constrain the fraction of virtual market funding which could flow overseas. Such an arrangement could be based on reciprocity in flows of 115



Copyright industries have demonstrated quite some enthusiasm for co-opting public funds in the enforcement of the intellectual property privileges (Drahos and Braithwaite 2002, p. 27). 116 With apologies to the Marx Brothers.
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virtual market funding (if other countries have also implemented VMRS), or in flows of copyright royalties. For example, the total amount flowing from Freedonia to the United States could be limited to the total flow of comparable copyright royalties from the US to Freedonia. A system of reciprocity in funding for cultural production may have some attractive features, especially to those who are critical of processes of “cultural globalisation”. This approach is, however, all but ruled out by the “national treatment” principle implemented by international treaties on intellectual property117 . Short of contrived regulatory wrangling118 , the component of virtual market funding which replaces the royalties of the copyright marketplace must be distributed without consideration of national boundaries. The only scope within which national governments could create legitimate reciprocity systems for virtual markets would occur if the VMRS funding was deemed to have passed beyond the copyright system. In that case, the government of Freedonia could be using the virtual market as an additional structure to support its own domestic artists, in a manner not addressed by the national treatment provisions of TRIPs. But, since VMRS is inherently a mechanism to support works which are popular rather than those which appear to have a peculiar social value, it is not clear that VMRS is the right instrument to attain this goal anyway. A better solution to the political problems of imbalanced payments to overseas rights holders would be to emphasise that the responsibility for these transfers lies with taxpayers themselves. This would be precisely the case if each VMRS participant had control of exactly their own tax contribution119 , but should also be possible even if there is some redistribution of votes in the process. Freedonia’s tax dollars are moving offshore only when Freedonia’s taxpayers are sending them there. It is then up to each individual to weight the value of different goods, including their contribution to cultural diversity and the parochial interest of supporting the local economy – in the same way that this occurs in ordinary, private goods markets, or the existing copyright system.



4.3 Privacy Implications Would a VMRS result in massive violations of the public’s privacy? Could the information it contains fall into the wrong hands? 117



Article 5(1) of the Berne Convention on Literary and Artistic Works, and article 3 of TRIPs, implement national treatment, which requires that any rights granted domestically by a member state to its own authors, must also be granted for works originating in other signatory states. 118 Such as employing compulsory licences which state that all artists are to be receive “equivalent” remuneration, which is determined by a single formula, which includes royalty reciprocity weightings. It is unlikely that a strategy of this kind would be defensible within the WTO dispute resolution process. 119 Through a tax-credits VMRS funding model, for example.
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The voting or download mechanisms in a VMRS would be implemented using a system of pseudonymous identities; at a first inspection, it would be possible to tell that some participating citizen had registered a particular set of votes, but it would not be possible to identify them directly. The important question from a privacy perspective is the strength of this pseudonymity. Depending on the method by which keys are allocated to the public, it would be possible to achieve strong or weak identity protection. In a strong scheme, the identities would be created using “blind signatures”(Chaum 1984). In such a context, the government is able to tell that they have authorised a particular pseudonym, but are unable to then determine which of their authorised users is employing it. In a weak scheme, identities would be certified by a so-called “fair blind signatures”(Stadler, Piveteau, and Camenisch 1995)120 , which allows a “trusted third party” (TTP), such as a judge, to remove pseudonymity in cases where there is evidence of fraud. The TTP’s records would have the potential to reveal the reading and listening habits of every member of society, and allowing indiscriminate use would be inappropriate. It would be necessary for pseudonymitycompromising information to be stored offline. It would also be wise to split TTP role between several different organisations121, all of which would have to cooperate to reveal a VMRS participant’s identity. There is one other special case where information about VMRS participants must be kept at hand. This only affects individuals who actually collect rewards themselves. Their rewardreceiving identity must be identifiably related to their voting identity. The reasons for this are discussed in Section 2.2.2.



4.4 Impacts upon the Existing Structure of Cultural Production Some readers may suspect that virtual market models, if influential, would cause the role of the publisher to gradually shrink and disappear. Similarly, one could argue that explicit encouragement of the use of digital works at zero marginal cost would result in the rapid cannibalisation of markets for physical information goods (such as books, CDs, or DVDs) by VMRS. These effects would be traumatic for the numerous people currently employed in these industries. Fortunately the extent of these effects is not as great as might at first be imagined, especially when we discount the changes in information production which would in any case accompany a DRM-based marketplace. 120



An alternative signature scheme would be “magic ink” signatures (Jakobsson and Yung 1997), in which the role of a TTP is replaced by a quorum of signing servers. 121 Possibly including NGOs as well as public sector institutions.
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Firstly, consider the role of publishing companies. Publishers perform a number of key roles to assist authors in producing written works. They organise the editing, layout, and marketing of books — digital or otherwise — and they may shoulder some of the risk in a publishing venture by paying the author in advance. All of these roles continue to be relevant and necessary in a virtual market. The one significant role which publishing companies lose under VMRS is that of a clearinghouse for digital rights to the works they have published. This may in fact have a significant impact on some publishing organisations, especially where market power has resulted in particularly concentrated ownership of copyrights; however, it is difficult to argue that this would be a disadvantageous feature of virtual markets in the medium to long term. Other organisations that might be disadvantaged by virtual markets are those involved in the distribution and sale of physical information goods. If virtual markets are funded by general taxation, then record and book stores, for example, might charge that VMRS represented a crosssubsidy to digital media, which would place them at a significant disadvantage. Of course, in the long term, as technologies for purely digital distribution improve, these effects are likely to occur anyway, but it is correct that if VMRS applies only to works distributed on the Internet, then it does amount to a cross-subsidy. The answer to this problem may be to codify ways in which virtual market votes could also apply to non-digital works122 . For example, a record store might be able to sell royalty-free CDs of custom-burned songs, provided the purchasers were making correct virtual market votes at the same time. Similarly, book stores could sell titles at royalty-discounted rates, or use print on demand systems to sell works which they do not have in stock. If these applications of virtual markets approximately succeed in reducing the cost of books and CDs by the rate of royalties paid, then any distortionary cross-subsidy effects are removed. Under such a regime, consumers are free to choose whichever distribution medium they prefer, at prices which reflect the underlying costs of those media.



4.5 Virtual Markets and Moral Rights My argument for virtual markets has been constructed with reference to the “instrumentalist” or “consequentialist” interpretation of copyright, which is (theoretically) predominant in AngloAmerican law123 . This view regards copyright as a “bargain” between authors and the public, in 122



Rather than operating through a compulsory licence, arrangements like this for physical works might require permission from rights holders. 123 Consequentialism as the basis of copyright dates back to Donaldson v. Beckett (4 Burr. 2408, 98 Eng. Rep. 257 (H.L. 1774)) in the UK, and is explicitly set out in the US Constitution (article I, §8, clause 8).
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which the public grants exclusive rights in exchange for the additional works which flow from these incentives. In contrast, continental European copyright laws have historically been based on the notion that the power to control their creations was a natural, moral right of authors. Importantly, many moral rights are constructed so as not to be transferable to other parties, thus presenting an inalienable endowment rather than an economic instrument. Certain moral rights concepts have found their way into the laws of countries which otherwise take a consequentialist approach to copyright. In particular, these are the moral right of integrity (the right to object to distortions, mutilations and modifications of works) and the moral right of attribution (which guarantees that authors can claim authorship of their works) 124 . The question of how a policy proposal, such as the construction of virtual markets, relates to the operation of moral rights, is worthy of consideration. A proper treatment of the subject, however, would require an entire article of its own; instead, I will use this section to make a few brief comments about the relationship between moral rights and the dilemmas of digital copyright, and to reassure the reader that virtual markets can serve the moral, as well as economic, goals of copyright. To begin with, we should understand moral rights as a system to protect authors from situations which they may regard as unjust or offensive to their artistic sensibilities. It is with reference to these goals that an attempt should be made to understand the implications of a policy choice, such as the choice between virtual markets and DRM, for the moral rights of artists and authors. DRM allows strong enforcement of moral rights, to the extent that infringing actions fall within the scope of the system’s operation. It may be difficult to mutilate a work, or to plagiarise it, because it is not available in unecrypted digital form. But is also important to realise that acts of circumvention for the purposes of unauthorised derivation are likely to attract much more effort than circumvention for lounge-room reproduction. A casual copier is unlikely to set up high-quality microphones to capture the output of their speakers, or to arrange a video recorder in front of their monitor. In contrast, these present only limited barriers to a would-be subverter or plagiarist. We thus see that an attempt to embed moral rights in the physics of digital landscapes is an alluring — but limited — proposition. A DRM system which is economically effective, and a DRM system which respects authors’ moral rights are not necessarily the same thing. 124



These moral rights have been substantially globalised by the provisions of Article 6 bis of the Berne Convention for the Protection of Literary and Artistic Works.
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Let us contrast this situation with virtual markets. VMRS appears at first to do nothing to assist in the preservation of moral rights, leaving them to languish amidst a free-for-all of digital licentiousness. Yet closer examination reveals that virtual markets have some properties which may unexpectedly strengthen the moral prerogative of authorship. The first, and more obvious, point, is that works which infringe moral rights will not receive financial reward from the VMRS, provided that they can be detected. This is much the same situation that occurs in the non-digital copyright environment: anonymous acts are not restrained, but true anonymity precludes the collection of royalties. The more subtle effect of virtual markets upon the operation of moral rights regimes results from the transparency which they introduce into information economies. In both non-digital and DRM environments, the task of recognising plagiarism and other moral rights infringements is extremely difficult; it depends upon the ability of a human to notice the infringing work and report it to the author. In contrast, when large bodies of information are available in a form unencumbered by access restrictions, sophisticated search techniques can be developed to recognise similarities between disparate works, thus rendering plagiarism and derivative works (authorised or otherwise) publically transparent125 .



4.6 Government Censorship If artists are to depend on VMRS for their incomes, then a government which decides to engage in censorship will be able to prevent them from earning rewards from the virtual market. Opponents of censorship might regard this as a disadvantage of VMRS. It is not genuinely clear, however, that VMRS will be any better for censors than a system of copyright patrolled by technology. A DRM mechanism would almost certainly require centralised processes for rights clearance and policing; if a government is intent on denying censored works access to digital infrastructure, they could do so just as easily 126 under ordinary copyright law127 . Artists attempting to distribute censored material have found, and will continue to find, the Internet to be a very useful medium. Whether or not they will be able to claim substantial 125



Although some of the benefits of sophisticated searching may be available in a DRM-mediated environment, the complexities of rights clearance and the security risks of providing widespread access for indexing facilities conspire to dampen these benefits (see Section 3.3.3 for detailed discussion of these issues). Furthermore, if authors retain any ability to protect their documents from indexing and analysis, then plagiarists will surely take this option to hide their actions. 126 (Lynch 2001) argues that DRM may in fact be a particularly useful tool for facilitating censorship. I am inclined to suspect that DRM will not have much effect, in cases where authors want to distribute their banned material anyway. 127 And indeed, if a foreign work is excluded from a VMRS network, then VMRS-specific compulsory licences cease to apply and it must legally retain full copyright protection.



5 Conclusions and Comments



52



payment for their efforts is another issue - but it is not really affected by the “legitimate” incentive structures created and supported by governments.



5 Conclusions and Comments 5.1 Outstanding Objections Although the argument presented in this paper — that VMRS systems would produce a better utilitarian, public interest outcome than DRM-enforced copyright — is reasonably robust, it is useful to state and examine some of the common, outstanding objections which people raise against virtual markets. The government simply has no role to play in information markets — this is common ideological objection to VMRS. It is however, somewhat inconsistent as a defence of DRM, because the government must create and police a costly (and abusable) infrastructure of exclusive rights, anti-circumvention laws, and possibly standards128 , in order for DRM to work. Therefore, rather than being a choice between regulation or free markets, DRM and VMRS embody two different forms of regulatory infrastructure. It is also worth noting that the instinctive mistrust of government intervention in the marketplace is usually inspired by corruption or inefficiency in public monopolies. Because VMRS ties the hands of government, admitting only a small bureaucracy to administer the public’s votes, it is relatively resistant to these modes of failure. Artists would be in a terrible position if they depended on a government for their income — this objection seems at first to have some validity. A more cynical observer might also say, however, that artists who depend on record companies, radio stations, or on the administrators of DRM systems, may suffer from a similar problem. Whenever creative workers rely on some form of infrastructure for their income, there is the possibility that the infrastructure will not meet their needs. By making VMRS as transparent as possible, and by giving the public a great deal of say in the scope and allocation of rewards, it would at least be possible to build a system which guaranteed artists a fair return for their work. A VMRS would just be one more step towards an Orwellian state in which all of our actions are monitored and controlled — as it turns out, this is not really a particular problem of VMRS. Even if the very strong steps we suggest in Section 4.3 were not taken, virtual markets would do little to decrease online privacy. Law enforcement agencies already have access to much 128



At this point, it is unclear to what extent governments will become involved in setting DRM standards (Clark and Vaida 2002).
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more revealing information through sources such as “Carnivore” devices at ISPs 129 , or through the monitoring of email traffic at the internet backbone. Carnivore, for example, gives the US government knowledge about when individual Americans browse the web, what they have read and what they have searched for. It is true that knowledgeable Internet users can find ways around online surveillance — software such as GnuPG or PGP, and services such as Hushmail, can provide secure email systems; anonymising proxies allow (limited) browsing privacy130 . But maintaining one’s digital privacy is a difficult activity which few people are motivated to pursue. These are the only individuals who would be threatened with privacy invasion by VMRS. It is also important to realise that any information disclosed through a VMRS must be given away willingly — if, for whatever reason, one does not wish to have one’s tastes known, one could use alternative (underground or offline) channels to obtain content. The reason for choosing VMRS is that it actually provides something extra — an income for the authors and artists one appreciates, and thus, more works to be enjoyed. VMRS is in a sense a very anti-Orwellian application of technology, because it allows ordinary people more say in the world around them, rather than less. If we replace public support for the arts with VMRS, we’ll simply replace our already endangered reserves of culture with more mass-market fluff — many nations have schemes to provide taxpayer funding for haute couture that is not profitable in the marketplace. The artists and artlovers who support these schemes often express concern that VMRS would rob them of public support for culture. It is true that virtual markets would not reward creativity, unless there is a strong market for that creativity in the first place. But the issues are ultimately separate. Virtual markets are a form of infrastructure for supporting culture which is literally popular. There may be good arguments for funding culture which is not so popular. The two kinds of support are not mutually exclusive, and VMRS is not a universal replacement for public support for the arts. VMRS reduces the number of choices creators have for the distribution of their work — this is a valid point which results from the issue of blanket compulsory licences for a VMRS system. Whereas authors currently have the choice of different publishers, or the option of self-publishing online, under a VMRS, the system sets the default conditions under which digital material is distributed. 129



For further information on Carnivore, see the Electronic Privacy Information Centre’s Carnivore page,



http://www.epic.org/privacy/carnivore/ . 130



Traffic analysis and pattern recognition attacks render all but the most extravagant of anonymisation efforts transparent. For a survey of research in this area, see Korba & Song (2002).
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The natural reply, is, of course, to give the author the opportunity to object and exclude their work from the VMRS system. This may or may not be a net positive policy during the initial bootstrapping of a virtual market, where an expansive catalogue would be necessary to encourage public participation, and skepticism amongst publishing interests would be highest. But if a stable and popular VMRS can be created, these issues might be much less pressing, and creators could enjoy the right to “opt-out” if they regarded a virtual market as problematic for some reason.



5.2 The Political Feasibility of Virtual Markets In this paper, I have attempted to demonstrate that, by comparison to DRM, virtual markets provide a technologically feasible and economically desirable method for resolving the problems of digital copyright. By improving security, while lowering deadweight losses and transaction costs, VMRS would provide a dramatic catalyst for the otherwise glutinous information economy. Despite the enormous benefits which virtual markets could engender, it remains an interesting question as to whether they might actually be implemented. It would be fair to say that the VMRS model represents a somewhat abrupt departure from the exclusive-rights based mechanisms which are typical of copyright systems. Although contemporary copyright is clearly problematic, institutional inertia means that the first solutions to be tried will involve readjusting reality to old legal concepts, rather than the other way around. Fortunately, the publically mediated exchange of information is not unprecedented, even in copyright law, as libraries and PLR schemes clearly indicate. It has been the experience of this author that lawyers are often willing to acknowledge that virtual market proposals do have a number of notably meritorious features. From a legal perspective, at least, it is not inconceivable that small, out-of-the-way nations might find the will to experiment with localised VMRS networks. The more important obstacle to experimenting with VMRS is persuading the “information feudalist” lobby, supported by large music and film distributors, and major book publishing organisations, that they should allow such a development. These groups are likely to see VMRS as a mixed blessing. On one hand, it does resolve the dilemma of digitisation for them, and ensures that — one way or another — the public pays, at least for the information it demands. Especially in industries where DRM continues to be ineffective, there is reason to believe that copyright owners might choose to support alternatives. On the other hand, there are powerful cases where information controllers might prefer the DRM model, despite its economic inefficiency. This is essentially because, where corporations can gain the right aspects of control over a DRM network, they can expect to externalise its fixed costs and transactional and distributional inefficiencies, while retaining the market power and
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profitability which large copyright portfolios endow. Such a possibility is naturally tempting, and it is difficult to predict the extent to which these themes will dominate content industries’ future thinking. The other major actors which have played a significant part in the recent development of copyright law are technology companies. Although their lobby groups have opposed some of the more extreme stances of the publishing industries, they have remained enthusiastic supporters of the DRM project. Furthermore, technology companies have opposed statutory licensing schemes and levies to cover private copying, since these levies would be raised on their products. It is not clear, however, that these groups should oppose the VMRS model, since taxation (some of it raised from levies) in exchange for universal access to information goods on the Internet is a bargain which is likely to actually increase sales of computers and related hardware.



5.3 Epilogue: What Kind of Idea is a Virtual Market? From a copyright perspective, there is no denying that virtual markets are a radical policy proposal. It is one thing to argue that such an alternative would function better than the present system, and another to suggest that it would be wise to actually attempt the transition. But the belief that the choice is one between the status quo of copyright and a drastic alternative like virtual markets, seriously underestimates the technologically and culturally radical nature of Digital Rights Management. This paper should make it clear that society is faced with some significant choices about the structure of the future information economy. To date, copyright policy directions have been set by default, through the action of a number of well-organised lobby groups, and with precious little consideration of the big-picture implications of and alternatives to the present course. Despite some superficial similarities, these choices are very different from past choices between privatised and state-run enterprises. Fundamentally, the development of ubiquitous communications and computation devices makes new forms of economic organisation feasible and efficient. The weight and novelty of the issues involved would suggest that they deserve a far greater degree of serious policy investigation and public debate than they have received to date. The notion of a virtual market is, then, an attempt to demonstrate two things — that the proprietarian model of digital copyright is, at best, second best — and that it is time to broaden the scope of debates about technology policy. If current views of copyright are dominated by perspectives best described as “information anarchism” and “information feudalism”, then I hope this work has made a small contribution to the theory of “information democracy”.
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