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Using Internet Key Exchange Mode Configuration: A Business Case This chapter describes how Cisco Secure VPN Client interoperates with a Cisco router configured for Internet Key Exchange (IKE) Mode Configuration. IKE Mode Configuration allows a gateway to download an IP address (and other network level configuration) to the client as part of an IKE negotiation. Using this exchange, the gateway gives IP addresses to the IKE client to be used as an “inner” IP address encapsulated under IPSec. This provides a known IP address for the client which can be matched against the IP Security Protocol (IPSec) policy. This chapter contains the following sections: •



Benefit of Using Internet Key Exchange Mode Configuration



•



Business Case Description



•



Configuring and Verifying



•



Related Documentation



Benefit of Using Internet Key Exchange Mode Configuration To implement IPSec Virtual Private Networks (VPNs) between remote access clients with dynamic IP addresses and a corporate gateway, you have to dynamically administer scalable IPSec policy on the gateway once each client is authenticated. With IKE Mode Configuration, the gateway can set up scalable policy for a very large set of clients irrespective of the IP addresses of those clients. IKE Mode Configuration allows for dynamic IP addressing instead of static IP addressing on the client.



Business Case Description The following business scenario is an example of one case in which you might employ the Cisco Secure VPN Client with a Cisco router. •



The Challenge



•



The Risk



•



The Solution
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Business Case Description







The Challenge For large networks, a scalable IPSec policy must be set up between the clients and gateway, irrespective of the static IP addressing of the clients.



The Risk As a network grows, configuring and maintaining additional clients can be time-consuming and complex. Each time the gateway is reconfigured to permit access to more clients, each client has to be reconfigured to match the gateway configuration.



The Solution Use IKE Mode Configuration to begin your IKE negotiation. This secures the connection between the client and ISP with an IPSec tunnel, and allows for dynamic IP addressing of clients. Additional clients may be added to the network without having to reconfigure the gateway. Figure 6-1 shows the physical elements of an IKE Mode Configuration. Figure 6-1



Physical Elements—IKE Mode Configuration Topology NAS 209.165.200.255 255.255.255.224 PPP



Remote user with Cisco Secure VPN client 209.165.201.1 255.255.255.224



IKE SA



28503



IKE SA



ISP network



ISAKMP



Enterprise network 209.165.202.128 255.255.255.224



ISAKMP



IPSec SA



IPSec SA



S1/0 209.165.200.250 255.255.255.224



Internet = serial line



Table 6-1



Event
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IKE Mode Configuration Events - Client-initiated



Description



1.



The client dials into the ISP through a modem using PPP.



2.



The client establishes IKE SA with the gateway.



3.



The gateway sends ISAKMP_CFG_SET to the client.



4.



The client sends ISAKMP_CFG_ACK to the gateway.



5.



The client uses internal attributes to establish IPSec SA.
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Configuring and Verifying This section covers the following information: •



Configuring Internet Key Exchange Mode Configuration



•



Verifying IKE Mode Configuration



Configuring Internet Key Exchange Mode Configuration Configuring IKE Mode Configuration for a secure tunnel between a remote client and a Cisco router involves the following tasks: •



Configuring the Cisco Secure VPN Client



•



Configuring the Cisco Router



Configuring the Cisco Secure VPN Client Because IKE Mode Configuration allows the Cisco Secure VPN Client to dynamically receive its IP address from the router, no client configuration is required. If a static IP address for the client preexists before enabling IKE Mode Configuration on the router, enabling IKE Mode Configuration will release the static IP address and renew the IP configuration with its own dynamic IP address for the client.



Configuring the Cisco Router To configure the Cisco router, perform the following tasks: •



Task 1—Configuring the Domain Name, Host Name, and Name Server



•



Task 2—Defining the Pool of IP Addresses



•



Task 3—Defining the Crypto Maps That Attempt Client Configuration



Task 1—Configuring the Domain Name, Host Name, and Name Server Task 1—Configuring the Domain Name, Host Name, and Name Server Command



Purpose



Step 1



router>



Enter privileged EXEC mode.



Step 2



router# configure



enable terminal



Enter global configuration mode.



Enter configuration commands, one per line. End with CNTL/Z. Step 3



router(config)# ip



Step 4



router(config)# hostname



domain-name sisu.cisco.com hq_sanjose



Define the domain name. Enter your domain name. Define the host name. Enter your host name



hq_sanjose(config)# Step 5



hq_sanjose(config)# ip



name-server 200.165.200.225



Define the name server. Enter the gateway IP address.
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Configuring and Verifying







Task 2—Defining the Pool of IP Addresses Task 2—Defining the Pool of IP Addresses Command Step 1



Purpose



router(config)# ip



local pool 







Step 2



router(config)# crypto isakmp client 



configuration



address-pool local



Existing local address pools are used to define a set of addresses. To define a local address pool, use the existing ip local pool command. For more information on the ip local pool command, refer to the Security Command Reference, Cisco IOS Release 12.0. The local pool references the IKE configuration. To reference this local address pool in the IKE configuration, use the new crypto isakmp client configuration address-pool local command. For more information on the crypto isakmp client configuration address-pool local command, refer to the Security Command Reference, Cisco IOS Release 12.0.



Task 3—Defining the Crypto Maps That Attempt Client Configuration Task 3—Defining the Crypto Maps That Attempt Client Configuration Command



Purpose



router(config)# crypto map client address < initiate | respond >



configuration



To configure IKE Mode Configuration in global crypto map configuration mode, use the new crypto map client configuration address command. For more information on the crypto map client configuration address command, refer to the Security Command Reference, Cisco IOS Release 12.0.



Verifying IKE Mode Configuration To verify IKE Mode Configuration is configured, you must check the router’s running configuration. Enter the show running-config command on the router in global configuration mode.
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Related Documentation For more information on configuring the Cisco Secure VPN Client using IKE Mode Configuration on a Cisco router, refer to Table 6-2. Table 6-2



Related Documentation for IKE Mode Configuration



Cisco IOS Release 12.0 Documentation



Security Configuration Guide •



“Configuring Internet Key Exchange Security Protocol”



Security Command Reference •



“Internet Key Exchange Security Protocol Commands”



New Feature Documentation •



Internet Key Exchange Mode Configuration



•



DOC-785843 1



•



See Path.



•



DOC-785845 1



•



See Path.



•



See Path.1



•



1



See Path.



Software Documentation: •



CCO>Service & Support>Technical Documents>Documentation Home Page>Cisco Product Documentation>Cisco IOS Software Configuration>Cisco IOS Release 12.0>Configuration Guide and Command References>Security Configuration Guide>Configuring Internet Key Exchange Security Protocol



Software Documentation: •



CCO>Service & Support>Technical Documents>Documentation Home Page>Cisco Product Documentation>Cisco IOS Software Configuration>Cisco IOS Release 12.0>Configuration Guide and Command References>Security Command Reference>Internet Key Exchange Security Protocol Commands



Software Documentation: •



CCO>Service & Support>Technical Documents>Documentation Home Page>Cisco Product Documentation>Cisco IOS Software Configuration>Cisco IOS Release 12.0>New Feature Documentation



•



CCO>Service & Support>Technical Documents>Documentation Home Page>Cisco Product Documentation>Cisco IOS Software Configuration>Cisco IOS Release 12.0>New Feature Documentation>New Features in 12.0-Based Limited Lifetime Releases>New Features in Release 12.0 XE>New Features in Release 12.0(4)XE>Internet Key Exchange Mode Configuration



1. In the Path column, refer to the CCO path for a listing of the available publications.
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