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Revision Notes V1.0



2002-07-08



Created.



V1.1



2002-11-09



VH command added.



V1.2



2003-01-14



Minor typo corrected.



V1.3



2003-02-25



CT, RS command added. ES, ET, EP command support auto ID.



V1.4



2003-03-24



SendScanSuccess system parameter added.



V1.5



2004-01-15



Network protocol supported. GPIO configuration (GR, GW, GC, GD command) supported. SI, FP, DP, KW, KS command added. ASCIIPacket, RotateImage, Sensitivity, ImageQuality, AutoResponse, NetworkMode,



FreeScan,



ProvisionalEnroll,



PassWhenEmpty,



ResponseDelay system parameter added. IS, II, IT command support group identification. EI(EP), VI(VP), II(IP), RI(RP), ST(RS) command name changed. V1.6



2004-04-08



IS, II, IT command support timeout for matching. MatchingTimeout system parameter added. TIMEOUT_MATCH error code added. VH command supports multiple templates.



V1.7



2004-05-06



BuildNumber system parameter added. ImageQuality system parameter has strongest qualification value.



V1.8



2004-07-02



CHECK_ID flag code for ES, EI, ET command is added. EnrollDisplacement system parameter is added.
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ImageFormat system parameter has 4-bit gray image value. Number of fingerprints which can be enrolled in the same ID is changed from 2 to 10. V1.9



2004-09-25



CS command added. EnrollMode system parameter has 2 templates & 2 templates II. SecurityLevel system parameter has additional levels. Baudrate system parameter has additional baudrates.
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Packet Protocol In the packet protocol of UniFinger, 1 packet is 13 bytes long and its structure is as follows



Start code



Command



Param



Size



Flag/Error



Checksum



End code



1byte



1byte



4bytes



4bytes



1byte



1byte



1byte



1. Start code: 1 byte. Indicates the beginning of a packet. It always should be 0x40. 2. Command: 1 byte. Refer to the Command Table in a later chapter of this document. 3. Param: 4 bytes. Indicates user ID or system parameters. 4. Size: 4 bytes. Indicates the size of binary data following the command packet such as fingerprint templates or images. 5. Flag/Error: 1 byte. Indicates flag data in the request command sent to the module, and error code in the response command received from the module, respectively. 6.



Checksum: 1 byte. Checks the validity of a packet. Checksum is a remainder of the sum of each field, from the Start code to Flag/Error, divided by 256 (0x100).



7.



End code: 1 byte. Indicates the end of a packet. It always should be 0x0A. It is also used as a code indicating the end of a binary data such as fingerprint templates.



- The packet transmitted between the host and the module has the same structures. The commands transmitting from the host to the module are called “request command,” and the response transmitting from the module to the hosts, “response command.” - In general, the host receives one response command for one request command. However, it may receive two response commands for some commands such as Enroll by Scan. The first command comes in the intermediate stage, notifying image scanning completed and the other
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command notifies process result. If you do not want to receive the intermediate command, you can disable it by changing a system parameter. - The fingerprint templates vary in size by sensor and firmware version. - In the following document, # indicates numbers and the number of # specifies the number of digits. N/A indicates that any value can be applied to the field and Null indicates 0x00. - In the transmission of actual data, the byte order is little endian, the lowest byte is transmitted first. For instance, when transmitting data of 400 (0x190) in the Size field, which is 4 bytes long, the data transmission order is as follows: 0x90, 0x01, 0x00, 0x00. The rule also holds for the data received from the module. - Take ES command (0x05) as an example, the following is the data transmission order and computation of the checksum of the command: When enrolling a new fingerprint with an ID,‘0x9929’: Start



Command



Param



Size



Flag/Error



Checksum



End



0x40



0x05



0x9929



0x00



0x00



0x07



0x0A



Actual values input in the Param: 1st place



2nd place



3rd place



4th place



0x29



0x99



0x00



0x00



Byte transmission order: 0x40, 0x05, 0x29, 0x99, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x07, 0x0A



To compute the checksum, first compute the sum of each byte of the packet (from start code to flag/error) as demonstrated below: 0x40+0x05+0x29+0x99+0x00+0x00+0x00+0x00+0x00+0x00 = 0x107



Divide the above value by 0x100(256). The remainder of this division is 0x07 and this value is the checksum.



© 2004 by Suprema Inc.



6



UniFinger SFM Series Packet Protocol Manual



Network Packet Protocol In order to support RS422 or RS485 network interfaces, UniFinger modules support network packet protocols. Network packet is composed of 15 bytes, whose start code is different from the standard packet, and includes 2 bytes for terminal ID. The terminal ID is correspondent to the lower 2 bytes of Module ID of system parameter.



Field



Start code



Terminal ID



Command



Param



Size



Flag / Error



Checksum



End code



Bytes



1



2



1



4



4



1



1



1



Value



0x41



1~ 0xFFFF



Checksum of 13 bytes



0x0A



Same as standard protocol



The contents of the network packet, including command, param, size, and flag, are same as those of standard packet. Checksum field is the checksum value of preceding 13 bytes. The UniFinger modules will respond both standard and network packets. There is system parameter NETWORK_MODE, which determines if module will operate as network mode or single standard mode by default. In the NETWORK_MODE, physically a control signal is required to support the serial communication, so that GPIO_7 is internally used for this function.
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Command Command



Code



Description



SW



0x01



System parameter write



SF



0x02



System parameter save



SR



0x03



System parameter read



CS



0x1A



Calibrate sensor



SS



0x04



System status check



ES



0x05



Enroll by scan



EI ( EP )



0x06



Enroll by image



ET



0x07



Enroll by template



VS



0x08



Verify by scan



VI ( VP )



0x09



Verify by image



VT



0x10



Verify by template



VH



0x22



Verify host template by scan



IS



0x11



Identify by scan



II ( IP )



0x12



Identify by image



IT



0x13



Identify by template



RI ( RP )



0x20



Read image



RT



0x14



Read template



SI ( PS )



0x15



Scan image



ST ( RS )



0x21



Scan template



DT



0x16



Delete template



DA



0x17



Delete all templates



LT



0x18



List user ID



CT



0x19



Check user ID



FP



0x23



Fix all provisional templates



DP



0x24



Delete all provisional templates
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KW



0x34



Encryption key write



KS



0x35



Scan template with challenge data



GR



0x36



Read GPIO configuration



GW



0x37



Write GPIO configuration



GC



0x38



Clear GPIO configuration



GD



0x39



Set default GPIO configuration Table 1 Command
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Flag / Error Code Name



Code



Description



SUCCESS



0x61



Process is successfully completed.



SCAN_SUCCESS



0x62



Fingerprint input has succeeded.



SCAN_FAIL



0x63



Sensor or fingerprint input has failed.



NOT_FOUND



0x69



There is no requested data found.



NOT_MATCH



0x6A



Fingerprint does not match.



TRY_AGAIN



0x6B



Fingerprint image is not good.



TIME_OUT



0x6C



Timeout for fingerprint input.



MEM_FULL



0x6D



Maximum template capacity exceeded.



EXIST_ID



0x6E



The requested user ID exists.



CHECK_ID



0x70



Check if the requested user ID exists.



ADD_NEW



0x71



Adding more fingerprints to a current existing user ID.



FINGER_LIMIT



0x72



The number of fingerprints enrolled in same ID exceeds its limit (10).



CONTINUE



0x74



There is more data to be sent.



UNSUPPORTED



0x75



The command is not supported.



INVALID_ID



0x76



The requested user ID is invalid or missing.



AUTO_ID



0x79



Automatically assign user ID in enrollment.



TIMEOUT_MATCH



0x7A



Timeout for matching in identification. Table 2
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System Parameter Name



Code



Description



Value ( * denotes default value ) 0x30 : infinite 0x31 : 1 second



Timeout



0x62 Timeout period



… *0x3A : 10 seconds … 0x44 : 20 seconds 0x30 : 1 time 0x31 : 2 times ( 1 request command & 2 response commands )



Enroll Mode



0x65 Enroll mode



0x32 : 2 times ( 2 request commands & 2 response commands ) *0x41 : 2 templates ( 1 request command & 2 response commands ) 0x42 : 2 templates ( 2 request commands & 2 response commands ) 0x30 : 1/10 FAR( False Acceptance Rate ) 0x31 : 1/100 0x32 : 1/1,000 0x33 : 1/10,000 *0x34 : 1/100,000



Security Level



0x66 Security level



0x35 : 1/1,000,000 0x36 : 1/10,000,000 0x37 : 1/100,000,000 0x40 : 3/100 0x41 : 3/1,000 0x42 : 3/10,000 0x43 : 3/100,000
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0x44 : 3/1,000,000 0x45 : 3/10,000,000 0x46 : 3/100,000,000 Encryption Mode



0x67 Encryption mode



*0x30 : Encryption off 0x31 : Encryption on 0x30 : Infineon FingerTip 0x31: Atmel FingerChip 0x32 : AuthenTec FingerLoc AF-S2 0x33 : Optical fingerprint sensor 0x34 : STMicro TouchChip



Sensor Type



0x68 Sensor type



0x35 : BMF BLP-100 0x36 : Second optical fingerprint sensor 0x37 : Fujitsu MBF310 0x38 : Third optical fingerprint sensor 0x39 : Fourth optical fingerprint sensor 0x3A : AuthenTec FingerLoc AFS8600 0x30 : Gray image



Image Format



0x6C Image format



*0x31 : Binary image 0x32 : 4 bit gray image



Module ID



0x6D Module ID



Integer (4 bytes)



Firmware Version



0x6E Firmware version



4bytes character



Serial Number



0x6F Module serial number



Integer (4 bytes) 0x31 : 9600 bps 0x32 : 19200 bps 0x33 : 38400 bps



Baudrate



0x71 Baudrate setting



0x34 : 57600 bps *0x35 : 115200 bps 0x36 : 230400 bps 0x37 : 460800 bps 0x38 : 921600 bps
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Enrolled Finger



0x73



Current number of fingerprints enrolled



Integer (4 bytes)



Available Finger



0x74



The available number of fingerprints that can be enrolled



Integer (4 bytes)



Send Scan Success



0x75



Enable sending SCAN_SUCCESS 0x30 : Send SCAN_SUCCESS message response *0x31 : No SCAN_SUCCESS message



ASCII Packet



0x76



Flag for packet exchange though HEX-ASCII format



*0x30 : Hexadecimal packet



Rotate Image



0x77



Flag for rotating sensor image in capture



*0x30 : Upright image



0x31 : ASCII packet



0x31 : Upside down image 0x30 : Least sensitive



Sensitivity



0x80 Parameter for sensor sensitivity



… *0x37 : Most sensitive 0x30 : Weak qualification



Image Quality



0x81



Parameter for qualifying scanned image



*0x31 : Moderate qualification 0x32 : Strong qualification 0x33 : Strongest qualification



Auto Response



Flag for sending automatic 0x82 response as the result of GPIO input or FreeScan



Network Mode



0x83 Flag for default operation mode



Free Scan



0x84



Scan always fingerprint images for *0x30 : Normal mode identification on idle state 0x31 : Free scan mode



Provisional Enroll



0x85



Save enrolled templates at flash memory permanently or not



Pass When Empty



0x86



Pass or fail when fingerprint DB is *0x30 : Fail when DB is empty empty 0x31 : Pass when DB is empty



*0x30 : No response command 0x31 : Send response command *0x30 : Single mode 0x31 : Network mode



*0x30 : Permanent enrollment 0x31 : Provisional enrollment



*0x30 : No delay Response Delay



0x87 Delay for response command



0x31 : 20 msec … 0x35 : 100 msec
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… 0x3A : 200 msec *0x30 : infinite 0x31 : 1 second Matching Timeout



0x88



Timeout period for matching in identification



… 0x3A : 10 seconds … 0x44 : 20 seconds



Build Number



0x89 Build number



4bytes character *0x30 : No check



Enroll Displacement



0x31 : Above 1 mm away Displacement between two fingerprints for enrollment in case … 0x8A EnrollMode parameter is 2 times or 0x35 : Above 5 mm away 2 templates … 0x3A : Above 10 mm away Table 3 System parameter
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SW : System Parameter Write Changes the value of system parameters. Since the changed value will be deleted if the module is reset, save the changed value in the flash memory of the module when it is necessary. This can be done by SF command (System parameter save) to be presented next. To validate the modification of SENSOR_INDEX and BAUDRATE, the module should be restarted.



Request Command Field



Data



Description



Start code



0x40



Command



0x01



Param



NULL



Size



Parameter value



See System Parameter Table



Flag



Parameter ID



See System Parameter Table



Checksum



#



End code



0x0A



Response Command Field



Data



Description



Start code



0x40



Command



0x01



Param



Parameter ID



Size



NULL



Error



0x61



SUCCESS



0x69



NOT_FOUND



Checksum



#



End code



0x0A



© 2004 by Suprema Inc.



See System Parameter Table



15



UniFinger SFM Series Packet Protocol Manual



Error code Error code



Description



SUCCESS



Parameter setup is successfully completed.



NOT_FOUND



There is no requested parameter ID found.



Example If the communication baud rate of the module is changed to 19200, Start



Command



Param



Size



Flag



Checksum



End



0x40



0x01



0x00



0x32



0x71



0xE4



0x0A



the actual values input to the size are as follows: 1st place



2nd place



3rd place



4th place



0x32



0x00



0x00



0x00



Byte transmission order: 0x40, 0x01, 0x00, 0x00, 0x00, 0x00, 0x32, 0x00, 0x00, 0x00, 0x71, 0xE4, 0x0A



© 2004 by Suprema Inc.



16



UniFinger SFM Series Packet Protocol Manual



SF : System Parameter Save Stores the system parameter data of the module in the flash memory. SF command is used to store the parameter data in the flash memory so that it can be sustained even when the module is reset. This command should be strictly used only for factorydefault setting. That is, it should not be used on a regular basis.



Request command Field Start code



0x40



Command



0x02



Param



NULL



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x02



Param



NULL



Size



NULL



Error



0x61



Checksum



#



End code



0x0A



SUCCESS



Error code © 2004 by Suprema Inc.
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Error code SUCCESS
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SR : System Parameter Read Reads the system parameter values that correspond to the ID in the flag field of the request command.



Request command Field



Data



Start code



0x40



Command



0x03



Param



NULL



Size



NULL



Flag



Parameter ID



Checksum



#



End code



0x0A



Description



See System Parameter Table



Response command Field



Data



Description



Start code



0x40



Command



0x03



Param



Parameter ID



See System Parameter Table



Size



Parameter value



See System Parameter Table



Error



0x61



SUCCESS



0x69



NOT_FOUND



Checksum



#



End code



0x0A



Error code Error code © 2004 by Suprema Inc.
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SUCCESS



The value of the requested parameter ID has been successfully read.



NOT_FOUND



There is no requested parameter ID found.
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CS : Calibrate Sensor Calibrate fingerprint sensor. All type of sensors should not be necessarily calibrated. This command is supported for AuthenTec’s FingerLoc AF-S2 and STMicro’s TouchChip. After using the CS command, the SF command should be used to save calibration result in flash memory.



Request command Field Start code



0x40



Command



0x1A



Param



NULL



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x1A



Param



NULL



Size



NULL



Error



0x61



SUCCESS



0x63



SCAN_FAIL



0x75



UNSUPPORTED



Checksum



#



End code



0x0A
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Error code Error code



Description



SUCCESS



Calibration of sensor is successfully completed.



SCAN_FAIL



Calibration of sensor failed.



UNSUPPORTED



Calibration of sensor is not needed.
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SS : System Status Check Checks the current status of the module.



Request command Field Start code



0x40



Command



0x04



Param



NULL



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x04



Param



Status code



Size



NULL



Error



0x61



Checksum



#



End code



0x0A



Current status of the module



SUCCESS



Status code Status



Data



Description



ALIVE



0x30



Module is in normal condition



WAIT



0x31



Module is waiting for data
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SYS_FAIL



0x32



System failure



SENSOR_FAIL



0x33



Sensor does not respond



Error code Error code SUCCESS
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ES : Enroll by Scan Enrolls a user’s fingerprint. There are two modes of fingerprint enrollment: To enroll a fingerprint by scanning one time (0x30) or two times (0x31 and 0x32). ENROLL_MODE in system parameters determines this enroll mode. In any modes, the size of fingerprint templates created is the same. Generally, enrolling fingerprint two times will enhance the input fingerprint quality since the two fingerprints are compared to each other and rejected when they do not match. Scanning two times is also classified into two modes if the module will start the second scanning automatically (0x31) or by another command from host (0x32). It is also possible to enroll two different fingerprints in the same ID. This is different from the above mentioned mode of scanning the same fingerprints two times. Input “Null” in the flag field of the request command to delete previously input fingerprints and enroll a new fingerprint. Use “ADD_NEW” flag to add another fingerprint in same ID(refer Table 2). If there are already ten fingerprint templates enrolled in the corresponding user ID, an error code “FINGER_LIMIT” will appear. If you do not use “ADD_NEW” flag, the module does not care about duplication of a user ID and always creates or overwrites with new data. Sometimes you may want to guide users more kindly and give them a choice such as add, replace, and cancel in a case of duplicational use of the ID. In this case, before sending ES command, you have to send a command CT (0x19) first to see if the user ID exists or not. If the ID exists and the user wants ‘add’, you should send ES with “ADD_NEW” flag. If the user wants ‘replace’, you should send ES without “Null” to overwrite the existing one. Finally, if the user wants ‘cancel’, you don’t need to send ES command. For User ID, any four bytes of binary data are allowed except ‘0x0000’, which is preassigned for internal use. Sometimes you may want to enroll fingerprints without assigning a specific ID. This can be done by using “AUTO_ID” flag in the request command. In this case, the module ignores the user ID in the request command and automatically assigns an ID.
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The assigned ID is returned in the response command. Commands like enroll, verify and identify may receive two response commands. The first command comes in the intermediate stage, notifying image scanning completed and the other command notifies process result. If you do not want to receive the intermediate command, you can disable it by writing ‘0x30’ to the system parameter SEND_SCAN_SUCCESS. In the process of enrollment, if a user does not put his/her finger on the sensor, the module will send a timeout message and ends the enrollment process.
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Timelines of ES: 1. ENROLL_MODE = 0x30, SEND_SCAN_SUCCESS = 0x31 Module



Host ES



Finger placed on sensor _ SCAN



SUCC



SUC



CES



ESS



S



Enrollment completed



2. ENROLL_MODE = 0x31, SEND_SCAN_SUCCESS = 0x31 Module



Host ES



Finger placed on sensor _ SC AN



SU C C



SUCC



ESS



ESS



First enrollment completed



Finger placed on sensor SC AN



_S U C



SUCC



CESS



ESS



Enrollment completed
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3. ENROLL_MODE = 0x31, SEND_SCAN_SUCCESS = 0x30 Module



Host ES



Finger placed on sensor SUCC



ESS



First enrollment completed



Finger placed on sensor



SUCC



ESS



Enrollment complete



4. ENROLL_MODE = 0x32, SEND_SCAN_SUCCESS = 0x30 Module



Host ES



Finger placed on sensor SUCCE



SS



First enrollment completed C O N T IN



UE



Finger placed on sensor



SUCC



ESS



Enrollment completed
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5. Time out occurred in the first enrollment Module



Host ES



TIME



_ O UT



Enrollment failed



6. Time out occurred in the second enrollment (When ENROLL_MODE = 0x31, SEND_SCAN_SUCCESS = 0x30) Module



Host ES



Finger placed on sensor



SUCC



ESS



First enrollment completed T IM E



_O U T



Enrollment failed
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Request command Field



Data



Description



Start code



0x40



Command



0x05



Param



User ID



Size



NULL



Flag



0x71



ADD_NEW



0x79



AUTO_ID



0x74



CONTINUE



0x70



CHECK_ID



Checksum



#



End code



0x0A



Response command Field



Data



Description



Start code



0x40



Command



0x05



Param



User ID



Size



NULL



Error



( 0x62 )



( SCAN_SUCCESS )



0x63



SCAN_FAIL



0x6C



TIME_OUT



0x61



SUCCESS



0x6B



TRY_AGAIN



0x6D



MEM_FULL



0x72



FINGER_LIMIT



0x76



INVALID_ID



0x6E



EXIST_ID



Checksum
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End code



0x0A



Error code Error code



Description



SCAN_SUCCESS



Fingerprint scanning is successfully completed.



SCAN_FAIL



Sensor or fingerprint input has failed.



TIME_OUT



Timeout for fingerprint input.



SUCCESS



Fingerprint enrollment is successfully completed.



TRY_AGAIN



An error occurred during enrollment process.



MEM_FULL



Flash memory is full.



FINGER_LIMIT



The number of fingerprints enrolled in same ID exceeds its limit (10).



INVALID_ID



The requested user ID is invalid. Note that ‘0x0000’ cannot be used.



EXIST_ID



The requested user ID exists. ( In case CHECK_ID flag is used )



All the error codes above are sent at the end of process, except “SCAN_SUCCESS,” which appears in an intermediate stage.



Example When enrolling a new fingerprint template with an user ID,‘0x0123,’ Start



Command



Param



Size



Flag



Checksum



End



0x40



0x05



0x0123



0x00



0x00



0x69



0x0A



The actual value input in the Param: 1st place



2nd place



3rd place



4th place



0x23



0x01



0x00



0x00



Byte transmission order 0x40, 0x05, 0x23, 0x01, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x69, 0x0A



When adding a fingerprint template with an user ID,‘0x0123,’ Start
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Param



Size



Flag



Checksum



End
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0x40



0x05



0x0123



0x00



0x71



0xDA



0x0A



Byte transmission order 0x40, 0x05, 0x23, 0x01, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x71, 0xDA, 0x0A
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EI : Enroll by Image Enrolls a user ID by transmitting the fingerprint image from the host. The fingerprint image data can be transmitted following the EI packet. The Enroll Mode for scanning fingerprint 1 or 2 times does not affect for this command and only one image is used for enrollment.



Request command Field



Data



Description



Start code



0x40



Command



0x06



Param



User ID



Size



Image size



Flag



0x71



ADD_NEW



0x79



AUTO_ID



0x70



CHECK_ID



Checksum



#



End code



0x0A



First transmit the request command, then the raw data (fingerprint image) and finally the 0x0A.



Response command Field



Data



Start code



0x40



Command



0x06



Param



User ID



Size



NULL



Error



( 0x62 )
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0x61



SUCCESS



0x6B



TRY_AGAIN



0x6D



MEM_FULL



0x72



FINGER_LIMIT



0x76



INVALID_ID



0x6E



EXIST_ID



Checksum



#



End code



0x0A



Refer to ES for the error codes.



Example When enrolling a fingerprint by transmitting image data of 8,000 (0x1F40) bytes with a user ID,‘0x0123’ Start



Command



Param



Size



Flag



Checksum



End



0x40



0x06



0x0123



0x1F40



0x00



0xC9



0x0A



+ Fingerprint Image



0x0A



The actual value input in the Param 1st place



2nd place



3rd place



4th place



0x23



0x01



0x00



0x00



The actual value input in the Size 1st place



2nd place



3rd place



4th place



0x40



0x1F



0x00



0x00



Byte transmission order 0x40, 0x06, 0x23, 0x01, 0x00, 0x00, 0x40, 0x1F, 0x00, 0x00, 0x00, 0xC9, 0x0A, 0x**, 0x**, … , 0x**, 0x0A
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ET : Enroll by Template Enrolls a user ID by transmitting a fingerprint template from the host. The fingerprint template data can be transmitted following the ET packet.



Request command Field



Data



Description



Start code



0x40



Command



0x07



Param



User ID



Size



Template size



Flag



0x71



ADD_NEW



0x79



AUTO_ID



0x70



CHECK_ID



Checksum



#



End code



0x0A



First transmit the request command, then the fingerprint template, and finally the 0x0A.



Response command Field



Data



Description



Start code



0x40



Command



0x07



Param



User ID



Size



NULL



Error



( 0x62 )



( SCAN_SUCCESS )



0x61



SUCCESS



0x6B



TRY_AGAIN
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0x6D



MEM_FULL



0x72



FINGER_LIMIT



0x76



INVALID_ID



0x6E



EXIST_ID



Checksum



#



End code



0x0A



Refer to ES for the error codes.



Example When enrolling a fingerprint by transmitting its fingerprint template of 400 (0x190) byte with a user ID,‘0x0123’: Start



Command



Param



Size



Flag



Checksum



End



0x40



0x07



0x0123



0x190



0x00



0x8E



0x0A



+ Fingerprint Template



0x0A



The actual value input in the Param 1st place



2nd place



3rd place



4th place



0x23



0x01



0x00



0x00



The actual value input in the Size 1st place



2nd place



3rd place



4th place



0x90



0x01



0x00



0x00



Byte transmission order 0x40, 0x07, 0x23, 0x01, 0x00, 0x00, 0x90, 0x01, 0x00, 0x00, 0x00, 0x8E, 0x0A, 0x**, 0x**, … , 0x**, 0x0A
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VS : Verify by Scan Verifies if a fingerprint input on the sensor matches the enrolled fingerprint of the corresponding user ID.



Request command Field Start code



0x40



Command



0x08



Param



User ID



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x08



Param



User ID



Size



Sub-ID



Order of fingerprints enrolled in the same ID



Error



( 0x62 )



( SCAN_SUCCESS )



0x63



SCAN_FAIL



0x6C



TIME_OUT



0x61



SUCCESS



0x6B



TRY_AGAIN



0x69



NOT_FOUND



0x6A



NOT_MATCH
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Checksum



#



End code



0x0A



Error code Error code



Description



SCAN_SUCCESS



Fingerprint scanning is successfully completed.



SCAN_FAIL



Sensor or fingerprint input has failed.



TIME_OUT



Timeout for the fingerprint input.



SUCCESS



Enrollment is successfully completed.



TRY_AGAIN



Fingerprint image is not good.



NOT_FOUND



Requested user ID is not found.



NOT_MATCH



The input fingerprint does not match the enrolled fingerprint of the corresponding user ID.



All the error codes above are displayed at the end of the process, except “SCAN_SUCCESS,” which appears at the intermediate stage.



Example Refer to ES.
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VI : Verify by Image Verifies if the fingerprint image transmitted from the host matches the enrolled fingerprint of the corresponding user ID. The fingerprint image can be transmitted following the VI packet.



Request command Field



Data



Start code



0x40



Command



0x09



Param



User ID



Size



Image size



Flag



NULL



Checksum



#



End code



0x0A



Description



First transmit the request command, then the fingerprint image, and finally the 0x0A



Response command Field



Data



Description



Start code



0x40



Command



0x09



Param



User ID



Size



Sub-ID



Order of fingerprints enrolled in the same ID



Error



( 0x62 )



( SCAN_SUCCESS )



0x61



SUCCESS



0x6B



TRY_AGAIN



0x69



NOT_FOUND



0x6A



NOT_MATCH
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Checksum



#



End code



0x0A



Refer to VS for the error codes.



Example Refer to EI
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VT : Verify by Template Verifies if the fingerprint template transmitted from the host matches the enrolled fingerprint of the corresponding user ID. The fingerprint template can be transmitted following the VT packet.



Request command Field



Data



Start code



0x40



Command



0x10



Param



User ID



Size



Template size



Flag



NULL



Checksum



#



End code



0x0A



Description



First transmit the request command, then the fingerprint template, and finally the 0x0A



Response command Field



Data



Description



Start code



0x40



Command



0x10



Param



User ID



Size



Sub-ID



Order of fingerprints enrolled in the same ID



Error



( 0x62 )



( SCAN_SUCCESS )



0x61



SUCCESS



0x6B



TRY_AGAIN



0x69



NOT_FOUND



0x6A



NOT_MATCH
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Checksum



#



End code



0x0A



Refer to VS for the error codes.



Example Refer to ET
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VH : Verify Host Template by Scan Transmits a fingerprint template from the host to the module and verifies if it matches the live fingerprint input from the sensor. As in the Smart Card, the VH command is used when the fingerprint template is not stored in the module but transmitted by the host.



Request command Field



Data



Start code



0x40



Command



0x22



Param



Number of templates



Size



Template size



Flag



NULL



Checksum



#



End code



0x0A



Description



Number of templates verified. Valid value is 0 to 10. 0 means 1 template.



First transmit the request command, then each fingerprint templates followed by 0x0A.



Response command Field



Data



Description



Start code



0x40



Command



0x22



Param



NULL



Size



NULL



Error



( 0x62 )



( SCAN_SUCCESS )



0x63



SCAN_FAIL



0x6C



TIME_OUT
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0x61



SUCCESS



0x6B



TRY_AGAIN



0x6A



NOT_MATCH



Checksum



#



End code



0x0A



Error code Error code



Description



SCAN_SUCCESS



Fingerprint template scanning by module is successfully completed.



SCAN_FAIL



Sensor or fingerprint input has failed.



TIME_OUT



Timeout for fingerprint input.



SUCCESS



Fingerprint template matches the input fingerprint.



TRY_AGAIN



Fingerprint image is not good.



NOT_MATCH



Fingerprint template does not match the input fingerprint.



Example Refer to ET
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IS : Identify by Scan Identifies the user ID among the enrolled fingerprints that matches the input fingerprint from the sensor. While VS verifies the fingerprint of a specific user ID, IS scans all the enrolled fingerprints within designated range of user ID. If no fingerprint is found which matches the input data, an error code, “NOT_FOUND,” will appear on the error field.



Request command Field



Data



Description



Start code



0x40



Command



0x11



Param



NULL



Search all enrolled user ID



Range of user ID



Lower 16 bit value denotes lower limit of user ID, and higher 16 bit value denotes upper limit of user ID.



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Response command Field



Data



Description



Start code



0x40



Command



0x11



Param



User ID



Identified User ID



Size



Sub-ID



Order of fingerprints enrolled in the same ID



Error



( 0x62 )



( SCAN_SUCCESS )
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0x63



SCAN_FAIL



0x6C



TIME_OUT



0x61



SUCCESS



0x6B



TRY_AGAIN



0x69



NOT_FOUND



0x7A



TIMEOUT_MATCH



Checksum



#



End code



0x0A



Error code Error code



Description



SCAN_SUCCESS



Fingerprint scanning is successfully completed.



SCAN_FAIL



Sensor or fingerprint input has failed.



TIME_OUT



Timeout for fingerprint input.



SUCCESS



Fingerprint enrollment is successfully completed.



TRY_AGAIN



Fingerprint image is not good.



NOT_FOUND



Requested user ID is not found.



TIMEOUT_MATCH



Timeout for matching.



All the error codes above are displayed at the end of the process, except “SCAN_SUCCESS,” which appears at the intermediate stage.



Example Refer to ES
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II : Identify by Image Identifies a corresponding user ID among all the enrolled fingerprints, which matches the transmitted fingerprint image from the host. The fingerprint image can be transmitted following the II packet.



Request command Field



Data



Description



Start code



0x40



Command



0x12



Param



NULL



Search all enrolled user ID



Range of user ID



Lower 16 bit value denotes lower limit of user ID, and higher 16 bit value denotes upper limit of user ID.



Size



Image size



Flag



NULL



Checksum



#



End code



0x0A



First transmit the request command, then the fingerprint image(RAW data), and finally the 0x0A



Response command Field



Data



Description



Start code



0x40



Command



0x12



Param



User ID



Identified User ID



Size



Sub-ID



Order of fingerprints enrolled in the same ID



Error



( 0x62 )



( SCAN_SUCCESS )
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0x61



SUCCESS



0x6B



TRY_AGAIN



0x69



NOT_FOUND



0x7A



TIMEOUT_MATCH



Checksum



#



End code



0x0A



Refer to IS for the error codes.



Example Refer to EI
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IT : Identify by Template Identifies a corresponding user ID among all the enrolled fingerprints, which matches the transmitted fingerprint template from the host. The fingerprint template can be transmitted following the IT packet.



Request command Field



Data



Description



Start code



0x40



Command



0x13



Param



NULL



Search all enrolled user ID



Range of user ID



Lower 16 bit value denotes lower limit of user ID, and higher 16 bit value denotes upper limit of user ID.



Size



Template size



Flag



NULL



Checksum



#



End code



0x0A



First transmit the request command, then the fingerprint template, and finally the 0x0A



Response command Field



Data



Description



Start code



0x40



Command



0x13



Param



User ID



Identified User ID



Size



Sub-ID



Order of fingerprints enrolled in the same ID



Error



( 0x62 )



( SCAN_SUCCESS )



0x61



SUCCESS
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0x6B



TRY_AGAIN



0x69



NOT_FOUND



0x7A



TIMEOUT_MATCH



Checksum



#



End code



0x0A



Refer to IS for the error codes.



Example Refer to ET
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RI : Read Image Reads the fingerprint image received from the sensor. First execute such commands as ES, VS and IS in order to use this command. The fingerprint images in this process are transmitted in a raw data format as SEND_IMAGE structures, of which has a structure as follows. In order to save any fingerprint images in the module, first execute the ES, VS and IS commands. Without executing these commands, the module cannot be updated. typedef struct SEND_IMAGE { int width; int height; int compressed; int encrypted; int binary; int img_len; int template_len; char buffer[BUFFER_LENGTH]; } image_t; Member Variable



Description



Width (4byte)



Width of fingerprint images



Height (4byte)



Height of fingerprint images



Compressed (4byte)



Compression status – Currently not used In case of 4bit gray mode, starting point of actually transmitted image is designated. Lower word is x coordinate and higher word is y coordinate.



Encrypted (4byte)



Encryption status– Currently not used In case of 4bit gray mode, size of actually transmitted image is designated. Lower word is width and higher word is height.
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Binary (4byte)



Image Format : 0 – gray, 1 – binary, 2 – 4bit gray



Img_len (4byte)



Size of the fingerprint image received from the sensor = width * height



Template_len (4byte)



Size of the fingerprint template – Currently not used



Buffer



Actual raw image data



(1byte*BUFFER_LENGTH) BUFFER_LENGTH=200*1024 (=200Kbyte) max 1) When the image format is binary: 1 byte per 8 pixels Size of data actually transmitted: Img_len/8+1 2) When the image format is gray: 1 byte per 1 pixel Size of data actually transmitted: Img_len (=Width*Height) 3) When the image format is 4bit gray: 1 byte per 2 pixel Size of data actually transmitted: Actual width * height / 2



Request command Field Start code



0x40



Command



0x20



Param



NULL



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x20



Param



NULL
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Size



Data size



When image format is binary: 4*7 + (Img_len/8)+1 When image format is gray: 4*7 + Img_len When image format is 4 bit gray: 4*7 + actual width * actual height / 2



Error



0x61



Checksum



#



End code



0x0A



SUCCESS



Error code Error code



Description



SUCCESS



Fingerprint image reading is successfully completed.



First transmits the response command and then the SEND_IMAGE structures. SEND_IMAGE structure + 0x0A



Example Image reading request command: Start



Command



Param



Size



Flag



Checksum



End



0x40



0x20



0x00



0x00



0x00



0x60



0x0A



Example of a request command sent from the module: -



Infineon sensor: 224 * 288 pixels = 64512 (= 0xFC00) pixels



-



Image format: binary



© 2004 by Suprema Inc.



53



UniFinger SFM Series Packet Protocol Manual



- Binary image data size: (64512 / 8) + 1 = 8065 - Total data size: (4 byte * 7) + 8065 byte = 8093 (=0x1F9D) byte



Start



Command



Param



Size



Error



Checksum



End



0x40



0x20



0x00



0x1F9D



0x61



0x7D



0x0A



Width



Height



Compressed



Encrypted



Binary



Img_len



Template_len



0xE0



0x120



0x00



0x00



0x01



0xFC00



0x00



Buffer[0]



Buffer[1]



…



0xEF



0x2C



…



Buffer[8063] Buffer[8064] …



0x1A



0xFE



End 0x0A



Received data order 0x40, 0x20, 0x00, 0x00, 0x00, 0x00, 0x9D, 0x1F, 0x00, 0x00, 0x61, 0x7D, 0x0A, 0xE0, 0x00, 0x00, 0x00, 0x20, 0x01, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x01, 0x00, 0x00, 0x00, 0x00, 0xFC, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0xEF, 0x2C, …, 0x1A, 0xFE, 0x0A



If the image format is binary, the data in the buffer of the SEND_IMAGE structures will be 1byte data packed from 8 pixels of the image raw data sent by the sensor. Below is an operation example to unpack the binary data with 1byte per 1 pixel.



Void img_display_from_buffer() { unsigned char *uncomp_buffer,*img_buf,*ptr;
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int len,i; unsigned long uncomp_len; image_t receive_img;



// g_bin_buffer(buffer with received data inside) // total_bin_size(total size of received data) are global variables memcpy(&receive_img,(image_t*)g_bin_buffer,total_bin_size);



img_buf=new unsigned char[receive_img.img_len]; ptr=img_buf; // Check if the image format is binary if(receive_img.binary){ // Data size sent in binary = (Actual image size)/8 for(i=0;i>1 & 1)?255:0; ptr++; *ptr=(receive_img.buffer[i]>>2 & 1)?255:0; ptr++; *ptr=(receive_img.buffer[i]>>3 & 1)?255:0; ptr++; *ptr=(receive_img.buffer[i]>>4 & 1)?255:0; ptr++; *ptr=(receive_img.buffer[i]>>5 & 1)?255:0; ptr++; *ptr=(receive_img.buffer[i]>>6 & 1)?255:0; ptr++;
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*ptr=(receive_img.buffer[i]>>7 & 1)?255:0; ptr++; } } else { // Put the image into the buffer, for it is not in binary format. memcpy(img_buf,receive_img.buffer,receive_img.img_len); } // img_buf }
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RT : Read Template Reads the fingerprint templates stored in the module. When reading the fingerprint template of a specific user ID, input the user ID in the Param field. Input “NULL” in the Param to read the latest fingerprint template created in the sensor.



Request command Field



Data



Start code



0x40



Command



0x14



Param



NULL



NULL denotes the latest fingerprint template created



User ID Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Description



Response command Field



Data



Description



Start code



0x40



Command



0x14



Param



NULL



Size



Template size



Error



0x61



SUCCESS



0x69



NOT_FOUND



0x74



CONTINUE



Checksum



© 2004 by Suprema Inc.



#



57



UniFinger SFM Series Packet Protocol Manual



End code



0x0A



First transmit the request command, then the fingerprint template, and finally the 0x0A



Error code Error code



Description



SUCCESS



Fingerprint template reading is successfully completed.



CONTINUE



When there are more users to be enrolled.



NOT_FOUND



There is no fingerprint template or matching user ID found.



If there are more than two fingerprint templates enrolled as one user ID, the host will receive two response commands. If the error code of the first response command is read CONTINUE, it means that there is one more fingerprint enrolled as the corresponding user ID. Then, the host will receive the next packet instantly. For example, if there are two fingerprint templates enrolled as one user ID, the process order is as follows: Response command + Tempate1 + 0x0A + Response command + Tempate2 + 0x0A If the error code of the first response command is read “SUCCESS,” it means that there are no more fingerprint templates enrolled as the corresponding user ID.
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SI : Scan Image Scan live fingerprint image from the sensor. If the command is successful, captured image data is sent from the module, whose data format is same as that of RI command.



Request command Field Start code



0x40



Command



0x15



Param



NULL



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x15



Param



NULL



Size



Image size



Size of image data transmitted



Error



( 0x62 )



( SCAN_SUCCESS )



0x63



SCAN_FAIL



0x6C



TIME_OUT



0x61



SUCCESS



Checksum



#



End code



0x0A
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Error code Error code



Description



SCAN_SUCCESS



Fingerprint image scanning by module is successfully completed.



SCAN_FAIL



Sensor or fingerprint input has failed.



TIME_OUT



Timeout for fingerprint input.



SUCCESS



Fingerprint image is successfully read.
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ST : Scan Template Reads the fingerprint template of a live fingerprint on sensor. This command is used when a host wants to read the fingerprint template of a live fingerprint without enrolling or verifying process. The fingerprint template is not stored in the module.



Request command Field Start code



0x40



Command



0x21



Param



NULL



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x21



Param



NULL



Size



Template size



Error



( 0x62 )



( SCAN_SUCCESS )



0x63



SCAN_FAIL



0x6C



TIME_OUT



0x61



SUCCESS



0x6B



TRY_AGAIN



Checksum
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End code



0x0A



First transmit the request command, then the fingerprint template, and finally the 0x0A



Error code Error code



Description



SCAN_SUCCESS



Fingerprint template scanning by module is successfully completed.



SCAN_FAIL



Sensor or fingerprint input has failed.



TIME_OUT



Timeout for fingerprint input.



SUCCESS



Fingerprint template is successfully read.



TRY_AGAIN



Fingerprint image is not good.



Example Refer to ES and RT
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DT : Delete Template Deletes a user ID and its fingerprint template stored in the module.



Request command Field Start code



0x40



Command



0x16



Param



User ID



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x16



Param



N/A



Size



N/A



Error



0x61



SUCCESS



0x69



NOT_FOUND



Checksum



#



End code



0x0A



Error code Error code



Description



SUCCESS



Template delete is successfully completed.



NOT_FOUND



There is no matching user ID found.
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DA : Delete All Templates Deletes all user IDs and fingerprint templates stored in the module.



Request command Field Start code



0x40



Command



0x17



Param



NULL



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x17



Param



NULL



Size



NULL



Error



0x61



Checksum



#



End code



0x0A



SUCCESS



Error code Error code SUCCESS
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LT : List User ID Reads the list of user IDs enrolled in the module.



Request command Field Start code



0x40



Command



0x18



Param



NULL



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x18



Param



User count



The number of users enrolled



Size



Data size



(The number enrolled) * 4



Error



0x61



SUCCESS



Checksum



#



End code



0x0A



of



users



Error code Error code SUCCESS
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First transmits the response command and then the user ID. User ID



User ID



(4byte)



(4byte)



…



User ID



User ID



(4byte)



(4byte)



0x0A



Example If the user ID to be transmitted is 0x0304, 0x0587, 0x8859 Start



Command



Param



Size



Flag



Checksum



End



0x40



0x18



0x03



0x0C



0x00



0x6D



0x0A



The actual value input in the Param 1st place



2nd place



3rd place



4th place



0x03



0x00



0x00



0x00



The actual value input in the Size 1st place



2nd place



3rd place



4th place



0x0C



0x00



0x00



0x00



User ID



User ID



User ID



0x0304



0x0587



0x8859



User ID Data



0x0A



Byte transmission order 0x40, 0x18, 0x03, 0x00, 0x00, 0x00, 0x0C, 0x00, 0x00, 0x00, 0x00, 0x6D, 0x0A, 0x04, 0x03, 0x00, 0x00, 0x87, 0x05, 0x00, 0x00, 0x59, 0x88, 0x00, 0x00, 0x0A
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CT : Check User ID Checks if the user ID exists in the module. Also returns the existing number of enrolled templates for the user ID.



Request command Field Start code



0x40



Command



0x19



Param



User ID



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x19



Param



User ID



Size



Number of Templates



Number of enrolled templates for the user ID



Error



0x6E



EXIST_ID



0x69



NOT_FOUND



Checksum



#



End code



0x0A



Error code
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Error code



Description



EXIST_ID



The user ID exists in the module.



NOT_FOUND



The user ID is not found in the module.
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FP : Fix All Provisional Templates Fix all provisional templates which are enrolled when the Provisional Enroll of system parameter is on.



Request command Field Start code



0x40



Command



0x23



Param



NULL



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x23



Param



NULL



Size



NULL



Error



0x61



SUCCESS



0x69



NOT_FOUND



Checksum



#



End code



0x0A



Error code Error code © 2004 by Suprema Inc.
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SUCCESS



All provisional templates are fixed.



NOT_FOUND



No provisional template exists.
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DP : Delete All Provisional Templates Delete all provisional templates which are enrolled when the Provisional Enroll of system parameter is on.



Request command Field Start code



0x40



Command



0x24



Param



NULL



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x24



Param



NULL



Size



NULL



Error



0x61



SUCCESS



0x69



NOT_FOUND



Checksum



#



End code



0x0A



Error code Error code © 2004 by Suprema Inc.
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SUCCESS



All provisional templates are deleted.



NOT_FOUND



No provisional template exists.
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KW : Encryption Key Write Changes encryption key, which is 32 bytes. In order to change the key, there should be no stored fingerprint data in the module in order to avoid ambiguity problem. After using the KW command, the SF command should be used to save encryption key in flash memory. The request command should be followed by new key data of 32 bytes and packet end code. Thus, 33 bytes data ( new key (32byte) + EOP( 0x0A ) ) should be provided as the supplementary data. If the request is unsuccessful, UNSUPPORTED code is returned. Default encryption key is { 0x01, 0x00, ….. , 0x00 }



Request command Field Start code



0x40



Command



0x34



Param



NULL



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Data



Description



Data



Description



Response command Field Start code



0x40



Command



0x34



Param



NULL



Size



NULL
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Error



0x61



SUCCESS



0x75



UNSUPPORTED



Checksum



#



End code



0x0A



Error code Error code



Description



SUCCESS



Key is successfully written.



UNSUPPORTED



Enrolled fingerprint exists.
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KS : Scan Template with Challenge Data This command is similar to ST, except that 4 bytes of challenge data is provided in the command. Then, the response packet includes the supplementary data, made by encrypting ( challenge data + obtained template ). The size of the returned data will be multiple of 32 bytes, since supported AES encryption algorithm processes data based on 32 byte block. If the module is not in encryption mode, the responding supplementary data will be non-encrypted one of (challenge data + template data). The supplementary data should be followed by EOP.



Request command Field



Data



Start code



0x40



Command



0x35



Param



Challenge data



Size



NULL



Flag



NULL



Checksum



#



End code



0x0A



Description



Response command Field



Data



Start code



0x40



Command



0x35



Param



NULL



Size



Template size



Error



( 0x62 )
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0x63



SCAN_FAIL



0x6C



TIME_OUT



0x61



SUCCESS



0x6B



TRY_AGAIN



Checksum



#



End code



0x0A



First transmit the request command, then the fingerprint template, and finally the 0x0A



Error code Error code



Description



SCAN_SUCCESS



Fingerprint template scanning by module is successfully completed.



SCAN_FAIL



Sensor or fingerprint input has failed.



TIME_OUT



Timeout for fingerprint input.



SUCCESS



Fingerprint template is successfully read.



TRY_AGAIN



Fingerprint image is not good.
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Appendix A. GPIO Configuration Overview



On the UniFinger modules, including SFM1000, SFM2000, and SFM2020, there are 8 GPIO’s, which are user-configurable for specific functions. Because all GPIO function can be configured using PC interface program, a general user does not need to know the method stated in this appendix. After GPIO function is tested using PC interface program, the specific configuration can be embedded in the module before delivery for volume order. The function of each GPIO can be read and programmed via serial packet protocol. Related command is as follows:



Command



Description



GR



Read GPIO configuration



GW



Write GPIO configuration



GC



Clear all GPIO configuration



GD



Set default GPIO configuration



SF



Save current system parameter including GPIO configuration Table 1. GPIO commands



GPIO’s can be configured as input, output, shared IO, Wiegand input, or Wiegand output. In the input mode, enroll, identify, and erase function are supported. In the output mode, the port can send requested output patterns corresponding to the various events, such as match success, enroll fail, and so on.



1. GPIO Index © 2004 by Suprema Inc.
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Eight GPIO’s are available on UniFinger modules, which are configurable. Each port is indexed by its ID ranged from 0 to 7 as described in the Table 2.



GPIO Name



ID



GPIO_0



0



GPIO_1



1



GPIO_2



2



GPIO_3



3



GPIO_4



4



GPIO_5



5



GPIO_6



6



GPIO_7



7 Table 2. GPIO index



Supported pin modes are input, output, shared IO, wiegand input and wiegand output. GPIO of shared IO mode waits input events in normal state and also sends responding output. Input modes, including general input and shared IO, are configurable on GPIO_0 to GPIO_3. Output mode is configurable on any GPIO port. Wiegand modes are restricted on special ports. Wiegand output mode is only configurable on the couple of GPIO_4 and GPIO_5, and wiegand input is configurable on the couple of GPIO_2 and GPIO_3, respectively. Port of lower ID is correspondent to bit 0 and port of higher ID is correspondent to bit 1 for Wiegand interfaces. When the module is operated in network mode, GPIO_7 is internally controlled to support the network interfaces of RS422 or RS485. So, GPIO_7 is not available for general purpose in network mode. Supported modes for the GPIO’s are summarized in Table 3.



Ports
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Output



Input



Shared IO



Wiegand In



Wiegand Out
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GPIO_0 ~ 1



O



O



O



GPIO_2 ~ 3



O



O



O



GPIO_4 ~ 5



O



GPIO_6 ~ 7



O



O O



Table 3. Supported modes



2. GPIO mode



Configured mode of GPIO is identified by its mode value. GPIO mode value is listed in Table 4.



Mode



Value



None( disable )



0



Input



1



Output



2



Shared IO



3



Wiegand input



4



Wiegand output



5 Table 4. Gpio mode value



Wiegand modes are enabled for the specific couples. And, if one of Wiegand couple is reconfigured as other mode, then the other one is automatically reset to disabled mode.



1) Input mode



Input mode is defined by two factors, function and activation method. GPIO configured as input mode processes one of input functions, enrollment, identification, erase all, and erase all by confirm when the module detects activation at the pin. Four activation methods are selectable including active high, active low, falling edge, and rising edge activations. © 2004 by Suprema Inc.
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Table 5 and 6 shows the index value for input function and activation method.



Input function



Corresponding command



Index value



Enroll



ES



0x01



Identify



IS



0x02



Erase all



DA



0x03



Erase all by confirm



DA



0x04



Table 5. Input functions



Activation



Index value



Active high



0x01



Active low



0x02



Rising edge



0x03



Falling edge



0x04 Table 6. Input activation method



“Erase all by confirm” function is for erasing all fingerprint data after confirmation by accepting repeated input within the pre-specified interval. So, this function requires another parameter of maximum waiting interval. This function is also related with a specific output function, named ERASE_WAIT, which sends blinking output in waiting repeated input.



2) Output mode



The GPIO in the output mode can support various output patterns for different functions. For example, GPIO_0 can be configured to send 1 pulse on enroll success and 2 pulses on match success. There are four issues for output configuration: When, Which level, How long, and steady or © 2004 by Suprema Inc.
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blinking. In order to support these requirements, output function, level, interval, and blinking period can be configured.



There are twelve selectable output functions, which are listed in Table 7.



Event Name



Description



Event ID



ENROLL_WAIT_FINGER



Waiting finger scan on enroll



0x81



ENROLL_PROCESSING



Enroll process is going on



0x82



ENROLL_SUCCESS



Enroll success



0x83



ENROLL_FAIL



Enroll fail



0x84



MATCH_WAIT_FINGER



Waiting finger scan on match



0x85



MATCH_PROCESSING



Match process is going on



0x86



MATCH_SUCCESS



Match success



0x87



MATCH_FAIL



Match fail



0x88



ERASE_WAIT



Waiting confirm on ‘erase all by confirm’ 0x89 input



ERASE_PROCESSING



Erase processing is going on



0x8a



ERASE_SUCCESS



Erase success



0x8b



ERASE_FAIL



Erase fail



0x8c



BEEP



Beep function



0x8d



Table 7 Supported output functions



BEEP function is special function with fixed output pattern on complex output events, which is useful for buzzer control. It will respond on various events with pre-defined patterns as follows: z End of finger scan : 1 short beep z Processing success : 1 long beep z Insufficient fingerprint data : 2 beeps z Processing failure : 3 beeps
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Selectable output levels are listed in Table 8.



Name



Description



Index value



ACTIVE_HIGH



Active high level



0x82



ACTIVE_LOW



Active low level



0x84



HIGH_BLINK



Active high + blinking



0x83



LOW_BLINK



Active low + blinking



0x85



Table 8. Output levels



Notice that all the enabled functions for the same GPIO should have same inactive level, all high or all low. That is, if the inactive level is low, then all should be configured as ACTIVE_HIGH or HIGH_BLINK. Output interval is also configurable. If the output is blinking mode, blinking period should be specified. Time units for these values are 10ms and the range is 1 to 0xFFFF. Notice that blinking period should not exceed the interval time. Blink count is obtained through dividing interval by blinking period.



3) Wiegand mode



Wiegand mode requires four configuration parameters: total bits, facility bits, id bits, and facility code. Currently, the firmware only supports standard 26 bit Wiegand interfaces. When identification or verification is successful, Wiegand output is generated combining facility code and user ID. Similarly, Wiegand input is applied, the module carries out verification process ( VS ) based on the ID code.



3. Supplementary data structure for GPIO configuration exchange
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In order to transfer the GPIO configuration between the module and the host, 8 byte supplementary data is used for each input function, output function, or wiegand configurations. 4 words ( 2 bytes ) constitute the GPIO data, whose composition is as shown in Table 9.



Word



Input



Output



Wiegand



1



Function



Function



Bits



2



Activation



Level



Facility bits



3



0 / interval



Interval



ID bits



4



0



Blink period



Facility code



Table 9. Supplementary data for GPIO configuration



Third and fourth words in input mode are useless, except the “erase all by confirm” function, which requires third word for timeout interval. For WAIT and PROCESSING output functions, interval and blinking is meaningless, but the interval value should be positive value for effective configuration.



4. Packet protocol



1) GR Read GPIO configuration



Field



Request



Response



Command



0x36



0x36



Param



GPIO ID



GPIO ID | ( mode 
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