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2.2 What is a Tunnel ? Simply put, a tunnel is a virtual point-to-point connection made through a public network. Once connected, the tunnel peers can exchange information and access servers and services on either end of the virtual link. Tunneling technology incorporates 3 basic packet modification routines: encapsulation, authentication & encryption.



1. Introduction Before to establish a comparison between different available & soon available Tunneling Protocols, let’s precise what we call Ethernet & PPP frames over ISDN. Ethernet Frame



PPP over ISDN



Telnet



Telnet



TCP



TCP



IP



IP



• Encapsulation: The Internet is based on the TCP/IP protocol. However, the majority of local area network traffic uses different protocols, usually IPX and/or AppleTalk on the LAN (PPP on the WAN). In order to transmit these protocols over the Internet, Tunneling Protocols encapsulate them inside TCP/IP packets. The TCP/IP packet can then be routed through the Internet to its destination, where the information is stripped off, leaving the original protocol. • Authentication: Authentication is often the most important security element in multi-protocol IP tunneling. It ensures that tunnels (& sessions inside the Tunnel) can only be established between verified tunnel peers. In most private wide area networking applications, the authentication found are: - providing packet-by-packet verification preventing access to the tunnel by unauthorized parties. - relying on PPP authentication method to verify tunnel requests. Authentication occurs before the connection is established. Once the connection has been established, encryption is used to authenticate the link. • Encryption: Encryption is a method of "scrambling" data before transmitting it onto the wide area link, in this case the Internet. At the remote end, the data is decoded using a shared private "key". Encryption can be an important element of certain Internet tunneling applications, such as SSL (Secure Sockets Layer), where all traffic is TCP/IP and where the data enclosed in the IP packets often includes financial information and credit card numbers. There are many software packages that provide encryption/decryption services. Some country have very strict registration rules to Export/Import/Use encryption mechanism.
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2.3 Tunneling in some words …



2. Tunneling



2.3.1 Tunneling Why ?



In just a few short years, Internet connectivity has changed the way the world does business. Until recently, however, the Internet' s role in most businesses has been limited to that of research, a simple marketing tool or for the most ambitious companies an electronic storefront for conducting business transactions. But corporate network managers are now utilizing the Internet as an integral part of their WAN infrastructures through a process called tunneling. Using IP tunneling, you can create a Virtual Private Data Network (VPDN) to turn the Internet into a backbone for private network traffic in IP, IPX and AppleTalk protocols. This can mean big savings on wide area equipment, service, and management costs. Though the cost of bandwidth continues to fall, many companies are now faced with maintaining multiple high-speed leased lines, one for Internet access and one or more for communications with remote offices or users. And since capital equipment (routers, CSU/DSUs, etc.) accounts for only about 30% of the three-year cost of wide area connectivity, reducing service and administration expenses can create huge overall savings. Tunneling is designed to consolidate effort and resources to provide full connectivity at low cost.



• More & more needs for employees to keep contact with Corporate Networks • Phone bills very high due to the long distance calls • Cost of backbone connections are independent of the Point-to-Point distance



2.3.2 Tunneling How ? • Remote user phones the ISP’s POP (local call) • The ISP “builds” a tunnel to the Corporate Network • Encapsulation allows to “embed” any protocols over any type of backbone (Internet, Frame-Relay, X.25, ATM …)



2.1 What’s a Tunnel do? • • • •



Tunneling is a solution for Virtual Private Data Networks (VPDN) Tunneling should propose a method independent of the Protocol embedded (oriented Service) Tunneling allows corporations to control access to Corporate Networks without maintaining Modems pool Tunneling principle outsources to ISP the Modems Management
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3. Quick Comparison Tab



2.4 Tunneling in Image Using L2F Tunneling, it is possible to divorce the location of the initial Dial-up Server ( ) from the location of which that the Dial-up protocol connection is terminated ( ) & access to the Network provided.
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Using such tunnels, it is possible to divorce the location of the initial dial-up server from the location of which the dial-up protocol Connection is terminated & access to the Network provided. Here is described the PPP Negotiation between the Client & the NAS:



Media on which Tunnel can be implemented Sequencing Checksum Priority Flow Control Dial-out Encapsulated Protocols



Bi-directional



Yes No No Yes Yes PPP(IP+IPX+ NetBEUI)



Yes



Yes (Optional) Yes PPP(IP+IPX+ NetBEUI ARA SLIP Yes



Yes Yes



Yes No No



Yes Yes



No No No



Yes



No



Yes



Yes



1701



None



1701



5150



Yes IP



PPP (only IP & IPX)



(Call Origination at Home-Gateway &/or NAS)



Call-back BACP No Conf. with ISP Provides VPN Solution (Multiple Dest. From a single NAS)



Dest. UDP Port used



Pa ge 5 o f 1 7



434



Pa ge 6 o f 1 7



Er i c Ga v al do



6/8/2 00 2



4. L2F-Layer 2 Forwarding (draft-ietf-pppext-l2f-02.txt) The goal of L2F is to separate the location of the initial dial-up server from the location at which the dial-up protocol connection is terminated and access to the network provided. In this way, users can dial into an ISP and gain access to their home networks. The home networks can then use their own methods of authentication, including token security, as well as filtering, etc.
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• L2F is a Layer 2 Encapsulation Protocol • L2F provides a VPN service to Clients via an ISP • L2F models the NAS as an Access Router/Switch • Allows same Phone Numbers/Modems to be used for calls to any HG (a true VPN Protocol) • L2F offers a minimal consumption of Internet Bandwidth • L2F allows some Authentication & billing to be carried out at NAS



L2F is specifically designed to support PAP, CHAP, and text-level (SLIP) authentication. With these methods, it is possible for users to authenticate at the ISP and have their authentication information forwarded to their home networks to prevent them from reauthenticating. L2F requires no change to PPP clients. With L2F, the ISP NAS begins to authenticate the user using text, PAP, or CHAP. The ISP uses the unverified user name to determine if the user requires a tunnel to a Home Gateway. No set mechanism for translating the user name to a Home Gateway address is specified, but as an option, the specification suggests using the user’s domain name to determine the address of the tunnel. If required, an L2F tunnel is opened to the user’s Home Gateway (*).
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TCP



As part of opening a client session once a tunnel is established, the text, PAP, or CHAP authentication information is sent to the Home Gateway to start the client authentication. Via token security, it is possible for additional authentication to take place, as required by the Home Gateway. Completed authentication information is passed from the Home Gateway back to the NAS so that the ISP can start billing. Because L2F forwards low-level frames to the Home Gateway, multi-protocol PPP with the full range of options can be supported. The Home Gateway can use its own authentication mechanisms, such as Radius, NetWare Bindery, etc. L2F allows Home Gateways to assign non-Internet-compliant IP addresses to dial-in users. When L2F uses CHAP authentication for tunnel authentication -- the most secure option -- the NAS at the ISP and the Home Gateway must have a shared CHAP secret set up in advance. However, this approach does not scale broadly. As a result, users who need secure connections may be forced into re-authentication at the Home Gateway (**).



Important Note concerning: With the Implementation of the denominated “2 steps Authentication”, Shiva recently provides a solution for theses 2 issues. Thus: • The user’s nickname determines the Home-Gateway the NAS will open the Tunnel to (*) • The “2 steps Authentication” process takes the charge of user’s authentication on the NAS & the Home-Gateway (**)
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4.1 Frame detailed FKPS 4bit



0 8bits Multiplex ID (MID)
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16bits Length



• PPP-LCP Negotiation takes place between Client & POP • LCP comes up, L2F is negotiated upon during the Authentication phase & Tunnel setup kicks in • Tunnel Connection is established & a MID allocated • Initial configuration information sent to HGW & used to initialize the HG’s PPP State Machine • PPP traffic is encapsulated into L2F (PPP-NCP’s are negotiated between Clients & Home Gateway)
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• L2F is destined to be superseded by L2TP



32bits Payload variable Checksum (Opt.) 16bits • As PPTP, L2F presents 2 kinds of Packets: Data Packets + Management Packets Pa ge 7 o f 1 7
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5. PPTP-Point to Point Tunneling Protocol (draft-ietf-pppext-pptp-00.txt) The goal of PPTP is to provide corporate dial-in through the Internet to Windows NT servers. As stated above, PPTP is a tunneling protocol that encapsulates multi-protocol PPP inside of a modified version of GRE V2. To implement PPTP, this modified version of GRE V2 must be deployed at the ISP. Windows NT is required for the Home Gateway side. No client changes are necessary. A major limitation of PPTP is the existence of a hard bind from the NAS at the ISP and the Home Gateway server. This means that an ISP cannot serve as a front-end for users that are tunneling to different Home Gateway servers unless some other intelligence -- such as segregating phone numbers -- is applied before the NAS. This type of method does not scale to support users dialing into any ISP, meaning that arrangements must be made in advance. PPTP would work well in a situation where the NAS was dedicated to a particular Home Gateway server for the purpose of outsourcing remote access from a corporate account to a service provider. As currently written, PPTP does not scale well to general Internet access.
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As L2F, PPTP presents 2 kinds of Packets: Data Packets + Management Packet PPTP is more a “Hard bind” between NAS & home Gateway PPTP models the NAS as a Modem Pool available for the HGW Limitation for users who need to talk to more than 1 HGW Well suited for Corporation outsourcing Remote Access to ISP Support Call originating at HG (Bi-directional) Tunnels MUST be configured in advance with ISP PPTP is less robust than L2F or L2TP Assumes only Internet Protocol (Cannot run on raw Frame-Relay) Needs to add Privacy Claims that Dial-out is a virtue even if it does not support arbitrary modem access Needs to add Authentication between NAS & HG Data packets are PPP packets encapsulated using the Internet Generic Routing Encapsulation Protocol Version 2 (GRE v2)
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5.2 PPTP Control Connection:



5.3 PPTP Data Connection:



The PPTP protocol specifies a series of control messages sent between the PPTP-enabled client and the PPTP server. The control messages establish, maintain and end the PPTP tunnel. The following list presents the primary control messages used to establish and maintain the PPTP tunnel. Control messages are transmitted in control packets in a TCP datagram. One TCP connection is created between the PPTP client and the PPTP server. This connection is used to exchange control messages. A datagram contains an IP header, a TCP header, a PPTP control message, and appropriate trailers, similar to the following:



After the PPTP tunnel has been established, user data is transmitted between the client and PPTP server. Data is transmitted in IP datagrams containing PPP packets. The IP datagrams are created using a modified version of the Internet GRE protocol. (GRE is defined in RFCs 1701 and 1702.) The IP datagram created by PPTP is similar to the illustration in the following figure. The IP delivery header provides the information necessary for the datagram to traverse the Internet. The GRE header is used to encapsulate the PPP packet within the IP datagram. The PPP packet was created by RAS. Note that the PPP packet is just one unintelligible block because it is encrypted. Even if the IP datagram were intercepted, it would be nearly impossible to decrypt the data.
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The exchange of messages between the PPTP client and the PPTP server over the TCP connection are used to create and maintain a PPTP tunnel.
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6. L2TP-Layer 2 Tunneling Protocol L2TP is actually considered as the future merge between L2F & PPTP.



6.1 Frame detailed TLICFKO 7bit
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• • • • • • • • •



Security is a big debate : ECP, ESP/AH (separate from tunnel, may mean options) Accommodation for vendor specific fields Other efforts: PPWG, IPSEC, IPv6 L2TP is not backward compatible with L2F State Machine very close to L2F L2TP keeps a GRE-derived format L2TP document encryption L2TP is supposed to optimize Multicast L2TP is supposed to address fancy queuing issues (including RSVP)
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7. ATMP-Ascend Tunneling Management Protocol The Ascend Tunnel Management Protocol (ATMP) is a protocol currently being used to allow dial-in client software to obtain virtual presence on a user’s home network from remote locations. A user calls into a remote NAS but, instead of using an address belonging to a network directly supported by the NAS, the client software uses an address belonging to the user’s "Home Network". This address can be either provided by the client software or assigned from a pool of addresses from the Home Network address space. In either case, this address belongs to the Home Network and therefore special routing considerations are required in order to route packets to and from these clients. A tunnel between the NAS and a Home-Gateway is used to carry data to and from the client. ATMP currently allows for both IP and IPX protocols to be tunneled between the NAS and the HG. The determination of the Home Network address to be used can be accomplished in different ways. It could, for example, be configured in the client and negotiated by IPCP (or IPXCP). Alternatively, it could be defined to be an address specific to the given user ID, or it could be assigned from a pool of addresses provided by the Corporate Network. The ATMP protocol is implemented only by the NAS and Home-Gateway. No other system needs to be aware of ATMP. All other systems communicate in the normal manner and are unaware that they may be communicating with remote clients. The clients themselves are unaware of ATMP. It is assumed that standard PPP (or SLIP) clients are being used. Unlike the mobile-IP protocol, ATMP assumes that a single NAS will provide the physical connection to a remote client for the duration of the session. The client will not switch between NAS’s expecting to keep the same IP address and all associated sessions active during these transitions. A particular client can be registered with a given HA only once at any given time. Deregistration with a HG implies loss of all higher layer sessions for that client.
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8. Mobil-IP



9. STEP-Secure Tunnel Establishment Protocol



10. SDTP-Serial Data Transport Protocol
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