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1.



INTRODUCTION



A number of significant technology developments have occurred in the past years that have enabled the electronic playback and display of feature films at a level of quality approaching that of a 35mm film release prints. These technology developments include; the introduction of highresolution film scanners, digital image compression, high-speed data networking and storage, and advanced digital projection. The combination of these digital technologies have allowed many impressive demonstrations of what is now being called “Digital Cinema”. These demonstrations, however, have not incorporated all of the components necessary for a broadbased commercially viable Digital Cinema system. These demonstrations have created a great deal of discussion and confusion around defining the quality levels, system specifications, and the engineering standards necessary for implementing a comprehensive Digital Cinema system. Digital Cinema Initiatives, LLC (DCI) is the entity created by seven major studios: Disney, Fox, Metro Goldwyn Mayer, Paramount Pictures, Sony Pictures Entertainment, Universal Studios, and Warner Brothers. The primary purpose of DCI is to establish uniform specifications for digital cinema. These DCI member companies believe that the introduction of Digital Cinema has the potential for providing real benefits to theatre audiences, theatre owners, filmmakers and distributors. DCI was created, recognizing that these benefits could not be fully realized without industry-wide standards that all parties involved in the practice of Digital Cinema can be confident that their products and services are interoperable and compatible with the products and services of all industry participants. The studios further believe that digital film exhibition will significantly improve the movie-going experience for the public.



1.1.



System Objectives



1.1.1.



Fundamental Objectives



On the onset of writing a specification for a Digital Cinema system, DCI, LLC acknowledged certain fundamental objectives. •



The first among these objectives is have a Digital Cinema system to present a Theatrical Experience that is better than what you could achieve now with a traditional 35mm Answer Print. This system should be based around global standards that are embraced around the world so that content can be distributed and played anywhere in the world as can be done today with a 35mm film print. These standards should be open published industry standards that are widely accepted and codified by national and international standards bodies such as: ANSI, SMPTE, and ISO/IEC.



•



To the extent that it is possible, the Digital Cinema System shall emulate theatre operations and the theatre business model, as it exists today.



•



The system standards and format should be chosen so that the capital equipment and operational costs are reasonable and exploit, as much as possible, the economies of scale associated with equipment and technology in use in other industries.



•



The hardware and software used in the system should be easily upgraded as advances in technology are made. Upgrades to the format should be designed in a way so that content may be distributed and compatibly played on, both the latest hardware and software, as well as earlier adopted equipment installations.



System Spec v.3.doc



Page 1



11/25/03



DCI, LLC Private Draft Document. Not for Publication. •



The Digital Cinema system shall provide a reasonable path for upgrading to future technologies. It shall be based upon a component architecture (e.g. Mastering, Compression, Encryption, Transport, Storage, Play-out, Projection) that allows for the components to be replaced or upgraded in the future without the replacement of the complete system. It is the intention of this Digital Cinema specification to allow for advances in technology and the economics of technology advancement. It has been recognized that these advances may most likely affect the mastering and projection of Digital Cinema content. Therefore, this document will specify, for example, a resolution and color space that may not be obtained in a present day mastering or projection system. However, it is the intent that the rest of the Digital Ci nema system be capable of transporting and processing up to the technical limits of the specification.



•



This document will specify a baseline standard for the implementation of a Digital Cinema system. The goal of backwards compatibility in this context is to allow, for example, new content at higher resolution and color space to be played out on a projection system that meets the baseline implementation.



•



The Digital Cinema system shall also not preclude the capability for alternate content presentations.



•



The Digital Cinema system shall provide a reliability and availability that is equal to or better than, current film presentation.



•



Protection of intellectual property is a critical aspect of the design of the system. This conditional access system should be designed using a single common encryption format along with “keys” to decrypt the content. The method should provide a means to keep the content encrypted from the time it is encoded in postproduction until it is projected on a theatre screen. Only trusted entities, ideally deployed in secure environments or implementing physical protection, will be given access to the decrypted content. Content will be decrypted contingent upon usage rules agreed on by content owners, distributors and exhibitors. The system should also be renewable in case of a breach of security in any part of the system, and allow watermarking and/or fingerprinting of the content for providing traceable forensic evidence in the case of a theft of the content.



1.2.



Document Conventions



For the purposes of this document, the following command language conventions apply in italics: Shall



Conforming Digital Cinema systems are required to support the requirement.



Should:



Conforming Digital Cinema systems are strongly suggested to support the capability.



May:



Indicates an allowed behavior for a conforming Digital Cinema systems.



All text highlighted in red are items that are in a state of flux or are contentious. Text that does not contain command language is defined to be explanatory and cannot contain a requirement or permission.
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2. 2.1.



SYSTEM OVERVIEW



Functional Framework



For the purpose of documenting the specific requirements and standards for a Digital Cinema system, it is helpful to subdivide the system into a framework of components. The specifications and performance requirements for each of these components will be described in the following sections: •



Digital Cinema Distribution Master (DCDM) — The uncompressed, unencrypted file or set of files containing the content and its associated data



•



Compression — Is a process that reduces redundancy in source essence data. System requirements related to this process and its inverse, decompression are contained in this section



•



Security — Contains system requirements that bear on the protection of content intellectual property rights. Processes for encryption, decryption, key management, link encryption, and watermarking / fingerprinting are constituent elements of the security design



•



Packaging — Contains system requirements for the process of wrapping and unwrapping of compressed and encrypted files for distribution and play-out



•



Transport — Contains requirements related to the distribution of the packaged media



•



Theatre System — Contains the requirements for the system equipment installed at a theatre for control, scheduling, logging and diagnostics



•



Projection — The system and performance characteristics used to display the image on the screen



A functional framework of a Digital Cinema encoding and a decoding system are shown below in Figure 1 and 2.
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Figure 1: System Overview Functional Encode Flow System Spec v.3.doc
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Figure 2: System Overview Functional Decode Flow System Spec v.3.doc
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2.1.1.



System Key Concepts



2.1.1.1.



Post Production Digital Source Master (DSM)



The Digital Source Master (DSM) is created in postproduction and can be used to convert into a Digital Cinema Distribution Master (DCDM). The DSM can also be used to convert to a film duplication master, a home video master, and/or a master for archival purposes. It is not the intention of this document to, in any way, specify the DSM. This is left to the discretion of the content creator. The content could come from a wide range of sources with a wide range of technical levels.



2.1.1.2.



DCDM



This document specifies a DCDM for the purpose of exchanging the image, audio, subtitles (sub-picture or timed-text), captions (timed-text) and auxiliary data to encoding systems and to the Digital Cinema play-out system. The DCDM is the output of the Digital Cinema post production (not to be confused with the feature post production, which creates the DSM) and is the image structure, audio structure, sub-picture structure and timed-text structure. These structures are mapped into file formats that encompass the DCDM. This master set of files can then be given a Quality Control check to verify items like synchronization and that the feature is complete. This requires the DCDM files to be played out directly to the final devices (e.g. projector, sound system) in their native decrypted, uncompressed, unpackaged form. If the content does not meet this DCDM specification, it is the content creators’ responsibility to convert the content to the DCDM specification before it can be used for Digital Cinema.



2.1.1.3.



Hierarchical Image Structure



The DCDM shall use a hierarchical image structure that provides both 2K and 4K resolution files, so that studios can chose to deliver either 2K or 4K masters and both 2K and 4K projectors can be deployed and supported. This is illustrated in Figure 3, below.
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Figure 3: Hierarchical Image Structure This implies that all servers shall be capable of storing a compressed DCDM of 2K or 4K resolution. Media blocks for 2K projectors shall be able to extract and display the 2K resolution file from the 2K/4K DCDM file. Media blocks for 4K projectors shall be able to display the full 4K DCDM (if available), while being capable of resizing a DCDM containing only a 2K file.



2.1.1.4.



DCP



Once the DCDM is encoded, encrypted, and packaged for distribution it is considered to be the Digital Cinema Package or DCP. This term is used to distinguish the package from the raw collection of files known as the DCDM. Shown below is a typical flow for Digital Cinema. When the DCP arrives at the theatre, it is eventually decoded, decrypted and unpackaged to recreate the DCDM*. Although a visual proxy for the original DCDM, the DCDM* is likely to be mathematically different. DSM → DCDM → DCP → DCDM* → Image and Sound



2.1.1.5.



File / Frame Based System



It should be understood that this Digital Cinema system is built upon a file-based system. That is to say that all of the content is made up of data stored in files. These files are centered around image frames of content. The file is the most basic component of the system.
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2.1.1.6.



Store and Forward



It should be understood that the Digital Cinema system described in this document uses a store and forward method for distribution. This should allow the files to be managed, processed and transported in non real time. (Non-real time could be interpreted as slower than real time, or faster than real time.) After being transported to the theatre, the files are stored until play-out. However, it is recognized that during play-out and projection, the Digital Cinema content plays out in real time.



2.1.1.7.



Reels



Feature films have been sub-divided for some time into discreet temporal units called “reels”. It is understood that this concept and practice will continue in use for the Digital Cinema system. In a Digital Cinema a reel represents a conceptual period of time having a specific duration chosen by the content creator. Digital Cinema reels can then be electronically spliced together to create a feature presentation.



2.1.1.8.



Component Design



For the purpose of interoperability, the hardware and software used in the system should be easily upgraded as advances in technology are made. Upgrades to the format should be designed in a way so that content can be distributed and compatibly played on, both the latest hardware and software, as well as earlier adopted equipment installations. The Digital Cinema system should provide a reasonable path for upgrading to future technologies. It should be based upon a component architecture (e.g. Mastering, Compression, Encryption, Transport, Storage, Play-out, Projection) that allows for the components to be replaced or upgraded in the future without the replacement of the complete system. It is the intention of this Digital Cinema specification to allow for advances in technology and the economics of technology advancement.



2.1.1.9.



Media Block



The Storage and Media Block (MBlk) are components of the Theatre Playback system. The storage is the hardware that holds the packaged content for eventual playback. The Media Block is the hardware device (or devices) that converts the packaged content into the streaming data that ultimately turns into the images and sound in the Theatre. These two components can be physically contained together or they can be physically separate from each other. (Where decryption ocurrs in the MBlk, it shall be understood that the MBlk is a Secure Media Block or SMB.)



2.1.1.10.



Reliability



A key part of the Digital Cinema system is reliability. In the realm of Digital Cinema, the presentation should not be interrupted except in the event of a catastrophic failure of the Digital Cinema System (e.g. loss of power) or a natural disaster. There will be cases where equipment will fail (such as happens now with traditional 35mm film equipment), however, the time between failures and the speed at which it is repaired, should meet or reduce the time it takes to repair traditional 35mm film equipment. Each individual theatre system shall have a Mean Time Between Failure (MTBF) of at least 10,000 hours. Any system or sub-systems within a theatre complex shall have a Mean Time To Repair (MTTR) that shall not exceed 12 hours.
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3. 3.1.



DIGITAL CINEMA DISTRIBUTION MASTER



Introduction



The Digital Cinema Distribution Master or DCDM is a collection of data file formats whose function is to provide an interchange standard for Digital Cinema presentations. It is a representation of images, audio and other information whose goal is to provide a complete and standardized way to communicate movies between studio, postproduction and exhibition. A specific instance of a DCDM is derived from a Digital Source Master (DSM) that is created as a result of a postproduction assembly of the elements of a movie. A DCDM may be transformed into a Digital Cinema Package for distribution to exhibition sites (see Section 6, “Packaging”). Alternatively, it may be sent directly to a playback system for quality control tasks.



3.1.1.



DCDM System Overview



3.1.1.1.



Functional Framework



For the purpose of documenting the specific requirements and specifications for the DCDM, it is helpful to subdivide the system into a framework of components. The specifications and requirements for each of these components will be described in the following sections: •



Image — The image specification and file format



•



Audio — The audio specification and file format



•



Text — o Sub-Picture — The pre-rendered open text specification and file format o



•



3.1.2.



Timed Text — The timed text data specification and file format



Auxiliary Data — The auxiliary data specification and file format



DCDM Key Concepts



The Digital Cinema Distribution Master (DCDM) is the fundamental interchange element in the system. It is perceived that digital mastering technology will continue to change and develop with time. Bearing this in mind, the DCDM shall accommodate growth. There are several areas that will be affected by the progression of the mastering technology such as: color space, resolution, sampling frequencies, quantizing bit depths and interfaces. In the process of creating feature films, a Digital Source Master, or DSM, is produced from which many elements are created, (e.g. Film Distribution Masters, DCDM, Home Video Masters, Airline Version Masters and Broadcast Masters). It is not the goal of this specification to define the DSM. Instead, it is recognized that the DSM may be made of any color space, resolution, sampling frequency, color component bit depths and many other metrics. It will be the responsibility of the content creator to convert the DSM to the DCDM defined in this section (e.g. 625/50 4:2:0 DV with analog audio to a DCDM). The DCDM contains all of the content required to provide a Digital Cinema (DC) presentation. The DCDM(*) provides two functions, one is an interchange file format to the distribution process (e.g. compression, encryption, packaging etc.), and the other is to directly send to the play-out system. In the first instance, the process may be performed in real time or non real time. In the second instance, the DCDM* shall be required to play out in real time. System Spec v.3.doc
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3.1.3.



DCDM Fundamental Requirements



The Digital Cinema Distribution Master has some basic requirements that are stated below.



3.1.3.1.



Common File Formats



The DCDM shall use a common standardized file format for each element (image, audio, sub-picture, etc.)



3.1.3.2.



Frame Rates



The DCDM image structure shall support a frame rate of 24.000 Hz. The DCDM image structure may also support frame rates of 48.000 Hz for the 2k image file only. The frame rate of any individual DCDM master shall remain constant. Metadata shall be carried in the image data file format to indicate the frame rate.



3.1.3.3.



Synchronization



The DCDM file formats shall carry information to provide for frame-based synchronization between each files. At a minimum, it shall include a start of file and a continuous frame count.



3.2. 3.2.1.



Image Image Concepts and Requirements



This section defines a common interchange for Digital Cinema uncompressed image structures and files. This includes an image structure, aspect ratios, common color space, bit depth, transfer function, and the file format required to present content properly to a Digital Cinema reference projector.
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3.2.1.1.



Image Structure



The parameters for the image structure of the DCDM are shown below for reference and are to follow SMPTE xxxx Standard for Digital Cinema – Digital Cinema Distribution Master (DCDM) Image Structure. (see Annex) The DCDM shall provide an image container that consists of either a 2K or 4K image file as defined in Table 1:



Layer 4k 2k



X Pixels Y Pixels 2160 4096 2048



1080



Container Aspect Ratio



Pixel Aspect Ratio



1.896 1.896



1:1 1:1



Total M PELS Frame Rate 8.8474 24.00 2.2118 24.00, 48.00



Table 1: Primary Image Container



3.2.1.2.



Aspect Ratio



Aspect ratios, other than what is shown in Table 1, are possible. Metadata shall be carried in the image file format to define the Aspect Ratio, active x pixel count and y pixel count within the container. All pixels shall have an aspect ratio of 1:1. (For some examples see Table 2 below.) Metadata: AR = the aspect ratio of the image (ratio of width to height, expressed as a decimal) Px = number of active x pixels in image Py = number of active y pixels in image



Level 4k 4k



Px 4096 3996



Py 1714 2160



AR 2.39 1.85



Pixel Aspect Ratio 1:1 1:1



2k 2k



2048 1998



858 1080



2.39 1.85



1:1 1:1



Total M PELS 7.0198 8.6314 1.7572 2.1578



Table 2: Aspect Ratio Examples
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3.2.1.3.



Center of Image



The center of each image aspect ratio shall correspond to the center of the pixel matrix. Horizontally, there will be an equal number of active horizontal pixels to the left and to the right of the center point. Vertically, there will be an equal number of vertical pixels above and below the center point. Ex. Px=4096 Py=2160 Center of image is between x (2048 and 2049), y (1080 and 1081)



3.2.1.4.



Color Primaries



It is recognized that each DSM format will have a different set of color primaries (e.g. 709, P7v2, future laser). The DCDM uses the CIE color primaries X, Y, and Z. The chromaticity coordinates of the encoding primaries are shown in Table 3. Metadata shall be provided as to the DSM primaries, so that the projector shall map the color to its own primaries. (See Projection section for Decoding Color Primaries) Encoding Primaries X Y Z



x



y



u’



v’



1.0000 0.0000 0.0000



0.0000 1.0000 0.000



4.0000 0.0000 0.0000



0.0000 0.6000 0.0000



Note: x, y, u’ ,v’ refers to the chromaticity coordinates defined by the CIE. Table 3: Chromaticity Coordinates of the Encoding Primaries



3.2.1.5.



Color Gamut of Reference Projector



The color primaries of the Reference Projector (used in content creation or color grading) shall be defined by metadata in the packaged DCDM.



3.2.1.6.



Bit Depth



The bit depth for each code value shall be 12 bits.



3.2.1.7.



Transfer Function



The following equation defines the encoding transfer function: 1



 L  2.6 CV = 4095 *   P Where: CV is the resulting Code Value for a color component. L is the luminance in cd/m² (assuming all three code values are equal) P is the peak luminance in cd/m² (e.g. peak = 48 cd/m² or 14 fL ) 4095 = 212 – 1 System Spec v.3.doc
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3.2.2.



File Format



One of the common file formats used for the DSM is SMPTE-268M commonly know as the dpx file format. It is generally understood that this image frame per file format works well for single frame processing, however does not lend itself well as a streaming file format. Realizing that the DCP will use the MXF file format for interchange, the DCDM image file format shall be a SMPTE MXF Generic Container (SMPTE 384M Proposed Standard – Material Exchange Format [MXF] Mapping of Uncompressed Pictures into the Generic Container. (See Annex SMPTE Recommended Practice -xxxx Mapping of DCDM Image Structure into a MXF Uncompressed Generic Container).



3.2.2.1.



DPX mapping into MXF



Using SMPTE 384M one can map the dpx file format into this MXF file format. There are however critical items that must be addressed. •



The DCDM MXF file structure shall use the frame wrapping method



•



The dpx file format provides for a rich set of metadata to be included with the image data. This can provide confusion as to what is important and necessary for the downstream application. Provided below are the required metadata fields for the DCDM.



•



Of the metadata required below, only the “Frame Position in Sequence” shall be provided for each frame. The Remaining items shall be listed once per reel



3.2.2.2.



Synchronization



The MXF file shall contain metadata that indicates the first frame of image. The metadata shall also contain a continuous frame count as well as the frame rate at which it was intended to play out at.
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3.2.2.3.



DPX Metadata Required Fields



Metadata shall be used to describe the image information and parameters required to successfully interchange the DCDM uncompressed Image file. The following information, shown below in Table 4, is the minimum required metadata to successfully interchange files. [All of the information in the Data field shown in Bold is exact data. All of the information in the Data field shown in italics is example data. All of the other fields in the DPX file that are not image data and are not listed below, SHALL be filled with UNDEFINED values as listed in ANSI/SMPTE 268M section 3.2.]



Name File Information Header Magic Number Offset to image data Version Number of header format Total Image size in bytes Image Filename Encrypted key Image Orientation Number of image elements X Resolution (Pixels per line) Y Resolution (Lines per image element) Image Information Header Data sign Descriptor Transfer characteristic Colorimetric specification Bit Depth Packing Encoding Offset to data element n Image Source Header X Center Y Center Pixel Aspect Ratio Motion-Picture Film Information Frame position in sequence Sequence length (frames) Frame Rate (Frames/sec) Image Aspect Ratio



Type



Length (bytes)



ASCII U32 ASCII



4 4 8



U32 ASCII U32



4 100 4



U16 U16 U32 U32



2 2 4 4



U32 U8 U8 U8 U8 U16 U16 U32



4 1 1 1 1 2 2 2



R32 R32 U32*2



4 4 8



2048 1080 1:1



U32 U32 R32 U32*2



4 4 4 8



1 28800 24 2.39:1



Exact Data



Data SDPX 2081



V2.0 42139648 Perfect_Movie_R1 FFFFFFFF (For unencrypted) 0 1 4096 1714



0 50 0 (new DCDM) 0 (new DCDM) 12 1 (Check) 1 (Check) 2081



Table 4: DPX Metadata Required Fields
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3.3.



Audio



3.3.1.



Audio Concepts and Requirements



Digital Cinema Audio requires standardized characteristics, channel mapping, and a file format to successfully play out in a motion picture theatre.



3.3.2.



Audio Characteristics



The necessary characteristics are: bit depth, sample rate, channel count, and reference level. The specific details can be found in SMPTE xxxx Standard for Digital Cinema - Digital Cinema Audio Characteristics (see Annex). The following parameters are given for reference below.



3.3.2.1.



Bit Depth



The bit depth shall be 24 bits per sample.



3.3.2.2.



Sample Rate



Irrespective of the associated image frame rate the audio sample rate shall be forty-eight thousand samples per second per channel, commonly expressed as 48.000 kHz. The 48 kHz sample rate may be expressed in terms of image frame rate. As example, according to AES AES11-1997, Table 1 at a rate of 24.000 frames per second each audio channel shall have exactly 2000 audio samples per image frame.



3.3.2.3.



Channel Count



The delivered digital audio file system and the play-out equipment shall support a minimum channel count of sixteen full-bandwidth in phase channels, not all of which need be used for a given DCDM. Two of these channels are reserved for the future use of HI (hearing impaired) and VI (visually impaired, or descriptive narration) channels.



3.3.2.4.



Digital Reference Level



Digital inputs and outputs shall have a nominal reference level of -20 dBFS and output 85dBc SPL per channel.
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3.3.3.



Channel Mapping



Channel mapping defines where the individual audio channels are assigned and the labeling of channels in a Digital Cinema audio system. This is done to aid in the identification and the location of channels, thus, enabling uniform expression and communication of source audio channels to Digital Cinema playback loudspeakers. The method for channel mapping shall follow SMPTE Standard for Digital Cinema – Channel Mapping. (see Annex) The general parameters are given below for reference. Table 5 provides information required to map the Digital Audio channels. (See Figure 4 for the auditorium speaker layout.) Notice that future mapping is included as well. The Cinema Audio Processor in the theatre system should identify the label and route the audio to the correct output, (i.e. the Media Block maps the channels per the label). AES Pair #



Channel #



Label



1 1 2 2



1 2 3 4



L / Left R / Right C / Center LFE / Screen



3 3 4 4 5 5



5 6 7 8 9 10



6



11



6 7



12 13



7 8



14 15



8



16



Description



Far left screen loudspeaker Far right screen loudspeaker Center screen loudspeaker Screen Low Frequency Effects subwoofer loudspeakers Ls / Left Surround Left wall surround loudspeakers Rs / Right Surround Right wall surround loudspeakers Lc / Left Center Mid left to center screen loudspeaker Rc / Right Center Mid right to center screen loudspeaker Cs / Center Surround Rear wall surround loudspeakers LFE-Rear / Future Rear Low Frequency Effects subwoofer loudspeakers HI / Hearing Impaired Compressed dialog centric mix for the hearing impaired VI-N / Narration Narration for the visually impaired Vfc / Vertical Height Top of screen loudspeakers-Vfl/Left if stereo Front /Future employed Vfr / Future If stereo vertical height employed- Right Center of auditorium ceiling loudspeaker Ts / Top Center Surround/ Future Future



Diagram Ref # 1 5 3 6 2 4 7 8 9 13 15 16 11 12 10



14



Table 5: Audio Channel Mapping
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(11) L Vertical Front R if stereo (11) if mono Screen Left (1)



Left Centre (7)



(12)



Right Centre (8)



Centre (3)



Sub



Right (5)



Sub



(6)



(6)



SCREEN



Right Surround (4)



Left Surround (2)



Top Centre Surround (10)



Centre Surround (9) LFE-Rear (13)



Figure 4: Auditorium Speaker Placement
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3.3.4.



File Format



The audio file format shall be the EBU Broadcast Wave file format. (.wav) {EBU Tech-3285 version 1 (PCM WAVE coding), see Annex} An extension to this standard is required to formally support more than two channels.



3.3.4.1.



Synchronization



The wav file shall contain metadata that indicates the first sample of audio data. The metadata shall also contain a continuous frame count relative to the image as well as the sample rate at which it was captured.



3.4.



Text Rendering



3.4.1.



Text Rendering Concepts and Requirements



Digital Cinema provides the opportunity to have a subtitling system that could carry multiple languages as part of the data essence. Along with subtitling, text localization’s, titling and captioning could all be part of the new Digital Cinema experience. However, captioning and subtitling, need to be clearly identified as two separate entities. The content and delivery can be very different. Traditionally, the audience for captioning is the hard of hearing. The delivery is usually "closed" or optional to the viewer and is usually displayed on a personal device of some sort. Subtitling is generally associated with a foreign language translation for localizing a movie in a particular territory. Subtitles are "open" or displayed on the screen as part of the movie, without option. Subtitling and localization’s (e.g. France 1895) are designed for a particular look with creatively chosen fonts and drop shadows. With Captioning the source language (what is spoken in the movie) and the target language (what appears as captions) are most often, as in the case of English, the same. For Subtitling, the source language and target language are different because the goal of subtitling is to translate the movie. Following are some definitions of terms dealing with Captioning and Subtitling. It should be recognized that Subtitles: •



May be supplied pre-composited into the digital cinema image files (Burned-In)



•



May be supplied as pre-rendered bitmaps. (Sub-Picture)



•



May be supplied as documents containing text and attributes for rendering in a specified font. (Timed Text)



•



May be rasterized and overlaid by the server, an in-line processor or the digital cinema projector



It should be recognized that Captions: •



May be presented on LED Displays driven by a captioning processor receiving timing data from the digital cinema server



•



May have separate projection systems driven by a captioning processor receiving timing data from the digital cinema server



Section 3.4.2 will define Sub-Picture requirements. While Section 3.4.3 will define the requirements for Timed-Text streams, which could be used for Subtitles and/or Captions. System Spec v.3.doc
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3.4.2.



Sub-Picture



A Sub-Picture data stream is a multiple-image data stream intended for the transport of visual data supplemental to a motion picture. The data is designed for graphic overlay with the main image of a Digital Cinema motion picture. It is designed only for an open display and not for a closed display. It is envisaged that the Sub-Picture data stream will typically be used for the transport of open subtitle data. This document defines the format of the SubPicture data stream that is stored as a DCDM file.



3.4.2.1.



File Format



A DCDM Sub-Picture data stream shall contain zero or more PNG files, together with directions provided by a XML navigation file. The navigation file allows the Sub-Picture author to exactly define, to the Sub-Picture decoder, the appearance of Sub-Picture images over a period of time. (Defined in the SMPTE Standard for Digital Cinema - SubPicture XXXX [see Annex].)



3.4.2.2.



Rendering Intent



The PNG file shall be rendered with knowledge of color space and pixel matrix of the display device.



3.4.2.3.



Frame Rate and Timing



The XML navigation file specifies the temporal resolution of the Sub-Picture data stream. A Frame count, Time In, Time Out, Fade Up Time and Fade Down Time shall be supplied that corresponds to the main image. The data stream actual frame rate shall be equal to the frame rate of the associated DCDM main image.



3.4.2.4.



Synchronization



The equipment or system that encodes or decodes the Sub-Picture data stream shall ensure that temporal transitions within the data stream are correctly synchronized with other associated DCDM data streams. The equipment and file shall allow for the capability to re-sync after a restart of the system.



3.4.2.5.



Decoders



DCDM compliant Sub-Picture data stream decoders shall recognize and correctly render all critical syntactic elements stated in SMPTE Standard for Digital Cinema - Sub-Picture XXXX (see Annex).
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3.4.3.



Timed Text Concepts and Requirements



Timed Text (e.g. Captions and/or Subtitles) is unicode text information that may be presented at definitive times during a Digital Cinma presentation. There are some fundamental requirements for Timed Text such as:



3.4.3.1.



Single File Format



The Timed-text data shall be provided in a single Standardized XML Unicode Text File format defined by SMPTE Standard for Digital Cinema - Timed Text Standard XXXX (see Annex). This shall peovide for presentation via: •



Overlay in main or secondary projector image (open)



•



External display (closed)



3.4.3.2.



Character Sets



The timed text file format shall provide character sets and symbols for all languages.



3.4.3.3.



Downstream Manipulation



The timed text file format shall allow addition of elements after mastering.



3.4.3.4.



Restart



The timed text file format shall allow for the capability to re-sync after a restart of the system.



3.4.3.5.



Default Font



The timed text file format shall have a Default Character Set. There should be a default Unicode character set and a default font for that character set.



3.4.3.6.



Identification



The timed text format shall require the language of each stream of text to be identified.



3.4.3.7.



Searchable



A pure text stream should isolate content from rendering markup for searchability.



3.4.3.8.



Multiple Captions



The timed text format shall allow the display of multiple captions simultaneously. This allows for spatial representation for captions when two people are talking simultaneously. There shall be a maximum number of 4 lines of text allowed for simultaneous display.



3.4.3.9.



Synchronization



The equipment or system that encodes or decodes the timed text data stream shall ensure that temporal transitions within the data stream are correctly synchronized with other associated DCDM data streams. This shall be accomplished with a XML
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3.5.



Auxiliary Data



3.5.1.



Auxiliary Data Concepts and Requirements



Current day control systems, usually called “Automation” systems, orchestrate systems such as curtains, masking, and lights. Digital Cinema control methods are expected to differ significantly from those found in cinemas today. Supervisory types of control will be much broader in application than in today’s systems, allowing interface to specialized controls for theatrical events. Many of these concepts and requirements are covered in the Packaging and Theatre Systems sections. Some of the fundamental information pertaining to encoding is covered here, with the detailed information for its use is covered in the Theatre Systems Section.



3.5.2.



Show Controls



Many of today’s “automation” controls shall be driven by a time-based event list such as the system's "Show Play List", and can be classified by their show control functions, as in the partial list below. •



First frame of content



•



First frame of intermission



•



First frame of intermission



•



First frame of end credits



•



First frame of end credits on black



•



Last frame of content



Show control “Events” or “Cues” are required for the Theatre system operator to preprogram the timing of show control events. Such “Events” or “Cues” may indicate events such as the beginning of the title, beginning of the intermission, beginning of the credits, and the end of the feature. The “events” or “cues” will normally be placed into the Digital Cinema Composition Playlist as defined in the Packaging section. If more extensive show control is required, then a show control DCDM auxiliary data file may be used.



3.5.2.1.



DCDM Auxiliary Data File Format



The Auxiliary Data File format shall conform to SMPTE-12M for Television, Audio and Film- Time and Control Code.(see Annex) Using this method control information may be imbedded into the user bits of the 24 FPS LTC time code.
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4. 4.1.



COMPRESSION



Introduction



Image Compression for Digital Cinema will use data reduction techniques to decrease the size of the data for economical delivery and storage. The system will use perceptual coding techniques to achieve an image that is visually lossless. It is important to note that ima ge compression is typically used to ensure meeting transmission bandwidth or media storage limitations. This results in image quality being dependant on scene content and delivered bit rate. Digital Cinema image compression is much less dependent upon bandwidth or storage requirements, thereby making bit rate dependant on desired image quality rather than the reverse.



4.2.



Compression System Overview



4.2.1.



Functional Framework



For the purpose of documenting the specific requirements and specifications for a Digital Cinema Image Compression system, it is helpful to subdivide the system into a framework of symmetric components. These components are: •



Compressed Image File — The representation of the conformant bit stream (generated by the encoder) as a file that is suitable for delivery to the theatre.



•



Encoder — An embodiment of the encoding process.



•



Encoding Process — Converts the original sequence of source pictures into a bit stream conformant with the image compression specification.



•



Decoder — An embodiment of the decoding process



•



Decoding Process — The process precisely defined by the image compression specification, that reads a conformant bit stream (contained in the compressed image file) and produces decoded pictures.



4.2.2.



Image Compression Key Concepts



This section defines the requirements of a high quality image compression system, and more specifically the operation of a conformant Digital Cinema content theatre decoder. The encoder algorithms are not defined by this specification. This allows for continuous improvement of encoders and their adaptation to specific applications, within the bit stream syntax definition. In general, the compression system should support the resolution and frame rate levels defined for the DCDM. It is understood that new levels may be added in the future, and that any compression method must be prepared to deal, within reason, with such new levels.



4.2.3.



Image Compression Fundamental Requirements



The image compression system shall meet the following requirements:
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4.2.3.1.



One Publicly Available Compression Specification



The Digital Cinema Image compression system shall use one worldwide-standardized image compression specification. The specification must be published in sufficient detail so that any party can build encoders and decoders.



4.2.3.2.



License



A license for patents that read on the image compression specification shall be made available without compensation to applicants desiring to utilize the license for the purpose of implementing the standard; or a license shall be made available to applicants under reasonable terms and conditions that are demonstrably free of any unfair discrimination.



4.2.3.3.



Visually Lossless



The image compression system shall be visually lossless under normal viewing conditions. Visually lossless is understood to mean that the reconstructed moving pictures after decompression shall not be distinguishable from its original by a human observer when exposed to typical viewing conditions in a theatre set-up. This applies to different kinds of material, such as live action, animation and computer generated. These conditions include projection on a large screen in a typical theatrical environment, by experienced viewers.



4.2.3.4.



Random Access



The Standard shall support limited random access capabilities. (e.g. restarting the system after a power failure and for reel replacement. A reel shall be a minimum of one second).



4.2.3.5.



Hierarchical Compression



There is a preference for the compression system to employ a “hierarchical” approach. That is to say, there would be a 4k file compression required by all systems and a 2k file that could be extracted from this file format to provide for 2k projection systems.



4.2.3.6.



Constant Quality



The compression system shall support constant quality compression, which may employ a variable bit rate method.



4.2.3.7.



Concatenation



Concatenation with other compression schemes is not recommended.



4.3.



Compression File



4.3.1.



File Format



4.3.1.1.



Compressed Image File



The compressed image file shall be a standard file format such as that specified by : System Spec v.3.doc
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ISO/IEC 15444-1:2000 Information technology – JPEG 2000 image coding system – Part 1: Core coding system



•



ISO/IEC 15444-3:2002 - Motion JPEG 2000 –Part 3.



4.3.1.2.



Synchronization



The file format shall support synchronization of moving pictures, subtitles, audio, captions, and metadata streams. The file format shall support synchroni zation of playback of a very long movie (e.g., up to 10 hours).



4.3.1.3.



Splicing



The file format shall support multiple streams of moving pictures and metadata, to be played back in a sequence. For example, trailers, local commercials, and movies could be played back in a sequence. This capability shall also be applicable to multi-versioning (different play lists, e.g. for restricted viewing or general viewing). This splicing of streams shall not create artifac’s that are visible in the image.



4.3.1.4.



Indexing



The standard shall program/presentation.



4.3.1.5.



support



labeling



sufficient



to



enable



indexing



into



a



Start/Stop



The file format shall support start, stop and restart at predefined points with appropriate consideration for buffering and pre-roll issues.



4.3.2.



File Transfer



4.3.2.1.



Distribution Media



The standard shall support all types of distribution media: tape, hard disk, optical media, satellite, cable, fiber and Internet.



4.3.2.2.



File Segmentation



The file format shall support bit stream partitioning such that a single piece of content may be partitioned into smaller atomic units. The compression standard shall support protocols and packet sizes or file systems and file segmentation appropriate to each type of distribution media. The encryption and packaging system may require metadata from this operation.



4.3.2.3.



Error Detection and Concealment



The file transfer should include the capability for error concealment. However, in most cases digital cinema will be transmitted over relatively low-noise channels, so that error concealment may be much less necessary than it is for television.
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4.4.



Decoding



The decoder is an embodiment of the decompression portion of an algorithm meeting the requirements described above. The following is a list of requirements for the Digital Cinema Decoder:



4.4.1.



Decoder Input



4.4.1.1.



File



The compression image file shall be a standard file format such as that specified by: •



ISO/IEC 15444-1:2000 Information technology – JPEG 2000 image coding system – Part 1: Core coding system



•



ISO/IEC 15444-3:2002 - Motion JPEG 2000 –Part 3.



. The file shall meet all of the requirements as stated above in the Encoder File format as well as provide for real-time decoding. The compressed file specification should also permit decoding to begin before receiving all of the compressed input.



4.4.1.2.



Splicing of File Segments



The encoded bit stream syntax, decoder specification and the file format must allow the decoder to play a concatenation of reel elements together into a presentation, not unlike a theatre’s film platter.



4.4.2.



Decoder Output



4.4.2.1.



Physical Interface



The output of the decoder should be visually identical to the input of the encoder, subject to the criteria above, i.e., the output of the decoder system should be visually identical to the DCDM. The output must be decoded and transmitted to the projector in real time. If the connection between the decoder and the display is subject to open access, then the transmission across this interface shall be encrypted. If the projector supports link encryption, the projector shall be a trusted entity and obtain its link encryption key in a secure manner from the decoder. Until such time as there is agreement among projector manufacturers regarding an appropriate interface, in practice the decoder output format may be dictated by the requirements of a particular projector.
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X Pixels 2872



Image Image Pixel Aspect Aspect Y Ratio Pixels Ratio 2160 1.33 1:1



Bit Rate Total MPELS 6.204



GBits/sec 24 FPS 5.360



1 Minute @ 24 FPS (GBytes)



Data Storage 1 Hour @ 2 Hour @ 24 3 Hour @ 24 FPS FPS 24 FPS (TBytes) (TBytes) (TBytes)



40.199



2.412



4.824



7.236



3586



2160



1.66



1:1



7.746



6.692



50.193



3.012



6.023



9.035



3996



2160



1.85



1:1



8.631



7.457



55.931



3.356



6.712



10.068



4096



2048



2.00



1:1



8.389



7.248



54.358



3.261



6.523



9.784



4096



1714



2.39



1:1



45.493 2.730 7.021 6.066 Note: These are raw image sizes without headers.



5.459



8.189



Table 6: Example Uncompressed 4k Image File Sizes (12 bits @ 24 FPS)



Compressed Bit Rate



Mbits/Sec 45 60 80 100 150 200 250 300 350



Compressed Storage Sizes 1 Minutes @ 1 Hour @ 24 2 Hours @ 3 Hours @ 24 FPS FPS 24 FPS 24 FPS (Mbytes) (Gbytes) (Gbytes) (Gbytes) 338 20.25 40.5 60.75 450 27 54 81 600 36 72 108 750 45 90 135 1125 67.5 135 202.5 1500 90 180 270 1875 112.5 225 337.5 2250 135 270 405 2625 157.5 315 472.5



Table 7: Compressed Image File Sizes System Spec v.3.doc



Page 27



11/25/03



DCI, LLC Private Draft Document. Not for Publication.



DCDM Aspect Ratio



Uncompressed Bit Rate per Level



1.33 1.66 1.85 2.00 2.39



Gbits/sec 6.204 7.746 8.631 7.248 6.066



Compressed Bit Rate Mbits/Sec 45 60 80 100 150 200 250 300 350



Ratio n:1 Ratio n:1 Ratio n:1 1.33 137.9 103.4 77.6 62.0 41.4 31.0 24.8 20.7 17.7



1.66 172.1 129.1 96.8 77.5 51.6 38.7 31.0 25.8 22.1



1.85 191.8 143.9 107.9 86.3 57.5 43.2 34.5 28.8 24.7



Ratio n:1



Ratio n:1



2.00 161.1 120.8 90.6 72.5 48.3 36.2 29.0 24.2 20.7



2.39 134.8 101.1 75.8 60.7 40.4 30.3 24.3 20.2 17.3



Table 8: Compression Ratios for 4k Files 12 bit @ 24 FPS
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5. 5.1.



SECURITY



Introduction



“Security” for Digital Cinema must address a set of needs unique to content protection. First, it must protect the value of the content. Next, it must offer cost effective and flexible solutions to a mix of cooperating but competitive content distribution sources, exhibition outlets and participating equipment suppliers. It must enable a variety of different security solutions from multiple suppliers to be responsive to stakeholders needs. Finally, it must offer means for contemporary technologies in encryption, access control, copy protection, forensics and reporting to be applied to effect reliable solutions that serve the interests of the industry, now and in the future. This section sets forth the requirements for and basic description of an end-to-end approach to Digital Cinema security. It addresses content protection, and the management of associated security data necessary for persistent control over content access. Achieving security objectives through “security management” is viewed as a prime requirement, and a security architecture is defined that enables interoperability between Security Managers (SM) and the rest of the Digital Cinema infrastructure. It defines open interfaces that security systems will use to facilitate encoding and playback. This section of the System Specification is organized as follows: •



Fundamental Requirements — This subsection describes the system-level goals which security implementations are intended to meet.



•



Security Architecture — This subsection defines the fundamental DC security architecture, the notion of security management and the role of the “Security Manager”.



•



Content Packaging — This subsection specifies security practices during final content preparation steps: compression, content encryption, creation of associated security metadata (part of the content package) and security data such as keys and licenses.



•



Content and Security Data Transport — This subsection specifies security practices for electronic transmission or physical delivery of Content and Security Data.



•



Theater Systems — This subsection specifies security practices used at exhibition.



•



Trust Domains, Certificates and Policy — This subsection describes the requirements for trust infrastructures, use of certificates and the development of security policies.
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5.2.



Security System Fundamental Requirements



This section describes the system-level goals which security implementations are intended to meet.



5.2.1.



Single Compatible Inventory



The security system shall allow a single DCinema package to be usable at every compliant exhibition installation. Note 1: This suggests a single encryption algorithm used with a single packaging format for all distribution recipients. Note 2: This does not preclude that a content provider may choose to distribute different packages to different exhibition facilities to achieve regionalization or other security objectives.



5.2.2.



Interoperable



The security architecture shall ensure that systems can be assembled using compliant equipment from a variety of manufacturers, that they will perform defined functions in known ways, and that they will behave together in a secure and trusted manner. Note: This suggests that the system will have an open, generalized framework that defines and identifies fundamental (generic) security functions, and industry-standard interfaces upon which interoperable security communications, standard message protocols and management structures can be layered.



5.2.3.



Coexistence of Multiple Providers



The security system shall support coexistence of multiple security service and equipment providers. The system shall be designed so that risks related to compromise or malfunction of a service or equipment unit are limited to those processes that explicitly rely on that service or equipment. Note 1: If several security providers are present in a single exhibition facility, e.g. supporting different content providers, they need not depend on mutual trust. Note 2: Some exhibition equipment may be shared between high-security feature content and lower-security alternative content. The security architecture must maintain the desired security level for feature content without precluding use of the same equipment for other purposes at other times.



5.2.4.



Reliability



The security system shall recognize that the show shall go on except in extreme circumstances. Redundancy and backup methods shall be supported. Note: The degree of reliability at a particular facility will depend on the choice of equipment and service providers at that installation, and may be a differentiating factor among alternative vendors.



5.2.5.



Renewable Components



Components of the security system shall be replaceable or by-passable without undo alterations to surrounding equipment. The use of renewable components wherever possible System Spec v.3.doc
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5.2.6.



Support Forensics and Attack Detection



The security system shall support forensic techniques to establish the circumstances surrounding a security failure with regard to the threats listed below. The system shall support pro-active techniques to discover that security attacks are in process prior to an actual security failure. Note: This suggests that secure logging services will be a component of the security system.



5.2.7.



Resist Threats



The security system shall resist the following threats: •



Full-quality content theft



•



Low-quality content theft



•



Unpaid (unknown) theatrical exhibition



•



Unauthorized manipulation of content



•



Exhibition at unauthorized facilities



•



Violation of business confidentiality



•



Denial of service



These threats are described in more detail in the Threat Table [see Annex].



5.2.8.



Flexibility



The security system shall allow content providers to establish individual security policies through choice of acceptable service and equipment providers. Note: Compliance with this System Specification constitutes a baseline security policy which is intended to be satisfactory for general use by all stakeholders in initial Digital Cinema implementations. The System Specification is not, however, a complete security policy or implementation specification. Compliance alone does not constitute or insure a security policy sufficient to meet all stakeholder Digital Cinema security objectives.



5.2.9.



Support Current Distribution Practices



The security system shall not force unnecessary changes in existing film-based distribution business practices. Note: The system shall not preclude that the stakeholders may explore alternative business methods, which may involve security system features.
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5.3.



Security Architecture



This section describes the components and information flows that support the Digital Cinema security goals.



5.3.1.



Security Management Reference Model



Implementation of security for Digital Cinema begins with a decomposition of the problem into its simplest components, and observing them in light of traditional information flows for the business. For purposes of describing security information flows, we shall define “data types” and speak in terms of “data flows”. In the area important to standardization, there are fundamentally two basic types of secured data “to” exhibition: •



Content — This is the encrypted DCP.



•



Security Data — This is information created from the DCP encryption process, basically keys and associated parameters that will be required to enable a showing.



•



There is a third type of data not currently targeted for standardization that the industry has referred to as “digital rights expressions” or DRE. DRE consists of the business agreements (inclusive of play-out rules) that the business parties may associate with the movie. The DCI security architecture can be implemented and operated by minimizing or eliminating DRE as a standardized data type. That is the approach described in this specification.



We also define security data “from” exhibition: •



Log Data — This is data that is collected as a result of exhibition location activity.



To the above information types and flows, we add the operational components of DCP creation, distribution, security management and exhibition. These elements are shown in Figure 5 below, which is referred to as the digital cinema Security Management Reference Model.



Security Management Reference Model Distributor L



DCP



Distributor M Distributor N Exhibition X



Digital Rights Expressions



Exhibition Y



DCP Exhibition Z



Studio A Studio B



Security Manager 1



Studio C



Security Manager 2



Authentication, Key Delivery & Logging



Security Manager 3



DCP Source



Security Data



Figure 5: Security Management Reference Model System Spec v.3.doc
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The DCP and Security Data are linked logically, but independent from a transport view. They are both encrypted for transport, and are necessarily brought back together to facilitate a showing.



•



The model has “depth”, with multiple players at each stage. Content and its associated security data may go via different distributors to multiple exhibition locations, and the play-out intentions and exhibition locations may vary. Likewise, the return of log data will be subject to wide variability.



•



The Reference diagram shows “Security Managers” (SM) for accepting security data, and managing the authentication, key processing and logging functions associated with exhibition. SM implementation (distribution, location) is deliberately unspecified, other than noting multiple competing SMs exist.



•



Exhibition play-out is subject to different conditions (location, time windows, equipment authentication) that for business and security purposes must be tested and enforced. Thus the security architecture must anticipate a means to provide for persistent control over play-out, and accountability for exhibition activity. This is the function of security management.



5.3.2.



Security Management



As described above, in the context of security for Digital Cinema, a primary conceptual issue is the separation of “security management” from “content management.” This is a distinction that comes from the recognition of two desirable attributes for Digital Cinema security. First, that content, once encrypted, is “purpose neutral and safe” and can be allowed to take any path desired at any time to any destination. Thus, content management is less demanding from a security perspective, and can be implemented along lines that are oriented towards commercial cost effectiveness or convenience. The second is that access to content can be made strictly subject to criteria controlled by a security management function. That is, content access is enabled or denied by control over security data. This latter function is delegated to what is called a “Security Manager” (SM), and it is this function that purposefully exists as a separable and functionally unique product/vendor solution. The SM is given responsibility for control over movement, protection and use of security data for content access. The SM is selected by the rights owner (or his assignee) to oversee protection and processing of security data on a “movie package by package basis.” Rights owners may choose to work with one or many SM providers, and SM providers compete for the role of providing their services. It is assumed that multiple SMs may exist at exhibition, and in line with the concept of interoperability, SMs must be renewable and/or replaceable. This approach provides choice, and a means to blend unique security implementations and/or features within a standardized architecture according to SM vendor specific preferences. The SM, however, must operate within a Digital Cinema security communications framework that is based on open standards and interfaces using defined message types that support functions and processes required by the Security Entities identified within this section. The concepts illuminated above place the SM (and of course the company behind it) as the ultimate focus of security system “trust” for both rights owner and exhibition stakeholders. It is a given that both business parties embrace the interest of “security” as fundamental, yet it is recognized that “someone” must be responsible for the selection of the security manager function. It must also be true that ultimately the providers of such services and SM functional entities must be beholden to a single business partner. It is therefore recognized that SM System Spec v.3.doc
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5.3.3.



Security Interfaces Framework



The Reference Model emphasizes (a) the main data types and data flows that involve security, (b) that content management and security management processes are distinct, and (c) the role of the Security Manager. In order to develop security standards for meeting essential requirements for interoperability, the points of interoperability must be defined. These are described in the Security Interface Framework (SIF). The purpose of the SIF concept and diagram is to describe the generic (abstract) components and interfaces that support “basic system security”. Equipment and operational interoperability can be realized by defining communications standards and normative behavior for the interactions over these interfaces — independently of how equipment is actually physically configured. The generic components are called “Security Entities” (SE) and the links are called “security interfaces”. Together this is called the Security Interface Framework (SIF). The SEs are described in detail in Section 5.6.2, but they are introduced in conjunction with the SIF diagram, Figure 6. In practice these interfaces or entities may physically or logically be part of additional functions. For example inside the SPB (secure processing block), and between the MD (Media Decryptor) and LE (Link Encryptor) most probably will be the decompressor. The decompressor does not participate in security, therefore it is “invisible” to the SIF, as are the content (essence) paths, or any non-security related communications that may take place on these interfaces. This abstraction separates “security” from other signal processing, and allows the requirements of security-only processes to be specified independently of other functions. It also allows such specifications to be independent of any particular implementation strategy. The SIF interfaces are numbered, and they fall into two “classes” of security communications: •



Extra-theater Messages — Messages that move information outside of (or to) the theater.



•



Intra-theater Messages — Messages that move security information within the theater.



Two of the primary considerations for security communications design are message coding (i.e. how the message body will be coded) and security wrapper (how the contents of the System Spec v.3.doc
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Security Interface Framework Extra-Theater Message Interface: (1) SM Message Delivery (KDM, RLM) TMS / SMS



Intra-Theater Interfaces: 2



SM to: (2) TMS/SMS (3) SPB (4) MD (5) LE (6) LD



MD 4 LE 5



1



Security Manager 3



Notes: SPB is a generic physical perimeter that may surround one or more SEs in any combination. The TMS and SMS may be combined or separate.



SPB



6 LD



Figure 6: Security Interface Framework, Entities, and Interfaces



5.3.4.



Generic Security Diagram



The following diagram is a simplified example showing the two data types (content and security data) in the context of their creation at post production and delivery/usage at exhibition using the services of the SM. The SIF standardized interfaces and basic Security Entities are also shown (and numbered accordingly). This diagram shows that the critical elements for Digital Cinema security standardization are at exhibition, where most of the security processing equipment and associated interfaces are located. The goal is to define the SIF interfaces and associated messaging as interoperability points, thus enabling plug and play for equipment that functions in a compliant way to these definitions.
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Figure 7: Digital Cinema Security Messages The Key Delivery Message can be used to both deliver keys to a Theater and to a Distributor. The Security Manager is expected to support vendor specific messages in addition to the baseline standard messages.



5.4.



Content Encryption and Packaging



This section specifies security practices during final content preparation steps: compression, content encryption, creation of associated security metadata (part of the content package) and security data such as keys.



5.4.1.



Content Handling Prior to Distribution



Prior to distribution, digital content is normally stored and transported in several physical media forms. Its safe handling is one of the most important considerations for prevention of digital media piracy. At this stage, secure handling is particularly critical because: •



Media is often in unencrypted form, where no technical protections interfere with duplication and piracy



•



Regardless of whether the content is encrypted or not, successful theft at this point in the workflow can result in high commercial losses in the critical early window time frame.
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Access to physical media shall be limited to those individuals who require it for a specific function in the production workflow.



•



Access control mechanisms shall be able to identify all the people who had access to the media, and when they had access.



•



Temporary copies shall be destroyed immediately after their purpose is served.



•



Records shall be maintained showing that secure handling policies are being followed, and supporting traceability in the event of content theft



•



If specified by the content owner, watermarking techniques shall be used to further support traceability. (See Section 5.6.8.3)



DCI has adopted recommended practices regarding inventory control, tracking, and storage of media [DCI-RP-001, see Annex].



5.4.2.



Content Encryption



Content Encryption or file encryption is the first and most important protection layer applied to high-value digital media content. Content encryption addresses several of the fundamental requirements in Section 5.2. For example, in order to provide for single inventory distribution, a single encryption algorithm and a single packaging scheme is specified for general distribution. Content encryption is applied under the control of the content owner and should not be removed until actual play-out at an exhibition site (unless by specific design a DCI-approved exhibition security subsystem implements an alternative approach, such as localized DCP decryption followed by re-encryption, etc. [see also Section 5.6.8.3.1 regarding fingerprinting options.])



5.4.2.1.



Encryption Algorithm



The encryption method is based on the AES cipher in Cipher Block Chaining (CBC) mode with 128-bit keys. Image frames shall be encrypted as independently-decryptable units and each encrypted frame shall comprise a whole number of cipher blocks, in order to support mid-show restarts. Each frame has a random 128-bit Initialization Vector to start the CBC mode. The CBC mode requires that the length of the plaintext be padded to a multiple of the cipher block size, which is 16-bytes for AES. The padding method shall be PKCS #5, which adds one to sixteen bytes of padding where each pad byte has a value that is equal to the number of the padding; for example, in hexadecimal these would be “01h”, “02h.02h”, “03h.03h.03h”, etc. The encryption and packaging scheme shall follow the following standards: •



SMPTE XXXX AS-DCP Track File Encryption [See Annex]



•



SMPTE YYYY Track File Specification AS-DCP [See Annex]



This encryption standard is also applicable to sound, subtitle, and other essence types. It shall be the choice of the content creator whether all, some or none of the content of a complete presentation is to be encrypted. For example, (1) image may be encrypted and audio is not encrypted, or (2) an unencrypted “leader” may be embedded at the head of an encrypted image reel.
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5.4.2.2.



Integrity Check Codes



Cryptographically strong check codes may be created during or after the encryption process; these codes allow appropriately-configured exhibition equipment to detect accidental or intentional alterations to content during each playback. The integrity check code is computed on the encrypted or unencrypted content on a per-frame basis. [see Annex: SMPTE XXXX AS-DCP Track File Encryption] Where check codes are employed, the HMAC-SHA-1 algorithm shall be used with a key that is 128-bits or larger. If possible, the HMAC-SHA-1 key should be unrelated to the AES key.



5.4.2.3.



Number of Keys



The number of keys used to protect a work will be the choice of the content creator, within the technical limitations defined in packaging standards. Likewise, the decision to create a number of differently-keyed copies of a single work shall be the choice of the content creator. A small number of keys should be used, unless there is well-defined security or operational justification. Security experts believe that the AES encryption algorithm is strong enough to allow the quantity of data in an entire feature (picture, sound, subtitles, etc.) to be encrypted with a single 128-bit key. However, the hardware that decrypts the sound, or other non-picture information, may not be as attack-resistant as the hardware that decrypts the picture, so it is advisable to use a different key for each different encrypted essence type. Different reels or track files within a single feature may be encrypted under distinct keys if the content owner desires to cryptographically enforce limitations on access to language or ratings versions. However, specifying a large number of keys can cause key buffering difficulties that could impact the overall reliability of showing.



5.4.2.4.



DCP Encryption Facilities



DCP encryption shall be performed in controlled-access facilities. Keys used for the encryption shall be generated and used in hardware (tamper-resistant) modules and should not appear in the clear outside these modules. A secure messaging protocol shall be used when transferring keys among encryption equipment, key repositories (e.g. those at postproduction houses, distributors, and studio archives), and key distribution facilities. The SMPTE XXXX KDM protocol is acceptable for this purpose, but its use is not mandated. Key repositories shall follow practices which ensure adequate protection of keying material against theft or loss. [Recommended practices TBD.] Content Owners will select DCP encryption facilities based in part on security considerations. Owners are likely to request a third-party review of the security of the facility, its operating procedures, and its cryptographic equipment.



5.4.2.5.



Encryption Place in Packaging Workflow



Standard methods of packaging and encryption permit operational flexibility. The following options are available: •



A complete unencrypted “content” package may be post-processed with encryption.



•



Individual image or sound files may be encrypted, then post-processed with packaging (such packaging shall not rely on access to encryption keys).
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Packaging and encryption may be performed as a single operational step.



In the case that files are encrypted prior to packaging, the encryption system must accommodate the requirements (e.g. whole number of cipher blocks per frame) of the subsequent packaging step.



5.4.2.6.



Integrity-Check Place in Packaging Workflow



There is operational flexibility in application of integrity check codes, within the constraint that the codes can only be computed after the encryption step. Check codes would normally be incorporated during initial packaging of content for distribution. It is also possible to add integrity information to an existing package as a post-processing step.



5.5.



Content and Security Data Transport



This section addresses the transport of the two fundamental data types that go “to” exhibition: DCP media files and Security Data. As developed in the Security Reference Diagram, these data forms take independent paths to the exhibition location, where they are reunited at show time under the support services of the Security Manager.



5.5.1.



Content Transport



Transport of the DCP media file may take place in either physical or electronic form. Media files are assumed to leave the encoding process in fully encrypted form, according to the requirements of the previous section, and be in the “DCP” packaged form according to the following documents: SMPTE XXX Track File Specification AS -DCP, SMPTE YYY AS-DCP Track File Encryption, SMPTE ZZZ AS-DCP Composition Playlist [see Annex]. It is therefore the case that from a cryptographic position, media files are secure, “purpose neutral and safe”. However, from a systems security view, it is desirable to control as much as possible each and every issuance of a DCP package, and its eventual distribution and destruction or recovery. This is because a by-product of many types of “single inventory distribution” is the property that certain types of security compromises (e.g. loss of content key secrecy) make all available DCP files potential sources of easy attack and or fodder for illicit distribution. Therefore DCP file transport security is an integral part of overall systems security. “Transport” is considered that stage of media handling between DCDM encoding/encryption and playback that involves movement of the DCP. During Transport, DCP content may be converted between forms, such as: •



Transportable physical media (e.g. optical disk, magnetic tape, removable hard drive)



•



Fixed magnetic storage (e.g. hard disk arrays at transport facilities)



•



Transient electronic representation (e.g. network or satellite services)



For purposes of security, Transport by definition does not include stops along the way for any legitimate forms of viewing. Therefore, at no part of Transport shall the DCDM content encryption be removed, whether the DCP movement is by electronic or physical means. Content may only be decrypted at the exhibition site under the policy of a Security Manager authorized by the content owner.
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5.5.1.1.



Physical Media Transport



Physical Media can consist of many different forms such as DVD  (disc-based), DLT, DTF etc. (tape-based), Hard Drive, or Integrated Circuit RAM/ROM.] Considering that compromise of cryptographic keys may occur, physical media that is encrypted is still subject to piracy. Physical media must be securely stored, copied, distributed, and destroyed under appropriate inventory control procedures. DCI has adopted a recommended practice [DCI-RP-002, see Annex] for secure handling of physical media in distribution. These practices shall be followed unless deviation is specifically authorized by the content owner.



5.5.1.2.



Electronic Media Transport



When digital media content is delivered electronically, signals usually pass through network facilities or over radio transmissions where undetected interception can easily occur. The distributor or transport service may apply an additional layer of protection to the already encrypted digital media file or files. Though not a requirement, this second encryption layer prevents unauthorized access to or visibility of all components of the DCP, many of which may not be encrypted. Only those receivers with the proper decryption systems and associated cryptographic keys will be able to decrypt and interpret the header information (metadata, authorization and authentication, ID’s, etc.) attached to the original encrypted files. Also, with this layer in place, any digital media that was not encrypted (by error or intent) will be protected during transmission. While transport layer encryption is strongly encouraged for distribution approaches that subject media files to “broadcast” types of access, it is considered a particular attribute of implementation, and not part of these recommended standards.



5.5.1.2.1.



Transport Encryption Layer



An optional transport encryption layer may be used if desired. The associated security data (cryptographic keys) shall be independent from that used during DCP file encryption to ensure multi-layer protection. Key management for the Transport Encryption layer shall be the responsibility of Transport. Unlike DCP encryption key management, it need not be interoperable among different providers.



5.5.1.2.2.



Inventory Control and Tracking



Electronically transported Media inventories shall be controlled and tracked. Each electronic file transmission, by satellite or terrestrial network, shall be logged. For unicast (single-recipient) file transfers, the network address and identity of the recipient shall be logged.



5.5.1.3.



Fixed Magnetic Storage



Transport service providers will often include facilities that retain DCP content on fixed storage servers. Such servers feed electronic delivery channels such as satellites and data networks. In addition, when replication of transportable physical media (e.g. disks or tapes) is part of the Transport service, master files for replication may be held on fixed storage servers. DCP content on fixed storage shall retain the original content encryption. It may employ an additional layer of encryption if desired. Fixed storage servers shall be located in controlled-access facilities. Systems shall be designed to restrict file access, either System Spec v.3.doc
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5.5.2.



Security Data Distribution



This section describes the extra theater messages used to distribute security data and focuses on the Key Delivery Messages that delivers the content decryption keys along with their validity dates. The security data include information such as content decryption keys, validity dates for those keys, digital certificates and digital signatures.



5.5.2.1.



Extra Theater Messages



Security Data transport by way of extra-theater messaging was introduced in the SIF discussion of Section 5.3.3. This section builds the details of such messages. The development of extra-theater messages is done around the “Key Delivery Message” or KDM, but this message is recognized as an instance of what is fundamentally a generic message format. The digital cinema Key Delivery Message (KDM) and all other extra-theater messages shall be based on a generic XML security wrapper — that is an XML message protocol design that is extensible as a basis for other messages beyond just key delivery. This security wrapper is appropriate for unidirectional messaging. The primary benefit of designing a generic security wrapper is to substantially reduce the probability that new extra-theater messages will introduce security flaws. The detailed security assessment of this security wrapper need be performed once (and has been performed), and only minor examination will be required for each new message. Like the DCP, extra theater messages are also “purpose neutral and safe” — meaning they may take any number of pathways to their destination, in either physical or electronic form. Unlike the DCP, extra theater messages are not “single inventory”, but are targeted primarily at a single recipient (options do exist for multiple recipients, however). The generator and recipient of extra theater messages are by definition a SM. Currently, DCI envisions that there will be extra-theater messages for: •



Delivering content decryption keys to Distributors and to Theaters,



•



Delivering revocation lists to Security Managers both inside and outside of theaters,



•



Acknowledging the receipt of revocation lists



•



Sending logging information to designated recipients.



Security vendors are likely to have other proprietary messages, and it is strongly recommended that all such new messages be based upon the DCI predefined generic security wrapper. The details of the DCI KDM and generic security extra theater message are defined in the document titled “Specification for the Key Delivery Message” [see Annex]. This document includes a detailed design for the KDM. The critical goals are strong message security and to include sufficient information to enable interoperable implementations. The KDM incorporates the use of X.509 certificates, which are described further in a separate document. Herein we describe the main attributes of the KDM and extra theater messages in general.
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5.5.2.2.



KDM Message



The KDM is the extra-theater message of primary importance, as it is the fundamental vehicle for moving security data to the theater. Destined for a single SM recipient, it carries mainly two types of information: content key(s) and a play-out time window for a particular DCP (or portion there-of). The Key Delivery Message (KDM) is a baseline message specifically designed for the confidential and authenticated delivery of cryptographic keys associated with d-cinema content over unidirectional channels, e.g. e-mail or physical media. The KDM is designed so that it may be delivered independently from the content with which it is associated, decoupling content from key management. This allows for distribution and processing flexibility. A KDM may, for instance, be sent well in advance of the content with which it is associated or re-sent after the content has been delivered.
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Figure 8: KDM Information Flow As depicted in Figure 8, a KDM is exchanged between an Issuer, in possession of a number of content keys, and a Recipient, to whom a number of content keys are to be delivered. More specifically: •



The Rights Owner creates encrypted content and packages the collection of keys needed to decrypt that content into one or more KDM that are signed by the Rights Owner and sent to the Distributor.



•



The Distributor receives the KDM and uses information (obtained separately) to decide which theater SMs need to be given copies of the keys (or subsets of those keys). Using the generic message wrapper philosophy supported herein, the Distributor may have received or generated the information about how the content is to be rolled out (which theaters get the keys when) via XML format in another message that is encapsulated in a generic security wrapper.



•



The format of the KDM to the Distributor and the theater-SM is the same.



In this model, the Distributor has a trust relationship with the Rights Owner, and a large number of trust relationships with Theaters. The Distributor acts as a translator of trust in that on behalf of the Rights Owners it can sign KDMs sent to the individual theaters and all those theaters do not need a direct trust relationship with the Rights Owner. Basically, the Rights Owner trusts the Distributor to assemble and send the KDMs to the System Spec v.3.doc



Page 43



11/25/03



DCI, LLC Private Draft Document. Not for Publication. appropriate theaters. The Rights Owner needs to be able to audit the behavior of the Distributor, but that just means that when the Distributor signs a KDM, it must include the name of the recipient (the target theater-SM) in the set of data that is signed.



5.5.2.3.



Design Considerations



This section summarizes key design considerations behind the KDM. These characteristics are specific to the KDM, but “general characteristics” are also applicable to the generic form of extra-theater messages. •



The type and version of the message is clearly identified using a unique XML namespace.



•



Each message has a globally unique identifier that can be used to index the message for storage or target the message for revocation.



•



The message has exactly one signer and one or more recipients, though a baseline KDM will only have one recipient. The identity of the signer and the recipients is part of the information that is signed. This prevents a message intended for one recipient from being modified to resemble a message to another recipient. The signer knows and expresses the identity of the recipient and the issuance time of the message at the time the signature is created. The issuance time may differ from the signature time, enabling the signer to pre-sign a collection of messages that will all be issued at the same time.



•



The message has two parts. One part is authenticated and public (anyone can see the information and anyone can verify the signature of this information). The other part is authenticated and private (anyone can verify that the encrypted information has not been modified, though only the intended recipient can decrypt this part of the message).



•



To avoid various attacks, the signature on the message covers both the plaintext and the ciphertext version of the authenticated and private portion of the message as well as the authenticated and public portion.



•



A unique identifier for the issuer, the content, and the content keys is collectively bound to the value of the content keys. This makes it harder to splice the encrypted portions of one message into another message or to take an encrypted portion that is part of some other message and make it look like a valid KDM.



•



X.509 certificates are required by this generic security wrapper.



•



The XML scheme for the message is valid in both encrypted and unencrypted forms, so standard XML cryptography toolkits and XML parsing tools can be used throughout the handling of the KDM.



•



KDM messages (and all extra-theater messages) are limited to a maximum length of 4k bytes for the authenticated portion of the message.



•



A single KDM message may contain multiple keys that refer to the same content (same ContentId). Each key is identified by a ContentKeyId. This allows a single message to be generated, even if the target content makes use of multiple keys. It also simplifies processing by the recipient, which only has to locate a single KDM to find all the keys for a given content. However, an SM must be able to handle content where the required decryption keys appear in more than on KDM.
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A unique identifier, the ContentKeyId is associated with each content key, allowing each encrypted d-cinema asset, e.g. track file, to uniquely reference the key used in its encryption. A single key can be used to protect multiple track files.



•



The message includes a NonCriticalExtensions parameter to support vendorspecific extensions. As the name of the parameter implies, these extensions are not necessary to process the message and may be ignored by baseline interoperable implementations.



•



The only standard information associated with the use of the content keys is a validity date range (time window). All the keys have the same validity range. More complex expression of licensing rights is intentionally left out of this baseline message, but could be added in the NonCriticalExtension parameters.



5.5.2.4.



Overview of KDM



The following diagram presents an overview of the KDM.



Figure 9: XML Diagram for the KDM The three main parts of the KDM are the AuthenticatedPublic, the AuthenticatedPrivate, and the Signature. The AuthenticatedPublic section contains the encrypted content decryption keys for the KDM message. The Signature section identifies the signer’s certificate and protects the integrity and authenticity of the AuthenticatedPublic section and the AuthenticatedPrivate section (both plaintext and ciphertext versions).
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5.6.



Theatre Systems Security



5.6.1.



Theatre System Security Architecture



For purposes of this chapter the “theater system” is comprised of those components that exist at an exhibition location that are required from a security perspective to support a showing. In defining the theater system architecture, the desire is to be independent of specific implementations, and to employ a generic approach based upon standardized interfaces, entities, entity functions, and data flows. In Section 5.3 we described the Security Interface Framework or SIF and security messaging concept models, and identified the fundamental security data types of Content and Security Data, which are treated separately for distribution. These two data types are re-united at exhibition in a persistently controlled fashion in order to make each showing an independently enabled and recorded event. Among the objectives for the theater security system is to treat exhibition as an island, meaning that once certain playback criteria are met, the location should be free to control its playback processes without need for external controls or support. For this reason, Security Data deliveries to the theater have been developed as one-way (or off-line) “messages”. This has less to do with security and more to do with design requirements based on reliability goals and supporting business realities, but it results in establishing a number of security requirements. Figure 10 shows a generic theater system from the perspective of the major security interfaces and processing components. Three different implementation examples are shown, using three auditoriums, with a single centralized area. Entering the central area is the content (DCP) and Security Data, the latter in the form of the “Key Delivery Message” or KDM. Three different forms of SM implementations are shown: •



SMa — Distributed implementation with proprietary theater boundary interface



•



SMb — Exhibition-based SM using standardized KDM theater boundary interface: electronic



•



SMc — Exhibition-based SM using standardized KDM theater boundary interface: physical



This diagram does not attempt to depict functions that are unrelated to security (e.g. decompression), but does anticipate such functions by noting where plain text data may exist. The fundamental Security Entities (SE) as developed in the SIF “go to work” in this diagram, as do the SIF standardized interfaces which are numbered to match those defined in the SIF. Note that for exemplary purposes, different SM to auditorium SE interfaces are shown amongst the three auditoriums. A general process flow is as follows: Content is assumed stored in encrypted form in “storage”, which may be either centralized or auditorium-based. At show time content is streamed to the Media Decryptor (MD), which decrypts content in real time for projection (also in real-time). Auditoriums 1 and 2 show the use of link encryption and the associated LE and LD SEs. Auditorium 3 shows an integrated projection system inclusive of MD, decompression (in the “plain text” box) and projection. Auditorium 2 also shows an independent clear text processing block, which is an example of where fingerprinting might be applied. Fingerprinting can obviously be applied also in the secure media block of auditorium 1 or as part of the processing in the projector in any of the implementations — the point is that these standardized interfaces provide interoperability points for enabling different forms of implementations, and ease of future upgrades. System Spec v.3.doc
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Digital Cinema Security Implementation Examples



SMS



AUDITORIUM 1



2



DCP



5



4



STORAGE



MD



Plain Text



5



LE



LD



Secure Media Block



P



Projection System



TMS



Key Repositories



2



SMS



AUDITORIUM 2



2 3



Theatre Network



Key Delivery Message (KDM)



MD



1



SM



A



1



1



SM



C



Plain Text



LE



Secure Process Block



SM



B



SM



C



3



3



LD



Plain Text



LE



LD



Projection System



Secure Process Block



SMS



P



AUDITORIUM 3



2



3 MD



Physical KDM



Plain Text



P



Projection System



Notes: Double-lined componets are physically secure. Circled numbers are the SIF "security interfaces".



EXHIBITION



Figure 10: Digital Cinema Security Implementation Examples
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5.6.2.



Theater System Security Entities



This section describes the fundamental Security Entities (SE) around which all security interoperability is defined. There are six “functional” SEs, and one generic form. All SEs shall communicate via standardized intra-theater communications as defined in Section 5.6.3. All SEs must be secure devices (trust islands) and use the TLS security wrapper, except the TMS and SMS (which may optionally use TLS). Specific SE normative requirements and behaviors shall be specified in documents external to this system specification. Each SE listed below shall be required to support “basic systems functionality” as defined therein. These normative SE specifications shall define functional operation sufficient to enable plug and play for intra theater communications and message sequencing behavior.



5.6.2.1.



Functional Security Entities



Security Manager (SM) — The SM was introduced in Section 5.3 as the SE given responsibility for control over the movement, protection and use of Security Data. In the theater, the SM is the focus of trust and responsibility for overseeing that security data, delivered to the theater in the form of the KDM, is used to enable showings according to agreement between the distribution and exhibition stakeholders. “Persistent security” is required, so the SM(s) in the theater participate in this role continuously (for the life of the engagement). In addition to the SM, there are five specific-function SEs which perform narrowly defined security roles: •



TMS — Theater Management System — Assumed to be the “main manager” of the theater. The TMS is the entity that performs pre-show activity such as playlist generation and querying SMs for satisfaction of play-out criteria. This may involve multiple SMs, so coordination required for preparing for play-out is assumed a TMS function.



•



SMS — Screen Management System — Assumed to be assigned to each screen, the SMS is “streaming aware”, meaning it is the intelligence called upon where required for real-time assistance, for example, telling SMs to feed keys to the MD if the keys cannot be cached in the MD in advance of the play-out.



•



MD — Media Decryptor — The SE responsible for accepting content keys from SM(s), and performing real-time content decryption. Keys are securely and uniquely delivered to the MD by the SM(s).



•



LE — Link Encryptor — Optional SE for real-time encryption of post-MD decrypted content, wherever such content will be transferred from one physically secure environment to another.



•



LD — Link Decryptor — Optional SE for reception and decryption of LE encrypted content.



Any of these entities may contain or be combined with other functions, but the security functions and associated communications are defined only with respect to the entity’s normative function and interface type. If SEs are combined with other devices or functions (including other SEs), then for compliance, access to the requested fundamental SE function must be available via the standardized interface, and all SE security requirements must be followed. The only exception to these requirements is
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5.6.2.2.



Secure Processing Block Security Entity



To assist in the flexibility for combining SEs and to encourage cost efficiencies afforded by such combinations (e.g. coupling for physical protection), in addition to the above functional entities, a generic type of SE is defined called a “Secure Processing Block” (SPB). The SPB is primarily defined as physical container that has a specified physical perimeter, within which SEs and/or other clear text processing functions may be placed (e.g. decompression, fingerprinting, stand alone color corrector). Though the SPB has no specific signal processing function, (a) it is logically addressable independently of whatever function(s) it contains, it (b) it has a certificate and (c) it securely communicates using TLS. Additionally, being a trusted device, the SPB may act on behalf of other SEs it contains. Thus, depending upon implementation configuration, SMs may communicate directly with SEs inside the SPB, or via the SPB’s message interface. This enables simple implementations of SEs within a communal SPB perimeter, and off-loading of TCP/IP and TLS processing to the perimeter. Because the focus of the SPB is as a physical perimeter, the SPB formal specification (see Annex SPB document) contains general guides for physical implementations that are applied to all SEs. That is, physical security requirements for all SEs are specified using the SPB as the “general” perimeter.



5.6.2.3.



Secure Media Block



The Secure Media Block (SMB or sometimes just “media block”) is a term that has been widely adopted. The media block is a type of SPB that contains an MD, a decompressor, and optionally an LE. The media block might also contain watermarking or fingerprinting functions, or these could be implemented in a separate SPB.



5.6.2.4.



General Statements About SEs



Each of the above SEs has a SIF interface that is considered unique for that type of SE (as numbered in the SIF diagram). A baseline set of messages and defined behavior will be defined for each interface, between the SM and each respective SE. Depending upon implementation, not all SEs will be required in all situations (for example link encryption might not be needed when the MD is inside the projector, or the SMS may not be distinctly separate from the TMS). The TMS and SMS interfaces are essentially identical, because their functions may well be shared or combined according to implementation. Additionally, these SEs need not be secure devices (i.e. trust islands), need not follow SPB physical implementation requirements, and they do not need to provide TLS security wrappers for their messaging. For these reasons their interfaces are considered the same in the context of the SIF diagram. [Note: At the time of this writing, methods are being reviewed for eliminating any real-time play-out dependence of MDs on other SEs for keying support. This may eliminate the need for defining the “SMS” as an SE type, at which time this SE will be removed from the spec.]
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5.6.3.



Intra-Theater Communications



Intra-theater communications shall be assumed to be bi-directional and continuously available (under normal operating conditions) TCP/IP between all theater SEs. The supporting theater network may carry other forms of messaging, for example other types of theater management command and control. But for security purposes the network must be isolated from the outside by appropriate firewalls, and all security messaging that is the subject of this section must utilize the security communications specifications as defined here-in. As in the case of extra theater messages, intra-theater communications is layered, with the message body logically separated from the message security wrapper. There are two layers: 1) Message Body. This represents the information in the message, such as keys, logging data, or other payload. The body shall be represented in XML format. 2) Message Wrapping. This represents the cryptographic security mechanisms that implement the privacy, integrity, authenticity and non-replay requirements. The intra-theater computing environment provides interactive bi-directional communication between all security entities, and the components are physically secured and trusted to protect and appropriately use the information in the message body. For example, the Media Decryptor resides in a Secure Processing Block that is robust enough to protect the highly sensitive keys for digital content. Digital Cinema data and control messages (not media content) sent between Digital Cinema SEs within a theater shall be protected by a secured session using the TLS protocol (sometimes called SSL version 3.1). The TLS session provides the authentication, privacy and integrity properties needed by the messages.



5.6.3.1.



TLS and Intra-Theater Requirements



The following list summarizes the security requirements for intra-theater data and control messages. 1) The privacy of the messages shall be ensured by AES encryption with 128-bit keys. 2) The key agreement or transport mechanism shall have 128-bit security. 3) The integrity (tamper detection) of the messages shall have 128-bit security. 4) The authenticity of the messages shall have 128-bit security. 5) The SM must be able to authenticate the entities to which it sends content keys. 6) Each SE shall have its own identity and the ability to authenticate itself to other entities. 7) A replayed message shall be rejected or recognizable as a replay. 8) All theater entities must be able to communicate bi-directionally. 9) The security mechanism must allow for the sequencing of control messages (out of order detection) and for linking reply messages to request messages. The following list summarizes the theater security and computing environment: 1) Control messages are sent over a 100 Mbps Ethernet channel using TCP/IP. 2) Secure SEs are considered Islands of Trust. Each island is trusted to protect the content of messages and use it in appropriate (i.e. policy-conformant) ways. The System Spec v.3.doc
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5.6.3.2.



TLS Sessions



The communication within a theater follows a spoke and hub (star) model, where the Security Manager (SM) is the hub and the other Security Entities (SEs) are at the ends of the spokes. In general, the SM mediates all communication between the other SEs; they do not directly communicate with each other. (There is an exception for certain physically-protected communications between SEs within a single SPB, see Section 5.6.5.2.) At the start of each day the SM will open a TLS connection to each SE that it expects to communicate with. TLS supports an “initial-connection” handshake and a “re-connection” handshake that is much faster. At least once per day, the SM will perform the initialconnection handshake. The resulting cryptographic keys can continue to be used throughout the day with the faster re-connect handshakes. During the initial-connection handshake TLS mutual authentication must be used, which means that the SM is given the certificate chain of the SE, and the SE is given the certificate chain of the SM. However, only the SM must validate the certificate chain against a list of trusted root certificates and against a list of revoked certificates or keys. The non-SM SE is not required to have a list of trusted root certificates or store a revocation list. An SE may receive sets of keys and instructions from a number of different SMs during the course of a day’s showings. An SM certificate, even if not validated against a root of trust, provides strong identification of the SM which is responsible for each set of keys and instructions.



5.6.3.3.



TLS Access Control Management



The SM must support a secure way to configure the set of SEs that an SM is allowed to communicate with. It is important that this configuration information is setup by a trusted person/process to ensure that rogue SE devices are not introduced into the theater environment. The SM must authenticate the identity of the person that authorizes each TLS access configuration change with a mechanism that has a less than one in a million chance of accepting a guess at the authentication information. This mechanism must also ensure that there is less than a one in one hundred thousand chance that an attacker would get the correct authentication value over the course of a single minute. The authentication mechanism should identify a specific person, not a role. Changes to the access control setting must be logged and traceable back to the specific person who created the change.
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5.6.3.4.



TLS Logging



All security entities must be capable of logging the source and destination IP address and port number for each TLS connection. The maximum size of this log is not specified, though it is expected to be larger for the SM than for the other SEs. The log must be able to record the date and time of all TLS connections that are rejected. If the SE does not have any other reason for knowing the date and time, then the date and time fields can be replaced by a counter value. The log must be able to resist flooding attacks. For example, if too many log records are created in a single minute, the SE shall note that records were skipped. The log must be able to record the Certificate Thumbprint of the other entity that establishes a TLS connection to this entity.



5.6.4.



Theater Operations



Content transport and receipt is covered in Section 5.5.1. Here we start by assuming content resides in DCDM encrypted form in the “storage” element of Figure 10. “Content” may be any number of collections of essence as more fully described in other sections of this specification. What is noted here is that the “show” may consist of theater-arranged sequences of such essence, any of which may be encrypted or not, and that multiple SMs may be the custodian of security data required for play-out. With respect to security, theater operations break down into primarily three categories: preparations, play-out and post play-out. The first and last are considered non-real time, while the play-out process will obviously need to consider real-time show support requirements.



5.6.4.1.



Pre-show Preparations



Pre-show preparations include a number of tasks that should be performed well in advance of show time. This is to insure that there is adequate time for various processing needs, and to provide a safe time buffer for fixing or correcting any potential problems that might interfere with a successful showing. •



Content preparation — During or after content loading in the theater the SM may need to pre-process or otherwise examine the content stored on theater storage devices. This may require SM(s) to examine “lists” or the content itself.
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Play list and decryption preparations — Each composition play list will have associated with it one or more KDMs which contain both time window constraints and decryption keys specific to that list. At least once per day the SMs associated with each composition should verify that the KDM criteria required for the composition are satisfied. (This is a recommended minimum check cycle; the business parties may define this requirement around other boundaries.)



•



Equipment authentication/verification preparations — In order for SMs to enable showings by delivering content keys, they must recognize and verify the certificate status of the SEs they will interact with to support the showing. This validation must take place prior to show time. In addition, SMs will have policies that have been agreed upon between distribution and exhibition. Such policies may include requirements that need satisfaction or attention ahead of the show, enable certain normal constraints to be bypassed, or otherwise dealt with.



•



Show play-out preparations — Theaters will assemble show play lists specific to each auditorium, containing various advertising, trailers, feature compositions (movies), etc. Because the final play lists may involve many content keys and multiple SMs, show preparations may require keys to be pre-staged in the auditorium.



5.6.4.2.



Show Play-out



Show play-out includes real-time security functions that support content decryption at the MD, link encryption/decryption stages, forensics and recording of specified logging data. •



Streaming media decryption — Showings will consist of a concatenation of essence files that may need serial or parallel decryption. One or more MDs and/or SMs may be involved. It is up to individual systems integrators to insure that their implementations can support the options that may present themselves within the scope of the overall standard. (At the time of this writing methods are being investigated to “soften” the need for real-time SM involvement during a showing.)



•



Link Encryption/Decryption — Since SM policy may require that SMs oversee link encryption (both equipment authentication and keying), the pre-showing and realtime requirements to support both ends of link encryption stage(s) may be required.



•



Forensic command and controls — Depending upon the type of forensic techniques that may be imposed on SEs or imprinted upon content, there may be a need to set-up or “feed” associated processing equipment.



•



Logging data recording — Certain SEs or forensic equipment may be required to record and maintain show time parametric data.



•



The requirements for SEs to support show-time intra-theater communications services of TLS sessions (for example, secure SM to MD communications) are not fully defined at this time. It is expected, however that SEs will be required to respond to SM commands during showtime.
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5.6.4.3.



Post Play-out



Post play-out activity primarily includes cleansing SEs of sensitive data, and collection of log data. •



MD or MB content key zeroing — Depending upon implementations and policies, Media Block or MD content keys may be zeroed on a showing or daily basis. This and other/similar cleansing of sensitive information must be confirmed between the requisite SMs and the SE.



•



Collection of log data — According to policy agreed upon between distribution and exhibition, log data will be collected by either SMs or TMS. (Some log data may be collected during show-time, as well.)



5.6.4.4.



Functions of the Theater SM



The theater SMs are responsible for overseeing the security aspects of the above functions. A list of the various SM functions in support of this includes: •



Receive and store KDMs required to support a showing, and when queried by the TMS confirm that the content IDs between DCP and KDMs match.



•



Maintain a list of all root certificates for authorities empowered to issue certificates for SEs at this facility. The certificates include RSA public keys.



•



Maintain a list of all root certificates for authorities empowered to issue KDMs trusted by this SM, if SM policy requires KDM originators to be authenticated.



•



Be able to authenticate communications.



•



Be able to perform/supervise all TLS session functions as defined.



•



Prepare and issue protected content keys to MDs (or SPBs) as required.



•



Support link encryption keying if required.



•



Support data logging as assigned (data collection, storage, secure distribution).



•



Be aware of secure time.



•



Provide “basic standards” functionality as defined for the SM (external document).



•



Enforce one or more specific policies beyond DCI “basic standards” as appropriate for the complement of policies entrusted to the SM. These requirements are outside of the basic standard, and are arranged between the SM provider and his customer (e.g. distributor or other business entities).



the



legitimacy



of



SEs



within



its



sphere



of



It will be commonplace for more than a single SM to exist in the theater. In such case each SM may operate independently of other SMs, but each will respond to the TMS in support of enabling play-out of content that the particular SM has control over (has KDM[s] for). A single physical SM may implement multiple distinct SM identities (“personalities”) on behalf of different rights owners. These personalities are the result of different policies that the SM may enforce as appropriate, depending upon the respective rights owner. For purposes of redundancy or backup, SM providers are encouraged to consider cooperation benefits.
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5.6.4.5.



SE Interoperability



In order to obtain interoperability at the security level, normative behavior for Security Entities must be defined for what messages are used when, and what results can be expected for equipment that exchange messages. The messages and associated message sequencing shall be defined in specifications yet to be written, and shall be sufficient to implement the pre-showing, showing and post-showing operations as defined above.



5.6.5.



Link Encryption



An exhibition installation may consist of several separate equipment units connected by communications cables. Link encryption protects content carried on these cables, and is required whenever cables are exposed after the Media Decryptor (MD) function. Link encryption may be applied to any media type (picture, sound, subtitle, etc.) Link encryption is not required when all sensitive data interconnections subsequent to the MD function are protected by adequately secure physical enclosures. Information on an encrypted link is protected because the information is encrypted under a secret key, and the Link Encryptor (LE) and Link Decryptor (LD) share this key. LE keys must be unique to each playback session in order to defend against replay attacks. A Security Manager (SM), on behalf of the content owner, is responsible for ensuring that LE keys are not revealed to illegitimate recording devices, which might be masquerading as valid DCinema equipment such as a projector.



5.6.5.1.



Link Encryption Cryptographic Method



There will likely be no single link encryption method universally deployed. Many link encryption methods are specific to particular communications channels and protocols, such as HD-SDI, DVI, and AES3. Furthermore, DCinema exhibition equipment can be shared with other program sources (“alternative content”) and the equipment may have operational modes with lower security characteristics. Non-DCinema equipment will coexist in the same projection booth as DCinema equipment. In this environment it is essential that content owners can maintain confidence that an adequate link encryption method is in use during each showing. This places the following requirements on link encryption endpoints (LE and LD): •



Each endpoint shall have a unique identity that can be validated by an SM using standard intra-theatre messages (Section 5.6.3) and logged.



•



Each endpoint shall protect and use link keys securely in accordance with a “trusted behavior” which can be known to the SM through the device’s identity.



•



If the endpoint has multiple interfaces and/or modes of operation, it shall not use keys intended for one operational mode or physical interface for any other mode or interface.



Exhibition systems using link encryption shall be configured so that each piece of entertainment content is protected by an encryption method that is satisfactory to the owner of that content. Standardization of a small number of strong methods, acceptable to all content providers, is a great benefit to configuring exhibition but is not strictly necessary for successful content protection. The following methods have been accepted by DCI as adequately strong for DCinema feature film content.
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Method Definition



Notes



SMPTE HDSDI [see Annex]



SMPTE DC28 draft (Ballot 2830B)



Specific to HD-SDI. AES-128 counter mode, full image encryption



Alternative link-encryption methods for HD-SDI are available; additional methods for HDSDI and other channels such as DVI have been proposed. Some of these methods encrypt only a portion of the image (“partial stream”) and some are based on global secrets which render their long-term security suspect. DCI has not determined whether these methods are or are not adequately strong for universal application in DCinema feature distribution.



5.6.5.2.



Link Encryption Control



Security Managers exert control over the link encryption process in the following ways: •



Verify that legitimate equipment is provisioned for the showing.



•



If an exposed link is present, verify that a link encryption method acceptable to the content owner is used.



•



Ensure that LE keys are delivered to the equipment provisioned, and not to a different device.



When a show contains content from multiple owners, different SMs may bear responsibility for different segments of the show. The link encryption control method shall ensure that a security failure in one SM does not threaten the protection of content managed by another SM. The approach to LE key management is illustrated in Figure 11. The SPB at the center of the figure includes a Media Decryptor, decoder (decompressor), and a Link Encryptor. The SM supervises key management both for content decryption (executed in the MD) and for link encryption, by means of interoperable messages exchanged using TLS. •



During the theater configuration phase, the SM is assured that the MD and LE identities reside within a single trusted SPB, so that direct communications from MD to LE will not be subject to tampering.



•



The SM establishes a TLS session with the SPB. It queries the SPB status to verify that there has been no physical access or tampering since the configuration phase.



•



The SM establishes TLS sessions with each of the other SEs, in particular the MD, LE, and LD. In the bidirectional TLS authentication handshake, each SE presents its cert chain to the SM and the SM presents its cert chain to the SE. The SM authenticates each SE against a trust root to establish trust in the device’s identity. The SM performs additional policy-specific actions to verify that the device is suitable for the role it performs on this content during playback.
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{LE-KeyID, LE-Key, Policy-ID}



Security Manager



Link Decryptor {LE-KeyID, LE-Key, Policy-ID}



Figure 11: LE Key Management •



Each SE receives the SM’s cert chain, but it does not verify it against any trust root. The SE does retain the thumbprint of the SM’s cert, associated with the TLS session.



•



The SM delivers each content key to the MD bound to two other data items: the KeyID and the Policy-ID. The KeyID links the content key to the appropriate segment of essence. The Policy-ID is a nonce created by the SM.



•



The MD maintains a cache of keys. In this cache, each key is bound to three data items: the KeyID, Policy-ID, and the SM-cert thumbprint. Typically the Policy-ID and SM-cert thumbprint, together, correspond to a single contentowner.



•



The SM generates one or more LE keys by a random process. The SM delivers each key to the LE bound to the LE-KeyID and Policy-ID. Separately, the SM delivers the same LE keys, bound to the same LE-KeyID and Policy-ID, to the LD entity.



•



Within the LE and LD, the keys are held in a cache, where each key is bound to the LE-KeyID, Policy-ID and SM-cert thumbprint.



•



During streaming playback, the MD receives KeyID information in real time, as metadata associated with the essence stream. Based on the KeyID, it activates the appropriate content key. Simultaneously, it informs the LE through a dedicated channel of the {Policy-ID, SM-cert thumbprint} pair which is bound to this content key.
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Upon receiving the above information from the MD, the LE activates an LE-key in its cache which is bound to the same {Policy-ID, SM-cert thumbprint} pair. When a new key is activated, the LE communicates the LE-KeyID to the LD, so that the link decryption can maintain key synchronization. This communication may be embedded in the data stream in a media-dependent fashion. (For example, in HD-SDI links, plaintext KeyIDs are sent between frames during blanking; another alternative would base key-change sync on timecode.) The LE may use a single LE key throughout the playback, or it may sequence through several keys in a manner which is not defined here.



•



The LE does not directly communicate the LE-Key itself to the LD; this information comes to the LD from the SM. This relieves the LE of the burden of authenticating the LD, which would otherwise require a trust evaluation method within the LE.



•



If the LD is securely connected to the essence sink (e.g. projector), then it need not process the {Policy-ID, SM-cert thumbprint} data which is co-delivered with the LE keys from the SM. Alternatively, the LD may be embedded in downstream processing equipment which includes its own LE and exports an encrypted media stream. In this case, the relationship of LD and LE within the downstream processor SPB is exactly parallel to the relationship of MD and LE in the media block SPB described above: the SM keys the downstream links using the same Policy-ID.



Several SMs may be involved in supervising a show. The inclusion of the SM-cert thumbprint in the above protocol ensures that only the SM which provides the content keys exerts authority over the link-encryption and downstream-process policies while content is being decrypted under those particular keys. Thus coexistence is supported.



5.6.6.



Intra-Theater Message Definition and SE Behavior



This section defines the intra-theater SE-to-SE messages, and the “behavior” for each SE in response to the messages that form the basis of interoperability. It will not be the ambition of this section to define the entire scope of functionality for SEs. Rather, what is needed are minimal normative behavioral specifications such that plug and play is obtained at the SIF interfaces sufficient for realizing “basic system security” objectives.



5.6.6.1.



Message Definitions



[To be added: This section will list and define the set of messages for each of the SIF interfaces.]



5.6.6.2.



SE Behavior



[To be added: This section will define “basic system security” functions and behavior that each SE must conform to at it’s security interface. Such functionality will be normative, in response to the above messages and a prescribed sequencing or state approach.]
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5.6.7.



Security Entity Implementation Requirements



This section describes the requirements for SE implementation. By definition, SE’s exist and are defined to perform only security related processing functions. (SEs may exist within or alongside other signal processors, but the “SE part” must be distinct to the security subsystem.) All SEs except for the TMS and SMS will contain, send, receive, or otherwise handle security-critical data and it is necessary to provide protection of such data within the SE. We thus consider all SEs (except TMS/SMS) “trust islands”.



5.6.7.1.



Certificates



Certificates are the means with which the security subsystem, in particular the SM, can identify an SE. All SEs shall be required to carry one or more DCI compliant X.509 certificates. Section 0 addresses the role of certificates in the trust infrastructure, and the X.509 certificate specifications are given in the document titled “Specification for Digital Cinema Certificates” [see Annex].



5.6.7.2. 5.6.7.2.1.



Physical Implementations TMS/SMS



As noted in Section 5.6.2, the TMS and SMS are envisioned to be instantiated in standard PC or business computer platforms. They hold no secrets from the security subsystem’s view, and thus there are no physical constraints or requirements imposed on them for “security” purposes. (There may be other physical access expectations for these SEs, based upon personnel access, reliability or recovery, etcetera; these are outside of this security chapter.)



5.6.7.2.2.



Functional Security Entities and SPBs



The “SPB” is a generic physical container for security processing functions. It is logically addressable, has a certificate and presents a protected security perimeter around its internal functions. For purposes of discussing physical properties of SEs, we shall consider all SEs as being contained with in an SPB. This allows the specification of all SEs to be defined along the lines of the SPB. SPBs may present different levels of protection, depending upon the type(s) of information they are protecting, and where in the overall security processing chain they are located. For example, it may be judged by some rights owners that postfingerprinted essence carries less of a security risk from exposure than the prefingerprinted essence. Therefore the SPBs that protect each stage may for cost effectiveness reasons not be required to afford equal protection. The area of physical security requirements is detailed in Section 5.7.4 under “Robustness”.



5.6.7.3.



Certification



“Certification” — not to be confused with “certificates” — is the process of qualifying SEs for the logical functions they are to perform, as well as meeting physical protection criteria. The collection of criteria for compliance testing may differ between SE types, and minimum criteria required by users/stakeholders may also vary. All SEs shall be subjected to qualifying criteria in the following areas: System Spec v.3.doc
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Compliance to SE Interface Operational Specifications — This is the requirement to demonstrate SIF messaging and SE behaviorial compliance. These criteria are normative for each SE type.



•



Compliance to SPB Physical Protection Specifications — Expected to be “layered”, each SE shall be rated according to meeting certain physical requirements. Users/stakeholders may have differing requirements for “level” required, thus SEs may qualify for some users/user groups and not others.



Compliance is designated and recorded in the SEs certificate. See Section 5.8.3 for further discussion.



5.6.8.



Forensics



Forensic features support tracing of how security management has been performed, as well as attacks on content or security entities. These features do not prevent content theft or other system misbehaviors (see Threat Table, Annex) but they provide methods for detecting that such events have occurred, and tools for identifying the time, location, and responsible individuals. Through forensic features, rights owners can enforce accountability for the organizations or entities entrusted with their motion picture content. Equally important, the existence of forensic features deters attackers, who are aware that their actions are likely to be logged and/or reported in considerable detail. Forensic features fall into two classes: logging and fingerprinting. Logging creates records of both normal and abnormal events in the distribution and exhibition process. Fingerprinting embeds tracking information into content itself, which can be retrieved from legitimate or pirate copies. During a typical content theft investigation, both fingerprint and logging information are combined to establish details of the security abuse or breach.



5.6.8.1.



Logging



Log records shall be maintained at every stage of production and distribution in order to respond to threats that occur throughout the product life cycle. Logging practices prior to distribution are discussed in Section 5.4.1 and [DCI-RP-001, Annex]. Logging practices during duplication, transport, and material handling in exhibition are discussed in Section 5.5.1 and [DCI-RP-002, Annex]. The remainder of this section discusses logging practices during exhibition playback.



5.6.8.1.1.



Security Log Information



There are many types of electronic records retained in theatre operations. This section is confined to security logs, whose primary function is to support detection and identification of the security threats identified in Section 5.2.7 (Fundamental Requirements) and [Threat Table, Annex]. These threats include (1) high- or lowquality content theft, (2) unpaid theatrical exhibition, (3) unauthorized manipulation of content, (4) exhibition at unauthorized facilities, (5) violation of business confidentiality, and (6) denial of service. In baseline systems, security log information is not considered part of the routine business operations relating to contract reconciliation, although it may be referred to if disputes arise. This does not preclude that business partners may negotiate additional practices relating to use of this data beyond the scope of this specification. In order to address the threats identified above, logging systems shall be capable of recording the following types of information:



System Spec v.3.doc



Page 61



11/25/03



DCI, LLC Private Draft Document. Not for Publication. •



Time/date and composition list identifier of each playback of each composition



•



Identity of each SE and SM involved in the playback



•



Identity of responsible exhibition personnel at time of playback



•



Configuration/operational-mode information for each SE and SM involved in the playback



•



Identification of all Key Delivery Messages related to the playback



•



Time/date and duration of activity for each content key use



•



Type(s) of fingerprinting applied during playback (if any) and fingerprint serialization information applied



•



Fingerprint or watermark information (if any) extracted from the content during playback



•



Time/date and detail of any incomplete or non-contiguous playback of content



•



Time/date and detail of any access to a security compartment (see Section 5.7.4)



•



Details of any anomalous security status conditions (e.g. local policy overrides) reported by exhibition equipment



•



Time/date and number of log records lost due to insufficient resources



SEs shall support secure interoperable messages to transfer log information between equipment units of different manufacture at an exhibition site. These messages shall be within the family of Intra-theatre messages discussed in Section 0. When exhibition fingerprinting is in use, log records shall be maintained in a system which allows all records related to a particular playback event to be located based on the serialization information recoverable from the fingerprinted content.



5.6.8.1.2.



Integrity of Log Information



Security logs defend against intentional efforts by outsiders and/or insiders to steal content or otherwise subvert the functions of Digital Cinema security systems. Generally, one must assume that an attacker will attempt to “cover his tracks” by subverting the logging system in addition to the primary attack. Logging systems shall be designed to resist attacks that delete records, alter records, or create false records. Security logs shall be digitally signed by at least one secure device at the exhibition site in order to support traceable integrity validation.



5.6.8.1.3.



Delivery of Log Information



Access and storage policies for log information are subject to individual contractual negotiations. At a minimum, security equipment installed at exhibition shall be capable of executing the following policy elements. •



Each element of log information shall be digitally signed in a cryptographically trusted manor by a Security Entity (e.g. SM that is accepted for this purpose by the content owner.
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Log information shall be retained by the exhibitor until (a) it has been delivered to all contractually specified parties, with digitally signed acknowledgement of receipt; or (b) a contractually specified time period has expired.



•



Log information retained by the exhibitor shall use redundant storage or equivalent methods to assure that a single-point failure or attack is unlikely to destroy records or render them inaccessible.



•



Access to log information while it is stored or transmitted shall be limited to authorized parties through adequate cryptographic means.



•



Authenticated exhibition personnel shall be able to examine the contents of log records scheduled for delivery to another party.



•



The Exhibitor shall be able to display all log information sent to the Distributor or Content Owner.



5.6.8.1.4.



Logging Failures



Logging systems should be designed for high reliability. Security Entities shall be able to locally store a reasonable number of event records so that they are not dependent on continuous network connectivity. Nonetheless, from time to time events will occur which interfere with the recording or delivery of log records. It is impossible a priori to distinguish between an innocent equipment failure and a security attack; for example a content thief may cause an extended network outage in order to cover for his illicit activity. Response to logging failures is a matter of security policy and its enforcement is the responsibility of the Security Manager located at the exhibition site. In routine feature presentations, logging failure shall not be considered serious enough to merit blocking playback of material. In some extraordinary engagements, a “Special Event” policy may be in effect which ensures higher accountability by disallowing playback when logging has failed or has been defeated. Each logging failure raises a concern that a security attack may have occurred, which may require follow-up actions. Logging systems shall be designed with “metalogging” features such that failure or defeating of the logging system will be reported with very high reliability. Security Entities shall provide an indication if their local event storage has been exceeded (i.e. that unrecorded events have occurred). A failure of the meta-logging feature could indicate an attack, so the system should respond according to a policy that is acceptable to the content owner.



5.6.8.2.



Anti-Camcorder Systems



It is expected that Anti-Camcorder systems will be employed in a Digital Cinema system. However, it is not clear at this time exactly how such a system would work. Therefore, there is no specification included herein at this time. The Digital Cinema system shall not prevent such devices from being installed and implemented in the future. Any system employed shall also not introduce any perceptible degradation to the image and sound. If an anti-camcorder system is in use during a particular showing, its type and the fact that it was active shall be recorded in security logs. This information can be useful for investigation of piracy. The anti-camcorder system thus constitutes an SE subject to the security requirements described herein, including link encryption, certification, and logging.
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5.6.8.3.



Forensic Fingerprinting



Fingerprinting is a type of watermarking, which embeds data into sound or picture essence. The purpose of fingerprints is to provide event-specific forensic evidence in the case of theft of content. Forensic fingerprinting does not require interoperability between fingerprinting detection systems, as the detection operation is usually performed “off line” as part of a security investigation. To a certain extent the continuous evolution of multiple proprietary fingerprinting systems is desirable, to counter the ability of pirates to understand and defeat them. As noted below (Field Readable Distribution Identification), however, fingerprints or watermarks that can be read by exhibition equipment and entered into log records can provide desirable security features. Use of fingerprinting shall be at the discretion of the content owner, and should be considered at every stage of production, distribution, and exhibition. Imperceptible fingerprints are used in content that is destined for legitimate exhibition to audiences. Perceptible fingerprints (e.g. visible “burn-in” or “bugs”) are used primarily in content that is destined for preview or in-service monitoring. Perceptible but artistically unimportant variants of sound or picture content may be approved during the production phase, and substitution of one variant for another (“substitution fingerprinting”) is an additional method of forensic fingerprinting. Any fingerprinting scheme that meets approval by the responsible content owner may be utilized, and this specification does not define performance requirements. The following list of desirable features is informative: •



The Fingerprints may be applied in the image, audio, or both depending on the technology selected and the content owner.



•



Fingerprinting technology solutions for “imperceptible” applications must not perceptibly degrade the quality of the image or audio in which it is embedded.



•



The Fingerprints shall be reliably detected from pirated material.



•



Detection does not need to occur in real time.



•



The Fingerprints shall be able to survive transformations and distortions (e.g. camcorder capture and duplication).



•



Both perceptible and imperceptible fingerprints should resist image processing (e.g. “stirring”) intended to obscure the fingerprint data.



•



Data embedded should be sufficient to identify the time, location, and/or other relevant details of the theft. (This may involve cross-reference to information in forensic logs.)



•



Data embedded should include cryptographic non-repudiation features sufficient to counter a legal argument that the fingerprint evidence is unreliable.



•



Technical design details which would allow an opponent to defeat a fingerprinting method shall be closely held and protected by effective non-disclosure policies.



•



Monitoring measures should be in place to discover whether a fingerprinting method has become ineffective due to unauthorized disclosure, reverse engineering, or other factors.
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5.6.8.3.1.



Distribution Identification



When copies of the DCDM files are created for various distributors and transport service providers, a unique Distribution Identification Fingerprint could be imperceptibly embedded into each DCDM distribution file before these files are delivered. When distribution fingerprints are used, they shall include the following items and attributes: •



Facility at which the copy was created



•



Rights Owner identification



•



Unique identifier (serialization) as recorded in inventory/tracking records (Section 5.5.1.1) when the copy was created and when delivered to recipient



In addition, the following items shall be included in the fingerprint or shall be recoverable from inventory tracking or log records (or both): •



Distributor Identification Number or other identifier of the entity to whom the copy was delivered



•



Date and time of creation



•



Equipment on which the copy was created



•



International Standards Audiovisual Number (ISAN)



Copies of DCP content may be created within the distribution and transport processes, and it may be advantageous to apply fingerprinting identifying individual copying steps. As discussed in Section 5.5.1, decryption of content is not permitted during these processes. However, a few fingerprinting methods (e.g. some substitution technologies) may be capable of applying fingerprints without decryption. Some exhibition systems may provide a feature of marking content located on an exhibition storage server as a separate operation (e.g. prior to a day’s operations) by decrypting, marking, and re-encrypting the content — using the content keys delivered to that exhibition facility. While this violates the general rule of “never remove the content encryption until actual playback”, a content owner may choose to permit this type of system to be used, as noted in Section 5.4.2.



5.6.8.3.2.



Field-readable Distribution Identification



In most cases, fingerprint information is intended for “off-line” analysis of pirated content. For these applications, there is no benefit to deploying fingerprint readers in the field; in fact such deployment might substantially increase the risk of exposure for secret fingerprinting algorithms. Note that in this configuration, fingerprints do not provide any protection against security compromises (e.g. playback at unauthorized facilities, use of counterfeit KDMs, etc) that do not result in pirate recordings falling into the hands of investigators. Field-readable distribution fingerprints can provide additional tools addressing threats beyond pirate replication. Information extracted from a distribution fingerprint can be entered into the security log during exhibition, providing confirmation that the content was obtained from the expected, legitimate source. Presence of a fingerprint in unencrypted content could indicate stolen material being used at a cinema for unpaid exhibition. A mismatch of Rights Owner identification between the distribution fingerprint and the KDM could indicate a cross-distributor compromise. Ensuring System Spec v.3.doc
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5.6.8.3.3.



Exhibition Identification



After the MD has decrypted the DCDM file, a unique Exhibition Identification Fingerprint may be embedded into the presentation. If applied, the Exhibition Fingerprint shall include the following items and attributes. •



Identity of the SE at which the fingerprint was applied



•



Identity of the facility at which the playback occurred



•



Unique identifier (serialization) of the playback event, as recorded in security logs



In addition, the following items shall be included in the fingerprint or shall be recoverable from log records (or both): •



Data corresponding to the unique identification of the MD and Projector



•



The date and time of the play-out.



During insertion of Exhibition Identification Fingerprints, fingerprint data will typically pass from the Security Manager to the fingerprinting device. It is also permitted for the fingerprint device to internally generate serialization data which is communicated to the SM. SEs implementing fingerprinting functions shall be capable of communicating fingerprint data with other SEs of different manufacture using interoperable secure messages. These messages shall be within the family of Intratheatre messages discussed in Section 0.



5.7.



Robustness Requirements



“Robustness” in the context of security encompasses a broad range of topics: logical, physical and operational/procedural. In this section we collect stated requirements that impact or influence the subject of robustness, and expand upon recommendations for good practice and requirements for implementation.



5.7.1.



Stated Requirements



The following table lists requirements that have been previously recognized that affect the robustness of the security of digital cinema systems.



Source



Requirement



The following requirements come from the document titled “Requirements and Design Choices for Digital Cinema Security Management”. A.8



The system shall be able to gracefully recover from security compromises, including revocation and reissuing of key pairs and certificates.



A.16



The message protocols defined by the system shall be compatible with implementations based on portable secure devices (smart cards, dongles, etc.)
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Requirement



B.9



SM implementations must satisfy exhibition system commercial requirements, some of which, but not all, may be addressed by “standards.” SM providers shall be responsible for optimizing their respective implementations according to exhibition’s use of compliant SEs.



F.5



Some logging data collection processes may not realize the same security protection “level” as that afforded to content, as the SMS and TMS are not required to be trusted entities.



III



Equipment physical security requirements must establish and maintain protection against illicit access to content and all “secrets” that form the underpinnings of cryptographic protection.



III.2



SE requirements shall include minimum criteria as follows: • Physical environment for SE equipment • Access methods for repair/replacement of SE internal components • Initialization of the SE to “active duty” • Replacement of the SE The SE specifications shall provide implementation guidelines and policy for: • Tamper-evidence • Tamper-resistance • Tamper-response All SEs, except for the TMS or SMS shall be contained within a Secure Processing Block.



III.3



III.4 III.5



Minimum criteria for SPB physical protection may be dependent on the application or location of the SPB along the processing chain (e.g. audio vs. image, watermarked content vs. un-watermarked, etc.)



III.6



The specification shall include physical security requirement guidelines for “portable” secure data devices such as smart cards, dongles, etc., recognizing that such devices may be used as containers for SEs, Certificates or to implement (or backup) extra or intra theater security communications.



The following requirements come from the DCI System Specification version 2. 14.2.3



Should keys, equipment, or any other part of the system become compromised, the system shall be able to replace or update the compromised items.



14.2.6



A manufacturer shall provide cryptographic information that allows security processing equipment to be certified as approved. Such information shall be controlled and used strictly in accordance with procedures specified by DCI and in no case shall a manufacturer certify as “approved” a piece of equipment which differs materially from the units evaluated for type approval.



17.2.7



Secure Clock — Need to consider the requirements associated with a secure clock that has a mechanism for maintaining absolute time.



17.2.9



A digital log vault provides highly reliable, tamper-resistant local storage of log data. This information is transferred back to the distributor or content owner regularly when communications are available. After delivery of the log data is acknowledged, the vault may delete its local copy. The local storage of the log records shall be highly resistant to power transients, mechanical mishaps, etc.; redundant local storage in separate physical devices is recommended.



17.3.1



The Key Management system shall support special reporting communications when the system detects unusual or unauthorized usage of the keys.



17.3.2



Trust is established through a trust infrastructure. This trust infrastructure should provide ways to authenticate software or hardware devices that process security-critical information like encryption keys and system keys for example.
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Requirement



17.3.4



For keys, or components of keys that are hardware generated or stored in software, we need requirements to secure these components. No individual should have direct access to hardware that generates keys or any databases that store keys. The security around keys should be tamper-resistant.



17.7



Digital Cinema equipment racks and cables installed at the exhibitors’ sites shall be protected from easy access from unauthorized users.



17.7.1



Whenever practical, equipment racks shall have front and back doors that are locked. Only authorized theater manager and maintenance technicians shall have the keys to these doors.



17.7.2



The keyboard, monitor and mouse used to control equipment shall be accessible without having to open locked equipment racks.



17.8.1



The security of the projection system or a secure compartment should not depend on a secure projection booth environment or trusted personnel.



17.8.2



A “security compartment” shall be used where plaintext image data or cryptographic keys are accessible. An approved projector shall have a clearly defined contiguous physical boundary for each security compartment and each security compartment shall have a means to prevent unauthorized access. Each security compartment shall have a unique identification code by which its status and integrity can be monitored.



17.8.3



A subsystem of the projector may be designed as a closed module, which cannot be opened for field service. Such modules shall be returned to a trusted facility for repair. Tamper-responding closed modules with encrypted interfaces can provide the highest level of security, and shall be employed. The use of closed modules minimizes the requirement for maintenance and service personnel to bear security liability.



17.8.4



Routine maintenance, such as lamp changes, filter replacement, and cleaning of optical elements, shall not require access to any security compartment.



17.8.5



Calibration and alignment operations shall not require access to any security compartment.



17.8.6 (a)



If serviceable security compartments are used, measures should be taken to mitigate the associated risks.



17.8.6 (b)



Circuit boards and interconnections, which expose uncompressed plaintext image data, should present technical obstacles to tapping.



17.8.6 (d)



Design of enclosures and access covers should make it difficult for a cable to be routed out of the compartment when the access covers are closed.



17.8.6 (e)



A serviceable security compartment shall have a minimum volume of “free space” in order to limit the opportunity to introduce unauthorized recording equipment into the compartment.



17.8.6 (f)



Serviceable compartments shall be designed so as to restrict access to authorized individuals. Access may be controlled by the use of physical keys, passwords, or other methods.



17.8.7



Keying material which enables access to image plaintext shall be adequately protected. Keying material shall be contained in an unserviceable module and plaintext-keying material shall not exist in a serviceable compartment.



17.8.8 (a)



The status of a security compartment in a projector is “closed”, “open”, or “tampered”. A dual-control procedure shall be required to pass between “closed” and “open”, and access to the compartment without use of the procedure shall render it “tampered”.
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Requirement



17.8.8 (b)



Recovery from a “tampered” condition shall require dual control involving an individual specifically qualified for security inspection.



17.8.8 (c)



Interlock switches shall be tamper indicating or tamper responsive.



17.8.8 (d)



Upon exiting the “closed” state, keys contained in the compartment shall be immediately zeroized, however zeroization is not required for keys contained in sub-compartments.



17.8.8 (e)



Each serviceable security compartment shall report the following information to the SM in a publicly documented manner: (a) its unique identity, (b) its current status, (c) the elapsed time since the most recent service access (d) the identities of equipment contained within itself, (e) the total number of accesses.



5.7.2.



Robustness Implementations



The following security robustness requirements are typically enforced in high security systems. The main sources of these requirements are the NIST [FIPS-140-2] standard for Cryptographic Module Validation and the Common Criteria [CC-Intro] organization for the specification and validation of IT security systems. While not part of these specifications, it would be advantageous for the digital cinema industry to eventually define Common Criteria Protection Profiles for each of the SEs as a formal process for facilitating CC validation and certification. The main considerations for establishing security robustness are: •



Design Robustness — Ensure that the architecture and design is based on sound security engineering principles and has expert review. Ensure that: o o o o o



•



It is difficult for the system to be penetrated by attackers who do not have physical access to at least one component of the system. The impact of any successful attack is limited and repairable. Multiple layers of defense exist to aid prevention and investigation of attacks. Individuals are accountable for their actions via appropriate authentication and logging. Cryptographic keys, algorithms and protocols are managed and used appropriately and the set of Critical Security Parameters is well defined and can only be changed in authorized ways.



Implementation Robustness — Ensure that vendor implementations accurately express the design, and the implementation quality is high via good testing of both normal cases and expected attacks. Ensure that: o o



Modules perform self-tests and integrity checking to detect and resist attacks. Software can be upgraded securely, especially for complex components.



•



Operational Robustness — Ensure that the documentation explains how to operate the system securely (installation, daily operations, maintenance and repair/ replacement).



•



Physical Robustness — Ensure that each component has the level of continuous physical security needed to resist attackers who are likely to have physical access. o o



Ensure that routine maintenance can be performed without compromising the security of the system Ensure that attempts at physical compromise are highly likely to zeroize all critical security parameters.
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5.7.3.



Critical Security Parameters



One of the requirements of FIPS-140-2 is to create a specific list of the parameters that influence the security of the system, and then to specify (and test) how these parameters are set up and used. In the Digital Cinema system, the following are judged to be the main Critical Security Parameters (CSP). 1) Root Private Keys — These are the RSA private keys that sign the root of certificate chains. 2) Issuer Private Keys — These are the RSA private keys that sign the certificates that appear in the middle or end of certificate chains. 3) Device Private Keys — These are the RSA private key that devices use to prove their identity and/or to facility secure communication. 4) SM Authentication Parameters — These are the values, such as passwords, that allow operators to authenticate themselves to an SM in order to modify the security configuration of the SM (e.g., change the list or theaters that receive certain keys, or change the list of Media Decryptors that will receive keys within a theater). 5) Content Encryption Keys — These are the AES keys that protect compressed content. 6) Content Integrity Keys — These are the HMAC-SHA-1 keys that protect the integrity of compressed content (order of frames, value of frames, etc.). 7) Control Message Encryption and Integrity Keys — These are the AES and HMAC-SHA1 keys that protect the privacy and/or integrity of control messages such as the Composition Play List, the Track File List, the Key Delivery Message, the MD Key Loading Message, Logging messages, etc. 8) Uncompressed Content Keys — These are the AES and HMAC-SHA-1 keys that protect the privacy and integrity of uncompressed content (typically at link encryption). 9) Watermarked Content Keys — These are the AES and HMAC-SHA-1 keys that protect the privacy and integrity of uncompressed content that has watermarks. 10) Watermarking or Fingerprinting command and control — These are any of the parameters or keys used to impose a particular identifying mark. The authentication CSP values are only generally described here because they will depend on the details of each vendor’s implementation. The primary rule about CSPs from FIPS-140-2 is that all CSPs must be input and output from devices via a trusted, private, tamper detecting path, either during manufacturing or operations. For example, new Content Keys shall only be input or output in encrypted form, and authentication parameters (e.g., passwords) shall only be sent over encrypted channels.



5.7.4.



Physical Requirements of Signal Processing Blocks



All Security Entities shall be physically protected using criteria defined and developed around the SPB. This section develops these criteria. “Secure Processing Block” or SPB, is a term that has been introduced into Digital Cinema security discussions in order to address the requirement for trusted signal processing in an unprotected environment. SPB is a generalization that can apply to different types of equipment. Examples would be a media block, projector compartment, watermark inserter, or standalone color corrector. In each case there is a flow of program material through the secure processing block. The factor that distinguishes a secure processing block from a System Spec v.3.doc
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DCI, LLC Private Draft Document. Not for Publication. conventional audiovisual signal-processing component is that the SPB provides a perimeter of physical protection that resists intrusion. An attacker attempting to steal protected content faces this perimeter as a barrier to signal access. All “functional SEs” are required to be within an SPB. Other processing functions such as the examples above may also be required to meet SPB physical protection minimums. An SPB perimeter may be tamper-resistant, tamper-responding, or tamper-evident to varying degrees. Some SPBs may be serviceable and thus have compartments that are expected to be opened. The choice of appropriate level of protection depends on the threat and cost parameters of the equipment installation, and stakeholder consensus on appropriate levels for “routine” Digital Cinema installations may vary. It is anticipated that “levels” of protection will be codified, and particular SEs designated for qualifications and certification to meet one or more specified levels. This designation may vary by stakeholder choice. Recommended Practice DCI-RP-003 (see Annex) defines an acceptable level of protection for general use in commercial DCinema exhibition facilities. The SPB concept builds on well-known physical security practices such as those defined for “cryptographic modules” in FIPS140-2. The SPB concept is a flexible framework which supports the DCinema business environment in which components from different vendors may be integrated within a single secure compartment, field serviceability is an important consideration, and third-party Security Managers must be able to authenticate the integrity of the media reproduction pathway. The SPB allows security implementation and evaluation as a collection of parts or as a monolith.



5.7.4.1.



The Structure of an SPB



Consider an SPB (Figure 12) that is part of a “pipeline”: it has a media input and a media output. If this SPB is located in an unprotected environment, its input and output must be encrypted. Thus, within the SPB perimeter, we find at a minimum an input content decryptor function and an output content encryptor function. Usually there is additional plaintext processing (e.g. decompression, watermark insertion, etc.) as well.
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Security Manager Messages Figure 12: Example "Pipeline" SPB System Spec v.3.doc
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DCI, LLC Private Draft Document. Not for Publication. Figure 12 illustrates a “zeroization” function. A tamper-responsive SPB will cause erasure (zeroization) of secret keys when the perimeter is breached, thus preventing an opponent from extracting those keys and using them to obtain access to audiovisual content. As discussed in implementation scenarios below, zeroization may apply to content keys or identity keys, depending on particular requirements. Additionally, multiple perimeters may exist in an implementation, each with a different zeroization effect. When a Security Manager authenticates a Security Entity (SE), it verifies its unique identity through local configuration and certificates. The SM is then able to determine characteristics of the device associated with that identity and assure that using the device is consistent with the SM’s security policy. Similarly, the SPB is also an SE that has a unique identity, through which the SM can assure that the processing chain contained inside the SPB boundary is “adequately protected” according to the SM’s security policy. In the Security Interface Framework, each SE is an individually addressable and authenticatable endpoint for communications. A separate document [DC-TLS] describes how endpoint addressability is obtained using addresses and port numbers in a TCP/IP environment, and how authentication is performed using Transport Layer Security.



5.7.4.2.



Implementation Example I: Monolithic Secure Media Block



Secure Processing Block



Media Decryptor



Image Decompressor



Link Encryptor



Message Interface



SM Figure 13: Monolithic Secure Media Block Figure 13 shows a Secure Media Block, such as might appear between a fileserver and a standalone DCinema projector. This example is a monolithic device manufactured as a non-serviceable unit and equipped with a tamper-responding perimeter. Since this is a monolithic device, it may have a single cryptographic identity for authentication and for secure session establishment. Alternatively, the three cryptographic components (decryptor, encryptor, and SPB) may each have unique identities and individual certificates for individual authentication and session establishment. All three identities may be represented through a single System Spec v.3.doc
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DCI, LLC Private Draft Document. Not for Publication. hardware message interface. Although the multiple identities create a modest increase in overhead for monolithic components, it establishes a scalable architecture in which a uniform set of messages is used in a consistent way regardless of the underlying implementation. This is beneficial to the multi-vendor DCinema environment. In this example, the SPB is assumed to be a high-security, tamper-responding device. If attacked, it will zeroize all security keys contained within itself. This includes not only content keys (for decryption and encryption of media) but also the three identity keys discussed above. Thus the device loses its identity and can no longer be authenticated.



5.7.4.3.



Implementation Example II: Serviceable Projector Compartment



Media Decryptor 1



Decompressor 1 Scaler/ Formatter



Media Decryptor 2



Decompressor 2



Imager Drive



SPB Interface



Figure 14: Serviceable Projector Compartment In Figure 14 a simplified representation of a projector’s signal processing compartment is intended to accept two alternative media decryptors. Such a situation might arise, for example, if two different components were required to handle “2K” and “4K” material. A serviceable projector compartment presents several risks related to attacks which can be executed by opening the compartment, such as inserting wiretaps or recording devices. The “strong” approach described in Figure 13 would zeroize all component identity keys upon opening the compartment, which would make service impossible. In the scenario that follows is described an approach which supports field exchange of a Media Decryptor while maintaining high physical security. Media Decryptors 1 and 2 are equipped with individual tamper-responding housings; in each case the decryptor will zeroize both content and identity keys upon tamper detection. In addition, each of these modules is equipped with an external “tamper” input which will zeroize content keys, but not identity keys, when triggered. These tamper inputs are hardwired to the projector compartment (i.e. SPB perimeter controller). The decompressors, scaler/formatter, and interconnections are enclosed in tamperindicating housings. The SPB perimeter controller, which monitors intrusion and service access, has its own identity, and has a local tamper-responding boundary. Any time the projector compartment is opened, the hardwire tamper connection to the Media Decryptors is triggered, and an event is recorded in the status log of the controller. If the System Spec v.3.doc
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DCI, LLC Private Draft Document. Not for Publication. controller itself is attacked, its tamper-detecting boundary causes zeroization of the controller’s identity key. The SM can query the SPB for status. If the SPB status log shows any unauthorized access, or if it indicates an authorized access which was not logged by the SM, then there is reason to suspect that security has been compromised. The SM may refuse to deliver keys to the decryptors in the compromised compartment, or it may take other actions determined by its security policy. The two examples given here illustrate strong tamper-responding designs. However, the SPB architecture is flexible enough to support designs based on tamper-evident or intrusion-resistant principles only, where such security levels are considered appropriate. In implementations lacking a dedicated SPB computing resource, SPB messages may be partially or completely processed by a different component. The authentication of the SPB through vendor-neutral messages allows any SM to identify the type of physical security which is present in a particular piece of equipment, and to determine whether it is trusted for a given application. [Open Question: How is authorized service access managed when multiple SMs rely on the same SPB?]



5.8.



Trust Domains, Certificates, Certification and Policy



The DCI security subsystem design anticipates and provides for a wide variety of different implementations and operational functions. These variances result from different requirements from the stakeholders, the relationships between them, and their approaches to the digital cinema business. This security system design places (confines) variances that result from different business requirements into the Security Manager, while normalizing the supporting SE devices. Thus, it will be recognized that each user (group) has the ability to customize their “domain of operation” within the standardized interfaces, entities and normative behavior of SEs, because the full scope of behavior of the SM is not standardized. By allowing for multiple SMs with customized feature sets and policies, different functional results are obtained and the business parties can realize their particular ambitions from what is 95% otherwise a standardized environment. There will exist therefore a multiplicity of DCinema “arrangements” that represent these differing feature sets and policies. Each is defined by a “trust domain” that is associated with a particular SM (SM domain) and its arrangement with a rights owner. The DCinema Security Management Reference Model in Figure 1 shows the overlapping nature of the multiple security management philosophy amongst multiple sources of content and exhibition locations. A logical SM domain exists for each SM. These are not shown in the model, but are “represented” by each SM, and the SM’s policy for that domain. SMs are allowed to embody multiple policies, and so can manage multiple security domains. Each domain will usually be associated with a distinct business arrangement between studio/distribution and exhibition, so the “policy” is a way of placing the desires of the business parties into the SM for enforcement. The domain of enforcement becomes the so-called Trust Domain, because the business parties have entrusted the SM to oversee this domain on their behalf. It is thus mandatory that technology come into play to enable the SMs and the SEs they interact with to “have trust” with each other. This is the trust infrastructure that the SEs rely upon, and which bridges the business and technology worlds. The infrastructure is supported by certificates, equipment certification and defining operational policy. In what follows we define these concepts for “the system” — recognizing that the system System Spec v.3.doc
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DCI, LLC Private Draft Document. Not for Publication. becomes in effect customized for each user group under their respective trust domain. It will be seen that the SM is the key entity around which trust is controlled, and that the SM functions as an anchor for the Trust Domain. For convenience we use descriptors such as “Distributor SM”, “Exhibitor SM”, etc., but it shall be recognized that the system does not mandate any particular physical implementation for SMs. This section describes the concepts and requirements related to trust in the Digital Cinema system. The concepts of security Trust Domains are closely aligned with the business concepts of partnerships and sales channels. A number of trust related terms and functions work together to support trust: Policy, Certificates, Certification among them. Trust Domains define the collection of entities and expected behaviors that achieve a business objective (e.g., making money with a new feature presentation). The concept of a digital Certificate is similar to a driver’s license; it helps others identify an entity and describes how that entity is allowed to behave (e.g., a man who looks like this can drive four wheel vehicles less than 18 feet long). The term Certification is confusingly close to Certificate, though it means the process by which an entity becomes trusted to behave in a particular way. The Certificate constitutes proof that certification has occurred. A security Policy is a partial implementation of a business policy; for example, a business policy that allows a theater to perform a test showing one day before the release date of a feature can be expressed by a security Policy that activates decryption keys on the day before. The security Policy is not a complete representation of the business policy, because the business policy includes unverifiable rules such as requiring that the theater owner must not sell tickets to the test showing.



5.8.1.



Trust Domains



A Trust Domain is the collection of Security Entities that work together in well-defined ways to achieve one or more business objectives (e.g., enable a collection of showings and prevent unauthorized showings). Larger business objectives are not represented directly by the Trust Domain (e.g., ensure that the content owner receives a share of the revenue from the theater ticket sales), though the Trust Domain provides the under pinnings that support this larger business objective. There are also organizations and functions that are not defined as Digital Cinema SEs that are necessary for the achievement of the business objectives. For example, the post production facility that creates the (pre-encrypted) digital content has a crucial role that is not represented by an SE. In other words, the present scope of DCinema trust domain focus is aimed primarily at the SIF entities, and a Trust Domain can be considered the same as an SM’s “SM domain”. Since the SM is unrestricted as to span of responsibility or physical implementation, the SIF is in fact not a limitation to expansion of this “basic” trust domain model. For DCinema, the trust domain models of most general relevance encompass post production, distribution and exhibition. As will be described below, a single domain may encompass part or all of these areas, depending upon the SM’s domain of control. Sometimes multiple domains are used together to achieve security management objectives. The security system supports the creation of trust domains that are flexible enough to support the existing business objectives of celluloid cinema. The following sections describe these capabilities.



5.8.1.1.



Parallel Domains



The security system shall support multiple simultaneous and parallel Trust Domains in a cost effective manner. The existing business environment consists of the co-existence of many owners (creators) of content, many distributors of content, and many exhibitors of System Spec v.3.doc
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DCI, LLC Private Draft Document. Not for Publication. content. There are complex groupings and relationships between owners, distributors and exhibitors, and the security system must be flexible enough to support all of these. This is achieved through the existence of multiple overlapping domains, rather than trying to pile all variances into a single domain. Each domain represents a specific “arena” for doing business, from the perspective of the SM and the collection of security equipment that exists in that arena. The arena or domain is represented by the equipment certificates that are in the domain. The support for these Trust Domains must be cost effective in the sense that it must allow the sharing of the more expensive pieces of equipment and infrastructure, such as allowing any content owner to play a feature on any projector and allowing all Media Decryptors to share the same exhibition network for control messages. However, the system must also be able to express business restrictions to ensure that only authorized actions take place (e.g., a particular feature only shows after a specified date and only at specified facilities). Trust Domains must be able to support distinct business policies about the trustworthiness of SEs. For example, different content owners may make different decisions about which Media Decryptors have become compromised, and demand different resulting actions. These objectives are realized primarily via the multiple SM philosophy, and/or the capability for the SM to embody multiple policies.



5.8.1.2.



Trust Models



Digital cinema trust domains form what is referred to as a “trust model”. The trust model can be thought of as the end-to-end chain of trust domains that come into play to enable a showing. Each trust domain that is involved is linked such that trust is “passed along” or recognized from one domain to the next. This attribute is supported by certificate chaining within the chain. For example, some implementations may involve a “two stage” trust model, with the studio and distributor having (forming) a trust domain, and the exhibitioner (or exhibition chain) having a separate domain. In order to enable a showing the two domains must be able to link up trust-wise, so that a KDM going from the first trust stage to the next can be confirmed or trusted. “Trust” in each domain is controlled by that domain’s SM. The other most likely digital cinema model will be a single stage trust model, where a single SM oversees trust from the point where the DCP enters distribution, to exhibition. Here the rights owner has established a relationship with a single security provider that will undertake all trust decisions and KDM distribution, and oversee daily playout processes in the theater (or theaters). This so-called “single SM” will likely be a distributed SM, with physical elements in several locations, including both inside and outside the theater(s). Communications within the SM (i.e. between its various parts) can be proprietary and is outside of the standard. The above examples are given from the perspective of a single DCP for a particular engagement. In practice, both (or multiples) of the above models are likely to exist, as the DCP goes into distribution/exhibition via multiple geographical regions and to different exhibition chains, using potentially multiple SM providers.



5.8.1.3.



Trust Transitivity and Translation



In situations where multiple stages of trust must be transited (chained) to enable a showing, we say that “trust translation” takes place. A content Owner will have a trust relationship with a Distributor, who in turn has a trust relationship with many Exhibitors. The details of specifying which Exhibitors receive the Owner’s content during an System Spec v.3.doc
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DCI, LLC Private Draft Document. Not for Publication. engagement are considered “business”, and thus controlled by mechanisms that are outside of the scope of the interoperability standard. But the security system must support authorizations to play content at specific Exhibitor facilities, and so “trust” to distribute such authorizations must be provided for. In the example above, an important security function of the Distributor is to translate (extend) trust between the Owner and the Exhibitor. The Owner trusts the Distributor to properly protect content decryption keys and to securely send those keys to the Exhibitors who are to participate in showings. In turn, the Distributor trusts the Security Managers at the Exhibitor facilities to properly protect content decryption keys and to securely send those keys to the Secure Processing Blocks (Media Decryptors) according to an approved schedule.



5.8.1.4.



No Barriers to New Trust Domains



The security system must not have any architectural barriers preventing the creation of new Trust Domains. For example, any organization should be able to become a content Owner (creator), a Distributor, or an Exhibitor without any architectural barriers. However, the system must enforce business agreements, so the act of becoming a Distributor does not automatically create trust with any content Owner or Exhibitors. (In contrast, some banking security systems require a trusted third party [a payment card brand association] to explicitly approve the creation of each new payment card issuer.) The security system allows Trust Domains to change or be retired over time without any loss of future security. For example, an Owner can switch Distributors without the old Distributor being able to influence the security of future content. Of course, the old Distributor may be able to compromise the security of old content.



5.8.1.5.



No Need to Trust Behavior of Other Trust Domains



The security of one Trust Domain need not depend on the proper operation of any other Trust Domain. For example, the Trust Domain for an advertiser may have little concern for the protection of its content, whereas the owner of a major feature may have very strict requirements on protecting its content. These two domains are able to co-exist in a single showing without compromising each other. This requirement parallels directly from earlier descriptions of SM independence.



5.8.1.6.



Security Managers Control Trust Between SEs



Security Managers mediate and control trust amongst Security Entities within their respective domains — on behalf of a specific policy (or policies, if they embody multiple policies). The Distributor SM designates which Exhibitor SMs will receive Key Delivery Messages for a specific content and will set the validity dates for those keys. Within a Theater facility, the Exhibitor SM determines that the Secure Processing Blocks (and SEs within the SPB) are trusted to receive content decryption keys, and confirms the communication paths between the SPBs (e.g., which LD gets the streaming media from the SPB). SMs are the only SEs empowered to make complex trust decisions. The SMs must be able to acquire new roots of trust so they can “know” for example to trust the equipment made by a new vendor or to trust a new supplier of content decryption keys. Similarly, SMs must be able to recognize or to be told about entities that are not trusted, and they must be able to receive updates to the list of untrusted entities. The untrusted entity can be a specific piece of equipment (e.g., a device that has been stolen), a class of
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DCI, LLC Private Draft Document. Not for Publication. equipment (e.g., a model of SPB that is not trusted to show high value content), a digital certificate, or a public key. All trust decisions are specific to a given SM’s trust domain for that SM only. In a complex that had two theater SMs, for example, it is likely that the trust domains for each SM will be the same (the collection of SEs in the theater), but the trust decisions each SM makes are independent, and may be different. Moreover, one SM may receive trust control information that revokes it’s trust in one or more of the theater SE’s, while the other SM is unaffected. Thus, each SM is recognized as having a separate trust domain, even though they are both in the same theater. Trust domain alternations should not be a daily occurrence. But ease of trust domain control is important to insure that SMs make correct trust decisions. The “basic security standard” does not address trust formation or control, but it assumes it exists. The actual techniques used by security providers to implement trust management will be providerspecific. An independent theater SM will likely receive its trust command and control via the “type 1” SIF extra theater interface, while a distributed SM will likely have a proprietary theater interface. (These are example statements only, as SM maintenance is entirely outside of the security standard.)



5.8.2.



Digital Certificates



Digital Certificates form the backbone of the Trust Domain. They provide the mechanisms for connecting SEs together and the basis by which one SE decides what operations it can trust another SE to perform properly. The concept of a digital Certificate is similar to a driver’s license. With a driver’s license an entity that is widely trusted, such as the State of California, declares that a specific person is approved to operate four-wheel vehicles less than 18 feet long, and that the person can be authenticated by comp arison against a photograph. The authenticity of the license itself is ensured by graphical seals that can be widely verified. The license includes additional attributes, such as organ donor status, that are not directly related to driving but instead facilitate other objectives. A Digital Cinema Certificate is a declaration by a trusted organization, such as a manufacturer, that the SE is approved to perform a particular DC role (e.g., be a Media Decryptor) and that the SE can be electronically authenticated using a specific RSA public key (since only the SE knows the matching RSA private key). The authenticity of the Certificate is ensured by a digital signature created by the trusted organization whose public key is either directly known or indirectly found through a chain of certificates that lead back to a root public key (or more accurately a root certificate) which is known. For simplicity, the security architecture only requires that SMs (and not other SEs) be required to know multiple root certificates. Certificates carry additional attributes about SEs that facilitate security objectives beyond the goal of establishing identity and secure communications. For example, the certificate carries a human readable identifier that can be visually compared against labels on the device or against shipping information. This enables electronic security to be ultimately linked to physical security and the actions of trusted individuals.



5.8.2.1.



Multiple Roots of Trust



Certificates form a chain of trust, starting from a “root certificate.” The root certificate is the certificate from which “child” certificates are created. If a Security Manager knows (has a copy of) a root certificate, cryptography enables the SM to validate and know to trust the child certificates that subtend from the root. Security Managers maintain a list of System Spec v.3.doc
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DCI, LLC Private Draft Document. Not for Publication. root certificates that specify public keys for the organizations that the SM trusts. The security system must provide a trusted and secure mechanism for updating these lists. Multiple trust roots exist as a reflection of the multiple Trust Domains that exist simultaneously, and SMs must hold copies of all root certificates that may be required for the trust domains they oversee. The security system is designed so SEs other than the SM are not required to know about multiple root certificates and do not need to be able to update a root certificate.



5.8.2.2.



Support Certificate Chains



The security system must be able to validate chains of certificates that are three or more levels deep. For example, a manufacture could have a root certificate that signs an issuing certificate that in turn signs the certificates of devices. The private key for the root certificate can be stored offline, and only taken out when the manufacturer needs to create a new issuing certificate. Offline keys are much easier to protect with physical security (e.g., stored in a safety deposit box in a bank vault). The private key of the issuing certificate must be available online during the manufacturing of devices to sign certificates for each device. Certificate chains also support delegation and scaling. A worldwide company could have a single root certificate and create issuing certificates for facilities in different countries, or for different types of devices. Certificate chaining also allows flexibility to represent business relationships. For example, if a security provider issues certificates to its Exhibition SMs, it could use different issuing certificates for different Exhibitor circuits (here circuit means a collection of theater facilities affiliated with the same company).



5.8.2.3.



Human Verification of Certificate Information



Electronic security is always built on a foundation of trustable individuals and good physical security. Cryptography is used to minimize the number of trusted individuals and the amount of physical security required. Digital certificates must include identification information that can be confirmed by individuals via visual inspection and that relates to inventory information kept by the business where the SE is located. Specifically, the certificates must include the manufacture’s identification information (make, model and serial number) for the device, since this identifier will appear on the physical box and on billing or shipping records. Certificates must include human readable information about the nature of the device. Specifically, the DC role of the device must be human readable. A Security Manager must be able to display the human readable information in certificates belonging to the SM or related SEs on demand. During the configuration step that introduces an SM to a new SE, the SM must be able to display the information from the new SE’s certificate. The certificate must include the name of the organization that is responsible for the root of trust for this certificate. There must be a human readable name that appears in root certificates that appears in all certificates that chain back to that root. This serves many purposes. For example, it implies information about the nature of the business practices and security policies that were used in issuing certificates.
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5.8.2.4.



Certificate Format and Details



The certificates must be in a format that is well respected by security experts and supported by multiple vendors. Specifically, the Digital Cinema certificate will be in X.509v3 format, which is the same general format used to identify web merchants. The details are specified in Annex document covering Digital Certificates. The details of the X.509v3 format have been constrained to avoid common problems encountered in PKI systems and to ensure that these certificates can be supported by a wide range of development tools and services.



5.8.2.5.



Revocations of Certificates and Public Keys



The security system must be designed to gracefully recover from compromises. To support this requirement, Security Managers must be able to receive (via a trusted mechanism) updates to a list of entities that are no longer trusted. The SM must support a list of revoked certificates and a list of revoked public keys. The nature of the change in the security system will determine whether an entity shows up on one or both list. A certificate could be revoked without revoking the private key when the information in the certificate needs to change, perhaps an SE is sold, but the security of the SE has not been compromised. The SE could get a new certificate with the same public key.



5.8.3.



Entity Certification and Validation



SEs must be able to trust that other SEs will behave as expected and perform their duties securely. Validation and certification is the process by which a device or class of devices can become trustworthy to perform a function. The certification process must involve confirming that the design and implementation of a device allows it to behave as expected for the roles that are listed in its X.509v3 certificate. This may involve testing specific devices as well as reviewing the product design and the processes used to implement and manufacture the device. Validation testing will involve two fundamental categories - functional and implementation, which will lead to certification. Functional validation includes normative SE behavioral and electrical functionality which must be strictly enforced for interoperability. Implementation validation may involve such things as meeting physical criteria. “Certification” is obtained when passing such validation tests. Ideally such certification should be by independent third parties, but early Digital Cinema role-outs may rely upon the device manufacturer. Initially, organizations that manufacture or package Digital Cinema devices will be responsible for their own certification process. Other vendors will decide to trust those devices using means that are outside the scope of this document. Eventually, there may be independent validation organizations that assist in helping vendors establish trustworthiness. The X.509v3 certificates that help secure communications and establish identification and authentication represent only a part of certification. The X.509v3 certificate requires the issuer to state the make and model number of the device, so an SM can check a separate list to decide how to communicate with the device (perhaps using just a subset of the messages or an older version of the standard), and decide whether the device is known to be secure enough to show high value content. Additionally, the X.509v3 certificate will be used to establish a secure TLS communication session between an SM and an MD. In future versions of the standard, the MD could send a higher-level certificate that the MD received from a third-party validation organization.
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5.8.4.



Policy and Security Operations



The structures described above (trust domains and models, certificates, equipment certification) form an infrastructure that is webbed together to enable the business parties to securely execute their playout intentions. The SM has been defined to exist as the centerpiece of the infrastructure, and the target of the Rights Owner’s “policies”. Here we describe the notion of Policy, then discuss the decisions that must be made for distribution and play-out within the infrastructure.



5.8.4.1.



Policy



The entity that is assumed responsible for the SM is referred to as the “security provider”. This provider may be an independent third party, Rights Owner, Distributor or Exhibitor. As has been explained, the SM embodies one or more Policies, and the security provider must undertake to embed such policies into the SM, and insure that it/they are up to date. The Policy itself is constructed from the collection of operational constraints and specifications that are developed by the business entity (or collective entities) that make policy decisions, and have agreed to abide by them. Policy decisions are what take the deliberately non-specific “security standard” from generic to a distinct set of operational specifications. The policy directs the SM for the specifics that are expected of it in it’s execution of security management on behalf of it’s “customer(s)”. Policy is not meant to change on a movie by movie basis, rather it is intended to express the normal modes of operation of the business parties who are affected by, and depend upon it. A Rights Owner may decide upon all policy, or dictate certain blanket policies and leave other details to the Distributor. The Distributor may use different polici es with different exhibition chains, for example, according to the types of theater SE equipment used. It is important that Policy be comprehensive, which does not mean complex. But the SM must be able to have Policy defined such that it knows what to do under all possible situations that might develop where security decisions must be made. Policy decides how all the normative aspects of “basic security standards” are customized to deliver a specific solution set for the SM’s domain. Examples of policy issues that may vary between stakeholders is how logging is handled, required levels of physical security or how an SM responds to SE authentication failure. Efforts should be made to insure that policy does not create “surprises” to any of the business parties that are subject to the policy. In this sense it is recognized that policy creation and codification should be seen as a business-friendly process that insures that Rights Owners, Distributors and Exhibitors have fully defined and harmonized their expectations from the security subsystem, according to their particular operational objectives.



5.8.4.2.



Preparation, Distribution and Exhibition Decisions



This section describes the general security decisions that must be made by Content Owners, Distributors and Exhibitors, and explains the mechanisms used to express those decisions. (The terms Owner, Distributor, etc. are used loosely and for convenience.)
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5.8.4.2.1.



Preparation of Content



The content Owner or Distributor decides how many different DCP packages will be made for a given piece of content. There can be a single package that is used worldwide or packages could be made by region. A package could contain an audio track for many languages, or for a single language. The picture could be edited differently to suite regional norms, or could contain different non-visible watermarking information. Decisions must be made for how many different cryptographic keys to use with a package and which kinds of information (picture, sound, subtitle, etc.) will be encrypted. Also, it must be determined where such keys come from, and where they are archived.



5.8.4.2.2.



Post Production to Distribution



Decisions are made for which Distributor(s) will deliver the content and KDMs to Exhibitors. More than one distributor can be used, and policy could be different between them. The Owner will direct the Distribution to deliver the content and keys to Exhibitors according to a policy and a plan that is outside the scope of the security specification.



5.8.4.2.3.



Distribution to Exhibition



The Distributor controls which Exhibitor facilities receive decryption keys by sending KDM messages to each specific facility. The KDM messages sent to Exhibitors include validity dates for the decryption keys. The Distributor can set these dates to any range within the range that they have been authorized, and the date ranges can be different according to engagement specifics. The Distributor can send separate KDM messages to handle test showings and special events, or can sent the date ranges wide enough to allow these.



5.8.4.2.4.



Exhibitor Security Manager



The Exhibitor Security Manager is acting as an agent for the content Owner and Distributor. This is also true for the Exhibitor, in the sense that the SM is there to enable theater management systems to control play-out. It enforces the security directives in the KDM message in conjunction with business policies that are loaded into it.
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6. 6.1.



PACKAGING



Introduction



The DCDM, as stated in the System Overview, is a collection of files, such as image essence files and essence audio files. These files, as they stand by themselves, do not represent a complete presentation. Synchronization tools, asset management tools, Metadata, Content Protection and other information are required for a complete presentation to be understood and played out as it was intended. This is especially important when the files become compressed and encrypted and are no longer recognizable as image essence or audio essence in this state. “Packaging” is a way to organize and “wrap” this material in such a way as to make it suitable for storage and transmission to its destination, where it can be stored and then easily “unwrapped” for a coherent play back. In seeking a common interchange standard for digital cinema between postproduction and exhibition, we must understand that there will be multiple sources of content, distributed by more than one distributor, shown in a single show. This will require special consideration in what we are to interchange. Thus, an interchange packaging structure is needed that operates across several domains.



6.2.



Packaging System Overview



6.2.1.



Functional Framework



For the purpose of documenting the specific requirements and standards for a Digital Cinema Packaging system, it is helpful to subdivide the system into a framework of components. The standards and performance requirements for each of these components will be described in the following sections: •



Composition — A self-contained representation of a single complete digital cinema work, such as a motion picture, or a trailer, or an advertisement, etc.



•



Play Lists — Conceptually, the format and structure of the various lists used to define the playback of content in digital cinema



•



Distribution Package — The physical files and the list describing the files and providing a means for authentication as delivered in a “Distribution Package” (from distributor to exhibitor.)



6.2.2.



Packaging Fundamental Requirements



Digital Cinema presents a challenge to create a versatile packaging system. Throughout this system, some basic requirements are needed and are stated below.



6.2.2.1.



Open Standard



The packaging standard and format shall be based upon an open worldwide standard. This format should be a license-free technology. It must also be a complete standard that equipment receiving a compliant “package” can process and interpret unambiguously.



6.2.2.2.



Interoperable



The packaging format shall have an open, framework that accommodates compressed, encrypted files as well as all other files used in Digital Cinema. System Spec v.3.doc
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6.2.2.3.



Scalable



The packaging format shall accommodate any number of Essence or Metadata components. There should be no limit on the number of files included in the “package” or the size of the files.



6.2.2.4.



Supports Essential Business Functions



The Packaging format shall support content structure as needed during booking, fulfillment, exhibition show preparation, booking updates, secure licensed play out and logging.



6.2.2.5.



Secure



The Packaging format shall support integrity and security at two levels: (1) a basic level which can provide reasonable assurance of file integrity without reference to licenses or a Security Manager, and (2) an engagement-specific level representing a particular business-to-business relationship.



6.2.2.6.



Extensible



The Packaging format shall allow for new Digital Cinema features to be contained within the “package”.



6.2.2.7.



Synchronization



The packaging format shall provide support for synchronization of the Essence and Metadata elements.



6.2.2.8.



Human Readable Metadata



Human readable metadata shall be in English (default) or other languages as requested by local distribution.



6.2.3.



Packaging Important Concepts



Content in Theatrical Presentations have been broken down into “Reels” for some time in postproduction, and distribution. This has generally been running time lengths of between 10 and 20 minutes. These Reels are then assembled, together with other content, to create the modern platters that are used in exhibition today. This concept shall continue with Digital Cinema content. The Digital Cinema Packaging System is built on a hierarchal structure. The most basic element of the packaging system begins with “track files”. These are the smallest elements of a package that can be managed or replaced as a distinct asset. A track file may contain Essence and/or Metadata. Its duration is set to be convenient to the processes and systems that utilize it. These can be image tracks, audio tracks, subtitle tracks or any other Essence and/or Metadata tracks. A Composition Play List specifies the sequence of track files that create sequence conceptual “Reels” into a composition. (See Figure 15.)
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COMPOSITION PLAY LIST (feature - English)



IMAGE ESSENCE (track file) (English, 2.35)



AUDIO ESSENCE (track file) (English, 5.1) SUB-PICTURE ESSENCE (track file) (Spanish)



REEL 2 IMAGE ESSENCE (track file) (English, 2.35)



AUDIO ESSENCE (track file) (English, 5.1) SUB-PICTURE ESSENCE (track file) (Spanish)



Figure 15: Example Composition Play List A Composition Play List is created in the digital cinema mastering process to assemble a complete “Composition”. This Composition consists of all of the Essence and Metadata required for a single presentation of a feature, or a trailer, or an advertisement, or a logo. A single Composition Play List contains all of the information on how the files are to be played at the time of a presentation along with the information required to synchronize the track files. A Composition could consist of one reel or many reels. The Composition Play List is digitally certified such that any modification to the composition play list will be reported back to the security manager .There is a separate composition play list for each version or language sound track of a motion picture/feature. For example a distribution of a feature film to western Europe with French, Italian, German and Spanish sound tracks, there would be four separate composition plays list for each sound track. The top level of the hierarchal packaging structure is the “Show Play List”. At the exhibition site, the Theatre Management System or Screen Management System assembles the Show Play List. A Show Play List is created from individual Composition Play Lists. The Show Play List may also be created either on-site or off-site and interchanged as a file to one or more Screen Management Systems. It is also understood that one could have multiple Play Lists as well. Figure 15 is an example of a Show Play List consisting of multiple Composition Play Lists.
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EXIBITION STORAGE COMPOSITION #1



Start Composition #1



COMPOSITION #2



Start Composition #2 COMPOSITION #3



Start Composition #3 Start Composition #4



COMPOSITION #4



Start Composition #5 Start Composition #6



COMPOSITION #5



Start Composition #7



COMPOSITION #6



COMPOSITION #7



Figure 16: Example Show Play List The final element in the packaging system is a “Packing List” for the distribution “package”. The Packing List contains information and identification about each of the individual files that will be delivered in a Distribution Package. This allows for asset management and validation (including cryptographic integrity checking) for receipt. A feature can be sent in one or many Distributions and therefore could have one or more Packing Lists. The Packing List may be sent by itself ahead of the Distribution for asset management purposes. Some examples are shown below in Figure 17 and Table 9.
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COMPOSITION Play list #1 (“The Perfect Movie” English Spanish Subtitles)



AUDIO ESSENCE Track File Reel 1 (English, 5.1) AUDIO ESSENCE Track File Reel 2 (English, 5.1)



EVENT Play list A



SUBTITLE ESSENCE Track File Reel 1 (Spanish) SUBTITLE ESSENCE Track File Reel 2 (Spanish)



COMPOSITION list #3 (“Trailer Time” English )



COMPOSITION Play list #2 (“The Perfect Movie” Spanish English Subtitles)



Play



AUDIO ESSENCE Track File Reel 1 (Spanish, 5.1) AUDIO ESSENCE Track File Reel 2 (Spanish, 5.1)



SUBTITLE ESSENCE Track File Reel 1 (English) SUBTITLE ESSENCE Track File Reel 2 (English)



IMAGE ESSENCE Track File Trailer Reel 1 English AUDIO ESSENC E Track File Trailer Reel 1 (English, 5.1)



Figure 17: Example Distribution Package



Item #



File Name



Size



Type



1



Distribution_7654321



20KB



DC Packing List



3



TPM_English_#1



185KB



DC Composition Play List



4



TPM_Spanish_#2



185KB



DC Composition Play List



5



TT_English_#3



15KB



DC Composition Play list



6



TPM_English_2.39_R1



10GB



DC Image Track File



7



TPM_English_2.39_R2



12GB



DC Image Track File



8



TPM_English_5.1_R1



1GB



DC Audio Track File



9



TPM_English_5.1_R2



1.2GB



DC Audio Track File



10



TPM_Spanish_5.1_R1



1GB



DC Audio Track File



11



TPM_Spanish_5.1_R2



1.2GB



DC Audio Track File



12



TPM_Spanish_Sub_R1



683KB



DC Sub Picture Track File



13



TPM_Spanish_Sub_R2



702KB



DC Sub Picture Track File



14



TPM_English_Sub_R1



656KB



DC Sub Picture Track File



15



TPM_English_Sub_R2



734KB



DC Sub Picture Track File



Digital Certificate



Table 9: Example Packing List Compositions, Play Lists and Packing Lists must abide by a world wide standard. These standards are currently under development within the SMPTE DC28.20 Distribution Working Group. The standards are: the track File Specification SMPTE xxxM, the Composition Play list specification SMPTE xxxM, the Track File Encryption Specfiication SMPTE xxxM and the Packing List Specification SMPTE xxxM. The essence files such as compressed image or audio will use existing MXF (Material eXchange Format) standards. Should a new essence type be required for digital cinema, the file essence wrapper standard will be developed by System Spec v.3.doc
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6.2.4.



Packaging Document Road Map



The following set of documents will be necessary to specify an interoperable d-cinema packaging for distribution to exhibition sites.



Figure 18: Digital Cinema Packaging Document Map



6.2.4.1.



Operational Constraints



This specification will specify operational limits on various aspects of a standard dcinema package. This includes, for instance, constraining the maximum bit rate for compressed image data, audio sampling bit depth, audio sampling frequency, minimal length of a reel, etc. This work is being pursued by DC28.20 Packaging AHG.



6.2.4.2.



Media-Specific Representation (1 to N)



The objective of this set of specifications is to standardize the standard d-cinema package on a variety of delivery media, both based. This may, for instance, include the fashion in which segmented across multiple physical media. This work is being Segmentation AHG.
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6.2.4.3.



Packing List Specification



This working is being done within the DC28.20 Packaging AHG.



6.2.4.4.



Composition List Specification



This is the Composition Playlist Specification (v10.0). It has gone through one ballot will no negative votes – all comments have been resolved. Need to finish integrating subtitling or timed text. This working is being pursued by the DC28 Packaging AHG.



6.2.4.5.



Track File Specification



This is the Track File Specification (v6.0). It has gone through one ballot will no negative votes – all comments have been resolved. This working is being pursued by the DC28 Packaging AHG.



6.2.4.6.



Digital Cinema Certificate Specification



Specification of the digital certificate structure and semantics is an ongoing work item of the DC28.30 Key Management AHG. A concrete proposal based on X.509 certificates is being drafted



6.2.4.7.



Digital Cinema Content Encryption Specification



This is the AS-DCP Track File Encryption. The specification has gone through informal review by many experts. This work is being done under the D-Cinema Content Encryption AHG.



6.2.4.8.



Essence Wrapping Specifications



These documents specify the fashion in which different types of essence are mapped into MXF files. This effort will likely be carried by W25. Examples of these specifications are:



6.3. 6.3.1.



•



SMPTE 381M Mapping MPG into the MXF Generic Container



•



SMPTE 382M Mapping AES and Broadcast Wave Audio into the MXF Generic Container



Composition Track File Concepts and Requirements



The Track File is the fundamental element in the Digital Cinema Packaging system. It is the smallest unit of a Composition. The Track File structure and requirements are defined by the Essence data or Metadata that they contain. Each of these Essence or Metadata containers could be image, sound, sub picture, captions or auxiliary data. Each track file however, follows the same basic file structure. A track file consists of three logical parts: the File Header, the File Body and the File Footer as shown in Figure 19.



System Spec v.3.doc



Page 89



11/25/03



DCI, LLC Private Draft Document. Not for Publication.



Figure 19: Example Track File Structure The file structure is further broken down into logical data items as defined in SMPTE 336M using a KLV Protocol. The KLV Coding Protocol is composed of a Universal Label (UL) identification “Key” (UL Key), followed by a numeric “Length” (Value Length), followed by the data “Value” as shown below in Figure 20. One or more of these data items are combined to form the logical parts shown above.



Length UL Key 16 bytes



Length



Value



BER



Variable Length Octets



Figure 20: Example of KLV Coding The following concepts and requirements apply for all track files.



6.3.1.1.



Format Information



Each track file shall be a self-contained element, such that its Essence or Metadata can be understood and presented as it was packaged in a compliant decoder. The information shall be located in the predetermined specified area. The track file shall contain the following minimum information: •



Required Metadata for unique asset identification



•



Required Metadata for decompression. (optional)



•



Required Metadata for decryption. (optional)



The following information shall also be configured in a human readable format: •



Essence physical format description. (e.g. 4096 x 2160)



•



Essence title asset information. (e.g. The_Perfect_Movie_English_ R2)



6.3.1.2.



Reel



A Reel is a conceptual period of time having a specific duration. •



Track Files will always be associated with a Reel



•



A track file cannot cross over a reel boundary – that is “playable” portion of a track file – between the mark in and mark out points



•



Reels shall contain one or more Track Files
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The minimum duration of a track file is an integer number of frame such that the length is greater than or equal to one (1) second



6.3.1.3.



Track File Replacement



A Track File is the smallest unit that can be managed or replaced as a discrete file in the field. A Track File length is always equal to its associated Reel length.



6.3.1.4.



Synchronization



Each Track File shall contain the following synchronization information: •



Start of Essence Data (mark in)



•



End of Essence Data (mark out)



•



Track File Frame Count Starting with the count of 1



•



Frame rate



•



Milestones for restarts and/or cues



•



Internal Synchronization



6.3.1.5.



Splicing



Track Files of the same Essence type shall allow for seamless splicing to create a continuous data stream for a presentation. The play-out system shall be able to perform sample accurate splicing of audio track files. (See Theatre Systems Section for sample accurate play out requirement.)



6.3.1.6.



Key Epoch



A Key Epoch is the period of time during which a given Decryption Key is effective; the Key Epoch is one Reel.



6.3.1.7.



Security



Each Track File shall provide for encryption and methods to authenticate the data, if the content creator chooses to use such methods. •



The Essence container shall allow encrypted data while the rest of the Track File metadata is left unencrypted.



•



At any point in the delivery chain, it shall be possible to detect whether any accidental or intentional alteration has occurred.



•



“Shadow” Track Files, containing opaque security metadata associated with particular essence tracks, may be included in a package.



6.3.1.8.



Integrity and Authentication



Each Track File shall provide a method for verification of file integrity that can be easily determined at any step of the delivery process. • •
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6.3.1.9.



Extensibility



The operational pattern shall accommodate future extensions within its original scope.



6.3.1.10.



Random Access



The operational pattern shall support random access on image frame boundaries. In other words, the operational pattern shall ensure that the complexity associated with accessing an arbitrary frame is independent of its relative position within a track file. This may be achieved through the use of index tables.



6.3.1.11.



Simple Essence



A track file shall contain essence of a single essence type (e.g. audio, image, subtitles…). While a track file may, for instance, contain all audio channels for a given language, additional languages shall be stored in separate track file. Selective reproduction of track files is managed by the composition Play list.



6.3.2.



Image Track File



An Image Track contains the image Essence data and its associated Metadata. Each Image Track may contain compressed and encrypted image data. The following are requirements for an Image Track File.



6.3.2.1.



Frame Boundaries



The Image Track File shall begin and end with complete frames that allow for splicing.



6.3.2.2.



Compression



The Track File shall support uncompressed Constant Bit Rate (CBR) compression and Variable Bit Rate (VBR) compression. (Constrained by the compression format.)



6.3.2.3.



Metadata



The following Metadata shall be furnished with the Image Track File. •



Unique ID



•



Unique ID of corresponding plaintext track (same as above if unencrypted)



•



Track type



•



Total width in pixels



•



Total height in pixels



•



Aspect Ratio



•



Pixel Aspect Ratio



•



Frame Rate



•



Image Filename



•



Frame count number
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6.3.3.



Audio Track File



An Audio Track contains the audio Essence data and its associated Metadata. Each Audio Track may contain compressed and encrypted image data. The following are requirements for an Audio Track File.



6.3.3.1.



Frame Boundaries



The Audio Track File should begin and end with complete frames that are associated with its Image Track File so it allows for splicing.



6.3.3.2.



Data Packing Format



The Track File should support uncompressed audio data.



6.3.3.3.



Metadata



The following Metadata shall be furnished with the Audio Track File. •



Unique ID



•



Unique ID of corresponding plaintext track (same as above if unencrypted)



•



Track type



•



Audio Sampling Frequency



•



Channel Count



•



Channel Mapping Labels



•



Audio Compression Format (Optional)



•



Data Packing Format



•



Audio Filename



•



Image Frame count number



6.3.4.



Sub-Picture Track File



A Sub-Picture Track contains, for example, the Subtitling Essence data and its associated Metadata. Each Sub-Picture Track may contain compressed image data. The following are requirements for a Sub-Picture Track File.



6.3.4.1.



Frame Boundaries



The Sub-Picture Track File shall begin and end with complete frames that are associated with its Image Track File so it allows for splicing.



6.3.4.2.



Compression



The Track File should allow for graphics image compression.



6.3.4.3.



Metadata



The following Metadata shall be furnished with the sub-picture track file. •



Unique ID
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Unique ID of corresponding plaintext track (same as above, if unencrypted)



•



Track Type



•



Total Width In Pixels



•



Total Height In Pixels



•



Aspect Ratio



•



Pixel Aspect Ratio



•



Picture Coding (Compression And/Or Graphics Format)



•



Frame Rate



•



Image Filename



•



Frame Count Number



6.3.5.



Timed-Text Track File



A Timed-Text Track contains text for captions and/or subtitling. The following are requirements for a Timed-Text Track File.



6.3.5.1.



Metadata



The following Metadata shall be furnished with the Timed-Text Track File.



6.3.6.



•



Unique ID



•



Unique ID of corresponding plaintext track (same as above, if unencrypted)



•



Track Type



•



Total Width In Pixels



•



Total Height In Pixels



•



Aspect Ratio



•



Pixel Aspect Ratio



•



Font



•



Frame Rate



•



Image Filename



•



Frame Count Number



Auxiliary Track Files



An Auxiliary Track contains, for example, the Unicode text data or any other data or Metadata that belongs in a separate track for functional purposes. The following are requirements for an Auxiliary Track File.



6.3.6.1.



Frame Boundaries



The Auxiliary Track File should begin and end with complete frames that that are associated with its Image Track File so it allows for splicing.
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6.3.6.2.



Metadata



The following Metadata shall be furnished with the Auxiliary Track Files.



6.4.



•



Unique ID



•



Unique ID of corresponding plaintext track (same as above, if unencrypted)



•



Track Type



•



Data Filename



•



Frame Count Number



•



Text Format (If Applicable)



•



Cue Names (If Applicable)



Play Lists



Play Lists are textual lists that define how elements of Digital Cinema are played out in a presentation. There are two basic hierarchal types beginning with a Composition Play List.



6.4.1.



Composition Play List



The content owner creates the Composition Play List in a post-production environment. The composition play list is digitally signed such that any unauthorized modifications will be reported to the Security Manager. The Composition Play List has the following requirements:



6.4.1.1.



File Format



The Composition Play List shall use the secure (digitally signed) XML file format.



6.4.1.2.



Information



The Composition Play List should contain the following human readable information:



6.4.1.2.1.



General Information



•



Unique ID encoded as a UUID



•



Content Title in human-readable text



•



Program Type (e.g. Feature, Trailer, Logo, Advertisement) or Content Kind



•



Content Version



•



Language



•



Country



•



Rating List



•



Aspect Ratio



•



Image Format



•



Audio Format
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6.4.1.2.2.



Image Track Information (list for each Reel)



•



Unique ID encoded as a UUID



•



File Authentication Code



•



Track Filename



•



Frame Count In Point (on Composition time -line)



•



Frame Count Out Point



6.4.1.2.3.



Audio Track Information (list for each Reel)



•



Unique ID encoded as a UUID



•



File Authentication Code



•



Track Filename



•



Frame Count In Point



•



Frame Count Out Point



6.4.1.2.4.



Sub-Picture Track Information Optional (list for each Reel)



•



Unique ID encoded as a UUID



•



File Authentication Code



•



Track Filename



•



Frame Count In Point



•



Frame Count Out Point



6.4.1.2.5.



Auxiliary Track or Timed-text Information Optional (list for each Reel)



•



Unique ID encoded as a UUID



•



File Authentication Code



•



Track Filename



•



Frame Count In Point



•



Frame Count Out Point



6.4.1.2.6.



Digital Signature or Certified



•



Encrypted hash (message digest)



•



Signer identification



6.4.1.3.



Digitally Certified



Common business practices establish that Composition Play List is digitally certified by the content creator and cannot be modified for any reason by a non-authorized individual. Should a change in the composition play-list be required, a new composition play-list shall be created and sent to the distributor. Digital Signatures shall be created to verify its authenticity. System Spec v.3.doc
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6.5.



Distribution Package



The Distribution Package has two major components. One is the “package” itself, which includes all of the Track Files and the Play Lists; the other is the Packing List. These are all of the elements required for a complete delivery to the theatre Digital Cinema system. The Distribution Package may include security management information in the form of “shadow” Track Files and opaque metadata files. This information may be “universal” or vendor-specific. It is technically possible to include engagement-specific licenses and keying information in a Package in the form of opaque metadata, but this is not recommended for general usage. A Distribution Package may contain a complete feature film composition or a set of compositions; alternatively, it may carry only a single file to update one reel’s subtitle or sound track.



6.5.1.



Distribution Package



The Distribution Package shall contain a Packing List and one or more Digital Cinema files. The following requirements shall apply.



6.5.1.1.



Packing for Transport



The Distribution Package method shall not prevent the files from being transported via physical media, satellite or network.



6.5.1.2.



Security



The Distribution Package method shall provide Digital Signatures to allow the recipient to verify integrity of the Packing List and the enclosed files. It should be noted that preparation of Packing Lists is a distribution, fulfillment or transport function. Therefore, the digital signatures come from these entities, not the content-owner who mastered the files. Packing List security functions do not verify the authenticity of the content, only the intent of the delivery agent. (Content authenticity is verified through Play List signatures and digital licenses.)



6.5.2.



Packing List



The Packing List shall be a human readable file. •



The packing list may be sent separately (e.g. via email) from the Distribution package.



6.5.2.1.



File Format



The Composition Play List shall use the secure (digitally signed) XML file format.
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6.5.2.2.



Fields



The following data fields shall be included in the Packing List for each file in the Package. •



Item Number



•



Unique ID of each file include in the distribution package (the UUID as defined in the track file sep



•



File Name or Description



•



File Integrity check for each file included in the distribution package



•



Type (e.g. Packing List, Play List, Track File, opaque security data)



•



Authentication code for file



The following fields shall be included in the digital signature section of the Packing List. •



Encrypted Hash (message digest)



•



Signer Identification
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7. 7.1.



TRANSPORT



Introduction



Transport refers to the movement of the packaged Digital Cinema content. This can be accomplished many ways such as, physical media, virtual private network, or Satellite. This section will describe any requirements for the transport of packaged content.



7.2.



Transport System Overview



7.2.1.



Functional Framework



For the purpose of documenting the specific requirements and specifications for a Transport system they will be described in the following sections: •



Physical Media — The method for sending packaged content via standardized media formats.



•



Transmission — The sending of packaged content over networks. (e.g. satellite, fiber, or copper.



7.2.2.



Transport Fundamental Requirements



Digital Cinema presents unique opportunities for the transport of theatrical content. Some basic requirements are stated below.



7.2.2.1.



Security



At no time during transport shall the content owner’s encryption be removed.



7.2.2.2.



Robust



The files shall retain all of the data of the original files upon completion of transport of the Digital Cinema content.



7.2.2.3.



Delivery Time



A Digital Cinema content creator should release a DCP (Digital Cinema Package) for distribution to an exhibitor no later than 4 days preceding exhibition. A Digital Cinema content creator may release an updated reel or track file no later than 2 days preceding exhibition.



7.2.3.



Transport Key Concepts



The transport of Digital Cinema content may be accomplished in many different ways. The distributors will select the method that is both economical and technically robust to ship their content to the Theatres. This may include the use of physical media (e.g. DVD-R’s Hard Drives) or through transmission (e.g. satellite, fiber, copper). Either method that is selected shall provide for a secure environment for the content as well as no corruption of the data. Segmenting of the packaged content may occur to accommodate fixed media or bandwidth constraints.
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7.3.



Physical Media Transport



7.3.1.



Physical Media Transport Requirements



This section defines the methods and requirements for the transport of packaged Digital Cinema content via fixed media.



7.3.1.1.



Physical Media Storage Reliability



The media storage system shall provide good retention of data within reason. (e.g. No loss of any content data within normal usage.)



7.3.1.2.



Physical Media Interchange



A media storage system shall be selected that demonstrates good interchange.



7.3.1.3.



Physical Media Capacity Per Show



The media storage system shall have the capacity to hold all of the content of (1) show for the content being transported.



7.3.1.4.



Segmenting



Should segmentation of the packaged files be required, it shall be performed in a manner consistent with fixed media and operating system practices.



7.3.1.5.



Hard Drives



Hard drives may be a used for transport of packaged content. The hard drives should be of the type that will not hamper the current play out or working processes (e.g. Fire Wire or USB 2.0).



7.3.1.6.



Optical Storage



Optical storage, such as DVD-R, may be used for transport of packaged content. More than likely the content will be larger than the individual media. If this is the case, the content shall be segmented across the media so that it may be assembled with ease once it arrives to its destination.



7.3.1.7.



RAM



A method of storage using electronic circuits (RAM Drive) may be used to transport packaged content. Although at this time, the storage capacity of these devices may prohibit their use.



7.4. 7.4.1.



Transmission Transmission Concepts and Requirements



This section defines the methods and requirements for the transmission of packaged Digital Cinema content.
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7.4.1.1.



Bandwidth



The bandwidth shall be large enough to accommodate the exchange of data over a reasonable amount of time as stated earlier in the Transport Requirements (7.2.2.3). For an example of transmission times, please see Table 12.



7.4.1.2.



Segmenting



Should segmentation of the packaged files be required, it shall be performed in a manner consistent with standardized transmission operating system practices.



7.4.1.3.



Antenna Size



Due to installation restrictions and limited space, satellite-receiving dishes should be as close to one meter in size as possible.



7.4.1.4.



Satellite Receivers



There is a preference to have a single receiver at the theatre ingest area if satellite transmission is to be used. This should follow International Standard DVB-S (see Annex).



7.4.1.5.



Interfaces



The output of transmission receivers shall use an (IEEE802.3) interface using a TCP/IP protocol.
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Aspect Ratio 1.33 1.66 1.85 2.00 2.39



Time Hours Total Size @ (GBytes) 45Mbits/sec 318.578 15.732 388.524 19.186 428.767 21.174 417.990 20.641 356.138 17.587



Time Hours @ 55Mbits/sec 12.872 15.698 17.324 16.888 14.389



Time Hours @ 65Mbits/sec 10.892 13.283 14.659 14.290 12.176



Time Hours @ 75Mbits/sec 9.439 11.512 12.704 12.385 10.552



Time Hours @ 100Mbits/sec 7.080 8.634 9.528 9.289 7.914



Time Hours @ 150Mbits/sec 4.720 5.756 6.352 6.192 5.276



Time Hours @ 200Mbits/sec 3.540 4.317 4.764 4.644 3.957



Time Hours @ 300Mbits/sec 2.360 2.878 3.176 3.096 2.638



Table 10: Example of Transmission Bandwidth for One 3-Hour Feature (4k file, 12 bits @ 24 FPS)



Total Size Calculations from Table 11 in Theatre System Section Image size:



Calculated by: [{(MPELS*1.05) * 3 (X,Y,Z) * 12 (bits/Color) * 24 (FPS) * 60 (sec) *200 (min)} / 8 (bits/byte)] / 30 (Comp ratio) = size



Audio size:



Calculated by: {32 (AES bits) * 48,000 *16 (channels) * 60 (sec) * 200 (min)} /8 (bits/byte) = size



Sub Picture size:



Calculated by: 100,000 (bytes/png file @ level 1) * 3,000 (subtitles/feature) = size



Timed Text size:



Calculated by estimate of 500 MB per feature.



Auxiliary Data size:



Calculated by estimate of 500 MB per feature.
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8. 8.1.



THEATRE SYSTEMS



Introduction



Theatre Systems for Digital Cinema incorporates all of the equipment required to make a theatrical presentation within an auditorium and within a Theatre. This would encompass projectors, secure media blocks, storage, sound system, ingest, automation, interfaces, and a Screen Management System (SMS). Another device that is central in all of this is the Theatre Management System (TMS). The TMS controls, supervises and reports on all of the equipment in the Theatre. This section will touch on the architecture and interfaces required for a Digital Cinema Theatre System. It will also go into the detail of the requirements and interconnectivity of a SMS and a TMS.



8.2.



Theatre System Overview



8.2.1.



Functional Framework



For the purpose of documenting the specific requirements and specifications for a Digital Cinema Theatre Systems, it is helpful to subdivide the system into a framework of components. The specifications and performance requirements for each of these components will be described in the following sections: •



Screen and Theatre Management Systems — The human interface for the Digital Cinema System



•



Theatre Systems Architecture — The equipment and interconnect within the Theatre



8.2.2.



o



Single Screen Architecture



o



Multiplex Architecture



Theatre System Key Concepts



Theatre Systems can have a wide range of responsibilities. They shall provide a theatrical presentation in a timely manner along with controlling the environment in which it is presented. To simplify this complex system, we will review each of its major components of a Digital Cinema System and how they interconnect. We will then look at the human interface of the system, the Screen Management System (SMS) or Theatre Management System (TMS). This is the interface that allows for control, programming, security subsystems interface, troubleshooting, asset management and status of the Digital Cinema equipment. There shall be one SMS for each auditorium. There may be a TMS for a multiple auditorium installation. This implementation may need the ability for a TMS to be controlled or accessed by a local or remote Master TMS. There may also be the possibility of a Point of Sale (PoS) System that would need to interface to the TMS for scheduling purposes. There are many different scenarios, which we will not pursue, for the implementation of the SMS and the TMS.



8.2.3.



Theatre System Fundamental Requirements



Digital Cinema Theatre Systems have some basic requirements that are stated below.
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8.2.3.1.



Reliability



The most important part of the system is reliability. In the case of Digital Cinema the presentation should not be interrupted except in the case of a catastrophic failure of the Digital Cinema System (e.g. loss of power) or a natural disaster. There will be cases where equipment will fail, (such as it happens now with traditional 35mm film equipment) however the speed at which it is repaired should meet or reduce the time it takes to repair traditional 35mm film equipment.



8.2.3.2.



Maintenance



The system shall allow for the speedy exchange and replacement of equipment. It is expected that a minor failure (e.g. lamp failure) shall take less than 90 minutes to repair and a major failure (e.g. severe mechanical failure) shall be repaired by the next business day



8.2.3.3.



Test Shows



The system shall allow the content to be played back for validation and verification prior to exhibition.



8.2.3.4.



Monitoring and Diagnostics



The system shall provide monitoring and diagnostic checks and provide for status, monitoring, alignment and calibration. This may be done locally or through remote control.



8.2.3.5.



Easy Assembly of Content



The system shall provide a GUI interface for the assembly of content with relative ease in a timely matter.



8.2.3.6.



Movement of Content



The system shall provide a GUI interface theatre for Intra-Theatre movement of content within a multiplex facility. Normal planned business moves should take up to one- half the length of the content (e.g. 120 minute movie takes no more than 60 minutes to move). Emergency moves (e.g. equipment failure) between auditoriums shall occur within 15 minutes or less.



8.2.3.7.



Ease of Operation



The Digital Cinema System should require only a reasonable level of computer operation knowledge or training for the basic operation of the system. The computer-based user interfaces shall be simple and intuitive.



8.2.3.8.



Multiple Systems



There may be one Theatre Management System communicating to one or more Screen Management Systems.
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8.2.3.9.



Environment



The theatre shall provide an adequate environment for the equipment, with an operating temperature range of 10-35°C. All equipment shall comply with FCC Class A and UL regulations.



8.2.3.10.



Storage Capacity Per Screen



The central and/or local storage system shall have the capacity to hold [approximately 500GB of packaged content] all of the content for 2 shows of 3-hour length at the highest DCDM level per screen. (this assumes a compression at 150Mb/s and one show for play-out, one for ingest.)



8.2.3.11.



Security Manager (SM)



The Security Manager(s) are secure devices that operate on behalf of rights owners to enable content to be decrypted at showtime. In the theater, the SM is the “servant” of the TMS or SMS, and it is responsible for managing all security functions and security devices required for playout. SMs will have different impleme ntations (distributed or lumped by specific function), so the descriptors used in this theater systems chapter (e.g. “ExSM”) are for convenience only.



8.2.3.12.



Media Block (MBlk), Secure Media Block (SMB)



The Media Block may be installed physically in the projector or it may be located next to the storage device in a “server” configuration. In the configuration where the MBlk is external from the projector, Link Encryption is required. It shall be understood that wherever the term “MBlk” is used, if media decryption is included in the functionality of the MBlk, the MBlk shall be a Secure Media Block (SMB), per the requirements of Section 5.



8.2.3.13.



Power Failure



In the case of a power interruption, the Digital Cinema Theatre System shall be restored into a stable “stop/idle” condition.



8.2.3.14.



Local Control



Every auditorium shall provide the means of local control of the Digital Cinema System at each screen.



8.3.



Show Play List



The Show Play List is the list that the exhibitor assembles to complete a presentation in the theatre. The Show Play List has the following requirements:



8.3.1.



File Format



The Show Play List shall use the XML file format. (TBD)



8.3.2.



Information



The Show Play List should contain the following human readable information:
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8.3.2.1. •



Unique ID encoded as a UUID



•



Program Types (e.g. Feature, Trailer, Logo, Advertisement)



•



Show Play List Title



•



Version



•



Language



•



Country



•



Rating



•



Aspect Ratio



•



Image Format



•



Audio Format



8.3.2.2.



8.3.3.



General Information



Sequence of Composition Play Lists



•



Unique ID encoded as a UUID



•



Composition and/or Event Play List Filename



•



Timeline Count In Point



•



Timeline Count Out Point



Editing Show Play List



The Show Play List is designed to be edited in the field. The requirements for editing are listed below. •



Shall support editing of the Composition Play List sequence only



•



Shall allow for show cue programming and automation



•



Shall provide programming synchronized to a local clock (timeline)



8.4. 8.4.1.



Theatre Management System Operation



The Screen Management System (SMS) or Theatre Management System (TMS) shall allow the theatre staff to function similar to traditional Theatre operations. The workflow does not need to radically change to support Digital Cinema presentations. Digital Cinema content will arrive at the theatre via fixed media, or through other means of transport, and will be placed into storage. The staff will then assemble, via a computers Graphical User Interface (GUI) a “Show Play List”. This Show Play List could include advertisements, logos, previews and a main feature. The staff will then direct the show to the screen and let SMS begin the show by local or remote control. At the beginning of this section, fundamental requirements were listed that would allow theatres to operate as they have been for some time. In this section we will elaborate on some of these and other requirements, as they affect the SMS and TMS. System Spec v.3.doc
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8.4.1.1.



Local Control



Each Auditorium in a Theatre complex shall provide for local control at each screen via the SMS. This will provide for at a minimum: •



Show Start



•



Show Stop



•



Show Pause



•



Show Rewind



•



Show Restart



•



Show programming (Single Screen Installation)



8.4.1.2.



User Accounts



The SMS and TMS shall support multiple levels of user accounts. The following is an example of multiple accounts: Projection, Show Manager, and Administrator with password-protected appropriate log-ons. A.



B.



C.



“Projection” — Shall be able to perform the following functions: •



Browse and activate current Shows



•



Play content, including starting, stopping and pausing play out



•



Assemble Shows



“Show Manager” — Shall have access to the following functions: •



All projection functions



•



Assemble or Delete Shows to/from storage



•



Import/Delete Content to/from storage



“Administrator” — Shall have access to the following functions: •



All show manager functions



•



User Management



•



System Setup



•



Security Setup



8.4.1.3.



Receipt of Content



Content may be received by physical media or via a telecommunications network. The Theatre Systems shall allow multiple motion pictures and related content to be delivered to a theatre in a timely matter. (See Transport section) The Theatre System shall provide a method to validate receipt of the content. The Theatre System shall also provide a method to verify that the data is complete and has not been corrupted.



8.4.1.4.



Movement of Content



The SMS and TMS shall allow an authorized user to search for content and provide a method for the movement and deletion of content, within a screen or multiplex facility, while the system is in operation. As an example, this would include simultaneous content
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Down loading content while playback of presentations are in progress



•



Movement of content from a central storage to local storage while other content is in playback



•



Deleting content while other content is in playback I.



The SMS or TMS shall warn and not allow deletion if the content is in use or part of a current show Play list



II.



The SMS or TMS shall provide a deletion process that removes all of the content and play lists associated with the feature



8.4.1.5.



Assembly of Content



An electronic method is required to assemble trailers, feature presentations and other content in the creation of shows. At a minimum, a standard method is required to electronically identify the content to the SMS, TMS and the Security Manager (SM) to allow the show to be assembled and played out. This method of identification is embedded within the packaging format as metadata. (See the Packaging section of this document.) Operationally, the SMS and TMS shall provide the user with a method of creating a "Show Play List". This method shall provide for the following: •



The method of building shows should allow only authorized personal to build, save and transport the “Show Play List”.



•



The method shall use the validity/expiry method, so that you can check that you have the security devices and keying parameters required for playout.



•



The method shall make it possible for a "Show Play List" to be provided via an external source.



•



The method shall provide a means for inserting a “dark” screen and silence between content. The MBlk shall be able to transition modes without a display roll or similar artifact during a transition between clips in a play list.



•



“Show Play lists” may consist of both encrypted and non-encrypted content.



•



The "Show Play List" may be communicated in whole to the MBlk, whereupon it is then stored and subsequently executed within the MBlk. (Content Data Pull Model)



•



The “Show Play List” may be executed within the SMS, and communicated to the Storage and MBlk one command at a time. (Content Data Push Model)



•



The method shall provide for the insertion of “cues”. These “cues” allow the automation system to perform its tasks at event boundaries such as, start of feature and start of end credits.



8.4.1.6.



Automation Programming



The Automation system needs to communicate events to and from the screen equipment. These may be light dimmers, curtains, or other systems within an auditorium. These events or cues are programmed within the TMS or the SMS, and initiated by either the SMS or the Automation depending on which unit is master and which is slave. System Spec v.3.doc
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First Frame of Content



•



First Frame of Intermission



•



Last Frame of Intermission



•



First Frame of End Credits



•



First Frame of End Credits on Black



•



Last Frame of Content



8.4.1.7.



Testing of Content



The system shall allow the content to be played back for validation and verification prior to exhibition with a large visible watermark inserted into the image. The ExSM shall also log the playback.



8.4.1.8.



Playback of Content



The system shall provide a method to:



8.5.



•



Have full content play functionality (e.g. make play lists active, stop, start, pause play, start play) at any reel break point in a play list



•



If power is interrupted while playing content, when the system is next started, it will inform the user that play out was abnormally interrupted during the last play, and offer the user the ability to restart playout at a reasonable point prior to the failure (e.g. the beginning of a predetermined scene change).



•



Shall be able to restart from a pause



•



Have no interruptions during playback (glitch-free)



•



Adjust the delay ± 5 image frames of all presentation content to the image



Theatre Systems Architectures



A Digital Cinema Theatre System can be very complex. We will start with an example of a single screen installation as shown in Figure 21. Next, we will view an example of a Multiplex installation. Both systems are built around the same general components; ingest, storage, media block, security, projection, audio system, Screen Management System and Automation.
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Figure 21: Single-Screen System Architecture System Spec v.3.doc
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8.5.1.



Ingest



Ingest is the process of receiving content and security information at the theatre level. These are the devices that connect to and from the outside world. The following is an example list of such devices split into two groups. The first group has to do with content while the other group is for security and control. Content: •



Satellite Receiver or Receivers



•



Fixed media player or interface



Security and Control: •



Remote management — Proprietary to the SM provider



•



Security Management Interface — Standardized SM interface



8.5.1.1.



Ingest Interfaces



The interfaces to the outside world may use any method or physical connection that suits them best. Inside the theatre structure, the architecture should break down into two types of interfaces; one for the content and one for control/status and Key exchange.



8.5.2.



•



The content interface or Media Network should provide a high bandwidth interface to the storage and Media Block. (See Media Network Interfaces later on in this document for more details.)



•



The control/status and Key exchange interface or Theatre Management Network, should provide a common robust interface to the Screen or Theatre Management System and the Security Administrator. This shall be accomplished using 100Base-T (IEEE 802.3) Ethernet. (See Theatre Management Network Interfaces later on in this document for more details.)



Storage



The storage can be arranged into two basic configurations or a combination of the two. One is known as local storage and the other is central storage. Local storage is a configuration where the storage is located at each screen. Central storage is a configuration that has all of the storage of content in a central location for all of the screens in a multiplex. There can also be combinations of central and local storage.



8.5.2.1.



Storage Reliability



The most important part of the storage system is reliability. The most effective method so far is redundancy. When the mechanical and electrical assemblies of the storage system are duplicated, failures of any one component will not cause a loss of data.



8.5.2.2.



Central Storage



Central Storage implies that packaged content for a multiplex may be stored in one location. Central Storage may allow for multicasting of the content. If only Central Storage architecture is used, careful planning shall be done to ensure that it does not have a single point of failure including the network. In this type of
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8.5.2.3.



Local Storage



Local storage implies a single storage system for each screen. Local storage shall be able to sustain the bit rate required for the playout of all content for that screen.



8.5.2.4.



Combined Central and Local Storage.



A combination of Central and Local storage for a multiplex may be the best solution. The central storage can be used for ingest of material and redundancy of content, while the local storage should hold just the content required for the immediate presentation.



8.5.2.5.



Distributed Storage



A Distributed Storage system may be used provided there are no single point failures and the movement of content can be provided on a reasonable time frame as mentioned above in the requirements for movement of content.



8.5.2.6.



Bandwidth



The storage system shall provide enough output to support 350 Mb/sec for each screen to allow for non interrupted Digital Cinema play out of packaged content. (This bit rate is based upon an average image compression ratio of 30:1 and may change.)



8.5.2.7.



Capacity



The storage system shall provide for, at a minimum, not including redundancy, the storage of two 3-hour features (including pre-show content) per screen. (One feature currently showing and a second or upcoming feature) Shown in Table 13 below, are some example storage requirements. The numbers are based on: •



One 3 hour feature



•



20 minutes of pre-show material at the same resolution



•



12 bits per pixel per image



•



Image compression ratios of 30:1



•



A 5% factor for image headers



•



16 channels of uncompressed audio at 48 kHz at 32(AES3) bits



•



3000 sub pictures in PNG file format



•



3000 timed Text Lines



•



A fixed amount of Auxiliary Data (1 MB)
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Total M PELS 6.204 7.746 8.631 8.389 7.021



3 Hour Im a g e (GBytes) 281.413 351.359 391.502 380.525 318.473



3 Hour Audio (GBytes) 36.864 36.864 36.864 36.864 36.864



Sub Picture (GBytes) 0.300 0.300 0.400 0.600 0.800



Timed Text (GBytes) 0.001 0.001 0.001 0.001 0.001



Aux Data (GBytes) 0.001 0.001 0.001 0.001 0.001



3 Hour Total (GBytes) 318.578 388.524 428.767 417.990 356.138



4K file sizes shown Table 11: Example of Storage Capacity for one (4k) 3-Hour Feature (12 bits @ 24 FPS) Image size:



Calculated by: [{(MPELS*1.05) * 3 (X,Y,Z) * 12 (bits/color) * 24 (FPS) * 60 (sec) *200 (min)} / 8 (bits/byte)] / 30 (Comp ratio) = size



Audio size:



Calculated by: {32 (AES bits) * 48,000 *16 (channels) * 60 (sec) * 200 (min)} /8 (bits/byte) = size



Sub Picture size:



Calculated by: 100,000 (bytes/png file @ level 1) * 3,000 (subtitles/feature) = size



Timed Text size:



Calculated by estimate of 1MB per feature.



Auxiliary Data size:



Calculated by estimate of 1MB per feature.



8.5.3.



Media Block (MBlk) (Secure Media Block)



Another key component in the playback chain is the (secure) Media Block (MBlk). The MBlk is responsible for converting the packaged, compressed and encrypted data into raw image, sound, subtitles and auxiliary data if required. The detailed security requirements of the secure MBlk are discussed in Section 5.6.2.3. Here we describe the more general functions of the MBlk, and variations on implementation. The MBlk can be located anywhere within the Theatre System. The MBlk may be implemented in a server configuration (see Figure 22 below). This is where the storage and the MBlk are closely coupled. In this configuration the content data is then pushed to the final playout device. In this configuration Link Encryption is required to protect the base band content.



Figure 22: Media Block Server Configuration
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Figure 23: Media Block Playout Device Configuration The MBlk should consist of devices to un-package, decrypt, decompress and reformat the data into the DCDM*. The MBlk may contain all of these devices or there could be more than one MBlk to handle the tasks. (E.g. Media Blocks for image data, Sub-picture, Timed Text and audio data, etc.) Examples of this are given in Figure 24 through Figure 26. The MBlk may also elect not to perform all of the tasks listed above. For example the MBlk may not unpack the data for storage on the drives. The MBlk may perform the image scaling and the insertion of the sub-picture and/or the timed text information. At a minimum the MBlk should perform the basic formatting for the downstream device. It is also necessary for the MBlk to communicate to the Screen Management System (SMS) and the Exhibition Security Manager (ExSM) for control and status. The following are the requirements for the MBlk.



8.5.3.1.



Synchronization



The MBlk is the device that converts the packaged content data from a store and forward transport into a real time data playout for the downstream devices. The MBlk shall playout the image, audio and other timed dependant content in a manner that presents a synchronized performance to the audience. (Sometimes referred to as Lip Sync)



8.5.3.2.



System Clock



The MBlk shall generate the system clock for hardware synchronization, or the system clock shall be provided to the MBlk.



8.5.3.3.



Image Security



If the MBlk is decrypting content then the MBlk shall be a secure device, such that it should not readily expose the unencrypted content in the clear. The MBlk may also provide the ability to fingerprint the content.
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8.5.3.4.



Image Link Encryption



If the Secure MBlk is not physically located next to the final digital to analog conversion, (e.g. digital to light) then the MBlk shall provide security measures to prevent unencrypted content from being in the clear, such as link encryption.



8.5.3.5.



Minimum Image Components



The Image MBlk shall contain, at a minimum, the Media Decryptor, Decompressor, and Formatting. If the design requires, it shall also include Link Encryption.



8.5.3.6.



Minimum Audio Components



The Audio MBlk shall contain the formatting required synchronize and convert to AES31992(r1997).



8.5.3.7.



Components



The MBlk as stated above should contain the decryption, decompression, and formatting modules and may also contain other modules. These components are listed below and an example functional architecture for an MBlk is shown in Figure 24 as well.
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Figure 24: Example Secure Media Block
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Figure 25: Example Secure Image Media Block
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Figure 26: Example Media Blocks
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8.5.3.8.



Un-package



Any packaged content that comes from storage shall contain all of the content data required for the presentation. The first job of the MBlk is to arrange the track files into their appropriate modules and to provide a timely supply of data to the next process. The content may arrive completely unpacked or partially unpacked depending upon the system’s storage method.



8.5.3.9.



Media Decryptor (MD)



Decryption, if required (e.g. image), occurs in the Media Decryptor (MD). This module contains the ability to decrypt the content when authorized by the Exhibition Security Manager (ExSM). The MD shall have a unique identification and shall communicate directly and securely with the ExSM.



8.5.3.10.



Decompression



Decompression, if required (e.g. image), occurs in this component of the MBlk.



8.5.3.11.



Formatting



Once the content is in its DCDM form it may require formatting for its interface to the play-out devices.



8.5.3.12.



Image Link Encryption



A Link Encryption module shall be provided if the Image MBlk is not located physically and securely within the playout device.



8.5.3.13.



Alpha Channel Overlay



An alpha channel overlay module to key subtitles or open captions into the Main Image may be located in the projector or in the MBlk.



8.5.3.14.



Sub-picture Render



A module that converts the sub-picture file into the DCDM image file, with an alpha channel overlay. This module may be located in the projector or the MBlk.



8.5.3.15.



Timed Text Render



The module that converts the Timed Text data into the image file with an alpha channel for the alpha channel overlay. This module may be located in the projector or the MBlk.



8.5.3.16.



Auxiliary Data



The module that converts auxiliary data into timed data that is understood by its downstream devices. (e.g. Time code).



8.5.3.17.



Media Block Interfaces



The Media Block (MBlk) shall interface on three levels with the rest of the system. One level deals with the packaged Digital Cinema content. The next level is the raw essence output for the projector, the audio processor, and any special devices for the automation System Spec v.3.doc
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Packaged Data — The packaged content requires a standard data interface that could handle bandwidths up to 350 Mb/sec. (This bit rate is based upon an average image compression ratio of 30:1 and may change.) This could be, for example, a 1 Gb Ethernet (IEEE 802.3) interface.



•



Uncompressed Essence — The raw essence data requires a real time data interface with extremely high bandwidths. The interface will depend on the physical location of the MBlk and the type of essence that the interface shall carry. A. Main Image — This streaming data interface shall handle data rates up to 10 Gb/sec. When the MBlk is located physically within the projector it is recommended to use the Universal Projector Interface described in the Projection section. When the MBlk is physically located outside of the Projector, then a 10 Gb Dual Fiber interface should be used with Link Encryption. (See Projection Section for details.) B. Sub-Picture — This streaming data interface shall handle data rates up to 10 Mb/sec. This could be accomplished by the use of a standard 100 Base-T (IEEE 802.3) Ethernet data interface. C. Timed Text — This might be a streaming data interface depending on the buffer capability of the projector. It is expected that this interface could also use a standard 100 Base-T (IEEE 802.3) Ethernet data interface that could handle data rates up to 500 kb/sec. There should be at least two of these interfaces from the MBlk, one to feed the projector and the other to feed off screen devices. D. Audio — This interface shall stream multiple digital audio channels to the Cinema Audio Processor. This shall be in an AES3 format. E. Auxiliary Data — This interface handles any optional automation data sent to the Screen Automation. This data needs to be dealt with in real time. It is not recommended to use a network data architecture for this information. A standard protocol over a RS 422 interface would be best suited for this purpose. •



8.5.4.



Control and Status — The MBlk shall also provide control and status via a standard 100 Base-T (IEEE 802.3) Ethernet data interface to the projector, the SMS and ExSM.



Projection System



The Projection System is required to change digital image data into the light that appears on the screen. The projection system shall support many interfaces and different Digital Cinema system architectures. One of these architectures includes the Media Block (MBlk), described above, installed in the projector. In this type of architecture, all of the content is ported through a single data interface. When the MBlk is external to the Projector, then more interfaces to the projector are required. Alternative content may come from an external interface, even when the MBlk is present inside the projector.
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8.5.4.1.



Projection System Interfaces



The Projection System not only provides the main image on the screen, it may provide Sub-titles, open captioning, and still pictures. This requires extra interfaces from the MBlk should the MBlk not be installed in the projector. These interfaces are noted below. (For the complete interface specification refer to the Projection Section of this document.) •



Sub-Picture — The sub-picture (bit mapped image data with alpha channel) information will need either a separate interface into the projector or the MBlk shall overlay the sub-picture with the main image and send it through the main image interface. A sub-picture interface shall be a 100 Base-T (IEEE 802.3) Ethernet data interface with enough sustained bandwidth to support sub-pictures at up to 24 FPS.



•



Timed-text — Information may also enter into the projector through a data port or be rendered and overlaid in the MBlk. The interface shall be a 100 Base-T (IEEE 802.3) Ethernet data interface.



•



Control and Status — The projection system shall also provide a 100 Base-T (IEEE 802.3) Ethernet data interface that can receive control information and send status to the ExSM, MBlk and SMS.



8.5.5.



Audio System



The Audio System delivers the sound of the theatrical presentation to the audience. It is responsible for receiving the uncompressed Digital Audio from the Media Block, converting it to analog and directing it to the proper speakers for translation to acoustic energy. The system shall provide the capability of 16 channels of audio playback. The presentation shall provide, at a minimum, a 5.1 audio format. (Left, Center, Right, Sub, Left Surround and Right Surround) A 7.1 audio format may be provided. (The 5.1 format, adding Left Center and Right Center.) The surround channels shall require delays to be set for each individual installation. Future channels could include a Hearing Impaired and/or a Visually Impaired channel as well. The Cinema Audio Processor shall provide the Digital Audio conversion and the channel mapping. Its other duties may include, playing the intermission program or music (often called "non-sync") and allowing for monitoring in the projection booth.



8.5.5.1.



Audio System Interfaces



The Audio System requires several interfaces. The main interface deals with the Digital Audio and the other interfaces deal with status and control. These interfaces are noted below. •



Digital Audio — The Digital Audio is delivered from the MBlk to the Cinema Audio Processor. This is a real time digital audio link that has the capacity for delivering 16 channels of 24-bit 48kHz digital audio. This link should follow AES3- r1997 recommended practice for serial transmission format for twochannel linearly represented digital audio data.



•



Control and Status — The Cinema Audio Processor shall also provide a 100 Base-T (IEEE 802.3) Ethernet data interface that can receive control information and send status to Automation and/or SMS depending on the existing Automation in the theatre.
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8.5.6.



Exhibition Security Manager (ExSM)



The term “Exhibition Security Manager” is used to describe that portion of security management that resides in the theater. The Exhibition Security Manager’s (ExSM) tasks are to control and support the security devices in the Auditorium, to allow only authorized encrypted material to be decrypted and to log all transactions performed by the ExSM. This requires the ExSM to interface with the TMS and/or SMS and the MBlk, or other security devices (e.g. fingerprinting device) if they are present. All intra-theater ExSM communications shall be according to standardized messaging command and control according to Section 5. For purposes of Security Data ingest (keys), the ExSM shall interface via a standardized security interface with an external Security Manager (shown as a Security Administrator), or via a proprietary interface if the particular form of SM implementation does not require/use the standardized interface at the theater boundary. (In the latter case the “external” part of the SM shall also implement the standardized interface, but may do so earlier in the Security Data distribution chain.) The ExSM shall also communicate with the projector (or other security devices as appropriate) to support link encryption if it is required. Finally the ExSM shall communicate secure log information to the Security Administrator. This delivery is expected to occur through a private network, although it may be delivered through fixed media.



8.5.6.1.



SM Interface



The Security Manager (whether in stand alone “ExSM” or distributed form) shall interface with all theatre devices (which include the TMS, SMS, MBlk, LE and LD) using standardized intra-theater messaging. It shall also implement the standardized extratheater interface for receiving Security Data. These interfaces are noted below and the details are specified in the Security Section (Section 5). •



8.5.7.



Control and Status — The ExSM shall provide a 100 Base-T (IEEE 802.3) Ethernet data interface for all intra-theater security messaging, command and control and status communcations.



Screen Automation System



A Screen Automation System may interface with life safety, motor controlled curtains, motor controlled masking, the dimmers for the lighting, existing 35mm film projectors and possibly to other devices such as the Cinema Audio Processor, and/or special effects devices. One of the challenges of Digital Cinema is to interface with the many different Automation devices installed presently in the Theatres.



8.5.7.1.



Automation Interface



The Automation interface is a variable that is different depending on the manufacturer of the installed system. This could range from contact closures to proprietary interfaces. The SMS must translate Digital Cinema cues into something that the Automation system understands, and reciprocally, must translate the Automation information into something the SMS understands.
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8.5.7.2.



Auxiliary Data Interface



The Auxiliary Data Interface has four main interfaces from which it communicates information to and from the SMS, and to and from the Automation. These interfaces are listed below.



8.5.8.



•



RS-422 — To communicate to the MBlk for time sensitive information



•



Ethernet — To communicate to the SMS via the Theatre Management Network for non-time sensitive information, configuration and software and firmware upgrades



•



LTC — An output to communicate SMPTE 12M LTC



•



GPIO — To communicate contact closures to external equipment and/or the Automation



Screen Management System (SMS)



The overall control of the Digital Cinema System resides within the Screen Management System. This is the controlling device for the timely playback of the Digital Cinema content and all other functions of the screen system. This may also be the central console where content is assembled along with automation control programming for a Single screen installation. Along with these tasks, the SMS may monitor and run diagnostics on equipment within the Digital Cinema System and provide logging information to the exhibitor. The SMS can operate in one of two modes, Local or Remote. In the local mode the SMS is the primary controller for the start of the presentation. In the remote mode a Theatre Management System (TMS) begins the presentation. This could be a local device such as another TMS / Point of Sale (PoS) System or it could be a remote device. The SMS shall interface with all of the systems within the Auditorium as well as remote devices.



8.5.8.1.



SMS Interface



The SMS interface is required for the control and status to all of the equipment and exterior devices. This shall be accomplished by using 100Base-T (IEEE 802.3) Ethernet data interface.



8.5.9.



Multiplex Theatre System Architecture



Most Theatre Systems will be part of a larger multi-screen facility. It is expected that a single TMS for Digital Cinema operations should support a multiplex configuration of a minimum of 6 screens with the capability of increasing to at least 30 screens. Figure 27 below, demonstrates an example architecture of one of these systems from an interface prospective. In this section we will consider the requirements and interfaces of a large networked system. There are two main interface components of this larger system. The first is the Media Network and the second is the Theatre Management Network.



8.5.9.1.



Media Network



The Media Network is a high bandwidth, switched interface, made up of media interfaces, Disk Arrays and Media Blocks. This network supports the movement of all of the Digital Cinema content. The Media Network must support sustained rate of 350Mb/s.
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8.5.9.2.



Theatre Management Network



The Theatre Management Network is a low bandwidth, shared interface, made up of Theatre System devices and an Ethernet distribution system. This shall be accomplished using a 100Base-T IEEE 802.3 Ethernet. This network shall support all of the control, configuration, security, software upgrades, testing and status of the Theatre Systems. The Theatre Management Network can be sub divided into two main categories of communications; the first is the sending of commands and data to the Theatre System devices and the other is receiving status form those devices. TCP/IP shall be the protocol to send commands and configuration. SNMP/UDP/IP (Simple Network Management Protocol over User Datagram Protocol over Internet Protocol) shall be used for status of the equipment. The following is a list of devices and their possible communications required:



8.5.9.2.1.



Screen / Theatre Management System (SMS/TMS)



•



Playback — Commands and Status, Material ID’s, Asset Management



•



Configuration — Installation Values, Audio Channel Mappings, Automation Behavior, Equipment Behaviors, Equipment Diagnostics



•



Security — Authentication, Key Exchange, Key Management



•



Software/Firmware upgrade — Software Upgrade Mode/Status, Firmware Upgrade Mode/Status



•



Faults — Equipment ID, Timestamp, Errors



•



Reports — Equipment Histories, User Logs, Security Events



8.5.9.2.2.



Exhibition Security Manager(s) (ExSM)



•



Configuration — Installation Values, Equipment Behaviors, Equipment Diagnostics



•



Security — Authentication, Key Exchange, Key Management



•



Software/Firmware Upgrade — Software Upgrade Mode/Status, Firmware Upgrade Mode/Status



•



Faults — Equipment ID, Timestamp, Errors



•



Reports — Equipment Histories, User Logs, Security Events



8.5.9.2.3.



Storage



•



Playback — Commands And Status, Material ID’s, Asset Management



•



Configuration — Installation Values, Equipment Behaviors, Equipment Diagnostics



•



Software/Firmware Upgrade — Software Upgrade Mode/Status, Firmware Upgrade Mode/Status



•



Faults — Equipment ID, Timestamp, Errors, Disk Error Logs
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Reports — Equipment History



8.5.9.2.4.



Media Block (MBlk)



•



Playback — Commands And Status



•



Configuration — Installation Values, Audio Channel Mappings, Automation Behavior, Equipment Behaviors, Equipment Diagnostics



•



Security — Authentication, Key Exchange, Key Management



•



Software/Firmware Upgrade — Software Upgrade Mode/Status, Firmware Upgrade Mode/Status



•



Faults — Equipment ID, Timestamp, Errors



•



Reports — Equipment History, Security Events Playback



8.5.9.2.5.



Projection System



•



Playback — Commands And Status



•



Configuration — Installation Values, Equipment Behavior, Equipment Diagnostics



•



Software/Firmware Upgrade — Software Upgrade Mode/Status, Firmware Upgrade Mode/Status



•



Faults — Equipment ID, Timestamp, Errors



•



Reports — Equipment History



8.5.9.2.6.



Cinema Audio Processor



•



Playback — Commands And Status



•



Configuration — Installation Values, Audio Channel Mappings, Equipment Behavior, Equipment Diagnostics



•



Software/Firmware Upgrade — Software Upgrade Mode/Status, Firmware Upgrade Mode/Status



•



Faults — Equipment ID, Timestamp, Errors



•



Reports — Equipment History



8.5.9.2.7.



Auxiliary Data Interface



•



Playback — Commands And Status



•



Configuration — Installation Values, Automation Behavior, Equipment Behaviors, Equipment Diagnostics



•



Software/Firmware Upgrade — Software Upgrade Mode/Status, Firmware Upgrade Mode/Status



•



Faults — Equipment ID, Timestamp, Errors



•



Reports — Equipment History
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Figure 27: Multiplex Theatre System Architecture. System Spec v.3.doc
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9. 9.1.



PROJECTION



Introduction



The Projection System is the essential part of Digital Cinema. Its job is to change digital image data into light that appears on the screen. This section is broken into parts to help define the requirements, interfaces, and performance specifications.



9.2.



Projection System Overview



9.2.1.



Functional Framework



For the purpose of documenting the specific requirements and standards for a Digital Cinema Projection system, it is helpful to subdivide the system into a framework of components. The specifications and performance requirements for each of these components will be described in the following sections: •



Colorimetry — The method for color conversion



•



Performance parameters — Performance specifications and requirements



•



Interfaces — The physical connections to and from the projector



9.2.2.



Projection Fundamental Requirements



Digital Cinema presents a challenge to create a versatile projection system. Throughout this system, some basic requirements are needed and are stated below.



9.2.2.1.



Interfaces



The projector shall have the following interfaces: •



100 Base-T Ethernet Control and Status interface (IEEE802.3)



The projector may have: •



Graphics and/or Text Interface (Could be the same as Control and Diagnostics, e.g. Ethernet Interface)



The projector shall have either an: •



Uncompressed image interface (with Link Encryption), or a



•



Media Block Interface (If Media Block is installed in the projector)



9.2.2.2.



Alternative Content



The projector shall not preclude the ability to present alternative content. The projector may also provide an auxiliary input.



9.2.2.3.



Single Lens



The projection system shall provide either a single lens solution, or an unattended changeover if more than one lens is required.
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9.2.2.4.



Color Space Conversion



The projection system shall convert the incoming DCDM color space to its native color space.



9.2.2.5.



Spatial Resolution Conversion



If the incoming spatial resolution is not the projectors native spatial resolution, then the projection system shall convert the incoming format.



9.2.2.6.



Refresh Rate



If the incoming frame rate is not the projection system native refresh rate, then the projector shall convert it to its native refresh rate.



9.2.2.7.



Fingerprinting



TBD



9.2.2.8.



(Secure) Media Block



The projector may provide an area for a (Secure) Media Block to be installed, should the design of the installed system require it. If the Media Block is installed external to the projector, then a link encrypted interface is required to ensure that no digital cinema content is in the clear.



9.2.3.



Projection Key Concepts



The Digital Cinema projector is one of the key elements in the system. It is perceived that projector technology will continue to change and develop with time. Bearing this in mind, the projection system must accommodate growth. There are several items affecting the projection system: Color space, resolution, brightness, contrast and interfaces. The projector will be required to convert from the incoming color space to its native color space. This may require supporting more than one incoming color space. The projector may also have to support more than one spatial resolution and frame rate. The projection system should also support many interfaces and different Digital Cinema system architectures. It is recommended that the projector should provide a Universal Plug In Interface structure in the projector. This could be analogous to the PCI buss found in computers today.



9.3. 9.3.1.



Colorimetry Colorimetry Concepts and Requirements



This section defines the decoding of color from the Digital Cinema Distribution Master (DCDM). Color is defined with a triplet of code values that only have meaning with respect to a specific set of color primaries and white point. This section specifies a container set of non-real color primaries that encompass the full visual spectrum. It also specifies the color primaries of a Xenon projector, an encoding white point, and a transfer function relating code values to luminance that allows a contrast range greater than today’s display devices. A display device for digital cinema must have the capability to convert from this DCDM color representation to its native color representation.
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9.3.1.1.



Color Primaries



This standard uses the CIE color primaries X, Y, and Z. The chromaticity coordinates of the encoding primaries are shown in Table 12. Encoding Primaries X Y Z



x



y



u’



v’



1.0000 0.0000 0.0000



0.0000 1.0000 0.000



4.0000 0.0000 0.0000



0.0000 0.6000 0.0000



Note: x, y ,u’ ,v’ refers to the chromaticity coordinates defined by the CIE. Table 12: Chromaticity Coordinates of the Encoding Primaries



9.3.1.2.



White Point



The chromaticity coordinates of the encoding white point are shown in Table 13. The D61 illuminant corresponds to a correlated color temperature of 6104 K. Illuminant



D61



x 0.3198



y 0.3360



u’ 0.2001



v’ 0.4730



Table 13: Chromaticity Coordinates of the White Point



9.3.1.3.



Transfer Function 1



•



Encoding



 L  2.6 CV = 4095 *   P Where: CV is the resulting Code Value for a color component. L is the luminance output in cd/m2 (assuming all three code values are equal) P is the peak luminance output in cd/m2 (e.g. peak = 48 cd/m2 or 14 fL) 4095 = 212 - 1



•



Decoding



 CV  L = P *   4095 



2 .6



Note: Some of today’s Metrology lacks the precision to measure reflected luminance values required by this specification. In absence of this, please refer to the DCI Test Plan in the Annex where there is a recommended procedure to evaluate the performance of the projectors transfer function using an incident meter.
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9.3.1.4.



Xenon Color Primaries and Brightness



The goal of choosing these metrics is to achieve a Gamut and Brightness for Digital Cinema that will interchange between current xenon digital projectors. •



Color Primaries Encoding Primaries



x



y



u’



v’



R



0.6800



0.3200



0.49635



0.52555



G



0.2650



0.6900



0.09860



0.57767



B



0.1500



0.0600



0.17544



0.15789



Note: x, y, u’ ,v’ refers to the chromaticity coordinates defined by the CIE. Table 14: Chromaticity Coordinates of Primaries •



Brightness



White Reference Level Brightness shall be 48 cd/m2 or 14 fL.



9.3.1.5.



Look Up Tables



Input Value 4095 3686 3276 2866 2457 2048 1771 1638 1228 737 410 288 220 168 118



Code Output Luminance, cd/m2 48.000 36.511 26.870 18.980 12.718 7.922 5.429 4.432 2.096 0.556 0.121 0.048 0.024 0.012 0.005



Relative Luminance 100.000% 76.065% 55.980% 39.542% 26.497% 16.504% 11.311% 9.233% 4.366% 1.158% 0.252% 0.101% 0.050% 0.025% 0.010%



Notes Peak White



18% Gray



Black 1000:1 Black 2000:1 Black 4000:1 Black 10,000:1



Table 15: Some Typical Code Values and Luminance Values for a Projector with a Gamma 2.6 Display Characteristic
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Projector Transfer Function 16 14



Luminance (Ft L)



12 10 8 6 4 2 0 0



512



1024



1536



2048



2560



3072



3584



4096



Code Value Figure 28: Projector Transfer Function (Gamma 2.6)



9.3.1.6.



Color Management



The colorimetric primaries for the Reference Projector (used in content creation or color grading) shall be defined by metadata in the packaged DCDM. The Cinema Projector shall interpret this metadata and set up the projector to faithfully reproduce the color of the Reference Projector. If the color gamut of the Reference Projector exceeds that of the Cinema Projector, the Cinema Projector will map the out-of-gamut colors into the gamut of the Cinema Projector. The method for gamut mapping that faithfully reproduces the creative intent should be the subject of a Recommended Practice. Proprietary color processing used to match print film or create a unique look may be included in the Reference Projector used in color grading, but this color processing must be rendered into the DCDM as part of the process of transforming the color to (device independent) XYZ for distribution.



9.4.



Performance Parameters



The following paragraphs define the performance specifications for Digital Cinema projection systems. These performance specifications shall be measured in accordance with the guidelines set in the DCI Test Plan, which can be found in the Annex of this document. System Spec v.3.doc
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9.4.1.



Performance Classes



It should be recognized that different applications within the industry have varying requirements for tolerances, or the precision of the target specifications attained in any particular installation. For example, greater precision may be required in a mastering suite than in a commercial cinema Theatre. In order to simplify communication, two levels or classes of precision are defined herein as follows:



9.4.1.1.



Class AA



Intended as the highest precision available with current technology, for the most critical colorimetry applications, recommended for color timing/matching.



9.4.1.2.



Class A



Intended as the minimum level acceptable for commercial cinema presentations.



9.4.2.



Specifications Parameter



Target



Class AA



Class A



Luminance, center, 100% white Luminance, side & corner



48 cd/m² (14.0 fL) 90% of center



± 1.7 cd/m² (± 0.5 fL) 85% to 95% of center



± 3.4 cd/m² (± 1.0 fL) 75% to 90% of center



Contrast Ratio



4000:1



2000:1



1700.1



x=0.3198 y=0.3360 ±.001 of center ±.001 of 100%



±.002 x, y



±.010 x, y



±.005



±.010



±.004 x, y



±.006 x, y



White Chromaticity Chromaticity Distribution Chromaticity Tracking



Table 16: Performance Levels by Class



9.5.



Projector Interfaces



Projection Systems will likely have many Interfaces to support the various signals it is required to send and receive. It has been envisioned that with industry support, a Universal Plug-In Interface could allow great flexibility for system integrators to accomplish many different configurations.



9.5.1.



Universal Plug-In Interface



A Universal Plug-In interface, such as PCI express, would allow any of the following interfaces, listed below, to be installed into a universal card slot within the projector. This standard should include buss structure, physical dimensions, power requirements, and heat and air flow specifications.
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9.5.2.



Media Block Interface



If the implementation of a Digital Cinema system requires the Media Block to be located in the projector, it shall conform to SMPTE Standard XXXX, as stated above. At a minimum, the Media Block shall decrypt and decompress the image and provide this to the internal projector buss. Should the Media Block be removed, it shall notify the Security Manager.



9.5.3.



Uncompressed Image Interface



There are many interfaces to exchange image data. They can be broken into two categories, point-to-point and network interfaces. When we think of point-to-point we are usually referring to real-time interfaces that we can exchange uncompressed image data. These interfaces are not as common as network interfaces found in standard computer architectures. Network interfaces, at this moment in time, are improving in their speed and bandwidth and may approach real-time speeds for the image data of the DCDM. Since these network interfaces are well documented and understood we will not discuss them in this specification. We will, however, provide interchange specifications for point-to-point interfaces. To gain the economics of a common interface, it is recommended that we consider interfaces that are widely used in the personal computer and/or consumer marketplace.



9.5.3.1.



Dual Link HD-SDI



When delivering image content to a 2k projector from an external Secure Media Block, a SMPTE 372M Dual Link HD-SDI interface may be used, provided that it employees Link Encryption.



9.5.3.2.



10 Gb Dual Fiber



10 Gb, also known as IEEE 802.3ae in the networking world, could be adapted for a point-to-point interface. The goal for this interface would be to use the same physical layer and adopt a protocol for streaming image data. Listed below are some of the requirements:



9.5.4.



•



Dual SC Fiber Connector (back haul status/handshake)



•



Multi Mode



•



Point-to-point



•



Matrix Switch and/or Patchable



•



Up to 100 meter runs



•



Physical Interface established (Layer 1)



•



Electrical Interface established (Layer 1)



•



10 Gb/sec link bandwidth to accommodate up to DCDM in real-time



•



Need mapping document and industry support



Graphics and Timed-Text Interface



Timed-Text and Sub-Picture Interfaces shall use a 100 Base-T (IEEE 802.3) interface. This may be the same Interface that is used for control and status.
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9.5.5.



Control and Status Interface



These signals allow the SMS, TMS, the projector and the house automation to communicate. The physical implementation shall be 100 Base-T (IEEE 802.3) Ethernet. The protocol used shall be the same as the Theatre Management Network. (See Theatre Systems)



9.5.5.1.



Control



Following list is a list of control messages that may be sent to the projector. •



Local/Remote



•



Power On / Off



•



Douser On / Off



•



Input 1,2,3



•



Test Signal On / Off



•



Test Signal Selection



•



User Memory Recall 1-n



•



Zoom In / Out



•



Focus + / -



•



Lens Shift Up / Down



•



Lamp Mode Full, Half



•



Lamp Hours Reset



•



Keystone + / -



9.5.5.2.



Status



Following is a list of the status messages that may be sent from the projector. •



Projector On / Off



•



Projector Standby Mode



•



Projector Cool Down Mode



•



Douser On / Off



•



Lamp off due to Power Management



•



Power failure



•



Temperature Readings



•



Temperature Warning



•



Temperature Sensor Failure



•



Temperature Shut down



•



Current Input selection



•



Input Signal Status



•



Test Signal On / Off
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Test Signal Selection



•



Projector Orientation Status



•



Lamp Hours Total



•



Lamp Hours Bulb Life



•



Lamp Mode



•



Format (Image) — [Aspect Ratio + other info TBD]
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10. Glossary of Terms A/V



Acronym for Audio Visual



AES



Acronym for Audio Engineering Society



AES



Acronym for Advanced Encryption Standard.



AES3



Acronym for Audio Engineering Society - Recommended Practice for Digital Audio Engineering Serial transmission format for two-channel linearly represented digital audio data



AES3-1992 (r1997)



AES Recommended Practice for Digital Audio Engineering — Serial transmission format for two-channel linearly represented digital audio data



ANSI



Acronym for American National Standard Institute



APL



Acronym for Average Picture Level.



Burned-In



Where visual data that is normally supplemental to a motion picture is irrevocably added to the motion-picture image by compositing the data with the underlying image



Captions



Text that is a representation, often in the same language, of dialog and audio events occurring during scenes of a motion picture. (Generally associated with a dialog and audio event translation for the deaf and hard of hearing.)



CBC



Acronym for Cipher Block Chaining mode.



Central Storage



A central location where the packaged Digital Cinema content is stored for a multiple screen installation.



Chunk



A section of a PNG file. Each chunk has a type indicated by its chunk type name. Most types of chunks also include some data. The format and meaning of the data within the chunk are determined by the name.



CIE



Acronym for International Commission on Illumination (Commission International de l’Eclairage)



Closed



Where visual data that is supplemental to a motion picture may be displayed off-screen.



Composition Play List



The definitive Play List for specifying how a Composition is played and what track files are required.



Composition



A motion picture, or a trailer, or an advertisement, etc. Composition consists of a Metadata Composition Play List along with the Essence and other Metadata track files that define the work.



DCDM



Acronym for Digital Cinema Distribution Master. A master set of files that have not been compressed, encrypted, or packaged for digital cinema distribution. The DCDM contains essentially all of the elements required to provide a Digital Cinema (DC) presentation.



DCP



Acronym for a Digital Cinema Package. The set of files that are the result of the encoding, encryption and packaging process.



Distribution Package



The collection of files delivered by the distributor to the exhibitor. A Distribution Package may contain pieces of a Composition or several compositions, a complete Composition, replacement/update files, etc.



DLT



A Digital Data tape storage media.



DRM



Acronym for Digital Rights Management.



System Spec v.3.doc



Page 137



11/25/03



DCI, LLC Private Draft Document. Not for Publication. DrSM



Acronym for Distribution Security Manager — The controlling device of the security systems in the distribution process.



DSM



Acronym for Digital Source Master. A Digital Master created in postproduction from which different versions and duplication masters may be created.



DTF



Acronym for Digital Tape Format. A Digital Data tape storage media.



DVD



Acronym for Digital Versatile Disc. A Digital optical data media.



DVI



Acronym for Digital Video Interface. A computer interface for digital video.



ECB



Acronym for Electronic Code Book.



End Titles



A credit sequence generally shown at the end of a motion picture.



Essence



Image, audio, sub-pictures, or any content that is presented to a human being in a presentation.



Event Play List



A Play List of Compositions, describing an assembly of Compositions in sequence. An Event Play List is typically created by a content distributor and transferred to exhibition.



ExSM



Acronym for Exhibition Security Manager



FC-PH



Acronym for Gigabit Fibre Channel —Physical and Signaling Interface. FC-PH (ANSI X3.230-1994, Fiber Channel - Physical and Signaling Interface). It defines the FC-0, FC-1, and FC-2 layers. In addition to FCPH, two other Physical and Signaling Interface documents have been developed: FC-PH-2 (ANSI X3.297-1997, Fibre Channel - Physical and Signaling Interface - 2) and FC-PH-3 (Project 1119-D, Fiber Channel Physical and Signaling Interface - 3). These add various functions and features to the original FC-PH.



Fingerprint



Dynamic playback or distribution watermark.



FPGA



Acronym for Field Programmable Gate Array.



FPS



Acronym for Frames per Second.



HASP



Acronym for Hardware Against Software Piracy. A hardware-based software protection system.



HI



Acronym for Hearing Impaired.



HVS



Acronym for the Human Visual System. International Electro technical Commission



ISAN



Acronym for International Standards Audiovisual Number.



ISO/IEC



Acronym for International Organization for Standardization/ International Electrotechnical Commission



Key Epoch



The period of time during which a given decryption key is valid. The key epoch defines a minimum practical time period for encrypted track files.



Key



Electronic data used to allow data encryption and decryption.



KM



Acronym for Key Managerment - The process of managing the creation and distribution of encryption Keys that are used for “locking and unlocking” encrypted content.



LD



Acronym for Link Decryption - The device that decrypts the link encryption.



LE



Acronym for Link Encryption - The device located in the Media Block that encrypts content in real time for a physical link between the media block and the projector.



Local Storage



A storage device that is associated with the individual playout device.
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Text on screen representing either non source language dialogue or information pertinent to the story such as time and place. This is specifically the text that is absent in text-less masters. This text is "localized" or translated for various markets either through subtitles or entire image replacement.



LTC



Acronym for Linear Time Code.



MADI



Acronym for Multi-channel Audio Digital Interface otherwise know as AES10. An AES/EBU multi-channel digital audio interface via a single coax cable.



Main Titles



A credit sequence generally shown near the beginning of a motion picture.



MBlk



Acronym for Media Block. The portion of the playback device that encompasses decryption, decompression, and streaming processes.



MD



Acronym for Media Decryptor - The device located in the Media Block that decrypts the content.



Media Decryptor



The device located in the Media Block that decrypts the compressed content.



Metadata



Generally referred to as “data about data” or “data describing other data”. Information that is considered ancillary to or otherwise directly complementary to Essence. Any information that a content provider considers useful or of value when associated with the Essence being provided.



MIB



Acronym for Management Information Base.



MTBF



Acronym for Mean Time Between Failure



MTTR



Acronym for Mean Time To Repair



NOVRAM



Acronym for Non-Volatile Random Access Memory.



Open



Where visual data that is supplemental to a motion picture can only be displayed on-screen.



Packing List



A list describing the files and providing a means for authentication of the files as delivered in a “package”.



Perceptual Coding



Exploiting limitations in the HVS for data compression.



PKI



Acronym for Public Key Identification.



Play List



Conceptually, the format and structure of the various lists used to define the playback of content in digital cinema.



PNG



Acronym for Portable Network Graphics. An extensible file format for the lossless, portable, well-compressed storage of raster images defined by the PNG Development Group.



RAID



Acronym for Redundant Array of Inexpensive Disks.



RAM



Acronym for Random Access Memory. An electronic digital data storage device.



Reel



A conceptual period of time having a specific duration. A Reel is associated with track files. From a temporal view, the files making up a Reel are in “parallel” and are to be synchronized in their playback.



Renewable



A software component is renewable if it can be remotely, smoothly and possibly automatically upgraded or replaced without significantly disturbing the system operations. A system shutdown and normal restart is acceptable, provided after the restart, the system can be operated like before.
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A component is said replaceable if it can be upgraded or replaced without significantly disturbing the system operations. A system shutdown and restart is acceptable, provided after the replacement, the system can be operated as before.



ROM



Acronym for Read Only Memory. An electronic digital data storage device.



Security Manager (SM)



The controlling device of the security system in either the encoding, distribution or the Theatre Play Back process



Show Play List



A Play List of Compositions Play lists and Event Play lists, describing a sequence that occurs at a particular screen. A Show Play List is typically created by exhibition and transferred to the equipment controlling a particular screen.



Show



What the audience sees.



SM



Acronym for Security Manager.



SMPTE



Acronym for Society of Motion Picture and Television Engineers



SNMP/UDP/1P



Acronym for Simple Network Management Protocol Over User Datagram Protocol Over Internet Protocol.



SNMP



Acronym for Simple Network Management Protocol.



Sub-Picture



A multiple-image file format for the transport of visual data supplemental to a motion picture that is intended only for graphic overlay with the main image of a Digital.



Subtitle



Text that is a representation, in a different language, of dialog occurring during scenes of a motion picture. Generally associated with dialog translation for localization of a motion picture in a particular territory.



TCP/IP



Acronym for Transmission Control Protocol / Internet Protocol.



TMS



Acronym for Theatre Management System.



Track File



The smallest element of a package that can be managed or replaced as a distinct asset. A track file may contain Essence and/or Metadata, and its duration matches an associated Reel.



USB



Acronym for Universal Serial Buss. Standardized serial communications connection found on computers.



VI



Acronym for Visually Impaired.



Visually Lossless



An image is considered visually lossless when the processed image is indistinguishable from the unprocessed image under normal theatrical viewing conditions.



VPN



Acronym for Virtual Private Network.



W3C



Acronym for The World Wide Web Consortium (W3C), which develops interoperable technologies (specifications, guidelines, software, and tools) for the Web.



Watermark



Embedding information to mark the content. This can be obvious or non obvious.



XML



Acronym for eXtensible Markup Language.
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