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reserved for SPA use. The reserved characters are used for transmission control, message delimiting and special purposes. The following characters are presently reserved: Code hex. Reserved character. Comment. 0A line feed. Slave message start/stop character. 0D carriage return. Master/slave message stop character. 
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Updates Version 1.0, 20.09.84



- Basic version Version 2.0, 07.02.85



- External master facility omitted. - Start-of-message and end-of-message characters altered. - Numbering of events and use of time marking redefined. - Categorization of event types omitted. - Subtype 3 of slave message type N altered. - Checksum computation method redefined. - Length limitation of slave message F relaxed. Version 2.1, 26.03.85



- Data category B meaning altered. - Maximum length of message altered to be 255 characters. (Old value 256 characters.) Version 2.2, 10.10.85



- Chapter 5 rewritten. - Meaning of type N message error codes altered. - Data definitions of categories I, O, S, V, and M redefined. - Wait delays extended. - Restrictions on slave data formats relaxed. (Fixed format of slave data canceled.) - Master message length limited to one line. - Facility for interrupting slave message send canceled. - Appendix 1 included in documentation. Version 2.3, 05.08.86



- Bus renamed as SPA bus. - Data format of categories I, O, S, V, and M restricted. (Data for normal use to be given in decimal format.) Version 2.4, 21.02.1992



The main reason for publishing this new version is to state in written format how the present SPA-bus implementations have been done. -



The confirmed data write to slaves using messages of types L, S and E was omitted. The possibility of "Interrupting slave message send" was omitted. The SPA-bus special characters are defined. The data presentation in categories I, O, S and V was clarified. Handling rules of data values in master and slave units was included. The possibility to send analog data together with events was included (so called analog events). New data category D was introduced to enable broadcasting of time and date. Data category A (active alarms) can now be requested also per channel. Appendix 1 was rewritten. Appendices 2 and 3 were included.



Version 2.5, 23.01.1996



Appendices 4 and 5 were included. 3
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1.0



Introduction



Technical description



The SPA-bus is was originally designed as a fieldbus in a distributed protection, control and event reporting system. The system may incorporate slave units as protective relays, control units and alarm units connected over the SPA-bus to a master unit. In addition to this the bus can be used to transfer data to and from other units of a secondary equipment system in a substation of an electrical power network. Defined in this document is the communication protocol used in communications over the SPA bus. Appendix 2 includes recommendations for the physical implementation of the bus. Usually especially in protection and control systems of a substation- the physical implementation is fiber optic bus/loop. Some other media can also be used if the environment does not cause severe electrical interference problems.



2.0



General description



2.1



Bus and protocol definitions The SPA bus uses an asynchronous serial communications protocol (1 start bit, 7 data bits + even parity, 1 stop bit) with data transfer rate of 9600 b/s. (In some cases a rate of 300, 1200, 2400 or 4800 bit/s can also be used). Messages on the bus consist of ASCII characters. The bus can support one master and several slaves. The basic construction of the protocol assumes that the slave has no self-initiated need to talk to the master but the master is aware of the data contained in the slaves and, consequently, can request required data. In addition, the master can send data to the slave. Requesting by the master can be performed either by sequenced polling (e.g. for event information) or only on demand. The master requests slave information using request messages and sends information to the slave in write messages. Furthermore, the master can send all slaves in common a broadcast message containing time or other data. The inactive state of bus transmit and receive lines is a logical "1".
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2.2



General characteristics of slaves The bus supports the attached slave devices, which further have several inputs and outputs. The input information is supervised by assigning limit values and delays for the input signals. The slave incorporates a realtime clock for marking the recorded events. A slave with several, almost independently operating entities can be divided into channels. Typically, each channel is assigned only one input and a few setting values. The assigned channels are numbered starting from 1. Common information from all channels of a slave is combined to channel 0.



Channel 0 T 1 I1



0 O1 0 O2



L



Channel 1 S1 S2 S3



3 I1



Channel 2 S1 S2



3 I1 3 I2



Channel 3



3 O1



S1 S2



Figure 2.1



Logical configuration of a 3-channel slave.



Shown in Fig. 2.1 is a 3-channel slave in the logical form as "seen" by the protocol after assigning the inputs (I1, I2, etc.) and outputs (O1, O2, etc.) to the channels formed. The depicted slave has four inputs, of which one is assigned to channel 1, one to channel 2, and two to channel 3. Of the three outputs, two are common to all channels, and consequently, assigned to channel 0 while one of the outputs is controlled by channel 3. Channel 1 is assigned three setting values (S1, S2, and S3) while channels 2 and 3 are assigned two setting values each. Channel 0 also is assigned event information L and time T.
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3.0



Message formats



3.1



General



Technical description



The messages only include printable ASCII characters (0AH, 0DH, 20H, ... , 7EH). Messages sent by the master are started with a begin bracket ">", and the slave messages start with characters "lf" and ended with character "cr". The slave message starts with characters "lf", " ?



Comment Slave message start/stop character Master/slave message stop character For future use For future use ASCII code shift character Continuation character Data separation character ‘Data part’ delimiting character Slave message start character Master message start character For future use



Appendix 5 SPAFTR (FileTransfer for configuration files) MASTER->SLAVE (write configuration to slave) 1) Master initiates the file transfer by sending the following message: >ssW0M200:ID/count:CCcr where: ss = slave number ID = file identification count = number of blocks, each block is 100 characters in ASCII-format (the last block can be shorter than 100 chars.) CC = checksum In error situation the following NACK-messages are specified: - device not ready for FTR (e.g. another FTR is going on ) N1 - file with specified ID not available N6 - device in use/do not accept FTR in this mode (e.g. password not set) N7 Parity errors etc. are handled as usually.
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2) After initiation master sends data blocks to the slave >ssW0M201:N/datablock:CCcr where: N = block number - After initiation master has to start sending of the blocks within 10 s. - If slave has not received the next block 10 s after it sent the ACK to the previous datablock, it will stop receiving the file. - The minimum delay between two messages is 500 ms. - The slave unit must take care of the block numbers so, that if block is received with wrong block number it will be ignored. - When configuration is written to the slave, master has to always write the whole configuration file (safety reasons). Thus the first block number must always be one (1). In error situation the following NACK-messages are specified: - block coming too soon (busy) - extra block (more blocks sent that specified) - slave has canceled FTR (e.g. delay after previous msg > 10 s) - invalid block number - wrong data length



N1 N5 N7 N8 N8



After N1 and N8 master is allowed to resend the message. N5 and N7 tells that something has gone badly wrong, master has to start FTR from beginning. Parity errors etc. are handled as usually. 3) After the transfer the master sends the ‘end message’ >ssW0M202:ID:CCcr - The FTR end message must be sent within 10 s after the ACK of the last datablock. - This message works as a confirmation message for the end of FTR. In error situation the following NACK-messages are specified: - block coming too soon (busy) - Wrong file ID - all blocks not received yet - slave has canceled FTR (e.g. delay after previous msg > 10 s)



N1 N5 N6 N7



Parity errors etc. are handled as usually. After N1 and N8 master is allowed to resend the message. N5 and N7 tells that something has gone badly wrong, master has to start FTR from beginning. - The new configuration is stored to the nonvolatile memory using reserved SPA command V151. - The configuration will be taken in use after RESET.
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SLAVE->MASTER (read configuration from the slave) 1) Master sends the initiation message to the slave >ssW1M200:ID/N:CCcr where: ID = file identification N = first block to read In error situation the following NACK-messages are specified: - device busy (e.g. another FTR going on) N1 - file with requested ID not available N6 - first block requested not available N6 Parity errors etc. are handled as usually. 2) Master reads the number of the blocks >ssR1M200:CCcr and slave answers with number of the datablocks in file, from first to read until the last in the file. In error situation the following NACK-messages are specified: - block coming too soon (busy) - slave has canceled FTR (e.g. delay after previous msg > 10 s)



N1 N7



Parity errors etc. are handled as usually. After receiving N1 master is allowed to do retransmission of the message. 3) Master reads the data blocks >ssR1M201:CCcr and slave answers with data block 10 s)



N1 N6 N7



Parity errors etc. are handled as usually. After receiving N1 master is allowed to do retransmission of the message. - If master fails in receiving of the block it will send a new initiation message. - New read of a datablock can be sent 500 ms after receiving the previous block. - If the next datablock is not read within 10 s after the last datablock read, slave stops the file transfer and master has to initiate reading again. Channel number 0 is used for writing a configuration and channel number 1 is used for reading of the configuration. The datablock number in the message, as well as end of FTR message, is an extra checking for the transmission. If slave/master receives the datablock with wrong number, it will notice that for some reason one block is missing. Reading can be started/stopped from/to any block in a file without any errors. Writing is allowed only from first block to the last block. It is not possible write just few blocks of file. It is allowed to split message in several parts using continuation character at the end of the data part. The maximum size of the block is limited to the 100 characters, because long messages will block the bus for too long time. For the same reason there is also the delay between two datablock read/write. 27
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LMT protocol specification 

LMT uses command specifiers to identify the commands. Command .... A COB is invalid if it has a COB-ID that is used by the LMT Protocol, but contains invalid.
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drivers, and consumer electronic products. Bus Doctor RX ... powerful Bus Doctor Graphical User Interface (GUI) CE 4.2 software runs on the PC. (see Figure 2).
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Type of Call (e.g. SMS/Location Update/Authentication/Speech Call), IMSI/TMSI associated .... Length, Error, BSN, BIB, FSN, type of GSM Message and more.
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There is power in simplicity and Frontline delivers both in their newest ... The Ethernet ComProbe captures and aggregates bi-directional Ethernet data and.
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