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Abstract. Bugs in programs implementing security features can be catastrophic: for example they may be exploited by malign users to gain access to sensitive data. These exploits break the confidentiality of information. All security analyses assume that softwares implementing security features correctly implement the security policy, i.e. are security bug-free. This assumption is almost always wrong and IT security administrators consider that any software that has no security patches on a regular basis should be replaced as soon as possible. As programs implementing security features are usually large, manual auditing is very error prone and testing techniques are very expensive. This article proposes to reduce the code that has to be audited by applying a program reduction technique called slicing. Slicing transforms a source code into an equivalent one according to a set of criteria. We show that existing slicing criteria do not preserve the confidentiality of information. We introduce a new automatic and correct source-to-source method properly preserving the confidentiality of information i.e. confidentiality is guaranteed to be exactly the same in the original program and in the sliced program.
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Introduction



Bugs in programs implementing security features can be catastrophic: they may be exploited by malign users to gain access to sensitive data for example. These exploits break the confidentiality of information. All security analyses assume that softwares implementing security features correctly implement the security policy, i.e. are security bug-free. This assumption is almost always wrong and IT security administrators consider that any software that has no security patches on a regular basis should be replaced as soon as possible. As programs implementing security features are usually large, manual auditing is very error prone and testing techniques are very expensive. This article proposes to reduce the code that has to be audited by applying a program reduction technique called slicing. Slicing transforms a source code into an equivalent one according a set of criteria (see [13, 14, 12, 16] for surveys about slicing). We show that existing slicing criteria do not preserve the confidentiality of information. We introduce a new automatic and correct source-to-source method properly preserving the ?
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confidentiality of information i.e. confidentiality is guaranteed to be exactly the same in the original program and in the sliced program. In the following sections this method will be called confidentiality slicing criterion. Thanks to this criterion, very drastic reductions can occur because usually only small parts of a program have an impact on security. The advantages of these reductions are twofold. Firstly, they ease all auditing activities and help to focus on pertinent parts of the considered program. Secondly, whenever the confidentiality slicing criterion is not efficient (that is whenever the code is barely reduced), it points out that security features are scattered everywhere in the program and therefore are very error prone [1]. Moreover if a well-identified security-relevant part of the program is sliced, then it certainly contains major security issues because all security related parts of the program are kept unsliced. For these purposes, we focus on an automatic over-approximated-but-correct source-to-source slicer. So, regarding the confidentiality criterion, it automatically transforms a compilable program p into another one p0 which: – is equivalent to p (in particular p0 is compilable and has the exact same level of confidentiality ensured); and – may contain useless code from a confidentiality point of view. This is the usual price for automation and correctness for undecidable problems. This article focuses on confidentiality and integrity in source codes but deliberately ignores programming language level security issues like invalid pointer and array accesses also known as buffer overflows. One of our goals is indeed to formally study all security properties of C code as described by G. Heiser [6], but buffer overflows can be checked by standard safety verification techniques [3, 8]. Outline Firstly, we give a running and motivating C code example and describe its expected security properties. Secondly, we explain why the standard slicing methods cannot deal with these properties, especially confidentiality. Thirdly, we propose a new slicing technique to perform code reduction according to these properties.
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Running example



The C code in Figure 1 is used as a running example in the following sections. It contains the definition of function check_and_send which sends a message msg under some specific conditions. This code contains special comments between /*@ and */. The first one is above the prototype of function send and describes its expected security property: that is the sent data has to be public (i.e. readable by anyone if you are interested in confidentiality). The second one is above the prototype of function publicise and explains that, after a call to this function, its argument becomes public. The last special comment is a special cast /*@ (public) */: that is a
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/*@ requires security_status(data) == public; */ void send(const void *data, const int dst[4]); /*@ ensures security_status(data) == public; */ void publicise(char *data); int check_and_send(char msg[]) { int src[4]; int dst[4]; int result = 0; compute_src(src); compute_dst(dst); if (dst[0] >= 190 && dst[0] = 190 && src[0] 
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