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ABSTRACT Nowadays, protecting information is a major issue in any transmission system, as showed by an increasing number of research papers related to this topic. Optical encoding methods, such as a Double Random Phase encryption system i.e. DRP, are widely used and cited in the literature. DRP systems have very simple principle and they are easily applicable to most images (B&W, gray levels or color). Moreover, some applications require an enhanced encoding level based on multiencryption scheme and including biometric keys (as digital fingerprints). The enhancement should be done without increasing transmitted or stored information. In order to achieve that goal, a new approach for simultaneous multiplexing & encoding of several target images is developed in this manuscript. By introducing two additional security levels, our approach enhances the security level of a classic “DRP” system. Our first security level consists in using several independent image-keys (randomly and structurally) along with a new multiplexing algorithm. At this level, several target images (multiencryption) are used. This part can reduce needed information (encoding information). At the second level a standard DRP system is included. Finally, our approach can detect if any vandalism attempt has been done on transmitted encrypted images. Keywords: Optical encryption, optical compression, DRP, Simultaneous multiplexing & encoding.



1. INTRODUCTION The growing interest in modern communication tools urges us to reduce and protect processed and transmitted information. To achieve these two goals, two main operations are required: 1. 2.



Compression operation which is used to reduce redundant information in a given message. Encryption which is used to hide or to protect information. This can be done by changing the characteristic of a message in connection with few encryption keys.



To meet the above new needs much work has been made in recent years [1]. At L@BISEN, we focus on optical techniques to implement and develop image processing and encryption systems such as the DRP proposed by Refregier et al. [2]. Recently, there has been much interest in DRP thanks to its very simple principle which is based on the famous setup of "4f" [3] and the multiplication by two random phase masks [4-10]. However, this system has some weaknesses against some types of attacks [11]. To increase the robustness of this system several research works have been done in the literature. In [12] the authors increased the encryption level of a classical “DRP” system by using iterative fractional Fourier transforms. To compress transmitted or stored information, many research documents can be proposed in the literature. In [13], Daraki et al. optimized the coding of complex amplitudes necessary to reconstruct a hologram-PSI. Other optical compression techniques consists in implementing modified versions of JPEG and JPEG2000 [14,15].
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However, the above two mentioned operations should be performed in cascade, without taking into consideration their mutual effects. A first attempt to realize such system was proposed in [16]. A compression and encryption technique consists in combining together various images using "DCT" transformation. Recently, we proposed a new method of simultaneously encryption and multiplexing multi-images [17]. In this manuscript, our previous method [17] is briefly described. Several simulations and experimental setups have been performed in order to corroborate the performance of our algorithm. Its compression capability has been tested. In order to improve this capacity, we propose hereafter a modified version. This version can increase the rate of a classic “DRP” standard system, by using an additional security level (i.e. the multiplexing level) based on iterative Fourier transformations and several encryption keys. Moreover, this approach can also encrypt several target images (multiencryption) and compress requested information.



2. DOUBLE RANDOM PHASE ENCRYPTION SCHEME TO MULTIPLEX & SIMULTANEOUS ENCODE MULTIPLE IMAGES The synoptic diagram of our approach with two encoding independently levels is illustrated in figure 1. The target image (I0) is introduced at the input of the first level (figure 3). In the first stage, the image “I0” is multiplied by a selected phase function: “ I0 eiϕ 01 . By carrying out, a first Fourier Transform “FT”, we obtain “ ρ1 eiϕ 11 ”. Then, we carry out successively several Fourier Transformations (FT( )n) by modifying at each iteration the phase function until “ ρ1 ” (i.e. the amplitude of the target image spectrum I0 modulated with a function phase) converges towards “I1” which is a known image (for example, a digital fingerprint). After “N-iterations”, we obtain at the output of our first level iϕ



“ I1 e



1n



”: a digital fingerprint modulated with a function phase (Equation 1).



I1 eiϕ 1n =FTn (I0eiϕ 0n )



(1)



ϕ ϕ With ( 0n & 1n ) are two pure phase functions necessary to tend the amplitude of the target image spectrum towards the desired digital fingerprint. The algorithm, used to find these two functions, is described in [17]. The obtained complex image “



I1 eiϕ 1n



” is introduced at the input of a classical DRP (as a second stage of our approach). Thus, the



latter complex image is multiplied by a first random phase key “



e( ) iϕ



spectrum by a second random phase key “



I1 ei(ϕ 1n +ϕ A1 )



”. After a Fourier transform, we multiply its



A2



”. Finally, another Fourier transform gives, at the output of our system,



the doubly encrypted image with two different and independent levels



(I e ). c



iϕ
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Figure 1. A double random phase encryption system enforced by two encryption levels



3. COMPRESSION In the previous paragraph, we briefly described the main idea of the double random phase encryption scheme to multiplex & simultaneous encode multiple images. Thus, to encrypt and multiplex « N » images (I1, I2, ... IN), we propose the synoptic diagram presented in figure (2). At first, we should consider a couple of images (I1, I2), after the multiplication of image I1 by the phase



( φ ) followed by the application of several Fourier Transforms, our 1



(φ ) (φ , φ ) '



algorithm converges to the image I2 with a phase function images (I2, I3), we can obtain two different phases



2



''



'



2



3



. Applying the same procedure to another couple of



. This procedure should be repeated several times to



(



)



consider all the N images. The final couple of images (IN-1, IN) will generate a complex image Imeiϕ m which should be introduced into a classic DRP algorithm. In the latest stage, the image is multiplied by a first random phase mask. After applying a Fourier transformation, we should multiply the result with a second random phase mask. The obtained image should be again introduced to another Fourier Transform module to get the final image. This final image contains all necessary information to reconstruct the multiple original images. It is worth to be mentioned that the reconstruction is only possible if we know (Figure 2): -



The two random phase masks used in the classical DRP,
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As it was previously mentioned, to reconstruct the various images, we must transmit the various phase functions in [− π , π ] . The operation may lead to huge amount of data. Therefore, a compression stage is required. In this section we propose to reduce the size of the different phases by coding them by using different bit numbers. To achieve N



that, all phases should be translated to [0 , 2π ] . Then we quantize and normalize the values to be in [0 , 2 ] with "N" the number of desired bits using the following equation:



Vestimeted



2N ⎛ = Fix ⎜⎜ Vorigne × 2×π ⎝



⎞ ⎟⎟ ⎠



(2)



Figure 2. Encryption of a multiple target images using a DRP system



4. SIMULATION RESULTS In this section, we present a procedure to encrypt multiple images while reducing the size of the information necessary for their reconstruction. At first, we consider two images (I0 (1) and I0 (2))



Proc. of SPIE Vol. 7486 74860L-4



with (256x256) pixels and several grayscale level table (1). These images should be quantized using firstly a huge quantization number (up to 64 as used to be in Matlab, the quantization number is given in the first column of table 1). Then, lower quantization numbers are considered till reaching a binary encoding (with a single bit). The second column of table 1 contents the compression ratio achieved for every phase function. The compression rate is defined as the ratio between the size of the final phase function (with respect to the quantization number) and the original size coded on 8bit (equation 3). ⎛ 256 ×256 ×2 N ⎜ C R =⎜1− 8 ⎜ 256 ×256 ×2 ⎝



⎞ ⎟ ⎟×100 ⎟ ⎠



(3)



Columns 3 and 4 of the table (1) present different reconstructed images with their corresponding MSEs values (defined in equation 4). The convergence of the algorithm is given in table (2). Various simulations have been conducted. Based on our simulation results, we can notice that: 1. A good compression power has been achieved. Indeed, reconstructed images of good quality have been achieved, even when only two bits were used. 2. It seems that the convergence of our algorithm is not affected by the quantization number. MSE =



1 M *N



N M



∑∑ Irebuilt(i, j)−I0(i, j)



2



(4)



5. CONCLUSION AND PERSPECTIVES A new modified version of a double random phase encryption scheme with compression has been presented. The new approach allows us to simultaneously multiplex & encode multiple images. Various simulations have been conducted to corroborate the performance of our algorithm. Our experimental results show the efficiency our compression procedure. In addition, we tested this new version (with compression) on different Kinds of images including binary images. Actually, we are working on a dynamic quantization approach which means that the quantization number will not be the same for all phase functions. The robustness and the experimental results of the latter approach will be shown in our future works.
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Phase bits number



Compression Ratio : C R



Image I0(1) MSE1 = 8.82 10-5 MSE1 = 1.64 10-4



64 16



8



C R = 0%



7 6



C R = 12.5 % C R = 25 %



5



C R = 37.5 %



4 3



C R = 50 % C R = 62.5 %



2



C R = 75 %



1



Image I0(2) MSE2 = 6.54 10-4 MSE2 = 5.82 10-4



C R = 87.5 %



MSE1 = 5.74 10-4 MSE1 = 1.11 10-3 MSE1 = 6.62 10-3



MSE2 = 4.48 10-3 MSE2= 7.31 10-3 MSE2 = 2.21 10-2



MSE1 = 3.80 10-2 MSE1 = 8.11 10-2 MSE1 = 1.11 10-1



MSE2 = 3.68 10-2 MSE2 = 5.91 10-2 MSE2 = 9.64 10-2



MSE1 = 1.25 10-1 MSE1 = 4.94 10-1



MSE2 = 1.34 10-1 MSE2 = 1.41 10-1



Table (1) : simulation results
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Phase bits numbe r



CR %
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5
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2



1



Image I0(1) MSE1 = 8.82 10-5 MSE1 = 1.64 10-4



Image I0(2) MSE2 = 6.54 10-4 MSE2 = 5.82 10-4



MSE1 = 5.74 10-4 MSE1 = 1.11 10-3 MSE1 = 6.62 10-3



MSE2 = 4.48 10-3 MSE2= 7.31 10-3 MSE2 = 2.21 10-2



MSE1 = 3.80 10-2 MSE1 = 8.11 10-2 MSE1 = 1.11 10-1



MSE2 = 3.68 10-2 MSE2 = 5.91 10-2 MSE2 = 9.64 10-2



MSE1 = 1.25 10-1 MSE1 = 4.94 10-1



MSE2 = 1.34 10-1



CR = 0%



CR=12.5% CR=25 %



CR=37.5%



CR= 50 % CR=62.5%



C R = 75 %



C R 87.5 %



Table (2) : simulation results
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MSE2 = 1.41 10-1
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