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In this way then, management can control the flow of personnel by issuing .... Keyway: a predesigned opening in a plug to allow entry of a compatible key. 
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INTRODUCTION Master keying is a system whereby a key called a "master" operates a group of cylinders. Each cylinder is also operated by its own individual key called a change key or pass key. See Figure 1-1. N.B. - In United Kingdom terminology, a pass key is referred to as a master key. However, North American terminology uses change key and pass key to mean the same.



Figure 1-1: Change keys not interchangeable



2.



MASTER KEYING



2.1.



Pin Tumbler Cylinder In order to comprehend the nature of master keying, the operation of the pin tumbler cylinder must be understood. With a few exceptions, the pin tumbler cylinder is the only cylinder which can be readily master keyed.
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Figure 2-1 shows the interior mechanism of a standard pin tumbler cylinder. The cylinder is composed of a shell and a rotating plug. The plug, as a component part, contains the bottom pins. The shell, as a component part, contains the driver springs, drivers (top pins), and master pins, where applicable. In Figure 2-2, the springs are applying pressure driving the top pins down against the bottom pins and causing the top pins to protrude into the plug thus preventing the plug from turning within the shell. In Figure 2-3, the key has been inserted and the bottom pins of varying lengths sit in the corresponding cuts of the key causing the bottom pins to line up at the top of the plug (shear line). The key can now turn as seen in Figure 2-4.



Figure 2-1



Figure 2-2
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December 1981



Royal Canadian



Gendarmerie royale



Mounted Police



du Canada



2.2.



Master Key Systems (TSB/SG-10)



One-Level Master Keying Master keying a number of cylinders in a building provides a means of controlling access into and throughout the complex.



Figure 2-5



Figure 2-5 illustrates the control obtained by a simple one level master key system. The symbols show which doors are operated by which keys as follows: Master Key A Change Keys A-1 etc As can be seen, the entrance doors are keyed to a change key - A-1, they are Technical Security Branch
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not on the master key. The secure area is keyed to a change key - A-9 and not keyed to the master key. Each office is keyed to a change key and to the master key. Figure 2-6 illustrates what a keying chart would look like.



Figure 2-6



Key A-1 controls access to the building; possession of Key A-1 can be restricted to one person for absolute control or to all staff to allow entry to the building. Keys A-2 to A-8 allow access to each respective office only; possession of any one of these keys by one or more persons allows entry to that one office. Key A-9 allows access to that room only. Key A is the master key and it provides access to rooms 2 through 8. In this way then, management can control the flow of personnel by issuing specific keys which allow specific access.
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Multi-Level Master Keying Various options of multi-level master keying are available depending on the complexity of access control desired. Figure 2-7 is an example of a five level master key system. The complete system can be used or the system can be tailored to any level.



Figure 2-7



2.4.



Operational Features Before a decision is made to master key, the advantages and disadvantages must be explored.



2.4.1. Advantages Master keying offers convenience of access, especially in larger buildings where many locks are involved. With master keying, security staff are required to carry fewer keys, allowing faster access during an emergency situation. Similarly the fire department has Technical Security Branch
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faster access to the whole building. Routine security inspections become easier if fewer keys are involved. Maintenance staff can move about within the building with a minimum of problems whereas cleaning staff can be restricted to time schedules or to limited access during various time periods. 2.4.2. Disadvantages The following diagrams show the different levels of master keyed cylinders and will assist the reader with the text which follows:



Figure 2-8: Cy linder pinned to change key only



Figure 2-9:
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Figure 2-10: Master key cylinder master key lines pins up at different shear line



Figure 2-11: One pin chamber in a cylinder



As can be seen from the preceding diagrams, a master keyed cylinder contains many more shear lines thus reducing its security by making it more susceptible to mechanical failure and to picking, Figure 2-11.
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A single master keyed cylinder can be disassembled allowing the system to be decoded. Master keyed systems are expensive to set up, expensive to maintain and should a master or sub master key be lost, the entire system must be re-keyed. 2.5.



Cylinder Control In a master key system, the cylinders are vulnerable to surreptitious attack and the decoding of the master key system from one cylinder. It is, therefore, imperative that a cylinder control system be set up early and maintained. All master keyed cylinders should be controlled and worked on only by the originators of the master key system, or by security-cleared and qualified personnel. The cylinders in such a system must be handled by the originator and the final custodian only. It must also be kept in mind that any master keyed cylinder which is left unlocked becomes a target to surreptitious attack.



2.6.



Key Control The ultimate security value of any master key system is dependent on the KEY CONTROL of that particular system. The following rules should be observed in order to maintain strict KEY CONTROL. 1.



Keys should be stamped "do not duplicate". This acts as a psychological deterrent to copying.



2.



Each key should be stamped with a number or symbol to relate it to a particular lock location or code.



3.



Markings on the key or cylinder must not have any direct relationship to the actual cylinder pin coding or key cuts.



4.



Change keys should be indirectly coded to the master key system and should be issued only to those people who have a definite requirement for them.



5.



A strict record of all keys issued should be maintained.
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6.



Master keys should never be issued to the cleaning staff or any other outside agency working in the building.



7.



Master keys should be controlled and used only by the security staff.



8.



In situations where either master keys or restricted keys to sensitive areas must be retained by the security staff for emergency use, they should be retained in sealed envelopes and in a secure storage cabinet.



9.



In any properly operating master key system, the retention of duplicate pass keys for emergency access should not be necessary. All spare keys should, therefore, be stored within a security-approved container. The use of wall mounted key cupboards is not recommended.



10.



Master keys should never leave a building.



11.



Master keys should not be issued to any individual for his own use. If a person's duties require that he carry a master key during working hours, he should be compelled, where this procedure is possible, to return that master key to the guard staff each time he leaves the building.



12.



The original keys produced should not be used for duplication, but rather duplicates should be produced by code on a code machine.



13.



Whenever a master key is lost, that particular master key system is compromised and must be re-keyed in its entirety. Whenever a change key is lost, only the cylinder on that change key's lock must be re-pinned.



3.



PLANNING A MASTER KEY SYSTEM



3.1.



Considerations The following are some key points which should be considered when planning a master key system. 1.



Perimeter doors should not be placed on the master key system.



2.



Sensitive or high security areas should not be placed on the master key system.
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3.



Utility rooms such as electrical, telephone, janitorial, elevator, etc., should be keyed differently and not on the master system.



4.



A large building should be in smaller master keyed systems called submaster systems.



5.



Grand master keyed systems should be avoided because of their vulnerability to compromise, their high cost of installation, and high cost of maintenance.



6.



Construction master keyed cylinders should be avoided because of their vulnerability to compromise.



Types of Keys A.



Pass (or Change) Key: A key operating only one lock or a group of locks keyed alike.



B.



Sub Master Key: A key operating a group of locks, keyed differently in a larger master key system, but not providing access to the entire system.



C.



Master Key: A key operating all locks in a complete master key system with the exception of those cylinders isolated away from the master key.



Types of Keying A.



Keyed Different: Two or more locks in a system operated by their own individual pass keys.



B.



Keyed Alike: Two or more locks operated by the same pass key.



C.



Subject to Master Key Only: Locks pinned to operate on the master key only. There would be no change key for these locks.



D.



Isolated Keying: A lock or group of locks operated by one change key, not keyed to the master key system.
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GLOSSARY Bottom Pin: the pin which sits in the plug and comes in contact with the key. Change Key (Pass Key): a key controlling only one individual cylinder or a group of cylinders keyed alike. First Generation Duplicate: a key which is duplicated from an original key. Grand Master Key: a key which controls two or more master key groups. Great Grand Master Key: a key which controls two or more grand master key groups. Keyed Alike: two or more cylinders which can be operated by the same change key. Keyed Differently: a single cylinder which can be operated by its own key only Keyway: a predesigned opening in a plug to allow entry of a compatible key. Master Key: a key which controls a number of cylinders in a master keyed system. Master Pin: a pin which will allow two separate increments at the shear line when placed between the top and bottom pins. Original Key:



a key or blank usually made by the manufacturer of the original lock or cylinder.



Plug: the portion of the cylinder which contains the keyway. Pass Key: see Change Key. Shear Line: a space between the plug and the shell of a lock cylinder in line with the pin chambers. Shell: the case of the lock cylinder that houses the plug, pins and springs.
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