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Abstract Security of cryptographic circuits is a major concern. Fault attacks are a mean to obtain critical information with the use of physical disturbance and cryptanalysis. We propose a methodology and a tool to analyse the robustness of circuit under faults induced by a delay. We tested a circuit implementing AES and showed that delay faults can permit to perform known fault attacks.



1. Introduction A fault attack on a circuit consists in a physical perturbation which affects one or several parts of the circuit in order to exploit changes in the result. The main idea is to get results of related computations that differ only by one fault to be able to extract critical data by cryptanalysis. Pioneering work about fault attacks are DFAs (Differential Fault Analysis) leading to attacks on several cryptosystems, such as AES [2]. We propose a simulation-based fault injection method that can be applied before silicon IC manufacturing. This analysis can be done on an unmodified circuit in order to generate reproductible faults in an unexpensive way. In this work, we investigate criteria to choose injection points according to a delay fault model. The aim of this paper is to provide a methodology to restrict the fault injections to logical cones whose delay exceeds a user-defined threshold. Moreover, we apply this methodology on AES with a new design tool, PAFI (Prototype of Another Fault Injector).



2. Related works The propagation time of a gate depends on several parameters. An unexpected value of one of these parameters



can induce a longer delay than the clock cycle. This can lead to permanent delay faults if the defect is built-in (thermal aging, improper manufacture, etc.) or to transient delay faults if the perturbation is temporary (power-line fluctuation, radiation, etc.). Our work is focused on temporary delay faults on the overall circuit. The probability that a delay fault will result in an error is dependent on the propagation path delay through the combinational logic and the size of the added delay. Our delay metric is the maximum of the path delays between each logical cone input and its output. A path delay is the sum of the delays from the input to the output. In our case, several paths are sometimes possible: we choose the maximum of the correponding delays, as the output is not stable when the propagation is not fully finished. To evaluate the delay of a logical cone, we take the maximum of the delays of all the paths between the inputs and the output because it is the worst case, but a finer computation is planned for future works. Considering a transient logical fault on one bit, the fault can be a transient stuck-at-0, a transient stuck-at-1 or a bitflip. A stuck-at-X fault does not affect a latch that is already set to X. That is why we choose here the bit-flip model. Our fault model is therefore to inject bit-flips in latches. In this paper, we use a basic fault model that consider only one bit-flip by injection. The effect of multiple simultaneous bit-flips will be considered in future studies.



3. Prototype of Another Fault Injector (PAFI) The purpose of PAFI (Prototype of Another Fault Injector, figure 1) is to analyze an unmodified circuit to take into account very accurate details (gates, delays). The circuit is defined in a Verilog netlist. The purpose of the first step is to parse the netlist and to find the latches and their logical cone. Then, the delay for each logical cone can be computed using the corresponding SDF file.



4.1. Exhaustive injection of AES We started by making an exhaustive injection in AES. We injected on the 664 latches of the design during the computation that takes 13 clock cycles, leading to 13x664 simulations, injecting one bit-flip for each simulation. The results are shown on table 1: 58% of injected faults do not lead to faulty results. Near the end of the computation, some injections (20%) generate 4-byte errors: this verifies the diffusion properties of AES (4 bytes by round, all bytes after 2 rounds). These 4-byte errors are exploitable to perform known fault attacks [2]. total fault-free exploitable



exhaustive 664 388 (58%) 130 (20%)



delay > 11ns 195 118 (61%) 77 (39%)



Table 1. Injections at the last but one round Figure 1. PAFI



4.2. Injections on datapath bits sensitive to delays From the possible list of faults, our tool generates a command file for the simulator used (Cadence NCSim). This command file describes the simulations and the fault injections to be done. As we do not modify the circuit, the only versatile fault injection possibility is to use the built-in command of the simulator. This part of the tool is specific to the simulator but can be easily adapted. During each simulation, the circuit under test is manipulated by a benchmark that provides input signals, checks output signals and logs results on files. A custom analyser reads these log files and produces the expected computation of safety rate and user-defined analysis.



4. Case study : AES AES [1] is a well-known cryptographic block cipher. It is a substitution-permutation network that takes as input a 128-bit plain text of and a 128-, 192- or 256-bit cipher key. In this paper, we consider the variant with a 128-bit key length. This AES is made of 10 rounds where the input is scrambled using a round key that is computed from the precedent round key. The first input is the plain text and the first round key is the cipher key. Our AES circuit takes four 32-bit words for the data and four 32-bit words for the cipher key. Then it calculates the result and output it as four 32-bit words. Our benchmark is to input known data and cipher key, to log the output (if any) and to compare it with the expected result.



To test delay faults on the datapath, we selected latches whose critical path is greater than 11 ns. There are 195 latches with a delay greater than 11 ns: 77 bits of the datapath and 118 bits of output buffer (table 1). Faults in output buffers produce fault-free or one-bit faulty results when injected at the end. The other faulty outputs are produced by faults injected in the datapath. Faults injected at the last but one round induce 4-byte errors that can be exploited by means of known attacks [2].



5. Conclusion & future works In this work, we investigate the robustness of AES under delay-induced faults using PAFI. We exhaustively injected faults in the AES, selected delay faults and showed that these delay faults can affect only datapath bits, leading to known DFAs. Further studies will be focused on the differences of the AES bytes delays. Then, we will use dynamic data to make our delay model more relevant and define a multiple fault model.
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