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RESEARCH TOPIC : SUPERIOR - What is superior : Linux, the Windows XP lineage, or Mac X ? Your discussions should focus on desktop, scientific usage, and the server market. INTRODUCTION There is a lot of software combination in order to control a computer. Key programs are named Operating Systems, and the choice between them is not often easy. Nowadays (end of 2004), we could say that there are three main competitors in this domain: Linux, the Windows XP lineage and Mac OS X. After a quick presentation of each one, we could ask the question to know which one is superior and compare them focusing for example on desktop, scientific usage, and the server market. First of all let’s define what is an Operating System (OS), its utility and evaluation criteria. According to FOLDOC the operating system is the low-level software which handles the interface to peripheral hardware, schedules tasks, allocates storage, and presents a default interface to the user when no application program is running. The facilities an operating system provides and its general design philosophy exert an extremely strong influence on programming style and on the technical cultures that grow up around the machines on which it runs. Thus, in order to provide a clear evaluation of an operating system, we must not only focus on its performance but also on its usability for the end user, its application interface (which makes it possible for application programs to run), its culture and design. So as to compare those three Operating Systems, we first need to know what they are and how they really work. So here is a quick and objective presentation of the three operating systems we are going to evaluate. PRESENTATION Linux : This is an extract of the presentation we can find on www.linux.org. Linux is an OS that was initially created as a hobby by a young student, Linus Torvalds. Linus had an interest in Minix, a small UNIX system, and decided to develop a system that exceeded the Minix standards. He began his work in 1991 and released version 1.0 of the Linux Kernel three years after. The kernel, at the heart of all Linux systems, is developed and released under the GNU General Public License and its source code is freely available to everyone. It is this kernel that forms the base around which a Linux operating system is developed. There are now literally hundreds of companies and organizations and an equal number of individuals that have released their own versions of OS based on the Linux kernel. Windows XP : Presentation from www.microsoft.com. A member of the Microsoft Windows family of OS. Windows XP was released in 2001 in two versions: Windows XP Home Edition for home use and Windows XP Professional for advanced home computing, businesses, and larger organizations. Windows XP features a new visual design, improved file management, additional media and Web publishing capabilities, an improved system for device discovery and installation, and advanced features for mobile computing.
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Mac OS X : Definition found on Wikipedia. Mac OS X is the latest version of the operating system for Macintosh computers. Developed and published by Apple Computer since 2001, it is based on the same kernel as Unix (since the core of the Mac OS was nearly decades old) named Darwin. And also adds popular features of the traditional Macintosh user interface.



DESKTOP MARKET An important part of an operating system is the Graphical User Interface (GUI). So which of the three between Mac OS X, the windows XP lineage and Linux is the best on desktop market and especially why? A desktop environment (DE) is a software which usually provides a window manager (that is, ability to move, resize, and hide windows), and a set of other elements of GUI such as a File Manager with drag-and-drop capabilities or a Panel used for keeping your favourite applications and applets. We could then look at usage statistics all over the world on the desktop market in order to have an idea about the current tendencies: New York Times quotes Gartner report on desktop operating systems. By the end of the year, Linux will be running on 1% of the desktop PC's worldwide, compared with 2.8% for Apple Mac OS X, and 96% for Microsoft Windows lineage. All studies released in 2004 highlight Microsoft's market dominance on the desktop, with its recently announced 210million copies sold. Note that the graph shows market shares in August 2003. Windows XP represents now much more than 50%. But what is the reason for such domination? Is it really due to a huge difference between Windows XP and the other OS according to desktop requirements? Or maybe statistics are not relevant in the comparison we are doing. As Jamie McCarthy points out in his weblog at O’Reilly, you could use Gartner Group's logic to say: "100 per cent of babies born in this country had unpierced ears, therefore, pierced ears are a rarity". Consequently, the important question to answer is not really how many people use this OS but rather evaluate their desktop environment according to a number of criteria. The "eye candy" factor is just one of the many factors that make a good desktop. Some other factors are when a DE is easier to use or more "delicate" or more speedy than another, or more integrated or
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more consistent. We can't possibly cover the desktop environments of our three OS in-depth, as that would take not one page, but probably one hundred and thirteen. Let’s first try to evaluate them objectively on all the following factors, which globally define the mains criteria of a DE: Look, feel, usability, consistency, integration, flexibility, speed, stability, bugs, technology, programming, and framework. Starting with Windows XP, Luna interface is not the prettiest one. But it is the most logically designed one. Its widgets are well defined, while special care have been taken to the way things work in a way most people expect or are accustomed to. And also from accessibility/usability point of view, Luna is really mature but have some default. When we want to access a specific program we must click sometimes 5 or 6 times while on other OS one click or a keyboard shortcut would have been sufficient. Also it is great to be able to run old Windows software under Windows XP and everything. However, it is quite rigid in his flexibility as you can change a fair amount of things like position and size of taskbar. But with all this advantages, we could easily understand the statistics shown above. It is clear that the Windows XP lineage is particularly strong on the desktop. The most popular desktop environments for Linux are GNOME and KDE. They are both nice and clean but the applications written for them have a lack of support and contribute to the overall inconsistency of the X11 environment. These DE are not integrated to the underlying system but this flexibility only fits to a few users. Linux desktop is still not mature and confused for the end-user even if there was a lot of progress made this year with Xorg. Mac OS X has probably the most “in-your-face eye candy” of all the OS compared here. Some don't like its interface while others simply love it. And Mac OS X has a lot more strong point like quick navigation with the help of Finder, excellent drag-n-drop support, speech recognition & hand writing recognition. It is a way more keyboard-oriented than the rest platforms, because of the lack of a second mouse button. As a conclusion for this focus on desktop, none of these OS are really different in their usage. The global user interface remains the same : Windows, Icons, Menus and Pointing device (WIMP). And the end-user is still waiting for a desktop that will enhance is productivity. Most of people are using Windows because that’s all they have ever seen and it is hard to find the capacity to think about what might be an improvement over it. But again this is not the only reason why Microsoft owns the desktop market and their product is really adequate for setting up most of workstations. Superior is quite strong for a word to qualify it and it is your choice to test the three and point out the best one for your needs. SERVER MARKET The choice on the OS is really important for a server and it especially depends on what kind of application the machine is going to run, the cost of the installation and the technical support needed once the server is running. This is because a server is a software package providing a specific kind of service to client (software) on a network. The term can refer to a particular piece of software, such as a web server, or to the machine on which the software is running. Most offices have at least one server that is dedicated as both a network server and a file server. IDC said Linux accounted for 11% of the market for servers in 2003, while Windows (including Windows 2003 server in the lineage of XP) represented 34% of the market. IDC expects Windows market share to increase to 36% by 2007. As Apple represents also a growing market share thanks to Xserve (1.2% in 2002).
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Many are suspecting that an awful lot of servers get counted as Windows machines because that is how they were sold, even if they now run Linux. And it is easy to understand why Microsoft would help sponsor a Gartner Group survey that shows Linux server usage much lower. Once again statistics can be manipulated or give false impressions and are not relevant in this case study. Because the question is not to know which OS is the most used in the world for setting up a server, but which one is superior. Looking at numbers simply gives us an idea of the overall public choice. So let’s find out why companies are using this OS for their server rather than this one. One of the main constraint of a server is its security. And if we concentrate on this factor, we can easily understand why Apple is making such growth. Indeed, the British security firm Mi2g has concluded a comprehensive 12-month study to identify objectively the safest computing environment. In the end, the open source BSD and Mac OS X came out on top with the fewest security breaches. The study found Linux to be the most breached environment. But we could say this is likely because of the great number of Linux servers, and the wide variety of network services and ports open to the world on such servers. The second key factor of a server is its reliability and performance. There is a reason why Microsoft.com web service is running on Apache Linux. Apache is a web server application, very flexible, with a huge support. We could easily provide hundreds of graphs showing Linux performance with Apache against Windows web services. Another example could be the overload of a network using netbios with 1000 users against the smoothness of samba on Linux and Mac OS X Server. Finally, there is a cost factor to evaluate when you want to install and administrate a server. A total switch from Windows to Linux would be prohibitively expensive, extremely complex and time consuming. Also, a Boston-based consulting and research company says a switch to Linux would not provide any tangible business gains for those big companies. The fact that you do not have to pay a licence is not costless because a Linux administrator is far most costly and it is also a question of time. A window server in most of the cases can be configured very quickly. In conclusion, there is no superior OS in the server market. For each case, a study must be done to evaluate possibilities offered by the three different solutions: Mac OS X, Linux and the Windows XP lineage. It depends on a lot of criteria such as security, reliability and cost. SCIENTIFIC USAGE Science is a way of acquiring knowledge. To do science, one must follow a specific universal methodology. The central theme in this methodology is the testing of hypotheses and the ability to make predictions. We could now focus on the scientific usage and ask the question between Linux, Mac OS X and the Windows XP lineage, which one is superior in this methodology? de Lazzari Thomas - 03009323
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Orion Multisystems has announced two models of clustered Linux workstation, designed to provide supercomputing performance for users in the engineering and scientific industries. Looking at this example, Linux is probably the one that best fits for setting up a calculator like that but the real part is certainly hardware and does not lay on the OS. Last week an email message was posted on the EdLUG mailing list (which is the Edinburgh Linux Users Group) presenting an interesting article about an experience using Linux for a scientific work at the chemistry department in Edinburgh. Another example would be the scientific research of Tim Borer, Dirac project Manager at the BBC who is working with his team on a new video codec. In a recent interview for the LinuxUser & Developer Magazine (issue 41), he had declared “The non-open source way is very restrictive”. In conclusion, for a specific scientific research in bioinformatics or in mathematics, the tools provided by the OS would not be sufficient because you will not need only one simple calculator. You will have to look at other application and on which OS they are running. Definitely, all depend on the kind of experimentation wanted and on the way to process it. CONCLUSION Now that the discussion is over there is still no answer to the question which of those three OS is superior. In fact, there is one answer. Everyone has to test them, attach to a philosophy, and make their opinion according to their needs. A computer running video games will probably be much adapted running Windows XP. Or maybe the “free” nature of Linux will be the main factor helping you decide which way to go. Or you would need a powerful hardware with a beautiful desktop and chose Mac OS X. We could write a book on this comparison but never declare which of the main 2004 Operating Systems: Linux, Mac OS X and the windows XP lineage, IS SUPERIOR. RESOURCES (for some bold words across the discussion) • • • • • • • • • •



FOLDOC: http://foldoc.doc.ic.ac.uk/foldoc/ Free online dictionary of computing New York Times: http://www.nytimes.com American newspaper Gartner Group: http://www.gartner.com & IDC: http://www.idc.com Research and Analysis Company EdLUG : http://www.edlug.ed.ac.uk LinuxUser & Developer Magazine : http://www.linuxuser.co.uk Written specifically for Linux professionals and IT decision makers Wikipedia: http://en.wikipedia.org The free Encyclopedia MI2G : http://www.mi2g.com Security Company Mac OS X versus Windows XP: http://www.xvsxp.com/final-score/ IT Facts : http://www.itfacts.biz OS statistics O’Reilly Developer Weblogs : http://weblogs.oreilly.com Reference to Jamie McCarthy
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TECHNICAL TOPIC TCPDUMP - produce a tcpdump of a DNS lookup, a set of 5 pings, and a telnet session (up to waiting for the username). Show the packets recorded as a commented listing, focusing on what is happening in each of the packets in terms of the operation being performed. TCPDUMP: http://www.tcpdump.org Tcpdump is a tool for collecting and processing network captures (dump traffic on a network). It produces one line of output for each packet that it sees. For each connection, tcpdump will always display (except in very special cases) a timestamp, a source IP address, a destination IP address, and some additional information about the packet (such as protocol and port information). Here are the options that we will be using: -n : remove all name resolution. -N : remove domain name resolution. -w tracefile : binary version of the traffic samples. They require less processing power (and space) as no parsing is required to give us legible text files. -r : open a tracefile. -i interface : we will be using eth0. -c X : capture only the first X packets that come across it. A final and very useful switch for controlling tcpdump is to have the packet payload converted to ASCII. To display ASCII we employ the "X" switch: # tcpdump -X DNS LOOKUP ON THE FIRST CONSOLE root # tcpdump -i ppp0 port 53 -w dns_tcpdump.output tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on ppp0, link-type LINUX_SLL (Linux cooked), capture size 68 bytes 4 packets captured 7 packets received by filter 0 packets dropped by kernel



ON THE SECOND CONSOLE root # nslookup google.com Server: 212.158.192.3 Address: 212.158.192.3#53 Non-authoritative answer: Name: google.com Address: 216.239.39.99 Name: google.com Address: 216.239.57.99 Name: google.com Address: 216.239.37.99



Port 53 is usually used by the Domain Names Service.
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Info



1 / 0.000000 -- 192.168.1.18 -- 212.158.192.3 -- DNS Standard query PTR 3.192.158.212.in-addr.arpa Test query to the DNS name server to test the DNS configuration 2 / 0.027442 -- 212.158.192.3 -- 192.168.1.18 -- DNS -- Standard query response PTR ns1.bulldogdsl.com Domain name system response from ns1.bulldogdsl.com (our name server) 3 / 0.028072 -- 192.168.1.18 -- 212.158.192.3 -- DNS -- Standard query A google.com Query the domain name server with the domain name google.com 4 / 0.053138 -- 212.158.192.3 -- 192.168.1.18 -- DNS -- Standard query response A 216.239.39.99 A 216.239.57.99 A 216.239.37.99 Response of the server with the IP addresses for google.com



Comments are in bold. SET OF 5 PINGS ON THE FIRST CONSOLE root # tcpdump -i eth0 -v -nN -c 12 -x -w ping_tcpdump.output "arp or (icmp[0]=8 or icmp[0]=0)" and host 192.168.1.18 tcpdump: listening on eth0, link-type EN10MB (Ethernet), capture size 68 bytes 12 packets captured 15 packets received by filter 0 packets dropped by kernel



Echo reply is icmp type “1” and echo request is type "8". ON THE SECOND CONSOLE root # ping 192.168.1.18 PING 192.168.1.18 (192.168.1.18) 56(84) bytes of data. 64 bytes from 192.168.1.18: icmp_seq=1 ttl=128 time=0.150 ms 64 bytes from 192.168.1.18: icmp_seq=2 ttl=128 time=0.159 ms 64 bytes from 192.168.1.18: icmp_seq=3 ttl=128 time=0.311 ms 64 bytes from 192.168.1.18: icmp_seq=4 ttl=128 time=0.161 ms 64 bytes from 192.168.1.18: icmp_seq=5 ttl=128 time=0.397 ms 64 bytes from 192.168.1.18: icmp_seq=6 ttl=128 time=10.9 ms 64 bytes from 192.168.1.18: icmp_seq=7 ttl=128 time=0.178 ms --- 192.168.1.18 ping statistics --7 packets transmitted, 7 received, 0% packet loss, time 6013ms rtt min/avg/max/mdev = 0.150/1.754/10.927/3.745 ms



No matter if there are 7 packets transmitted, our filter will only select the arp packets then the first 5 echo request and the first 5 (5+5+2=12) echo reply where the host 192.168.1.254 is involved.
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OUTPUT root # tcpdump -r ping_tcpdump.output reading from file /DISK/M120/ping_tcpdump.output, link-type EN10MB (Ethernet) 22:03:10.977255 arp who-has 192.168.1.18 tell 192.168.1.254 ARP request : who is 192.168.1.18 ? 22:03:10.977919 arp reply 192.168.1.18 is-at 00:40:F4:7D:4C:83 ARP response : 192.168.1.18 has this MAC address 21:12:13.989494 IP 192.168.1.254 > 192.168.1.18: icmp 64: echo request seq 30 Echo request send by 192.168.1.254 to 192.168.1.18 21:12:13.989631 IP 192.168.1.18 > 192.168.1.254: icmp 64: echo reply seq 30 Echo reply send by 192.168.1.18 to 192.168.1.254 21:12:14.990305 IP 192.168.1.254 > 192.168.1.18: icmp 64: echo request seq 31 21:12:14.990433 IP 192.168.1.18 > 192.168.1.254: icmp 64: echo reply seq 31 21:12:15.991057 IP 192.168.1.254 > 192.168.1.18: icmp 64: echo request seq 32 21:12:15.991174 IP 192.168.1.18 > 192.168.1.254: icmp 64: echo reply seq 32 21:12:16.991853 IP 192.168.1.254 > 192.168.1.18: icmp 64: echo request seq 33 21:12:16.991985 IP 192.168.1.18 > 192.168.1.254: icmp 64: echo reply seq 33 21:12:17.992624 IP 192.168.1.254 > 192.168.1.18: icmp 64: echo request seq 34 21:12:17.992742 IP 192.168.1.18 > 192.168.1.254: icmp 64: echo reply seq 34



I have commented the four first packets… for the others; it is exactly the same process being performed. There is only the seq field that is incremented. TELNET SESSION TELNET CLIENT # telnet selene.napier.ac.uk



I have used Ethereal ( http://www.ethereal.com ) in order to open the tracefile generated by tcpdump. It is an open-source network protocol analyzer very powerful thanks to his graphical interface. As telnet is a terminal console, there is a negotiation for the terminal speed, type and the window size before it asks for the login. ASCII translation for the packet number 4 0000 0010 0020 0030 0040 0050



00 40 f4 7d 4c 83 00 09 5b 1f 16 b6 08 00 45 00 .@.}L... [.....E. 00 46 2b a0 40 00 ef 06 cb a2 92 b0 40 04 c0 a8 .F+.@... ....@... 01 12 00 17 0c 2c 49 71 39 3b be 30 25 82 50 18 .....,Iq 9;.0%.P. 25 bc ff 92 00 00 57 65 6c 63 6f 6d 65 20 74 6f %.....We lcome to 20 4e 61 70 69 65 72 20 55 6e 69 76 65 72 73 69 Napier Universi 74 79 0d 0a ty..
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Protocol



Info



1 0.000000 192.168.1.18 146.176.64.4 TCP 3116 > telnet [SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460 Terminal asking for sync to the server 2 0.353521 146.176.64.4 192.168.1.18 TCP telnet > 3116 [SYN, ACK] Seq=0 Ack=1 Win=9660 Len=0 MSS=1380 Server asking for sync to the client and acknowledgement of the sync requested 3 0.353573 192.168.1.18 146.176.64.4 TCP 3116 > telnet [ACK] Seq=1 Ack=1 Win=64860 Len=0 Acknowledgement of the sync sent to the server 4 11.285610 146.176.64.4 192.168.1.18 TELNET Telnet Data ... Welcome to Napier University 5 11.450129 192.168.1.18 146.176.64.4 TCP 3116 > telnet [ACK] Seq=1 Ack=31 Win=64830 Len=0 Acknowledgement 6 11.686127 146.176.64.4 192.168.1.18 TELNET Telnet Data ... *** SoC Student user ids have changed… 7 11.887674 192.168.1.18 146.176.64.4 TCP 3116 > telnet [ACK] Seq=1 Ack=189 Win=64672 Len=0 Acknowledgement 8 12.346582 146.176.64.4 192.168.1.18 TELNET Telnet Data ... Negotiate terminal type 9 12.346726 192.168.1.18 146.176.64.4 TELNET Telnet Data ... Negotiate about window size 10 12.601083 146.176.64.4 192.168.1.18 TCP telnet > 3116 [ACK] Seq=204 Ack=7 Win=9660 Len=0 Acknowledgement 11 12.601124 192.168.1.18 146.176.64.4 TELNET Telnet Data ... Won’t X display location 12 12.971228 146.176.64.4 192.168.1.18 TELNET Telnet Data ... 13 12.971385 192.168.1.18 146.176.64.4 TELNET Telnet Data ... 14 13.423058 146.176.64.4 192.168.1.18 TCP telnet > 3116 [ACK] Seq=222 Ack=28 Win=9660 Len=0 Acknowledgement 15 13.423101 192.168.1.18 146.176.64.4 TELNET Telnet Data ... Terminal type, new environment option : here is my terminal type : ANSI 16 13.673173 146.176.64.4 192.168.1.18 TELNET Telnet Data ... SunOS 5.7 17 13.856636 192.168.1.18 146.176.64.4 TCP 3116 > telnet [ACK] Seq=47 Ack=243 Win=64618 Len=0 Acknowledgement 18 14.115685 146.176.64.4 192.168.1.18 TELNET Telnet Data ... Echo 19 14.115831 192.168.1.18 146.176.64.4 TELNET Telnet Data ... 20 14.280762 146.176.64.4 192.168.1.18 TCP telnet > 3116 [ACK] Seq=252 Ack=50 Win=9660 Len=0 21 14.280804 192.168.1.18 146.176.64.4 TELNET Telnet Data ... 22 14.319956 146.176.64.4 192.168.1.18 TELNET Telnet Data ... 23 14.320080 192.168.1.18 146.176.64.4 TELNET Telnet Data ... 24 14.446407 146.176.64.4 192.168.1.18 TCP telnet > 3116 [ACK] Seq=258 Ack=59 Win=9660 Len=0 25 16.273634 146.176.64.4 192.168.1.18 TELNET Telnet Data ... Ask for login 26 16.481924 192.168.1.18 146.176.64.4 TCP 3116 > telnet [ACK] Seq=59 Ack=265 Win=64596 Len=0



Font has been reduced to 10 point text for better visibility of the global telnet output.
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