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Binary code analysis
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Binary-level program analysis at CEA Osmose [ICST-08,ICST-09,STVR-11] automatic test data generation (dynamic symbolic execution) ◮ ◮



instruction / branch coverage test suite completion



bitvector reasoning [TACAS-10] front-ends : PPC, M6800, Intel c509 CGFBuilder [VMCAI-11] safe CFG reconstruction (refinement-based static analysis) front-end : PPC Dynamic Bitvector Automata (DBA) [CAV-11] with Uni. Bordeaux & Paris 7 concise formal model for binary code analysis small set of simple instructions, endianess and flags addressed in a simple way Bardin, S., Herrmann, P., V´ edrine, F.
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CFG reconstruction Input an executable file, i.e. an array of bytes the address of the initial instruction a basic decoder : exec f. × address 7→ instruction × size



Output : CFG of the program



Bardin, S., Herrmann, P., V´ edrine, F.
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CFG reconstruction (2)



Successor addresses are often syntactically known h addr: move a b i → successor at addr+size h addr: goto 100 i → successor at 100 h addr: ble 100 i → successors at 100 and addr+size But not always : successors of haddr: goto a i ?



Bardin, S., Herrmann, P., V´ edrine, F.
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CFG reconstruction (2)



Successor addresses are often syntactically known h addr: move a b i → successor at addr+size h addr: goto 100 i → successor at 100 h addr: ble 100 i → successors at 100 and addr+size But not always : successors of haddr: goto a i ?



Dynamic jump is the enemy !
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Know your enemy



Dynamic jumps are pervasive [introduced by compilers] switch, function pointers, virtual methods, etc. Sets of jump targets lack regularity arbitrary values chosen by compiler standard domains do not fit False jump targets cannot be easily detected many addresses in an exec. file correspond to legal instructions
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6/ 23



Safe CFG recovery VA and CFG reconstruction must be interleaved



Difficulty 1 : small errors on jumps may have dramatic effects imprecision on jumps in VA → imprecision on CFG → more propagation in VA → more imprecision on VA → . . .



Difficulty 2 : standard domains do not fit Bardin, S., Herrmann, P., V´ edrine, F.
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Existing domains do not fit jump R, with R ∈ {500, 530, 1000, 1500}



Stride intervals x ∈ [a..b] ∧ x ≡ c[d] • imprecise here : R ∈ [500..1500] ∧ x ≡ 500[10]



Sets of bounded cardinality (k-sets) x ∈ {c1 , . . . , cq } with q ≤ k, or ⊤ • very imprecise if k is not sufficient : R ∈ ⊤ • precise if k is large enough : R ∈ {500, 530, 1000, 1500} • precise but slow if k is too large



Bardin, S., Herrmann, P., V´ edrine, F.
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Our work Key observations k-sets are the only domain well-suited to precise CFG reconstruction for most programs, only a few facts need to be tracked precisely to resolve dynamic jumps good candidate for abstraction-refinement



Our work [VMCAI 2011] A refinement-based approach dedicated to CFG reconstruction The technique is safe, moreover precise and efficient on our examples



Bardin, S., Herrmann, P., V´ edrine, F.
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Sketch of the procedure (1)



Our problem input : an unstructured program P output : compute an invariant of P such that no dynamic target expression evaluates to ⊤, or fail Informal requirements do not fail “too often” do not add “too many” false targets



Bardin, S., Herrmann, P., V´ edrine, F.
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Sketch of the procedure (2) Abstract domain : k-sets with local cardinality bounds gain efficiency through loss of precision still a global bound Kmax over local bounds domain refinement = increase some k-set cardinality bounds Ingredient 1 : (slightly) modified forward propagation propagation takes local bounds into account add tags to ⊤-values to record origin : ⊤, ⊤init , ⊤hc1 ,...,cn i ◮ ◮ ◮



dedicated propagation rules : ⊤init and ⊤h...i stay in place pinpoint “initial sources of precision loss” (ispl) give clues for refinement (where and how much)



Ingredient 2 : refinement mechanism decide which local bound must be updated, to which value helped by ⊤-tags Bardin, S., Herrmann, P., V´ edrine, F.
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The procedure



Procedure PaR : (P, Kmax) 7→?Invariant(P) 1. Dom := {(loc, v ) 7→ 0} 2. forward propagate until a dynamic target exp. evaluates to ⊤ 3. if no target exp. evaluates to ⊤, return the fixpoint (OK !) else, try to refine the domain to avoid fault ◮ ◮



if no refinement then fail (KO !) else restart with refined domain (goto 2)



Bardin, S., Herrmann, P., V´ edrine, F.
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Refinement For each target evaluating to ⊤ follows backward data dependencies only interested in ⊤-values (other locations are safe until now) only interested in correcting initial causes of precision loss Finding the initial causes of precision loss initial causes of precision loss are of the form ⊤init , ⊤hc1 ,...,cn i How to correct ⊤init cannot be avoided (KO !) ⊤hc1 ,...,cn i may be avoided if n ≤ Kmax (set local bound to n)



Bardin, S., Herrmann, P., V´ edrine, F.
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Example
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Technical detail : journal Problem during ispl search syntactic computation of (data) predecessors (for assignments with alias and dynamic jumps) is either unsafe or imprecise
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Technical detail : journal Problem during ispl search syntactic computation of (data) predecessors (for assignments with alias and dynamic jumps) is either unsafe or imprecise
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Technical detail : journal Problem during ispl search syntactic computation of (data) predecessors (for assignments with alias and dynamic jumps) is either unsafe or imprecise



Solution : a journal of the propagation record observed feasible branches / alias / dynamic targets prune backward data dependencies accordingly updated during propagation, used during ispl search Bardin, S., Herrmann, P., V´ edrine, F.
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Prototype



input : PPC executable + entrypoint + initial memory output : ◮ ◮



map from jumps to targets cfg, callgraph, assembly code



main limitation : no dynamic memory allocation



Bardin, S., Herrmann, P., V´ edrine, F.



16/ 23



Prototype (2) Internal formal model (DBA) small set of instructions, no side effects concise and natural modelling of common ISAs pruning techniques to get rid of useless computations Procedure inlining h formal stack , addr i add precision, but no recursion Memory model no difference yet between global memory region and stack (need some initial stack value) no dynamic memory allocation Bardin, S., Herrmann, P., V´ edrine, F.
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Procedure enhancements



Improved algorithm [efficiency, robustness] # refinements indep. of Kmax chaining of domain updates Domain combination [precision] equalities : e = e, where e ::= R|k|@e flags : b ⇔ e{}e intervals : x ∈ [a..b]



Bardin, S., Herrmann, P., V´ edrine, F.
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Procedure enhancements (2) Case 1 : compile assume(X == Y) into : R1:=X ; R2 := Y; B := (R1==R2), assume(B) only k-sets : B ∈ {1} k-sets + equalities : B ∈ {1} ∧ R1 = X ∧ R2 = Y k-sets + equalities + flags : B ∈ {1} ∧ R1 = R2 = X = Y



Case 2 : prove that @X := Y does not affect jump @100 if X ∈ [101, +∞[, intervals ok, k-sets not ok requiring k-sets on write addresses might be overkill



Bardin, S., Herrmann, P., V´ edrine, F.
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Experiments program



#I



#DJ



#T



aircraft SwitchCase SingleRowInput Keypad EmergencyStop TaskScheduler’ TaskScheduler



32405 204 158 224 475 171 127



51 1 1 1 1 1 1



461 19 6 8 10 5 3



max #T 16 19 6 8 10 5 3



#SDJ



FT



51/51 1/1 1/1 1/1 1/1 1/1 0/1



10% 0% 0% 0% 0% 0% KO



Time (sec) 20s 
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