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Abstract: To become a successful part of the future ambient intelligence (AmI) technology, RFID needs to be supported by the legal system. The paper analyses how the current EU directives on data protection support emerging applications that are based on RFID tags. The analysis is founded on examples of technologies and applications. The paper is to update earlier analyses and use more realistic and state-of-the-art applications and scenarios, which was considered as a shortcoming of Working Party 29 analysis. [3, 4, 12] Thus the paper continues the dialogue about privacy and data protection with the RFID stakeholders on a European level. Based on the analysis, the paper identifies research needs from RFID towards the "Internet of Things" with respect to privacy and data protection.



Background The use of Radio Frequency Identification or RFID technology for different purposes and applications benefits businesses, individuals and public services. While the advantages related to the use of RFID technology often seem obvious, the widespread deployment of the technology does not come without its potential drawbacks. One of the main concerns has been the potential risks that the RFID technology poses to the end-users privacy. Especially, with the help of RFID tags, it is possible to collect and process many kinds of personal information on people. Several technological solutions to protect private data have been proposed, but they are hardly sufficient without satisfactory legislation. This brings up the question whether the data protection law is on an adequate
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level and provides a reasonable protection against the threats. [3] Within the European Union, there is an independent advisory body on data protection and privacy. It is called Working Party 29 or Article 29 Working Party because it was set up under Article 29 of Directive 95/46/EC. On the data protection front, Working Party 29 has been concerned about the possibility for some applications of RFID technology to violate human dignity as well as data protection rights. In particular, concerns arise about the possibility of businesses and governments to use RFID technology to pry into the privacy sphere of individuals. The problem is aggravated by the fact that, due to its relative low cost, this technology will not only be available to major actors but also to smaller players and individual citizens. [3, 7] The awareness of this new risk has compelled Working Party 29 to look into the privacy and other fundamental rights implications of RFID technology. The outcome of the analysis was published in a working document, which aims to provide guidance to RFID deployers, manufacturers, and standardization bodies. The working document is an initial paper, and the Working Party 29 vows to continue working on this issue. [3] Following the adoption of the working document, the Working Party 29 decided to put it up for public consultation. According to the published summary of the responses, stakeholders were mostly satisfied with the Working Document. One of the most notable criticisms of the paper, however, was that the examples of RFID applications given in the working document do not represent reality.



Societal benefits and a realistic appreciation of technical possibilities should be looked at when judging RFID applications. [4] The study that is reported in this paper aims to improve the analysis in the working document by adding a few RFID scenarios that extend the vista, put in more realism, and – in particular – show societal benefits.



Sample Technologies The community of RFID technology developers seem to be well aware of the risks that RFID may present. The engineers have also come up with several clever technical solutions to the problem. Some of them are briefly introduced below. It is, nevertheless, important to notice that none of the technological solutions is capable of solving the problem alone. They need to be supported by the legal system, economic means, or other societal mechanisms. Otherwise, it is easier and less expensive to ignore them while developing the systems. The focus of this article is on legal issues. Therefore we mainly discuss below how the legal system should support the technical solutions and pay less attention to other alternatives.



RFID Blocker A blocker tag prevents RFID tags from being read. RFID readers cannot read more than one tag at a time, because the reader is unable to decipher radio waves reflected back by two tags simultaneously. So vendors have developed anti-collision protocols to enable the reader to communicate with one tag at a time in rapid sequence. The blocker tag essentially confuses the reader by always responding, thereby preventing any tags from being read. [17] The blocker tag has some notable limitations. Although it does not disable RFID tags permanently, it blocks temporarily all the RFID applications, also those that the person would like to use. Thus RFID blocker significantly limits the possibilities that the technology offers.



Privacy Bit An alternative is to set aside a logical bit on the RFID tag. This bit is initially off when items are in the shop. The bit is flipped to the on position to deactivate a tag at the point of sale. If RFID readers in shops refrain from scanning private tags, i.e., those tags whose



privacy bit is turned on, then a good measure of consumer privacy will already be in place. Tags belonging to consumers in this case will be invisible to shops. At the same time, tags on items on shelves and storage rooms, i.e., those that have not yet been purchased, will be perfectly visible. The privacy bit will not impact normal industrial use of RFID. [11] Home appliances, on the other hand, should contain RFID readers capable of scanning private tags. RFID readers that scan tags for item returns in shops might likewise have this capability, if consumers want it. With proper RFID reader configuration, the privacy bit is an interesting compromise between privacy and utility. To ensure this balance, there is a need to enforce proper reader configuration and to defend against rogue readers used intentionally to infringe privacy. Thus Privacy Bit is an excellent example of solutions that require both technological and legal components. [11]



Access Control (MIMOSA) MIMOSA or "Microsystems platform for MObile Services and Applications" was a European research project supported within the IST priority of the Sixth Framework Programme to make ambient intelligence a reality by developing a mobile-phone centric open technology platform. The platform includes the following key building blocks: personal mobile terminal device, wireless sensors exploiting the RFID technology, highly integrated readers/writers for RFID tags and sensors, low-power shortrange radios, novel sensors for context sensitivity and intuitive, user-friendly interfaces. These building blocks are the enabling technology for mobile centric ambient intelligence. The user is able to communicate with the surrounding environment by wirelessly reading local tags and sensors embedded to everyday objects with her personal mobile phone. In addition, the phone enables wireless connection to the internet. As the communication can be tied to a specific place, object, and time, this approach enables context related information and services. Overall MIMOSA architecture specification is an example of a highly sophisticated service architecture that uses extensively RFID technology. The architecture includes an access control component that resides on the application server side. The access



control component is consulted in case of an incoming acquisition request in order to determine appropriate access rights for the particular application with respect to the particular data requested. [13] A mechanism like this can provide an adequate privacy protection scheme for many kinds of emerging ambient intelligence services. However, a sophisticated access control requires remarkable processing and data storage resources. Therefore all the tiny ubiquitous computing devices cannot be equipped with such technology for the foreseeable future. Consequently, such solutions will be important in certain types of services, but there will remain applications that cannot benefit them.



Sample Applications MIMOSA MIMOSA project developed a set of scenarios to show how RFID technology could look and feel in different everyday situations. The scenarios were evaluated for credibility, acceptability and technical feasibility. Therefore they represent realistic and societally beneficial applications while also showing ambitious and guiding future possibilities. [14] Below, the two health care scenarios are presented in more detail, since they have turned out to be more realistic and include interesting data protection issues. The other MIMOSA scenarios are quoted more superficially.



Health Care Scenarios Travelling and taking care of diabetes. [14] Ines is retired and travels a lot despite of her diabetes. For diabetic persons, it is vitally important to frequently monitor their blood sugar (glucose) level. If it is too low, it could lead to unconsciousness, or if it is too high, it could cause ketone poisoning of the blood. At home, Ines uses a quick blood test to monitor her blood sugar level and injects insulin regularly. However, when travelling, she feels that diabetic-special smart plasters are handier because of irregular life during travel. The smart plaster can be worn for 24 hours at a time and it monitors glucose level of the blood as well as automatically adjusts the insulin dosage according to the user. The



plaster is easy to use and wear. Negative in the smart plaster is its price. A smart plaster analyses the glucose level of the blood sampled by the micro needles of the plaster. This information is sent via Bluetooth to a mobile phone. The mobile phone warns if the blood sugar level starts to be seriously offset. In addition, the information is sent to a server, which stores the data for later analysis. Based on the long-term information of the glucose level variation, the diabetic together with his/her supporting team can evaluate whether the treatment (insulin injections, diabetes pills, nutrition, workout, etc.) has been effective. In a four-week travel to China, Ines notices that her insulin will be running out in a few days. Ines goes to the local pharmacy, in which all medicine labels are written in China only. The pharmacist does not speak English either. However, all the medicine packs are tagged so that their information can be read with a mobile phone from a server database. As there is no familiar-looking insulin pack in the pharmacy, Ines uses her mobile phone to recognise equivalent insulin. The hand-held device indicates appropriate insulin with a light signal and also checks compatibility of the medicine to other medicines Ines is using as well as allergies. In case of incompatibility, the hand-held device would alert Ines. When Ines buys the insulin, it is automatically checked to the medical history database. In case there would have not been all relevant information available in the medicine database, or if connection to the database would have been failed, the mobile phone would have suggested contacting Ines’ family doctor or the local call centre for advice. The family doctor has access to Ines’ medical history as agreed with Ines earlier, so the doctor is able to follow Ines’ medical conditions on-line whenever needed. Looking after Louis the toddler. [14] Rosalita and Jorge have a 20-month old son Louis suffering from several allergies and an often repeating flu. The parents has put small, lightweight wearable sensors on Louis’ skin that continuously measure his skin temperature and sweating. In Louis’ clothes, there are sensors that measure his heart-beat and breathing patterns. All sensor information is wirelessly send to both Rosalita’s and Jorge’s mobile phones. If Louis is crying and badtempered with no obvious reason, the



parents check Louis’ condition in the mobile phone. If the sensor data values exceed certain threshold values, the mobile phone will alert it’s owner. In addition, Rosalita and Jorge have installed a movement and activity monitoring system in their home and backyard. The system includes activity sensors in walls, floors, and furniture, as well as in the garden. The system monitors vivid Louis’ activities when he’s awake and in sleep, whether he is inside the house or in the backyard. If Louis is trying to access dangerous places, for instance, to walk away from the backyard, the system alerts the parent at home by calling an alarm sound in the mobile phone. The sensor and activity data are continuously collected to the hand-held device's memory and regularly send to a database on a server. When Louis is taken to the family doctor either for his regular examination or because of alerting symptoms, the doctor is able to check his health condition history from a year’s time.



Everyday Scenarios The everyday scenarios of MIMOSA illustrate the use of mobile centric ambient intelligence in common situations, which often take place in public environments. The scenarios especially describe use of smart tags and physical selection of tags for interaction by touching them or pointing at them from a distance with the mobile phone. [14]



Sports and Fitness Scenarios The sport and fitnees scenarios demonstrate the use of sensor measurements to understand better performance in exercising and to maintain motivation. Several performance-related measures can be collected of a person over a long time, helping to follow the progress and providing instant feedback in the user's personal mobile phone. [14]



Housing Scenarios The housing scenarios illustrate MIMOSA applications in housing as well as home and family contexts. The scenarios focus on the benefits received from remote monitoring and -controlling housing applications with a mobile phone, and how this can be used to



support independent living of elderly people and ease the burden of their care-takers. [14]



ISTAG The IST Advisory Group (ISTAG) has been trying to get a higher level of focus and a higher pace of development in Europe on Information and Communication Technologies. As a part of this work, ISTAG launched a scenario planning exercise in 2000. The scenarios were developed by the IPTS (part of the European Commission’s Joint Research Centre) in collaboration with DG Information Society and with the active involvement of 35 experts from across Europe. The aim was to describe what living with ‘Ambient Intelligence’ might be like for ordinary people in 2010. [9] Although the scenarios are already somewhat old and they have been criticized to be over-optimistic, it is still worthwhile to remind what sort of privacy issues they arise. The ambient intelligence technologies described in ISTAG scenarios represent huge challenges to privacy. The interconnected computing devices must have access to a large amount of private information to be able to provide the services. This might poses severe risks to privacy. The scenarios do not refer to any such problems: the system is working perfectly and it honors the users’ privacy. Nothing however ensures that. If the system has so much private information about people, it is easy to – intentionally or by mistake – use it wrongfully or distribute it too widely. Actually, often the best solutions from the purely technical point of view are unacceptable from privacy perspective. For example, access control mechanisms that prohibit unauthorized use of information are complex to implement and decrease the overall performance and usability of a system. Therefore it is often tempting to leave such mechanisms away or at least make them as light as possible. Unless a paying customer insists or a law requires, a system provider easily ignores privacy protection. It seems that most services in the scenarios would benefit from end-users’ location data. However, the situation becomes complex if the end-user needs to accept separately each service to use the data, and each service must provide the users with the continuing “possibility, using a simple means and free of charge, of temporarily refusing the processing of such data for each



connection to the network or for each transmission of a communication”, as the directive requires. [8] In practice, it would probably be easier for the end-user simply not to use the services. Surely, usability studies and automatic mechanisms can make the situation much easier, but ultimately the user must have control and the ability to refuse the processing of location data in order to fulfill the requirements of the directive. [15] In Maria scenario, European citizen is traveling outside Europe. Her personal data mainly originates from the Union but is needed in Asia. Presumably Maria is willing to use those personalized services and therefore accepts the transfer of her personal data between at least her home-country and the Asian country. Yet, in accordance with the directives and European national laws, she has to explicitly accept the transfer of data from Europe to the Asian country. This effectively protects her privacy, but introduces severe challenges to the designers of the services. Also, it decreases the efficiency of the concept that was emphasized by ISTAG. According to ISTAG, “Ambient Intelligence works in a seamless, unobtrusive and often invisible way.” The need to get consent from the user makes this goal hard to achieve. [15]



MobiLife MobiLIfe was an Integrated Project (IST511607) in European Union’s 6th Framework Programme. It was to bring advances in mobile applications and services within the reach of users in their everyday life by innovating and deploying new applications and services based on the evolving capabilities of 3G systems and beyond. Enabling technologies include RFID, Bluetooth, sensors, and so on. The project created and evaluated a set of scenarios. They illustrate the key user requirements of modern family life that can be supported by mobile services and applications and identify the requirements to the underlying technologies that will enable the provision of these services. Selected scenarios were further developed to mockups and probes. Also, the project developed a mobile service framework that identifies the essential functional blocks for the implementation of the new mobile services and applications. [18] Especially personalisation, adaptation,



and context awareness building blocks of the framework introduce significant privacy concerns, which privacy and trust building block tries to solve. However, technical solutions cannot alone solve the privacy issues. Therefore it is essential to assess the framework also from the legal viewpoint. It seems that MobiLife applications like any similar mobile service systems will be facing significant challenges with privacy and data protection. Lots of personal data will be processed and transferred. For example, the system will not only collect information on the end-users to personalize services, but also – using e.g. RFID tags and Bluetooth devices – information on the context, environment, and circumstances in which the end-users are, including information on the other people in proximity. [16] The system as a whole can be distributed to a large extent. There are important legal crossborder issues related to a distributed system like those that implement MobiLife architecture. If a system is distributed in several countries, all the applicable laws should be obeyed. For example, transferring personal information even within the system but between organizations and/or countries may violate data protection law. Similar problems arise if MobiLife system is connected to other systems. So, both internal and external data processing should be legal. Also, data protection directives are implemented in slightly different ways and they are not applicable outside the EU. Thus there are differences e.g. which information is to be provided for data subjects, i.e. for those whose personal data is processed. [16]



Data Protection Directives The legal basis of data protection within the European Union is the EU Directives on data protection, especially the general Directive 95/46/EC on the protection of personal data, but also the more specific Directive 2002/58/EC on the protection of personal data in the electronic communications sector. The Data Protection Directive applies to the processing of all personal data. Under the Directive, ‘personal data’ is very broadly defined and includes ‘any information relating to an identified or identifiable natural person’. In assessing whether the collection of personal data through a specific application of RFID is covered by the data protection



Directive, we must determine (a) the extent to which the data processed relates to an individual and, (b) whether such data concerns an individual who is identifiable or identified. [3, 7] Therefore, although not all the data processed in an ambient intelligence system is governed by data protection law, there will be many scenarios where personal information is collected through RFID technology. Especially, if RFID technology entails individual tracking and obtaining access to personal data, data protection law is directly applicable, but also in cases where the information gathered through RFID technology is linked to personal data, or personal data is stored in RFID tags, it is likely that data protection law applies. [3] The processing of personal data is not illegal in general. On the contrary, the data protection law tries to enable useful processing of personal data. However, the processing needs to be carried out in accordance with the law. Especially, the Data Protection Directive requires that personal data must be • processed fairly and lawfully; • collected for specified, explicit and legitimate purposes and not further processed in a way incompatible with those purposes; • adequate, relevant and not excessive in relation to the purposes; • accurate and, where necessary, kept up to date. Personal data may be processed only if the data subject has given an unambiguous consent or there is another lawful basis for processing. The controller must provide the data subject with certain information, including the purposes of the processing for which the data are intended. It is also important that disclosing by transmission, disseminating or otherwise making available to others is processing of personal data and thus needs also consent or another lawful basis. Especially, transferring personal data outside the European Union is highly restricted. There are some important restrictions to the applicability of data protection law. Usually, if a natural person in the course of a purely personal or household activity processes personal data, the data protection law is not applied. Furthermore, the data protection law applies only partially to journalistic and artistic context. Also, the law is not always



applied to data processing that is related to e.g. national or public security, criminal investigation, or important national financial interests. Completely automated individual decisions are restricted. The directive sets strict limitations to decisions, which produce legal effects concerning individuals and which are based solely on automated processing of data intended to evaluate the individuals’ personal aspects, such as performance at work, creditworthiness, or reliability. Certain sensitive information should not be processed at all without special lawful reasons. These special categories of data include racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, data concerning health or sex life, and data relating to offences, criminal convictions or security measures.



Analysis How are RFID tags and other AmI technologies going to affect data protection? It seems obvious that, because devices that are able to exchange information on people are spreading, the quantity of privacy problems will arise. The discussion above illustrates that very well. The scenarios include a number of privacy issues. Although privacy problems are not that common today, it is predictable that they will be increasingly ordinary. But will there be also something else? Will some qualitative changes also occur? First, current legislation, although it claims to be technology neutral, is somewhat biased towards existing technical solutions, like personal computers, large displays, keyboards, and web pages. For example, according to the European Directive on privacy and electronic communications (2002/58/EC), services must provide continually the possibility, of using a simple means and free of charge, of temporarily refusing the processing of certain personal data for each connection to the network or for each transmission of a communication. It would be quite easy to fulfil such requirements with a PC based system, but very difficult with a tiny AmI device which has a minimal user interface. Second, people’s notion on privacy is changing. We are already getting used to the idea that while we are using for instance



Internet services, someone can be able to observe our doings. While travelling abroad, we need to frequently present our passports and other documents, even though it makes it possible for authorities to follow our paths. In the past, that was not possible, but still most people are not concerned about the change. Either they accept the reduction of their privacy, because they think it is necessary or that they get something valuable instead, or they do not care. Anyway, it seems that most people will not object the gradual impairment of their privacy [1, 2]. The expectations of privacy are very much related to the surrounding culture and social norms and as they slowly change, people will also have a different notion on privacy. For obvious reasons, especially medical scientists have been interested in ethical and legal questions on privacy in families. For example, if they study a disease that appears to be inherited in some families, they want to collect information not only on research subjects, but also on the whole pedigree. Based on his studies on medical pedigree research, COOK-DEEGAN has shown that studying a family does not reduce to studying a group of individuals one at a time. This opens the door to legal and moral concepts applied to collectives rather than individuals, which will be an increasingly important subject in scenarios such like those of MobiLife. [6] MIMOSA scenarios, especially the Health Care Scenarios highlight the importance of data protection in relation to RFID technologies. Lots of sensitive information on data subjects’ health is gathered by RFID tags, processed by mobile devices, as well as stored and further processed in a server. The scenarios clearly show how useful and valuable the technology can be for the enduser, but how urgent it is to protect the data. As mentioned above, the processing of sensitive data is strictly restricted by the Directive. MIMOSA Ines scenario is a god example to show the importance of this subject. Louis the Toddler scenario on the other hand is less dubious since parents – as the legal guardians – naturally have a right to get all the information on their children. Once again, however, it is necessary to make sure that outsiders are not able to access the sensitive health information.



The travelling scenarios like MIMOSA Ines scenario or ISTAG Maria scenario underline also the international aspects: it is increasingly important to get an adequate level of protection also in the countries which are not members of the EU and in which the EU legislation is not directly applicable. The sample scenarios and applications above suggest that it will require a lot work to develop systems that comply with the data protection directives, but also to streamline the directives in a way that they do not unnecessarily harm societally beneficial services.



Conclusions The examples presented in this paper show the importance of privacy and data protection in relation to RFID and other ambient intelligence technologies. Because the usage of RFID tags and AmI technologies increase rapidly, also the quantity of privacy problems will arise. The European legal system provides individuals with reasonable privacy and data protection, but it should be also ensured that the legal system will not unnecessarily hinder the development of useful services and the information society as it sometimes seem to be the case in the above examples. Especially, the directives should be made more technology neutral than they are today. The main conclusion of Working Party 29 was that the use of RFID is in continuous evolution: developments in this field occur constantly and as more experience is gained, the greater is the knowledge of the issues at stake. For this reason, the Working Party is committed to continue monitoring the technological developments in this field in collaboration with interested parties. Several questions identified in the Working document may need to be revisited in light of the experience gained. [3] One cannot disagree. Therefore, to identify research needs from RFID towards the "Internet of Things" with respect to privacy and data protection, we conclude that it is necessary to continue studies on user needs and privacy expectations and how well technologies and legal systems support them as well as what sort of new threats emerging technologies pose and how the legal system possibly hinders useful services.
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