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Playing with SIP, NMAP and NSE, now writing a SIP library... publié par malphx



le lundi, août 23 2010 - 23:54



Since my last post, I finally decided to start writing a SIP library for nmap. This lib will be minimalist and be largely based on the http.lua library taken from Nmap 5.0



It will be used by two NSE scripts: • sip-extscan.nse: a script which try to list (find) valid SIP extensions on a SIP registrar • sip-brute.nse: a script that try to bruteforce SIP extensions password on a registrar Here are the first result: The target used for the test is a Tribox based host (Asterisk PBX 1.6.0.26-FONCORE-r78) With actually four extensions: Actually, • 5003: 5000sip-brute 5001: 5002: :not protected protected protected only with with trythe aaweak good dictionnary same password password weakattack password against the password and use the unpwdb library sudo nmap -sU -p U:5060 -T5 --script sip-map2,sip-extscan3,sip-brute2 --script-args exten_range="5000-5010" 172.17.0.53 Starting Nmap 5.00 ( http://nmap.org ) at 2010-08-23 23:20 CEST Interesting ports on 172.17.0.53: PORT STATE SERVICE 5060/udp open sip |_ sip-map2: SIP 2.0 device detected | sip-extscan3: | Unprotected Extensions | 5003 | Protected Extensions | 5000 | 5001 |_ 5002 | sip-brute2: | exten: 5001 Password: 1234 |_ exten: 5002 Password: 1234 http://malphx.free.fr/dotclear/index.php?
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Nmap done: 1 IP address (1 host up) scanned in 107.24 seconds It seems that the work is in the good way, however, a lot of testing must still be done.



Playing with SIP, NMAP and NSE publié par malphx



le mardi, août 17 2010 - 19:04



In the last Honeynet Project’s Forensic Challenge (FC4), one question (Section 1, question 2) caught my attention. It was about the possibility that the given log file could have been generated using a simple Nmap UDP scan. In the challenge, the answer was : No. Because a simple Nmap’s UDP scan uses UDP packets without any payload and thus could not generate valid SIP requests. But, Nmap offers a powerful scripting engine: Nmap Scripting Engine or NSE. With NSE it is possible to interact with the targetted host using simple to complex communication exchanges. After having read the NSE part of the Nmap book, I decided to give a try at NSE. My first NSE script (modestly) behaves like the SIPvicious tool: svmap.py. This script, named sip-map.nse tries to find valid SIP server by sending a SIP OPTIONS request using the UDP protocol. Usage:



# Without version (User-Agent) information sudo nmap -sU -p U:5060 –script sip-map.nse # With version information sudo nmap -sU -p U:5060 -sV –script sip-map.nse Output: Interesting ports on X.X.X.X: PORT STATE SERVICE VERSION http://malphx.free.fr/dotclear/index.php?
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5060/udp open sip Asterisk PBX 1.6.0.26-FONCORE-r78 |_ sip-map: SIP 2.0 compliant device detected sip-map.nse is the first script from a series of scripts I wish to write. These scripts will be about SIP scanning with a behaviour close to the SIPvicious tools but using Nmap. You can download it here: sip-map.nse Feel free to leave a comment !



Honeynet Project's FC4 "VoIP": my submission publié par malphx



le dimanche, juillet 25 2010 - 10:50



The Honeynet Project’s team has published the results for the 4th Forensic Challenge 2010 VoIP.



My official results:



Thank you for participating in the 4th Honeynet Project Forensic Challenge 2010: VoIP. Sjur, Ben, Jianwei, Roland, and Julia finished evaluating your submission. You have received a total of 62 of 63 points. Below you will find your score per answer: • Answer 3.3 1.1 (2points): 1.2 1.3a 1.3b 1.3c 1.4a 1.4b 1.5 1.6 1.7 1.8a 1.8b 2.1 2.2a 2.2b 2.3 2.4 2.5a 2.5b 2.5c 2.6 3.1 3.2 (1point): (5points): (4points): (3points): (2points): (1point):1(2 (6points (1points): (10points): (3points): 51points 4 3 2 23 1points 0 each)): 10 points points 6 points A sample solution as well as the submissions of the winners has been posted to the challenge web page at http://honeynet.org/challenges/2010_4_voip. Sjur, Ben, Jianwei, Roland, and Julia will be summarizing highlights from various submissions in a blog post shortly. We are still finalizing our next challenge. Please subscribe to our RSS feed or check our web sites for announcements. For this 4th challenge, we received a total of 21 submissions. With your score of 62, you came into position 1. Congratulations!!!!
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You could find my submission for FC4 on the Honeynet Project’s site.For this one, I’ve used a great visualization tool named PicViz written by Sébastien Tricaud from the French Chapter. You should read his paper about his tool: Know Your Tools: use Picviz to find attacks Feel free to leave a comment !



http://malphx.free.fr/dotclear/index.php?



4/4



























des documents recommandant







[image: alt]





Playing with SIP, NMAP and NSE, now writing a SIP library 

Playing with SIP, NMAP and NSE, now writing a SIP library... publiÃ© par malphx le lundi, aoÃ»t 23 2010 - 23:54. Since my last post, I finally decided to start writing ...










 


[image: alt]





Export en PDF - Playing with SIP, NMAP and NSE .fr 

It was about the possibility that the given log file could have been generated using a simple. Nmap UDP scan. ... http://malphx.free.fr/dotclear/index.php? 1 / 2 ...










 


[image: alt]





JAIN SIP 

Instantiated by the SipFactory and initialized with a Property set. â€¢ javax.sip.* properties are reserved and names defined for stack configuration properties.










 


[image: alt]





SiP FA challenges - eufanet 

Oct 3, 2006 - system board, in the same package to realise a fully functional system or sub-system. ... Multi Chip Module, stack dies, single or double flip, WLP. â€“ Package .... Simpler analysis of complex geometries of multi layer stacks and ...










 


[image: alt]





ACT SIP Phone 

Displays menu, time, clock, name, phone number, call status. (2) Down ..... Note 1: If you made any modifications, you may quit setup at any time by pressing. +.










 


[image: alt]





Datasheet | Release 3.0 SIP 

The Alcatel 7515 Session Initiation Protocol. (SIP) Media Gateway (MG) enables a plug- and-play mode for integrating traditional private branch exchanges ...










 


[image: alt]





ST2022 SIP - Onedirect 

limited to trademarks, service marks, designs, logos and copyrighted material) shown on his Admin Guide are protected by intellectual property or other rights.










 


[image: alt]





Building a Foundation for SIP with Avaya Intelligent ... .fr 

A customer planning a trip overseas calls his credit card company ..... Managing and controlling this interconnection so that spam and abuse does not become ...










 


[image: alt]





Sample SIP applications .fr 

Jan 18, 2012 - primary key (sipaddress, contactaddress). ); ... The res-jndi-name element must refer to a data source configured in rhino-config.xml .... Answer the call on user agent B. This sends a SIP 200 OK response back to the proxy. 7.










 


[image: alt]





Implementing JAIN SIP 

setPathName("gov.nist");. Create a SIP Stack instance try {. sipStack = sipFactory.createSipStack();. } catch(SipPeerUnavailableException e) {. System.exit(-1);. } ...










 


[image: alt]





Cisco - Troubleshooting SIP Trunks with Cisco CallManager 5.x 

Jul 21, 2011 - ... to route out a CUBE to a SIP provider. In this case, the issue is that DTMF is not sent out. Voicemail and WebEx sessions cannot be used.










 


[image: alt]





Acoustic microscopy applied for SiP Physical analysis 

Copper in the PCB. Silicon chip glued on the PCB. Glob top on the silicon chip. View 3D of the first level. Page 9. EUFANET WORKSHOP. Silicon chip 0 cycle.










 


[image: alt]





CleanCaptureâ„¢SiP-1280 Digital Image Processor A No 

The SiP-1280's actual interpolation is more complicated and proprietary. It has a .... Early cameras used a technique that relies on center weighted metering.










 


[image: alt]





A SIP-based Programming Framework for Advanced Telephony 

ware, like a phone terminal, or software, like a Web service. ... The programmer writes telephony applications using high-level, .... The generated Java code relies on SIP to carry out interaction between ... Management .... public void receive(DeskO










 


[image: alt]





A SIP-based Programming Framework for Advanced Telephony 

for Advanced Telephony Applications. Selection of Appropriate Services. 17. Service. Registration Server. (1) super(uri, Owner.ADMIN, Location.MeetingRoom).










 


[image: alt]





Thomson ST20xx SIP-MGCP swap procedureEd2 

v1.00 MGCP (ST2030MEC_v100_dsp.zz). MGCP v1.55 and above ... In this example, it is assumed the phone has the IP address 192.168.200.1. Then enter the ...










 


[image: alt]





ErisTerminalÂ® SIP Deskset VSP726 Quick Start Guide - UserManual.wiki 

Do not use this product near water such as near a bath tub, wash bowl, kitchen sink, laundry tub or swimming pool, or in a wet basement or shower. 7. Do not place this product on an unstable table, shelf, stand or other unstable surfaces. 8. Slots an










 


[image: alt]





Mobicents JAIN SLEE SIP UAS Example User Guide 

books. Desktop documentation drafts mss photos stuff svn books_tests Desktop1 downloads images notes scripts svgs. Source-code ... Downloading the source code ... Use SVN to checkout a specific release source, the base URL is http://.










 


[image: alt]





Developing SIP telephony services - Documents Free Download PDF 

Developing SIP services - ENSEIRB - c b s r. Several Markup ..... Mail tag x Allows CPL to send email x Single parameter, url, contains mailto URL to use.










 


[image: alt]





OPNET Simulation of SIP Based IP Telephony over MPLS 

analysis of mobile IP and SIP interactions in 3G networks," IEEE. Communications Magazine, Volume: 42, Issue: 1, Jan. 2004, pp. 113-. 120. [3] Sisalem D.










 


[image: alt]





Mobicents JAIN SLEE Sip Service Example User Guide - DoCuRi 

books. Desktop documentation drafts mss photos stuff svn books_tests Desktop1 downloads images notes scripts svgs. Source-code ... Downloading the source code ... Use SVN to checkout a specific release source, the base URL is http://.










 


[image: alt]





JAIN SIP Tutorial Serving the Developer Community Serving the 

As a developer you are free to implement the protocol in any language, hence define .... OPTIONS. â€“ Queries a participant about their media capabilities. â€¢ ACK.










 


[image: alt]





7.1 Configure SIP Trunk on CUCM to access CUC 

Note : This lab doesn't function on 8941 phones. Ask your ... phone without having to dial in to the system. 7.8.1 Route Pattern for Voice mail pilot Reverse trap.










 


[image: alt]





Aurora : Transcripts & articles : Playing with Words: Typography and Text 

Download PDF of this article ... Written language is a way of communicating abstract ideas through symbols that we learn to ... type and text are graphic symbols, if they appear in films, they can be animated. ... funny Banana, for instance, uses pic










 














×
Report Playing with SIP, NMAP and NSE, now writing a SIP library





Your name




Email




Reason
-Select Reason-
Pornographic
Defamatory
Illegal/Unlawful
Spam
Other Terms Of Service Violation
File a copyright complaint





Description















Close
Save changes















×
Signe






Email




Mot de passe







 Se souvenir de moi

Vous avez oublié votre mot de passe?




Signe




 Connexion avec Facebook












 

Information

	A propos de nous
	Règles de confidentialité
	TERMES ET CONDITIONS
	AIDE
	DROIT D'AUTEUR
	CONTACT
	Cookie Policy





Droit d'auteur © 2024 P.PDFHALL.COM. Tous droits réservés.








MON COMPTE



	
Ajouter le document

	
de gestion des documents

	
Ajouter le document

	
Signe









BULLETIN



















Follow us

	

Facebook


	

Twitter



















Our partners will collect data and use cookies for ad personalization and measurement. Learn how we and our ad partner Google, collect and use data. Agree & Close



