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T r ansp ar ency and au t o m at ic d isco v er y



Cisco WAE 4-p or t in l in e ca r d



8 0 2 . 1 q su p p o r t , co nf ig u r ab le V L A N s S u p p o r t ed o n all W A E ap p liances
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C i s c o W AAS Au t o -D i s c o v er y  Cisco W AE d evices au tom atically d iscover one another and negotiate optim iz ation capab ilities P e r fo r m e d p e r T C P c o n n e c tio n



F le x ib le o p tim iz a tio n c o n fig u r a tio n u s in g A T P



E x c h a n g e o f p e e r c a p a b ilitie s a n d lim ita tio n s A A



W W CCP CCP v v 2 2 or or P P B B R R



B B



W W CCP CCP v v 2 2 or or P P B B R R



W A N A:B A:B T T CP CP SYSY N N



B B :A :A T T CP CP SYSY N N / / ACK ACK



W A E 1



P r e s e n ta tio n _ ID



A:B CP CP A:B B B T T :A CP T T SY SY :A CP N N SYSY N N / / ACK ACK ( ( m m ark ed ark ed ) )



A:B SY A:B T T CP CPB B :A SY T N T N CP :A CP SYSY N N / / ACK ACK ( ( m m ark ark eded ) ) ( ( m m ark ark eded ) )
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ACCE II w w ould L L E E R R AT likAT ACCE ould lik eIOeIO N N CO to accelerate N F IR M CO to accelerate N F IR M E E D! D! thth is is connection! connection! H H ere ere are are m m yy d d etails etails



C is c o C o n fid e n tia l



W A E 2



II k k now Ack W W AEAEled now Ack now now led1 1 g is g isee in th Acceleration! e p ath , let’s in thAcceleration! e p ath , let’s H H ere accelerate! are accelerate! ere are m m yy d d etails etails 25



N o n-T r ans p ar ent O p t i m i z at i o n C h al l enges  C o m p le x c o n fig u r a tio n a n d p o s s ib ility o f h u m a n e r r o r



Branch O f f ices



D o u b les net w o r k m anag em ent ef f o r t R eq u ir es m anag em ent o f t w o r o u t ing t o p o lo g ies



R eq u ir es m anag em ent o f d u p licat e f eat u r e co nf ig u r at io n



W A N



 C o m p r o m is e s n e tw o r k fe a tu r e s o f u p s tr e a m r o u te r s , s w itc h e s , a n d fir e w a lls L o ss o f v isib ilit y at L 3 / L 4



D ata C enter F ile/ P rint E m ail Ap p lication Serv ers



F ir ew all p o licies, A C L s Q o S , N B A R



B ack up



N et F lo w
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Agenda  Enterprise Application Delivery Challenges



 I ntrod u cing Cisco W id e Area Application S ervices  N etw ork I ntegration and Deploym ent



 I n-Depth Ex am ination of O ptim iz ations  M anagem ent and W AE P latf orm s Q & A



P r e s e n ta tio n _ ID
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Addr es s i ng t h e W AN C h al l enges S ou rce L a te n c y M itig a tio n B a n d w id th M a n a g e m e n t L in k T h r o u g h p u t Im p ro v e m e n t T r a ffic P r io r itiz a tio n L o c a l S e r v ic e s



P r e s e n ta tio n _ ID



N eed



• R ed u ced nu m b er o f net w o r k r o u nd t r ip s f r o m chat t y ap p licat io n p r o t o co ls • I m p r o v e ap p r esp o nse t im e



T echnology



• A p p licat io n Pr o t o co l O p t im iz at io n • O b j ect / F ile C aching



• R ed u ce am o u nt o f d at a sent acr o ss t he W A N



• D at a R ed u nd ancy E lim inat io n ( D R E ) • C o m p r essio n



• I m p r o v e net w o r k t hr o u g hp u t b y o v er co m ing T C P inef f iciencies



• T r ansp o r t F lo w O p t im iz at io ns ( T F O )



• Pr io r it iz e select ed t r af f ic ( e. g . V o I P, S A P) o v er t he net w o r k



• C isco I O S • Q o S , N B A R , N et F lo w



• R ep lacem ent f o r ser v ices t hat b r anch o f f ice ser v er s p r o v id e



• C ent r ally m anag ed r em o t e ser v ices int er f ace
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N et w o r k s W i t h o u t C o m p r es s i o n



C C o o ngng e e s s t i t o i o n!n!



W A N



P r e s e n ta tio n _ ID
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D at a T r ans f er W i t h o u t C o m p r es s i o n



W A N



P r e s e n ta tio n _ ID
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N et w o r k s W i t h C o m p r es s i o n NNo o o rrL L e



o CCo es ss s



o ngng e e s s t C C o o ngng e



i t o i o nn e s s t i t o i o nn



W A N



P r e s e n ta tio n _ ID
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D at a T r ans f er W i t h C o m p r es s i o n



W A N



P r e s e n ta tio n _ ID
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C i s c o W AAS Adv anc ed C o m p r es s i o n  D a t a R e d u n d a n c y E l i m i n a t i o n ( D R E ) : a p p l i c a t i o n -a g n o s t i c c o m p r e s s io n e lim in a te s r e d u n d a n t d a ta fr o m T C P s tr e a m s p r o v id in g u p to 1 0 0 :1 c o m p r e s s io n



 P e r s i s t e n t L Z C o m p r e s s i o n : s e s s i o n -b a s e d c o m p r e s s i o n p r o v i d e s u p to a n a d d itio n a l 1 0 :1 c o m p r e s s io n e v e n fo r m e s s a g e s th a t h a v e b e e n o p tim iz e d b y D R E



L Z



L Z



DRE



DRE



S y nc h ro ni z ed D R E C o ntex t
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Adv anc ed C o m p r es s i o n B l o c k D i agr am D R E F IF O



S i g na tu re M a tc h i ng A d d N ew E ntri es



C a c h e S y nc h ro ni z a ti o n



C a c h e S y nc h ro ni z a ti o n



D R E F IF O



F i ng erp ri nt C h u nk Id enti f i c a ti o n



F i ng erp ri nt C h u nk Id enti f i c a ti o n L Z



L Z



T C P P ro x y



P r e s e n ta tio n _ ID



S i g na tu re M a tc h i ng A d d N ew E ntri es
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T C P P ro x y
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D R E C h u nk I dent i f i c at i o n F p m o d



N o b o u n d a ry f o u n d



F p m o d



N o b o u n d a ry f o u n d



F p m o d



N o b o u n d a ry f o u n d



F p m o d



N o b o u n d a ry f o u n d



F p m o d



C h u nk 1



P r e s e n ta tio n _ ID



B o u n d a ry i d e n t i f i e d !



 E a c h c h u n k a s s i g n e d a 5 -b y t e s ig n a tu r e



 S i n g l e -p a s s u s e d t o i d e n t i f y c h u n k s a t m u ltip le le v e ls B a s ic c h u n k s



C h u n k a g g r e g a tio n ( n e s tin g )



 A fte r c h u n k s a r e id e n tifie d , D R E w ill b e g in p a tte r n m a tc h in g F ir s t lo o k fo r la r g e s t c h u n k s



F p m o d
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 A n a ly z e in c o m in g d a ta s tr e a m s u s in g a s lid in g w in d o w to id e n tify “c h u n k s ”



L o o k fo r s m a lle r c h u n k s if n e c e s s a r y
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D R E C h u nk I dent i f i c at i o n L L evev elel-0 -0 “B“B a a s s i c i c C ~ ~ 2 25 56 6 b



C C h h u u nknk C h h u u nknk ”” b y y testes



L L evev elel-1 -1 C ~ ~ 1 10 02 24 4 b



Ch by



h u u nknk tes y tes



L ev el -2 C L ev el -2 ~ 4 0 9 6 b ~ 4 0 9 6



h u nk C h u nk y tes b y tes



L ev el -3 C h L ev el -3 C ~ 1 6 3 8 4 b y ~ 1 6 3 8 4 b



u nk h u nk tes y tes



O ri g i nal D at a



 Each chu nk is assigned a 5 -b yte signatu re



P r e s e n ta tio n _ ID
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Cisco WAAS D R E P a t t e rn M a t ch in g ~ ~ 1 1 6 6 3 3 8 8 4 4 b b y y testes



~ ~ 4 4 0 0 9 9 6 6 b b y ytestes ~ ~ 1 1 0 0 2 2 4 4 b b y ytestes



D R E D at ab as e



~ ~ 2 2 5 5 6 6 b b y y testes



N O N O N O



O O riri g g i i nal nal M M e e s s s s agag e e



N O



M A T M A T M A T M A T



C H C H C H C H



E E nco nco d d e e d d M M e e s s s s agag e e P r e s e n ta tio n _ ID
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D a t a R e d u n d a n cy E l im in a t ion : L a t ra m e f in a l e P r o c e s s D a ta R e d u n d a n c y E lim in a tio n –D a ta s u p p r e s s io n .



P r o c e s s L e m p e l Z iv –S ta n d a r d c o m p u ta tio n a l c o m p r e s s io n .



P r o c e s s M e s s a g e p i p e l i n i n g : A g r ég a t i o n d a n s u n e m ê m e f e n ê t r e T C P . P r o c e s s M u l t i p l e x i n g à t r a v e r s p l u s i e u r s s o c k e t T C P : A m él i o r a t i o n B D . R R E E D D U U N N D D A A N N T T D D A A T T A A –– SISIG G N N A A T T U U R R E E SS O O N N L L Y Y



M D 5



O RI G I N A L M ES S A G E



O RI G I N A L M ES S A G E



N N E E W W D D A A T T A A –– D D A A T T A A A A N N D D SISIG G N N A A T T U U R R E E SS



L Z



L Z



DRE



DRE S Y N C H RO N I Z ED C O N T EX T



P r e s e n ta tio n _ ID
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C i s c o W AAS T r ans p o r t F l o w O p t i m i z at i o ns  Cisco W AAS T ransport F low O ptim iz ations ( T F O ) is d esigned to overcom e com m on challenges associated w ith stand ard T CP im plem entations W in d o w



S c a lin g –c a p ita liz e o n a v a ila b le b a n d w id th



L a r g e In itia l W in d o w s –m a x im iz e tr a n s m is s io n a fte r c o n n e c tio n e s t a b l i s h m e n t f o r s h o r t -l i v e d c o n n e c t i o n s



S e le c tiv e A c k n o w le d g e m e n t –e ffic ie n t p a c k e t lo s s r e c o v e r y a n d r e tr a n s m is s io n m e c h a n is m s



B in a r y In c r e a s e C o n g e s tio n ( B IC ) –q u ic k r e tu r n to m a x im u m th r o u g h p u t u p o n c o n g e s tio n



 Cu rrently m ostly relying on “stand ard ” optim iz ations



P r e s e n ta tio n _ ID
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L i nk U t i l i z at i o n Af t er W i ndo w



S c al i ng BD BD P P



C C i i s s coco W W A A A A S S T T F F O O



Bandwidth



A A b b l l e e t t o o f f i i l l l l t t hehe p p i i p p e e ! !



O O riri g g i i nal nal M M W W S S



L at e ncy P r e s e n ta tio n _ ID
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W ith o u t T C P P r o x y



W A N



X



T IM E O U T ! R E S E N D



P r e s e n ta tio n _ ID
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T C P P r o x y and T F O



W A N



W i nd o w S c a l i ng L a rg e Ini ti a l W i nd o w s C o ng es ti o n M g m t Im p ro v ed R etra ns m i t



X



P r e s e n ta tio n _ ID
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T C P S aw t o o t h R etu rn to m a x i m u m th ro u g h p u t c o u l d ta k e a v ery l o ng ti m e!



P ack e t l o s s



cw nd



S lo w



P r e s e n ta tio n _ ID



s t art



P ack e t l o s s



C o ng e s t i o n av o i d ance
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P ack e t l o s s



T C P



T im e (R T T )
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Cisco WAAS T CP F l ow O p t im iz a t ion P a c k et l o s s c a u s es c o nnec ti o n to enter i nto l i nea r c o ng es ti o n a v o i d a nc e ( + 1 c w nd p er A C K ) C c C i w s i s c ndc o o T d T F roF O O p p p p roedro v vbi d i y d eses th th rol o ro us u s g g h h p p u u t t 5 0 s % s i g i g o nini nf i f p c i c aa a nt c nt k et i m i m p p ro ro v v emem ents ents o o v v erers s ta ta ndnd a a rd rd T T C C P P i m i m p p l eml em enta enta ti tio o nsns



L i nea r C o ng es ti o n A v o i d a nc e ( + 1 c w nd p er A C K )



cw nd



TT FF OO



TT CC PP E x p o nenti a l S l o w S ta rt ( 2 L x o p w k tsth rop er u gR h Tp Tu )t d u ri ng th i s p eri o d



S lo w



P r e s e n ta tio n _ ID



s t art



C o ng e s t i o n av o i d ance
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Ap p l i c at i o n-S p ec i f i c Ac c el er at i o n  A p p lic a tio n a n d p r o to c o l a w a r e n e s s E lim in a te u n n e c e s s a r y c h a tte r S a v e W A N



A p p lic a tio n S p e c ific A c c e le r a tio n



b a n d w id th



P r e -p o p u l a t e e d g e c a c h e a s n e c e s s a r y



S a fe Re a P re B a



E n a b le d is c o n n e c te d o p e r a tio n s



 In te llig e n t p r o to c o l a c c e le r a tio n



R e a d -a h e a d , p r e d i c t i o n , a n d b a t c h i n g S a fe d a ta a n d m e ta d a ta c a c h in g



W A N



C a d -a d ic tc h



c h h e tio in g



in g a d n



W A N O p tim iz a tio n DRE/ T F O / L Z



Im p r o v e s a p p lic a tio n r e s p o n s e tim e



P r o v id e o r ig in s e r v e r o fflo a d



 W A A S v 4 a p p lic a tio n a d a p te r s



C IF S ( W in d o w s F ile S e r v ic e s )



W in d o w s p r in tin g P r e s e n ta tio n _ ID
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O r ig in S e r v e r O fflo a d e d



45



N e e d f or Ap p l ica t ion -Sp e cif ic Acce l e ra t ion  Ex am ple: the CI F S protocol is notoriou sly chatty! G eneric com pression and f low optim iz ations are not enou gh – perf orm ance lim ited b y latency! P ro t o co l v e rs i o n s e l e ct i o n U s e r a u t h e n t i ca t i o n U s e r a u t h o ri z a t i o n M e t a d a t a o p e ra t i o n s F in d file



F ile o p e n , F ID L o ck s e g m e n t ra n g e s R e a d d a ta



W ri t e d a t a



C lo s e file



P r e s e n ta tio n _ ID
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CI F S P rox y P rot ocol : U n e sig n a l isa t ion im p ort a n t e  T ransf er d ’u n f ichier M S W ord d e 1 M o.



 P rovoq u e l’échange d e 1 3 3 9 m essage d e signalisation CI F S .



 Avec u n lien d e 4 0 m s d e d élaie cela revient à attend re 5 2 second s avant d e pou voir u tiliser le f ichier.



P r e s e n ta tio n _ ID
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CI F S P rox y P rot ocol : L a sig n a l isa t ion e st g érée p a r WAAS O p eration Q U E R Y _ F IL E _ IN F O Q U E R Y _ P A T H _ IN F O F IN D _ F IR S T 2 C h e c k D ir e c to r y T ra n s F in d N e x t Q U E R Y _ F S _ IN F O R E A D L O C K /U N L O C K ( c a c h e a b le ) T o ta l C a c h a b le W R IT E S E T _ F IL E _ IN F O



M S O f f ice m ix : F req uency of op erations 19, 6% 5, 3% 1, 1% 0 , 8% 0 , 2% 0 , 8% 0 , 5% 46, 0 %



C l o s e ( n o n -d i r t y )



T o ta l a s S e s s io n T re e C o T r e e D is L o g o ff A



N T _ C lo s e D e le te F lu s h L O C c a c h e T o ta T o ta l



X



c h ro e tu p e c t n n e



n o u s A n d X A n d X c t



O c a c a c a c a c a c a c a c a



n ActaStor c h e a b le c h e a b le c h e a b le c h e a b le c h e a b le c h e a b le c h e a b le c h e a b le



c a c h e a b le



d a ta w r ite m e t a -d a t a w r i t e



a s y n c h ro u n o u s a s y n c h ro u n o u s



16, 1% 0 , 6% 0 , 4% 0 , 4% 0 , 3%



s e s e s e s e



n o n o n o n o



0 , 7% 6, 8% 10 0 % 3-5%
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a d a d a d a d a d a d a d



s ig n a lin g



3, 0 % 1, 1% 0 , 3% 0 , 1%



K /U N L O C K (n o t a b le ) l n o t c a c h e a b le



re re re re re re re



2, 7% 76, 9% 12, 2% 2, 2% 1, 7%



C re a te _ A n d X (O p e n ) ( d ir t y )



M S R P C P r e s e n ta tio n _ ID



y n S n n c o n d



Categ ory m e t a -d a t a m e t a -d a t a m e t a -d a t a m e t a -d a t a m e t a -d a t a m e t a -d a t a m e t a -d a t a d a ta re a d



C is c o C o n fid e n tia l



m e t a -d a t a



s ig m m m



s s s s s s s s



n a e ta e ta e ta



io io io io



n



n



n



n



lin -d -d -d



g



a ta w r ite a ta w r ite a ta w r ite



9 0 % of all m essages h and led loc ally



a s y n c h ro u n o u s



n o n o n o n o



t c t c t c t c



t c t c t c t c



a c a c a c a c



a c a c a c a c



h e h e h e h e



h e h e h e h e



a b a b a b a b



a b a b a b a b



le le le le



le le le le



s ig n a lin g



n o t c a c h e a b le



s ig n a lin g



n o t c a c h e a b le



~ 70 %



c a c h e a b l e i n 2. 5
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Ca ch in g : L e ca ch e  Le cache contient : arb orescence, répertoire, f ichier.
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