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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.
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To suggest an initial hint on the foundation of cryptography Pages: 648 To begin our process of establishing a required mindset for conducting the development of cryptographic systems for information security To begin with, we shall pose a trivially simple problem and then solve it with an equally simple Many cryptographic schemes and protocols, especially those based on of public-keycryptography, solution. The solution is a two-party game which is very familiar to all us. However, we will have basic so-called "textbook versions, as these versionsare usually the subjects realize thator our simple game sooncrypto" becomes troublesome when our game-playing parties are for many textbooks onfrom cryptography. takes adifferentofapproach to introducing physically remote each other.This Thebook physical separation the game-playing parties cryptography: it pays much more to attention tofit-for-application aspects cryptography. It eliminates the basis for the game be played fairly. The trouble then is,ofthe game-playing explainscannot why "textbook isonly goodthe in game an ideal world where data are random and bad parties trust the crypto" other side to play fairly. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks suchfor schemes, protocols and systems variousrealThe need for a fair playing of the on game remote players will "inspire" usunder to strengthen our world application scenarios.itThis chooses to introduce a set of practicalcryptographic simple game by protecting withbook a shield of armor. Our strengthening method follows the long schemes, protocols systems, many of them over standards or de factoones, themusing closely, established idea for and protecting communications open networks: hidingstudies information explains their working principles, discusses their practicalusages, and examines their strong cryptography. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. After having applied cryptography and reached abackground quality solution to our first security problem, The book also includes self-containedtheoretical material that is the foundation for we shall cryptography. conduct a series of discussions on the quality criteria for cryptographic systems (§1.2). modern The discussions will serve as a background and cultural introduction to the areas in which we research and develop technologies for protecting sensitive information.



1.1 A Communication Game Here is a simple problem. Two friends, Alice and Bob[a], want to spend an evening out together, but they cannot decide whether to go to the cinema or the opera. Nevertheless, they reach an agreement to let a coin decide: playing a coin tossing game which is very familiar to all of us. •
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[a]Cryptography: Modern They are the most Theory well-known and Practice figures in the area of cryptography, cryptographic protocols and information



security; they will appear in most of the cryptographic protocols in this book.



ByWenbo Mao Hewlett-Packard Company



Alice holds a coin and says to Bob, "You pick a side then I will toss the coin." Bob does so and Publisher: Prenticethe Hall coin PTR in the air. Then they both look to see which side of the coin landed on then Alice tosses top.Pub If Date: Bob'sJuly choice is on top, Bob may decide where they go; if the other side of the coin lands 25, 2003 on top,ISBN: Alice makes the decision. 0-13-066943-1 Pages: 648



In the study of communication procedures, a multi-party-played game like this one can be given a "scientific sounding" name: protocol. A protocol is a well-defined procedure running among a plural number of participating entities. We should note the importance of the plurality of the game participants; if a procedure is executed entirely by one entity only then it is a procedure and cannot be called a protocol. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 1.1.1 Our First Application of Cryptography cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Now that the reveals two friends are trying to run this protocol over thefor telephone. Alice offers guys imagine behave nicely.It the general unfitness of "textbook crypto" the real world by Bob, "You pick a side. Then I will toss the coin and tell you whether or not you have won." Of demonstratingnumerous attacks on such schemes, protocols and systems under variousrealcourse Bob will not agree, because he cannot the outcome coin toss. world application scenarios. This book choosesverify to introduce a set of the practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, However we can add a principles, little bit of discusses cryptography this protocol and turn it into atheir version explains their working theirto practicalusages, and examines strong workable over the phone. The result will become a cryptographic protocol, our first cryptographic (i.e., fit-for-application) security properties, oftenwith security evidence formally established. protocol thisincludes book! For the time being, let us just consider material our "cryptography" as a The bookinalso self-containedtheoretical background that is the foundation for mathematical function f(x) which maps over the integers and has the following magic properties: modern cryptography. Property 1.1: Magic Function f



I. For every integer x, it is easy to compute f(x) from x, while given any value f(x) it is impossible to find any information about a pre-image x, e.g., whether x is an odd or even number.



Protocol 1.1: Coin Flipping Over Telephone PREMISE •



Alice and Bob have agreed: Table of Contents



Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



i. a "magic function" f with properties specified in Property 1.1 Publisher: Prentice Hall PTR



ii. an even number x in f(x) represents HEADS and the other case represents TAILS



Pub Date: July 25, 2003



ISBN: 0-13-066943-1 Pages: 648 (* Caution:



due to (ii), this protocol has a weakness, see Exercise 1.2 *)



1. Alice picks a large random integer x and computes f(x); she reads f(x) to Bob over the phone; Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic so-called "textbook crypto" versions, these versionsare usually the subjects for 2. or Bob tells Alice his guess of x as even or as odd; many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays more attention tofit-for-application aspects of cryptography. It 3. Alice readsmuch x to Bob; explains why "textbook crypto" isonly good in an ideal world where data are random and bad 4. Bob verifies f(x) and the correctness/incorrectness of hisfor guess. guys behave nicely.It reveals thesees general unfitness of "textbook crypto" the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, II. It impossible to find a pair of integers (x, y)satisfying x y and f(x) = f(y). explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally InProperty 1.1, the adjectives "easy" and "impossible" have meanings which needestablished. further The book also includes self-containedtheoretical background material that is the foundation for explanations. Also because these words are related to a degree of difficulty, we should be clear modern cryptography. about their quantifications. However, since for now we view the function f as a magic one, it is safe for us to use these words in the way they are used in the common language. In Chapter 4 we will provide mathematical formulations for various uses of "easy" and "impossible" in this book. One important task for this book is to establish various quantitative meanings for "easy," "difficult" or even "impossible." In fact, as we will eventually see in the final technical chapter of this book (Chapter 19) that in our final realization of the coin-flipping protocol, the two uses of "impossible" for the "magic function" in Property 1.1 will have very different quantitative measures. Suppose that the two friends have agreed on the magic function f. Suppose also that they have agreed that, e.g., an even number represents HEADS and an odd number represents TAILS. Now they are ready to run our first cryptographic protocol, Prot 1.1, over the phone. It is not difficult to argue that Protocol "Coin Flipping Over Telephone" works quite well over the telephone. The following is a rudimentary "security analysis." (Warning: the reason for us to quote "security analysis" is because our analysis provided here is far from adequate.)



1.1.1.1 A Rudimentary "Security Analysis" First, from "Property II" of f, Alice is unable to find two different numbers x and y, one is odd and the other even (this can be expressed as x y (mod 2)) such that f(x) = f(y). Thus, once having read the value f(x) to Bob over the phone (Step 1), Alice has committed to her choice of



x and cannot change her mind. That's when Alice has completed her coin flipping. Secondly, due to "Property I" of f, given the value f(x), Bob cannot determine whether the preimage used by Alice is odd or even and so has to place his guess (in Step 2) as a real guess (i.e., an uneducated guess). At this point, Alice can convince Bob whether he has guessed right or wrong by revealing her pre-image x (Step 3). Indeed, Bob should be convinced if his own evaluation of f(x) (in Step 4) matches the value told by Alice in Step 1 and if he believes that the properties of the agreed function hold. Also, the coin-flipping is fair if x is taken from an • Table of Contents adequately large space so Bob could not have a guessing advantage, that is, some strategy that Modern Cryptography: Theory and Practice gives him a greater than 50-50 chance of winning. ByWenbo Mao Hewlett-Packard Company



We should notice that in our "security analysis" for Prot 1.1 we have made a number of simplifications andHall omissions. As a result, the current version of the protocol is far from a Publisher: Prentice PTR concrete realization. Some of these simplifications and omissions will be discussed in this Pub Date: July 25, 2003 chapter. However, necessary techniques for a proper and concrete realization of this protocol ISBN: 0-13-066943-1 and methodologies for analyzing its security will be the main topics for the remainder of the Pages: 648 whole book. We shall defer the proper and concrete realization of Prot 1.1 (more precisely, the "magic function" f) to the final technical chapter of this book (Chapter 19). There, we will be technically ready to provide a formal security analysis on the concrete realization.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, 1.1.2 An Initial Hint on Foundations of Cryptography have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing Although our first protocol very attention simple, it tofit-for-application indeed qualifies as aaspects cryptographic protocol because cryptography: it pays muchismore of cryptography. It the "magic function" the protocol uses is a fundamental ingredient for modern cryptography: explains why "textbook crypto" isonly good in an ideal world where data are random and bad one-way function. two magic properties listedofin"textbook Property crypto" 1.1 posefor two guys behave nicely.ItThe reveals the general unfitness thecomputationally real world by intractable problems, one for Alice, and the other for Bob. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic From our rudimentary analysis forthem Prot 1.1 we canor claim that the existence of one-way schemes, protocols andsecurity systems, many of standards de factoones, studies them closely, function implies a possibility for secure selection of recreation venue. The following is a explains their working principles, discusses their practicalusages, and examines their strong reasonable generalization of this properties, claim: (i.e., fit-for-application) security oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for The existence of a one-way function implies the existence of a secure cryptographic system . modern cryptography. It is now well understood that the converse of this claim is also true: The existence of a secure cryptographic system implies the existence of a one-way function . It is widely believed that one-way function does exist. Therefore we are optimistic on securing our information. Our optimism is often confirmed by our everyday experience: many processes in our world, mathematical or otherwise, have a one-way property. Consider the following phenomenon in physics (though not an extremely precise analogy for mathematics): it is an easy process for a glass to fall on the floor and break into pieces while dispersing a certain amount of energy (e.g., heat, sound or even some dim light) into the surrounding environment. The reverse process, recollecting the dispersed energy and using it to reintegrate the broken pieces back into a whole glass, must be a very hard problem if not impossible. (If possible, the fully recollected energy could actually bounce the reintegrated glass back to the height where it started to fall!) InChapter 4 we shall see a class of mathematical functions which provide the needed one-way properties for modern cryptography.



1.1.3 Basis of Information Security: More than Computational Intractability



We have just claimed that information security requires certain mathematical properties. Moreover, we have further made an optimistic assertion in the converse direction: mathematical properties imply (i.e., guarantee) information security. However, in reality, the latter statement is not unconditionally true! Security in real world applications depends on many real world issues. Let us explain this by continuing using our first protocol example. •
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We should point out that many important issues have not been considered in our rudimentary Modern Cryptography: Theory and Practice security analysis for Prot 1.1. In fact, Prot 1.1 itself is a much simplified specification. It has By Wenbo Mao Hewlett-Packard Company omitted some details which are important to the security services that the protocol is designed to offer. The omission has prevented us from asking several questions. Publisher: Prentice Hall PTR



For Pub instance, we Date: July 25,may 2003 ask: has Alice really been forced to stick to her choice of x? Likewise, has Bob really been forced ISBN: 0-13-066943-1to stick to his even-odd guess of x? By "forced," we mean whether voice over telephone is sufficient for guaranteeing the strong mathematical property to take effect. We Pages: 648 may also ask whether Alice has a good random number generator for her to acquire the random number x. This quality can be crucially important in a more serious application which requires making a fair decision. All these details have been omitted from this simplified protocol specification and therefore they Many cryptographic schemes(more and protocols, especially those based on public-keycryptography, become hidden assumptions on this later). In fact, if this protocol is used for making a have basic or decision, so-called it"textbook crypto"some versions, as instructions. these versionsare usually the more serious should include explicit For example, bothsubjects for many textbooks cryptography. This takes adifferent approach to introducing participants mayon consider recording thebook other party's voice when the value f(x) and the cryptography: pays much moreover attention tofit-for-application ofcase cryptography. even/odd guessit are pronounced the phone, and replay the aspects record in of dispute.It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Often cryptographic in particular, those introduced textbook guys behave nicely.Itsystems revealsand the protocols, general unfitness of "textbook crypto" forby thea real worldon by cryptography, are specified with simplifications similar to theand casesystems in Protocol "Coin Flipping demonstratingnumerous attacks on such schemes, protocols under variousrealOver Simplifications can help to achieve presentation clarity, especially when some worldTelephone." application scenarios. This book chooses to introduce a set of practicalcryptographic agreement may be thought of as obvious. But sometimes agreement or assumption schemes, protocols and systems, many of them standardsaorhidden de factoones, studies them closely, may be subtle and can principles, be exploited to resulttheir in a practicalusages, surprising consequence. This istheir somewhat explains their working discusses and examines strong ironic to the "presentation clarity"properties, which is originally omitting some details. A (i.e., fit-for-application) security oftenwithintended security by evidence formally established. violation an includes assumption of a security system may allow anmaterial attack tothat be exploited and the for The bookof also self-containedtheoretical background is the foundation consequence can be the nullification of an intended service. It is particularly difficult to notice a modern cryptography. violation of a hidden assumption. In §1.2.5 we shall provide a discussion on the importance of explicit design and specification of cryptographic systems. A main theme of this book is to explain that security for real world applications has many application related subtleties which must be considered seriously.



1.1.4 Modern Role of Cryptography: Ensuring Fair Play of Games Cryptography was once a preserve of governments. Military and diplomatic organizations used it to keep messages secret. Nowadays, however, cryptography has a modernized role in addition to keeping secrecy of information: ensuring fair play of "games" by a much enlarged population of "game players." That is part of the reasons why we have chosen to begin this book on cryptography with a communication game. Deciding on a recreation venue may not be seen as a serious business, and so doing it via flipping a coin over the phone can be considered as just playing a small communication game for fun. However, there are many communications "games" which must be taken much more seriously. With more and more business and e-commerce activities being and to be conducted electronically over open communications networks, many cases of our communications involve various kinds of "game playing." (In the Preface of this book we have listed various business and services examples which can be conducted or offered electronically over open networks; all of



them involve some interactive actions of the participants by following a set of rules, which can be viewed as "playing communication games".) These "games" can be very important! In general, the "players" of such "games" are physically distant from each other and they communicate over open networks which are notorious for lack of security. The physical distance combined with the lack of security may help and/or encourage some of the "game players" (some of whom can even be uninvited) to try to defeat the rule of game in some clever way. The intention for defeating the rule of game is to try to gain some unentitled advantage, such as • Table of Contents causing disclosure of confidential information, modification of data without detection, forgery of Modern Cryptography: Theory and Practice false evidence, repudiation of an obligation, damage of accountability or trust, reduction of By Wenbo Mao or Hewlett-Packard availability nullification Company of services, and so on. The importance of our modern communications in business, in the conduct of commerce and in providing services (and many more others, such as securing missions Publisher: Prentice Hall of PTRcompanies, personal information, military actions and state affairs) mean that no unentitled advantage should be gained to a player who does not conform the rule Pub Date: July 25, 2003 of game. ISBN: 0-13-066943-1 Pages: 648



In our development of the simple "Coin-Flipping-Over-Telephone" cryptographic protocol, we have witnessed the process whereby an easy-to-sabotage communication game evolves to a cryptographic protocol and thereby offers desired security services. Our example demonstrates the effectiveness of cryptography in maintaining the order of "game playing." Indeed, the use of cryptography is an effective and the only practical way to ensure secure communications over Many computers cryptographic and protocols, especially those based on public-keycryptography, open andschemes communications networks. Cryptographic protocols are just communication have basic or so-called "textbook versions,and as these versionsare usuallyfunctions the subjects for procedures armored with the use crypto" of cryptography thereby have protective many textbooks cryptography. This book takesThe adifferent to introducing designed to keepon communications in good order. endlessapproach need for securing communications cryptography: it pays much more attention tofit-for-application aspects of cryptography. for electronic commerce, business and services coupled with another need for anticipatingItthe explains why "textbook isonly world where datainare and ceaseless temptation of crypto" "breaking the good rules in of an theideal game" have resulted therandom existence ofbad many guys behave nicely.It the general unfitness of subject "textbook crypto" for the real world by cryptographic systemsreveals and protocols, which form the matter of this book. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



1.2 Criteria for Desirable Cryptographic Systems and Protocols We should start by asking a fundamental question: •
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Modern What Cryptography: is a goodTheory cryptographic and Practice system/protocol? ByWenbo Mao Hewlett-Packard Company



Undoubtedly this question is not easy to answer! One reason is that there are many answers to it depending on various meanings the word good may have. It is a main task for this book to Publisher: Prentice Hall PTRanswers to this fundamental question. However, here in this first chapter provide comprehensive Date:provide July 25, 2003 we Pub should a few initial answers. ISBN: 0-13-066943-1 Pages: 648



1.2.1 Stringency of Protection Tuned to Application Needs Let us begin with considering our first cryptographic protocol we designed in §1.1.1. Many cryptographic schemes and protocols, those based We can say that Protocol "Coin Flipping Overespecially Telephone" is good in on thepublic-keycryptography, sense that it is have basic orvery so-called "textbook crypto"who versions, as these usually subjects for conceptually simple. Some readers may already beversionsare familiar with manythe practical onemanyhash textbooks on cryptography. takes might adifferent approach to introducing way functions, such as SHA-1This (seebook §10.3.1), further consider that the function f(x) is cryptography: it pays much attention tofit-for-application aspects of cryptography. also easy to implement evenmore in a pocket calculator. For example, an output from SHA-1 isIta bit explains "textbook crypto" isonly good in an=ideal world where are random and bad string of why length of 160 bits, or 20 bytes (1 byte 8 bits); using the data hexadecimal encoding [b] guys behave nicely.It reveals the an general unfitness of "textbook for the real world by scheme (see Example 5.17) such output can be encoded into crypto" 40 hexadecimal characters demonstratingnumerous attacksfor onAlice such(Bob) schemes, protocols and systems variousrealand so it is just not too tedious to read (and jot down) overunder the phone. Such an world applicationshould scenarios. This book chooses to introduce setAlice of practicalcryptographic implementation also be considered sufficiently secureafor and Bob to decide their schemes, ofshe them standards or de difficulty factoones, them recreationprotocols venue: if and Alicesystems, wants tomany cheat, faces a non-trivial instudies order to find closely, x y explains their working principles, discusses their practicalusages, and examines their strong (mod 2) with f(x) = f(y); likewise, Bob will also have to face a non-trivial difficulty, that is, given (i.e., fit-for-application) security properties, f(x), to determine whether x is even or odd. oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for [b] Hexadecimal modern cryptography. characters are those in the set {0, 1, 2, …, 9, A, B, …, F} representing the 16 cases of 4-bit numbers.



However, our judgement on the quality of Protocol "Coin Flipping Over Telephone" realized using SHA-1 is based on a level of non-seriousness that the game players expect on the consequence of the game. In many more serious applications (e.g., one which we shall discuss in §1.2.4), a fair coin-flipping primitive for cryptographic use will in general require much stronger one-way and commitment-binding properties than a practical one-way hash function, such as SHA-1, can offer. We should notice that a function with the properties specified in Property 1.1, if we take the word "impossible" literally, is a completely secure one-way function. Such a function is not easily implementable. Worse, even its very existence remains an open question (even though we are optimistic about the existence, see our optimistic view in §1.1.2, we shall further discuss the condition for the existence of a one-way function in Chapter 4). Therefore, for more serious applications of fair coin-flipping, practical hash functions won't be considered good; much more stringent cryptographic techniques are necessary. On the other hand, for deciding a recreation venue, use of heavyweight cryptography is clearly unnecessary or overkill. We should point out that there are applications where a too-strong protection will even prevent an intended security service from functioning properly. For example, Rivest and Shamir propose a micropayment scheme, called MicroMint [242], which works by making use of a known deficiency in an encryption algorithm to their advantage. That payment system exploits a reasonable assumption that only a resourceful service provider (e.g., a large bank or financial institute) is able to prepare a large number of "collisions" under a practical one-way function, and do so economically. This is to say that the service provider can compute k distinct numbers



(x1,x 2, …, xk) satisfying



The numbers x1,x 2, …, xk, are called collision under the one-way function f. A pair of collisions • Table of Contents can be checked efficiently since the one-way function can be evaluated efficiently, they can be Modern Cryptography: and Practice considered to have Theory been issued by the resourceful service provider and hence can represent a certified value. The Data Encryption Standard (DES, see §7.6) is suggested as a suitable ByWenbo Mao Hewlett-Packard Company algorithm for implementing such a one-way function ([242]) and so to achieve a relatively small output space (64 binary bits). Thus, unlike in the normal cryptographic use of one-way functions Publisher: Prentice Hall PTR where a collision almost certainly constitutes a successful attack on the system (for example, in Pub Date: July 25, 2003 the case of Protocol "Coin Flipping Over Telephone"), in MicroMint, collisions are used in order to 0-13-066943-1 enableISBN: a fancy micropayment service! Clearly, a strong one-way function with a significantly Pages: 648 larger output space (i.e., 64 bits, such as SHA-1 with 160 bits) will nullify this service even for a resourceful service provider (in §3.6 we will study the computational complexity for finding collisions under a hash function). Although it is understandable that using heavyweight cryptographic technologies in the design of security systems (forschemes example, wrapping with layers of those encryption, using digital Many cryptographic and protocols, especially based arbitrarily on public-keycryptography, signatures, calling for online services from a trusted third party or even from a number for of have basic or so-called "textbook crypto" versions, as these versionsare usuallylarge the subjects them) may provide a better feeling that a stronger security may have been achieved (it may also many textbooks on cryptography. This book takes adifferent approach to introducing ease the designit job), feeling only tofit-for-application provides a false sense of assurance. ReachingItthe cryptography: pays often muchthis more attention aspects of cryptography. point of overkill with unnecessary armor is undesirable because in so doing it is more likely to explains why "textbook crypto" isonly good in an ideal world where data are random and bad require stronger security assumptions and to result in a more complex system. A complex guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by system can also mean anattacks increased difficulty for security analysis (hence more to be demonstratingnumerous on such schemes, protocols and systems underlikelihood variousrealerror-prone) and secure implementation, a poorer performance, and a higher overhead cost world application scenarios. This book chooses to introduce a set of practicalcryptographic for running maintenance. schemes,and protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong It is more interesting andsecurity a moreproperties, challengingoftenwith job to design cryptographic or security systems (i.e., fit-for-application) security evidence formally established. which use only necessary techniques while achieving adequate security protection. This is anfor The book also includes self-containedtheoretical background material that is the foundation important element for cryptographic and security systems to qualify as good. modern cryptography.



1.2.2 Confidence in Security Based on Established "Pedigree" How can we be confident that a cryptographic algorithm or a protocol is secure? Is it valid to say that an algorithm is secure because nobody has broken it? The answer is, unfortunately, no. In general, what we can say about an unbroken algorithm is merely that we do not know how to break it yet. Because in cryptography, the meaning of a broken algorithm sometimes has quantitative measures; if such a measure is missing from an unbroken algorithm, then we cannot even assert whether or not an unbroken algorithm is more secure than a known broken one. Nevertheless, there are a few exceptions. In most cases, the task of breaking a cryptographic algorithm or a scheme boils down to solving some mathematical problems, such as to find a solution to an equation or to invert a function. These mathematical problems are considered "hard" or "intractable." A formal definition for "hard" or "intractable" will be given in Chapter 4. Here we can informally, yet safely, say that a mathematical problem is intractable if it cannot be solved by any known methods within a reasonable length of time. There are a number of well-known intractable problems that have been frequently used as standard ingredients in modern cryptography, in particular, in public-key or asymmetric cryptography (see §8.3—§8.14). For example, in public-key cryptography, intractable problems



include the integer factorization problem, the discrete logarithm problem, the Diffie-Hellman problem, and a few associated problems (we will define and discuss these problems in Chapter 8). These problems can be referred to as established "pedigree" ones because they have sustained a long history of study by generations of mathematicians and as a result, they are now trusted as really hard with a high degree of confidence. Today, a standard technique for establishing a high degree of confidence in security of a cryptographic algorithm is to conduct a formal proof which demonstrates that an attack on the • Table of Contents algorithm can lead to a solution to one of the accepted "pedigree" hard problems. Such a proof is Modern Cryptography: Theory and Practice an efficient mathematical transformation, or a sequence of such transformations, leading from By Mao anWenbo attack onHewlett-Packard an algorithm Company to a solution to a hard problem. Such an efficient transformation is called a reduction which "reduces" an attack to a solution to a hard problem. Since we are highly confident that the Hall resultant solution to the hard problem is unlikely to exist (especially under the Publisher: Prentice PTR time cost measured by the attack and the reduction transformation), we will be able to derive a Pub Date: July 25, 2003 measurable confidence that the alleged attack should not exist. This way of security proof is ISBN: 0-13-066943-1 therefore named "reduction to contradiction:" an easy solution to a hard problem. Pages: 648



Formally provable security, in particular under various powerful attacking model called adaptive attacks, forms an important criterion for cryptographic algorithms and protocols to be regarded asgood. We shall use fit-for-application security to name security qualities which are established through formal and reduction-to-contradiction approach under powerful attacking models. Many cryptographic schemes and protocols, especially those based on public-keycryptography, As anbasic important topic of"textbook this book,crypto" we shall study fit-for-application security for many have or so-called versions, as these versionsare usually the subjects for cryptographic algorithms and protocols. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys nicely.It reveals the general unfitness of "textbook crypto" for the real world by 1.2.3behave Practical Efficiency demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic When we say that aand mathematical problem is efficient or isor efficiently solvable, we basically schemes, protocols systems, many of them standards de factoones, studies them closely, assert that the problem is solvable in time which can be measured by a polynomial in strong the size of explains their working principles, discusses their practicalusages, and examines their the problem. A formal definition for efficiency, which will let us provide precise measures of this (i.e., fit-for-application) security properties, oftenwith security evidence formally established. assertion, will be provided in Chapter 4. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Without looking into quantitative details of this assertion for the time being, we can roughly say that this assertion divides all the problems into two classes: tractable and intractable. This division plays a fundamental role in the foundations for modern cryptography: a complexitytheoretically based one. Clearly, a cryptographic algorithm must be designed such that it is tractable on the one hand and so is usable by a legitimate user, but is intractable on the other hand and so constitutes a difficult problem for a non-user or an attacker to solve. We should however note that this assertion for solubility covers a vast span of quantitative measures. If a problem's computing time for a legitimate user is measured by a huge polynomial, then the "efficiency" is in general impractical, i.e., can have no value for a practical use. Thus, an important criterion for a cryptographic algorithm being good is that it should be practically efficient for a legitimate user. In specific, the polynomial that measures the resource cost for the user should be small (i.e., have a small degree, the degree of a polynomial will be introduced in Chapter 4). InChapter 14 we will discuss several pioneering works on provably strong public-key cryptosystems. These works propose public-key encryption algorithms under a common motivation that many basic versions of public-key encryption algorithms are insecure (we name those insecure schemes "textbook crypto" because most textbooks in cryptography introduce them up to their basic and primitive versions; they will be introduced in Part III of this book). However, most pioneering works on provably strong public-key cryptosystems resort to a bit-bybit encryption method, [125,210,241], some even take extraordinary steps of adding proofs of knowledge on the correct encryption of each individual bit [210] plus using public-key



authentication framework [241]. While these early pioneering works are important in providing insights to achieve strong security, the systems they propose are in general too inefficient for applications. After Chapter 14, we will further study a series of subsequent works following the pioneering ones on probably strongly secure public-key cryptosystems and digital signature schemes. The cryptographic schemes proposed by these latter works propose have not only strong security, but also practical efficiency. They are indeed very good cryptographic schemes. A cryptographic protocol is not only an algorithm, it is also a communication procedure which • Table of Contents involves transmitting of messages over computer networks between different protocol Modern Cryptography: Theory and Practice participants under a set of agreed rules. So a protocol has a further dimension for efficiency By Wenbo Mao Hewlett-Packard Company measure: the number of communication interactions which are often called communication rounds. Usually a step of communication is regarded to be more costly than a step of local computation (typically an execution of a set of computer instructions, e.g. a multiplication of two Publisher: Prentice Hall PTR numbers on a computing device). Therefore it is desirable that a cryptographic protocol should Pub Date: July 25, 2003 have few communication rounds. The standard efficiency criterion for declaring an algorithm as ISBN: 0-13-066943-1 being efficient is if its running time is bounded by a small polynomial in the size of the problem. Pages: 648 If we apply this efficiency criterion to a protocol, then an efficient protocol should have its number of communication rounds bounded by a polynomial of an extremely small degree: a constant (degree 0) or at most a linear (degree 1) function. A protocol with communication rounds exceeding a linear function should not be regarded as practically efficient, that is, no good for any practical use. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or "textbook crypto" versions, as these versionsare usually the subjects for In §18.2.3 weso-called will discuss some zero-knowledge proof protocols which have communication many textbooks This book takes adifferent introducing rounds measuredonbycryptography. non-linear polynomials. We should noteapproach that thosetoprotocols were not cryptography: it pays much more attention of cryptography. It and proposed for real applications; instead, theytofit-for-application have importance inaspects the theory of cryptography explains why "textbook crypto" isonly good an witness ideal world where data effort are random and bad computational complexity. In Chapter 18 weinwill much research for designing guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by practically efficient zero-knowledge protocols. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, 1.2.4 Use of Practical and Available Primitives and Services explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. A level of also security whichself-containedtheoretical is good for one application needn't be good enough Again, The book includes background material that is for the another. foundation for let us use our coin-flipping protocol as an example. In §1.2.1 we have agreed that, if modern cryptography. implemented with the use of a practical one-way hash function, Protocol "Coin Flipping Over Telephone" is good enough for Alice and Bob to decide their recreation venue over the phone. However, in many cryptographic applications of a fair coin-flipping primitive, security services against cheating and/or for fairness are at much more stringent levels; in some applications the stringency must be in an absolute sense. For example, in Chapter 18 we will discuss a zero-knowledge proof protocol which needs random bit string input and such random input must be mutually trusted by both proving/verification parties, or else serious damages will occur to one or both parties. In such zero-knowledge proof protocols, if the two communication parties do not have access to, or do not trust, a third-partybased service for supplying random numbers (such a service is usually nicknamed "random numbers from the sky" to imply its impracticality) then they have to generate their mutually trusted random numbers, bit-by-bit via a fair coin-flipping protocol. Notice that here the need for the randomness to be generated in a bit-by-bit (i.e., via fair coin-flipping) manner is in order to satisfy certain requirements, such as the correctness and zero-knowledge-ness of the protocol. In such a situation, a level of practically good (e.g., in the sense of using a practical hash function in Protocol "Coin Flipping Over Telephone") is most likely to be inadequate. A challenging task in applied research on cryptography and cryptographic protocols is to build high quality security services from practical and available cryptographic primitives. Once more, let us use a coin-flipping protocol to make this point clear. The protocol is a remote coin-flipping protocol proposed by Blum [43]. Blum's protocol employs a practically secure and easily implementable "one-way" function but achieves a high-quality security in a very strong fashion



which can be expressed as: First, it achieves a quantitative measure on the difficulty against the coin flipping party (e.g., Alice) for cheating, i.e., for preparing a pair of collision x y satisfying f(x) = f(y). Here, the difficulty is quantified by that for factoring a large composite integer, i.e., that for solving a "pedigree" hard problem. •
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Second, there is absolutely no way for the guessing party to have a guessing strategy biased away from the 50-50 chance. This is in terms of a complete security.
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Thus, Blum's coin-flipping protocol is particularly good in the sense of having achieved a strong security while using Publisher: Prentice Hallonly PTR practical cryptographic primitives. As a strengthening and concrete realization for our first Pub Date: July 25, 2003 cryptographic protocol, we will describe Blum's coin-flipping protocol as the final cryptographic protocol of this book. ISBN: 0-13-066943-1



Pages: 648after the discovery of public-key cryptography [97,98,246], it became gradually Several years apparent that several basic and best-known public-key encryption algorithms (we will refer to them as "textbook crypto") generally have two kinds of weakness: (i) they leak partial information about the message encrypted; (ii) they are extremely vulnerable to active attacks (seeChapter 14). These weaknesses mean that "textbook crypto" are not fit for applications. Early to schemes a generaland fix for the weaknesses "textbook invariantly apply bitMany approaches cryptographic protocols, especiallyinthose basedcrypto" on public-keycryptography, by-bit styleor of so-called encryption and even apply zero-knowledge proof technique at bit-by-bit level as have basic "textbook crypto" versions, as these versionsare usually the subjects fora means to preventonactive attacks, plus framework. Theseto results, while valuable in many textbooks cryptography. Thisauthentication book takes adifferent approach introducing the development of provably secure public-key encryption algorithms, not suitable forItmost cryptography: it pays much more attention tofit-for-application aspectsare of cryptography. encryption applications theisonly needgood for zero-knowledge proof or for authentication framework explains why "textbook since crypto" in an ideal world where data are random and bad is notbehave practical for thereveals case of the encryption guys nicely.It general algorithms. unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealSince successful initial work using a randomized padding in the strengthening of a world the application scenarios. Thisof book chooses to introduce a setscheme of practicalcryptographic public key encryption algorithm [24], a general approach emerges which strengthens popular schemes, protocols and systems, many of them standards or de factoones, studies them closely, textbook public-key encryption algorithms into ones with provable security by using popular explains their working principles, discusses their practicalusages, and examines their strong primitives such as hash functions and pseudorandom These strengthened (i.e., fit-for-application) security properties, oftenwithnumber securitygenerators. evidence formally established. encryption schemes are practical since they use practical primitives such as functions, and The book also includes self-containedtheoretical background material that ishash the foundation for consequently their efficiency is similar to the underlying "textbook crypto" counterparts. Due to modern cryptography. this important quality element, some of these algorithms enhanced from using practical and popular primitives become public-key encryption and digital signature standards. We shall study several such schemes in Chapters 15 and 16.



Designing cryptographic schemes, protocols and security systems using available and popular techniques and primitives is also desirable in the sense that such results are more likely to be secure as they attract a wider interest for public scrutiny.



1.2.5 Explicitness In the late 1960's, software systems grew very large and complex. Computer programmers began to experience a crisis, the so-called "software crisis." Large and complex software systems were getting more and more error prone, and the cost of debugging a program became far in excess of the cost of the program design and development. Soon computer scientists discovered a few perpetrators who helped to set-up the crisis which resulted from bad programming practice. Bad programming practice includes: Arbitrary use of the GOTO statement (jumping up and down seems very convenient) Abundant use of global variables (causing uncontrolled change of their values, e.g., in an



unexpected execution of a subroutine) The use of variables without declaration of their types (implicit types can be used in Fortran, so, for example, a real value may be truncated to an integer one without being noticed by the programmer)



•



Unstructured and unorganized large chunk of codes for many tasks (can be thousands of lines a piece) Table of Contents
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don't execute!)
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These were a few "convenient" things for a programmer to do, but had proved to be capable of causing great difficulties in program debugging, maintenance and further development. Software Publisher: Prentice Hall PTR codes designed with these "convenient" features can be just too obscure to be comprehensible Pub Date: July 25, 2003 and maintained. Back then it was not uncommon that a programmer would not be able to to ISBN: 0-13-066943-1 understand a piece of code s/he had written merely a couple of months or even weeks ago. Pages: 648



Once the disastrous consequences resulting from the bad programming practice were being gradually understood, Program Design M ethodology became a subject of study in which being explicit became an important principle for programming. Being explicit includes limiting the use of GOTO and global variables (better not to use them at all), explicit (via mandatory) type declaration for any variables, which permits especially a compilerthose to check type systematically and Many cryptographic schemes and protocols, based onflaws public-keycryptography, automatically, modularizing programming (dividing a large program into many parts,for have basic or so-called "textbook crypto" versions, as these versionsare usually smaller the subjects each for one task), and using abundant (as clear as possible) commentary material which are many textbooks on cryptography. This book takes adifferent approach to introducing texts inside a program and documentation outside. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad A security system (cryptographic algorithm or protocol) includes program parts implemented in guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by software and/or hardware, and in the case of protocol, the program parts run on a number of demonstratingnumerous attacks on such schemes, protocols and systems under variousrealseparate hosts (or a number of programs concurrently and interactively running on these hosts). world application scenarios. This book chooses to introduce a set of practicalcryptographic The explicitness principle for software engineering applies to a security system's design by schemes, protocols and systems, many of them standards or de factoones, studies them closely, default (this is true in particular for protocols). However, because a security system is assumed explains their working principles, discusses their practicalusages, and examines their strong to run in a hostile environment in which even a legitimate user may be malicious, a designer of (i.e., fit-for-application) security properties, oftenwith security evidence formally established. such systems must also be explicit about many additional things. Here we list three important The book also includes self-containedtheoretical background material that is the foundation for aspects to serve as general guidelines for security system designers and implementors. (In the modern cryptography. rest of the book we will see many attacks on algorithms and protocols due to being implicit in design or specification of these systems.)



1. Be explicit about all assumptions needed. A security system operates by interacting with an environment and therefore it has a set of requirements which must be satisfied by that environment. These requirements are called assumptions (or premises) for a system to run. A violation of an assumption of a protocol may allow the possibility of exploiting an attack on the system and the consequence can be the nullification of some intended services. It is particularly difficult to notice a violation of an assumption which has not been clearly specified (a hidden assumption). Therefore all assumptions of a security system should be made explicit. For example, it is quite common that a protocol has an implicit assumption or expectation that a computer host upon which the protocol runs can supply good random numbers, but in reality few desktop machines or hand-held devices are capable of satisfying this assumption. A so-called low-entropy attack is applicable to protocols using a poor random source. A widely publicized attack on an early implementation of the Secure Sockets Layer (SSL) Protocol (an authentication protocol for World Wide Web browser and server, see §12.5) is a well-known example of the low-entropy attack [123]. Explicit identification and specification of assumptions can also help the analysis of complex



systems. DeMillo et al. (Chapter 4 of [91]), DeMillo and Merritt [92] suggest a two-step approach to cryptographic protocol design and analysis, which are listed below (after a modification by Moore [204,205]):



i. Identifyall assumptions made in the protocol. •



Table of assumption Contents ii. For each in step (i), determine the effect on the security of the protocol if
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2. Be explicit about exact security services to be offered. Publisher: Prentice Hall PTR A cryptographic algorithm/protocol



provides certain security services. Examples of some services include: confidentiality (a message cannot be comprehended by 0-13-066943-1authentication (a message can be recognized to confirm its integrity or its aISBN: non-recipient), origin), non-repudiation (impossibility for one to deny a connection to a message), proof of Pages: 648 knowledge (demonstration of evidence without disclosing it), and commitment (e.g., a service offered to our first cryptographic protocol "Coin Flipping Over Telephone" in which Alice is forced to stick to a string without being able to change).



Pub Date: July 25, 2003 important security



When designing a cryptographic protocol, the designer should be very clear regarding Many cryptographic schemes and protocols, especially those based on public-keycryptography, exactly what services the protocol intends to serve and should explicitly specify them as have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for well. The explicit identification and specification will not only help the designer to choose many textbooks on cryptography. This book takes adifferent approach to introducing correct cryptographic primitives or algorithms, but also help an implementor to correctly cryptography: it pays much more attention tofit-for-application aspects of cryptography. It implement the protocol. Often, an identification of services to the refinement level of the explains why "textbook crypto" isonly good in an ideal world where data are random and bad general services given in these examples is not adequate, and further refinement of them is guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by necessary. Here are a few possible ways to further refine some of them: demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Confidentiality privacy, anonymity, invisibility, indistinguishability explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Authentication data-origin, data-integrity, peer-entity The book also includes self-containedtheoretical background material that is the foundation for Non-repudiation message-issuance, message-receipt modern cryptography. Proof of knowledge



knowledge possession, knowledge structure



A misidentification of services in a protocol design can cause misuse of cryptographic primitives, and the consequence can be a security flaw in the protocol. In Chapter 2 and Chapter 11 we will see disastrous examples of security flaws in authentication protocols due to misidentification of security services between confidentiality and authentication. There can be many more kinds of security services with more ad hoc names (e.g., message freshness, non-malleability, forward secrecy, perfect zero-knowledge, fairness, binding, deniability, receipt freeness, and so on). These may be considered as derivatives or further refinement from the general services that we have listed earlier (a derivative can be in terms of negation, e.g., deniability is a negative derivative from non-repudiation). Nevertheless, explicit identification of them is often necessary in order to avoid design flaws. 3. Be explicit about special cases in mathematics. As we have discussed in §1.2.2, some hard problems in computational complexity theory can provide a high confidence in the security of a cryptographic algorithm or protocol. However, often a hard problem has some special cases which are not hard at all. For



example, we know that the problem of factorization of a large composite integer is in general very hard. However the factorization of a large composite integer N = PQ where Q is the next prime number of a large prime number P is not a hard problem at all! One can do so efficiently by computing ( is called the floor function and denotes the integer part of ·) and followed by a few trial divisions around that number to pinpoint P and Q. •



Table of Contents Usual algebraic structures upon which cryptographic algorithms work (such as groups, Chapter 5) contain special cases which produce exceptionally easy problems. Elements of small multiplicative orders (also defined in ByWenbo Mao Hewlett-Packard Company Chapter 5) in a multiplicative group or a finite field provide such an example; an extreme case of this is when the base for the Diffie-Hellman key exchange protocol (see §8.3) is the Publisher: Prentice Hall PTR unity element in these algebraic structures. Weak cases of elliptic curves, e.g., Pub Date: July 25, 2003 "supersingular curves" and "anomalous curves," form another example. The discrete ISBN: 0-13-066943-1 logarithm problem on "supersingular curves" can be reduced to the discrete logarithm Pages: 648on a finite field, known as the Menezes-Okamoto-Vanstone attack [197] (see problem §13.3.4.1). An "anomalous curve" is one with the number of points on it being equal to the size of the underlying field, which allows a polynomial time solution to the discrete logarithm problem on the curve, known as the attack of Satoh-Araki [252], Semaev [258] and Smart [278]. Many cryptographic schemes and protocols, especially those based on public-keycryptography, easy case, if not understood by an algorithm/protocol designer not for have An basic or special so-called "textbook crypto" versions, as these versionsare usually and/or the subjects clearly specified in an algorithm/protocol specification, may easily go into an many textbooks on cryptography. This book takes adifferent approach to introducing implementation can thusattention be exploited by an attacker. So an algorithm/protocol cryptography: it paysand much more tofit-for-application aspects of cryptography. It designer must be aware of the special cases in mathematics, and should explicitly specify explains why "textbook crypto" isonly good in an ideal world where data are random and bad the procedures for the implementor to eliminate such cases. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealIt is not difficult to list many more items for explicitness (for example, a key-management world application scenarios. This book chooses to introduce a set of practicalcryptographic protocol should stipulate explicitly the key-management rules, such as separation of keys for schemes, protocols and systems, many of them standards or de factoones, studies them closely, different usages, and the procedures for proper key disposal, etc.). Due to the specific nature of explains their working principles, discusses their practicalusages, and examines their strong these items we cannot list all of them here. However, explicitness as a general principle for (i.e., fit-for-application) security properties, oftenwith security evidence formally established. cryptographic algorithm/protocol design and specification will be frequently raised in the rest of The book also includes self-containedtheoretical background material that is the foundation for the book. In general, the more explicitly an algorithm/protocol is designed and specified, the modern cryptography. easier it is for the algorithm/protocol to be analyzed; therefore the more likely it is for the algorithm/protocol to be correctly implemented, and the less likely it is for the algorithm/protocol to suffer an unexpected attack. Modern Cryptography: Theory and Practicein rings and fields, to be studied



1.2.6 Openness Cryptography was once a preserve of governments. Military and diplomatic organizations used it to keep messages secret. In those days, most cryptographic research was conducted behind closed doors; algorithms and protocols were secrets. Indeed, governments did, and they still do, have a valid point in keeping their cryptographic research activities secret. Let us imagine that a government agency publishes a cipher. We should only consider the case that the cipher published is provably secure; otherwise the publication can be too dangerous and may actually end up causing embarrassment to the government. Then other governments may use the provably secure cipher and consequently undermine the effectiveness of the code-breakers of the government which published the cipher. Nowadays, however, cryptographic mechanisms have been incorporated in a wide range of civilian systems (we have provided a non-exhaustive list of applications in the very beginning of this chapter). Cryptographic research for civilian use should take an open approach. Cryptographic algorithms do use secrets, but these secrets should be confined to the cryptographic keys or keying material (such as passwords or PINs); the algorithms themselves



should be made public. Let's explore the reasons for this stipulation. In any area of study, quality research depends on the open exchange of ideas via conference presentations and publications in scholarly journals. However, in the areas of cryptographic algorithms, protocols and security systems, open research is more than just a common means to acquire and advance knowledge. An important function of open research is public expert examination. Cryptographic algorithms, protocols and security systems have been notoriously error prone. Once a cryptographic research result is made public it can be examined by a large • Table of Contents number of experts. Then the opportunity for finding errors (in design or maybe in security Modern Cryptography: Theory and Practice analysis) which may have been overlooked by the designers will be greatly increased. In By Wenbo Mao Hewlett-Packard contrast, if an algorithm isCompany designed and developed in secret, then in order to keep the secret, only few, if any, experts can have access to and examine the details. As a result the chance for finding errors is decreased. A worse scenario can be that a designer may know an error and may Publisher: Prentice Hall PTR exploit it secretly. Pub Date: July 25, 2003 ISBN: 0-13-066943-1



It is now an established principle that cryptographic algorithms, protocols, and security systems Pages: 648 for civilian use must be made public, and must go through a lengthy public examination process. Peer review of a security system should be conducted by a hostile expert.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



1.3 Chapter Summary In this chapter we began with an easy example of applied cryptography. The three purposes served by the example are: •
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i. Showing the effectiveness of cryptography in problem solving
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ii. Aiming for a fundamental understanding of cryptography Publisher: Prentice Hall PTR



iii.PubEmphasizing the importance of non-textbook aspects of security Date: July 25, 2003 ISBN: 0-13-066943-1



They form the main topics to be developed in the rest of this book. Pages: 648



We then conducted a series of discussions which served the purpose for an initial background and cultural introduction to the areas of study. Our discussions in these directions are by no means of complete. Several other authors have also conducted extensive study on principles, guidelines and culture for the areas of cryptography and information security. The following Many cryptographic schemes andmaterial: protocols,Schneier especially thoseGollmann based on[129] public-keycryptography, books form good further reading [254], and Anderson [14]. have basic monthly or so-called "textbook crypto" versions, as theseare versionsare subjectsTofor Schneier's distributed "Crypto-Gram Newsletters" also goodusually readingthe material. many textbooks on cryptography. This book adifferent approach to introducing subscribe for receiving the newsletters, send takes an email to [email protected]. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Exercises 1.1 •



What is the difference between a protocol and an algorithm? Table of Contents



Modern and Practice 1.2Cryptography: InProt 1.1 Theory Alice can decide



HEADS or TAILS. This may be an unfair advantage for some applications. Modify the protocol so that Alice can no longer have this ByWenbo Mao Hewlett-Packard Company advantage. Publisher: Prentice Hall PTR



Hint: let a correct guess decide the side.
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1.3ISBN: Let0-13-066943-1 function f map from the space of 200-bit integers to that of 100-bit ones with the Pages: 648 following mapping rule:



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: much bit-by-bit more attention tofit-for-application aspects of cryptography. It here "it pays " denotes XOR operation, i.e., explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. i. Isf efficient? ii. Doesf have the "Magic Property I"? iii. Doesf have the "Magic Property II"? iv. Can this function be used in Prot 1.1? 1.4



Is an unbroken cryptographic algorithm more secure than a known broken one? If not, why?



1.5



Complex systems are error-prone. Give an additional reason for a complex security system to be even more error-prone.



Chapter 2. Wrestling Between Safeguard and Attack •
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Section 2.3. Vulnerable Environment (the Dolev-Yao Threat Model) Publisher: Prentice Hall PTR Pub Date: July 25, 2003 Section 2.4. Authentication



Servers



ISBN: 0-13-066943-1



Section 2.5. Security Properties for Authenticated Key Establishment Pages: 648 Section 2.6. Protocols for Authenticated Key Establishment Using Encryption Section 2.7. Chapter Summary ManyExercises cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



2.1 Introduction One reason for the existence of many cryptographic protocols is the consequence of a fact: it is very difficult to make cryptographic protocols correct. Endless endeavors have been made to design correct protocols. Many new protocols were proposed as a result of fixing existing ones in • Table of Contents which security flaws were discovered. A security flaw in a cryptographic protocol can always be Modern Cryptography: Theory and Practice described by an attack scenario in which some security services that the protocol purports to provide can Hewlett-Packard be sabotaged Company by an attacker or by a number of them via their collusion. In the area By Wenbo Mao of cryptographic protocols it is as if there is a permanent wrestling between protocol designers andPublisher: attackers: A protocol Prentice Hall PTR is proposed, an attack is discovered, a fix follows, then another attack, and another fix … Pub Date: July 25, 2003



0-13-066943-1 In thisISBN: chapter we shall demonstrate a series of examples of a wrestling battle between attack Pages: and fix. We648 shall start from an artificial protocol which is made flawed deliberately. From that protocol we will go through a "fix, attack, fix again and attack again" process. Eventually we will reach two protocols which have been proposed for solving information security problems in the real world (all of the flawed and "fixed" then broken protocols prior to these two final results are artificial protocols). The two real protocol results from our "attack, fix, attack, fix, …" process are not only real protocols, but also for two reasons. have played seminal Many cryptographic schemes andwell-known protocols, ones especially those basedThey on public-keycryptography, roles both in applications and in underlying an important study on formal analysis have basic or so-called "textbook crypto" versions, as these versionsare usually theofsubjects for cryptographic protocols. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Unfortunately, these twocrypto" real protocols frominour attempts stilldata contain security and flawsbad which explains why "textbook isonly good an fixing ideal world where are random were only discovered long after their publication. One flaw in one of them was found three years guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by after the publication, andattacks anotheron flaw in schemes, the other protocols protocol was fourteen demonstratingnumerous such andexposed systemsafter underanother variousrealyears passed! Having revealed these flaws, we will make a final attempt for fixing, although world application scenarios. This book chooses to introduce a set of practicalcryptographic we will delay protocols the revelation of some further security problems or in de thefactoones, result from our final fixation to schemes, and systems, many of them standards studies them closely, a later chapter when we become technically better prepared to deal with the problems. Leaving explains their working principles, discusses their practicalusages, and examines their strong security problems unsolved in this chapter, we intend this chapter to serve an "early-warning" (i.e., fit-for-application) security properties, oftenwith security evidence formally established. message: cryptographic algorithms, protocols and systems readily contain security flaws. for The book also includes self-containedtheoretical background material that is the foundation modern cryptography. This chapter also serves a technical introduction to material and ideas that will enable us (in particular, readers who are new to the areas of cryptography, cryptographic protocols and information security) to establish some common and important concepts, definitions and agreements in the areas of study. These include some basic terminologies and the meanings behind them (a term appearing for the first time will be in bold form), and the naming convention for the protocol participants whom we will frequently be meeting throughout the book. Also, the attacks on these flawed protocols will let us become familiar with some typical behavior of a special role in our game play: the enemy, against whom we design cryptographic protocols.



2.1.1 Chapter Outline In §2.2 we introduce a simplified notion of encryption which will be used for this chapter only. In §2.3—§2.5 we introduce the standard threat model, environment and goal for cryptographic, in particular authentication, protocols. Finally, in §2.6 we develop a series of authentication protocols.



2.2 Encryption All protocols to be designed in this chapter will use encryption. We should provide an early warning on this "one-thing-for-all-purpose" style of using encryption: in many cases such uses are incorrect and some other cryptographic primitives should be used instead. In this book we • of Contents will graduallyTable develop the sense of precisely using cryptographic primitives for obtaining precise Modern Cryptography: Theory and security services. However, toPractice ease our introduction, let us rely on encryption solely in this chapter. By Wenbo Mao Hewlett-Packard Company Encryption (sometimes called encipherment) is a process to transform a piece of information Publisher: Prentice Hall PTR into an incomprehensible form. The input to the transformation is called plaintext (or Pub Date: July 25, 2003 cleartext) and the output from it is called ciphertext (or cryptogram). The reverse process of ISBN: 0-13-066943-1 transforming ciphertext into plaintext is called decryption (or decipherment). Notice that Pages: 648ciphertext are a pair of respective notions: the former refers to messages input to, plaintext and and the latter, output from, an encryption algorithm. Plaintext needn't be in a comprehensible form; for example, in the case of double encryption, a ciphertext can be in the position of a plaintext for re-encryption; we will also see many times in this chapter that encryption of random number is very common in cryptographic protocols. Usually, cleartext means messages in a small subset of all possible messages which have certain recognizable distributions. In §3.7 Many cryptographic schemes and protocols, especially those based on public-keycryptography, we will study the distribution of a message. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing The encryption itand decryption algorithms collectively called aspects cryptographic algorithms cryptography: pays much more attentionare tofit-for-application of cryptography. It (cryptographic systems or cryptosystems). Both encryption and decryption processes are explains why "textbook crypto" isonly good in an ideal world where data are random and bad controlled by a cryptographic key, or keys. In a symmetric (or shared-key) cryptosystem, guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by encryption and decryptionattacks use the essentially the same) key; in an asymmetric (or demonstratingnumerous onsame such (or schemes, protocols and systems under variousrealpublic-key) cryptosystem, encryption and decryption use two different keys: an encryption world application scenarios. This book chooses to introduce a set of practicalcryptographic key and aprotocols (matching) key,of and thestandards encryptionorkey be made publicthem (andclosely, hence schemes, anddecryption systems, many them de can factoones, studies is also called public key) without causing the matching decryption key being discovered (and explains their working principles, discusses their practicalusages, and examines their strong thus decryption key in security a public-key cryptosystem is also called a private key).Fig 2.1 (i.e., afit-for-application) properties, oftenwith security evidence formally established. illustrates a simplified pictorial description of a cryptographic system. A more complete viewfor of a The book also includes self-containedtheoretical background material that is the foundation cryptosystem will be given in Chapter 7 (Fig 7.1). modern cryptography.



Figure 2.1. A Simplified Pictorial Description of a Cryptographic System



We should point out that, within the scope of this chapter, the terms "plaintext," "ciphertext," "encryption," "decryption," "encryption key" and "decryption key" are pairs of relative notions. For a message M (whether it is plaintext or ciphertext), a crypto algorithm A (whether it represents encryption or decryption) and a cryptographic key K (whether an encryption key or a decryption key), we may denote by •
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acryptographic transformation which is represented by the functionality of either the upper Pub Date: July 25, 2003 box or the lower box in Fig 2.1. Thus, we can use A' and K' to denote ISBN: 0-13-066943-1
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namely, Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by completes the circle in Figattacks 2.1. Inon the case of symmetric cryptosystem, weunder may view K' = K, and demonstratingnumerous such schemes, protocols and systems variousrealin the case of asymmetric cryptosystem, K' represents the matching public or private component world application scenarios. This book chooses to introduce a set of practicalcryptographic of K. In this chapter ciphertext in a protocol message will be conventionally specified as schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Later when we have learned probability distributions of messages (to be introduced in §3.7–§3.8), we will know that plaintext (more precisely, cleartext or comprehensible) messages are in a small subset of the entire message space, while ciphertext messages are much more widely distributed in that space. This is the essential difference between plaintext and ciphertext. We should notice that, in this chapter, our notation for ciphertext always means a result of using a "perfect" cryptographic algorithm in the following two senses: Property 2.1: Perfect Encryption with Notation {M}K



i. Without the key K (in the case of a symmetric cryptosystem), or the matching private key of K (in the case of an asymmetric cryptosystem), the ciphertext {M} Kdoes not provide any cryptanalytic means for finding the plaintext message M . ii. The ciphertext {M} Kand maybe together with some known information about the plaintext message M do not provide any cryptanalytic means for finding the key K (in the case of a symmetric cryptosystem), or the matching private key of K (in the case of an asymmetric cryptosystem). Perfect encryption with these two properties (there will be an additional property which we shall



discuss in §2.6.3) is an idealization from the encryption algorithms that exist in the real world. The idealization is a convenient treatment which allows a segregation of responsibilities of the protocol design and analysis from those of the underlying cryptographic algorithm design and analysis. The segregation eases the job of protocol design and analysis. We shall see in a moment that perfect encryption does not prevent a protocol from containing a security flaw. In fact, for every attack on each protocol to be demonstrated in this chapter, none of them depends on any deficiency in the underlying cryptosystems. •
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We will introduce the formal notion of encryption and number of encryption algorithms in several Modern Cryptography: Theory and Practice later chapters (Chapters 7,8,13 and 15). Nevertheless the abstract-level description on the By Wenbo Mao Hewlett-Packard Company functionality of encryption/decryption given here shall suffice for our use in this chapter. It is harmless now for us to think of an encryption algorithm as a keyed padlock and a piece of ciphertext a box ofPTR texts with the box being padlocked. Publisher:as Prentice Hall Pub Date: July 25, 2003



The reader is also referred to [266] for a useful glossary in information security. ISBN: 0-13-066943-1
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



2.3 Vulnerable Environment (the Dolev-Yao Threat Model) A large network of computers, devices and resources (for example, the Internet) is typically • Table of Contents open, which means that a principal (or entity, agent, user), which can be a computer, a Modern and provider, Practice device,Cryptography: a resource, Theory a service a person or an organization of these things, can join such a network and start sending and receiving messages to and from other principals across it, ByWenbo Mao Hewlett-Packard Company without a need of being authorized by a "super" principal. In such an open environment we must anticipate that there are bad guys (or attacker, adversary, enemy, intruder, Publisher: Prentice Hall PTR eavesdropper, impostor, etc.) out there who will do all sorts of bad things, not just passively Pub Date: July 25, 2003 eavesdropping, but also actively altering (maybe using some unknown calculations or methods), ISBN: 0-13-066943-1 forging, duplicating, rerouting, deleting or injecting messages. The injected messages can be Pages: 648 cause a destructive effect to the principals on the receiving end. In the literature malicious and of cryptography such a bad guy is called an active attacker. In this book we shall name an attacker Malice (someone who does harm or mischief, and often does so under the masquerade of a different identity). Malice can be an individual, a coalition of a group of attackers, and, as a special case, a legitimate principal in a protocol (an insider). Many cryptographic schemes and protocols, especially those based on public-keycryptography, In general, it is assumed that Malice is very clever in communications over the for have basic or so-called "textbook crypto" versions, asmanipulating these versionsare usually the subjects open network. His manipulation techniques are unpredictable because they are unspecified. Also many textbooks on cryptography. This book takes adifferent approach to introducing because Malice can represent a coalition of bad guys, he may simultaneously control a number cryptography: it pays much more attention tofit-for-application aspects of cryptography. It of network nodes which crypto" are geographically apart. realwhere reason whyare Malice can and do these explains why "textbook isonly good far in an idealThe world data random bad things will be discussed in §12.2. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealIn anticipation of such a powerful adversary over such a vulnerable environment, Dolev and Yao world application scenarios. This book chooses to introduce a set of practicalcryptographic propose a threat model which has been widely accepted as the standard threat model for schemes, protocols and systems, many of them standards or de factoones, studies them closely, cryptographic protocols [101]. In that model, Malice has the following characteristics: explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes material that is the foundation for He can obtain anyself-containedtheoretical message passing throughbackground the network. modern cryptography. He is a legitimate user of the network, and thus in particular can initiate a conversation with any other user. He will have the opportunity to become a receiver to any principal. He can send messages to any principal by impersonating any other principal. Thus, in the Dolev-Yao threat model, any message sent to the network is considered to be sent to Malice for his disposal (according to whatever he is able to compute). Consequently, any message received from the network is treated to have been received from Malice after his disposal. In other words, Malice is considered to have the complete control of the entire network. In fact, it is harmless to just think of the open network as Malice. However, unless explicitly stated, we do not consider Malice to be all powerful. This means that there are certain things that Malice cannot do, even in the case that he represents a coalition of bad guys and thereby may use a large number of computers across the open network in parallel. We list below a few things Malice cannot do without quantifying the meaning of "cannot do;" precise quantification will be made in Chapter 4: Malice cannot guess a random number which is chosen from a sufficiently large space. Without the correct secret (or private) key, Malice cannot retrieve plaintext from given



ciphertext, and cannot create valid ciphertext from given plaintext, with respect to the perfect encryption algorithm. Malice cannot find the private component, i.e., the private key, matching a given public key.



•



While Malice may have control of a large public part of our computing and communication environment, in general, he is not in control of many private areas of the computing Table of Contents environment, such as accessing the memory of a principal's offline computing device.
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



2.4 Authentication Servers Suppose that two principals Alice and Bob (whom we have already met in our first cryptographicprotocol "Coin Flipping Over Telephone",Prot 1.1) wish to communicate with each other in a secure manner. Suppose also that Alice and Bob have never met before, and therefore • Table of Contents they do not already share a secret key between them and do not already know for sure the other Modern Cryptography: Theoryhow and Practice party's public key. Then can they communicate securely over completely insecure networks? ByWenbo Mao Hewlett-Packard Company



It is straightforward to see that at least Alice and Bob can make an arrangement to meet each other physically and thereby establish a shared secret key between them, or exchange sure Publisher: Prentice Hall PTR knowledge on the other party's public key. However, in a system with N users who wish to hold Pub Date: July 25, 2003 private conversations, how many trips do these users need to make in order to securely establish ISBN: 0-13-066943-1 these keys? The answer is N(N – 1)/2. Unfortunately, this means a prohibitive cost for a large Pages: system. So 648 this straightforward way for secure key establishment is not practical for use in modern communication systems. It is nevertheless feasible for each principal who chooses to communicate securely to obtain an authentication (and a directory) service. Needham and Schroeder suggest that such a service can becryptographic provided by an authentication server [213]. Such serveron is public-keycryptography, like a name registration Many schemes and protocols, especially thoseabased authority; it maintains a database indexed by names of the principals it can deliver have basic or so-called "textbook crypto" versions, as these versionsare serves, usually and the subjects for identifying information computed from a requested principal's cryptographic key that many textbooks on cryptography. This book takes adifferent approach to introducing is already shared betweenit the server theattention principal.tofit-for-application aspects of cryptography. It cryptography: pays muchand more explains why "textbook crypto" isonly good in an ideal world where data are random and bad An authentication server is a special principal who has to be trusted by its users (client guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by principals) to always behave honestly. Namely, upon a client principal's request it will respond demonstratingnumerous attacks on such schemes, protocols and systems under variousrealexactly according to the protocol's specification, and will not engage in any other activity which world application scenarios. This book chooses to introduce a set of practicalcryptographic will deliberately compromise the security of its clients (so, for instance, it will never disclose any schemes, protocols and systems, many of them standards or de factoones, studies them closely, secret key it shares with its clients to any third party). Such a principal is called a trusted third explains their working principles, discusses their practicalusages, and examines their strong party or TTP for short. In this book we shall use Trent to name a trusted third party. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for We suppose that both Alice and Bob use authentication services offered by their respective modern cryptography. authentication servers. In an extended network it is inexpedient to have a single central authentication server. Needham and Schroeder proposed to use multiple authentication servers who know each other. Thus, principals served by an authentication server have names of the form "AuthenticationAuthority.SimpleName." The idea of using multiple authentication servers has also been proposed by Diffie and Hellman [97]. However, in order to describe our protocols in this chapter with simplicity and clarity we suppose that Alice and Bob use the same authentication server Trent. In Chapter 12 we will introduce the network authentication basis for Windows 2000 operating system, the Kerberos authentication protocol [90], where a general architecture of multiple authentication servers serving in different network realms will be considered. Being served by the same Trent, we assume that Alice (Bob) shares a cryptographic key with Trent; let the key be denoted by KAT (KBT). Later we shall see that such a key is called keyencryption key because its use is mainly for encryption of other cryptographic keys. Also due to the high cost in the establishment of such a key, it should be used for a prolonged period of time, and hence is also called a long-term key.



2.5 Security Properties for Authenticated Key Establishment All protocols to be described in this chapter are of a kind: they achieve authenticated key• TableThe of Contents establishment. precise meaning of this security service can be elaborated by the Modern Cryptography: Theory and Practice following three properties. ByWenbo Mao Hewlett-Packard Company



LetK denote a shared secret key to be established between Alice and Bob, the protocols to be designed in this chapter should achieve a security service with the following three properties: Publisher: Prentice Hall PTR
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1. Only Alice and Bob (or perhaps a principal who is trusted by them) should know K. 2. Alice and Bob should know that the other principal knows K. 3. Alice and Bob should know K is newly generated. Many cryptographic schemes andthat protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for The first propertyonfollows the mostThis basic meaning authentication: identifying the principal who many textbooks cryptography. book takes of adifferent approach to introducing is the intended object of communication. Alice (respectively, Bob) should be assured that It the cryptography: it pays much more attention tofit-for-application aspects of cryptography. other end of the communication, if "padlocked" by the key K, can only be Bob (respectively, explains why "textbook crypto" isonly good in an ideal world where data are random and bad Alice). If the key establishment service is achieved the help crypto" of Trent, is trusted guys behave nicely.It reveals the general unfitness with of "textbook forthen the Trent real world by that he will not impersonate these two principals. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic The second propertyand extends authentication service to an additional dimension, that is, entity schemes, protocols systems, many of them standards or de factoones, studies them closely, authentication, or the liveness of an identified principal who is the intended object of the explains their working principles, discusses their practicalusages, and examines their strong communication. Alice (respectively, Bob) should be assured that Bob (respectively, Alice) is alive (i.e., fit-for-application) security properties, oftenwith security evidence formally established. and responsive to the communications in the current protocol run. We shall see later that this The book also includes self-containedtheoretical background material that is the foundation for property is necessary in order to thwart an attacking scenario based on replaying of old modern cryptography. messages. The need for the third property follows a long established key management principle in cryptography. That principle stipulates that a secret cryptographic key should have a short lifetime if it is a shared key and is used for bulk data encryption. Such a key usage is rather different from that of a "key-encryption key" or a long-term key which we have described at the end of §2.4. There are two reasons behind this key management principle. First, if a key for data encryption is a shared one, then even if one of the sharing party, say, Alice, is very careful in her key management and disposal, compromise of the shared key by the other sharing party, say, Bob, due to Bob's carelessness which is totally out of Alice's control, will still result in Alice's security being compromised. Secondly, most data in confidential communications usually contain (possibly a large volume of) known or predictable information or structure. For example, a piece of computer program contains a large quantity of known texts such as "begin," "end," "class," "int," "if," "then," "else," "++," etc. Such data are said to contain a large quantity of redundancy (definition see §3.8). Encryption of such data makes the key a target for cryptanalysis which aims for finding the key or the plaintext. Prolonged such use of a key for encryption of such data may ease the difficulty of cryptanalysis. We should also consider that Malice has unlimited time to spend on finding an old data-encryption key and then reusing it as though it were new. The well established and widely accepted principle for key management thus stipulates that a shared data-encryption key should be used for one communication session only. Hence, such a key is also referred to as a session key and a short-term key. The third property of authenticated key establishment service assures Alice and Bob that the session key K established is one that has been newly generated.
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



2.6 Protocols for Authenticated Key Establishment Using Encryption Now we are ready to design protocols for authenticated key establishment. The first protocol to • Table of Contents be designed merely intends to realize straightforwardly the following simple idea: Alice and Bob, Modern Practice thoughCryptography: they do not Theory know and each other, both know Trent and share respective long-term keys with Trent; so it is possible for Trent to securely pass messages between them. ByWenbo Mao Hewlett-Packard Company Publisher: Prentice Hall PTR



2.6.1 Protocols Serving Message Confidentiality Pub Date: July 25, 2003 ISBN: 0-13-066943-1



Since Pages: the environment for our protocols to run is a vulnerable one, our protocols will use 648 encryption to safeguard against any threat. At this initial stage of our step-by-step discussions to follow, we shall restrict our attention to a threat which aims for undermining message confidentiality. Many cryptographic schemes and protocols, especially those based on public-keycryptography, 2.6.1.1 Protocol "From Alice to Bob"versions, as these versionsare usually the subjects for have basic or so-called "textbook crypto" many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: Let Alice initiate it apays run much of such more a protocol. attention She tofit-for-application starts by generating aspects a session of cryptography. key at random, It explains why encrypts it under "textbook the key crypto" she already isonly shares good inwith an ideal Trent, world and where sends to data Trent arethe random resultant and bad guys behave ciphertext together nicely.It with reveals the identities the general of herself unfitness andofBob. "textbook Upon receipt crypto"offor Alice's the real request worldfor by demonstratingnumerous session key delivery, Trent attacks shall first on such find schemes, from his database protocolsthe andshared systems long-term under variousrealkeys of the world two principals application mentioned scenarios. in Alice's This book request. chooses He to shall introduce then decrypt a set of the practicalcryptographic ciphertext using Alice's schemes, key, re-encrypt protocols the and result systems, using Bob's many key, of them and then standards send to orBob de factoones, the resultant studies ciphertext. them closely, Finally, explains upon receipt theirand working decryption principles, of thediscusses deliveredtheir session practicalusages, key material,and Bobexamines shall acknowledge their strong the (i.e., fit-for-application) receipt by sending an encrypted security message properties, to oftenwith Alice usingsecurity the newly evidence received formally session established. key. Prot 2.1 The book also illustrates a protocol includes description self-containedtheoretical which realizes delivery background of a session materialkey that from is the Alice foundation to Bob. In for modern this protocol, cryptography. Alice is an initiator, and Bob, a responder. In this chapter we shall introduce most of our protocols (and attacks on them) in two parts, a pictorial part which illustrates message flows among principals, and a specification part which provides the details of the actions performed by principals regarding the messages sent or received. Although the specification part alone should be sufficient for us to describe a protocol with needed precision (the specification part alone will be the protocol description method in the rest of the book beyond this chapter), by adding pictorial presentation of message flows we intend to allow those readers who are new to the area of cryptographic protocols an easy start. This is a purpose that this chapter should serve.



Protocol 2.1: From Alice To Bob PREMISE



Alice and Trent share key K AT; Bob and Trent share key K BT. Table of Contents
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Alice and Bob want to establish a new and shared
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern 1. Alice cryptography. generates K at random, creates {K} KAT , and sends to Trent: Alice, Bob, {K} KAT ; 2. Trent finds keys K AT, K BT, decrypts {K} KAT to reveal K, creates {K}KBT and sends to Bob: Alice, Bob, {K}KBT ; 3. Bob decrypts {K}KBT to reveal K, forms and sends to Alice: {Hello Alice, I'm Bob!} K.



Before investigating whether Protocol "From Alice To Bob" contains any security flaw we should comment on a design feature of it. The protocol lets Alice generate a session key to be shared with Bob. Will Bob be happy about this? If it turns out that the session key generated by Alice is not sufficiently random (a cryptographic key should be random to make it difficult to be determined by guessing), then Bob's security can be compromised since the key is a shared one. Maybe Alice does not care whether the session key is strong, or maybe she just wants the key to be easily memorable. So long as Bob does not trust Alice (may not even know her prior to a protocol run), he should not feel comfortable accepting a session key generated by her and sharing with her. We shall modify this protocol by removing this design feature and discuss security issues of the modified protocol.



2.6.1.2 Protocol "Session Key from Trent"



Since Trent is trusted by both client principals, he should be trusted to be able to properly generate the session key. Prot 2.1 is thus modified to Prot 2.2. It starts with Alice sending to Trent the identities of herself and Bob, the two principals who intend to share a session key for secure communications between them. Upon receipt of Alice's request, Trent shall find from his database the respective keys of the two principals, shall generate a new session key to be shared between the two principals and shall encrypt the session key under each of the principals' keys. Trent should then send the encrypted session key material back to Alice. Alice shall process her • Table of Contents own part and shall relay to Bob the part intended for him. Finally, Bob shall process his share of Modern Cryptography: Theory and Practice the protocol which ends by sending out an acknowledgement for the receipt of the session key. By Wenbo Hewlett-Packard Company We shallMao name the modified Protocol "Session Key From Trent. With the session being encrypted under the perfect encryption scheme, a passive Publisher: Prenticekey Hall K PTR eavesdropper, upon seeing the communications in a run of Protocol "Session Key From Trent and Pub Date: July 25, 2003 without the encryption keys K AT and K BT, will not gain anything about the session key K since it ISBN: 0-13-066943-1 may only be read by the legitimate recipients via decryption using the respective keys they have. Pages: 648



2.6.2 Attack, Fix, Attack, Fix … We now illustrate a standard of this book, that is,those attack, fix, on attack, fix … Many cryptographic schemes scene and protocols, especially based public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 2.6.2.1 An Attack cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general of The "textbook crypto" for protocol the real world However, Protocol "Session Key From Trentunfitness is flawed. problem with the is thatby the demonstratingnumerous attacks such schemes, and systems under variousrealinformation about who should geton the session key isprotocols not protected. An attack is shown in Attack worldInapplication This book chooses to introduce a setover of practicalcryptographic 2.1. the attack,scenarios. Malice intercepts some messages transmitted the network, modifies schemes, and many ofby them standards or de factoones, studiesIn them closely, them and protocols sends them tosystems, some principals impersonating some other principals. the attack explains working discusses their practicalusages, and examines their strong shown intheir Attack 2.1 weprinciples, write (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Alice sends to Malice("Trent"): … modern cryptography. to denote Malice's action of intercepting Alice's message intended for Trent, and we use Malice("Alice") sends to Trent: … to denote Malice's action of sending message to Trent by impersonating Alice. We should note that according to the Dolev-Yao threat model for our protocol environment that we have agreed to in §2.3, Malice is assumed to have the entire control of the vulnerable network. So Malice is capable of performing the above malicious actions. We can imagine that the symbol ("principal_name") is a mask worn by Malice when he is manipulating protocol messages passing along the network. In §12.2 we shall see technically how Malice could manipulate messages transmitted over the network this way.



Protocol 2.2: Session Key From Trent PREMISE



Alice and Trent share key K AT; Bob and Trent share key K BT. Table of Contents
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Alice and Bob want to establish a new and shared
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. 1. Alice sends to Trent: Alice, Bob; 2. Trent finds keys K AT, K BT, generates K at random and sends to Alice: {K}KAT , {K} KBT ; 3. Alice decrypts {K}KAT , and sends to Bob: Trent, Alice, {K}KBT ; 4. Bob decrypts {K}KBT to reveal K, forms and sends to Alice: {Hello Alice, I'm Bob!} K.



Attack 2.1: An Attack on Protocol "Session Key From Trent" PREMISE •



In addition to that in Protocol "Session Key From Trent," Malice and Trent share key K MT . Table of Contents
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Alice thinks she is sharing a key with Bob while actually sharing it with Malice.
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. 1. Alice sends to Malice("Trent"): Alice, Bob; 2. Malice("Alice") sends to Trent: Alice, Malice; 3. Trent finds keys K AT,K {K AM}KAT , {K AM}KMT;



MT ,



generates K AM at random and sends to Alice:



4. Alice decrypts {K AM}KAT , and sends to Malice("Bob"): Trent, Alice, {KAM}KMT; 5. Malice("Bob") sends to Alice: {Hello Alice, I'm Bob!} KAM .



Malice begins with intercepting the initial message from Alice to Trent. That message is meant for instructing Trent to generate a session key to share with Alice and Bob. Malice alters it by replacing Bob's identity with his own and then sends the altered message to Trent. Trent will think that Alice wants to talk to Malice. So he generates a new session key K AM to share between Alice and Malice, and encrypts it with the respective keys that he shares with these two principals. Since Alice cannot distinguish between encrypted messages meant for other principals she will not detect the alteration. Malice then intercepts the message from Alice intended for Bob so that Bob will not know that he is requested to run the protocol. The result of the attack is that Alice will believe that the protocol has been successfully completed with Bob whereas in fact



Malice knows K AM and so can masquerade as Bob as well as learn all the information that Alice intends to send to Bob. Notice that this attack will only succeed if Malice is a legitimate user known to Trent. This, again, is a realistic assumption – an insider attacker is often more of a threat than outsiders. We have seen that the above attack works as a result of Malice's alteration of Bob's identity. We should notice the fact that the alteration is possible because Bob's identity is sent in cleartext. This suggests to us to repair the protocol by hiding Bob's identity. •
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Having seen the attack in which Malice alters Bob's identity, it seems straightforward to repair Pub Date: July 25, 2003 Protocol "Session Key From Trent." For example, we can modify the protocol into one with Bob's ISBN: 0-13-066943-1 identity in the first message line being treated as a secret and encrypted under the key shared Pages: 648 and Trent. Namely, the first message line in Protocol "Session Key From Trent between Alice should be correctly modified into



1. Alice sends to Trent: Alice, {Bob}KAT ; Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic so-called "textbook crypto" versions, as these versionsare usually theable subjects for Notice that or it is necessary for Alice's identity to remain in cleartext so Trent will be to know many textbooks on cryptography. takes part. adifferent approach to introducing which key he should use to decryptThis the book ciphertext cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 2.6.2.3 Another Attack demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic However, the aboveand waysystems, of "repair" does provide a sound fixfactoones, for Protocol "Session Key From schemes, protocols many ofnot them standards or de studies them closely, Trent." For example, it is easy to see that Malice can do the following: explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. 1. Malice("Alice") sends to Trent: Alice, {Malice} ; K AT



while the rest of the attack runs exactly the same as that in Attack 2.1. If initially Malice did not know to whom Alice was intending to run the protocol, he would know that piece of information when he intercepts Alice's message to Bob since that message has to contain Bob's address in order for the network to correctly deliver the message. So Malice can in the end still successfully masquerade as Bob. Notice that in this attack we assume that Malice has the ciphertext {Malice}KAT ; this is possible as it can be the case that Malice has recorded it from a previous protocol run (a correct run) between Alice and Malice.



2.6.2.4 Yet Another Attack In fact, another way to attack Protocol "Session Key From Trent (or its "fix" shown above) does not rely on change of any principal's identity. Instead, Malice can alter the message from Trent to Alice (message line 2 in Protocol "Session Key From Trent) into the following: Malice("Trent") sends to Alice: {K'}KAT , …; HereK' is a session key transported in a previous protocol run (a correct run) between Alice and Malice such that Malice has recorded the ciphertext part {K'}KAT . The rest of the attack run is similar to that in the attack in Attack 2.1: Malice should intercept the subsequent message from Alice to Bob, and finally acknowledges Alice by masquerading as Bob:



Malice("Bob") sends to Alice: {Hello Alice, I'm Bob!} K'. The fact that the "fixed" versions of Protocol "Session Key From Trent can be attacked with or without altering Bob's identity clearly shows that to have Bob's identity in the first line of Protocol "Session Key From Trent protected in terms of confidentiality cannot be a correct security service. The attacks demonstrated so far have shown possibilities for Malice to alter some protocol messages without detection. This suggests that the protocol needs a security service whichTable can of guard against tampering of messages. • Contents Modern Cryptography: Theory and Practice
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2.6.3 Protocol with Message Authentication Pub Date: July 25, 2003 ISBN: 0-13-066943-1



We have seen in the attacks shown so far that Malice has always been able to alter some Pages: 648 protocol messages without detection. Indeed, none of the protocols designed so far has provided any cryptographic protection against message alteration. Thus, one way to fix these protocols is to provide such protection. The protection should enable legitimate principals who have the right cryptographic keys to detect any unauthorized alteration of any protected protocol messages. Such protection or security service is called message authentication (in some texts this notion Many schemes and protocols, especially those on public-keycryptography, is alsocryptographic called data integrity, but we shall differentiate these based two notions in Chapter 11). have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It 2.6.3.1 Protocol "Message Authentication" explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by We observe that Malice's attacks alteration theschemes, protocol messages has systems caused the following two demonstratingnumerous on of such protocols and under variousrealeffects. Either a session key is shared between wrong principals, or a wrong session key gets world application scenarios. This book chooses to introduce a set of practicalcryptographic established. Therefore we propose that the message authentication protection should provide a schemes, protocols and systems, many of them standards or de factoones, studies them closely, cryptographic binding between the session key to be established and its intended users. This explains their working principles, discusses their practicalusages, and examines their strong leads to a new protocol: security Prot 2.3,properties, where the oftenwith identities security of Alice and Bob are included in the (i.e., fit-for-application) evidence formally established. encrypted message parts sent by Trent. We should name the new protocol "Message The book also includes self-containedtheoretical background material that is the foundation for Authentication." modern cryptography. We should pay a particular attention to the specification part of Protocol "Message Authentication" where it instructs 3. Alice (decrypts {Bob, K}KAT),checks Bob's identity, … 4. Bob (decrypts {Alice, K}KBT),checks Alice's identity, … Here in Protocol "Message Authentication," steps for checking the intended principals' identities make a crucial distinction between this protocol and its predecessors (i.e., Protocol "Session Key From Trent and its "fixes"). These checking steps are possible only after correct decryption of the respective ciphertext blocks using the correct cryptographic keys. Thus, the cryptographic operation "decryption-and-checking" performed by the recipient attempts to achieve a message authentication service which enables the recipient to verify the cryptographic bindings between the session key to be established and its intended users. A correct decryption result should imply that the ciphertext message blocks in question have not been altered in transition. That is how Protocol "Message Authentication" should thwart the attacks shown so far. We should point out that to achieve message authentication, the operation of "decryption-andchecking" (performed by a recipient) is not a correct "mode of operation". In Chapter 17 we shall see that the correct mode of operation should be "re-encryption-and-checking" (again performed by a recipient). The reason that we use an incorrect or imprecise mode of operation in this chapter is merely because "encryption-by-sender" and "decryption-by-recipient" are the only



available cryptographic operations for us to use at this stage. Since we will use an incorrect mode of operation to realize the message authentication service, it is necessary for us to explicitly state an additional property requirement that our encryption algorithm must satisfy. The property is given below (its enumeration (iii) follows the enumeration of the other two properties for "The Perfect Encryption with Notation {M} K" that we have listed in §2.2). •
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PREMISE Pages: 648



Alice and Trent share key K AT; Bob and Trent share keyK BT.



GOAL



Alice and Bob want to establish a new and shared secret key K.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



1. Alice sends to Trent: Alice, Bob; 2. Trent finds keys K AT,K K}KAT , {Alice,K} KBT ;



BT,



generates K at random and sends to Alice: {Bob,



3. Alice decrypts {Bob,K} {Alice,K} KBT ;



K AT ,



checks Bob's identity, and sends to Bob: Trent,



4. Bob decrypts {Alice,K} Alice, I'm Bob!} K.



K BT ,



checks Alice's identity, and sends to Alice: {Hello



Property 2.2: Perfect Encryption with Notation {M}K (for message authentication service) iii)Without the key K, even with the knowledge of the plaintext M, it should be impossible for someone to alter {M} K without being detected by the recipient during the time of



decryption. In order to show the importance of this property, below we demonstrate an attack on Protocol "Message Authentication" supposing that our perfect encryption algorithm does not possess the above message authentication property (namely, we assume that the encryption algorithm only possesses the perfect confidentiality properties listed in §2.2). For ease of exposition, we modify the presentation of the ciphertext blocks •
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With this presentation of ciphertext blocks, we imply that the cryptographic binding between principals' identities schemes and the session key hasespecially been destroyed while the encryption retains the Many cryptographic and protocols, those based on public-keycryptography, perfect confidentiality service for any plaintext message being encrypted. Protocol have basic or so-called "textbook crypto" versions, as these versionsare usually the"Message subjects for Authentication" using this "perfect" encryption scheme should have its message lines 2, 3 and 4 many textbooks on cryptography. This book takes adifferent approach to introducing look like the following: cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad 2. Trent …, sends to Alice: {Bob}KAT , {K}KAT , {Alice}KBT ,{K} KBT ; guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous on such schemes, protocols and systems under variousreal3. Alice decrypts {Bob} KATattacks and {K} KAT , checks Bob's identity, … world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols andKsystems, many of them standards or de factoones, studies them closely, 4. Bob decrypts {Alice} BT and {K}K BT , checks Alice's identity, … explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally Obviously, the confidentiality protection provided on the principals identities doesestablished. not make a The book also includes self-containedtheoretical background material that is(from the foundation for to point; by simply observing the protocol messages flowing over the network senders and modern cryptography. recipients) Malice should be able to determine exactly the plaintext content inside the ciphertext blocks {Bob}KAT and {Alice}KBT . Thus, the modified protocol is essentially the same as Protocol "Session Key From Trent," and thus can be attacked by essentially the same attacks demonstrated in §2.6.2. The reader can apply these attacks as an exercise.



2.6.3.2 Attack on Protocol "Message Authentication" Even considering that the encryption algorithm used possesses the message authentication property,Protocol "Message Authentication" can still be attacked. The problem stems from the difference in quality between the long-term key-encrypting keys shared initially between Trent and its clients, and the session keys generated for each protocol run. First, we note that the relationship between Trent and each of his clients is a long-term based one. This means that a shared key between him and his client is a long-term key. In general, to establish a key between an authentication server and a client is more difficult and more costly than to establish a session key between two client principals (it should require thorough security checking routines, even maybe based on a face-to-face contact). Fortunately, such a key is mainly used in authentication protocols, with infrequent use for encrypting few messages with little redundancy, and hence such use of a key provides little information available for cryptanalysis. Therefore, secret keys shared between an authentication server and its clients can be used for a long period of time. Often they are called long-term keys.



On the other hand, we should recall a key management principle we have discussed in §2.5, which stipulates that a session key should be used for one session only. Consequently, no run of a session-key establishment protocol should establish a session key which is identical to one which was established in a previous run of the protocol. However, this is not the case for Protocol "Message Authentication." An attack run of the protocol will breach the session key management principle. In this attack, all Malice needs to do is first to intercept Alice's request (see Prot 2.3): •
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2. Malice("Trent") sends to Alice: {Bob,K'} ISBN: 0-13-066943-1



KAT ,{Alice,K'} K BT



Pages: 648



Here, the two ciphertext blocks containing K' are a replay of old messages which Malice has recorded from a previous run of the protocol (a normal run between Alice and Bob), and therefore this attack will cause Alice and Bob to reuse the old session key K' which they should not use. Notice that, since K' is old, it may be possible for Malice to have discovered its value (maybe because it has been discarded by a careless principal, or maybe due to other Many cryptographic schemes and protocols, based onhe public-keycryptography, vulnerabilities of a session key that we have especially discussed those in §2.5). Then can either eavesdrop have basic or so-called "textbook crypto" versions, as these versionsare usually the for the confidential session communications between Alice and Bob, or impersonate Bobsubjects to talk to many textbooks on cryptography. This book takes adifferent approach to introducing Alice. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains "textbook crypto"isisonly in an ideal worldattack. where data are random and bad An attackwhy in the above fashion calledgood a message replay guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic 2.6.4 Protocol Challenge-Response schemes, protocols With and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong There are several mechanisms that may be employed allow users to check thatestablished. a message in a (i.e., fit-for-application) security properties, oftenwith to security evidence formally protocol is not a replay of an old message. These mechanisms will be considered in detail in for The book also includes self-containedtheoretical background material that is the foundation Chapter 11. However for now we will improve our protocol using a well known method called modern cryptography. challenge-response (also called handshake). Using this method Alice will generate a new random number N A at the start of the protocol and send this to Trent with the request for a new session key. If this same value (NA) is returned with a session key such that the two pieces are bound together cryptographically and the cryptographic binding provides a message authentication service (i.e., Alice can verify the message integrity regarding the ciphertext containing N A), then Alice can deduce that the cryptographic binding has been created by Trent after having received her random number N A. Moreover, recall our stipulation on the trustworthiness of Trent (see §2.4); Alice knows that Trent will always follow the protocol honestly. So Trent has indeed created a new session key after receiving Alice's random challenge. Consequently, the session key should be new (or fresh, current), namely, is not a replay of an old key. The random number N A created by Alice for enabling the challengeresponse mechanism is called a nonce which stands for a number used once [61].



2.6.4.1 Protocol "Challenge Response" (Needham-Schroeder) Prot 2.4 specifies a new protocol which utilizes the challenge-response mechanism for Alice to check the freshness of the session key. We shall temporarily name it "Challenge Response" (we will soon change its name). InProtocol "Challenge Response," Bob also creates a nonce (N B), but this nonce is not sent to Trent since in this protocol Bob does not directly contact Trent. Instead, Bob's nonce is sent to



Alice and then is replied from her after her slight modification (subtracting 1). So if Alice is satisfied that the session key K is fresh and uses it in her response to Bob's freshly created nonce, then Bob should deduce the freshness of the session key. Thus, the mutual confidence in the session key is established. Protocol "Challenge Response," which we have reached by a series of steps, is probably the most celebrated in the subject of authentication and key establishment protocols. It is exactly the protocol of Needham and Schroeder which they published in 1978 [213]. Below we rename the • Table of Contents protocol the Needham-Schroeder Symmetric-key Authentication Protocol. This protocol has also Modern Cryptography: Theory and Practice been the basis for a whole class of related protocols. ByWenbo Mao Hewlett-Packard Company



Publisher: Prentice PTRNeedham-Schroeder Symmetric-key Authentication Protocol 2.6.4.2 Attack onHallthe Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Unfortunately the Needham-Schroeder Protocol is vulnerable to an attack discovered by Denning Pages:in 648 and Sacco 1981 [94]. In the attack of Denning and Sacco, Malice intercepts the messages sent by and to Alice in the message lines 3, 4 and 5, and replaces them with his own version. The attack is given in Attack 2.2.



In the attack, Malice becomes active in message line 3 and intercepts Alice's message sent to Bob. He then completely blockades Alice's communication channel and replays old session key Many cryptographic schemes and protocols, especially those based on public-keycryptography, material {K', Alice}KBT which he recorded from a previous run of the protocol between Alice and have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Bob. By our assumption on the vulnerability on an old session key, Malice may know the value K' many textbooks on cryptography. This book takes adifferent approach to introducing and therefore he can launch this attack to talk to Bob by masquerading as Alice. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad We should point out that the vulnerability of an old session key is only one aspect of the danger guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by of this attack. Another danger of this attack is Malice's successful defeat of an important goal of demonstratingnumerous attacks on such schemes, protocols and systems under variousrealauthentication. We shall specify that goal in §11.2.2 and see how the goal is easily defeated by world application scenarios. This book chooses to introduce a set of practicalcryptographic Malice in §11.7.1. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Protocol 2.4: Challenge Response PREMISE



Alice and Trent share key K AT; Bob and Trent share key K BT.



GOAL



Alice and Bob want to establish a new and shared secret key K.
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, 1. basic Alice or creates N A at random crypto" and sends to Trent: N A; have so-called "textbook versions, as Alice, theseBob, versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 2. Trent generates K at random and sends to Alice:{N A,K,Bob, {K,Alice} K BT }K AT ; cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad 3. Alice decrypts, checks her nonce N , checks Bob's ID and sends to Bob: Trent, guys behave nicely.It reveals the generalAunfitness of "textbook crypto" for the real world by {K,Alice} KBT ; demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic 4. Bob decrypts, checks Alice's ID, creates random NB and sends to Alice: {I'm schemes, protocols and systems, many of them standards or de factoones, studies them closely, Bob!N B}K; explains their working principles, discusses their practicalusages, and examines their strong (i.e., properties, security evidence formally established. 5. fit-for-application) Alice sends to Bob:security {I'm Alice! N B – 1}oftenwith K. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Attack 2.2: An Attack on the Needham-Schroeder Symmetrickey Authentication Protocol RESULT OF ATTACK Bob thinks he is sharing a new session key with Alice while actually the key is an old one and may be known to Malice.
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1 and 2. (same as in a normal run) Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook … crypto" versions, as these versionsare usually the subjects for 3. Alice sends to Malice("Bob"): many textbooks on cryptography. This book takes adifferent approach to introducing 3'. Malice("Alice") sends to more Bob: {K', Alice} tofit-for-application cryptography: it pays much attention aspects of cryptography. It K BT ; explains why "textbook crypto" isonly good in an ideal world where data are random and bad 4. Bob decrypts, checks Alice's and sends to Malice("Alice"): {I'm Bob! ; world by B }K' guys behave nicely.It reveals theID general unfitness of "textbook crypto" forNthe real demonstratingnumerous attacks on such schemes, protocols and systems under variousreal5. Malice("Alice") sends to Bob: {I'm Alice! N B to – 1} K'. world application scenarios. This book chooses introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 2.6.5 Protocol With Entity Authentication The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. The challenge-response mechanism used in the Needham-Schroeder Protocol (the interaction part between Alice and Trent) provides a security service called entity authentication. Like message authentication, the service of entity authentication is also obtained via verifying a cryptographic operation (by a verification principal). The difference between the two services is that in the latter case, an evidence of liveness of a principal (proving principal) is shown. The liveness evidence is shown if the proving principal has performed a cryptographic operation after an event which is known as recent to the verification principal. In the case of the NeedhamSchroeder Protocol, when Alice receives the message line 2, her decryption operation revealing her nonce NA shows her that Trent has only operated the encryption after the event of her sending out the nonce N A (since the key used is shared between she and Trent). So Alice knows that Trent is alive after that event. This accomplishes an entity authentication from Trent to Alice. However, in Bob's position in the Needham-Schroeder Protocol, he has no evidence of entity authentication regarding Trent's liveness. As usual, once a problem has been spotted, it becomes relatively easy to suggest ways of fixing it: Trent should have himself authenticated in entity authentication to both of the client principals. This can be done by, for instance, Bob sending a nonce to Trent too, which will be included by Trent in the session key message returned from Trent. This way of fixing will add more message flows to the protocol (an additional handshake between Bob and Trent). Denning and Sacco suggest using timestamps to avoid adding message flows [94].



2.6.5.1 Timestamps LetT denote a timestamp. The following fix was suggested by Denning and Sacco:



1. Alice sends to Trent: Alice, Bob; •
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When Alice and Bob receive their protocol messages from Trent, they can verify that their messages are not replays by checking that



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much morelocal attention tofit-for-application aspects of cryptography. It whereClock gives the recipient's time, Dt 1 is an interval representing the normal explains why "textbook crypto" isonly good in an ideal world where arerepresenting random and the bad discrepancy between Trent's clock and the local clock, and Dt2 is an data interval guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world bya expected network delay time. If each client principal sets its clock manually by reference to demonstratingnumerous attacks on such schemes, protocols and systems under variousrealstandard source, a value of about one or two minutes for Dt1 would suffice. As long as Dt1 + Dt2 world scenarios. chooses introduce a set of practicalcryptographic is less application than the interval sinceThis the book last use of theto protocol, this method will protect against the schemes, protocols and systems, many of them standards or de factoones, closely, replay attack in Attack 2.2. Since timestamp T is encrypted under the secretstudies keys Kthem AT and KBT, explains their working principles, discusses their practicalusages, and examines their strong impersonation of Trent is impossible given the perfectness of the encryption scheme. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also self-containedtheoretical background material that is the foundation Needham and includes Schroeder have considered the use of timestamps, but they reject it on the for modern cryptography. grounds that it requires a good-quality time value to be universally available [212].



2.6.6 A Protocol Using Public-key Cryptosystems The final protocol to be introduced in this chapter is called the Needham-Schroeder Public-key Authentication Protocol [213]. We introduce this protocol here with two reasons, both of which fall within the agenda of this chapter. First, the protocol lets us obtain an initial familiarity with the use of public-key cryptosystems. Secondly, we shall show a subtle attack on this protocol. Even though the protocol looks simple, the attack was found seventeen years after the publication of the protocol.



2.6.6.1 Public-key Cryptosystems We use key labels such as KA for Alice's public key and for the matching private key (Alice's private key). It is supposed that Alice is the only person who is in possession of her private key. The ciphertext block



denotes the perfect encryption of the plaintext M using Alice's public key K A. It is supposed that to decrypt the above ciphertext one must use the matching private key . Since it is supposed that Alice is the only person to possess the private key, only she is able to perform decryption to retrieve the plaintext M. Analogously, the ciphertext block
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denotes the perfect encryption of the plaintext M using Alice's private key , and decryption By Mao Hewlett-Packard Company is Wenbo only possible with the use of Alice's public key K A. With the knowledge of K A being Alice's public key, an action of decryption using KA provides one with further knowledge that the Publisher: Prentice Hall PTR



ciphertext



is created by Alice since the creation requires the use of a key that only she
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0-13-066943-1 has in ISBN: possession. For this reason, the ciphertext is also called Alice's (digital) Pages: of 648message M, and an action of decryption using KA is called verification of Alice's signature signature of message M.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or 2.5: so-called "textbook crypto" versions, as these versionsare usually the subjects for Protocol Needham-Schroeder Public-key Authentication many textbooks on cryptography. This book takes adifferent approach to introducing Protocol it pays much more attention tofit-for-application aspects of cryptography. It cryptography: explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous on is such PREMISE Alice's attacks public key K A,schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic public keymany is K B,of them standards or de factoones, studies them closely, schemes, protocolsBob's and systems, explains their working principles, discusses their practicalusages, and examines their strong Trent's public key is K T. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical material that is the foundation for GOAL Alice and Bob establish a new background and shared secret. modern cryptography.



1. Alice sends to Trent: Alice, Bob; 2. Trent sends to Alice: {K B,Bob}



;



3. Alice verifies Trent's signature on "K B,Bob," creates her nonce N and sends to Bob: {N A,Alice} KB;



at random,



A



4. Bob decrypts, checks Alice's ID and sends to Trent: Bob, Alice; 5. Trent sends to Bob: {K A,Alice}



;



6. Bob verifies Trent's signature on "K A,Alice," creates his nonce N and sends to Alice: {N A,N B}KA;



B



at random,



7. Alice decrypts, and sends to Bob: {N B}KB.



2.6.6.2 Needham-Schroeder Public-key Authentication Protocol



Suppose that Trent has in his possession the public keys of all the client principals he serves. Also, every client principal has an authenticated copy of Trent's public key. Prot 2.5 specifies the Needham-Schroeder Public-key Authentication Protocol. Here Alice is an initiator who seeks to establish a session with responder Bob, with the help of Trent. In step 1, Alice sends a message to Trent, requesting Bob's public key. Trent responds in step 2 by returning the key KB, along with Bob's identity (to prevent the sort of attacks in §2.6.2), encrypted Trent's private key . This forms Trent's digital signature on the • Table ofusing Contents protocol message which assures Alice that the message in step 2 is originated from Trent (Alice Modern Cryptography: Theory and Practice should verify the signature using Trent's public key). Alice then seeks to establish a connection ByWenbo Mao Hewlett-Packard Company with Bob by selecting a nonce NA at random, and sending it along with her identity to Bob (step 3), encrypted using Bob's public key. When Bob receives this message, he decrypts the message Publisher: Prentice Hall to obtain the nonce NPTR A . He requests (step 4) and receives (step 5) the authentic copy of Alice's Pub key. Date: He July then 25, 2003 public returns the nonce N A, along with his own new nonce N B, to Alice, encrypted ISBN: 0-13-066943-1 with Alice's public key (step 6). When Alice receives this message she should be assured that she is talking to Bob, since only Bob should be able to decrypt message 3 to obtain N A and this must Pages: 648 have been done after her action of sending the nonce out (a recent action). Alice then returns the nonce N B to Bob, encrypted with Bob's public key. When Bob receives this message he should, too, be assured that he is talking to Alice, since only Alice should be able to decrypt message 6 to obtain N B (also a recent action). Thus, a successful run of this protocol does achieve the establishment of the shared nonces N A and NB and they are shared secrets Many cryptographic schemes and protocols, especially those based on public-keycryptography, exclusively between Alice and Bob. Further notice that since both principals contribute to these have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for shared secrets recently, they have the freshness property. Also, each principal should trust the many textbooks on cryptography. This book takes adifferent approach to introducing randomness of the secrets as long as her/his part of the contribution is sufficiently random. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Needham and Schroeder suggest that NA and NB, which are from a large space, can be used to guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by initialize a shared secret key ("as the base for seriation of encryption blocks") [213] for demonstratingnumerous attacks on such schemes, protocols and systems under variousrealsubsequent secure communications between Alice and Bob. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols many of this them standards or de no factoones, studies them closely, Denning and Sacco and havesystems, pointed out that protocol provides guarantee that the public explains their working principles, discusses their practicalusages, and examines their strong keys obtained by the client principals are current, rather than replays of old, possibly (i.e., fit-for-application) properties, security evidence established. compromised keys [94]. security This problem can beoftenwith overcome in various ways,formally for example by The book also includes self-containedtheoretical background material that is the foundation for [a] including timestamps in the key deliveries . Below we assume that the clients' public keys that modern cryptography. are obtained from Trent are current and good. [a]



Denning and Sacco propose such a fix [94]. However, their fix is flawed for a different reason. We will see their fix and study the reason of the flaw in §11.7.7.



2.6.6.3 Attack on the Needham-Schroeder Public-key Authentication Protocol Lowe discovers an attack on the Needham-Schroeder Public-key Authentication Protocol [180]. Lowe observes that this protocol can be considered as the interleaving of two logically disjoint protocols; steps 1, 2, 4 and 5 are concerned with obtaining public keys, whereas steps 3, 6 and 7 are concerned with the authentication of Alice and Bob. Therefore, we can assume that each principal initially has the authentic copies of each other's public key, and restrict our attention to just the following steps (we only list message flows; the reader may refer to Prot 2.5 for details): 3. Alice sends to Bob: {N A,Alice}



K B;



6. Bob sends to Alice: {N A,N B}KA; 7. Alice sends to Bob: {N B}KB. We shall consider how Malice can interact with this protocol. We assume that Malice is a



legitimate principal in the system, and so other principals may try to set up standard sessions with Malice. Indeed, the attack below starts with Alice trying to establish a session with Malice. Attack 2.3 describes the attack. The attack involves two simultaneous runs of the protocol; in the first run (steps 1-3, 1-6 and 17), Alice establishes a valid session with Malice; in the second run (steps 2-3, 2-6 and 2-7), Malice impersonates Alice to establish a bogus session with Bob. In step 1-3, Alice starts to establish a normal session with Malice, sending him a nonce N A. In step 2-3, Malice • Table of Contents impersonates Alice to try to establish a bogus session with Bob, sending to Bob the nonce N A Modern Cryptography: Theory and Practice from Alice. Bob responds in step 2-6 by selecting a new nonce NB, and trying to return it, along By Wenbo Hewlett-Packard Company this message, but cannot decrypt it because it is encrypted with N A,Mao to Alice. Malice intercepts with Alice's public key. Malice therefore seeks to use Alice to use Alice to do the decryption for him, by forwarding the Publisher: Prentice Hall PTRmessage to Alice in step 1-6; note that this message is of the form expected by Alice in the first run of the protocol. Alice decrypts the message to obtain NB, and Pub Date: July 25, 2003 returnsISBN: this0-13-066943-1 to Malice in step 1-7 (encrypted with Malice's public key). Malice can then decrypt this message to obtain NB, and returns this to Bob in step 2.7, thus completing the second run of Pages: 648 the protocol. Hence Bob believes that Alice has correctly established a session with him and they share exclusively the secret nonces N A and NB. A crucial step for Malice to succeed in the attack is Alice's decryption of Bob's nonce N B for Malice unwittingly. We say that a principal is used as an oracle or providing an oracle service when Many cryptographic schemes and protocols, especially those based onattacker. public-keycryptography, the principal performs a cryptographic operation inadvertently for an We will see many have basic or so-called crypto" versions, as these versionsare the subjects cases of oracle services "textbook in this book and will gradually develop a generalusually methodology that for many textbooks on cryptography. This book takes adifferentsuch approach to introducing cryptographic algorithms and protocols should be designed that they are secure even if cryptography: it pays much more attention tofit-for-application aspects of cryptography. It their users provide oracle services to attackers. explains why "textbook crypto" isonly good in an ideal world where data are random and bad We imagine the following consequences of this attack. Malicecrypto" may include guyscan behave nicely.It reveals the general unfitness of "textbook for thethe realshared world nonces by within a subsequent message suggesting a session protocols key, and Bob believe thatvariousrealthis message demonstratingnumerous attacks on such schemes, and will systems under originated from Alice. Similarly, Bob chooses is a bank, Malicea could Alice to send a world application scenarios. Thisifbook tothen introduce set ofimpersonate practicalcryptographic message as: and systems, many of them standards or de factoones, studies them closely, schemes,such protocols explains their working principles, discusses their practicalusages, and examines their strong Malice("Alice") sends to Bob: (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for {N Transfer £1,000,000 from my account to Malice's"} KB. A ,N B ,cryptography. modern



2.6.6.4 A Fix It is fairly easy to change the protocol so as to prevent the attack. If we include the responder's identity in message 6 of the protocol 6. Bob sends to Alice: {Bob,N A,N B}KA;



Attack 2.3: Lowe's Attack on the Needham-Schroeder Publickey Authentication Protocol •
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



then step 2-6 of the attack would become 2-6. Bob sends to Malice("Alice"): {Bob,N A,N B}KA. Now because Alice is expecting a message with Malice's identity, Malice cannot successfully replay this message in step 1-6 with an intention to use Alice as a decryption oracle. This fix represents an instance of a principle for cryptographic protocols design suggested by Abadi and Needham [1]:



If the identity of a principal is essential to the meaning of a message, it is prudent to mention the principal's name explicitly in the message. However, we should refrain from claiming that this way of "fixing" should result in a secure protocol. In §17.2.1 we will reveal several additional problems in this protocol due to an undesirable design feature which can be referred to as "message authentication via decryptionand-checking" (we have labeled it a wrong mode of operation, see §2.6.3.1). That design feature appears generally in authentication protocols using secret-key or public-key cryptographic • Table of Contents techniques and has appeared in all protocols in this chapter (the design feature has been Modern Cryptography: Theory and Practice retained in our "fix" of the Needham-Schroeder Public-key Authentication Protocol, and hence By Wenbo Hewlett-Packard Company our "fix"Mao is still not a correct one). Methodical fixes for the Needham-Schroeder Authentication Protocols (both symmetric-key and public-key) will be given in §17.2.3. Publisher: Prentice Hall PTR
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



2.7 Chapter Summary Some design protection mechanisms, others want to crack them. This is a fact of life and there is nothing special about it. However, in this chapter we have witnessed a rather sad part of this fact of life in authentication protocols: they, as protection mechanisms, are very easily • Table of Contents compromised. Modern Cryptography: Theory and Practice



Actually, all Hewlett-Packard complex systems easily contain design errors. However, unlike in the case of ByWenbo Mao Company systems which provide security services, users and the environment of other complex system are generally non-hostile or even friendly. For example, a careful user of a buggy software may Publisher: Prentice Hall PTR learn to avoid certain usages in order to avoid a system crash. However, for an information Pub Date: July 25, 2003 security system, its environment and some of its users are always hostile: the whole reason for ISBN: 0-13-066943-1 their existence is to attack the system. Exploiting design errors is of course an irresistible source Pages: of tricks for 648 them. We have used authentication protocols as a means to manifest the error-prone nature of security systems. Although it seems that protocols are more notoriously error-prone due to their communication nature, the real reason for us to use authentication protocols is that they require relatively simpler cryptographic therefore arebased more on suitable for serving our Many cryptographic schemes andtechniques protocols,and especially those public-keycryptography, introductory purpose at this early stage of the book. We should remember that is the hostility have basic or so-called "textbook crypto" versions, as these versionsare usually itthe subjects for of the environment for all security systems that should always alert us to be careful when we many textbooks on cryptography. This book takes adifferent approach to introducing develop security systems. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad We will return to studying authentication protocols in several later chapters. The further study guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by will include a study on the principles and structures of authentication protocols and a taxonomy demonstratingnumerous attacks on such schemes, protocols and systems under variousrealof attacks on authentication protocols (Chapter 11), case studies of several protocols for real world application scenarios. This book chooses to introduce a set of practicalcryptographic world applications (Chapter 12), and formalism approaches to the development of correct schemes, protocols and systems, many of them standards or de factoones, studies them closely, authentication protocols (Chapter 17). explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.
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What sort of things can an active attacker do? Table of Contents
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Model, Malice is very powerful because he is in control of the entire open communications network. Can he decrypt or create a ciphertext ByWenbo Mao Hewlett-Packard Company message without using the correct key? Can he find the key encryption key from a ciphertext message? Can he predict a nonce value? Publisher: Prentice Hall PTR Pub Date: July 25, 2003



2.3



What is the role of Trent in authenticated key establishment protocols?



ISBN: 0-13-066943-1 Pages:What 648 is a long-term key, a key-encryption key, a short-term key and a session key? 2.4



2.5



Why with the perfect encryption and the perfect message authentication services, can authentication protocols still be broken?



What is a schemes nonce? What is a timestamp? Whatthose are their roles in authentication or Many2.6 cryptographic and protocols, especially based on public-keycryptography, authenticated key establishment protocols? have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 2.7 Why itmust transmitted in authentication or authenticated key It cryptography: payssome muchmessages more attention tofit-for-application aspects of cryptography. establishment protocols be fresh? explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 2.8 How can a principal decide the schemes, freshness protocols of a protocol demonstratingnumerous attacks on such and message? systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic 2.9 protocols For the perfect encryption notation {M} the following three K , differentiate schemes, and systems, many of them standards or de factoones, studies them closely, properties: (i) message confidentiality, (ii) key secrecy, and (iii) message explains their working principles, discusses their practicalusages, and examines their strong authentication.security properties, oftenwith security evidence formally established. (i.e., fit-for-application) The book also includes self-containedtheoretical background material that is the foundation for 2.10 cryptography. Provide another attack on Protocol "Session Key From Trent (Prot 2.2), which allows modern Malice to masquerade not only as Bob toward Alice as in Attack 2.1, but at the same time also as Alice toward Bob, and hence Malice can relay "confidential" communications between Alice and Bob. Hint: run another instance of Attack 2.1 between Malice("Alice") and Bob. 2.11



What is the difference between message authentication and entity authentication?



2.12



Provide another attack on the Needham-Schroeder Authentication Protocol in which Alice (and Trent) stays offline completely.



2.13



Does digital signature play an important role in the Needham-Schroeder Public-key Authentication Protocol? Hint: consider that that protocol can be simplified to the version which only contains message lines 2, 6 and 7.
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This part has four chapters: probability and information theory (Chapter 3), computational complexity (Chapter 4), algebraic foundations (Chapter 5) and number theory (Chapter 6). ISBN: 0-13-066943-1 This part serves as a self-contained mathematical reference guide. In the rest of the book Pages: 648 we meet non-trivial mathematical problems we will be able to refer to precise whenever places in these four chapters to obtain supporting facts and/or foundations. Therefore our way of including the mathematical material in this book will help the reader to conduct an active and interactive way of learning the mathematical foundations for modern cryptography.
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3.1 Introduction Probability and information theory are essential tools for the development of modern cryptographic techniques. • of Contents Probability isTable a basic tool for the analysis of security. We often need to estimate how probable it Modern Theory may and Practice is that Cryptography: an insecure event occur under certain conditions. For example, considering Protocol "Coin Flipping Over Telephone" in Chapter 1, we need to estimate the probability for Alice to ByWenbo Mao Hewlett-Packard Company succeed in finding a collision for a given one-way function f (which should desirably be bounded by a very small quantity), and that for Bob to succeed in finding the parity of x when given f(x) Publisher: Prentice Hall PTR
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Information theory is closely related to probability. An important aspect of security for an Pages: 648 encryption algorithm can be referred to as "uncertainty of ciphers:" an encryption algorithm should desirably output ciphertext which has a random distribution in the entire space of its ciphertext message space. Shannon quantifies the uncertainty of information by a notion which he names entropy. Historically, the desire for achieving a high entropy in ciphers comes from the need for thwarting a cryptanalysis technique which makes use of the fact that natural languages Many cryptographic protocols, especially those based onknown public-keycryptography, contain redundancy,schemes which is and related to frequent appearance of some patterns in natural have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for languages. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays more attention tofit-for-application aspects of cryptography. It Recently, the need for much modern cryptographic systems, in particular public-key cryptosystems, to explains why "textbook crypto" isonly good in an ideal world where data are random and have probabilistic behavior has reached a rather stringent degree: semantic security. Thisbad can be guys behave nicely.It reveals the general unfitness ofeither "textbook crypto" for the real worldunder by a described as the following property: if Alice encrypts 0 or 1 with equal probability demonstratingnumerous attacks on such schemes, protocols and systems under variousrealsemantically secure encryption algorithm, sends the resultant ciphertext c to Bob and asks him world application a set of practicalcryptographic to answer which isscenarios. the case, This thenbook Bob, chooses without to theintroduce correct decryption key, should not have an schemes, protocols and systems, many of them standards or factoones, studies them closely, algorithmic strategy to enable him to discern between the twode cases with any "advantage" better explains their working principles, discusses their practicalusages, and examines their strong do than a random guessing. We notice that many "textbook" versions of encryption algorithms (i.e., fit-for-application) security properties, oftenwith security evidence formally established. not have this desirable property. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



3.1.1 Chapter Outline The basic notions of probability which are sufficient for our use in this book will be introduced in §3.2—§3.6. Information theory will be introduced in §3.7—§3.8.



3.2 Basic Concept of Probability Let be an arbitrary, but fixed, set of points called probability space (or sample space). Any elementx is called a sample point (also called outcome, simple event or indecomposable event; we shall just use point for short). An event (also called compound • Table of Contents event or decomposable event) is a subset of and is usually denoted by a capital letter (e.g., Modern Cryptography: Theory and Practice E). An experiment or observation is an action of yielding (taking) a point from . An ByWenbo Mao Hewlett-Packard Company occurrence of an event E is when an experiment yields x E for some point x . Publisher: Prentice Hall PTR Pub Date: July 25, 2003
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Consider an experiment of drawing one playing card from a fair deck (here "fair" means drawing a card at random). Here are some examples of probability spaces, points, events and occurrences of events. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have or space so-called "textbook these versionsare subjects 1. basic consists of 52crypto" points, versions, 1 for eachascard in the deck. Letusually event Ethe "aces" for 1: The 1 be many(i.e., textbooks on cryptography. This book takes adifferent approach to introducing E 1 = {A ,A ,A ,A }). It occurs if the card drawn is an ace of any suit. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad 2. 2 = {red, black}. Let event E 2 = {red}. It occurs if the card drawn is of red color. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousreal3. 3: This space consists of 13 points, namely, 2, 3, 4, …, 10, J, Q, K, A. Let event E 3 be world application scenarios. This book chooses to introduce a set of practicalcryptographic "numbers." It occurs if the card drawn is 2,standards or 3, or …, schemes, protocols and systems, many of them oror de10. factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Definition 3.1: Classical Definition of ProbabilitySuppose that an experiment can yield one (i.e., fit-for-application) security properties, oftenwith security evidence formally established. of n book = # also equally probable points and that everybackground experiment material must yield a point. m be thefor The includes self-containedtheoretical that is the Let foundation modern cryptography. number of points which form event E. Then value is called the probability of the event E occuring and is denoted by



Example 3.2. InExample 3.1:



1.



2.



2.



3.
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out under the same condition, in which event E has occurred m times. If value becomes and remains stable for all sufficiently large n, then the event E is said to have probability which is Publisher: denoted by Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



In §3.5.3 we will see that Definition 3.2 can be derived as a theorem (a corollary of the law of Many numbers) cryptographic and intuitive protocols, especially those based on public-keycryptography, large fromschemes a few other notions. We however provide it in the form of a have basicbecause or so-called "textbook crypto" versions, as these versionsare usually the subjects for definition we consider that itself is sufficiently intuitive. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.
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Prob [ Hewlett-Packard ] = 1. ByWenbo Mao Company 2.Publisher: Denoting by Hallthe Prentice PTR event that contains no point (i.e., the event that never occurs). For example, black . It is called an impossible event. We have Pub Date: July 25, 2003 ISBN: 0-13-066943-1
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3. Any event E satisfies 0



Prob [E]



1.



Many andE protocols, especially 4. Ifcryptographic E F, we sayschemes that event implies event F, and those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for manyProb textbooks on cryptography. This book takes adifferent approach to introducing [E] Prob [F]. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad 5. Denote of E. Then guys behave by nicely.It revealsthe thecomplementary general unfitness event of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousreal[E] + Prob [ ] =This 1. book chooses to introduce a set of practicalcryptographic worldProb application scenarios. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



3.4 Basic Calculation Denote by E



F the sum of events E, F to represent an occurrence of at least one of the two



events, and by E F the product of events E, F to represent the occurrence of both of the two events. • Table of Contents Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



3.4.1 Addition Rules Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1



1. Prob [E



Pages: 648



F] = Prob [E] + Prob [F] – Prob [E



2. If exclusive or disjoint, and



F].



, we say that the two events are mutually



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous 3. If with attacks on such schemes, then protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Example 3.3. Show Equation 3.4.1



BecauseE



F= E



(F



) where E and F



are mutually exclusive, (3.4.1) holds as a



result of Addition Rule 2. Definition 3.3: Conditional Probability Let E, F be two events with E having non-zero probability. The probability of occurring F given that E has occurred is called the conditional probability of F given E and is denoted by



Example 3.4. Consider families with two children. Let g and b stand for girl and boy, respectively, and the first letter for the older child. We have four possibilities gg, gb, bg, bb and these are the four points in . We associate with each point. Let event E be that a family has a girl. Let • Table ofprobability Contents eventF Cryptography: be that bothTheory children the family are girls. What is the probability of F given E (i.e., Modern and in Practice Prob [F | E])? ByWenbo Mao Hewlett-Packard Company ThePublisher: event EPrentice F means Hall PTRgg, and so Prob [E Pub Date: July 25, 2003



and hence Prob
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F] =



. Since the event E means gg, or gb, or bg,



. Therefore by Definition 3.3, Prob



. Indeed, in one-third



of the families with the characteristic E we can expect that F will occur. Pages: 648



Definition 3.4: Independent EventsEvents E, F are said to be independent if and only if Prob [F | E] = Prob[F] Many cryptographic schemes and protocols, especially those based on public-keycryptography, have or so-called "textbook 3.4.2basic Multiplication Rulescrypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 1. Prob [E F] = Prob [F | E] · Prob [E] = Prob [E | F] · Prob [F]. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic 2. If events E, F are independent, then schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Prob [E F] = Prob [E] · Prob [F]. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Example 3.5.



Consider Example 3.1. We expect that the events E



1



and E2 are independent. Their probabilities



are and , respectively (Example 3.2). Since these two events are independent, applying "Multiplication Rule 2," the probability of their simultaneous realization (a red ace is drawn) is .



3.4.3 The Law of Total Probability Thelaw of total probability is a useful theorem.



. Theorem 3.1



If



and



, then for any event A



Proof Since •
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whereA E i and A E j (i j) are mutually exclusive, the probabilities of the right-hand-side sum of events can be added up using Addition Rule 2, in which each term follows from an application of "Multiplication Rule 1." The law of total probability is very useful. We will frequently use it when we evaluate (or Many cryptographic and protocols, especially those based on public-keycryptography, estimate a bound of)schemes the probability of an event A which is conditional given some other have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for mutually exclusive events (e.g. and typically, E and ). The usefulness of this formula is many textbooks on cryptography. This book takes adifferent approach to introducing because often an evaluation of conditional probabilities Prob [A | Ei] is easier than a direct cryptography: it pays much more attention tofit-for-application aspects of cryptography. It calculation of Prob [A]. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealExample 3.6. scenarios. This book chooses to introduce a set of practicalcryptographic world application schemes, protocols and systems, many of them standards or de factoones, studies them closely, (This example uses some elementary facts of number theory. The and reader who finds this example explains their working principles, discusses their practicalusages, examines their strong difficult may return to review it after having studied Chapter 6.) (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Let p = 2cryptography. q + 1 such that both p and q are prime numbers. Consider choosing two numbers g and modern h at random from the set S = {1, 2, …, p – 1} (with replacement). Let event A be "h is generated by g," that is, h g x (mod p)for some x < p(equivalently, this means "log gh (mod p – 1) exists"). What is the probability of A for random g and h? It is not very straightforward to evaluate Prob [A] directly. However, the evaluation can be made easy by first evaluating a few conditional probabilities followed by applying the theorem of total probability. Denote by ordp(g) the (multiplicative) order of g (mod p), which is the least natural number i such that gi 1 (mod p). The value Prob [A] depends on the following four mutually exclusive events.



i. E1 : ordp(g) = p – 1 = 2q and we know Prob (here p is Euler's phi function; in S there are exactly f(2q) = q – 1 elements of order 2q). In this case, any h < p must be generated by g (g is a generator of the set S), and so we have Prob [A | E1] = 1. ii. E2 : ordp(g) = q and similar to case (i) we know Prob . In this case, h can be generated by g if and only if ordp(h) | q. Since in the set S there are exactly q elements of



iii.



ii.



orders dividing q, we have Prob



.



iii. E3 : ordp(g) = 2. Because there is only one element, p – 1, of order 2, so Prob . Only 1 and p – 1 can be generated by p – 1, so we have Prob . •



Table of Contents



Modern Cryptography: Theory and Practice



iv. E4 : ordp(g) = 1. Only element ByWenbo Mao Hewlett-Packard Company



1 is of order 1, and so Prob



be generated by 1, and we have Prob
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not only are mutually exclusive, but also form all possible cases for ISBN: 0-13-066943-1 the orders of g. Therefore we can apply the theorem of total probability to obtain Prob [A]: Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



3.5 Random Variables and their Probability Distributions In cryptography, we mainly consider functions defined on discrete spaces (such as an interval of integers used as a cryptographic key-space, or a finite algebraic structure such as finite group or field). Let discrete space S have a finite or countable number of isolated points x1,x 2, …, xn, …, • Table the of Contents x#S. We consider general case that S may contain a countable number of points, and in that Modern Cryptography: and Practice case, #S = . ThisTheory will allow us to conduct computational complexity analysis of our algorithms and protocols in an asymptotic manner (see §4.6). By Wenbo Mao Hewlett-Packard Company Definition 3.5:Discrete Random Variables and their Distribution Function Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1



1. APages: (discrete) random variable is a numerical result of an experiment. It is a function defined 648 on a (discrete) sample space. 2. Let be a (discrete) probability space and x be a random variable. A (discrete) distribution function of x is a function of type provided by a list of probability values Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys such behave that nicely.It the following revealsconditions the general areunfitness satisfied:of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, pi working 0; explainsi.their principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. ii. Now let us look at two discrete probability distributions which are frequently used in cryptography. From now on we shall always drop the word "discrete" from "discrete probability space," "discrete probability distribution," etc. All situations in our considerations will always be discrete.



3.5.1 Uniform Distribution The most frequently used random variables in cryptography follows uniform distribution:



Example 3.7.



LetS be the set of non-negative numbers up to k bits (binary digits). Sample a point in S at random by following the uniform distribution. Show that the probability that the sampled point is ak-bit number is



.



S = {0,1,2, …, 2k – 1} can be partitioned into two disjoint subsets S 1 = {0,1,2, …, 2k–1 –1} and S 2 = {2k–1 ,2k–1 • Table +of1,Contents …, 2k –1} where S 2 contains all k-bit numbers, Applying Modern Cryptography: "Addition 2," Theory weand have Practice



.
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



In this example, the instruction "sample (a point) p in (a set) S at random by following the uniform distribution" is quite long while it is also a frequent instruction in cryptography. For this reason, we shall shorten this long instruction into "picking p in S at uniformly random," or into an even shorter notation: p U S.



3.5.2 Binomial Distribution Suppose an experiment has two results, titled "success" and "failure" (e.g., tossing a coin results in HEADS or TAILS). Repeated independent such experiments are called Bernoulli trials if there are only two possible points for each experiment and their probabilities remain the same throughout the experiments. Suppose that in any one trial.



then



Equation 3.5.1



•
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where



is the number of ways for "picking k out of n."



Publisher: Prentice Hall PTR
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happen in the number of ways for "picking k out of n," that is, the event has points. Secondly, each point consists of k "successes" and n – k "failures," we have the probability pk(1 –p) n–k for this point. If random variable x nschemes takes values 0,1,…, n, and for value p with 0< < 1 Many cryptographic and protocols, especially those based onp public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic then we say that x n and follows binomial distribution. Comparing (3.5.1), we know that schemes, protocols systems, many of them standards or dewith factoones, studies them closely, Bernoulli trial follows the binomial distribution. We denote by b(k;n,p) a binomial term where k explains their working principles, discusses their practicalusages, and examines their strong = 0,1,…, n and 0 < p < 1. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Example 3.8.



i. Let a fair coin be tossed 10 times. What is the probability for all possible numbers of "HEADS appearance" (i.e., appears 0, or 1, or, …, or 10 times)? ii. The probability for "HEADS appears 5 times?" iii. What is that for "HEADS appears less than or equal to 5 times?" For (i), since this event always occurs, it should have probability 1. Indeed, applying "Addition Rule 2," we have



•
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, For weormust sum the probabilities forversions, all casesas of these 5 or less "HEADS usually appearances:" have(iii), basic so-called "textbook crypto" versionsare the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Fig plots binomial distribution for p = 0.5background and n = 10,material i.e., that used in Example 3.8.for The3.1 book alsothe includes self-containedtheoretical that is the foundation modern cryptography.



Figure 3.1. Binomial Distribution



The reader should pay particular attention to the difference between Example 3.8.(ii) and Example 3.8.(iii). The former is the area of the central rectangular in Fig 3.1 while the latter is the sum of the left six of them. In applications of binomial distributions (e.g., in §4.4.1, §4.4.5.1 and §18.5.1), the probability • Table of Contents of having exactly r "successes" (as in Example 3.8.(ii), a single term) is less interesting than the Modern Cryptography: Theory and Practice probability of r or less (or more) "successes" (as in Example 3.8.(iii), the sum of many terms). By Wenbo Maothe Hewlett-Packard Company Moreover, sum of some terms will be much more significant than that of some others. Let us now investigate "the significant sum" and "the negligible sum" in binomial distributions. Publisher: Prentice Hall PTR Pub Date: July 25, 2003
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Stacking consecutive binomial terms, we have



Equation 3.5.2 Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealThe second term in the right-hand sidechooses is positive when k < a(nset + of 1)ppracticalcryptographic and then becomes negative world application scenarios. This book to introduce after k > (n + 1)p. So, the ratio in (3.5.2) is greater than 1 when k < (n + 1)p and them is lessclosely, than 1 schemes, protocols and systems, many of them standards or de factoones, studies after k > (n + 1)p. Consequently, b(k;n,p) increases as k does before k reaches (n + 1)p and explains their working principles, discusses their practicalusages, and examines their strong then after k > security (n + 1)p. Therefore,oftenwith the binomial termevidence b(k;n,p)formally reaches established. the maximum (i.e., decreases fit-for-application) properties, security value at the point k = (n + 1)p . The binomial term The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Equation 3.5.3



is called the central term. Since the central term reaches the maximum value, the point (n + 1)p is one with "the most probable number of successes." Notice that when (n + 1)p is an integer, the ratio in (3.5.2) is 1, and therefore in this case we have two central terms b((n + 1)p – 1; n, p) and b((n + 1)p;n, p). Letr > (n + 1)p, i.e., r is a point somewhere right to the point of "the most probable number of successes." We know that terms b(k;n, p) decrease for all k r. We can estimate the speed of the decreasing by replacing k with r in the right-hand side of (3.5.2) and obtain



Equation 3.5.4



In particular, we have •
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Now r > np, let see an upper bound oftakes the probability having rtoorintroducing more "successes," manyfor textbooks on us cryptography. This book adifferent of approach which is cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Equation 3.5.6 demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. By (3.5.5), we have



Replacings back to



, we have



Now we notice that there are only r – (n + 1)p binomial terms between the central term and b(r; n, p), each is greater than b(r;n, p), and their sum is still less than 1. Therefore it turns out that b(r;n, p) < (r – (n + 1)p) –1 . We therefore finally reach



Equation 3.5.7



•
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The bound in (3.5.7) is called a right tail of the binomial distribution function. We can see that ByWenbo Mao Hewlett-Packard Company ifr is slightly away from the central point (n + 1)p, then the denominator in the fraction of (3.5.7) is not zero and hence the whole "right tail" is bounded by a quantity which is at the –1 . PTR Publisher: of Prentice magnitude (np)Hall Hence, a right tail is a small quantity and diminishes to 0 when n gets Pub Date: July 25, 2003 large. ISBN: 0-13-066943-1



We can analogously derive the bound for a left tail: Pages: 648



Equation 3.5.8 Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness(Exercise of "textbook The derivation is left for the reader as an exercise 3.7).crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld scenarios. This book chooses tothe introduce a set practicalcryptographic At firstapplication sight of (3.5.7) and (3.5.8) it seems that two tails areof bounded by quantities which schemes, protocols and systems, many of them standards or de factoones, studies them closely, are at thetheir magnitude . We should however that the estimates derivedtheir in (3.5.7) explains workingofprinciples, discusses theirnotice practicalusages, and examines strongand (3.5.8) are only two upper bounds. The real oftenwith speed thatsecurity a tail diminishes to 0 is much faster than (i.e., fit-for-application) security properties, evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for does. cryptography. The following numerical example reveals this fact (also see the soundness and modern completeness properties of Prot 18.4 in §18.5.1.1).



Example 3.9. Letp = 0.5. For various cases of n, let us compute left tails of binomial distribution functions bounded to the point r = n(p – 0.01).



i. Forn = 1,000, the corresponding left tail is:



ii. Forn = 10,000, the corresponding left tail becomes:



iii. Ifn is increased to 100,000, then the corresponding tail is trivialized to:



iii.



Comparing these results, it is evident that a tail diminishes to 0 much faster than



does.



Sincep = 0.5, the distribution density function is symmetric (see Fig 3.1). For a symmetric distribution, a right tail equals a left one if they have the equal number of terms. Thus, for case • Table of Contents (iii), the sum of the two tails of 98,000 terms (i.e., 98% of the total terms) is practically 0, while Modern Cryptography: Theory and Practice the sum of the terms of the most probable number of successes (i.e., 2% of the total terms ByWenbo Mao Hewlett-Packard Company



around the center, there are 2,001 such terms) is practically 1. Publisher: Prentice Hall PTR Pub Date: July 25, 2003
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RecallDefinition 3.2: it states that if in n identical trials E occurs stably m times and if n is sufficiently large, then



is the probability of E.



Consider that in Bernoulli trials with probability p for "success," the random variable x n is the Many cryptographic schemes and protocols, especially those based on public-keycryptography, number of "successes" n trials. crypto" Then versions, is the average number of "successes" in nsubjects trials. By have basic or so-called in "textbook as these versionsare usually the for many textbooks on cryptography. This book takes adifferent approach to introducing Definition 3.2, it pays should be more close attention to p. cryptography: much tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness the real worlda by Now we consider, for example, the probability that of "textbook exceeds pcrypto" + a for for any a> 0 (i.e., is demonstratingnumerous attacks on such schemes, protocols and systems under variousrealarbitrarily small but fixed). Clearly, this probability is world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



By (3.5.7), we have



Equation 3.5.9



Thus,



Equation 3.5.10



Analogously we can also see



Therefore we have (the law of large numbers): •
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This form of the law of large numbers is also called Bernoulli's theorem. It is now clear that Pages:3.2 648can be derived as a corollary of the law of large numbers. However, we have Definition provided it in the form of a definition because we consider that itself is sufficiently intuitive.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



3.6 Birthday Paradox For any function f : X



•



Y where Y is a set of n elements, let us solve the following problem:



For a probability bound (i.e., 0 < < 1), find a value k such that for k pairwise distinct Contents valuesxTable , …, xk UX, the k evaluations f(x 1),f(x 2), …, f(xk) satisfy 1,x 2of
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That in k evaluations of the function, a collision has occurred with the probability no less ISBN:is, 0-13-066943-1 than . Pages: 648 This problem asks for a value k to satisfy the given probability bound from below for any function. We only need to consider functions which have a so-called random property: such a function maps uniform input values in X to uniform output values in Y. Clearly, only a function with such a random property can enlarge the value k for the given probability bound, which can Many cryptographic schemes and protocols, those based on public-keycryptography, then be able to satisfy other functions for theespecially same probability bound. Consequently, it is have basic or so-called "textbook crypto" versions, as these versionsare thebe subjects for necessary that #X > #Y; otherwise it is possible that for some functions usually there will no collision many textbooks on cryptography. This book takes adifferent approach to introducing occurring at all. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains crypto" isonly good in an ideal world where data are random and bad Thus, wewhy can "textbook assume that the function evaluation in our problem has n distinct and equally guys behave nicely.It reveals general unfitness of "textbook crypto" for from the real world possible points. We can modelthe such a function evaluation as drawing a ball a bag of nby demonstratingnumerous attacks onthe such schemes, protocols and systems under differently colored balls, recording color and then replacing the ball. Then thevariousrealproblem is to world application scenarios. chooses tocolor introduce set of practicalcryptographic find the value k such that at This leastbook one matching is metawith probability . schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, their strong There is no color restriction on thediscusses first ball.their Let ypracticalusages, the examines ith instance of ball i be the color for and (i.e., fit-for-application) properties, security established. drawing. The second ballsecurity should not have theoftenwith same color as theevidence first one,formally and so the probability The includes self-containedtheoretical that is the foundation for for y book y also y background y material 2 1 is 1 – 1/n; the probability for y 3 1 and y3 2 is 1 – 2/n, and so on. Upon modern cryptography. drawing the kth ball, the probability for no collision so far is



For sufficiently large n and relatively small x, we know



or



So



•
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k balls without collision. Therefore the probability for at least



one collision should be Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Equalizing this value to , we have Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad or guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for that is, cryptography. modern



Equation 3.6.1



Thus, for a random function mapping onto Y, we only need to perform this amount of evaluations in order to meet a collision with the given probability . From (3.6.1) we can see that even if is a significant value (i.e., very close to 1), the value log in general k is proportional to If we consider



= ½, then



Equation 3.6.2



.



will remain trivially small, and hence



The square-root relationship between k and n shown in (3.6.1) and in (3.6.2) suggests that for a random function with the cardinality of the output space being n, we need only to make roughly evaluations of the function and find a collision with a non-negligible probability. This fact has a profound impact on the design of cryptosystems and cryptographic protocols. For • Table of Contents example, for a piece of data (e.g., a cryptographic key or a message) hidden as a pre-image of a Modern Cryptography: Theory and Practice cryptographic function (which is typically a random function), if the square root of this data is By Wenbo Mao Hewlett-Packard Company not a sufficiently large quantity, then the data may be discovered by random evaluation of the function. Such an attack is often called square-root attack or birthday attack. The latter name Publisher: is duePrentice to theHall following PTR seemingly "paradoxical phenomenon:" taking n = 365 in (3.6.2), 25, 2003 we Pub findDate: k July 22.49; that is, in order for two people in a room of random people to have the same birthday ISBN: 0-13-066943-1 with more than 50% chance, we only need 23 people in the room. This seems to be a little bit of counter-intuition at first glance. Pages: 648



3.6.1 Application of Birthday Paradox: Pollard's Kangaroo Algorithm for Index Computation Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Let p be a prime number. Under certain conditions (which willapproach become apparent in Chapter 5) many textbooks on cryptography. This book takes adifferent to introducing x (mod p) is essentially a random function. That the modulo exponentiation function f(x) = g cryptography: it pays much more attention tofit-for-application aspects of cryptography. It is, for x = 1, 2, …, p – 1, the value f(x)good jumps wildly in world the range interval [1, random p – 1]. This explains why "textbook crypto" isonly in an ideal where data are and bad function has wide applications in cryptography because it has a one-way property: guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real computing world by y – 1(y), is = f(x) is very easy (using Alg 4.3) while inverting the function, i.e., extracting x = f demonstratingnumerous attacks on such schemes, protocols and systems under variousrealextremely difficultscenarios. for almostThis all ybook [1,chooses p – 1]. to introduce a set of practicalcryptographic world application schemes, protocols and systems, many of them standards or de factoones, studies them closely, Sometimes for y = f(x) we know x [a, b] for some a and b. Clearly, evaluations of f(a),f(a + explains their working principles, discusses their practicalusages, and examines their strong 1), …, can reveal x before exhausting b – a steps. If b – a is too large, then this exhaustive (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book search method also includes cannot be self-containedtheoretical practical. However, if background is a material tractablethat value is (for the foundation example, b for –a modern cryptography. 2 100 and so 2 50 , a gaspingly handleable quantity), then birthday paradox can play a role in inverting f(x) in steps. Pollard discovers such a method [238]; he names the algorithm l-method and kangaroo method for index computation. The meanings of these names will become clear in a moment. Pollard describes his algorithm using two kangaroos. One is a tame kangaroo T and the other is a wild one W. The task of extracting the unknown index value x from y = gx (mod p) is modeled by catching W using T. This is done by letting the two kangaroos jump around in the following ways. Let S be an integer set of J elements (J = log2(b – a) , hence small):



Each jump made by a kangaroo uses a distance which is randomly picked from S. Each kangaroo carries a mileageometer to accumulate the distance it has travelled. T starts its journey from the known point t0 = g b (mod p). The known point is b which can be considered as the home-base since T is tame. Its path is



Equation 3.6.3



LetT jump n steps then it stops. We will decide how large n should be in a moment. After n-th jump, the mileageometer carried by T records the distance so far as •
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Using Pages: the distance recorded on T's mileageometer, we can re-express (3.6.3) into 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, x (mod p). The have basic so-called "textbook crypto" versions, these usually the subjects W starts itsor journey from an unknown point hidden as in w unknown point isfor x 0 = gversionsare many textbooks on cryptography. book Its takes adifferent approach to introducing and that is why this kangaroo is a This wild one. path is cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave 3.6.4 nicely.It reveals the general unfitness of "textbook crypto" for the real world by Equation demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for The mileageometer carried by W also records the distance so far: modern cryptography.



Similar to the expression for T's footprints, using the distance recorded on W's mileageometer we can also re-express (3.6.4) into



It is clear that footprints of the two kangaroos, t(i) and w(j), are two random functions. The former ranges over a set of i points and the latter, j points. Due to birthday paradox, within roughly



jumps made by T and by W, respectively, a collision t(x) = w(h) should occur for some x



n and



h n. This is when T and W landed on the same point. One may imagine this as W landing on a trap set by T. Now W is caught. The probability of occurring a collision tends to 1 quickly if the number of random jumps the two kangaroo make exceed •



.
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m n. One may imaging that the collision equation t(x) = w(h) represents the point where the two legs of the Greek letter l meet, and after that meeting point, the two kangaroos jumps on Prentice Hall PTR the Publisher: same path which will eventually lead to the detection of w(m) = t(n) (recall that T jumps a Pub Date: JulyThis 25, 2003 fixed n steps). is explains l as the other name for the algorithm. ISBN: 0-13-066943-1
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic Namely, weorhave so-called extracted "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Since we have kept the two mileageometers d(m – 1) and D(n – 1), we can compute x using the schemes, protocols and systems, many of them standards or de factoones, studies them closely, "miles" accumulated in them. It is possible that the two kangaroos over run a long distance after explains their working principles, discusses their practicalusages, and examines their strong they have landed on the same point, and so the extracted index value can be x + o for some o (i.e., fit-for-application) security properties, oftenwith security evidence formally established. satisfyingg o (mod p) = 1. If this is the case, it's harmless to just consider x + o as the targeted The book also includes self-containedtheoretical background material that is the foundation for index value. modern cryptography. This is a probabilistic algorithm, which means that it may fail without finding a collision (i.e., fail to output the targeted index value). Nevertheless, due to the significant collision probability we have seen in §3.6, the probability of failure can be controlled to adequately small. Repeating the algorithm by offsetting W's starting point with a known offset value d, the algorithm will terminated within several repetitions. The value



being feasibly small is the condition for the l-algorithm to be practical.



Therefore, setting proportional to computing



(the number of jumps made by T), the algorithm runs in time modulo exponentiations. The space requirement is trivial:



there are only J = log(b – a) elements to be stored. The time constraint means that the algorithm cannot be practical for extracting a large index value. Pollard considers this limitation as that kangaroos cannot jump across continents.



3.7 Information Theory Shannon's definition for entropy [262,263] of a message source is a measure of the amount of information the source has. The measure is in the form of a function of the probability distribution over the set of all possible messages the source may output. •
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respectively, and these probabilities satisfy



Equation 3.7.1 Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealThe entropy of thescenarios. source S is world application This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Equation 3.7.2 (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



The entropy function H(S) defined in (3.7.2) captures a quantity which we can name "number of bits per source output." Let us explain the entropy function by assigning ourselves a simple job: considering that the sourceS is memoryless, we must record the output from S. A straightforward way to do the job is to record whatever S outputs. However, from (3.7.1) we know that each output from S will be one of the n symbols a1,a 2, …, an which are already known to us. It can be quite uninteresting and inefficient to record known things. Thus, the question for us is, how can we efficiently record somethinginteresting in the output from S? LetS output these symbols in a k consecutive sequence, i.e., S outputs a word of k symbols



LetL



k



denote the minimum expected number of bits we have to use in order to record a k-



symbol word output from S. We have the following theorem for measuring the quantity Lk.



. Theorem 3.2 Shannon [262,263] •
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The statement is in its limit form. Many cryptographic schemes and protocols, especially those based on public-keycryptography, In other words, the minimum average number of bits for recording per output from Sfor is have basic or so-called "textbook crypto" versions, as needed these versionsare usually the subjects H(S). many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys nicely.It reveals the general unfitness of "textbook crypto" for the real world by 3.7.1behave Properties of Entropy demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic The function H(S) has the minimum value 0 if S outputs some symbol, say a1, with probability 1, schemes, protocols and systems, many of them standards or de factoones, studies them closely, since then explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



This case captures the fact that when we are sure that S will only and definitely output a1, then why should we waste any bit to record it? The function H(S) reaches the maximum value of log2n if S outputs each of these n symbols with equal probability 1/n, i.e., S is a random source of the uniform distribution. This is because under this situation



This case captures the following fact: since S can output any one of these n symbols with equal probability, we have to prepare log2n bits in order to mark any possible one of the n numbers. To this end we can think of H(S) as the amount of uncertainty, or information, contained in each output from S.



Example 3.10. Consider Prot 1.1 ("Coin Flipping Over Telephone"). Whether running over telephones or on connected computers, that protocol is for Alice and Bob to agree on a random bit. In the protocol, Alice picks a large random integer , then sends f(x) to Bob under the one-way functionf, and finally reveals x to Bob after his random guess. Viewed by Bob, x as a whole • Table of Contents number should not be regarded as a piece of new information since he knows already that x is Modern Cryptography: Theory and Practice one element in N before even receiving f(x). Bob only uses an interesting part of Alice's output: By Wenbo Mao Company a random bit agreed with Alice. Thus, we have the parity ofHewlett-Packard x is used to compute Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It That is, Alice a sourcecrypto" of 1 bitisonly per output, even though her where outputdata is a large integer. explains why is "textbook good in an ideal world are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by If Alice and Bob repeat running Prot 1.1 n times, they can agree on a string of n bits: a correct demonstratingnumerous attacks on such schemes, protocols and systems under variousrealguess by Bob outputs 1, while an incorrect guess outputs 0. In this usage of the protocol, both world application scenarios. This book chooses to introduce a set of practicalcryptographic Alice and Bob are 1-bit-per-protocol-run random sources. The agreed bit string is mutually trust schemes, protocols and systems, many of them standards or de factoones, studies them closely, by both parties as random because each party has her/his own random input and knows that the explains their working principles, discusses their practicalusages, and examines their strong other party cannot control the output. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



3.8 Redundancy in Natural Languages Consider a source S(L) outputs words in a natural language L. Suppose that, on average, each word in L has k characters. Since by Shannon's Theorem (Theorem 3.2),H(S(L)) is the minimum average number of bits per output from S(L) (remember that per output from S(L) is a word of k • of Contents characters), Table the value Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 648minimum average number of bits per character in language L. The value r(L) is shouldPages: be the called the rate of languageL. Let L be English. Shannon calculated that r(English) is in the range of 1.0 to 1.5 bits/letter [265].



Let = {a, b, …, z}. Then we know r( ) = log2 26 4.7 bits/letter. r( ) is called absolute Many cryptographic schemes andset protocols, especially those based on public-keycryptography, rate of language with alphabet . Comparing r(English) with r( ), we see that the actual haveof basic or so-called "textbook versions, these versionsare usually the subjects for rate English is considerably lesscrypto" than its absoluteas rate. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Theredundancy of language L with alphabet set is explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys nicely.It reveals the general unfitness of "textbook crypto" for the real world by r( ) behave – r(L) (bits per character). demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This bookof chooses to introduce a set of practicalcryptographic Thus for a conservative consideration r(English) = 1.5, redundancy of English is 4.7 – 1.5 = schemes, protocols and systems, many of them standards or de factoones, studies them closely, 3.2 bits per letter. In terms of percentage, the redundancy ratio is 3.2/4.7 68%. In other explains their working principles, discusses their practicalusages, and examines their strong words, about 68% of the letters in an English word are redundant. This means a possibility to (i.e., fit-for-application) security properties, oftenwith security evidence formally established. compress an English article down to 32% of its original volume without loss of information. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Redundancy in a natural language arises from some known and frequently appearing patterns in the language. For example, in English, letter q is almost always followed by u; "the," "ing" and "ed" are a few other known examples of patterns. Redundancy in natural languages provides an important means for cryptanalysis which aims for recovering plaintext messages or a cryptographic key from a ciphertext.



Example 3.11. We have mentioned in Chapter 1 that in this book we will study many kinds of attacks on cryptographic algorithms and protocols. In a later chapter (Chapter 14) we will introduce and discuss four kinds of attacks on encryption algorithms which have rather long names. They are: Passive plaintext indistinguishable attack Active plaintext indistinguishable attack in the chosen-plaintext mode Active plaintext indistinguishable attack in the non-adaptive chosen-ciphertext mode Active plaintext indistinguishable attack in the adaptive chosen-ciphertext mode Full meanings of these attacks will be explained in that chapter. Here we only need to point out



the following two facts about these attacks:



1. The use of long names is very appropriate because behind each of these long-named attacks there is a non-trivial amount of information to convey. 2. InChapter 14 we will only deal with these four attacks. •
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Since in Modern Cryptography: Chapter 14Theory we will and only Practice deal with these four attacks, the actual entropy of these names can be as low as 2 bits per name. However, because numbers 0, 1, 2, and 3 and a few other ByWenbo Mao Hewlett-Packard Company single characters (e.g., letter "a", index "i", "j", security parameter "k", etc.) will appear in Chapter 14, in order to uniquely identify these attacks, we actually have to use more than two Publisher: Prentice Hall PTR bits of information to name these attacks. Pub Date: July 25, 2003



Notice ISBN: that 0-13-066943-1 we will not use strings a0, a1, a2, a3 in any part of Chapter 14; we can actually shorten the four long attacking names to these four strings, respectively, without causing any Pages: 648 ambiguity. Consequently, within Chapter 14, the entropy for naming these four attacks can reasonably be as low as 4.7 + 2 = 6.7 (bits per name). Here 4.7 bits are for representing the letter "a", and 2 bits are for representing the numbers 0, 1, 2, 3. On the other hand, by simple counting the reader can find that the average length of the four Many cryptographic schemes and protocols, especially those based on public-keycryptography, long names is 62.75 (letters). Therefore, the average number of bits per letter in these long have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for names is 6.7/62.75 < 0.107. From this result, we can further calculate the redundancy of these many textbooks on cryptography. This book takes adifferent approach to introducing long names as (within the scope of Chapter 14): cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern So thesecryptography. long attacking names are very, very redundant! However, the area of study for cryptographic systems with provable strong security is an environment much larger than Chapter 14. Therefore the extremely shortened names a0, a1, a2, a3 used in Example 3.11 are in fact too short for naming these attacks (using so short names may cause ambiguity in understanding and uncomfortableness). As a matter of fact, the latter three attacking names listed in Example 3.11 are shortened into IND-CPA, IND-CCA and INDCCA2, respectively. We will adopt these names in Chapter 14 too. Finally we point out that the reason why only the latter three long names are shortened is because in the area of study the latter three attacks are discussed more frequently. For "passive (plaintext indistinguishable) attack," we are comfortable enough to use the long name since the attack is a less frequently discussed topic due to its ease of prevention.



3.9 Chapter Summary In this chapter we have conducted a very rudimentary study of probability and information theory. However, the material is sufficient for the use in this book. • Table Contents In probability, it isofvery important to understand and be familiar with the basic notions, the Modern Cryptography: Theoryfor andthe Practice properties and the rules basic calculations. We should emphasize that a good understanding of the very basics, ByWenbo Mao Hewlett-Packard Company which is not a difficult task at all, will help the most. We have witnessed that useful theorems and tools, e.g., the law of total probability, the law of large numbers and birthday paradox, can be derived solely from a few basic and intuitive properties Publisher: Prentice Hall PTR and rules. Pub Date: July 25, 2003



0-13-066943-1 In the ISBN: rest of this book we will frequently meet applications of conditional probability, the law of Pages: 648 total probability, binomial distributions, and birthday paradox (we have already seen Pollard's lalgorithm as a good application of birthday paradox). In these applications we will become more and more familiar with these useful tools.



We have also conducted a basic study of information theory. We now understand that entropy of a message source is a measure on the amount of information contained in messages from the Many cryptographic schemes and protocols, especially those based on public-keycryptography, source, or on the degree of randomness (unpredictability) of these messages. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Exercises 3.1 •



Throw two dice one after the other. Find the probability of the following events: Table of Contents
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i. sum is 7, 1, and less than or equal to 12;



Publisher: Prentice Hall PTR ii. second die



< first die;



Pub Date: July 25, 2003



at least ISBN: iii. 0-13-066943-1



one die is 6;



Pages: 648



iv. given that the first die is 6, the second die is 6.



3.2



In the preceding problem, find the probability that the first die is 3 given that the sum is greater or equal to 8.



Many3.3 cryptographic basedare on color public-keycryptography, Given thatschemes 4.5% of and the protocols, populationespecially and 0.6%those of females blind, what is the have basicpercentage or so-calledof"textbook crypto"inversions, as consists these versionsare the subjects for color blindness males who of 49.9% usually of the population? many textbooks on cryptography. This book takes adifferent approach to introducing Hint:itapply law of total probability. cryptography: pays the much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys3.4 behave nicely.It thedistributed general unfitness ofp/2]. "textbook crypto" for thethat real sin world Suppose q isreveals uniformly in [–p/2, Find the probability q by demonstratingnumerous attacks on such schemes, protocols and systems under variousreal½, and that |sin q| ½. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, 3.5 A quarter numbers in a set of numbers are square numbers. Randomly picking 5 explains their working principles, discusses their practicalusages, and examines their strong numbers from the set, find the probability for majority of them being square (i.e., fit-for-application) security properties, oftenwith security evidence formally established. numbers. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Hint: analogous to Example 3.8.(iii), sum up the majority cases of number of squares



3.



3.6



What are (left, right) tails of a binomial distribution function?



3.7



Derive (3.5.8), an upper bound for a "left tail" of the binomial distribution function.



3.8



Why can Definition 3.2 be viewed as a theorem which can be derived from the law of large numbers?



3.9



Letn = pq with p and q being distinct large primes of roughly equal size. We know that for any a < n and gcd(a, n) = 1, it holds ap+q = an+1 (mod n). Prove that n can be factored in n¼ steps of searching. Hint: search index p+q from ap+q (mod n) by applying Pollard's l-algorithm, with noticingp+q



3.10



n



½;



then factor n using p+q and pq.



InProtocol "Coin Flipping Over Telephone," Alice picks a large and uniformly random integer. What is the entropy of Alice's source measured at Alice's end, and what is that measured by Bob?



3.11



InExample 3.11 we have measured the redundancy for four very long attacking names to be introduced Chapter 14 with respect to four extremely shortened names: a0, a1, a2, a3. Now, in the scope of that chapter measure the redundancy for the following four reasonably shortened attacking names: Passive IND-Attack,
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.
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Section 4.7. Polynomial-time Indistinguishability Section 4.8. Theory of Computational Complexity and Modern Cryptography Section 4.9. Chapter Summary Many cryptographic schemes and protocols, especially those based on public-keycryptography, have Exercises basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



4.1 Introduction If a random variable follows the uniform distribution and is independent from any given information, then there is no way to relate a uniformly random variable to any other information by any means of "computation." This is exactly the security basis behind the only unconditionally • Table of Contents secure encryption scheme: one-time pad, that is, mixing a (or information-theoretically) Modern Cryptography: Theory(called and Practice uniformly random string key string) with a message string in a bit by bit fashion (see §7.3.3). TheHewlett-Packard need for independence between the key string and the message string requires the By Wenbo Mao Company two strings to have the same length. Unfortunately, this poses an almost unpassable limitation for Publisher: a practical use Hall of the Prentice PTR one-time-pad encryption scheme. Pub Date: July 25, 2003



Nevertheless (and somewhat ironical), we are still in a "fortunate" position. At the time of ISBN: 0-13-066943-1 writing, the computational devices and methods which are widely available to us (hence to code Pages:are 648based on a notion of computation which is not very powerful. To date we have not breakers) been very successful in relating, via computation, between two pieces of information if one of them merely "looks random" while in fact they are completely dependent one another (for example, plaintext, ciphertext messages in many cryptosystems). As a result, modern cryptography has its security based on a so-called complexity-theoretic model. Security of such cryptosystems is conditional various assumptions that certain problems are intractable. Here, Many cryptographic schemeson and protocols, especially those based on public-keycryptography, "intractable" means that the widely available computational methods cannot effectively handle have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for these problems. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It We should point out thatcrypto" our "fortunate" position may only bewhere temporary. A new and and much more explains why "textbook isonly good in an ideal world data are random bad powerful model of computation, quantum information processing (QIP), has emerged. Under guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by this new model of computation, exponentially many computation steps can be under parallelized by demonstratingnumerous attacks on such schemes, protocols and systems variousrealmanipulating so-called "super-position" of quantum states. The consequence: many useful world application scenarios. This book chooses to introduce a set of practicalcryptographic hard problems thesystems, security bases forthem complexity-theoretic cryptography will closely, schemes, underlying protocols and many of standards or de based factoones, studies them collapse, that is, will become useless. For example, using a quantum computer, factorization explains their working principles, discusses their practicalusages, and examines their strong and multiplication of integerssecurity will takeproperties, similar time if the integers similar sizes, and (i.e., fit-for-application) oftenwith securityprocessed evidence have formally established. hence, e.g., the famous public-key cryptosystems of Rivest, Shamir and Adleman (RSA) [246] The book also includes self-containedtheoretical background material that is the foundation for (see §8.5) will be thrown out of stage. However, at the time of writing, the QIP technique is still modern cryptography. quite distant from practical applications. The current record for factoring a composite number: 15 (see e.g., [300]), which is the least size, odd and non-square composite integer. Therefore, let us not worry too much about the QIP for the time being. The rest of this chapter provides an introduction to our "less-powerful" conventional computational model and to the complexity-theoretic based approach to modern cryptography.



4.1.1 Chapter Outline §4.2 introduces the Turing computation model. §4.3 introduces the class of deterministic polynomial-time, several useful deterministic polynomial-time algorithms and expressions for complexity measurement. §4.4 and §4.5 introduce two subclasses of non-deterministic polynomial-time (NP) problems. The first subclass (§4.4) is probabilistic polynomial-time which is further broken down to four subclasses of efficiently solvable problems (§4.4.2–§4.4.5). The second subclass (§4.5) is the problems which are efficiently solvable only with an internal knowledge and play an important role in the complexity-theoretic-based modern cryptography. §4.6 introduces the notion of complexities which are not bound by any polynomial. §4.7 instantiates the non-polynomial bounded problems to a decisional case: polynomial-time indistinguishability. Finally, §4.8 discusses the relationship between the theory of computational complexity and modern cryptography.



4.2 Turing Machines In order to make precise the notion of an effective procedure (i.e., an algorithm), Turing proposed an imaginary computing device, called a Turing machine, to provide a primitive yet sufficiently general model of computation. The computational complexity material to be • Tablefollows of Contents introduced here the computation model of Turing machines. Below we introduce a variant Modern Cryptography: Theory and Practice version of Turing machines which are sufficient for our purpose of computational complexity study. general description of Turing machines can be studied in, e.g., §1.6 of [9]. By WenboAMao Hewlett-Packard Company In our variant, a Turing machine (see picture in Fig 4.1) consists of a finite-state control unit, Publisher: Prentice Hall PTR



some ( 2003 1) of tapes and the same number of tapeheads. The finite-state control unit Pubnumber Date: Julyk25, controls the operations of the tapeheads which read or write some information from or to the ISBN: 0-13-066943-1 tapes; each tapehead does so by accessing one tape, called its tape, and by moving along its Pages: 648 tape either to left or to right. Each of these tapes is partitioned into an infinite number of cells. The machine solves a problem by having a tapehead scanning a string of a finite number of symbols which are placed sequentially in the leftmost cells of one tape; each symbol occupies one cell and the remaining cells to the right on that tape are blank. This string is called an input of a problem. The scanning starts from the leftmost cell of the tape that contains the input while Many cryptographic schemes and protocols, especially based on public-keycryptography, the machine is in a designated initial state. At any timethose only one tapehead of the machine is have basicits or tape. so-called "textbook crypto" as these versionsare usually the subjects accessing A step of access made versions, by a tapehead on its tape is called a (legal) move. Iffor many textbooks on from cryptography. book takes adifferent approach to introducing the machine starts the initial This state, makes legal moves one after another, completes cryptography: it pays much more attention of cryptography. It scanning the input string, eventually causestofit-for-application the satisfaction of aaspects terminating condition and explainsterminates, why "textbook isonly good anrecognize ideal world are random and badwill thereby thencrypto" the machine is saidinto thewhere input.data Otherwise, the machine guys behave the general unfitness crypto" for the real at some pointnicely.It have noreveals legal move to make; then it of will"textbook halt without recognizing the world input. by An demonstratingnumerous on such schemes, protocols and systems under variousrealinput which is recognizedattacks by a Turing machine is called an instance in a recognizable language. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, security evidence formally established. Figure 4.1. oftenwith A Turing Machine The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



•



Table of Contents



Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, For a given problem, Turing machine can their be fully specified by a and function of its their finite-state explains their workingaprinciples, discusses practicalusages, examines strong control unit. Such a function can be given in the form of a table which lists the machine's next(i.e., fit-for-application) security properties, oftenwith security evidence formally established. step move for each state. We shall provide a problem example and a specification of a Turing The book also includes self-containedtheoretical background material that is the foundation for machine in a moment (see Example 4.1 below). modern cryptography. Upon termination, the number of moves that a Turing machine M has taken to recognize an input is said to be the running time or the time complexity of M and is denoted by T M. Clearly, T M can be expressed as a function T M(n) : where n is the length or size of the input instance, i.e., the number of symbols that consists of the input string when M is in the initial state. Obviously,T M(n) n. In addition to the time requirement, M has also a space requirement S which is the number of tape cells that the tapeheads of M have visited in writing access. The quantityS M can also be expressed as a function S M(n) : and is said to be the space complexity of M. We will see a concrete Turing machine in the next section.



M



4.3 Deterministic Polynomial Time We begin with considering the class of languages that are recognizable by deterministic Turing machines in polynomial time. A function p(n) is a polynomial in n over the integers if it is of the form •



Table of Contents



Modern Cryptography: Theory and Practice
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wherek and c i (i = 0, 1, 2, …, k) are constant integers with ck 0. When k > 0, the former is called the degree, denoted by deg(p(n)), and the latter, the coefficients, of the polynomial p(n). Definition 4.1: Class W e and writeprotocols, to denote the class of languages with the following Many cryptographic schemes especially those based on public-keycryptography, have basic or so-called "textbook versions, these machine versionsare usually the subjects characteristics. A language L is in crypto" if there exists aasTuring M and a polynomial p(n)for many textbooks on cryptography. This book takes adifferent approach to introducing such that M recognizes any instance I L in time T M(n)with T M(n) p(n)for all non-negative cryptography: it pays much moreparameter attention tofit-for-application of cryptography. integers n, where n is an integer representing the sizeaspects of the instance I. We sayItthat L explains why "textbook crypto" isonly good in an ideal world where data are random and bad is recognizable in polynomial time. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealRoughly speaking, languages which are recognizable in polynomial time are considered as world application This book chooses toTuring introduce a set of always "easy." In scenarios. other words, polynomial-time machines arepracticalcryptographic considered as always schemes, protocols and systems, many of them factoones, them closely, "efficient" (we will define the notion of "easy" or standards "efficient" or in de §4.4.6). Here studies let us explain the explains their working principles, discusses their practicalusages, and examines their strong meaning for always. Turing machines which recognize languages in are all deterministic. A (i.e., fit-for-application) security properties, oftenwith formally established. deterministic Turing machine outputs an effect which issecurity entirelyevidence determined by the input to, and The book also includes self-containedtheoretical background material that is the foundation for the initial state of, the machine. In other words, running a deterministic Turing machine twice modern cryptography. with the same input and the same initial state, the two output effects will be identical. We should notice that in Definition 4.1, the universal-style restrictions "any instance I L" and "for all non-negative integers n" are very important. In the study of computational complexity, a problem is considered solved only if any instance of the problem can be solved by the same Turing machine (i.e., the same method). Only so, the method is sufficiently general and thereby can indeed be considered as a method. Let us look at the following example for an illustration.



Example 4.1. Language DIV3 Let DIV3 be the set of non-negative integers divisible by 3. Show DIV3



.



We do so by constructing a single-tape Turing machine to recognize DIV3 in polynomial time. We first notice that if we write the input as integers in the base-3 (i.e., ternary) representation, that is, an input is a string of symbols in {0, 1, 2}, then the recognition problem becomes trivially easy: an input x is in DIV3 if and only if the last digit of x is 0. Consequently, the machine to be constructed should simply make consecutive moves to right until reaching a blank symbol, and then it stops with a YES answer if and only if the final non-blank symbol is 0. Clearly, this machine can recognize any instance in number of moves which is the size of the instance. Hence DIV3 .



However, we want to show that the fact DIV3 should be independent from the base representation of the input. It suffices for us to show the case when the input is written in the base-2 (i.e., binary) representation. Let this machine be named Div3. The finite-state control of Div3 follows a "next move" function specified in Fig 4.2.
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. We that the self-containedtheoretical machine Div3 defined by background the function material in Fig 4.2that is sufficiently generalfor for The now bookargue also includes is the foundation recognizing all instances in DIV3. modern cryptography. First, we notice that for recognizing whether or not a binary string x DIV3, it is sufficient for Div3 to have three states, corresponding to the cases when it (its tapehead) completes scanning strings 3k, 3k+1 and 3k+2 (for k 0), respectively. The least input instance 0 stipulates that Div3 must be in an initial state (without loss of generality, let the initial state be q0) upon its completion of scanning input string 0. Without loss of generality, we can assign Div3 to state q 1 upon its completion of scanning input string 1, and to state q2 upon its completion of scanning input string 2 (= (10)2)[a]. [a]



We use (a1a 2…an)b, with ai < b and i = 1, 2, …, n, to denote a number written in the base-b representation; the cases of b = 10 and b = 2 are often omitted if no confusion arises.



For any non-negative integer a in the binary representation, postfixing a with symbol 0 (respectively, symbol 1) yields value 2a (respectively, value 2a + 1). Thus, after completion of scanning a = 3k (when Div3 is in state q 0), Div3 must remain in q0 upon further scanning symbol 0, since at that point it completes scanning 2a = 6k = 3k', and must evolve to q1 upon further scanning symbol 1, since at that point it completes scanning 2a + 1 = 6k + 1 = 3k' + 1. Similarly, after completion of scanning a = 3k + 1 (when Div3 is in state q1), Div3 must evolve toq 2 upon completion of scanning 2a = 6k + 2 = 3k' + 2, and must evolve to q0 upon completion of scanning 2a + 1 = 6k + 3 = 3k'. The remaining two cases for a = 3k + 2 are: 2a = 6k + 4 = 3k' + 1 (Div3 evolves from q2 to q1), and 2a + 1 = 6k + 5 = 3k' + 2 (Div3 stays in q2). So, the three states q0,q



1



and q2 correspond to Div3's completion of scanning strings 3k, 3k + 1



and 3k + 2, respectively, for any k 0. Now upon the head meeting the special symbol "blank," only in state q0 Div3 is configured to ring the bell and stop (meaning to terminate with YES answer) and hence to recognize the input 3k; in the other two states, Div3 will have no legal move to make and therefore halt with no recognition. Finally, it is easy to see TDiv3 (n) = n. Thus, Div3 does recognize language DIV3 in polynomial time. •
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i. The bit string 10101(=(21)10 ) is recognizable; Div3 recognizes the string in T Div3 (|10101|) 0-13-066943-1 =ISBN: |10101| = 5 moves; Pages: 648



ii. The bit string 11100001(=(225)10 ) is another recognizable instance; Div3 recognizes it in T Div3 (|11100001|) = |11100001| = 8 moves; iii. The bit string 10(= (2)10 ) is not recognizable; Div3 decides that it is unrecognizable in two Manymoves. cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application 4.3.1 Polynomial-Time Computational Problemsaspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by By definition, is the class of polynomial-time language recognition problems. language demonstratingnumerous attacks on such schemes, protocols and systems under A variousrealrecognition problem is a decisional problem. For every possible input, a decisional problem world application scenarios. This book chooses to introduce a set of practicalcryptographic requires YES or NO as output. However, class is sufficiently general to enclose polynomialschemes, protocols and systems, many of them standards or de factoones, studies them closely, time computational problems. every possible input, a computational problem requires explains their working principles,For discusses their practicalusages, and examines their strong an output to be more general than a YES/NO answer. Since a Turing machine can write symbols (i.e., fit-for-application) security properties, oftenwith security evidence formally established. to a tape, it can course self-containedtheoretical output information more background general thanmaterial a YES/NO answer. The book alsoof includes that is the foundation for modern cryptography. For instance, we can design another Turing machine which will not only recognize any instance x DIV3, but will also output upon recognition of x. Let this new machine be named Div3Comp. A very simple way to realize Div3-Comp is to have its input written in the base-3 representation. Then the input is an instance in DIV3 if and only if its final digit is 0, and the output from the machine, upon recognition of the input, should be the content on the input-tape after having erased the last 0 unless 0 is the only symbol on the tape. If one insists that Div3Comp must only input and output binary numbers, then Div3-Comp can be realized as follows. It first translates an input x from the base-2 representation into the base-3 representation, and upon obtaining in the base-3 representation it translates the number back to the base-2 representation as the final output. It is evident that these translations can be done digit-by-digit mechanically in c · |x| moves where c is a constant. To this end we know



whereC is a constant. From this example we see evidently that the class problem which can be solved by Div3-Comp.



must include the



A general argument for to enclose polynomial-time computational problems can be given as follows. A computing device in the so-called von Neumann architecture (that is, the modern



computer architecture we are familiar with, [227]) has a counter, a memory, and a central processor unit (CPU) which can perform one of the following basic instructions, called microinstructions, at a time:



Load: •Store:



Loading the content in a memory location to a register (in CPU) Table Storing of Contents the content of a register to a
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Add:



Adding contents of two registers



Comp: Publisher: PrenticeComplementing Hall PTR the content of a register (for via "Add") Pub Date: July 25,subtraction 2003 Jump:ISBN: 0-13-066943-1 Setting the counter to a new value Pages: 648



JumpZ:



"Jump" upon zero content of a register (for conditional branching)



Stop:



Terminating.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for It is well known (see e.g., §1.4 of [9]) that the above small set of micro-instructions is sufficient many textbooks on cryptography. This book takes adifferent approach to introducing for constructing algorithms for solving arbitrary arithmetic problems on a von Neumann cryptography: it pays much more attention tofit-for-application aspects of cryptography. It computer (however notice that by "arbitrary arithmetic problems" we do not mean to consider explains why "textbook crypto" isonly good in an ideal world where data are random and bad instances of arbitrary sizes; we will further discuss this in a moment). It can be shown (e.g., guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Theorem 1.3 in [9]) that each micro-instruction in the above set can be simulated by a Turing demonstratingnumerous attacks on such schemes, protocols and systems under variousrealmachine in polynomial time. Consequently, a problem that can be solved in polynomial time on a world application scenarios. This book chooses to introduce a set of practicalcryptographic von Neumann computer (which implies that the number of micro-instructions used in the schemes, protocols and systems, many of them standards or de factoones, studies them closely, algorithm must be a polynomial in the size of the input to the algorithm) can also be solved by a explains their working principles, discusses their practicalusages, and examines their strong Turing machine in polynomial time. This is because for any polynomials p(n) and q(n), any ways (i.e., fit-for-application) security properties, oftenwith security evidence formally established. of arithmetic combining p(n),q(n),p(q(n)) and q(p(n)) will result in a polynomial in n. Notice The book also includes self-containedtheoretical background material that is the foundation for that we have deliberately excluded multiplication and division from our (simplified) set of micromodern cryptography. instructions. A multiplication between numbers of size n can be done via n additions and hence has its total cost should be measured by n x cost (Add). Division has the same cost as multiplication since it is repeated subtraction which is addition of a complementary number. We should mention an unimportant difference between the computation model based on Turing machines and that based on von Neumann computers. By Definition 4.1, we regard a problem solvable on a Turing machine only if any instance is solvable on the same machine ("one machine to solve them all!"). The cost for solving a problem on a Turing machine is measured by the size of the problem in a uniform manner across the whole spectrum of the size of the problem. There is no need to have a pre-determined bound for the size of a problem. Machine Div3 in Example 4.1 shows this evidently. Due to this property in cost measurement we say that the Turing-machine-based computation model uses the uniform cost measure to measure complexities. In contrast, registers and logical circuits which are the basic building blocks of a von Neumann computer have fixed sizes. As a result, problems solvable on a von Neumann computer must also have a pre-determined size: for the same problem, the bigger an instance is, the bigger a machine is needed for solving it. In general, machines of different sizes do not agree on a uniform measurement on the cost for solving the same problem. We therefore say that a circuit-based computation model (upon which a von Neumann computer is based) has a non-uniform cost measure. However, so far, the difference between the uniform and nonuniform cost measures has not created any new complexity class, or caused any known classes to collapse. That is why we say that this difference is not important. In the rest of this chapter we shall often neglect the difference between a decisional problem and



a computational problem, and the difference among a Turing machine, a modern computer, a procedure, or an algorithm. Decisional or computational problems will be generally called problems, while machines, computers, procedures or algorithms will be generally referred to as methods or algorithms. Occasionally, we will return to describing a language recognition problem, and only then we will return to using Turing machines as our basic instrument of computation. •



Table of Contents



Modern Cryptography: Theory andComputational Practice 4.3.2 Algorithms and Complexity Expressions ByWenbo Mao Hewlett-Packard Company



Let us now study three very useful polynomial-time algorithms. Through the study of these algorithms, we shall Publisher: Prentice Hall(i) PTRget familiar with a programming language which we shall use to write algorithms and protocols in this book, (ii) agree on some notation and convention for expressing Pub Date: July 25, 2003 computational complexity for algorithms and protocols, and (iii) establish the time complexities ISBN: 0-13-066943-1 for a number of arithmetic operations which will be most frequently used in cryptography. Pages: 648



Above we have explained that Turing machines provide us with a general model of computation and with a precise notion for measuring the computational complexity for procedures. However, we do not generally wish to describe algorithms in terms of such a primitive machine, not even in terms of the micro-instructions of a modern computer (i.e., the set of instructions we described in § 4.3.1). In orderand to describe algorithms mathematical statements effectively Many cryptographic schemes protocols, especiallyand those based on public-keycryptography, and clearly, we shall use a high-level programming language called "Pseudo Programming have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Language" which is very close to a number of popular high-level programming languages such many textbooks on cryptography. This book takes adifferent approach to introducing as Pascal or C and canmuch be understood without any difficulty due aspects to its plainly self-explanatory cryptography: it pays more attention tofit-for-application of cryptography. It feature. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application book chooses to introduce a set of practicalcryptographic 4.3.2.1 Greatestscenarios. CommonThis Divisor schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains working principles, theiralgorithm practicalusages, and their strong The first their algorithm we shall study discusses is the famous of Euclid forexamines computing greatest (i.e., fit-for-application) security properties, oftenwith security evidence formally established. common divisor (Alg 4.1). Denoted by gcd(a, b) the greatest common divisor of integers a and The book b) also self-containedtheoretical background material b, gcd(a, is includes defined to be the largest integer that divides both a andthat b. is the foundation for modern cryptography.



Algorithm 4.1: Euclid Algorithm for Greatest Common Divisor INPUT



Integersa > b



OUTPUT



gcd(a, b).



0;



1. ifb = 0 return( a ); 2. return( gcd(b, a mod b) ).



InAlg 4.1, "a mod b" denotes the remainder of a divided by b. (In §4.3.2.5 we will formally define the modular operation and provide some useful facts on modular arithmetic.) The conditiona > b



0 is merely for the purpose of ease of exposition. In the implementation, this



condition can be satisfied by replacing a, b with their absolute values, and by invoking gcd(|b|, |a|) in case |a| < |b|. Now let us examine how Alg 4.1 works. For positive integers a



b, we can always write



Equation 4.3.2 •
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for some integer q 0 (the quotient of a divided by b) and 0 r < b (the remainder of a Pub Date: July 25, 2003 divided by b). Since by definition, gcd(a, b) divides both a and b, equation (4.3.2) shows that it ISBN:divide 0-13-066943-1 must also r too. Consequently, gcd(a, b) equals gcd(b, r). Since the remainder r (of a Pages: 648is denoted by a mod b, we have derived divided by b) gcd(a, b) = gcd(b, a mod b). This is the fact we have used in Alg 4.1, namely, gcd(a, b) is defined by gcd(b, a mod b) recursively. The series of recursive calls of gcd compute the following series of equations, each is Many cryptographic schemes and protocols, especially those based on public-keycryptography, in the form of (4.3.2) and is formed by a division between the two input values: have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Equation 4.3.3 explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



wherer k = 0 (which causes the terminating condition in step 1 being met) and q1,q 2, …, q k,r 1, r 2, …, r k–1 are non-zero integers. With rk = 0, the last equation in (4.3.3) means rk–1 divides r k–2 , and in the last-but-one equation, it must also divide rk–3 , …, eventually, as shown in the first equation in (4.3.3),r k–1 must divide both a and b. None of other remainders in other equations has this property (that's why they are called remainders, not a divisor; only r k–1 is a divisor in the last equation in (4.3.3)). Therefore, rk–1 is indeed the greatest common divisor of a and b, i.e., r k–1 = gcd(a, b). For example, gcd(108, 42) will invoke the following sequence of recursive calls: gcd(108, 42) = gcd(42, 24) = gcd(24, 18) = gcd(18, 6) = gcd(6, 0) = 6.



4.3.2.2 Extended Euclid Algorithm Alg 4.1 has thrown away all the intermediate quotients. If we accumulate them during the computation of gcd(a, b), we can obtain something more than just gcd(a, b). Let us see what we can obtain. The first equation inContents (4.3.3) can be written as • Table of Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company
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Multiplying both sides of this equation with q2, we can obtain ISBN: 0-13-066943-1
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Using this equation and the second equation in (4.3.3), we can derive Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing Equation 4.3.4 cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains The sametheir wayworking of calculation principles, can be discusses carried their out. In practicalusages, general, for i =and 1, 2, examines …, k, wetheir can strong derive (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Equation 4.3.5 modern cryptography.



wherel i,m i are some integers which are, as indicated in (4.3.4), certain form of accumulations of the intermediate quotients. We have seen in §4.3.2.1 that following this way of calculation we will eventually reach r k = 0, and then we have



Equation 4.3.6



An algorithm that inputs a, b and outputs the integers li–1 ,m k–1 satisfying (4.3.6) is called extended Euclid algorithm. Extended Euclid algorithm will have an extensive use in the rest of the book for computing division modulo integers. Let us now specify this algorithm, that is, find a general method for accumulating the intermediate quotients. Observe the equations in (4.3.3) and denote r–1 = a, r 0 = b,l



–1



= 1, m –1 = 0, l 0 = 0, m 0 = 1.



Then for i = 1, 2, …, k – 1, the ith equation in (4.3.3) relates ri–1 ,r i and ri+1 by



Equation 4.3.7



•
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side of (4.3.7) using equation (4.3.5), we derive



Equation 4.3.8 Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Comparing between (4.3.8) and (4.3.5), we obtain (for i = 0, 1, …, k – 1) Many cryptographic schemes and protocols, especially those based on public-keycryptography, Equation 4.3.9 have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, systems, many of themmethod standards de factoones, them closely, These twoprotocols equationsand provide us with a general for or accumulating thestudies intermediate explains their working principles, discusses their practicalusages, and examines their strong quotients while computing greatest common divisor (see Alg 4.2). (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Algorithm 4.2: Extended Euclid Algorithm INPUT



a, b: integers with a > b



OUTPUT



integersl,m satisfying al + bm = gcd(a, b).



1. i



0; r –1



l –1



a;r



1; m –1



0



a. q b. l i+1 c. 3.



r



i–1



l



b;



0; l 0



2. while (r i = al i + bm i



0;



0; m 0



1; (* initialize *)



0) do (* it always holds al i + bm i = ri *)



÷ ri; (* ÷ denotes division in integers *) i–1



– ql i;m



i+1



m



i–1



– qm i; (* sum up quotients *)



a. b. c. i



i + 1;



3. return( (l i–1 ,m



i–1 )



).



. Remark 4.1 •
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In order to expose the working principle of Alg 4.1 and Alg 4.2 in an easily understandable way, Modern Cryptography: Theory and Practice we have chosen to sacrifice efficiency. In the next two sections (§ 4.3.2.3—§4.3.2.4) we will By Wenbo Mao Company analyze theirHewlett-Packard time complexities and contrast our result with the best known time complexity result for computing greatest common divisor . Publisher: Prentice Hall PTR Pub Date: July 25, 2003 0-13-066943-1 4.3.2.3ISBN: Time Complexity of Euclid Algorithms Pages: 648



Let us now measure the time complexities for the two Euclid algorithms. It is clear that the number of recursive calls in Alg 4.1 is equal to the number of loops in Alg 4.2 which is in turn equal to k in (4.3.3). Consider the case a > b and observe (4.3.7)especially for i = 0, 1, …, kbased – 1. We have either of the Many cryptographic schemes and protocols, those on public-keycryptography, following two cases: have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Equation explains why4.3.10 "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. or The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Equation 4.3.11



Further noticing r i+1 < ri, so case (4.3.10) also implies case (4.3.11), that is, case (4.3.11) holds invariantly. This means that the maximum value for k is bounded by 2·|a|. If we consider the modulo operation as a basic operation which takes one unit of time, then the time complexity of gcd realized in Alg 4.1 is bounded by 2·|a|. This is a linear function in the size of a.



. Theorem 4.1 Greatest common divisor gcd(a, b)can be computed by performing no more than 2max(|a|, |b|) modulo operations. Therefore, Alg 4.1 and Alg 4.2 terminate within 2max(|a|, |b|)loops. G. Lamé (1795–1870) was the first person who proved the first sentence in the statements of Theorem 4.1. It is considered to be the first theorem ever proved about the theory of computational complexity (page 35 of [176]). The series of equations in (4.3.3) which are formed by a series of divisions suggest an inherent



sequentiality characteristic in the computation of greatest common divisor. Since Euclid discovered his algorithm (i.e., Alg 4.1), no significant improvement has been found to cut short this seemingly necessary sequential process.



4.3.2.4 Two Expressions for Computational Complexity • Table ofthe Contents When we measure computational complexity for an algorithm, it is often difficult or Modern Cryptography: Theoryexactly and Practice unnecessary to pinpoint the constant coefficient in an expression that bounds the complexity measure. Order notation allows us to ease the task of complexity measurement. ByWenbo Mao Hewlett-Packard Company



Definition 4.2: Order NotationWe write O(f(n))to denote a function g(n)such that there Publisher: Prentice Hall PTR



exists a constant c > 0 and a natural number N with |g(n)| Pub Date: July 25, 2003



c|f(n)|for all n



N.



ISBN: 0-13-066943-1 Using the notation O() we can express the time complexities of Alg 4.1 and Alg 4.2 as O(loga). NoticePages: that 648 in this expression we have replaced |a| with log a without explicitly giving the base of the logarithm (though we conventionally agree that the omitted base is natural base e). The reader may confirm that any base b > 1 will provide a correct measurement expression under the order notation (Exercise 4.10).



So far cryptographic we have considered that computing one modulo those operation costs one unit of time, that is, Many schemes and protocols, especially based on public-keycryptography, it has the time complexity O(1). As a matter of fact, modulo operation "a (mod b)" the general have basic or so-called "textbook crypto" versions, as these versionsare usually thein subjects for case involves division a ÷ b, which is actually done in Alg 4.2 in order to keep the quotient. many textbooks on cryptography. This book takes adifferent approach to introducing Therefore the time complexity of modulo operation, the same asaspects that of of division, should depend cryptography: it pays much more attention tofit-for-application cryptography. It on the sizes of the two operands. In practical terms (for the meaning of "practical," end explains why "textbook crypto" isonly good in an ideal world where data are randomsee andthe bad of §4.4.6), using O(1) to represent the time for a division is too coarse for a sensible resource guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by management. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic A simple modification of the order notation is to measure an arithmetic in terms of bitwise schemes, protocols and systems, many of them standards or de factoones, studies them closely, computation. In bitwise computation, all variables have the values 0 or 1, and the operations explains their working principles, discusses their practicalusages, and examines their strong used logical rather than arithmetic: they oftenwith are (for AND), evidence (for OR), (for XOR, i.e., (i.e., are fit-for-application) security properties, security formally established. "exclusive or"), and ¬ (for NOT). The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Definition 4.3: Bitwise Order NotationWe write O B()to denote O()under the bitwise computation model. Under the bitwise model, addition and subtraction between two integers i and j take max(|i|, |j|) bitwise operations, i.e., O B(max(|i|, |j|)) time. Intuitively, multiplication and division between i and j take |i| · |j| bitwise operations, i.e., O B(logi. log j) time. We should point out that for multiplication (and division) a lower time complexity of O B(log(i + j) log log(i + j)) can be obtained if the fast Fourier Transformation (FFT) method is used. However, this lower complexity is an asymptotic one which is associated with a much larger constant coefficient (related to the cost of FFT) and may actually cause a higher complexity for operands having relatively small sizes (e.g., sizes for modern cryptographic use). Therefore in this book we shall not consider the FFT implemented multiplication and division. Consequently we shall only use the intuitive complexity measurement for multiplication and division. Let us now express the time complexities of Alg 4.1 and Alg 4.2 using the more precise bitwise order notation O B(). In Theorem 4.1 we have obtained that for a > b, gcd(a, b) can be computed inO(loga) time. Given that both input values are bounded by a, and that modulo operation or division cost O B((loga) 2), the time complexities of Alg 4.1 and Alg 4.2 are both OB((loga) 3). Now we should recall Remark 4.1: we have chosen to present these algorithms with easily understandable working principles by sacrificing the efficiency. As a matter of fact, our sacrifice on efficiency is rather large!



Careful realizations of these two algorithms should make use of the following two facts:



i. Modulo operation or division for creating a = bq + r cost O B((loga)(logq)). ii. Quotientsq 1,q 2, …, q k in (4.3.3) satisfy •
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Hence the total time for computing greatest common divisor, via a careful realization, can be bounded by Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealCareful realizations of the counterparts for Alg 4.1 and Alg 4.2 can be found in Chapter 1 of world application scenarios. This book chooses to introduce a set of practicalcryptographic [79]. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and 2examines their strong In the rest of this book, we shall use the best known result O B((loga) ) for expressing the time (i.e., fit-for-application) security properties, oftenwith security evidence formally established. complexity for computing greatest common divisor, either using Euclid algorithm or the The book also includes self-containedtheoretical background material that is the foundation for extended Euclid algorithm. modern cryptography.



4.3.2.5 Modular Arithmetic An important polynomial-time deterministic algorithm we shall study is one for computing modular exponentiation. Modular exponentiation is widely used in public-key cryptography. Let us first take a short course on modular arithmetic (readers who are familiar with modular arithmetic can skip this section). Definition 4.4: Modular Operation Given integers x and n > 1, the operation "x (mod n)"is the remainder of x divided by n, that is, a non-negative integer r [0, n – 1] satisfying



for some integer k.



. Theorem 4.2 Properties of Modular Operation Let x, y, n



0 be integers with gcd(y, n) = 1. The modular operation has the following



properties.



1. (x + y) (mod n) = [(x (mod n)) + (y (mod n))] (mod n); 2. (–x) (mod n) = (n – x) (mod n) = n – (x (mod n)); • 3. (x · y) (mod Table of n)Contents = [(x (mod n)) · (y (mod n))] (mod n); Modern Cryptography: Theory and Practice 4. Denote by y–1 (mod n)the multiplicative ByWenbo Mao Hewlett-Packard Company



inverseof y modulo n. It is a unique integer in



[1,n – 1] satisfying



Publisher: Hall (y · y –1Prentice ) (mod n)PTR =



1.



Pub Date: July 25, 2003



Proof ISBN: We shall only show 1 and 4 while leaving 2 and 3 as an exercise (Exercise 4.4). 0-13-066943-1 Pages: 648



We can write x = kn + r, y = ln + s for 0



r, s



n – 1.



For 1, we have Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, theiry,strong For 4, because gcd(y, n) = 1, applying extended Euclid algorithm and (Alg examines 4.2) on input n, we (i.e., fit-for-application) security properties, oftenwith security evidence formally established. obtain integers l and m satisfying The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Equation 4.3.13



Without loss of generality, we have l < n because otherwise we can replace l with l (mod n) and replacem with yk + m for some k while keeping equation (4.3.13). ByDefinition 4.4,yl (mod n) = 1. Therefore we have found y –1 = l < n as the multiplicative inverse of y modulo n. Below we show the uniqueness of y –1 in [1, n – 1]. Suppose there exists another multiplicative inverse of y mod n; denote it by l'



i.e.,



Equation 4.3.14



[1, n – 1], l'



l. We have



for some integer a. We know y = ln + 1 for some integer . Therefore equation (4.3.14) is •
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for some integer b. This contradicts our assumption l,l'



[1, n – 1], l



l'.



Same as in the case schemes of division in protocols, rationals especially , division those by a number modulo n is defined to be Many cryptographic and based on public-keycryptography, multiplication with the inverse of the divisor, of course, this requires the existence the inverse, have basic or so-called "textbook crypto" versions, as these versionsare usually theofsubjects for many textbooks on cryptography. This book takes adifferent approach to introducing –1 just as in the case in . Thus, for any y with gcd(y, n) = 1, we write x/y mod n for xy mod n. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It 2). explains why "textbook crypto" isonly good in an Euclid ideal world whereitdata are random and Since computing y –1 involves applying extended algorithm, needs time O B((log n)bad 2 guys behave reveals the for the real world by Therefore thenicely.It time complexity for general division unfitness modulo nof is"textbook O B((logn) crypto" ). demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application Theorem 4.2 shows scenarios. that modular This book arithmetic chooses is very to introduce similar to a set the of integer practicalcryptographic arithmetic. It is easy to schemes, see that addition protocols and and multiplication systems, many obey ofthe them following standards lawsorofde commutativity factoones, studies and associativity them closely, explains"o" (where their denotes working either principles, additiondiscusses or multiplication): their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern a º b cryptography. mod n = b º a (Commutativity) modn a º (b º c) mod n = (a ºb) º c mod n



(Associativity)



Finally we should point out that, in the definition for the modular operation x mod n (see Definition 4.4), the value of k (the quotient of x divided by n) is not an important element. Therefore in equation



Equation 4.3.15



we should not care whether x and y may differ by a multiple of n. In the sequel, the above equation will always be written as either



or



•



Table of Contents



Modern Cryptography: Theory and Practice We shall call this way of denoting equation (4.3.15) a congruence modulo n, or we say: x is congruent to y modulo n. ByWenbo Mao Hewlett-Packard Company



Publisher: Prentice Hall PTR



4.3.2.6 Modular Exponentiation Pub Date: July 25, 2003 ISBN: 0-13-066943-1



Forx, yPages: < n,648 modular exponentiationx y (mod n) follows the usual definition of exponentiation in integers as repeated multiplications of x to itself y times, but in terms of modulo n:



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Lety ÷ 2 denote y divided by 2 with truncation to integers, that is, explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Then applying the "Associativity Law" of modular multiplication, we have modern cryptography.



The above computation provides the well-known algorithm for realizing modular exponentiation called "repeated square-and-multiply." The algorithm repeats the following process: dividing the exponent into 2, performing a squaring, and performing an extra multiplication if the exponent is odd.Alg 4.3 specifies a recursive version of the method.



Algorithm 4.3: Modular Exponentiation INPUT •



x, y, n: integers with x > 0, y



0, n > 1;
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mod_exp(x, y, n)
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1. Pages: ify = 648 0 return(1); 2. ify (mod 2) = 0 return(mod_exp(x



2



(mod n),y ÷ 2, n) );



3. return(x · mod_exp(x2 (mod n),y ÷ 2, n) (mod n) ). Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for We should noticeon a property in AlgThis 4.3 that resulted from the recursive definition: the many textbooks cryptography. bookistakes adifferent approach to introducing execution of a "return" statement implies that the subsequent step(s) following the "return" cryptography: it pays much more attention tofit-for-application aspects of cryptography. It statement will never be executed. This is because the statement return("value") causes the explains why "textbook crypto" isonly good in an ideal world where data are random and bad program to go back, with "value," to the point where currentcrypto" call of mod_exp was made. guys behave nicely.It reveals the general unfitness of the "textbook for the real world by So in Alg 4.3, if step 2 is executed, then step 3 will not be executed. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic For example, starting from mod_exp(2, 21, 23), Alg 4.3 will invoke the following five recursive schemes, protocols and systems, many of them standards or de factoones, studies them closely, calls: explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for mod_exp(2, 21, 23) modern cryptography. = 2 · mod_exp(4( = 2 · mod_exp(16(



2 2 (mod 23)), 10, 23)



(in step 3)



4 2 (mod 23)), 5, 23)



(in step 2)



= 2 · 16 · mod_exp(3(



162 (mod 23)), 2, 23)



(in step 3)



= 2 · 16 · mod_exp(9(



3 2 (mod 23)), 1, 23)



(in step 2)



= 2 · 16 · 9 · mod_exp(12( = 2 · 16 · 9 · 1



9 2 (mod 23)), 0, 23)



(in step 3) (in step 1)



Notice that the above six lines contain five recursive calls of mod_exp. The final line "mod_exp(12, 0, 23)" merely represents "return value 1" and is not a recursive call. The final value returned to mod_exp(2, 21, 23) is 12 which is constructed from several multiplications made in step 3:



Let us now examine the time complexity of mod_exp realized in Alg 4.3. Since for y > 0, the



operation "dividing into 2" can be performed exactly [log2y] + 1 times to reach 0 as the quotient, a run of mod_exp(x, y, n) will invoke exactly [log2y] + 1 recursive calls of the function itself to reach the terminating condition in step 1 (zero exponent). Each recursive call consists of a squaring or a squaring plus a multiplication which costs O B((logx) 2). Thus, considering x, y as numbers less than n, the time complexity for mod_exp realized in Alg 4.3 is bounded by O B((log n)3). Similar to a seemingly unavoidable sequentiality in the computation of gcd, there is also an • Table of Contents inherent sequentiality in the computation of mod_exp. This is seen as a simple fact in the Modern Cryptography: Theory and Practice repeated squaring: x4 can only be computed after x2 has been computed, and so on. Over the By Wenbono Mao Hewlett-Packard Company years, significant progress has been made to improve the complexity from O B((logn) 3) (without considering using FFT, review our discussion in 4.3.2.4). Publisher: Prentice Hall PTR



Fig Pub 4.3Date: summarizes our examination on the time complexities for the basic modular arithmetic July 25, 2003 operations. We should notice that in the case of addition and subtraction, the modulo operation ISBN: 0-13-066943-1



shouldPages: not be considered to involve division; this is because for 0 648 b < 2n, and therefore



a, b < n, we have –n < a ±



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks such schemes, protocols systems under variousrealFigure 4.3. Bitwise TimeonComplexities of theand Basic Modular Arithmetic world application scenarios. This book chooses to introduce a set of practicalcryptographic Operations schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



4.4 Probabilistic Polynomial Time It is generally accepted that if a language is not in then there is no Turing machine that recognizes it and is always efficient[b]. However, there is a class of languages with the following property: their membership in has not been proven, but they can always be recognized • Table of Contents efficiently by a kind of Turing machine which may sometimes make mistakes. Modern Cryptography: Theory and Practice [b] The ByWenbo Maoprecise Hewlett-Packard Company meaning for an "efficient machine" will be defined in §4.4.6; here we can roughly say that an



efficient machine is a fast one. Publisher: Prentice Hall PTR



The reason why such a machine may sometimes make a mistake is that in some step of its Pub Date: July 25, 2003 operation the machine will make a random move. While some random moves lead to a correct 0-13-066943-1 result, ISBN: others lead to an incorrect one. Such a Turing machine is called a non-deterministic Pages: 648 Turing machine. A subclass of decisional problems we are now introducing share the following bounded error property: The probability for a non-deterministic Turing machine to make a mistake when answering a decisional problem is bounded by a constant (the probability space is the machine's random tape). Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for We conventionally call a non-deterministic Turing machine with a bounded error a probabilistic many textbooks on cryptography. This book takes adifferent approach to introducing Turing machine. For this reason, the name "non-deterministic Turing machine" is actually cryptography: it pays much more attention tofit-for-application aspects of cryptography. It reserved for a different class of decisional problems which we will introduce in §4.5. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook the tapes real world by a A probabilistic Turing machine also has a plural number of tapes.crypto" One offor these is called demonstratingnumerous attacks on such schemes, protocols and systems under variousrealrandom tape which contains some uniformly distributed random symbols. During the scanning world application scenarios. This book to introduce set of practicalcryptographic of an input instance I, the machine willchooses also interact with thearandom tape, pick up a random schemes, protocols and systems, many of them standards or de factoones, studiesisthem symbol and then proceed like a deterministic Turing machine. The random string calledclosely, the explains their working principles, discusses their practicalusages, and examines their random input to a probabilistic Turing machine. With the involvement of the randomstrong input, the (i.e., fit-for-application) securityI properties, oftenwith security evidence recognition of an input instance by a probabilistic Turing machine is no formally longer a established. deterministic The book also includes self-containedtheoretical background material that themachine's foundation for function of I, but is associated with a random variable, that is, a function ofisthe modern random cryptography. input. This random variable assigns certain error probability to the event of recognizingI. The class of languages that are recognizable by probabilistic Turing machines is called probabilistic polynomial-time (PPT) languages, which we denote by . Definition 4.5: Class W e write to denote the class of languages with the following characteristics. A language L is in if there exists a probabilistic Turing machine PM and a polynomial p(n), such that PM recognizes any instance I L with certain error probability which is a random variable of PM's random move, in time T PM(n) with T PM(n) p(n) for all nonnegative integers n, where n is an integer parameter representing the size of the instance I . InDefinition 4.5 we have left one element to have a particularly vague meaning, which is: "PM recognizesI L, with certain error probability." The "certain error probability" should be formulated into the following two expressions of conditional probability bounds:



Equation 4.4.1



and



Equation 4.4.2



•
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where andHewlett-Packard d are constants satisfying ByWenbo Mao Company Publisher: Prentice Hall PTR Equation 4.4.3 Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



The probability space is the random tape of PM. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto"bound versions, ascorrect these versionsare the subjects The expression (4.4.1) is the probability for a recognition usually of an instance. It is for many textbooks on cryptography. This book takes adifferent approach to introducing called the completeness probability (bound). Here "completeness" means eventually cryptography: it pays much attention The tofit-for-application aspects of cryptography. It recognition of an instance in more the language. need for bounding this probability from below is explains why "textbook crypto" isonly good in an ideal world where data are random and in order to limit the possibility for a mistaken rejection of an instance. A more meaningful bad guys behave nicely.It reveals the general equivalent unfitness of "textbook crypto" for the real world by manifestation for (4.4.1) is the following re-expression: demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols Equation 4.4.4 and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. In this expression the value 1 – is the probability bound for a false rejection. We say that the completeness of PM is a bounded probability for false rejection. The expression (4.4.2) is the probability bound for a mistaken recognition of a non-instance. It is called the soundness probability (bound), Here "soundness" means no recognition of a non-instance. The need for bounding the probability from above is obvious. We say that the soundness of PM is a bounded probability for false recognition.



4.4.1 Error Probability Characterizations We have expressed error probability bounds for a PM with two constants ,d in two intervals (4.4.3) with no any precision. Now let us explain that the imprecision will not cause any problem.



4.4.1.1 Polynomial-time Characterizations For a probabilistic Turing machine PM with error probabilities bounded by any fixed value



(for completeness) and and any fixed value (for soundness), if we repeatedly run PM n times on an input I, the repetition, denoted by PM'(I, n), is also a probabilistic Turing machine. We can use "majority election" as the criterion for PM'(I, n) to decide whether to recognize or reject I. That is, if or more runs of PM(I) output recognition (rejection), then PM'(I, n) recognizes (rejects). It is clear that the completeness and soundness probabilities of PM'(I, n) are functions of n. We now show that PM'(I, n) remains being polynomial • Table of time Contents in the size of I. Modern Cryptography: Theory and Practice



Since the random moves of the n runs of PM(I) are independent, each run of PM(I) can be ByWenbo Mao Hewlett-Packard Company viewed as a Bernoulli Trial of e (or d for soundness) probability for "success" and 1 – (or 1 – d for soundness) probability for "failure." Applying binomial distribution (see §3.5.2), the majority Publisher: Prenticemade Hall PTRby PM'(I, n) provides the error probability bound for PM'(I, n) as the sum election criterion Pub Date: July 25, 2003



of all probabilities for n Bernoulli Trials with ISBN: 0-13-066943-1 sum isPages: 648



or more "successes." For completeness, the



Equation 4.4.5 Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous For soundness, we have attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their4.4.6 working principles, discusses their practicalusages, and examines their strong Equation (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



These two expressions are accumulative sums of the respective binomial distributions. Because and



, the central term (defined in §3.5.2.1) of the first distribution is at the point (where the binomial term reaches the maximum value) and that for



latter is at the point



.



In §3.5.2.1 we have investigated the behavior of these sums. The sum in (4.4.6) is a "right tail" of the binomial distribution function since and



= d, we obtain



. Applying (3.5.7) using



Withd being constant, we have



•
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Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



for some constant c. The derivation is left as an exercise (Exercise 4.7, a hint is given there). Since the "tails" diminish to zero faster than does[c], we can let n = |I|, and hence the machinePM'(I, n) runs in time |I|·poly(|I|) where poly(|I|) is the running time of the machine Many schemes PM' and remains protocols, especially thosetime. based on public-keycryptography, PM on cryptographic the input I. Therefore, being polynomial have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Our estimates in (3.5.7) This and (3.5.8) are onlyadifferent two upper bounds. Theto real speed that a tail many[c]textbooks on derived cryptography. book takes approach introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It diminishes to 0 is much faster than that of . See Example 3.9 for numerical cases. This will further be explains why "textbook crypto" good inproperties an idealofworld where data are random and bad confirmed by the soundness andisonly completeness Prot 18.4 in §18.5.1.1. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many ? of them standards or de factoones, studies them closely, 4.4.1.2 Why Bounded Away from explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also,includes If then both self-containedtheoretical distributions (4.4.5) and background (4.4.6) have material centralthat terms is the at foundation the point for. It modern is easy to cryptography. check that for odd n



and for even n



That is, (n) can never be enlarged and d(n) can never be reduced; they will remain at the level regardless of how many times PM(I) is repeated. So machine PM'(I, n), as n independent runs of PM(I), can reach no decision because for both completeness and soundness cases, half of then runs of PM(I) reach acceptances and the other half of the n runs reach rejections. With n unbounded and PM(I) remaining in the indecision state, machine PM'(I, n) will never terminate and hence cannot be a polynomial-time algorithm.



Therefore, for being the class of languages with membership recognizable in probabilistic polynomial time, we must require both error probabilities expressed in (4.4.1) and (4.4.2) be bounded away from



.



However, we should notice that the requirement for error probabilities being "bounded-awayfrom- " is only necessary for the most general case of language recognition problems in the • Table must of Contents class which include the subclass of the "two-sided error" problems (see §4.4.5). If a Modern Cryptography: Theory and (i.e., Practice problem has one-sided error either = 1 or d = 0, see §4.4.3 and §4.4.4), then bounded ByWenbo Mao Hewlett-Packard Company



away from is unnecessary. This is because, in the case of one-sided error algorithms, we do not have to use the majority election criterion. A "minority election criterion" can be used Publisher: Prentice Hall PTR instead. For example, a "unanimous election criterion" can be used with which PM'(I, n) Pub Date: (rejects) July 25, 2003 recognizes I only if all n runs of PM(I) reaches the same decision. In such a election ISBN: 0-13-066943-1 criterion, (n) 1 or d(n) 0 in a exponential speed for any quantities e ,d (0, 1). Pages: 648



In applications, it is possible that some useful problems have or (but, as we have reasoned, must not holding of both). For such problems, changing election criterion (e.g., to a minority election one) can provide us with room to enlarge or reduce the error probability. In §18.5.1, we will see schemes a protocol example which has the those recognition , but we can Many cryptographic and protocols, especially basedprobability on public-keycryptography, still completeness probability by repeating the protocol usingusually a minority election for haveenlarge basic orthe so-called "textbook crypto" versions, as these versionsare the subjects criterion. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Several Subclasses in demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic The class protocols has several subclasses arestandards defined byordifferent ways to characterize the schemes, and systems, manywhich of them de factoones, studies them closely, error-probability bound expressions in (4.4.1) and in (4.4.2), using different values of and explains their working principles, discusses their practicalusages, and examines their strong d, respectively. Let us now security introduceproperties, these subclasses. We will exemplify each subclass with an (i.e., fit-for-application) oftenwith security evidence formally established. algorithm. Similar to the case where a deterministic Turing machine simulates a polynomial-time The book also includes self-containedtheoretical background material that is the foundation for algorithm, a probabilistic Turing machine simulates a randomized (polynomial-time) modern cryptography. algorithm. Therefore, the algorithm examples shown in our introduction will not be limited to those for language recognition.



4.4.2 Subclass "Always Fast and Always Correct" A subclass of is named (which stands for Zero-sided-error Probabilistic Polynomial time) if the error probability bounds in (4.4.1) and (4.4.2) have the following characterization: for any L there exists a randomized algorithm A such that for any instanceI



and



This error-probability characterization means that a random operation in a randomized algorithm makes no error at all. So, at a first glance, should have no difference from . However, there are a class of problems which can be solved by deterministic algorithms as well as by randomized algorithms, both in polynomial time; while the randomized algorithms can yield no error whatsoever, they are much quicker than their deterministic counterparts. We will provide an example for contrasting the time complexity in a moment. •
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Some randomized algorithms are so natural that we have been using them instead of their deterministic counterparts for a long history. For example, to weigh an object using a Publisher: Prentice Hall PTR [d], the user should move around the counterbalance on the scaled arm in a steelyard Pub Date: July 25, 2003 randomized way which will allow one to find the weight much quicker than to do the job in a ISBN: 0-13-066943-1 deterministic way. One such algorithm we all are familiar with is a randomized process for Pages: 648 looking up someone's phone number from a phone book. This algorithm is specified in Alg 4.4. [d]



The weighing instrument is called "Gancheng" in Chinese and has been used for more than two thousand years.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: paysSearching much more attention tofit-for-application of cryptography. It Algorithm it4.4: Through Phone Bookaspects (a explains why "textbook crypto" isonly good in an ideal world where data are random and bad Algorithm) guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, INPUT protocols and systems, Name: amany person's of them name; standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Book: aproperties, phone book; (i.e., fit-for-application) security oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for OUTPUT The person's phone number. modern cryptography.



1. Repeat the following until Book has one page { (a) Open Book at a random page; (b) If Name occurs before the page, Book (c) Else Book



Earlier_pages(Book);



Later_pages(Book);



} 2. Return( Phone number beside Name);



Clearly, the random operation in Alg 4.4 will not introduce any error to the output result. Therefore this is indeed a "zero-sided-error" randomized algorithm. For a phone book of N pages,Alg 4.4 will only need to execute O(logN) steps and find the page containing the name and the number. We should notice that a deterministic algorithm for "searching through phone book" will execute average O(N) steps.



The reason why Alg 4.4 works so fast is that names in a phone book have been sorted alphabetically. We should notice that sorting is itself a problem: "quick-sort" (see, e.g., pages 92-97 of [9]) is a randomized sorting algorithm, can sort N elements in (N log N) steps, and its random operations will not introduce any error to the outcome result. In contrast, "bubble-sort" is a deterministic sorting algorithm; it sorts N elements in (N2) steps (see e.g., pages 77 of [9]). • Table of Contents We can say that is a subclass of languages which can be recognized by randomized Modern Cryptography: Theory fast and Practice algorithms in an "always and always correct" fashion. ByWenbo Mao Hewlett-Packard Company



4.4.3 Publisher: Subclass Prentice Hall"Always PTR Fast and Probably Correct" Pub Date: July 25, 2003 ISBN: of 0-13-066943-1 A subclass which we name (Monte Carlo) (where " (Monte Carlo)" stands for Pages: 648 which is typically used as a generic term for "randomized") if the error probability "Monte Carlo" bounds in (4.4.1) and (4.4.2) have the following characterization: for any L (Monte Carlo) there exists a randomized algorithm A such that for any instance I



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It and explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. here d is any constant the interval (0, ). However, as we have pointed in foundation §4.4.1.2, since The book also includesinself-containedtheoretical background material that out is the for for one-sided-error algorithms we do not have to use the majority election criterion in the modern cryptography. process of reducing a soundness error probability bound, d can actually be any constant in (0, 1). Notice that now d 0; otherwise the subclass degenerates to the special case . Randomized algorithms with this error-probability characterization have one-sided error in the soundness side. In other words, such an algorithm may make a mistake in terms of a false recognition of a non-instance. However, if an input is indeed an instance then it will always be recognized. This subclass of algorithms are called Monte Carlo algorithms. From our study in §4.4.1 we know that the error probability of a Monte Carlo algorithm can be reduced to arbitrarily closing to 0 by independent iterating the algorithm and the iterated algorithm remains in polynomial time. We therefore say that a Monte Carlo algorithm is always fast and is probably correct. We now show that PRIMES (the set of all prime numbers) is in the subclass



(Monte Carlo).



4.4.3.1 An Example of Monte Carlo Algorithms Since Fermat, it has been known that if p is a prime number and x is relatively prime to p, then xp – 1 1 (mod p). This forms a basis for the following Monte Carlo method for primality test ([282]), that is, picking x U (1, p – 1] with gcd(x, p) = 1 and checking



Equation 4.4.7



•
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Algorithm 4.5: Probabilistic Primality Test (a Monte Carlo Pages: 648 Algorithm) INPUT p: a positive integer; Many cryptographic schemes and protocols, especially those based on public-keycryptography, OUTPUT YES if p crypto" is prime, NO otherwise. have basic or so-called "textbook versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains Prime_Test(p) why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic 1. repeat log2p times: schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book self-containedtheoretical background material that is the foundation for a.also x includes U (1, p – 1]; modern cryptography. b. if gcd(x, p) > 1 or x(p



– 1)/2



±1 (mod p) return( NO );



end_of_repeat; 2. if ( test in 1.(b) never shows –1 ) return( NO ); 3. return( YES ).



First of all, we know from Fermat's Little Theorem (Theorem 6.10 in §6.4) that if p is prime then for all x < p:



Equation 4.4.8



So if p is prime then Prime_Test(p) will always return YES, that is, we always have (including the case of p being the even prime)



On the other hand, if p is a composite number then congruence (4.4.7) will not hold in general. • fact (a fact Table of Contents In in Group Theory, see Example 5.2.3 and Theorem 5.1 (in §5.2.1) if the inequality Modern and Practice againstCryptography: congruenceTheory (4.4.7) shows for one x < p with gcd(x, p) = 1 then the inequality must show for at least half the numbers ByWenbo Mao Hewlett-Packard Company of this kind. Thus we conclude that for x U (1, p – 1] with gcd(x, p) = 1: Publisher: Prentice Hall PTR Pub Date: July 25, 2003 Equation 4.4.9 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic protocols, especially those based on public-keycryptography, Therefore, if the testschemes passes kand times for x chosen at uniformly random (remember that the – 1 have is basic "textbook versions, as these versionsare usually subjects for case seenortoso-called hold at least once),crypto" then the probability that p is not prime is lessthe than 2–k . Here many textbooks cryptography. This criterion": book takespadifferent approach to introducing we have used theon"unanimous election will be rejected if there is a single failure in cryptography: it pays more attention aspects of cryptography. It log thatmuch this election criteriontofit-for-application is different from the majority election one which we 2p tests. Notice explains why in "textbook crypto" isonly good ideal world where data are random andwill badbe have studied §4.4.1 (for the general caseinofan two-sided error problems) where failures guys behave nicely.It reveals theof general "textbook for the real world by tolerated as long as the number failuresunfitness does notofexceed half crypto" the number of tests. In this demonstratingnumerous on such schemes, protocols and faster systems under variousreal"unanimous election" the attacks soundness probability tends to 0 much than the majority election world application scenarios. This book chooses to introduce a set of practicalcryptographic case. schemes, protocols and systems, many of them standards or de factoones, studies them closely, We have their set k working = log2p,principles, and so anydiscusses input instance p: explains their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



In §4.3 we have seen that computing modulo exponentiation and computing the greatest common divisor with log2p -bit long input value have their time complexities bounded by O B((log2p)3). Therefore the time complexity of Prime_Test(p) is bounded by O B((logp) 4). To this end we know that PRIMES – the language of all prime numbers – is in Carlo).



(Monte



Nevertheless without invalidating this statement, in August 2002, three Indian computer scientists, Agrawal, Kayal and Saena, find a deterministic polynomial-time primality test algorithm [8]; consequently, PRIMES is in fact in .



4.4.4 Subclass "Probably Fast and Always Correct" A subclass of which we name (Las Vegas) (stands for "Las Vegas") if the error probability bounds in (4.4.1) and (4.4.2) have the following characterization: for any L (Las Vegas) there exists a randomized algorithm A such that for any instance I



and



•
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here is any constant in the interval ( ,1) Again, as in the case of one-sided-error in the Publisher: Prentice Hall PTR soundness side (§4.4.3), because there is no need to use the majority election criterion in the Pub Date: July 25, 2003 process of enlarging the completeness probability bound, can actually be any constant in (0, ISBN: 0-13-066943-1 1). Pages: 648



Also again we should notice 1; otherwise the subclass degenerates to the special case . Randomized algorithms with this error-probability characterization have one-sided error in the completeness side. In other words, such an algorithm may make a mistake in terms of a false non-recognition of an instance. However, if an instance is recognized then no mistake is Many cryptographic schemes and protocols, especially those of based on public-keycryptography, possible: the instance must be a genuine one. This subclass algorithms are called Las Vegas have basic or so-called "textbook crypto" versions, as these versionsare usually algorithms the subjectswhich for algorithms. The term Las Vegas, first introduced in [16], refers to randomized many textbooks on cryptography. This book takes adifferent approach to introducing either give the correct answer or no answer at all. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains "textbook crypto"we isonly good an probability ideal worldfor where data arealgorithm random and bad From ourwhy analysis in §4.4.1.1, know thatinthe a Las Vegas to give guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by YES answer to an instance can be enlarged to arbitrarily closing to 1 by independent iterating demonstratingnumerous attacks on such schemes, protocols and systems under variousrealthe algorithm and the iterated algorithm remains in polynomial time. If we say that Monte Carlo world application scenarios. This book chooses tothen introduce a set algorithms of practicalcryptographic algorithms are always fast and probably correct, Las Vegas are always correct schemes, protocols and systems, many of them standards or de factoones, studies them closely, and probably fast. explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) securitycharacterizations properties, oftenwith security evidence formally established. Observing the error probability of , (Monte Carlo) and (Las The book also includes self-containedtheoretical background material that is the foundation for Vegas), the following equation is obvious modern cryptography.



4.4.4.1 An Example of Las Vegas Algorithms Letp be an odd positive integer and let p – 1 = q1q2 … qk as the complete prime factorization of p – 1 (some of the prime factors may repeat). In Chapter 5 we will establish a fact (5.4.4):p is prime if and only if there exists a positive integer g [2, p – 1] such that



Equation 4.4.10



This fact provides us with an algorithm for proving primality. Inputting an odd number p and the complete prime factorization of p – 1, the algorithm tries to find a number g satisfying (4.4.10).



If such a number is found, the algorithm outputs YES and terminates successfully, and p must be prime. Otherwise, the algorithm will be in an undecided state; this means, it does not know if p is prime or not. The algorithm is specified in Alg 4.6. First we notice k



log2(p – 1), therefore Alg 4.6 terminates in time polynomial in the size of p.



From the fact to be established in Theorem 5.12 (in §5.4.4), we will see that if Alg 4.6 outputs YES, then theTable input integer p must be prime; no error is possible. Also, if the algorithm outputs • of Contents NO, the answer is also correct since otherwise Fermat's Little Theorem (4.4.8) will be violated. Modern Cryptography: Theory and Practice These two cases reflect the algorithm's "always correct" nature. The error-free property of the By Wenbo Mao Hewlett-Packard Company"Proof of Primality." algorithm entitles it to be named Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648 4.6: Proof of Primality (a Las Vegas Algorithm) Algorithm



INPUT



p: an odd positive number;



Many cryptographic schemes q1,q2, and…, protocols, qk: all prime especially factors those of p based – 1; on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for OUTPUT YES if p is prime, otherwise; many textbooks on cryptography. This bookNO takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application of cryptography. It NO_DECISION with certain probabilityaspects of explains why "textbook crypto" isonly good in an ideal world where data are random and bad error. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, 1. pickg U [2, p – 1]; explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 2. for (i = 1, i++,k) do The book also includes self-containedtheoretical background material that is the foundation for modern (p–1)/q 3. ifgcryptography. 1 (mod p) output NO_DECISION and terminate; i



4. ifg



p–1



1 (mod p) output NO and terminate;



5. output YES and terminate.



However, when Alg 4.6 outputs NO_DECISION, it does not know whether or not the input integer p is prime. It is possible that p is not prime, but it is also possible that an error has occurred. In the latter case p is indeed prime, but the testing number g which the algorithm picks at random is a wrong one. After we have studied Theorem 5.12 in §5.4.4, we will know that the wrong number g is not a "primitive root." To this end we know that Alg 4.6 is a one-sided-error algorithm in the completeness side, i.e., a Las Vegas algorithm. We may revise the algorithm into one which does not terminate at a NO_DECISION answer, but carries on the testing step by picking another random tester g. The modified algorithm is still a Las Vegas algorithm, and becomes "probably fast" since it's possible that it always picks a non-primitive root as a tester. Fortunately, for any odd prime p, the multiplicative group modulo p (to be defined in Chapter 5) contains plenty of primitive roots and so such an element can be picked up with a non-trivial probability by random sampling the group modulo p (in Chapter 5 we will establish the proportion of primitive roots in a multiplicative group modulo a prime).



Las Vegas algorithms and Monte Carlo algorithms collectively are referred to as "randomized algorithms with one-sided error." Algorithms in this union (recall that the union includes ) are really efficient ones; even they are non-deterministic algorithms, their timecomplexity behaviors are similar to those of the algorithms in .



4.4.4.2 Another Example of Las Vegas Algorithms: Quantum Factorization •
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A quantum computer can factor an integer in time polynomial in the size of the integer (i.e., ByWenbo Mao Hewlett-Packard Company FACTORIZATION Q ). Shor devises such an algorithm ([267], also see, e.g., pages 108-115 of [300]). We now explain that Shor's quantum factorization procedure is also a Las Vegas Publisher: Prentice Hall PTR algorithm. Pub Date: July 25, 2003



To factor an0-13-066943-1 integer N, a random integer a is picked; a quantum algorithm, which uses Simon's ISBN: idea ofPages: finding period in quantum state by sampling from the Fourier transform [276], can find 648 the period of the function f(x) = ax (mod N), i.e., the least positive integer r satisfying f(r) = 1. InChapter 6 we shall see that for a composite N, a non-trivial proportion of integers a satisfying gcd(a, N) = 1 has an even period (called the multiplicative order of the element a), i.e., r is even. Many cryptographic and protocols, thosear/2 based onN) public-keycryptography, r/2 Once an even periodschemes r is found, if a ±1 especially (mod N), then (mod is a non-trivial squarehave basic or so-called "textbook crypto" versions, as these versionsare usually themust subjects root of 1 modulo N. In §6.6.2 (Theorem 6.17) we shall show that gcd(ar/2 ± 1, N) be a for many textbooks on cryptography. This book takes adifferent approach to introducing non-trivial factor of N, i.e., the algorithm has successfully factored N. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains isonly good in r/2 an±ideal world wherefactor data are random bad Ifr is oddwhy or if"textbook a r/2 = ±1crypto" (mod N), then gcd(a 1, N) is a trivial of N, i.e., 1 and or N; so guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by the algorithm fails with no answer. However, for randomly chosen integer a < N, the probability demonstratingnumerous attacks on such schemes, protocols and systems under variousrealfor encountering ar/2 ±1 (mod N) is bounded from below by a constant > 1/2, and therefore world application scenarios. This book chooses to introduce a set of practicalcryptographic the procedure can be repeated using another random element a. By our analysis in §4.4.1.1, schemes, protocols and systems, many of them standards or de factoones, studies them closely, Shor's algorithm remains in polynomial time. explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for 4.4.5 "Probably Fast and Probably Correct" modernSubclass cryptography. A subclass of is named (which stands for "Bounded error probability Probabilistic Polynomial time") if the error probability bounds in (4.4.1) and (4.4.2) both hold for the following cases:



Equation 4.4.11



herea > 0 and b > 0. We should pay attention to two things in this error probability characterization:



1.



1 and d



0. Otherwise, the subclass



cases: , or algorithms in



2.



degenerates to one of the three simpler



(Monte Carlo), or (Las Vegas). Now with 1 and d 0, have two-sided errors, both false no-recognition (a completeness



1.



error) and false recognition (a soundness error) are possible. 2. a > 0 and/or b > 0. This means that algorithms in



have their error probabilities



clearly bounded away from . In §4.4.1 we have reasoned that if then repeating the algorithm with the majority election criterion can lead to the enlargement of the completeness (reduction of the soundness) error probability. If or , then Table of Contentstechnique won't work, since the former (the latter) case means that the majority election Modern Cryptography: Theory and Practice there is no majority fraction of the random moves to lead to a recognition (rejection). However, a "minority election ByWenbo Mao Hewlett-Packard Company criterion" may still be used (we will see such an example in •



§18.5.1). Finally, if and , then no election criterion can work and the problem is not in (i.e., cannot be recognized by a non-deterministic Turing machine Pub Date: July 25, 2003 regardless of how long a machine runs).



Publisher: Prentice Hall PTR



ISBN: 0-13-066943-1



Since Pages: besides 648Monte Carlo and Las Vegas, Atlantic City is another famous gambling place to lure people to increase their winning probabilities by increasing the number of games they play, randomized algorithms with two-sided-errors are also called Atlantic City algorithms. Now let us look at an example of Atlantic City algorithms. Many cryptographic schemes and protocols, especially those based on public-keycryptography, 4.4.5.1 Anor Example Atlanticcrypto" City Algorithms have basic so-calledof "textbook versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays muchinmore attention tofit-for-application aspects of cryptography. It There is a famous protocol quantum cryptography named the quantum key distribution explains why crypto" good in an QKD idealprotocol world where data are random and bad protocol (the"textbook QKD protocol, seeisonly e.g. [31]). The allows a bit string to be agreed guys behave revealsentities the general unfitness "textbook crypto" for the real by yet between two nicely.It communication without havingofthe two parties to meet face to world face, and demonstratingnumerous attacks on such schemes, protocols andagreed systems that the two parties can be sure with a high confidence that the bitunder stringvariousrealis exclusively world application scenarios. Thisprotocol book chooses to introduce a randomized set of practicalcryptographic shared between them. The QKD is a two-sided-error algorithm. Let us schemes,this protocols and and systems, many them standards or de factoones, studies them closely, describe algorithm examine its of two-sided-error property. explains their working principles, discusses their practicalusages, and examines their strong Let usfit-for-application) first provide a brief description on the oftenwith physical principle the QKD protocol. The (i.e., security properties, security for evidence formally established. distribution of includes a secret bit string in the QKD protocol is achieved by a sender (letfoundation Alice be thefor The book also self-containedtheoretical background material that is the sender) a string of four-way-polarized photons. Each of these photons is in a state modern transmitting cryptography. (called a photon state or a state) denoted by one of the four following symbols:



The first two photon states are emitted by a polarizer which is set with a rectilinear orientation; the latter two states are emitted by a polarizer which is set with a diagonal orientation. Let us denote by + and x these two differently oriented polarizers, respectively. We can encode information into these four photon states. The following is a bit-to-photon-state encoding scheme:



Equation 4.4.12



This encoding scheme is the public knowledge. If Alice wants to transmit the conventional bit 0 (respectively, 1), she may choose to use + and consequently send out over a quantum channel



— (respectively, |), or choose to use x and consequently send out / (respectively, \). For each conventional bit to be transmitted in the QKD protocol Alice will set differently oriented polarizers + or x uniformly random. To receive a photon state, a receiver (who may be Bob, the intended receiver, or Eve, an eavesdropper) must use a device called a photon observer which is also set with rectilinear or diagonal orientations. We shall also denote by + and x these two differently oriented observers, •
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respectively. Let and denote the two differently oriented observers receiving and Modern Cryptography: Theory and Practice interpreting photon states transmitted from left to right. The observation of the photon states By Wenbo Mao Hewlett-Packard obeys the following rules: Company Correct observations Publisher: Prentice Hall PTR(states are maintained) Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Incorrect observations (states are destroyed) Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong These observation rules say the following things. Rectilinearly canestablished. be correctly (i.e., fit-for-application) security properties, oftenwith securityoriented evidencestates formally observed rectilinearly set observers correctly;background likewise, diagonally states can be for The book by also includes self-containedtheoretical material oriented that is the foundation correctly observed by diagonally set observers correctly. However, if a rectilinearly (diagonally) modern cryptography. oriented state is observed by a diagonally (rectilinearly) oriented observer, then a ±45° "rectification" of the orientation will occur, with 0.5 probability in either directions. These are wrong observations and are an inevitable result of "Heisenberg Uncertainty Principle." which underlies the working principle for the QKD Protocol. So if the orientation setting of the receiver's observer agrees with (i.e., is the same as) the setting of Alice's polarizer then a photon state will be correctly received. The public bit-to-photon encoding scheme in (4.4.12) is a 1-1 mapping between the conventional bits and the phone states. So in such a case, the conventional bit sent by Alice can be correctly decoded. On the other hand, if the orientation settings of the photon devices in the two ends disagree, a wrong observation must occur and it also necessarily destroys the photon state transmitted, although the receiver can have no idea which photon state has actually been sent and destroyed. We are now ready to specify the QKD Protocol. The protocol is specified in Prot 4.1. Let us explain how this protocol works and measure the probabilities for the two-sided errors to occur.



Protocol 4.1: Quantum Key Distribution (an Atlantic City Algorithm) High-level Description of the Protocol •
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oriented in



.



Publisher: Prentice Hall PTR Pub Date: July 25, 2003 Conventional channel, open discussions They choose "sifted bits" which are transmitted ISBN: 0-13-066943-1 as the result of Alice's settings of her polarizers agree with Bob's Pages: settings of 648 his observers. They further compare random ( 1, the size of the number n is log is always less than n. In order to make Prime_Gen(k) a polynomial-time algorithm b n and Publisher: Prentice Hall PTR in the size of its input, we have explicitly required in the specification of Prime_Gen(k) that its Pub Date: July 25, 2003 input should be written to have the size of the input. Using the unary, or base-1, representation, ISBN: 0-13-066943-1 k can indeed be written to have the size k. Pages: 648



Definition 4.7: Unary Representation of a NumberThe unary representation of a positive natural number n is



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad k to denote an invocation instance of the algorithm From now on nicely.It we shall reveals use Prime_Gen(1 guys behave the general) unfitness of "textbook crypto" for the real world by Prime_Gen. In the rest ofattacks this book, the unary representation of asystems number under always provides an demonstratingnumerous on such schemes, protocols and variousrealexplicit emphasis that the size of that number is the number itself. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



4.5 Non-deterministic Polynomial Time Consider the following decisional problem: Proplem SQUARE-FREENESS •
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INPUT a positive By Wenbo Mao Hewlett-PackardN: Company QUESTION



and odd composite integer;



IsN square free?



Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1



Answer YES if there exists no prime p such that p 2|N.



Pages: 648



Problem SQUARE-FREENESS is very difficult. To date there exists no known algorithm (whether deterministic or probabilistic) which can answer it in time polynomial in the size of the input. Of course, there exists algorithms to answer this question. For example, the following is one: on Many cryptographic schemes and protocols, especially those based on public-keycryptography, input perform trial division exhaustively using theassquare all odd primes up the to subjects , and have N, basic or so-called "textbook crypto" versions, these of versionsare usually for answer YES when all divisions fail. However, for N being a general instance input, this method many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good ideal world where data are runs in time , i.e.,ininan time exponential in (half) sizerandom of N. and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealNevertheless, Problem SQUARE-FREENESS should not be regarded as too difficult. If we know world "internal application scenarios. of This book chooses to introduce a set practicalcryptographic some information" the problem, called a witness (or of a certificate or an auxiliary schemes, protocols and systems, many in of time thempolynomial standards in or the de factoones, them closely, input), then an answer can be verified size of thestudies input. For example, explains working discusses their practicalusages, and their strongof all for input their N, the integerprinciples, p(N), which is named Euler's phi function of examines N and is the number (i.e., fit-for-application) security security evidence formallycan established. positive numbers less than N andproperties, co-prime tooftenwith N (see Definition 5.11 in §5.2.3), be used as a The book also background material that is N the witness for an includes efficient self-containedtheoretical verification algorithm to verify an answer to whether is foundation square free.forAlg modern 4.8 is ancryptography. efficient verification algorithm.



Algorithm 4.8: Square-Free(N,p(N))



1. d



gcd(N,f(N));



2. ifd = 1 or



answer YES else answer NO.



The reader who is already familiar with the meaning of f(N) may confirm the correctness of Alg 4.8 (Exercise 4.13). This verification algorithm is due to a basic number theoretic fact which will become apparent to us in Chapter 6 (§6.3). From our study of the time complexity of the great common divisor algorithm (§4.3.2.3), it is clear that this algorithm runs in time polynomial in the size of N. Now let us describe a computation device: it models a method to solve the class of problems which share the same property with Problem SQUARE-FREENESS. The computation of the device



can be described by a tree in Fig 4.4.



Figure 4.4. All Possible Moves of a Non-deterministic Turing Machine (with a recognition sequence) •
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. The device is called a non-deterministic Turing machine. This is a variant Turing machine (review our description of Turing machines in §4.2). At each step the machine will have a finite number of choices as to its next-step move. An input string is said to be recognized if there exists at least one sequence of legal moves which starts from the machine's initial state when the machine scans the first input symbol, and leads to a state after the machine has completed scanning the input string where a terminating condition is satisfied. We shall name such a sequence of moves a recognition sequence. We can imagine that a non-deterministic Turing machine finds a solution to a recognizable input instance by a series of guesses; a sequence of moves that consist of correct guesses forms a recognition sequence. Thus, all possible moves that the machine can make form a tree (called computational tree of a non-deterministic Turing machine, see picture in Fig 4.4). The size (the number of nodes) of the tree is obviously an exponential function in the size of the input. However, since the number of moves in a recognition sequence for a recognizable input instance is the depth d of the tree, we have d = O(log(number of nodes in the tree)) and therefore the number of moves in a recognition sequence must be bounded by a polynomial in the size of the input instance. Thus, the time complexity for recognizing a recognizable input, via a series of correct guesses, is a polynomial in the size of the input. Definition 4.8: Class We write to denote the class of languages recognizable by nondeterministic Turing machines in polynomial time . It is straightforward to see



namely, every language (decisional problem) in is trivially recognizable by a nondeterministic Turing machine. It is also trivial to see •
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Publisher: Prentice Hall PTR In fact, , (Monte Carlo) and (Las Vegas) are all genuine NP problems since they Date: non-deterministic July 25, 2003 are Pub indeed polynomial-time problems[e]. The only reason for these subclasses ISBN: 0-13-066943-1 of NP problems to be efficiently solvable is because these NP problems have abundant witnesses which Pages: can be 648easily found via random guessing. It is only a customary convention that we



usually confine to be the class of non-deterministic polynomial-time (decisional) problems which have sparse witnesses. Here is the meaning of "sparse witnesses:" in a computational tree of an NP problem, the fraction [e]



Recall the reason given in the beginning of §4.4 for renaming a subclass of non-deterministic polynomialMany cryptographic schemes and protocols, especially those based on public-keycryptography, time Turing machines into "probabilistic Turing machines." have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and(Definition systems, many is a negligible quantity 4.13).of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. In §18.2.3 we shall further establish the following result The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Equation 4.5.1



If an NP problem has sparse witnesses, then with the involvement of random guessing steps, a non-deterministic Turing machine does not really offer any useful (i.e., efficient) algorithmic method for recognizing it. This is different from the cases of non-deterministic Turing machines being efficient devices for NP problems with abundant witnesses. For NP problems with sparse witnesses, non-deterministic Turing machines merely model a class of decisional problems which share the following property: Given a witness, an answer to a decisional problem can be verified in polynomial time. A witness for an NP problem is modelled by a recognition sequence in the computational tree for a non-deterministic Turing machine (see the dashed branches in the computational tree in Fig 4.4). Now we ask: without using a witness, what is the exact time complexity for any given problem in ? The answer is not known. All known algorithms for solving any problem in without using a witness show polynomially-unbounded time complexities. Yet to date no one has been



able to prove if this is necessary, i.e., to prove demonstrate the opposite case, i.e., to prove



•



. Also, no one has so far been able to =



. The question
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is a well-known open question in theoretic computer science. Modern Cryptography: Theory and Practice By Wenbo Mao 4.9: Hewlett-Packard Company Definition Lower and Upper



Complexity BoundsA quantity B is said to be the lower



(complexity) bound for a problem P if any algorithm A solving P has a complexity cost C (A)



B.
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A quantity Pub Date:UJuly is 25, said 2003 to be an upper bound for a problem P if there exists an algorithm A solving P ISBN:a0-13-066943-1 and A has complexity cost C(A)



U.



Pages: 648



It is usually possible (and easy) to identify the lower bound for any problem in , namely, to pinpoint precisely the polynomial bound that declares the necessary number of steps needed for solving the problem. Machine Div3 (Example 4.1) provides such an example: it recognizes an nbit string in precisely n steps, i.e., using the least possible number of steps permitted by the way of writing the input instance. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for However, for problems in , it This is always to identify the lower many textbooks on cryptography. book difficult takes adifferent approach to complexity introducingbound or even finding a new (i.e., lowered) upper bound. Known complexity bounds for NP problems cryptography: it pays much more attention tofit-for-application aspects of cryptography. It are explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" forupper the real world all upper bounds. For example, we have "demonstrated" that is an bound forby demonstratingnumerous attacks on suchwith schemes, protocols systems answering Problem SQUARE-FREENESS input N (via trialand division). Anunder uppervariousrealbound world application scenarios. This book chooses introduce a set ofthis practicalcryptographic essentially says: "only this number of steps areto needed for solving problem" without adding schemes, protocols systems, many of them or de factoones, studiesSQUAREthem closely, an important untoldand part: "but fewer steps may standards be possible." In fact, for Problem explains their principles, discusses practicalusages, and examines strong FREENESS, theworking Number Field Sieve method their for factoring N has complexity giventheir by (4.6.1) (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for which has much fewer steps than but is still an upper bound. modern cryptography. One should not be confused by "the lower bound" and "a lower bound." The latter often appears in the literature (e.g., used by Cook in his famous article [80] that discovered "Satisfiability Problem" being "NP-complete") to mean a newly identified complexity cost which is lower than all known ones (hence a lower bound). Even the identification of a (not the) lower bound usually requires a proof for the lowest cost. Identification of the lower bound for an NP problem qualifies a major breakthrough in the theory of computational complexity. The difficulty for identifying the lower non-polynomial bound for NP problems has a serious consequence in modern cryptography which has a complexity-theoretic basis for its security. We shall discuss this in §4.8.



4.5.1 Non-deterministic Polynomial-time Complete Even though we do not know whether or not are as difficult as any in



=



, we do know that certain problems in



, in the sense that if we had an efficient algorithm to solve



one of these problems, then we could find an efficient algorithm to solve any problem in . These problems are called non-deterministic polynomial-time complete (NP-complete or NPC for short). Definition 4.10: Polynomial Reducible We say that a language L is polynomially reducible to



another language L0 if there exists a deterministic polynomial-time-bounded Turing machine M which will convert each instance I L into an instance I 0 L 0, such that I L if and only if I 0 L. Definition 4.11: NP-Complete A language L complete (NP-complete) if any L



0



is non-deterministic polynomial time



can be polynomially reducible to L 0.



A well-known NP-complete problem is so-called SATISFIABILITY problem (identified by Cook [80]), which Table is theoffirst problem found as NP-complete (page 344 of [227]). Let E(x1,x 2, …, xn) • Contents denote a Boolean expression constructed from n Boolean variables x1,x 2, …, xn using Boolean Modern Cryptography: Theory and Practice operators, as , and ¬. ByWenbo Maosuch Hewlett-Packard Company Problem SATISFIABILITY Publisher: Prentice Hall PTR Pub Date: July 25, 2003



INPUTISBN: 0-13-066943-1 X = (x1, ¬x1,x 2, ¬x2, …, xn, ¬xn); Pages: 648



E(x1,x 2, …, xn).



A truth assignment for E(x1,x 2, …, xn) is a sublist X' of X such that for 1 i n,X' contains Many xcryptographic either schemes both, and and that protocols, E(X') =especially True. those based on public-keycryptography, i or ¬xi but not have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more tofit-for-application aspects of cryptography. It QUESTION IsE(x satisfiable? 1,x attention 2, …, x n ) is explains why "textbook crypto" isonly good in an ideal world where data are random and bad That the is, does a truth assignment for it exist? guys behave nicely.It reveals general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealAnswer YES if E(x1,x 2, …, xn) is satisfiable. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong If a satisfiable truth assignment given, then obviously the YES answer formally can be verified in time (i.e., fit-for-application) security is properties, oftenwith security evidence established. The book by also includes self-containedtheoretical background that is the foundation .for bounded a polynomial in n. Therefore by Definition 4.8 wematerial know SATISFIABILITY modernthat cryptography. Notice there are 2n possible truth assignments, and so far we know of no deterministic polynomial-time algorithm to determine whether there exists a satisfiable one. A proof for SATISFIABILITY being NP-complete (due to Cook [80]) can be seen in Chapter 10 of [9] (the proof is constructive, which transforms an arbitrary non-deterministic polynomial-time Turing machine to one that solves SATISFIABILITY). A large list of NP-complete problems has been provided in [118]. For an NP-complete problem, any newly identified lowered upper bound can be polynomially "reduced" (transformed) to a new result for a whole class of NP problems. Therefore it is desirable, as suggested by [98], that cryptographic algorithms are designed to have security based on an NP-complete problem. A successful attack to such a cryptosystem should hopefully lead to solution to the whole class of difficult problems, which should be unlikely. However, such a reasonable desire has so far not led to fruitful results, either in terms of realizing a secure and practical cryptosystem, or in terms of solving the whole class NP problems using an attack to such a cryptosystem. We shall discuss this seemingly strange phenomenon in §4.8.2.



4.6 Non-Polynomial Bounds There are plenty of functions larger than any polynomial. Definition 4.12: Non-Polynomially-Bounded QuantityA function f(n) : is said to be • Table Contents unbounded by anyofpolynomial in n if for any polynomial p (n)there exists a natural number n 0 Modern Cryptography: and> Practice such that for all n >Theory n 0, f(n) p(n). ByWenbo Mao Hewlett-Packard Company



A function f(n) is said to be polynomially bounded if it is not a non-polynomially-bounded quantity. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Example 4.3. Pages: 648



Show that for any a > 1, 0 
 introduce p(n) for all > of n 0practicalcryptographic . Secondly, let no = max(c, schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses , then f 2(n) >their p(n)practicalusages, for all n > n 0. and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. In to polynomial-time problems (deterministic or randomized), a problem with timefor Thecontrast book also includes self-containedtheoretical background material that is the foundation complexity which is non-polynomially bounded is considered to be computationally intractable or modern cryptography. infeasible. This is because the resource requirement for solving such a problem grows too fast when the size of the problem instances grows, so fast that it quickly becomes impractically large. For instance, let N be a composite integer of size n (i.e., n = log N); then function f 1(logN) in Example 4.3 with a exp(1.9229994…+ 0(1)) (where 0(1) ) and provides a time-complexity expression for factoring N by the Number Field Sieve method (see, e.g., [70]):



Equation 4.6.1



Expression (4.6.1) is a sub-exponential expression in N. If is replaced with 1, then the expression becomes an exponential one. A subexponential function grows much slower than an exponential one, but much faster than a polynomial. For N being a 1024-bit number, expression (4.6.1) provides a quantity larger than 286 . This quantity is currently not manageable even with the use of a vast number of computers running in parallel. The sub-exponential time complexity formula also applies to the best algorithm for solving a "discrete logarithm problem" in a finite field of magnitude N (see Definition 8.2 in §8.4).



We should, however, notice the asymptotic fashion in the comparison of functions used in Definition 4.12 (f(n) in Definition 4.12 is also said to be asymptotically larger than any polynomial, or larger than any polynomial in n for sufficiently large n). Even if f(n) is unbounded by any polynomial in n, often it is the case that for a quite large number n0,f(n) is less than some polynomial p(n) for n



n 0. For instance, function f2(n) in Example 4.3 with



remains being a smaller quantity than the quadratic function



n2



= 0.5



for all n



2742762245454927736743541,



even though f2(n) is asymptotically larger than n d for any d Table of Contents



1. That is why in practice, some algorithms with non-polynomially-bounded time complexities can still Modern Cryptography: Theory and Practice be effective for solving problems of small input size. Pollard's l-method for extracting small ByWenbo Mao Hewlett-Packard Company discrete logarithm, which we have introduced in §3.6.1, is just such an algorithm. •



While Publisher: usingPrentice the order Hall PTR notation (see Definition 4.2 in §4.3.2.4) we deliberately neglect any constant coefficient in complexity expressions. However, we should notice the significance of a Pub Date: July 25, 2003 constant coefficient which appears in the exponent position of a non-polynomial-bounded ISBN: 0-13-066943-1 quantity (e.g., 1.9229994…+ 0(1) in the expression (4.6.1)). For example, if a new factoring Pages: 648 algorithm advances from the current NFS method by reducing the constant exponent 1.9229994 in the expression in (4.6.1) to 1, then the time complexity for factoring a 1024-bit composite integer using that algorithm will be reduced from about 286 to about 2 45 . The latter is no longer regarded a too huge quantity for today's computing technology. In specific for the NFS method, one current research effort for speeding up the method is to reduce the exponent constant, e.g., Many cryptographic schemes anditprotocols, those based on apublic-keycryptography, via time-memory trade-off (and is actuallyespecially possible to achieve such reduction to some have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects extent, though a reduction in time cost may be penalized by an increment in memory cost). for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much of more attention tofit-for-application aspects of We cryptography. It a We have defined the notion non-polynomial bound for large quantities. can also define explains "textbook crypto" isonly good in an ideal world where data are random and bad notion forwhy small quantities. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems variousrealDefinition 4.13: Negligible Quantity A function (n) : is said tounder be a negligible world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes,(or protocols and systems, of them standards or, is deafactoones, studies them closely, quantity (n)is negligible) in n many if its reciprocal, i.e., non-polynomially-bounded explains in their quantity n. working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for For example, for any polynomial p, is a negligible quantity. For this reason, we sometimes modern cryptography. also say that a subset of p(n) points in the set {1, 2, 3, …, 2n} has a negligible-fraction number of points (with respect to the latter set), or that any p(n) points in {1, 2, 3, …, 2 n} are sparse in the set. If is a negligible quantity, then 1 – is said to be an overwhelming quantity. Thus, for example we also say that any non-sparse (i.e., dense) subset of {1, 2, …, 2n} has an overwhelming-fraction number of points (with respect to the latter set). A negligible function diminishes to 0 faster than the reciprocal of any polynomial does. If we regard a non-polynomially-bounded quantity as an unmanageable one (for example, in resource allocation), then it should be harmless for us to neglect any quantity at the level of the reciprocal of a non-polynomially-bounded quantity. More examples:



is negligible in k and



is overwhelming in k. ReviewExample 3.6; for p being a k bit prime number ( neglect quantities at the level of •
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being also a prime), we can



or smaller and thereby obtain Prob
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Finally, if a quantity is not negligible, then we often say it is a non-negligible quantity, or a By Wenbo Mao Hewlett-Packard significant quantity. ForCompany example, we have seen through a series of examples that for a decisional problem in whose membership is efficiently decidable, there is a significant Publisher: Prentice Hall PTRsampling the space of the computational tree (Fig 4.4), for finding a probability, via random witness for July confirming Pub Date: 25, 2003 the membership. ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



4.7 Polynomial-time Indistinguishability We have just considered that neglecting a negligible quantity is harmless. However, sometimes when we neglect a quantity, we feel hopeless because we are forced to abandon an attempt not to neglect it. Let us now describe such a situation through an example. •
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Modern Cryptography: Theory and Practice Consider two experiments over the space of large odd composite integers of a fixed length. Let one of them be called E , and 2_Prime ByWenbo Mao Hewlett-Packard Company the other, E 3_Prime. These two experiments yield large and random integers of the same size: every integer yielded from E2_Prime is the product of two large distinct prime factors; every integer yielded from E3_Prime is the produce of three or more distinct Publisher: Prentice Hall PTR prime factors. Now let someone supply you an integer N by following one of these two Pub Date: July 25, 2003 experiments. Can you tell with confidence from which of these two experiments N is yielded? (RecallISBN: that0-13-066943-1 E2_Prime and E3_Prime yield integers of the same length.) Pages: 648



ByDefinition 3.5 (in §3.5), such an experiment result is a random variable of the internal random moves of these experiments. We know that random variables yielded from E2_Prime and those yielded from E3_Prime have drastically different probability distributions: E2_Prime yields a two-prime product with probability 1 while E3_Prime never does so. However, it is in fact a very hard to distinguish variables from these twobased experiments. Manyproblem cryptographic schemesrandom and protocols, especially those on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Let us now define precisely what we mean by indistinguishable ensembles (also called many textbooks on cryptography. This book takes adifferent approach to introducing indistinguishable experiments). cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Definition 4.14: Distinguisher for ensemblesLet E = {e 1,e 2, …}, E' = {e1',e 2', …} be two guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by sets of ensembles in which e i, e j' are random variables in a finite space .Denote k = demonstratingnumerous attacks on such schemes, protocols andsample systems under variousreallog # . Let a = (a , a , …, a ) be random variables such that all of them are yielded from either 2 application scenarios. 1 2 l world This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them E or E',where is bounded by a polynomial in k.standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong A distinguisher D for (E, E') is a probabilistic halts in timeformally polynomial in k with (i.e., fit-for-application) security properties,algorithm oftenwith which security evidence established. output in {0, and satisfies (i) D(a, E) = 1 iff abackground is from E; (ii) D(a, E') = 1isiff a is from E'. for The book also1} includes self-containedtheoretical material that the foundation modern cryptography. We say that D distinguishes (E, E')with advantage Adv > 0 if



It is important to notice the use of probability distributions in the formulation of an advantage for a distinguisher D: a distinguisher is probabilistic algorithm; also it is a polynomial-time algorithm: its input has a polynomially bounded size. Many random variables can be easily distinguished. Here is an example.



Example 4.4. LetE = {k-bit Primes} and E' = {k-bit Composites}. Define D(a, E) = 1 iff Prime_Test(a) YES, and D(a, E') = 1 iff Prime_Test(a) NO (Prime_Test is specified in Alg 4.5). Then D is a distinguisher for E and E'. When a E, we have Prob [D(a, E) = 1] = 1 and Prob [D(a, E') = 1] = 0; when a E', we have Prob [D(a, E) = 1] = 2 –k and Prob [D(a, E') = 1] = 1 – 2–k. Hence, Adv(D)



1 – 2–(k



– 1).



Definition 4.15: Polynomial-time Indistinguishability Let ensembles E, E' and security



parameter k be those defined in Definition 4.14. E, E' are said to be polynomially indistinguishable if there exists no distinguisher for (E, E')with advantage Adv > 0 non-negligible in k for all sufficiently large k. The following assumption is widely accepted as plausible in computational complexity theory. Assumption 4.1: General Indistinguishability AssumptionThere exist polynomially indistinguishable ensembles. •
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Modern Cryptography: and Practice Ensembles E 2_Prime Theory and E3_Prime are assumed to be polynomially indistinguishable. In other words, someone suppliesCompany us with a set of polynomially many integers which are either all By WenboifMao Hewlett-Packard



from E2_Prime, or all from E3_Prime, and if we use the best known algorithm as our distinguisher, we will soon feel hopeless and have to abandon our distinguishing attempt. Publisher: Prentice Hall PTR Pub Date: July 25, 2003



Notice that since we can factor N and then be able to answer the question correctly, our ISBN: 0-13-066943-1 advantage Adv must be no less than the reciprocal of the function in (4.6.1). However, that value Pages: is too648 small not to be neglected. We say that we are hopeless in distinguishing these two ensembles because the best distinguisher we can have will have a negligible advantage in the size of the integer yielded from the ensembles. Such an advantage is a slow-growing function of our computational resources. Here "slow-growing" means that even if we add our computational resources in a tremendous manner, the advantage will only grow in a marginal manner so that we willcryptographic soon becomeschemes hopeless. Many and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Polynomial indistinguishability is an important security criterion for many cryptographic many textbooks on cryptography. This book takes adifferent approach to introducing algorithms and protocols. There are many practical ways to construct polynomially cryptography: it pays much more attention tofit-for-application aspects of cryptography. It indistinguishable ensembles for isonly being good usefulininan modern cryptography. Forare example, pseudoexplains why "textbook crypto" ideal world where data randomaand bad random number generator is an important ingredient in cryptography; such a generator guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by generates pseudo-random numbers whichschemes, have a distribution totally determined (i.e., in a demonstratingnumerous attacks on such protocols and systems under variousrealdeterministic fashion) by a seed. Yet, a good pseudo-random number generator yields pseudoworld application scenarios. This book chooses to introduce a set of practicalcryptographic random numbers which are polynomially indistinguishable from truly random numbers, is, schemes, protocols and systems, many of them standards or de factoones, studies themthat closely, the distribution of the random variables output from such a generator is indistinguishable from explains their working principles, discusses their practicalusages, and examines their strong the distribution of stringsproperties, which are oftenwith of the same lengthevidence as those formally of the pseudo-random (i.e.,uniform fit-for-application) security security established. variables. In fact, the following assumption is an instantiation of Assumption 4.1:foundation for The book also includes self-containedtheoretical background material that is the modern cryptography. Assumption 4.2: (Indistinguishability between Pseudo-randomness and True Randomness)There exist pseudo-random functions which are polynomially indistinguishable from truly random functions. InChapter 8 we shall see a pseudo-random function (a pseudo-random number generator) which is polynomially indistinguishable from a uniformly random distribution. In Chapter 14 we shall further study a well-known public-key cryptosystem named the Goldwasser-Micali cryptosystem; that cryptosystem has its security based on polynomially indistinguishable ensembles which are related to E2_Prime and E3_Prime (we shall discuss the relationship in §6.5.1). For a further example, a Diffie-Hellman tuple (Definition 13.1 in §13.3.4.3) of four elements in someabelian group and a random quadruple in the same group form indistinguishable ensembles which provide security basis for the ElGamal cryptosystem and many zeroknowledge proof protocols. We will frequently use the notion of polynomial indistinguishability in several later chapters.



4.8 Theory of Computational Complexity and Modern Cryptography In the end of our short course in computational complexity, we shall provide a discussion on the • Table of Contents relationship between the computational complexity and modern cryptography. Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



4.8.1 A Necessary Condition Publisher: Prentice Hall PTR 25, 2003 On Pub the Date: one July hand, we are able to say that the complexity-theoretic-based modern cryptography



uses



ISBN: 0-13-066943-1 Pages: 648 [f]



as a necessary condition. Let us call it the



conjecture[f]



A recent survey shows that most theoretic computer scientists believe .



An encryption algorithm should, on the one hand, provide a user who is in possession of correct encryption/decryption keys with efficient algorithms for encryption and/or decryption, and on the other hand, pose an intractable problem for one (an attacker or a cryptanalyst) who tries to Many cryptographic schemes and protocols, especially those based on public-keycryptography, extract plaintext from ciphertext, or to construct a valid ciphertext without using correct keys. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Thus, a cryptographic key plays the role of a witness, or an auxiliary input (a more suitable many textbooks on cryptography. This book takes adifferent approach to introducing name) to an NP-problem-based cryptosystem. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad One might want to argue against our assertion on the necessary condition for complexityguys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by theoretic-based cryptography by thinking that there might exist a cryptosystem which would be demonstratingnumerous attacks on such schemes, protocols and systems under variousrealbased on an asymmetric problem in chooses : encryption would bea an and the best world application scenarios. This book to introduce setO(n)-algorithm of practicalcryptographic 100). Indeed, even for the tiny case of n = 10, O(n 100) cracking algorithm would be of order O(n schemes, protocols and systems, many of them standards or de factoones, studies them closely, is a 2332-level quantityprinciples, which is way, way, way the grasp of the world-wide combination explains their working discusses theirbeyond practicalusages, and examines their strong of the most advanced computation technologies. Therefore, if such a polynomial-time (i.e., fit-for-application) security properties, oftenwith security evidence formally established. cryptosystem weself-containedtheoretical should be in a good shape even if it turns out that=is the foundation . However, for the The book also exists, includes background material k modern is, cryptography. trouble while does enclose O(n ) problems for any integer k, it does not contain any problem with an asymmetric complexity behavior. For any given problem in , if an instance of sizen is solvable in time n k, then time nk+a for any a > 0 is unnecessary due to the deterministic behavior of the algorithm. The conjecture also forms a necessary condition for the existence of one-way function. In the beginning of this book (§1.1.1) we have assumed that a one-way function f(x) should have a "magic property" (Property 1.1): for all integer x, it is easy to compute f(x) from x while given most values f(x) it is extremely difficult to find x, except for a negligible fraction of the instances in the problem. Now we know that the class provides us with candidates for realizing a one-way function with such a "magic property." For example, problem Satisfiability defines a one-way function from an n-tuple Boolean space to {True, False}. In turn, the existence of one-way functions forms a necessary condition for the existence of digital signatures. A digital signature should have such properties: easy to verify and difficult forge. Moreover, the notion of polynomial-time indistinguishability which we have studied in §4.7 is also based on the conjecture. This is the decisional case of hard problems in . InChapters 14,15 and 17 we shall see the important role of polynomial-time indistinguishability plays in modern cryptography: the correctness of cryptographic algorithms and protocols.



In particular, we should mention the fundamentally important role that the conjecture plays in a fascinating subject of public-key cryptography: zero-knowledge proof protocols [126] and interactive proof system. A zero-knowledge protocol is an interactive procedure running between two principals called a prover and a verifier with the latter having a polynomially-bounded computational power. The protocol allows the former to prove to the latter that the former knows a YES answer to an NPproblem (e.g., • Table a YES of Contents answer to Problem SQUARE-FREENESS, or to question: "Is N from E2_Prime? "), because Modern Cryptography: the former Theory has and in Practice possession of an auxiliary input, without letting the latter learn how to conduct such a proof (i.e., without disclosing the auxiliary input to the latter). Hence the ByWenbo Mao Hewlett-Packard Company verifier gets "zero-knowledge" about the prover's auxiliary input. Such a proof can be modelled by a non-deterministic Turing machine with an added random tape. The prover can make use of Publisher: Prentice Hall PTR auxiliary input and so the machine can always be instructed (by the prover) to move along a Pub Date: July 25, 2003 recognition sequence (i.e., to demonstrate the YES answer) regarding the input problem. ISBN: 0-13-066943-1 Consequently, the time complexity for a proof is a polynomial in the size of the input instance. Pages: 648 The verifier should challenge the prover to instruct the machine to move either along a recognition sequence, or along a different sequence, and the challenge should be uniformly random. Thus, from the verifier's observation, the proof system behaves precisely in the fashion of a randomized Turing machine (review §4.4). As a matter of fact, it is the property that the error probability of such a randomized Turing machine can be reduced to a negligible quantity by repeated independent executions (as analyzed in §4.4.1.1) that on forms the basis for Many cryptographic schemes and protocols, especially those based public-keycryptography, convincing the verifier that the prover does know the YES answer to the input problem. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much plays more the attention tofit-for-application aspects of cryptography. The conjecture following two roles in zero-knowledge protocols: (i)Itan explains why good an ideal where data are random auxiliary input"textbook of an NP crypto" problemisonly permits theinprover to world conduct an efficient proof, andand (ii) bad the guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world difficulty of the problem means that the verifier alone cannot verify the prover's claim. In by demonstratingnumerous on such schemes, protocols and systems under variousrealChapter 18 we will study attacks zero-knowledge proof protocols. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong 4.8.2 Not a Sufficient Condition (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. On the other hand, the conjecture does not provide a sufficient condition for a secure cryptosystem even if such a cryptosystem is based on an NP-complete problem. The wellknown broken NP-complete knapsack problem provides a counterexample [200]. After our course in computational complexity, we are now able to provide two brief but clear explanations on why cryptosystems based on NP (or even NP-complete) problems are often broken. First, as we have pointed out in an early stage of our course (e.g., review Definition 4.1), the complexity-theoretic approach to computational complexity restricts a language L (a problem) in a complexity class with a universal-style quantifier: "any instance I L." This restriction results in the worst-case complexity analysis: a problem is regarded difficult even if there only exists negligibly few difficult instances. In contrast, a cryptanalysis can be considered successful as long as it can break a non-trivial fraction of the instances. That is exactly why breaking of an NPcomplete-based cryptosystem does not lead to a solution to the underlying NP-complete problem. It is clear that the worst-case complexity criterion is hopeless and useless for measuring security for the practical cryptosystems. The second explanation lies in the inherent difficulty of identifying new lower upper bounds for NP problems (notice, phrase "new lower upper bounds" makes sense for NP problems, review our discussion on lower and upper bounds in §4.5). Security basis for an NP-problem-based cryptosystem, even if the basis has been proven to be the intractability of an underlying NPproblem, is at best an open problem since we only know an upper bound complexity for the problem. More often, the underlying intractability for such an NP-based cryptosystem is not even



clearly identified. A further dimension of insufficiency for basing security of modern cryptographic systems on the complexity intractability is the main topic of this book: non-textbook aspects of security for applied cryptography (review §1.1.3). Cryptographic systems for real world applications can be compromised in many practical ways which may have little to do with mathematical intractability properties underlying the security of an algorithm. We will provide abundant explanations and evidence to manifest this dimension in the rest of this book. •
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A positive attitude toward the design and analysis of secure cryptosystems, which is getting wide By Wenbo Mao recently, Hewlett-Packard Company prove that a cryptosystem is secure (provable security) acceptance is to formally using polynomial reduction techniques (see Definition 4.10): to "reduce" via an efficient transformation anyHall efficient attack on the cryptosystem to a solution to an instance of a known Publisher: Prentice PTR NP problem. Usually the NP problem is in a small set of widely accepted "pedigree class." Such a Pub Date: July 25, 2003 reduction is usually called a reduction to contradiction because it is widely believed that the ISBN: 0-13-066943-1 widely accepted "pedigree problem" does not have an efficient solution. Such a proof provides a Pages: 648 high confidence of the security of the cryptosystem in question. We shall study this methodology inChapters 14 and 15.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



4.9 Chapter Summary Computational complexity is one of the foundations (indeed, the most important foundation) for modern cryptography. Due to this importance, this chapter provides a self-contained and systematic introduction to this foundation. •
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Modern Cryptography: We started with theTheory notionand of Practice Turing computability as the class of computable problems. Some problems in the class are tractable ByWenbo Mao Hewlett-Packard Company (efficiently solvable in polynomial time) which are either deterministic (in ) or non-deterministic (several subclasses in which are called



probabilistic Publisher: Prentice polynomial Hall PTR time). Others are intractable (the class



which is still a subclass in



Pub Date:will July become 25, 2003 , this



clear in §18.2.3). Problems in do not appear to be solvable by efficient ISBN: algorithms, 0-13-066943-1 deterministic or otherwise, while with their membership in the class being efficiently given a witness. Pages:verifiable 648 In our course, we also introduced various important notions in computational complexity and in its application in modern cryptography. These include efficient algorithms (several important algorithms are constructed with precise time complexity analysis), order notation, polynomial reducibility, negligible quantity, lower, upper and non-polynomial bounds, and Many cryptographic These schemes and protocols, especially those based public-keycryptography, indistinguishability. notions will be frequently used in the reston part of the book. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing Finally, we conduct a discussion on the fundamental roles of problems and the complexitycryptography: it pays much more attention tofit-for-application aspects of cryptography. It theoretic basis playing in modern cryptography. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Exercises 4.1 •



Construct a Turing machine to recognize even integers. Then construct a machine to Table of Contents recognize integers which are divisible by 6.
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Hint: the second machine can use an operation table which conjuncts that of the first and that of Div3 in Fig 4.2.
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In the measurement of computational complexity of an algorithm, why is the bitcomplexity, i.e., based on counting the number of bit operations, more preferable ISBN:than 0-13-066943-1 a measure based on counting, e.g., the number of integer multiplications?
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Hint: consider a problem can have instances of variant sizes. 4.3



Our cost measure for gcd(x, y) (for x > y) given by Theorem 4.1 is log x modulo operations. With a modulo operation having the cost same as a division O B((log x)2), our measure for gcd(x, y) turns out to be OB((logx) 3). However, in standard Many cryptographic schemes and protocols, especially 2those based on public-keycryptography, textbooks the cost for gcd(x, y) is OB((logx) ). What we have missed in our have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for measurement? many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Hint: observe inequality (4.3.12). explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 4.4 Prove statements 2 and 3 in Theorem 4.2. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic 4.5 Show that (Monte Carlo) and (Las Vegas) arefactoones, complement to each other schemes, protocols and systems, many of them standards or de studies them closely, (this is denoted by (Monte Carlo) = co (Las Vegas)). That is, a Monte Carlo explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, evidence formally established. algorithm for recognizing I L is a oftenwith Las Vegassecurity algorithm for recognizing , and The book also includes self-containedtheoretical background material that is the foundation for vise versa. Using the same method to show = co . modern cryptography. 4.6



In the computational complexity literature, we often see that the class defined by



(4.4.1) and



is



for (4.4.2). We have used any constants



, for a > 0, b > 0. Do these two different ways of formulation make any difference? 4.7



Show that for (k) in (4.4.5), (k) Hint: consider 1 – (k)



4.8



1 when k



.



0.



Explain why in the error probability characterization for must be clearly bounded away from zero constant.



, error probabilities



, i.e., a and b in (4.4.11) must be some non-



Hint: consider a "biased" coin: one side is more likely than the other by a negligible quantity. Are you able to find the more likely side by flipping the coin and using the majority election criterion?



4.9



•



In our measure of the soundness error probability for the QKD protocol (Prot 4.1), we have mentioned two strategies for Eve: sending to Bob completely new m photon states or forwarding to him whatever she observes. We have only measured the soundness error probability by considering Eve taking the latter strategy. Use the the former strategy to derive the same result for the soundness error probability.



of Contents ForTable a positive natural number n we use |n| = log2n as the measure of the size of n in n's binary representation). However in most cases the size of n can be written as log n without giving an explicit base (the omitting ByWenbo Mao Hewlett-Packard Company case is the natural base e). Show that for any base b > 1, log bn provides a correct size measure for n, i.e., the statement "a polynomial in the size of n" remains Publisher: Prentice Hall PTR invariant for any base b > 1.
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ISBN: 0-13-066943-1 4.11 Exceptional to the cases in the preceding problem, we sometimes write a positive Pages:number 648 in the unary representation, i.e., write 1n for n. Why is this necessary?



4.12



What is an efficient algorithm? What is a practically efficient algorithm?



4.13 If you are already familiar with the properties of the Euler's phi function f(N) (to be introducedschemes in §6.3),and then confirm the correctness Alg 4.8. Many cryptographic protocols, especially thoseof based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 4.14 Provide examples ofThis indistinguishable ensembles. many textbooks ontwo cryptography. book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It 4.15 why Why does a cryptosystem with security basedworld on anwhere NP-Complete needbad not explains "textbook crypto" isonly good in an ideal data are problem random and be secure? guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousreal4.16 Differentiate and relate the following problems: world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. i. Turing computable. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. ii. Intractable. iii. Tractable. iv. Deterministic polynomial time. v. Practically efficient.
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



5.1 Introduction Cryptographic algorithms and protocols process messages as numbers or elements in a finite space. Encoding (encryption) and the necessary decoding (decryption) operations must transform messages to messages so that the transformation obeys a closure property inside a • Table Contents However, the usual arithmetic over numbers such as addition, finite space of theofmessages. Modern Cryptography: Theory Practice subtraction, multiplicationand and division which are familiar to us do not have a closure property within finite space (integers or numbers in an interval). Therefore, cryptographic algorithms By Wenboa Mao Hewlett-Packard Company which operate in a finite space of messages are in general not constructed only using the familiar arithmetic numbers. Publisher:over Prentice Hall PTR Instead, they in general operate in spaces with certain algebraic structures to maintain the closure property. Pub Date: July 25, 2003



0-13-066943-1 In thisISBN: chapter we introduce three algebraic structures which not only are central concepts of Pages: 648 abstract algebra, but also provide the basic elements and operations for modern cryptography and cryptographic protocols. These three structures are: group, ring and field.



5.1.1 Chapter Outline



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for We study groups in §5.2, rings and fields in §5.3 and the structure of finite fields in §5.4. Finally many textbooks on cryptography. This book takes adifferent approach to introducing in §5.5, we provide a realization of a finite group using points on an elliptic curve. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



5.2 Groups Roughly speaking, a group is a set of objects with an operation defined between any two objects in the set. The need for an operation over a set of objects is very natural. For example, upon every sunset, an ancient shepherd would have counted his herd of sheep. Maybe the shepherd • Contents but this would not prevent him from performing his operation did not even Table knowofnumbers; Modern Cryptography: Theory and Practice properly. He could keep with him a sack of pebbles and match each sheep against each pebble. Then, asMao long as he alwaysCompany ended up his matching operation when no more pebble were left to By Wenbo Hewlett-Packard match, he knew that his herd of sheep were fine. In this way, the shepherd had actually generated groupHall using Publisher:aPrentice PTR the "add 1" operation. Sheep or pebbles or some other objects, the important point here is to perform an operation over a set of objects and obtain a result which Pub Date: July 25, 2003 remains in the set. ISBN: 0-13-066943-1



Pages: 5.1: 648 GroupA group (G, o) is a set G together with an operation º satisfying the Definition following conditions:



(Closure Axiom) 1. a,b G : ao b G Many cryptographic schemes and protocols, especially those based on public-keycryptography, (Associativity Axiom) have 2. basic a, b, c or so-called G : ao (bo"textbook c) = (ao b)crypto" oc versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing (Identity aspects Axiom) of cryptography. It 3. unique element G : more a attention G : ao e tofit-for-application = eo a cryptography: it paysemuch = a explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by The element e is called the identity element. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application-1scenarios. This book chooses to introduce a setAxiom) of practicalcryptographic (Inverse 4. a G: a G : ao a -1 = a-1 o a = e schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. In denotation of a group (G,o), we often omitbackground the operation o and that use G denote a group. Thethe book also includes self-containedtheoretical material isto the foundation for modern cryptography. Definition 5.2: Finite and Infinite GroupsA group G is said to be finite if the number of elements in the set G is finite, otherwise, the group is infinite . Definition 5.3: Abelian Group A group G is abelian if for all a, b



G, ao b = bo a.



In other words, an abelian group is a commutative group. In this book we shall have no occasion to deal with non-abelian group. So all groups to appear in the rest of this book are abelian, and we shall often omit the prefix "abelian."



Example 5.1. Groups



1. The set of integers is a group under addition +, i.e., ( , +) is a group, with e = 0 and a-1 = –a. This is an additive group and is an infinite group (and is abelian). Likewise, the set of rational numbers , the set of real numbers , and the set of complex numbers are additive and infinite groups with the same definitions for identity and inverse. 2. Non-zero elements of



,



and



under multiplication · are groups with e = 1 and a-1



being the multiplicative inverse (defined in the usual way). We denote by



3.



,



,



these



2. groups, respectively. Thus, the full denotations for these groups are: ( , ·). They are called multiplicative groups. They are infinite.



, ·), (



, ·) and (



3. For any n 1, the set of integers modulo n forms a finite additive group of n elements; here addition is in terms of modulo n, the identity element is 0, and for all element a in the group,a •



–1



= n – a (property 2 of Theorem 4.2, in §4.3.2.5). We denote by
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Thus, the full denotation of this group is (
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, + (mod n)). (Notice that



hand notation for a formal and standard notation Example 5.5.)
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Prentice Hall 4.Publisher: The numbers forPTR hours over a clock form Pub Date: July 25, 2003 ,+ (mod 12)) "clock group."



/n



this group. is a short-



. We shall see the reason in



under addition modulo 12. Let us name (
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5. The subset of containing elements relatively prime to n (i.e., gcd(a, n) = 1) forms a finite multiplicative group; here multiplication is in terms of modulo n, e = 1, and for any elementa in the group, a –1 can be computed using extended Euclid algorithm (Alg 4.2). We denote by this group. For example, , · (mod 15)) = ({1, 2, 4, 7, 8, 11, 13, 14}, · (mod 15)). Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 6. For set B = on {F,cryptography. T}, let o = be (logical XOR): F F =approach F, F T to = introducing T F = T, T T = F. many textbooks This book takes adifferent –1 ThenB under is a finite group with tofit-for-application e = F and T = T. aspects of cryptography. It cryptography: it pays much more attention explains why "textbook crypto" isonly good in an ideal world where data are random and bad 7. The roots of x3 – reveals 1 = 0 isthe a finite group under of multiplication with e for = 1the (obviously 1 is guys behave nicely.It general unfitness "textbook crypto" real world bya 3 – 1) this group. Let us find the other group elements in Roots(x3 root). Denote by Roots(x demonstratingnumerous attacks on such schemes, protocols and systems under variousreal1) and their inverses.This As abook degree-3 polynomial, x3 –a1set hasofthree roots only. Let a,b be world–application scenarios. chooses to introduce practicalcryptographic 3 2 the other two roots. From x – 1 = (x – 1) (x + x + 1), a and b must be the two roots of schemes, protocols and systems, many of them standards or de factoones, studies them closely, 2 + x + 1 = 0. By the relation between the roots and the coefficient of a quadratic x explains their working principles, discusses their practicalusages, and examines their strong we have ab = 1. Thus, a–1 = oftenwith b and b–1 security = a. Theevidence reader may checkestablished. that Closure (i.e., equation, fit-for-application) security properties, formally 2 2 3 – 1 = 0). Axiom is satisfied (i.e., a and b are roots of x The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Definition 5.4: Shorthand Representation of Repeated Group OperationsLet G be a group with operation o. For any element a G, and for any non-negative integer ai G the following element



,we denote by



We should pay attention to two points in the following remark.



. Remark 5.1



i. We write a i G only for a shorthand presentation of Notice that the "operation" between the integer i and the element a is not a group operation . ii.



i.



ii. Some groups are conventionally written additively, e.g., ( , + (mod n)).For these groups, the reader may view a i as i · a. However, in this shorthand view, one must notice that "·" here is not a group operation and the integer i is usually not a group element (considering the case (



, + (mod n))with i > n).



Definition 5.5: SubgroupA subgroup of a group G is a non-empty subset H of G which is itself • Table Contents a group under theofsame operation as that of G. W e write H G to denote that H is a subgroup Modern Cryptography: Practice of G, and H G to Theory denoteand that H is a



proper subgroup of G (i.e., H



G).
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1. Under addition,



;



2. Under addition, the set of even integers plus 0 is a subgroup of the groups in (1); so is the set of odd numbers plus 0. Many cryptographic schemes and protocols, especially those based on public-keycryptography, 3. The "clock group" ( , + (mod 12)) has the following subgroups: ({0}, +), ({0, 6}, +), have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 4, 8}, on +),cryptography. ({0, 3, 6, 9}, This +), ({0, 4, 6,adifferent 8, 10}, +), ( , +). many({0, textbooks book2,takes approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It 4. Under multiplication, . an ideal world where data are random and bad explains why "textbook crypto" isonly good in guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and under variousreal5. Letn be an odd positive integer and let Fermat(n) denote thesystems subset of such that any a world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of(mod themn). standards or de factoones, studies them closely, Fermat(n) satisfies Then explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Moreover, if n is a prime number, then by Fermat's Little Theorem (Theorem 6.10 in §6.4), ; otherwise, Fermat(n) is a proper subgroup of 6. {F} is a proper subgroup of the group B in Example 5.1(6). However, {T} is not a subgroup of B since it does not contain an identity (i.e., breach of Identity Axiom). 7. (ReviewExample 4.1) Polynomial-time language DIV3 is a subgroup of



;



8. Set {e} is a subgroup of any group. Definition 5.6: Order of a Group The number of elements in a finite group G is called the order of G and is denoted by #G.



Example 5.3.



1. #Z n = n; 2. 3.



1. 2. InExample 5.1(6), #B = 2; 3. InExample 5.1(7), #Roots(x



3



– 1) = 3.



5.2.1 Lagrange's Theorem •



Table of Contents



Let us now introduce a beautiful and important theorem in group theory. Modern Cryptography: Theory and Practice
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G. For a



G, set a



is called a (left) coset of H.
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. Theorem 5.1 Lagrange's Theorem Pages: 648 If H is a subgroup of G then #H | #G, that is, #H divides #G . Proof For H = G, #H | #G holds trivially. Let us consider H



G.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, For any a G \ H, by Closure Axiom, coset ao H is a subset of G. We can show the following two have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for facts: many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave general unfitness ofo H) "textbook i. For any nicely.It a a', ifreveals a a' othe H then (ao H) (a' = . crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic ii. #(a o H) = #H. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses examines their strong For (i), suppose b (a o H) (a' o H). So their c, practicalusages, c' H:ao c = b = and a' o c'. Applying Inverse (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Axiom, Identity Axiom, Closure Axiom and Associative Axiom on elements in H, we have The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. a = aoe = a o (co c –1 ) = bo c –1 = (a' o c')o c –1 = a' o (c' o c –1 ) a' o H. This contradicts our assumption: a (ao H) = . For (ii), #(ao H)



a' o H. As a special case, for a



H = e o H, we have H



#H holds trivially by coset's definition. Suppose that the inequality is



rigorous. This is only possible because for some b Axiom in G, we reach b = c, contradicting to b



c, b, c



H,ao b = a o c. Applying Inverse



c.



Thus,G is partitioned by H and the family of its mutually disjoint cosets, each has the size #H. Hence #H | #G. (In general, partitioning a set means splitting it into disjoint subsets.)



Example 5.4.



1. CheckExample 5.2(3): #H | #



holds for every H as a subgroup of the "clock group"



. 2. InstantiateExample 5.2(5) using n = 21; we have Fermat(21) = {1, 8, 13, 20} satisfying



2. . Lagrange's Theorem is not only very beautiful in group theory, but also very important in applications. Review our probabilistic primality test algorithm Prime_Test in §4.4.3.1. That algorithm tests whether an odd integer n is prime by testing congruence



•
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by Lagrange's Theorem, #Fermat (n) | Pages: 648



most half the quantity



if and only if n is not prime. Thus,



. Hence, if n is not prime, #Fermat(n) can be at



. This provides us with the error probability bound ½ for each step



of test, i.e., the working principle of Prime_Test (the probability space being



).



In §5.2.2 we will discuss another important application of Lagrange's Theorem in public-key cryptography. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Definition 5.8: Quotient Group Let G book be a (abelian) group and H G. quotient group of G many textbooks on cryptography. This takes adifferent approach toThe introducing modulo H, denoted by G/H, is the set of all cosets a o H with a ranging over G, with the group cryptography: it pays much more attention tofit-for-application aspects of cryptography. It operation by crypto" (ao H) isonly (bogood H) = in (aoan b)oideal H, and withwhere the identity element being o explains why defined "textbook world data are random and ebad H. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols Example 5.5. and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Letn > 0 be an integer. Set = {0, ±n, ±2n, …, } is clearly a subgroup of under the The book also includes self-containedtheoretical background material that is the foundation for integer addition. Quotient group modern cryptography.



can only have n elements. This is because so on, and consequently



Consider that



only contains zero modulo n, we can equate



, and



In fact,



is the formal and standard notation for



. However, for presentation



convenience, in this book we will always use the short-hand notation



in place of



.



. Corollary 5.1 •
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G. Then
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Example 5.6. Many cryptographic schemes and protocols, especially those based on public-keycryptography, Let m,basic n be or positive integers satisfying m|n. Following 5.5, we have have so-called "textbook crypto" versions, as Example these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys "textbookofcrypto" for with the real by 1. behave nicely.It reveals the general unfitness is aofsubgroup n/m world elements; demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic 2. ; and schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for 3. modern cryptography. For instance, consider the "clock group"



(i.e., n = 12) and its subgroup



(i.e., m = 3). The reader may follow Example 5.5 and confirm . Hence



. The reader



may also check all other cases of m|12.



5.2.2 Order of Group Element If we say that in a group, the identity element is special in a unique way, then other elements also have some special properties. One of such properties can be thought of as the "distance" from the identity element. Definition 5.9: Order of Group ElementLet G be a group and a



G. The order of the element



ai



a is the least positive integer satisfying = e, and is denoted by ord(a).If such an integer i does not exist, then a is called an element of infinite order . We should remind the reader the shorthand meaning of ai where i is an integer and a is a group element. The shorthand meaning of the notation has been defined in Definition 5.4 and further explained in Remark 5.1.



Example 5.7.



1. In the "clock group" , ord(1) = 12, since 12 is the least positive number satisfying 12 · 1 0 (mod 12); the reader may verify the following: ord(2) = 6, ord(3) = 4, ord(4) = 3, • Table Contents ord(5) = 12.ofTry to find the orders for the rest of the elements. Modern Cryptography: Theory and Practice



2. InB in Example 5.1(6), ord(F) = 1 and ord(T) = 2.
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3. In Roots(x3 – 1) in Example 5.1(7), ord(a) = ord(b) = 3, and ord(1) = 1. Publisher: Prentice Hall PTR July 25, 2003 4.PubInDate: Z, ord(1) = . ISBN: 0-13-066943-1 Pages: 648



. Corollary 5.2 Lagrange Let G be a finite group and a



G be any element. Then ord(a) | #G.



Many cryptographic and ord(a) protocols, those| based public-keycryptography, Proof For any a G, schemes if a = e then = 1especially and so ord(a) #G is aontrivial case. Let a e. have G basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Since is finite, we have 1 < ord(a) < . Elements many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why5.2.1 Equation "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. are distinct.self-containedtheoretical Suppose they were not, background then ar = a s material for somethat non-negative integersfor r The necessarily book also includes is the foundation r –1 modern and s satisfying cryptography. 1 r< s ord(a). Applying "Inverse Axiom" of (a ) to both sides, we will have,a s–r = e where 0 < s – r < ord(a). This contradicts the definition of ord(a) being the least positive integer satisfying aord(a) = e. It is easy to check that the ord(a) elements in (5.2.1) form a subgroup of G. By Lagrange's Theorem, ord(a)|#G. Corollary 5.2, which we have shown as a direct application of Lagrange's Theorem, provides a relationship between the order of a group and the orders of elements in the group. This relationship has an important application in public-key cryptography: the famous cryptosystems of Rivest, Shamir and Adleman (RSA) [246] work in a group of a secret order which is known exclusively to the key owner. A ciphertext can be considered as a random element in the group. With the knowledge of the group order the key owner can use the relationship between the order of the element and the order of the group to transform the ciphertext back to plaintext (i.e., to decrypt). We will study the RSA cryptosystems in §8.5.



5.2.3 Cyclic Groups Example 5.1(4) indicates that we can conveniently view as n points dividing a circle. This circle is (or these n points are) formed by n repeated operations a 1,a 2, …, an for some element



. This is a cyclic view of provides a cyclic view of



. For addition modulo n as the group operation, a = 1



. The reader may check that for the case of n = 12 as in Example



5.1(4), 5, 7, 11 are the other three elements which can also provide cyclic views for



.



Informally speaking, if a group has a cyclic view, then we say that the group is a cyclic group. Cyclic groups are groups with nice properties. They have wide applications in cryptography. •
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Modern Cryptography: Definition 5.10: Cyclic TheoryGroup, and Practice Group GeneratorA group G is said to be cyclic if there exists



anWenbo element G such thatCompany for any b G, there exists an integer i 0 such that b = a i. Element By Mao aHewlett-Packard a is called a generator of G. G is also called the group generated by a . Publisher: Prentice Hall PTR



When group by a, we can write G = a . Pub aDate: July is 25,generated 2003 ISBN: 0-13-066943-1



A generator of a cyclic group is also called a primitive root of the group's identity element. The Pages: meaning of 648 this name will become clear in §5.4.3 (Theorem 5.11).



Example 5.8. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 1. Forn 1, cyclic because, obviously, 1 aspects is a generator. cryptography: it the paysadditive much more is attention tofit-for-application of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad 2. B in Example 5.1(6) is cyclic and is generated by"textbook T. guys behave nicely.It reveals the general unfitness of crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousreal3. Roots(x3 – 1) in Example 5.1(7) is cyclic and is generated by a or b. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, 4. Letptheir be aworking prime number. Then the multiplicative group is cyclic. This istheir because explains principles, discusses their practicalusages, and examines strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. contains element of order and hence such an element generates the whole The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. group. In Alg 4.6 we have seen informally an evidence for containing a generator. We will provide a formal proof of



being cyclic in Theorem 5.12.



5. In group , 3 is a generator. This element provides a cyclic view for (remember the group operation being multiplication modulo 7):



Definition 5.11: Euler's FunctionFor



with n



as follows



1, Euler's function f(n)is the number of



integers k with 0



k < n and gcd(k, n) = 1.



A number of useful results can be derived for cyclic groups.



. Theorem 5.2 •
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1. Every subgroup of a cyclic group is cyclic .
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2. For every positive divisor d of # a , a contains precisely one subgroup of order d. Publisher: Prentice Hall PTR Pub Date: July 25, 2003



3. If # a = m, then # ak = ord(ak) = m/gcd(k, m). ISBN: 0-13-066943-1 Pages: 648 positive divisor d of # a , a contains f(d)elements of order d. 4. For every



5. Let # a = m. Then a contains f(m)generators. They are elements a = 1.



r



such that gcd(r, m)



Proof Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It 1. LetHwhy "textbook a . If H =crypto" e or H = a good thenin H an is obviously cyclic. Sodata we only considerand other explains isonly ideal world where are random bad d H, and let a s H for some s > d. cases of H. Let d > 1 be the least integer such that a guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks onsome such 0schemes, andHsystems Dividings by d:s = dq + r for r < d.protocols Since a dq we haveunder a r = variousreala s–dq H. The worldminimality applicationofscenarios. chooses to introduce a setof of d. practicalcryptographic d and H This a book imply r = 0. So s is a multiple So H only contains the schemes, protocols and systems, many of them standards or de factoones, studies them closely, d powers of a , and hence is cyclic. explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 2. book Letd also > 1 and d|m self-containedtheoretical = # a . Then is an order-d subgroup d is the least The includes background material of thata issince the foundation for modern cryptography. integer satisfying . Let us assume that there exists another order-d subgroup of a which is different from



. By 1, such a subgroup must be cyclic and hence be ak



for some k > 1. From akd = e with minimality of m we have m|kd, or equivalently, Soa



k



, i.e.,



. The same order of these two groups means



. This contradicts our assumption



.



3. Letd = gcd(k, m). Then by 2 there exists a unique order-d subgroup of subgroup be



al



for some least



> 1, i.e.,



a . Let this



is the least integer satisfying adl = e. By the



minimality of m, we have m|dl, or equivalently, gcd(l, m), i.e., l = k. 4. Letd|m = #



. The least case for



a and let ak be any element in a for 0



is when d =



k < m. By 3, element a k is of



order if and only if = gcd(k, m). Write with 0 c < d. Then gcd(k, m) = is equivalent to gcd(c, d) = 1. By Definition 5.11, there are f(d) such c. 5. Form = #



.



a , by 4, a contains f(m) elements of order m, and they are of order m and



hence are generators of a . Further by 3, these generators are ar with gcd(r, m) = 1.



5.



. Corollary 5.3 A prime-order group is cyclic, and any non-identity element in the group is a generator . Proof Let G be a group of prime order p. Let a 5.2, ord(a)|#G = p. Since a



e, ord(a)



G be any non-identity element. From Corollary



1. Then it has to be the case ord(a) = p. Therefore



a is aofgenerator • = G, i.e., a Table Contents of G. Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company
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Consider the "clock group" Pages: 648



which is cyclic:



for 1|12, it contains an order-1 subgroup {0}; because f(1) = 1, the only element of order 1 is 0; 2|12, it contains an order-2 subgroup {0, 6}; those because f(2)on = public-keycryptography, 1, the only element of Manyfor cryptographic schemes and protocols, especially based order 2 is 6; have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing for 3|12, it an more order-3 subgroup {0, 4, 8}; 4 and aspects 8 are the = f(3) elements cryptography: it contains pays much attention tofit-for-application of2cryptography. It of order 3; explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by for 4|12, it contains an order-4 subgroup {0, 3, 6, 9}; 3 and 9 are the 2 = f(4) elements of demonstratingnumerous attacks on such schemes, protocols and systems under variousrealorder 4; world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, for 6|12, it contains an order-6 subgroup {0, 2, 4, 6, 8, 10}; 2 and 10 are the 2 = f(6) explains their working principles, discusses their practicalusages, and examines their strong elements of order 6; (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical foundation for 12|12, it contains an order-12 subgroupbackground Z12 ; in it, 1,material 5, 7 andthat 11 is arethe the 4 = f(12) for modern cryptography. elements of order 12. The reader may analyze the multiplicative group



analogously.



5.2.4 The Multiplicative Group Letn = pq for p and q being distinct odd prime numbers. The multiplicative group is very important in modern cryptography. Let us now have a look at its structure. We stipulate that all n in this subsection is such a composite. Since elements in are positive integers less than n and co-prime to n. By Definition 5.11, this group contains f(n) = (p – 1)(q – 1) elements (see Lemma 6.1 to confirm f(n) = (p – 1)(q – 1)).



. Theorem 5.3 Any element in Proof Let



has an order dividing lcm(p – 1, q – 1). . By Fermat's Little Theorem (Theorem 6.10 in §6.4) we know



Denotingl = lcm(p – 1, q – 1), trivially we have •
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These two congruences actually say that al – 1 is a multiple of p and also a multiple of q. Since p and q are distinct prime numbers, a l – 1 must be a multiple of n = pq. This means Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave reveals general unfitnessn.of "textbook crypto" for the real world by Therefore, l isnicely.It a multiple of thethe order of a modulo demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application book chooses to introduce a set of qpracticalcryptographic Notice that both pscenarios. – 1 and q This – 1 are even, therefore l = lcm(p – 1, – 1) < (p – 1)(q – 1) = schemes, protocols and systems, many of them standards or de factoones, studies them closely, f(n). Theorem 5.3 saysprinciples, that therediscusses is no element is of order f(n). That is, their contains explains their working their in practicalusages, and examines strong no (i.e., fit-for-application) security oftenwith security formally established. generator. So by Definition 5.10, properties, is non-cyclic. Value l(n) isevidence called Carmichael number of The book also includes self-containedtheoretical background material that is the foundation for n. modern cryptography.



Example 5.10. Forn = 5 x 7 = 35, let



be such an element: (i)



order 4 and hence it provides a cyclic view for the cyclic group period 4); (ii) the cyclic group



has the maximum (the left circle below, of



has the maximum order 6 and hence it provides a cyclic view for (the right circle below, of period 6).



Then the order of can be viewed as the period decided by two engaged toothed wheels. One has four teeth and the other has six teeth. We initially chalk-mark a large dot (see the picture below) at the engaged point of the two wheels. Now let the engaged gear revolve, and the large chalk mark becomes two separate marks on the two wheels. These two separate marks will meet again after the mark on the four-toothed wheel has travelled 3 revolutions, and that on the six-toothed wheel, 2 revolutions. Therefore, the order (period) of is exactly the distance between the separation and the reunion of the large chalk mark, and is 3 x 4 = 2 x 6 = 12 = lcm((5 – 1), (7 – 1)).



•
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Let Publisher: ordx(a) Prentice denoteHall thePTR order of an element modulo a positive number n. In general, any element Pub Date: July 25, 2003



has the order ordn(a) defined by ordp(a) and ord q(a) in the following relation:
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Equation 5.2.2



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing Since and it pays are both cyclic, have elements of maximum ordersofpcryptography. – 1 and q – 1,It cryptography: much morethey attention tofit-for-application aspects explains why Consequently, "textbook crypto" isonly good in an ideal world where data random bad respectively. contains elements of the maximum orderare lcm(p – 1, qand – 1). On guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by the other hand, some maximum-order element can satisfy the cases of ordp(a) < p – 1 demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application and/or ordq(a) < q scenarios. – 1. For example, This bookbecause chooseslcm(4, to introduce 3) = lcm(4, a set of 6)practicalcryptographic and because contains an schemes, protocols and systems, many of them standards or de factoones, studies them closely, element of order 3, group contains an element of the maximum period 12 which is explains their working principles, discusses their practicalusages, and examines their strong represented by two engaged toothed wheels of four teeth and three teeth. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for In the next chapter we will provide a 1-1 onto mapping between the elements in and the modern cryptography. pairs of elements in



. The mapping is computable and hence it provides a method to



construct elements in out of those in the cyclic groups and . The latter job is usually easier because it can make use of the nice properties of the later two groups (cyclic groups). For example, because computing square roots in construct square roots in



and



is easy, we can use the mapping to



using the square roots computed in



and



.



5.3 Rings and Fields One day our ancient shepherd settled down and became a farmer. He needed to figure out with his neighbors the areas of their lands. The shepherds-turned-farmers began to realize that it was no longer possible for them to use one basic operation for everything: they needed not only sum, • Table The of Contents but also product. need for two operations over a set of objects started then. Modern Cryptography: Theory and Practice



Definition RingA ring R is a set together with two operations: (addition) + and ByWenbo Mao 5.12: Hewlett-Packard Company (multiplication) ·, and has the following properties: Publisher: Prentice Hall PTR Pub Date: July 25, 2003



1. Under addition +, R is an abelian group; denote by 0the additive identity (called thezeroISBN: 0-13-066943-1 element); Pages: 648 2. Under multiplication ·, R satisfies Closure Axiom, Associativity Axiom and Identity Axiom; denote by 1the multiplicative identity (called the unity-element);1



0;



3. cryptographic a, b R : a · schemes b = b · a and (Commutative Axiom) those based on public-keycryptography, Many protocols, especially have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 4. textbooks a, b, c Ron :a · (b + c) = a This · b +book a · ctakes (Distribution Axiom) many cryptography. adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It In this definition, the bold form isonly 0 and good 1 are in used to highlight that these elementsand arebad explains why "textbook crypto" an ideal world where data two are random abstract elements and are not necessarily their integer counterparts (see, e.g., Example guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world5.11(3) by in a moment). demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Similar to our confinement of ourselves to the commutative groups, in Definition 5.12 we have schemes, protocols and systems, many of them standards or de factoones, studies them closely, stipulated multiplication to satisfy the Commutative Axiom. So Definition 5.12 defines a explains their working principles, discusses their practicalusages, and examines their strong commutative ring and that is the ring to be considered in this book. We should also stress that (i.e., fit-for-application) security properties, oftenwith security evidence formally established. + and · are abstract operations: that is, they are not necessarily the ordinary addition and The book also includes self-containedtheoretical background material that is the foundation for multiplication between integers. Whenever possible, we shall shorten a · b into ab; explicit modern cryptography. presentation of the operation "·" will only be needed where the operation is written without operands.



Example 5.11. Rings



1.



,



,



and



are all rings under usual addition and multiplication with 0 = 0 and 1 =



1. 2. For any n > 0, Z n is a ring under addition and multiplication modulo n with 0 = 0 and 1 = 1. 3. LetB be the additive group defined in Example 5.1(6) with the zero-element F. Let the multiplication operation be (logical And): F F = F, F T= T F = F, T T = T. ThenB is a ring with the unity-element T. At first glance, Definition 5.12 has only defined multiplication for non-zero elements. In fact, multiplication between the zero-element and other elements has been defined by Distribution Axiom. For example, 0a = (b + (–b))a = ba + (–b)a = ba – ba = 0. Moreover, a ring can have zero-divisors, that is, elements a, b satisfying ab = 0 with a



0 and b



0. For example, for



n = kl being a nontrivial factorization of n, both k and are non-zero elements in the ring and the product kl = n = 0 (mod n) is the zero-element.



,



Definition 5.13: Field If the non-zero elements of a ring forms a group under multiplication, then the ring is called a field . The Closure Axiom for the multiplicative group (i.e., the non-zero elements) of a field implies • of Contents that a field F Table cannot contain a zero-divisor, that is, for any a, b F,ab = 0 implies either a = 0 Modern Cryptography: Theory and Practice or b = 0. ByWenbo Mao Hewlett-Packard Company
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1.
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,



and



are all fields under usual addition and multiplication with 0 = 0 and 1 = 1.



2. The two-element ring B in Example 5.11(3) is a field. 3. For p being a prime number, is a field under those addition and on multiplication modulo p with Many cryptographic schemes and protocols, especially based public-keycryptography, = 0 or and 1 = 1. "textbook crypto" versions, as these versionsare usually the subjects for have 0 basic so-called many textbooks on cryptography. This book takes adifferent approach to introducing We shall see more examples of fields in a moment. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Note integer addition and multiplication is not a field because anyreal non-zero guys that behave under nicely.It reveals the general unfitness of "textbook crypto" for the world by demonstratingnumerous on such schemes, andof systems underAxiom). variousrealelement does not have a attacks multiplicative inverse in protocols (a violation the Inverse Also, for world application scenarios. This book chooses to introduce a set of practicalcryptographic n being a composite, is not a many field too sincestandards we have seen that contains zero-divisors (a schemes, protocols and systems, of them or de factoones, studies them closely, violation of the Closure Axiom). explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Sometimes there will beself-containedtheoretical no need for us to care about the difference group, a ring or The book also includes background materialamong that isa the foundation fora field. In such a situation we shall use an algebraic structure to refer to either of these modern cryptography. structures. The notions of finite group, subgroup, quotient group and the order of group can be extended straightforwardly to rings and fields. Definition 5.14:An algebraic structure is said to be finite if it contains a finite number of elements. The number of elements is called the order of the structure . A substructure of an algebraic structure A is a non-empty subset S of A which is itself an algebraic structure under the operation(s) of A. If S A.



A then S is called a proper substructure of



Let A be an algebraic structure and B A be a substructure of A. The quotient structure of A modulo B, denoted by A/B, is the set of all cosets a o B with a ranging over A, with the operation defined by (ao B)



(bo B) = (ao b)o B, and with the identity elements being 0o B and1o



B. FromDefinition 5.14, a ring (respectively, a field) not only can have a subring (respectively, a subfield), but also can have a subgroup (respectively, a subring and a subgroup). We shall see such examples in §5.4.



5.4 The Structure of Finite Fields Finite fields find wide applications in cryptography and cryptographic protocols. The pioneer work of Diffie and Hellman in public-key cryptography, the Diffie-Hellman key exchange protocol [98] (§8.3), is originally proposed to work in finite fields of a particular form. Since the work of • Table of Contents Diffie and Hellman, numerous finite-fields-based cryptosystems and protocols have been Modern Cryptography: Theory and Practice proposed: the ElGamal cryptosystems [102], the Schnorr identification protocol and signature scheme [257], the zero-knowledge By Wenbo Mao Hewlett-Packard Company undeniable signatures of Chaum, and the zero-knowledge proof protocols of Chaum and Pedersen [73], are well-known examples. Some new cryptosystems, such Publisher: Prentice Hall as PTRthe Advanced Encryption Standard [219] (§7.7) and the XTR cryptosystems [175], work in finite fields of a more general form. Finite fields also underlie Pub Date: July 25, 2003 elliptic curves which in turn form the basis of a class of cryptosystems (e.g., [166]). ISBN: 0-13-066943-1



648 Let usPages: now conduct a self-contained course in the structure of finite fields.



5.4.1 Finite Fields of Prime Numbers of Elements Many cryptographic schemes and protocols, especially those based on public-keycryptography, Finite fields with the simplest structure are those of orders (i.e., the number of elements) as have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for prime numbers. Yet, such fields have been the most widely used ones in cryptography. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It. Definition 5.15: Prime Field A field that contains no proper subfield is called a prime field explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by For example, is a prime field whereas is not, since a proper subfield . But is demonstratingnumerous attacks on such schemes, protocolsisand systems underof variousrealan infinite field. In finite fields, we shall soon see that a prime field must contain a prime number world application scenarios. This book chooses to introduce a set of practicalcryptographic of elements, that is,and must have a many prime of order. schemes, protocols systems, them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Definition 5.16: Homomorphism and IsomorphismLet A, B be two algebraic structures. A (i.e., fit-for-application) security properties, oftenwith security evidence formally established. mapping f : A B is called a homomorphism of A into B if f preserves operations of A. That is, if The book also includes self-containedtheoretical background material that is the foundation for omodern is an operation of A and , an operation of B, then x, y A, we have f(x)o y) = f(x) f(y). cryptography. If f is a one-to-one homomorphism of A onto B, then f is called an isomorphism and we say that A and B are isomorphic. Iff : A B is a homomorphism and e is an identity element in A (either additive or multiplicative), then



so that f(e) is the identity element in B. Also, for any a



A



so that f(a –1 ) = f(a) –1 for all a A. Moreover, if the mapping is one-one onto (i.e., A and B are isomorphic), then A and B have the same number of elements. Two isomorphic algebraic structures will be viewed to have the same structure.



Example 5.13. Isomorphic Algebraic Structures



i. Denote by



•



the set {0, 1} with operations + and · being integer addition modulo 2 and



integer multiplication, respectively. Then must be a field because it is isomorphic to fieldB in Example 5.12(2). It is routine to check that mapping f(0) = F,f(1) = T is an Table of Contents isomorphism.
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ii. For any prime number p, additive group is isomorphic to multiplicative group . It is routine to check that function f(x) = g x (mod p) is an isomorphism between these two Publisher: Prentice Hall PTR



sets.



Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Clearly, all fields of two elements are isomorphic to each other and hence to . A field of two Pages: elements is 648 the simplest field: it contains the two necessary elements, namely, the zero-element and the unity-element, and nothing else. Since under isomorphisms, there is no need to



differentiate these fields, we can treat



as the unique field of order 2.



Many cryptographic schemesField and protocols, especially Example 5.14. Finite of Prime Orderthose based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much Then more attention tofit-for-application cryptography. It of Letp be any prime number. , the integers modulo p, isaspects a finite of field of order p (i.e., explains why "textbook crypto" isonly good in an ideal world where data are random and p elements) with addition and multiplication modulo p as the field operations. Indeed, we bad have guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by already shown, in Example 5.11(2) is an additive ring, in Example that the demonstratingnumerous attacks on that such schemes, protocols andand systems under 5.1(5) variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic non-zero , denoted by of ,them forms a multiplicative group. studies them closely, schemes, elements protocols of and systems, many standards or de factoones, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) properties, oftenwithWsecurity formally established. Definition 5.17: Field security Let p be a prime number. e denoteevidence by the finite field . The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Let F be any finite field of a prime-order p. Since we can construct a one-one mapping from F onto (i.e., the mapping is an isomorphism), any finite field of order p is isomorphic to there is no need for us to differentiate fields which are isomorphic to each other, we can harmlessly call



. As



the finite field of order p.



LetA be a finite algebraic structure with additive operation "+," and let a be any non-zero element in A. Observe the following sequence:



Equation 5.4.1



SinceA is finite, the element a has a finite order and therefore in this sequence there must exist a pair (ia, ja) with i < j being integers and ja – ia = (j – i)a = 0. We should remind the reader to notice Definition 5.4 and Remark 5.1 for the shorthand meaning of writing multiplication ia where i is an integer and a is an algebraic element. Definition 5.18: Characteristic of an Algebraic StructureThe characteristic of an algebraic structure A, denoted by char(A), is the least positive integer n such that na = 0 for every a A. If



no such positive integer n exists, then A is said to have the characteristic 0.



. Theorem 5.4 Every finite field has a prime characteristic . Proof Let F be a finite field and a F be any non-zero element. With (j – i)a = 0 and j > i • Table of Contents derived from the sequence in Practice (5.4.1) we know F must have a positive characteristic. Let it be n. Modern Cryptography: Theory and Since F has least two elements ByWenbo Mao at Hewlett-Packard Company(i.e., the zero-element and the unity-element), n were not prime, we could write n = kl with



2. If n > 2



. Then
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This implies either k1 = 0 or 1 = 0 since non-zero elements of F form a multiplicative group (which does not contain 0). It follows either ka1 = (k1)a = 0 for all a F or



a1 = ( 1)a = 0 for



all a F, in contradiction to the definition of the characteristic n. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 5.4.2 Finite itFields Modulo Irreducible Polynomials cryptography: pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guysorder The behave of anicely.It finite prime reveals field the is general equal tounfitness the characteristic of "textbook of the crypto" field.for However, the realthis world is not by the demonstratingnumerous general case for finite fields. attacks A more on such general schemes, form of protocols finite fields andcan systems be constructed under variousrealusing world application scenarios. This book chooses to introduce a set of practicalcryptographic polynomials. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, Structure oftenwith security evidence formally established. 5.4.2.1 Polynomials Over an Algebraic The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. InChapter 4 we have already used polynomials over integers. Now let us be familiar with polynomials over an abstract algebraic structure. Definition 5.19: Polynomials Over an Algebraic Structure Let A be an algebraic structure with addition and multiplication. A polynomial over A is an expression of the form



where n is a non-negative integer, the coefficients a i, 0 i n are elements in A, and x is a symbol not belonging to A. The coefficient a n is called the leading coefficient and is not the zeroelement in A for n 0. The integer n is called the degree of f(x) and is denoted by n = deg(f(x)) = deg(f).If the leading coefficient is a 0,then f is called a constant polynomial. If the leading coefficient is a 0 = 0, then f is called the zero-polynomial and is denoted by f = 0. We denote by A[x]the set of all polynomials over algebraic structure A . Forf, g



A[x] with



we have •
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and Many cryptographic schemes and protocols, especially those based on public-keycryptography, Equation have basic or5.4.3 so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. It is book easy to see that if A is a ring, then A[x] is a background ring with A being a subring Addition The also includes self-containedtheoretical material that is of theA[x]. foundation for and multiplication between polynomials over a ring will result in the following relationship on the modern cryptography. polynomial degrees:



Now if A is a field, then because a field has no zero-divisors, we will have cn+m = anbm an



0 and b m



0. So if A is a field, then



Letf, g A[x] such that g 0. Analogous to the case of division between integers (see §4.3.2.1), we can always write



Equation 5.4.4



0 for



Example 5.15. •



Table of Contents



Consider Modern Cryptography: Theory and Practice



. We can



compute q, rHewlett-Packard [x] by long division ByWenbo Mao Company Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks Therefore q = x 2 on + xcryptography. and r = x2 + This 1. book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Definition 5.20: Irreducible A be an world algebraic structure. A random polynomial A[x] explains why "textbook crypto"Polynomial isonly goodLet in an ideal where data are andf bad is saidbehave to be irreducible over Athe (orgeneral irreducible in A [x], prime in crypto" A[x]if f for hasthe a positive degree guys nicely.It reveals unfitness ofor "textbook real world by and f = gh with g, h A[x]attacks implies on that either g or h protocols is a constant A polynomial is demonstratingnumerous such schemes, andpolynomial. systems under variousrealsaid be reducible over A if This it is book not irreducible over A. worldtoapplication scenarios. chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Notice that theworking reducibility of a polynomial on the algebraic over which the explains their principles, discusses depends their practicalusages, andstructure examines their strong polynomial is defined. A polynomial can be reducible over one structure, but is irreducible over (i.e., fit-for-application) security properties, oftenwith security evidence formally established. another. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Example 5.16. For quadratic polynomial f(x) = x2 – 2x + 2: (i) Discuss its reducibility over the usual infinite algebraic structures; (ii) Investigate its reducibility over finite fields number p; (iii) Factor f(x) over



for any odd prime



for p < 10.



Using the rooting formula in elementary algebra, we can compute the two roots of f(x) = 0 as



i. Since But because



ii.



is not in



,f(x) is irreducible over



(and hence is irreducible over



, therefore f(x) is reducible over



:



or



).



ii. Clearly,f(x) is reducible over



, for any odd prime p if and only if



is an element in



, or equivalently, –1 is a square number modulo p. A number x is a square modulo p if and only if there exists y (mod p) satisfying (modp). By Fermat's Little Theorem (Theorem 6.10 in §6.4), we know that all x (mod p) •



satisfies (mod p). For p being an odd prime, Fermat's Little Theorem is Tabletoof Contents equivalent
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for all x with 0 < x < p (where –1 denotes p – 1). If x is a square modulo p, then (5.4.5) becomes Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world are random and bad Therefore, we know that (5.4.5) provides a criterion for where testingdata whether x is a square guys modulo behave nicely.It reveals of "textbook crypto" for thep real world an odd prime p:xthe is general a squareunfitness (respectively, non-square) modulo if the test by yields demonstratingnumerous 1 (respectively, –1).attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, To this end we know that for any odd prime p, f(x) is reducible over if and only if explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security oftenwith security established. (mod p), andproperties, is irreducible if and only if evidence formally . In other words, f(x) The book also includes self-containedtheoretical background material that is the foundation for is reducible (or irreducible) over if p 1 (mod 4) (or p 3 (mod 4)). modern cryptography. iii. Forp = 2, f(x) = x



2



– 2x + 2 = x2 – 0x + 0 = x2 and is reducible over



.



The only odd prime less than 10 and congruent to 1 modulo 4 is 5. Since –1 (mod 5), i.e.,



2 2 (mod 5), we can completely factor f(x) over



The other square root of –1 in



4



22



:



is 3. The reader may check that the root 3 will provide



the same factorization of f(x) over F 5 as does the root 2.



5.4.2.2 Field Construction Using Irreducible Polynomial Let us construct finite field using an irreducible polynomial. Definition 5.21: Set A[x] Modulo a Polynomial Let A be an algebraic structure and let f, g, q, r A[x]with g 0 satisfy the division expression (5.4.4), we say r is the remainder of f divided by g and denote r f (mod g).



The set of the remainders of all polynomials in A [x]modulo g is called the polynomials in A[x] modulo g, and is denoted by A[x]g. Analogous to the integers modulo a positive integer, A[x]f is the set of all polynomials of degrees less than deg(f).
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Proof First, F[x]f is obviously a ring under addition and multiplication modulo f defined by Pub Date: July 25, 2003 (5.4.2), (5.4.3) and (5.4.4) with the zero-element and the unity-element the same as those of F. ISBN: 0-13-066943-1



Pages:let 648 Secondly, F[x]f be a field. Suppose f = gh for g, h being non-constant polynomials in F[x]. Then because 0 < deg(g) < deg(f) and 0 < deg(h) < deg(f),g and h are non-zero polynomials in F[x]f whereas f is the zero polynomial in F[x]f . This violates the Closure Axiom for the multiplicative group of F[x]f. So F[x]f cannot be a field. This contradicts the assumption that F[x]f is a field.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, Finally, let forbe irreducible over F.crypto" Since F[x] it suffices for us to show that any non-for f is a ring, have basic so-called "textbook versions, as these versionsare usually the subjects zero element in F[x] has a multiplicative inverse in F[x] . Let r be a non-zero polynomial in F[x]f f f many textbooks on cryptography. This book takes adifferent approach to introducing with gcd(f,r) = c. Because deg(r) < deg(f) and f is irreducible, c must be a constant polynomial. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Writing r= cs,"textbook we have ccrypto" F andisonly s F[x] gcd(f,s) = 1. where Analogous to the integerand case, we f with explains why good in an ideal world data are random bad – (mod f) F[x] . Also since can use the extended Euclid algorithm for polynomials to compute s f guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by –1 F[x] . c F, there exists c –1 – F.attacks Thus we r –1 = c–1 sprotocols demonstratingnumerous onobtain such schemes, fand systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic For finite field F[x]f,and let us call themany irreducible polynomial polynomial the field schemes, protocols systems, of them standardsfdefinition or de factoones, studiesofthem closely, F[x] . f explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for .modern Theorem 5.6 cryptography. Let F be a field of p elements, and f be a degree-n irreducible polynomial over F. Then the number of elements in the field F[x]fis p n. Proof From Definition 5.21 we know F[x]f is the set of all polynomials in F[x] of degrees less than deg(f) = n with the coefficients ranging through F of p elements. There are exactly pn such polynomials in F[x]j.



. Corollary 5.4 For every prime p and for every positive integer n there exists a finite field of p n elements. As indicated by Corollary 5.4, for F being a prime field



, the structure of the field



very clear: it is merely the set of all polynomials of degree less than n with coefficients in Under isomorphism, we can even say that



is the finite field of order pn.



Example 5.17. Integer Representation of Finite Field Element



is .



Polynomial f(x) = x f(x) over



8



+ x4 + x3 + x + 1 is irreducible over



forms a field of



So any element in field



•



28



. The set of all polynomials modulo



elements; they are all polynomials over



of degree less than 8.



is
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. Thus, any element in this field can be represented as an integer of 8 binary bits b7b6bb5b4b3b2b1b0, or a byte. In the hexadecimal encoding, we can use a Publisher: Prentice PTR letter to encode anHall integer value represented by 4 bits: Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Since a byte has eight bits, the hexadecimal encoding of a byte can use two quoted characters 'XY' such that '0' 'X' 'F' and '0' 'Y' 'F'. That is, any element in field can be Many cryptographic schemes and protocols, viewed as a byte in the interval ['00', 'FF']. especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing Conversely, any byte in the interval ['00', 'FF'] can be viewed as an element in field . For cryptography: it pays much more attention tofit-for-application aspects of cryptography. It example, the byte 01010111 (or the hexadecimal value '57') corresponds to the element explains why "textbook crypto" isonly good in an ideal world where data are random and bad (polynomial) guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. FromCorollary 5.4 and Example 5.17, we can view field as the field of all non-negative integers up to deg(f) binary bits. Clearly, this field has 2 deg(f) elements. Therefore, for any natural number n > 0, the set {0, 1}n forms a field of 2n elements. Let us use "n-bit binary field" to name this field. Operations in this field follows the operations between polynomials of degrees less than n over



. Addition is very simple as shown in Example 5.18.



Example 5.18. Letf be a degree-8 irreducible polynomial over . In the 8-bit binary field, addition follows polynomial addition by adding coefficients modulo 2 (so 1 + 1 = 0). For example (in hexadecimal) '57' + '83' = 'D4':



So, addition in this field is independent from the definition polynomial f. Multiplication in field



depends on the definition polynomial f: it is multiplication between



two polynomials modulo f. The modulo operation can be done by applying the extended Euclid algorithm for polynomials. Later (in Example 5.19) we shall show another method for achieving field multiplication which is based on a different way for the field representation. Then-bit binary field is a useful field because of its natural interpretation of integers. It has many applications in coding and cryptography. A new encryption standard, the Advanced Encryption Standard (AES), works in the 8-bit binary field. We will introduce the AES in Chapter 7. •
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Finally we notice that in Theorem 5.6 we have never assumed p as prime. In fact, in Theorem By Wenbo Mao 5.5, F can beHewlett-Packard any field, andCompany F[x] f is called an extended field from the underlying subfieldF viafield extension. Since F can be any field, it can of course be an extended field from another underlying many applications of finite fields, we need to know more information Publisher: subfield. Prentice HallIn PTR about the relation between extended fields and underlying subfields (for example, we will need Pub Date: July 25, 2003 to know this relation when we study the AES later). Also, a different way for finite fields ISBN: 0-13-066943-1 representation may also ease computation (e.g., the multiplication in Example 5.18 can be Pages: 648 eased without using the Euclid algorithm if we use a different field representation). The next section serves the purpose for a better understanding of the structure of finite fields.



5.4.3 Finite Fields Constructed Using Polynomial Basis Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for This is intended to provide This the knowledge helping approach a better understanding manysection textbooks on cryptography. book takes for adifferent to introducing of some cryptosystems based on a general form of finite fields. We present it by assuming that theItreader cryptography: it pays much more attention tofit-for-application aspects of cryptography. is familiar with the knowledge of vector space in linear algebra. However, this section maybad be explains why "textbook crypto" isonly good in an ideal world where data are random and skipped without causing difficulty for reading most parts of the rest of this book. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application This book chooses to introduce a setisofthe practicalcryptographic In §5.4.2 we havescenarios. shown that under isomorphism, field finite field of order pdeg(f). schemes, protocols andnot systems, of them standards de factoones, them closely, However, often it may be verymany convenient for us to useor fields modulo anstudies irreducible explains their principles, discusses their practicalusages, and theirfinite strong polynomial. Inworking this final part of our course in algebraic foundations, letexamines us construct fields (i.e., fit-for-application) security polynomial properties, over oftenwith security formally established. using the roots of an irreducible a finite field F.evidence Fields constructed this way are The book also includes background material that is the foundation for more frequently used inself-containedtheoretical applications. modern cryptography. LetF be a finite field and n be any positive integer. Let f(x) be an irreducible polynomial over F of degree n. We know that f(x) has exactly n roots in somewhere since f(x) can be factored into n linear polynomials there. We shall see in a moment that "somewhere" or "there" is exactly the space we are constructing. Denote these n roots of f(x) = 0 by



Equation 5.4.6



Sincef(x) is irreducible over F, none of these roots can be in F.



. Theorem 5.7 Let F be any finite field and let f(x) F[x]be an irreducible polynomial of degree n over F. Then for q being any root of f(x) = 0, elements



are linearly independent over F, that is, for r i F with i = 0, 1, 2, …, n –1: • of Contents Equation Table 5.4.7 Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company
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Proof ISBN: Let q 0-13-066943-1 be any root of f(x) = 0. We know q 1 since f(x) is irreducible over field F which 2, …, q n–1 were not linearly independent over F. contains 1. Suppose that the elements 1, q, q Pages: 648 That is, the linear combination (5.4.7) is possible for some ri F which are not all zero (i = 0, 1, 2, …, n–1). This is equivalent to q being a root of



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing With r i F (i = 0, 1, …,much n–1),more by Definition r(x) is an element in theof field F[x] f and It cryptography: it pays attention5.21, tofit-for-application aspects cryptography. therefore r(x) = 0 means r(x) = 0 (mod f(x)). Let a be the leading coefficient of f(x). explains why "textbook crypto" isonly good in an idealnworld where data are random andThen bad an –1 –1 guys nicely.It reveals the unfitness of "textbook crypto" for thenreal world F,a behave 0 and an f(x)|r(x). Butgeneral this is impossible since a n f(x) is of degree while r(x)by is of n demonstratingnumerous protocols and systems variousrealdegree less than n, unlessattacks r(x) is on thesuch zeroschemes, polynomial. This contradicts the under supposed condition world scenarios. book chooses to introduce a set of practicalcryptographic that r i application F are not all zero (i =This 0, 1, …, n–1). schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses practicalusages, strong Definition 5.22: Polynomial Basis Let F betheir a finite field and f(x) and be aexamines degree-n their irreducible n–1 are called (i.e., fit-for-application) properties, security evidence established. polynomial over F. Then security for any root q of f(x)oftenwith = 0, elements 1, q, q 2, …, qformally a The book alsobasis includes material that is the foundation for (polynomial) (of aself-containedtheoretical finite vector space) over background F. modern cryptography. We know from a fact in linear algebra that a basis of n elements spans an n-dimension vector space. The spanning uses the scalars in F, that is, the space so spanned has the following structure



Equation 5.4.8



. Theorem 5.8 Let F be a finite field and f(x) be a degree-n irreducible polynomial over F. Then for any root q of f(x) = 0, the vector space in (5.4.8) is a finite field of (#F)n elements. Proof First, we show that the space in (5.4.8) is a ring. The only non-trivial part is to show that Closure Axiom holds for multiplication. To do so, we note that from



Equation 5.4.9



with a •



n



F and a nof Contents 0, we have Table
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and soISBN: q n is0-13-066943-1 a linear combination of the basis 1, q,q 2, …, q n–1 . Multiplying q to (5.4.9), we can



further derive n,q m can be expressed as a linear combination Pages: 648that for any positive integer m of the same basis. Therefore, for any u, v in the space in (5.4.8),uv, as a linear combination of 1,q, …, q m for m 2(n–1), must be a linear combination of the basis 1, q, …, q n–1 , and hence is in the space in (5.4.8). So we have shown Closure Axiom. Secondly, to show that the space in (5.4.8) is a field, we only need to show that the space does Many cryptographic schemes and protocols, especially those based on public-keycryptography, not contain zero-divisors. To do so, we can use the linear independence relation in (5.4.7) and have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for check that for uv = 0, either the scalars of u, or those of v, must all be zero, and hence either u many textbooks on cryptography. This book takes adifferent approach to introducing = 0 or v = 0. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook isonly good in an ideal where data are random andbasis bad of Finally, notice that sincecrypto" the spanning process uses #F world elements of F as scalars and the guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by n elements, the space spanned (#F)n elements. demonstratingnumerous attackshas on exactly such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Definition 5.23: Finite Field Let qof bethem the number of elements in a finite field F. Theclosely, finite schemes, protocols and systems, many standards or de factoones, studies them explains their working principles, discusses their practicalusages, and examines their strong field spanned by a basis of n elements over F is denoted by . (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



. Theorem 5.9



Let F be a finite field of q elements and let



i. the characteristic of ii. F is a subfield of iii. any element



be a finite field spanned over F. Then



is that of F; ; satisfying a q if and only if a



Proof Let 1, q,q 2, …q n–1 be a basis of



F.



over F.



i. Let char(F) denote the characteristic of F. Then adding any element in times we obtain



to itself char(F)



i.



Thus char( Table of Contents ) = char(F).
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ii. Since the basis contain 1, using scalars in F, any element in F is a linear combination of 1 and hence is a linear combination of the basis.
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iii. ( ) Consider the subfield F = {0} F* where F* is a multiplicative group of the nonPub Date: July 25, 2003 zero elements. So for any a F, either a = 0 or a F*. The former case satisfies a q = a ISBN: 0-13-066943-1 trivially. For the latter case, by Lagrange's Theorem (Corollary 5.2), ord(a)|#F* = q–1 and Pages: 648a q–1 = 1. So a q = a is also satisfied. therefore (



) Any



satisfying aq = a must be root of polynomial xq – x = 0. This polynomial



has degree q and therefore has at most q roots in



including 0. By (ii), F is a subfield of



,



which already contains all theand roots of xq – x especially = 0. No other , can be a root of xq Many cryptographic schemes protocols, thoseelements based onofpublic-keycryptography, have – x. basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It In our course of spanning the field over a field F of q elements, we have never assumed or explains why "textbook crypto" isonly good in an ideal world where data are random and bad required that q be a prime number, that is, we have not assumed or required that F be a prime guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by field. The following theorem provides the schemes, relationship between F and field underspanned over F demonstratingnumerous attacks on such protocols and systems variousrealand stipulates the nature of q. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong fit-for-application) security properties, .(i.e., Theorem 5.10 Subfield Criterionoftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Let p be a prime number. Then F is a subfield of if and only if F has p m elements for m being a positive divisor of n . Proof (



) Let F be a subfield of



.



are the two trivial cases. Let F



be a proper subfield of other than F p. By Theorem 5.9(i), ConsequentlyF must also have characteristic p. So F contains F over Fp by a basis of m elements for some m with 1 pn–1



m



p



has characteristic p. as a subfield and is spanned



n. We only need to show m|n. The



pm



two multiplicative groups and F* have and –1 elements, respectively. Since the latter is a subgroup of the former, by Lagrange's Theorem (Theorem 5.1),p m –1|pn–1. This is only possible if m|n. ( ) Let m be a positive proper divisor of n and let F be a field of pm elements. Since n/m is a positive integer, using a degree-(n/m) irreducible polynomial over F we can span a field of (pm ) =p



n



elements. Denote by



the spanned field, by Theorem 5.9(ii), F is a subfield of



Letf(x) be any degree-n irreducible polynomial over



.



. Reviewing Theorem 5.6, we now know



is isomorphic to . Even though two isomorphic fields should be viewed without essential difference, one can be much easier to work with than the other. Indeed, the ease of proving the Subfield Criterion Theorem for



provides such a clear evidence. The following



example provides another evidence.



Example 5.19. Field We have seen that



[X]x8+x4+x3+x+1 (in Example 5.18) is the set of all polynomials



modulo the irreducible polynomial x8 + x4 + x3 + x + 1 over and has 28 elements. Now we • Table of Contents Modern Cryptography: Theory and of Practice know that is also a field 28 elements and can be represented by the following space ByWenbo Mao Hewlett-Packard Company



Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1



wherePages: q is a 648 root of (e.g.) the equation x



8



+ x4 + x3 + x + 1 = 0, and the scalars



. Clearly, these two fields are isomorphic; in particular, we can also use a byte to represent an element in the latter representation of



.



In Example 5.18 we mentioned that multiplication in is a bit complicated Many cryptographic schemes and protocols, especially those based on public-keycryptography, and needs modulo polynomial which requires the Euclid algorithm for polynomial division. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks book takes adifferent approach to introducingmultiplying Multiplication in on cryptography. spanned fromThis polynomial basis can be easier: straightforward cryptography: it pays much more attention aspects ofacryptography. It two elements and representing any resultanttofit-for-application terms with qi for i > 7 using linear combination of explains crypto" isonly good in an ideal world where data are random and bad the basiswhy 1, q,"textbook …, q 7. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by For example, let us compute '57' on . '83', demonstratingnumerous attacks suchorschemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Since modern cryptography.



we have the following linear combinations (notice –1 = 1 in



Thus,



):



That is, we have '57' . '83' = 'C1'. We now provide a remark as a summary on our study of finite fields.
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We haveMao studied two methods for constructing finite fields: field modulo an irreducible polynomial ByWenbo Hewlett-Packard Company (§5.4.2) and field spanned from a polynomial basis (§5.4.3). In our study of finite fields we have used Publisher: to denote Prentice Hall a field PTR of the latter construction. However, under isomorphism, two fields of the Pub same number of elements can be viewed without difference. Therefore from now on, we will Date: July 25, 2003 denoteISBN: by 0-13-066943-1 any finite field of q elements where q is a prime power. Pages: 648



5.4.4 Primitive Roots We asserted in §4.5 that the complete factorization of n – 1 provides a piece of "internal Many cryptographic schemes and protocols, especially those based on public-keycryptography, information" auxiliary input for verifying a problem in versionsare ) for answering whether n isfor have basic or(i.e., so-called "textbook crypto" versions, as these usually the subjects prime with an efficient deterministic algorithm. Now with the knowledge of finite fields, that many textbooks on cryptography. This book takes adifferent approach to introducing assertion can be easilymuch proved. cryptography: it pays more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by .demonstratingnumerous Theorem 5.11 attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, The multiplicative groupprinciples, ofdiscusses field is cyclic. explains their working their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material is the foundation for Proof By Theorem 5.9(iii), the entire roots of polynomial xpn–1 – 1 = 0that forms . However, n modern cryptography. the entire roots of this polynomial are the p – 1 distinct (nontrivial) roots of 1, spread over the unity circle. So there exists a (pn – 1)-th root of 1, which generates the group



. Hence



is cyclic. Definition 5.24: Primitive RootA multiplicative generator of the group primitive root of field



is called a



.



. Theorem 5.12 Let n be a positive integer with n – 1 = r 1r 2…rkas the complete prime factorization of n–1 (some of the prime factors may repeat). Then n is prime if and only if there exists a positive integer a < n such that an–1



1 (mod n)and a



(n–1)/r



i



1 (mod n)for i = 1, 2, …, k.



Proof ( ) If n is prime, then by Theorem 5.11, the group ( )* is cyclic and has a generator which is an (n – 1)-th root of 1. Denoting by a this root, then a satisfies the conditions in the theorem statement. (



) Let integer a < n satisfy the conditions in the theorem statement. Then a, a 2, …, an–1 are



solutions of xn–1 – 1



0 (mod n). For any 1



i< j



n – 1, it is necessary a



i



a j (mod n).



Suppose otherwise aj–i 1 (mod n) for some i, j with 0 < j – i < n – 1; then by Definition 5.9 ord(a)|j – i|n – 1, contradicting to the conditions in the theorem statement. Now we know that a is a multiplicative group of n – 1 elements (multiplication modulo n). This group can contain at mostf(n) elements. So f(n) = n – 1. Hence n is prime by definition of Euler's function (Definition 5.11). Theorem 5.12 suggests an efficient algorithm for finding a primitive root modulo a prime p, i.e., •
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a generator of the group



. The algorithm is specified in Alg 5.1.
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ByTheorem 5.2(4), we know that in the group there are exactly f(p – 1) elements of order p – 1, and these elements are generators of the group. Therefore Alg 5.1 is expected to terminate Publisher: Prentice Hall PTR in Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



(see page 65 ofschemes [198]) steps of recursive calls. Since the number of prime factors of p – 1 is Manye.g., cryptographic and protocols, especially those based on public-keycryptography, 4log logp). bounded by logp, the time complexity of the algorithm is bounded by O ((logp) the have basic or so-called "textbook crypto" versions, as these versionsareBusually subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, andPrime systems under variousrealAlgorithm 5.1: Random Primitive Rootprotocols Modulo world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong INPUT p: a prime; q1,properties, q2, …, qk: all prime factors (i.e., fit-for-application) security oftenwith security evidence formally established. of p – 1; The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. OUTPUT g: a random primitive root modulo p.



PrimitiveRoot(p, q1,q2, …, qk)



1. pickg



u [2, p – 1);



2. for ( i = 1, i++,k ) do if ( g q2, …, qk) ); 3. return(g ).



(p–1) /q



i



1 (mod p) ) return( PrimitiveRoot(p, q1,



5.5 Group Constructed Using Points on an Elliptic Curve A class of groups which are very important to modern cryptography is those constructed by • Table of ContentsMiller [203] and Koblitz [166] originally suggest to use elliptic curve points on elliptic curves. Modern and Practice groupsCryptography: for realizingTheory public-key cryptography. ByWenbo Mao Hewlett-Packard Company



Elliptic curves for cryptography are defined over finite algebraic structures such as finite fields. For Publisher: ease of Prentice exposition, let us confine ourselves to the easy case of prime fields of Hall PTR characteristic greater than 3. Such a curve is the set of geometric solutions P = (x, y) to an Pub Date: July 25, 2003 equation of the following form ISBN: 0-13-066943-1 Pages: 648



Equation 5.5.1



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects(mod of cryptography. It the where a and b are constants in (p > 3) satisfying p)[a]. To have explains crypto" good denoted in an ideal where data random bad points onwhy E to"textbook form a group, an isonly extra point byworld O is included. Thisare extra pointand is called guys behave nicely.Itand reveals theformulated general unfitness of "textbook crypto" for the real world by the point at infinity can be as demonstratingnumerous attacks on such schemes, protocols and systems under variousrealReason to bescenarios. given after This Definition 5.25. world[a]application book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. So for the group format, we write



Equation 5.5.2



This set of points form a group under a group operation which is conventionally written additively using the notation "+" . We will define the operation in a moment. Denote by f(x) the cubic polynomial in the right-hand side of (5.5.1). If f(x) is reducible over then for being a zero of f(x) (i.e. f(§) 0 (mod p)), point (x, 0) E. We will see in a moment that these points have order 2 under the group operation "+" . Since f(x) is a cubic polynomial, there are at most three such points (either 1 or 3 depending on the reducibility of f(x) over



; answer why by doing Exercise 5.13).



All other points apart form O are made from



such that f (h)



0 (mod p) is a quadratic



residue element in



(i.e., a square number modulo p, see §6.5). In such cases, for each such



h, there are two distinct solutions for y (every quadratic residue element in



has two square



roots modulo p, see Corollary 6.2). Since f(h) is a constant, the two square roots will be and – •



. Thus, we can denote by h, Table of Contents



and –



To thisCryptography: end we know that and the Practice points on the curve Modern Theory ByWenbo Mao Company ) forHewlett-Packard all x,h in satisfying



f(§)



such two points of solutions. are O, (x, 0), (h,



) and (h, –



0 (mod p) and f(h) being a quadratic residue in



.



Publisher: Prentice Hall PTR Pub Date: 25, 2003 Operation 5.5.1 TheJuly Group ISBN: 0-13-066943-1 Pages: 648 The set E defined in (5.5.2) forms an abelian group under the operation "+" defined as follows.



Definition 5.25: Elliptic Curve Group Operation ("tangent and chord method")Let P, Q E, l be the line containing P and Q (tangent line to E if P = Q), and R, the third point of intersection of l with E. Let l' be the line connecting R and O. Then P "+" Q is the point such that l' intersects E at R, O and P "+"and Q. protocols, especially those based on public-keycryptography, Many cryptographic schemes have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for For thetextbooks moment on let cryptography. us suppose that under Definition 5.25, (E,approach "+") does a group. We many This book takes adifferent toform introducing should first explain why we have required the coefficients of the cubic polynomial in (5.5.1) cryptography: it pays much more attention tofit-for-application aspects of cryptography. It to 3 2 satisfy 4awhy + 27b 0 (mod p).isonly Noticegood that in an ideal world where data are random and bad explains "textbook crypto" guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for is the discriminant of the cubic polynomial f(x) = x3 + ax + b. If d = 0 then f(x) = 0 has at least modern cryptography. a double zero X (root which makes f(X) = 0) and clearly (X, 0) is on E. For F(x, y) = y 2 – x3 – ax –b = 0, this point satisfies



That is, (X, 0) is a singular point at which there is no definition for a real tangent value. With the tangent-and-chord operation failing at the singular point (X, 0), E cannot be a group. Fig 5.1 illustrates the tangent-and-chord operation. The top curve is the case of D < 0 (the cubic polynomial has only one real root) and the lower, D > 0. We have intentionally plotted the curves as dotted lines to indicate ) being a discrete set. The discrete points are called -rational points. Their number is finite (see (5.5.6) to be given in a moment).



Figure 5.1. Elliptic Curve Group Operation



•
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Now let us show that (E, "+") does form a group under the tangent-and-chord operation. First, for any P = (X, Y) E, let us apply Definition 5.25 to a special case of Q being O (since we have included O in E). Line



SinceP



E means f(X) = X



the other solution to



y2



intersecting P and O is



3



+ aX + b (mod p) being a quadratic residue in F p, therefore –Y is



= f(X) (i.e., the other square root of f(X) modulo p). That is,



intersects point R = (X, –Y) E. Clearly, because as



does. By Definition 5.25, we obtain



'=



also



, it intersects the same three points on E



for any P E. Moreover, for all (x,y)



E, we have also derived



By –y) = " – " (x,y), we see that point O behaves exactly as the identity element • denoting (x, Table of Contents under the operation "+" . and Therefore Modern Cryptography: Theory Practice we have obtained Identity Axiom and Inverse Axiom for (E, "+" ). ByWenbo Mao Hewlett-Packard Company



A special case of this special case is y 1 = –y 2 = 0. This is the case of P = "–" P (point S on the lower Publisher: curvePrentice in Fig Hall 5.1). PTRAt this doubly special point we have P "+" P = O. That is, P is an order-2 element. We have mentioned this special element earlier: it is a solution of y2 = f(x) 0 (mod Pub Date: July 25, 2003 ISBN: 0-13-066943-1 p). Such special points only exist when f(x) has zeros in



, i.e., when f(x) is reducible over
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Now let us consider the general case of



being a non-vertical line. The formula for



is



Equation 5.5.3 Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by where demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Equation 5.5.4 and systems, many of them standards or de factoones, studies them closely, schemes, protocols explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Since will meet R = (x3,y 3) on the curve, we can use formulae (5.5.1) and (5.5.3) to find the point R. The x part of the point R is a solution of



Notice that



E is a cubic polynomial which has solutions x 1,x 2,x 3, we can also write it as



wherec is some constant. Comparing the coefficients in these two ways of writing



E (the



.



coefficients of x3 and x2) we obtain c = –1 and



Finally, by Definition 5.25, and the fact that P "+" Q = "–" R, we obtain the coordinates of the • point P "+" Q Table as of Contents Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



Equation 5.5.5
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wherel is defined in (5.5.4). We notice that because line intersects P, Q and R,R must be on the curve, and consequently, P "+" Q = " – " R must also be on the curve. Thus, we have Many cryptographic schemes and especially those based on public-keycryptography, obtained Closure Axiom for (E, "+"protocols, ). have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks Associativity Axiom on cryptography. can be verifiedThis stepbook by step takes applying adifferent the approach formulae (5.5.5). to introducing Because of the cryptography: tedious nature,itwe pays shall much not more conduct attention the demonstration tofit-for-application here andaspects leave itofas cryptography. exercise for the It explains why "textbook crypto" isonly good in an ideal world where data are random and bad reader. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by To this end, we know thatattacks (E, "+"on ) is indeed a group. Moreover, is clearly an abelian group. demonstratingnumerous such schemes, protocols and it systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Example 5.20. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book alsoEincludes material is the 3 + 6x+4over 2 The equation : y2 = xself-containedtheoretical defines background an elliptic curve groupthat since 4 x foundation 6 3 + 27 x 4for modern cryptography. 0 (mod 7). The following points are on :



Some applications of the addition law are (3, 0) "+" (3, 0) = O, (3, 0) "+" (4, 1) = (1, 2) and (1, 2) "+" (1, 2) = (0, 2). The reader may check, e.g., (1, 2), is a generator of the group. Therefore is cyclic. We have introduced elliptic curve groups for the simplest case of E defined over a prime field with p > 3. In general, E can be defined over where q is a prime power. The cases for p = 2 and 3 are a little more complex, however, the working principle remains the same. We recommend [272] to more interested readers for further study.



5.5.2 Point Multiplication From now on, we shall drop the quotation mark from the operation "+" and "–".



Form being an integer and P



•



E, we denote
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The computation of [m]P (or a multiple number of the group operation in any additive group) is Publisher:to Prentice Hall PTR analogous exponentiation in a multiplicative group and is given in Alg 5.2. Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Algorithm 5.2: Point Multiplication for Elliptic Curve Element Many cryptographic schemes and protocols, especially those based on public-keycryptography, INPUT point P E; integer m > 0; have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on[m]P. cryptography. This book takes adifferent approach to introducing OUTPUT cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by EC_Multiple(P, m) demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains discusses their practicalusages, and examines their strong 1. ifmtheir = 0 working return( Oprinciples, ); (i.e., fit-for-application) security properties, oftenwith security evidence formally established. ifm also (modincludes 2) = 0 self-containedtheoretical return( EC_Multiply(P + P, m ÷ 2) ); material that is the foundation for The2.book background modern cryptography. (* ÷ denotes division in integers, i.e., m ÷ 2 = m/2 *) 3. return(P + EC_Multiply(P + P, m ÷ 2, ) ).



For example, executing EC_Multiply(P, 14), Alg 5.2 will invoke the following four recursive calls:



EC_Multiply(P, 14) = EC_exp(P + P, 7)



(in step 2)



= [2]P + EC_Multiply([2]P + [2]P, 3)



(in step 3)



= [2]P + [4]P + EC_Multiply([4]P + [4]P, 1)



(in step 3)



= [2]P + [4]P + [8]P + EC_Multiply([8]P + [8]P, 0)



(in step 3)



= [2]P + [4]P + [8]P + O



(in step 1)



The result is [14]P.



Considering that m p and that the computations in (5.5.4) and (5.5.5) involve squaring numbers of p's magnitude, the time complexity of Alg 5.2 is O B((logp) 3). We should notice that Alg 5.2 does not make use of any properties of the underlying field, and hence it is not an efficient realization, rather, it is only for the purpose of providing a succinct exposition for how to compute a point multiplication. Several point multiplication methods with implementation considerations for an improved efficiency, such as precomputations and making use of special field properties, can be found in, e.g., [35]. •
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To reverse Publisher: the Prentice effect Hall of PTRa multiplication, that is, given a pair of points (P, [m]P), find the integer m, is problem with PubaDate: July 25, 2003a very different nature from that of point multiplication. The problem is calledelliptic-curve discrete logarithm problem,, or ECDLP for short. It is widely believed ISBN: 0-13-066943-1 that the ECDLP is difficult to solve (computationally infeasible) when the point P has a large Pages: 648 prime order. Hasse's theorem states Many cryptographic Equation 5.5.6 schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworldt is application This book chooses to introduce a set of practicalcryptographic Here called thescenarios. "trace of Frobenious" at q. From this we see that is at the schemes, protocols and systems, many of them standards or de factoones, studies them closely, magnitude of q. For a curve defined over their (general case), it is and veryexamines easy to devise a large explains their working principles, discusses practicalusages, their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. prime p of also size includes slightly less than q such that E( background ) contains material a subgroup p. The bestfor The book self-containedtheoretical thatofisorder the foundation modern cryptography. known algorithm for solving the ECDLP has a time complexity expression (because p q). This is more-or-less a result of a bruteforce search method helped with the birthday paradox. Such a result applies to discrete logarithm problems in any abelian group with size at the magnitudeq. Indeed, Pollard's l-method (see §3.6.1) can easily be modified to the case for the ECDLP. Therefore, we can say that a solution with complexity for the ECDLP is not a solution at all due to its irrelevance to the group structure in question. In the case of the discrete logarithm problem in a finite field (to be formally defined in Definition 8.2), there exist algorithmic methods called index calculus for solving the problem. The time complexity of an index calculus method for discrete logarithm in a finite field subexponential expression sub-exp(q) given in (8.4.2).



has a



The complexity expression is exponential in the size of q. For the same input, as a function of large quantity grows much quicker than the subexponential function sub-exp(q) does. This means that the underlying field for the ECDLP can use a size much smaller than that of a finite field on which an ordinary discrete logarithm problem is based, while achieving the same level of time for solving the problems. For the ECDLP, the common sense is to set q 2160. This allows a 280 -level difficulty of countering bruteforce search methods. To obtain a similar difficulty of the discrete logarithm problem in a finite field, the subexponential expression (8.4.2) will require q to have a magnitude at the level of 2 1000 . We should further notice that the progress of the hardware computing technology mean that q should grow accordingly. With the



drastically different asymptotic behaviors of and sub_exp(q),q for the elliptic curve case can grow much slower than that for the finite field case. The computational infeasibility maintained by the ECDLP over a relatively small field means that elliptic curve groups have a good application in the realization of more efficient public-key cryptographic systems. Since public-key cryptography is also called asymmetric cryptography, meaning encryption with a public key is easy and decryption without the correct private key is • Table of Contents hard. Thus we may say that public-key cryptography based on elliptic curve group is more Modern Cryptography: Theory andon Practice asymmetric than that based finite fields. ByWenbo Mao Hewlett-Packard Company



However, we should provide an early warning that there are weak cases in elliptic curves. For weak cases an underlying field of magnitude 2160 will be too small. We will see such a weak Publisher: Prentice Hall PTR case, and surprizingly, its positive applications in Chapter 13. Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



5.6 Chapter Summary After our study of abstract algebraic structure in this chapter we now know that algebraic structures such as group, ring, and field have finite versions of arithmetic operations. For example, we have seen that for any positive integer n, all non-negative integers up to n binary • Table field of Contents bits form a finite of 2n elements, i.e., the structure is closed in addition and multiplication Modern Cryptography: Theory and Practice (hence also closed in subtraction, division, and all other algebraic operations such as exponentiation, rooting, etc., since they are all derived from the most basic addition and By Wenbo Mao Hewlett-Packard Company multiplication operations). Algebraic structures with the closure property in finite spaces provide the Publisher: basic building blocks Prentice Hall PTR for constructing cryptographic algorithms and protocols. Pub Date: July 25, 2003



Our course is not only self-contained for reference purpose for most readers, but also ISBN: 0-13-066943-1 accompanied by plenty of digestion and explanation material so that an in-depth understanding Pages: 648 of these subjects can be achieved by more mathematically inclined readers. A more comprehensive study of abstract algebraic topics can be found in [177] and for elliptic curves can be found in e.g., [272].



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Exercises 5.1 •



InExample 5.2(5) we have shown that Fermat(n) is a subgroup of Table of Contents



. Show that



Modern Cryptography: Theory andcomposite Practice for n being an odd



integer, #Fermat(n) < . Argue that this inequality is the basis for the working principle of the probabilistic primality test Alg ByWenbo Mao Hewlett-Packard Company 4.5. Publisher: Prentice Hall PTR



5.2



Show that DIV3 = {0}
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3 N (set DIV3 is defined in §4.3,Example 4.1).
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5.3



group Pages:In 648



: (i) how many generators in it? (ii) Find all the generators of it. (iii) Find all subgroups of it.



5.4



Letn be an odd composite and is not a power of a prime. Does the group have a generator? Many cryptographic schemes and protocols, especially those based on public-keycryptography, "chalk-marking-on-toothed-wheels" in Example 5.10 tosubjects confirm for have5.5 basicUse or so-called "textbook crypto" versions, method as thesegiven versionsare usually the many textbooks onlargest cryptography. This book to introducing that the order elements in takes group adifferent is 12,approach and the order of any elements cryptography: it pays much more attention tofit-for-application aspects of cryptography. It must divide 12. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys5.6 behave reveals general unfitness of "textbook crypto" for the real world Letnicely.It n = pq with p, q the being odd distinct primes. Prove the generalization case for by the demonstratingnumerous attacks on such schemes, protocols and systems under variousrealpreceding problem, that is: (i) the largest order ofa elements in is l(n) = lcm(p – world application scenarios. This book chooses to introduce set of practicalcryptographic schemes, protocols systems, many of element them standards or de factoones, studies them closely, 1,q – 1); and (ii) the order of every in divides l(n). explains their working principles, discusses their practicalusages, and examines their strong (i.e.,5.7 fit-for-application) properties, oftenwith security Why must the security characteristic of a finite ring or field beevidence prime? formally established. The book also includes self-containedtheoretical background material that is the foundation for modern 5.8 cryptography. Using long division for polynomials as a subroutine, construct the extended Euclid algorithm for polynomials. 5.9



Letn be any natural number. Construct a finite field of n-bit integers {0, 1} n. Hint: map between



and {0, 1}n using the mapping method given in



Example 5.17, her f is a degreen-n polynomial over 5.10



How many isomorphic subfields does



have? Is



. one of them?



5.11



Why is a group generator also called a primitive root?



5.12



For an odd integer p, knowing the complete factorization of p– 1, construct an efficient algorithm to answer the question "Is p prime?" with the correctness probability 1 (not using Prime_Test(p) since it cannot achieve the correctness probability 1, also not using trial division since it is not efficient).



5.13



For an elliptic curve E : y 2 = x3 + ax + b over



with p > 3, show that E has no



order-2 point if f(x) = x3 + ax + b is irreducible over otherwise.



and has 1 or 3 such points



•



5.14



Confirm Associativity Axiom for group (E, "+" ) defined in §5.5.1.



5.15



Confirm that the point (1, 2) in Example 5.20 is a group generator.
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Section 6.7. Blum Integers Section 6.8. Chapter Summary Exercises Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



6.1 Introduction Problems such as factorization or primality of large integers, root extraction, solution to simultaneous equations modulo different moduli, etc., are among the frequently used ingredients in modern cryptography. They are also fascinating topics in the theory of numbers. In this • Table of Contents chapter we study some basic facts and algorithms in number theory, which have important Modern Cryptography: Theory and Practice relevance to modern cryptography. ByWenbo Mao Hewlett-Packard Company Publisher: Prentice Hall PTR 6.1.1 Chapter Outline Pub Date: July 25, 2003 ISBN: 0-13-066943-1 §6.2 introduces the basic notions and operations of congruences and residue classes. §6.3 introduces Pages: Euler's 648 phi function. §6.4 shows a unified view of the theorems of Fermat, Euler and Lagrange. §6.5 introduces the notion of quadratic residues. §6.6 introduces algorithms for computing square roots modulo an integer. Finally, §6.7 introduces the Blum integers.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



6.2 Congruences and Residue Classes In §4.3.2.5 we have defined congruence system modulo a positive integer n > 1 and studied a few properties of such systems. Here we shall study a few more facts of the congruence systems. •
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For integer n > 1, the relation of congruence (mod n)is reflexive, symmetric and transitive. That Publisher: is, for everyPrentice a, b, cHall PTR, Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



i. a



ii. If a



a (mod n); b (mod n),then b



a (mod n);



iii. If a b (mod n)and b c (mod n),then a c (mod n). Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basichaving or so-called "textbook crypto" versions,6.1 as is these versionsare usually relation. the subjects A relation the three properties in Theorem called an equivalence It isfor manyknown textbooks on equivalence cryptography. This book to equivalence introducing classes. well that an relation overtakes a set adifferent partitions approach the set into cryptography: it pays more attention tofit-for-application aspectsn.ofThis cryptography. It Let us denote by " "much the equivalence relation of congruence modulo relation is defined explains why "textbook crypto" isonly good in an ideal world where data are random and over the set , and therefore it partitions into exactly n equivalence classes, each classbad guys behave nicely.It reveals the general unfitness "textbook crypto" for the realnworld byby contains integers which are congruent to an integerof modulo n. Let us denote these classes demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for where modern cryptography.



Equation 6.2.1



We call each of them a residue class modulo n. Clearly, we can view



Equation 6.2.2



On the other hand, if we consider as a (trivial) subset of §5.2.1) is the set all integers which are multiples of n, i.e.,



Equation 6.2.3



, then coset



(Definition 5.7 in



Now consider quotient group (Definition 5.8 in §5.2.1) with addition as the group operation:



Equation 6.2.4 • Table of Contents Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company
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in (6.2.3), we have
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Equation 6.2.5



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. There are only n distinct elements in the structure (6.2.5). No more case is possible. For example



and



and so on. Comparing (6.2.2) and (6.2.5) with noticing the definition of know exactly that for n > 1:



in (6.2.1), we now



is the standard notation (in fact, the definition) for the residue classes modulo n, although for presentation convenience, in this book we will always use the short notation place of



in



.
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Then for any n > 1, the mapping f: onto



defined by "(mod n)"is a homomorphism from



.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, 6.2.1 Congruent for versions, Arithmetic in versionsare usually the subjects for have basic or so-calledProperties "textbook crypto" as these many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It The homomorphism from onto means that arithmetic in (arithmetic modulo n) explains why "textbook crypto" isonly good in an ideal world where data are random and bad inheres the properties of arithmetic in , unfitness as shown of in "textbook the following theorem. guys behave nicely.It reveals the general crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic .schemes, Theorem protocols 6.3 and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e.,integer fit-for-application) security properties, oftenwith For n > 1, if a b (mod n) and c d (mod n),security then a ±evidence c b ±formally d (mod established. n)and ac bd The book (mod n). also includes self-containedtheoretical background material that is the foundation for modern cryptography. Although the statements in this theorem hold trivially as an immediate result of the homomorphic relationship between using the properties of arithmetic in



and



, we provide a proof which is based purely on



.



Proof If n|a – b and n|c – d then n|(a ± c) – (b ± d). Alson|(a – b)(c – d) = (ac – bd) – b(c – d)(c – d) – d(a – b). So n|(ac – bd). The properties of the arithmetic in shown in Theorem 6.3 are called congruent properties, meaning performing the same calculation on both sides of an equation derives a new equation. However, Theorem 6.3 has left out division. Division in property as follows:



Equation 6.2.6



has the congruent



The counterpart congruent property for division in will take a formula which is slightly different from (6.2.6). Before we find out what this formula is, let us provide an explanation on (6.2.6) in . We may imagine that is the case of for n = , and that is divisible by any integer and the resultant quotient is still . Thus, we may further imagine that the first equation in (6.2.6) holds in terms of modulo while the second equation holds in terms of modulo /d. Since /d = , the two equations in (6.2.6) take the same formula. This •



Table of Contents



congruent propertyTheory for division in is inhered into Modern Cryptography: and Practice



in the following formula.



ByWenbo Mao Hewlett-Packard Company



. Theorem 6.4 Publisher: Prentice Hall PTR Pub Date: July 25, 2003



For integer ISBN: n 0-13-066943-1 > 1 and d



0, if ab



bd (mod n)then a



b (mod



).
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Proof Denote k = gcd(d, n). Then n|(ad – bd) implies (n/k)|(d/k)(a – b). Since gcd(d/k, n/k) = 1, we know (n/k)|(k/k)(a – b) implies (n/k)|(a – b). To this end we know that the arithmetic in fully preserves the congruent properties of the Many cryptographic schemes and protocols, especially those based on public-keycryptography, arithmetic in . Consequently, we have have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It .explains Corollary 6.1 why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks protocols and f(a) systemsf(b) under variousrealIf f(x) is a polynomial over ,andona suchb schemes, (mod n)for n > 1, then (mod n). world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong 6.2.2 Solving Linear Congruence in (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. In Theorem 4.2 (in §4.3.2.5) we have defined the multiplicative inverse modulo n and shown that for an integer a to have the multiplicative inverse modulo n, i.e., a unique number x < n satisfyingax 1 (mod n), it is necessary and sufficient for a to satisfy gcd(a, n) = 1. The following theorem provides the condition for general case of solving linear congruence equation.



. Theorem 6.5 For integer n > 1, a necessary and sufficient condition that the congruence



Equation 6.2.7



be solvable is that gcd(a, n)|b. Proof ByDefinition 4.4 (in §4.3.2.5), the congruence (6.2.7) is the linear equation



Equation 6.2.8



for some integer k. ( ) Let (6.2.8) hold. Since gcd(a, n) divides the left-hand side, it must divide the right-hand side. • Table of Contents Modern Cryptography: Theory and Practice



(



) For a and n, using Extended Euclid Algorithm (Alg 4.2) we can compute
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Sinceb/ gcd(a, n) is an integer, multiplying this integer to both sides, we obtain (6.2.8) or Pages: 648 (6.2.7), where



(mod n) is one solution.



It is easy to check that given solution x for (6.2.7), Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by are gcd(a, n) different solutions thanschemes, n. Clearly, gcd(a, n) =1 is the condition for the demonstratingnumerous attacks less on such protocols and systems under variousrealcongruence (6.2.8) to have a unique solution less than n. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Example 6.1. Congruence The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



is unsolvable since gcd(2, 10) = 2 5. In fact, the left-hand side, 2x, must be an even number, while the right-hand side, 10k + 5, can only be an odd number, and so trying to solve this congruence is an attempt to equalize an even number to an odd number, which is of course impossible. On the other hand, congruence



is solvable because gcd(6, 36)|18. The six solutions are 3, 9, 15, 21, 27, and 33.



. Theorem 6.6 For integer n > 1, if gcd(a, n) = 1, then ai + b 1 and n > 1. For gcd(m, n) = 1, consider the array (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Equation 6.3.1



On the one hand, (6.3.1) consists of mn consecutive integers, so it is all the numbers modulo mn and therefore contains f(mn) elements prime to mn. On the other hand, observe (6.3.1). The first row is all the numbers modulo m, and all the elements in any column are congruent modulo m. So there are f(m) columns consisting entirely of integers prime to m. Let



be any such column of n elements. With gcd(m, n) = 1, by Theorem 6.6, such a column is a



complete residue system modulo n. So in each such column there are f(n) elements prime to n. To this end we know that in (6.3.1) there are f(m)f(n) elements prime to both m and n. Further notice that any element prime to both m and to n if and only if it is prime to mn. Combining the results of the above two paragraphs, we have derived f(mn) = f(m)f(n). iv) For any prime p, in 1, 2, …, p e, the elements which are not prime to pe are the multiples of p, i.e.,p, 2p, …, p e–1 p. Clearly, there are exactly pe–1 such numbers. So •
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n are relatively prime to each other, the targeted result follows from (iii). In §4.5 we considered a problem named SQUARE-FREENESS: answering whether a given odd composite integer n is square free. Three we used f(n) to serve an auxiliary input to show that SQUARE-FREENESS is in . Now from Property (iv) those of Lemma know that for any Many cryptographic schemes and protocols, especially based6.1 onwe public-keycryptography, 2|n then p|f(n). This is why we used gcd(n,f(n)) = 1 as a witness for n being prime p > 1, if p have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for square free. The on reader may consider case gcd(n, f(n)) > approach 1 (be careful of the case, e.g., n = many textbooks cryptography. Thisthe book takes adifferent to introducing pq with p|f(q), see Exercise 6.5). cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Euler's phi function has the following elegant property. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic .schemes, Theorem 6.9 and systems, many of them standards or de factoones, studies them closely, protocols explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Proof Let S d = { x | 1 x n, gcd(x, n) = d}. It is clear that set S = {1, 2, …, n} is partitioned into disjoint subsets Sd for each d|n. Hence



Notice that for each d|n #S d = f(n/d), therefore



However, for any d|n, we have (n/d)|n, therefore



Example 6.3. • n = 12, the Table of Contents For possible values of d|12 are 1, 2, 3, 4, 6, and 12. We have f(1) + f(2) + f(3) + Modern f(4) + Cryptography: f(6) + f(12) Theory = 1 +and 1 +Practice 2+2



+ 2 + 4 = 12.



ByWenbo Mao Hewlett-Packard Company



Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



6.4 The Theorems of Fermat, Euler and Lagrange We have introduced Fermat's Little Theorem in Chapter 4 (congruence (4.4.8)) and have since used it for a few times but without having proved it. Now we prove Fermat's Little Theorem by showing that it is a special case of another famous theorem in number theory: Euler's Theorem. •
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a, then ap–1



1 (mod p).
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. Theorem 6.11 Euler's Theorem If gcd(a, Many cryptographic n) = 1 thenschemes af(n) 1and (mod protocols, n). especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many book approach to introducing Proof textbooks For gcd(a,on n)cryptography. = 1, we know This a (mod n)takes .adifferent Also . By Corollary 5.2, we have cryptography: it pays much more attention tofit-for-application aspects of cryptography. It ord which implies af(n) (modinn). explains n (a) |why "textbook crypto" isonly1 good an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Since Corollary 5.2 used in the proof of Theorem 6.11 is a direct of Lagrange's demonstratingnumerous attacks on such schemes, protocols andapplication systems under variousrealTheorem (Theorem 5.1), we therefore say that Fermat's Little Theorem and Euler's Theorem are world application scenarios. This book chooses to introduce a set of practicalcryptographic special cases of the and beautiful Theorem schemes, protocols systems, manyof ofLagrange. them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong In Chapter 4 we have seen the important roleoftenwith of Fermat's Little evidence Theorem formally in probabilistic (i.e., fit-for-application) security properties, security established. primality test, which is useful for the generation of key material for many The book also includes self-containedtheoretical background material that public-key is the foundation for cryptographic systems and protocols. Euler's Theorem will have an important application for the modern cryptography. RSA cryptosystem which will be introduced in §8.5



6.5 Quadratic Residues Quadratic residues play important roles in number theory. For example, integer factorization algorithms invariantly involve using quadratic residues. They also have frequent uses in encryption and interesting cryptographic protocols. •
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Definition 6.1: Quadratic ResidueLet integer n > 1. For a



, a is called a quadratic residue



ByWenbo Mao Hewlett-Packard Company modulo n if x2 a (mod n)for some



x ; otherwise, a iscalled a quadratic non-residue modulo n. The set of quadratic residues modulo n is denoted by QRn,and the set of quadratic Publisher: Prentice Hall PTR non-residues modulo n is denoted by QNRn. Pub Date: July 25, 2003
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Let us compute QR11 , the set of all quadratic residues modulo 11. QR 11 = { 12, 22, 32, 42, 52, 6 2, 72, 82, 92, 102 } (mod 11) = { 1, 3, 4, 5, 9 }. Many cryptographic schemes and protocols, especially those based on public-keycryptography, In this example, we have computed QR11 versions, by exhaustively squaring elements in the .subjects However, have basic or so-called "textbook crypto" as these versionsare usually for this is not necessary. In fact, the reader may check many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many standards or de studies them closely, i.e., exhaustively squaring elements up of to them half the magnitude of factoones, the modulus suffices. The explains their working principles, discusses their practicalusages, and examines their strong following theorem claims so for any prime modulus. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. . Theorem 6.12 Let p be a prime number. Then



i. QRp = { x2 (mod p) | 0 < x



(p – 1)/2};



ii. There are precisely (p – 1)/2 quadratic residues and (p – 1)/2 quadratic non-residues modulo p, that is,



is partitioned into two equal-size subsets QR pand QNR p.



Proof (i) Clearly, set S = { x2 (mod p) | 0 < x need to prove QRp S. Let any a



QRp. Then x2



(p–1)/2. Then y = p–x S.



(p – 1)/2 }



a (mod p) for some x < p. If x (p–1)/2 and y2



(p–x)2



p



2



QRp. To show QR p = S we only



(p–1)/2 then a S. Suppose x >



– 2px + x2



x



2



a (mod p). So QR



p



ii) To show #QRp = (p –1)/2 it suffices to show that for 0 < x < y (p–1)/2,x 2 y 2 (mod p). 2 2 Suppose on the contrary, x – y (x + y) (x – y) 0 (mod p). Then p|x + y or p|x – y. Only the latter case is possible since x + y < p. Hence x = y, a contradiction.



Then #QNRp = (p–1)/2 since



and



.



In the proof of Theorem 6.12(i) we have actually shown the following:



. Corollary 6.2 •
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QRp,there are exactly two square roots of a modulo



p. Denoting by x one to them, then the other is –x (= p – x) . ByWenbo Mao Hewlett-Packard Company Publisher: Prentice Hall PTR



6.5.1 Quadratic Pub Date: July 25, 2003Residuosity ISBN: 0-13-066943-1



Often Pages: we need 648 to decide if a number is a quadratic residue element modulo a given modulus. This is the so-called quadratic residuosity problem.



. Theorem 6.13 Euler's Criterion Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Let p be a prime number. Then for any , x QRpif and only if many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Equation 6.5.1 guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Proof ( cryptography. ) For x QRp, there exists such that y 2 x (mod p). So x (p–1)/2 y p–1 modern 1 (mod p) follows from Fermat's Theorem (Theorem 6.10). (



) Let x(p–1)/2



1 (mod p). Then x is a root of polynomial y (p–1)/2 – 1



0 (mod p). Notice



that is a field, by Theorem 5.9(iii) (in §5.4.3) every element in the field is a root of the polynomial y p – y 0 (mod p). In other words, every non-zero element of the field, i.e., every element in the group



is a root of



These roots are all distinct since this degree-(p – 1) polynomial can have at most p – 1 roots. Consequently, the (p – 1)/2 roots of polynomial y (p–1)/2 – 1 0 (mod p) must all be distinct. We have shown in Theorem 6.12 that QRp contains exactly (p – 1)/2 elements, and they all satisfy y(p–1)/2–1 Thereforex



0 (mod p). Any other element in



must satisfy y (p–1)/2 + 1



0 (mod p).



QRp.



In the proof of Theorem 6.13 we have shown that if the criterion is not met for x



, then



Equation 6.5.2



Euler's Criterion a criterion to test whether or not an element in is a quadratic • Tableprovides of Contents residue: if congruence (6.5.1) is satisfied, then x QR ; otherwise (6.5.2) is satisfied and x p Modern Cryptography: Theory and Practice QNRp. ByWenbo Mao Hewlett-Packard Company



Letn be a composite natural number with its prime factorization as Publisher: Prentice Hall PTR Pub Date: July 25, 2003
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, Then by Theorem 6.8, "textbook is isomorphic to . Since the isomorphism have basic or so-called crypto" versions, as these versionsare usually subjects for preserves arithmetic, we have: many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad .guys Theorem behave nicely.It 6.14 reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. chooses to introduce a set of Then practicalcryptographic Let n be a composite integer This with book complete factorization in ( 6.5.3). x QRnif and only if schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, theironly practicalusages, their strong anddiscusses hence if and if x (mod p i) and QRexamines p i with i = 1, pi for prime (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 2, …, k. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Therefore, if the factorization of n is known, given the quadratic residuosity of x modulon can be decided by deciding the residuosity of x (mod p) for each prime p|n. The latter task can be done by testing Euler's criterion. However, if the factorization of n is unknown, deciding quardratic residuosity modulo n is a nontrivial task. Definition 6.2:Quadratic Residuosity (QR) Problem



INPUT



n: a composite number;



OUTPUT



YESif x



QRn.



The QRP is a well-known hard problem in number theory and is one of the main four algorithmic problems discussed by Gauss in his "Disquisitiones Arithmeticae" [119]. An efficient solution for it would imply an efficient solution to some other open problems in number theory. In Chapter 14 we will study a well-known public-key cryptosystem named the Goldwasser-Micali cryptosystem; that cryptosystem has its security based on the difficult for deciding the QRP.



CombiningTheorem 6.12 and Theorem 6.14 we can obtain:



. Theorem 6.15 Let n be a composite integer with k > 1 distinct prime factors. Then exactly



fraction of



• of Contents elements in Table are quadratic residues modulo n. Modern Cryptography: Theory and Practice



Thus, forMao a composite number n, an efficient algorithm for deciding quadratic residuosity modulo ByWenbo Hewlett-Packard Company n will provide an efficient statistic test on the proportion of quadratic residues in , and hence byTheorem 6.15, provide an efficient algorithm for answering the question whether n has two or Publisher: Prentice Hall PTR three distinct prime factors. This is because, by Theorem 6.15, in the former case (n has two Pub Date: July 25, 2003 0-13-066943-1 distinctISBN: prime factors), exactly a quarter of elements in are quadratic residues, and in the latter Pages: case, 648 exactly one-eighth of them are. Consequently, ensembles E2–Prime and E3–Prime (see §4.7) can be distinguished.



To date, for a composite n of unknown factorization, no algorithm is known to be able to decide quadratic residuosity modulo n in time polynomial in the size of n. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 6.5.2 Legendre-Jacobi Symbols many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explainsquadratic why "textbook crypto" isonly agood in using an ideal world where data areinvolves random evaluating and bad Testing residuosity modulo prime Euler's criterion (6.5.1) guys behave nicely.It reveals general unfitness intensive. of "textbook crypto"quadratic for the real world by can modulo exponentiation which the is quite computation However, residuosity demonstratingnumerous attacks on such schemes, protocols and systems under of variousrealbe tested by a much faster algorithm. Such an algorithm is based on the notion Legendreworld application scenarios. This book chooses to introduce a set of practicalcryptographic Jacobi symbol. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Definition 6.3: Legendre-Jacobi Symbol For each prime number p andformally for any established. let (i.e., fit-for-application) security properties, oftenwith security evidence The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



is called Legendre symbol of x modulo p . Let n = p1p2…pk be the prime factorization of n (some of these prime factors may repeat). Then



is called Jacobi symbol of x modulo n.



In the rest of this book prime.



will always be referred to as Jacobi symbol whether or not b is



Forp being prime, comparing (6.5.1), (6.5.2) with Definition 6.3, we know



Equation 6.5.4



•
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Moreover, Jacobi symbol has the following properties. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 . Theorem 6.16 Pages: 648



Jacobi symbol has the following properties:



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many i. textbooks on ; cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by ii. ; demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, iii. ; discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. iv. if x y (mod n)then ; (below m, n are odd numbers)



v.



;



vi.



;



vii. if gcd(m, n) = 1 and m, n > 2 then



.



InTheorem 6.16, (i–iv) are immediate from the definition of Jacobi symbol. A proof for (v–vii) uses no special technique either. However, due to the lengthiness and lack of immediate relevance to the topic of this book, we shall not include a proof but refer the reader to the standard textbooks for number theory (e.g., [170,176]). Theorem 6.16(vii) is known as the Gauss' Law of Quadratic Reciprocity. Thanks to this law, it is not hard to see that the evaluation of



for gcd (x, n) = 1 has a fashion and hence the same



computational complexity of computing the greatest common divisor.



. Remark 6.1 When we evaluate Jacobi symbol by applying Theorem 6.16, the evaluation of the right-hand sides of (v–vii) must not be done via exponentiations. Since ord(–1) = 2 (in multiplication), all we need is the • Table parity of Contents of these exponents. In Alg 6.2 we realize the evaluation by testing whether Modern Cryptography: Theory and Practice 2divides these exponents. ByWenbo Mao Hewlett-Packard Company



Alg 6.2 provides a recursive specification of the properties of Jacobi symbol listed in Theorem 6.2. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Algorithm 6.2: Legendre/Jacobi Symbol INPUT Many cryptographic schemes and protocols, especially those based on public-keycryptography, odd integer n > 2, integer . have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing OUTPUT cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" .isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealJacobi(x, n) world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 1. if ( x == 1 ) return ( 1 ); The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. 2. if ( 2|x )



a. if ( 2|(n2–1)/8 return ( Jacobi(x/2,n) ); b. return( –Jacobi(x/2,n) ); (* now x is odd *) 3. if ( 2| (x – 1)(n – 1)/4 ) return( Jacobi(n mod x, x) ); 4. return( –Jacobi(n mod x, x) ).



InAlg 6.2, each recursive call of the function Jacobi(,) will cause either the first input value being divided by 2, or the second input value being reduced modulo the first. Therefore there can be at most log2n calls and the first input value is reduced to 1, reaching the terminating condition. So rigorously expressed, because each modulo operation costs O B((logn) 2) time, Alg 6.2 computes



can be computed in O B((logn) 3) time.



However we should notice that, in order to present the algorithm with ease of understanding, we have again chosen to sacrifice efficiency! Instead of bounding each modulo operation with O B((logn) 2), via a careful realization, total modulo operations in steps 3, 4 can be bounded by O B((logn) 2). This situation is exactly the same as that for computing greatest common divisor with a carefully designed algorithm: to • Table of Contents exploit the fact expressed in (4.3.12). Consequently, for , can be computed in Modern andrealization Practice O B((logCryptography: n) 2) time. ATheory careful of the counterpart for Alg 6.2 can be found in Chapter 1 of [79]. Mao Hewlett-Packard Company ByWenbo



Compared with the complexity of evaluating Euler's criterion (5.4.5), which is OB((logp) 3) due Publisher: Prentice Hall PTR to modulo exponentiation, testing quadratic residuosity modulo prime p using Alg 6.2 is log p Pub Date: July 25, 2003 times faster. ISBN: 0-13-066943-1 Pages: 648



Example 6.5. Let us show that 384



QNR443.



Going through Alg 6.2 step byand step, we haveespecially those based on public-keycryptography, Many cryptographic schemes protocols, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Therefore 384



QNR443.



Finally, we should notice that evaluation of Jacobi symbol using Alg 6.2 does not need to know the factorization of n. This is a very important property which has a wide application in public-key cryptography, e.g., in Goldwasser-Micali cryptosystem (§14.3.3) and in Blum's coinflipping protocol (Chapter 19).



6.6 Square Roots Modulo Integer InExample 6.2 we have had an experience of "computing a square root modulo an integer." However the "algorithm" used there should not qualify as an algorithm because we were lucky to have managed to map, using the isomorphism in Theorem 6.8, a seemingly difficult task to two •
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trivially easy ones: computing square roots of 1 and 4, which happen to be square numbers in Modern Cryptography: Theory and Practice and the "rooting algorithm" is known even to primary school pupils. In general, the isomorphism By Mao6.8 Hewlett-Packard inWenbo Theorem will not be Company so kind to us: for overwhelming cases the image should not be a square number in



.



Publisher: Prentice Hall PTR



NowPub we introduce algorithmic methods for computing square roots of a quadratic residue Date: July 25, 2003 element modulo a positive integer. We start by considering prime modulus. By Corollary 6.2, the ISBN: 0-13-066943-1 two roots of a quadratic residue complements to one another modulo the prime modulus; so it Pages: 648 suffices for us to consider computing one square root of a quadratic residue element. For most of the odd prime numbers, the task is very easy. These cases include primes p such that p 3, 5, 7 (mod 8). Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 6.6.1 Computing Square Roots Modulo Primeapproach to introducing many textbooks on cryptography. This book takes adifferent cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Case p why 3, 7"textbook (mod 8) crypto" isonly good in an ideal world where data are random and bad explains guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by In this case, p + 1 is divisible by on 4. For QRp, letprotocols and systems under variousrealdemonstratingnumerous attacks sucha schemes, world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Then because a(p–1)/2 1 (mod p), we have



So indeed, x is a square root of a modulo p. Casep



5 (mod 8)



In this case, p + 3 is divisible by 8; also because (p – 1)/2 is even, –1 meets Euler's criterion as a quadratic residue. For a QRp, let



Equation 6.6.1



Froma (p–1)/2 1 (mod p) we know a(p–1)/4 two square roots: 1 and –1. Consequently



±1 (mod p); this is because in field



1 has only



That is, we have found that x computed in (6.6.1) is a square root of either a or –a. If the sign is + we are done. If the sign is –, then we have •
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing will be the solution. So the task boils down to computing (mod p). Let b be any quadratic cryptography: it pays much more attention tofit-for-application aspects of cryptography. It non-residue mod p. Then by Euler's criterion explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. so b (p–1)/4 (mod p) can self-containedtheoretical be used in place of . By the way, since that is the foundation for The book also includes background material modern cryptography.



and the right-hand side is 8 times an odd number; so by Theorem 6.16(vi) 2 this case of p we can use 2 (p–1)/4 in place of



QNRp. That is, for



. Then, one may check that (6.6.2) becomes



Equation 6.6.3



We can save one modulo exponentiation by using the right-hand-side of (6.6.3).



Algorithm 6.3: Square Root Modulo p INPUT



primep satisfying p QRp.



3, 5, 7 (mod 8)



3, 5, 7 (mod 8);
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OUTPUT



a square root of a modulo p.
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(* below Pages: 648 p 2. if (a(p–1)/4



5 (mod 8) *) 1 (mod p) ) return( a(p+3)/8 (mod p) );



3. return( (4a)((p+3)/8 /2). Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for The time complexity of Alg 6.3 is OB((logp) 3). many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Computing Square reveals Roots the Modulo Prime in General Casecrypto" for the real world by guys behave nicely.It general unfitness of "textbook demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This chooses to introduce a set of practicalcryptographic The method described here is duebook to Shanks (see §1.5.1 of [79]). schemes, protocols and systems, many of them standards or de factoones, studies them closely, For general case of prime p, we can write their practicalusages, and examines their strong explains their working principles, discusses (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



withq odd and e 1. By Theorem 5.2 (in §5.2.3), cyclic group has a unique cyclic subgroup G of order 2 e. Clearly, quadratic residues in G have orders as powers of 2 since they divide 2e–1 . Fora QRp, since



soa



q



0



k > 2 e such that



(mod p) is in G and is of course a quadratic residue. So there exists an even integer k with



Equation 6.6.4



whereg is a generator of G. Suppose that we have found the generator g and the even integer k.



Then setting



it is easy to check that x2 •



a (mod p).
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Sub-task (i) is rather easy. For any f Publisher: Prentice Hall PTR q is aJuly hence Pubf Date: generator 25, 2003 of



QNRp, because q is odd, f q



QNRp and ord p(fq) = 2e;



G. Finding f is rather easy: picking a random element



and
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testing (using Alg 6.2). Since half the elements in the probability of finding a correct f in one go is one-half.



are quadratic non-residues,



Sub-task (ii) is not too difficult either. The search of k from (6.6.4) is fast by utilizing the fact that non-unity quadratic-residue elements in G have orders as powers of 2. Thus, letting initially Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks Equation 6.6.5 on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, then b G. Weworking can search the least integer m for practicalusages, 0 m < e such and that examines their strong explains their principles, discusses their (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Equation 6.6.6 modern cryptography.



and then modify b into



Equation 6.6.7



Notice that b, after the modification in (6.6.7), has its order been reduced from that in (6.6.5) while remaining a quadratic residue in G and so the reduced order should remain being a power of 2. Therefore, the reduction must be in terms of a power of 2, and consequently, repeating (6.6.6) and (6.6.7),m in (6.6.6) will strictly decrease. Upon m = 0, (6.6.6) shows b = 1, and thereby (6.6.7) becomes (6.6.4) and so k can be found by accumulating 2m in each loop of repetition. The search will terminate in at most e loops. It is now straightforward to put our descriptions into Alg 6.4.



Sincee < log 2p, the time complexity of Alg 6.4 is O B((logp) 4).



. Remark 6.2 For the purpose of better exposition, we have presented Alg 6.4 by following our explanation on the working principle of Shanks' algorithm; in particular, we have followed precisely the • Table of Contents explanation on Sub-task (ii) for searching the even exponent k. In so doing, our presentation of Modern Cryptography: Theory and Practice Shanks' algorithm sacrifices a little bit of efficiency: explicitly finding k, while is unnecessary since By Wenbo Hewlett-Packard Company in step 3, costs an additional modulo exponentiation in step g k/2 can Mao be obtained as a byproduct 4. For the optimized version of Shanks' algorithm, see Algorithm 1.5.1 in [ 79]. Publisher: Prentice Hall PTR
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Algorithm 6.4: Square Root Modulo Prime Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook INPUT primep;crypto" integer versions, a QRp.as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing OUTPUT a square root of a tofit-for-application modulo p. cryptography: it pays much more attention aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld scenarios. This book chooses to introduce a set of practicalcryptographic 1. application (*initialize*) schemes, protocols and systems, many of them standards or de factoones, studies them closely, settheir p – 1working = 2 eq with q odd; discusses b a q (mod r e;k 0;and examines their strong explains principles, theirp); practicalusages, (i.e., fit-for-application) security properties, oftenwith security evidence formally established. (* sub-task (i), using Alg 6.2 *) The2.book also includes self-containedtheoretical background material that is the foundation for modern cryptography. findf QNRp;g f q (mod p); 3. (* sub-task (ii), searching even exponent k *) while (b



1) do



3.1 find the least non-negative integer m such that b2m 3.2b 4. return(a



bg



2r–m



(mod p);k



(q+1)/2 g k/2



k + 2 r–m;r



1 (mod p);



m;



(mod p) ).



6.6.2 Computing Square Roots Modulo Composite Thanks to Theorem 6.8, we know that, for n = pq with p, q primes . Since isomorphism preserves the arithmetic, relation



is isomorphic to



holds if and only if it holds modulo both p and q. Therefore, if the factorization of n is given, square rooting modulo n can computed using Alg 6.5. Clearly, the time complexity of Alg 6.5 is O B ((log n) 4). ByCorollary 6.2,y (mod p) has two distinct square roots, which we denote by x p and p – xp, respectively. So does y (mod q), which we denote by xq and q – xq, respectively. By the •
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(Theorem 6.8), we know that y



QRn has



exactly four square roots in . By Alg 6.5, these four roots are ByWenbo Mao Hewlett-Packard Company Publisher: Prentice Hall PTR Equation 6.6.8 Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks cryptography. book adifferent approach to introducing Thus, if we applyon (6.6.8) in Step 2This of Alg 6.5,takes we can compute all four square roots of the cryptography: it pays much more attention tofit-for-application aspects of cryptography. It element input to the algorithm. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Algorithm 6.5: Square Root Modulo Composite and examines their strong explains their working principles, discusses their practicalusages, (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern INPUT cryptography. primesp, q with n = pq; integer y QR . n



OUTPUT



1.



a square root of y modulo n.



; ; (* applying Algorithms 6.3 or 6.4 *)



2. return(



(mod n)). (* applying Alg 6.1 *)



For an exercise, we ask: if n = pqr with p, q, r distinct prime numbers, how many square roots for each y QRn? We now know that if the factorization of n is known, then computing square roots of any given element in QR n can be done efficiently. Now, what can we say about square rooting modulo n without knowing the factorization of n? The third part of the following theorem answers this question.



. Theorem 6.17 Let n = pq with p, q being distinct odd primes and let y constructed in (6.6.8) have the following properties:



QRn.Then the four square roots of y



• i. they areTable of Contents distinct from one another; Modern Cryptography: Theory and Practice



x1 + x4Hewlett-Packard = x2 + x3 = n; Byii. Wenbo Mao Company iii. gcd(x1 + x2,n) = gcd(x Publisher: Prentice Hall PTR



3



+ x4,n) = q, gcd(x



1



+ x3,n) = gcd(x



2



+ x4,n) = p.
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i. Noticing the meaning of p and q defined by (6.2.15) and (6.2.16), we have, e.g., x 1 (modq) = x q and x2 (mod q) = q – x q. Remember, xq and q – xq are two distinct square roots of y (mod q). So x1 x 2 (mod q) implies x1 x 2 (mod n), i.e., x1 and x2 are Manydistinct. cryptographic schemes protocols, especially those based on public-keycryptography, Other cases canand be shown analogously. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks onwe cryptography. This book takes adifferent approach to introducing ii. From (6.6.8) have cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and of them demodulo factoones, studies them closely, The right-hand sidesystems, value is many congruent to 0standards modulo p or and q. From these roots' explains their working principles, discusses their practicalusages, and examines their strong in we haveproperties, 0 < x1 + x4oftenwith = x2 + x3security < 2n. Clearly, n is the only value in the (i.e., membership fit-for-application) security evidence formally established. interval (0, 2n) and is congruent to 0 modulo p and q. So x = n – x and x = n – x3. for 1 4 2 The book also includes self-containedtheoretical background material that is the foundation modern cryptography. iii. We only study the case x1 + x2; other cases are analogous. Observing (6.6.8) we have



Thereforex



1



+ x2 (mod p)



2xp



0 and x1 + x2



0 (mod q). Namely, x1 + x2 is a non-zero



multiple of q, but not a multiple of p. This implies gcd(x1 + x2,n) = q. Suppose there exists an efficient algorithm A, which, on input (y, n) for y QRn, outputs x such that x 2 y (mod n). Then we can run A(x 2,n) to obtain a square root of x 2 which we denote by x'. By Theorem 6.17(iii), the probability for 1 < gcd(x + x',n) < n is exactly one half (the probability space being the four square roots of y). That is, the algorithm A is an efficient algorithm for factoring n. CombiningAlg 6.5 and Theorem 6.5(iii), we have



. Corollary 6.3 Let n = pq with p and q being distinct odd primes. Then factoring n is computationally equivalent to computing square root modulo n.



Also from Theorem 6.17(ii) and the fact that n is odd, we have



. Corollary 6.4 Let n = pq with p and q being distinct odd primes. Then for any y



QRn,two square roots of y



are less than n/2, and the other two roots are larger than n/2. •
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



6.7 Blum Integers Blum integers have wide applications in public-key cryptography. Definition 6.4: Blum IntegerA composite integer n is called a Blum integer if n = pq where p • Table of Contents and q are distinct prime numbers satisfying p q 3 (mod 4). Modern Cryptography: Theory and Practice



A Blum integer has many interesting properties. The following are some of them which are very ByWenbo Mao Hewlett-Packard Company useful in public-key cryptography and cryptographic protocols. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 . Theorem 6.18
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Let n be a Blum integer. Then the following properties hold for n :



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have i. basic or so-called "textbook crypto" versions, as these ;versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad ii. For ,if then either y QR or – y = n – y QR ; guys behave nicely.It reveals the general unfitnessn of "textbook crypto"n for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealiii. Any y QRnhas four square roots u, –u, v, –v and they satisfy (w.l.o.g.) world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. a. ;



b.



c.



d.



;



;



;



iv. Function f(x) = x2 (mod n)is a permutation over QR n; v. For any y vi.



QRn,exactly one square root of y with Jacobi symbol 1 is less than n/2 ;



is partitioned into four equivalence classes: one multiplicative group QRn,and three cosets (–1)QRn,xQR n, (–x)QRn;herex is a square root of 1 with Jacobi symbol –1.



Proof



i. Notice that p have



•



3 (mod 4) implies



. Then by Euler's Criterion (6.5.1), we
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ii. case,y



implies either or . For the first QRn due to the definition of Legendre symbol (Definition 6.3) and Theorem 6.14.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have For basic orsecond so-called "textbook crypto" versions, as these versionsare the.subjects for the case, (i) implies . Henceusually – y QR n many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it by pays much more attention tofit-for-application of cryptography. iii. First of all, Theorem 6.17(ii), we can indeed denote the aspects four distinct square rootsItof x by explains why "textbook crypto" isonly good in an ideal world where data are random and bad u, –u(=n–u),v and –v. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks such schemes, protocols and systems under variousrealNext, from u2 v 2 (mod n),on we have (u + v) (u – v) 0 (mod p), that is, u ± v (mod worldp). application scenarios. This book chooses to introduce a set of practicalcryptographic Similarly, u ± v (mod q). However, by Theorem 6.17(i),u ± v (mod n), so only schemes, protocolstwo andcases systems, many of them standards or de factoones, studies them closely, the following are possible: explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. or



These two cases plus (i) imply



.



Thus, if then and if then . Without loss of generality, the four distinct Legendre-symbol characterizations in (a)-(d) follow the multiplicative property of Legendre-Jacobi symbol and (i).



iv. For any y QRn, by (iii) there exists a unique x QRn satisfying f(x) = y. Thus, f(x) is a 1-1 and onto mapping, i.e., a permutation, over QRn. v. By (iii), the square root with Jacobi symbol 1 is either u or n – u. Only one of them



iv.



v. can be less than n/2 since n is odd. (So, exactly one square root with Jacobi symbol –1 is less than n/2; the other two roots are larger than n/2 and have the opposite Jacobi symbols.)



•



vi. It is trivial to check that QR n forms a group under multiplication modulo n with 1 as the identity. Now by (iii), the four distinct square roots of 1 have the four distinct Legendre-symbol characterizations in (a), (b), (c), and (d), respectively. Therefore the four sets QRn, (–1)QRn,xQR n, (–x)QRn are pair wise disjoint. These four sets make Table of Contents
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because by Theorem 6.15,
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



6.8 Chapter Summary In this chapter we have conducted a study in the following topics of elementary number theory:



•



Linear congruences Table of Contents
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Chinese Remainder Theorem (with algorithm)
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Lagrange's, Euler's and Fermat's theorems Publisher: Prentice Hall PTR



Quadratic residues Pub Date: July 25, 2003



and Legendre-Jacobi symbols (with algorithm)
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Square roots modulo integers and the relation to factorization (with algorithm for root Pages: 648 extraction) Blum integers and their properties In addition to introducing the basic knowledge and facts, we have also studied several important algorithms (Chinese schemes Remainder, symbol, square-rooting), with working principles Many cryptographic andJacobi protocols, especially those based on their public-keycryptography, explained their time"textbook complexity behaviors analyzed. In so doing, weusually considered that these have basicand or so-called crypto" versions, as these versionsare the subjects for algorithms not only have theoreticThis importance, butadifferent also haveapproach practical importance: many textbooks on cryptography. book takes to introducingthese algorithms are itfrequently used in cryptography and cryptographic protocols. cryptography: pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad In thebehave rest of nicely.It this bookreveals we willthe frequently the of knowledge, skills algorithms which guys general apply unfitness "textbook facts, crypto" for and the real world by we have learned in this chapter. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Exercises 6.1 •



Letm, n be positive integers satisfying m|n. Show that operation "(mod m)" Table of Contents
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classes, each has m elements.
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6.2



Under the same condition of the preceding problem, show



.
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Remainder Algorithm (Alg 6.1) to construct an element in



ISBN:which 0-13-066943-1 maps to Pages:that 648



6.4



(2, 3) under the isomorphism in Theorem 6.1. Prove this element has the maximum order.



Use the method in Example 6.2 to find the other three square roots of 29 in Find analogously the four square roots of 1 in



.



.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, Hint: 29 (mod 5) = 4 which has square roots 2 and 3 (= –2 (mod 5)), and 29 (mod have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 7) = 1 which has square roots 1 and 6 (= –1 (mod 7)); the four square roots of 29 many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: modulo it pays 35 are much isomorphic more attention to (2, 1), tofit-for-application (2, 6), (3, 1) andaspects (3, 6) inof cryptography. . It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys6.5 behave Construct nicely.Itanreveals odd composite the general number unfitness n such of "textbook that n is square crypto"free, for the i.e.,real there world exists by demonstratingnumerous no prime p such attacks that p2on |N,such however schemes, gcd(n, protocols f(n)) > 1. and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, 6.6 protocols and systems, many of them standards or de factoones, studies them closely, Letm|n. Prove that for any , ordm(x)|ordn(x). explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 6.7 Letn = pq with p, q being distinct primes. Since p – 1|f(n), there exists elements in The book also includes self-containedtheoretical background material that is the foundation for of order dividing p – 1. (Similarly, there are elements of order dividing q – 1.) modern cryptography. Prove that for any 1,n) = q. (Similarly, any n) = p.) 6.8



, if ordn (g)|p – 1 and



, then gcd(g –



of ordn(h)|q – 1 and ord n(h) | p – 1, gcd(h – 1,



Letn = pq with p, q being distinct primes. Show that for any g



n+1



(mod n). For |p|



, it holds g p+q



|q|, show that an upper bound for factoring n is n1/4.



Hint: find p + q from g n+1 (mod n) using Pollard's l-algorithm; then factor n using p +q and pq. 6.9



Letp be a prime. Show that a generator of the group



must be a quadratic non-



residue. Analogously, let n be an odd composite; show that elements in maximum order must be quadratic non-residues.



of the



6.10



Testing quadratic residuosity modulo p using Euler's criterion is logp times slower than doing so via evaluation of Legendre symbol. Why?



6.11



Factor 35 using the square roots computed in Exercise 6.4



6.12



Show that QRn is a subgroup of Jn(1) and the latter is a subgroup of



6.13



Letn = pq with p and q being distinct primes. Under what condition –1



. QRn?



Under what condition •
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the inversion of the function f(x) = x



2



(mod n)



Hint: apply the Chinese Remainder Theorem (Alg 6.1) to Case 1 of Alg 6.3. Publisher: Prentice Hall PTR
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Hint: apply Chinese Remainder Theorem to construct an element using a generator of



and one of



. Prove that this element is in Jn(1) and is of order #Jn(1).



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Part III: Basic Cryptographic Techniques This part contains four chapters which introduce the most basic cryptographic techniques for confidentiality and data integrity. Chapter 7 introduces symmetric encryption techniques, 8 introduces asymmetric encryption techniques, Chapter 9 considers • TableChapter of Contents an important security quality possessed by the basic and popular asymmetric cryptographic Modern Cryptography: Theory and Practice functions when they are used in an ideal world (where data are random), and finally, ByWenbo Mao Hewlett-Packard Company Chapter 10 introduces basic techniques for data integrity. Publisher: Prentice Hall PTR The basic cryptographic



algorithms and schemes to be introduced in this part can be crypto" since they can be found in many textbooks on cryptography. In this part we shall expose various weaknesses of these "textbook crypto" ISBN: 0-13-066943-1 algorithms and schemes by demonstrating abundant attacks, even though we will not, in Pages: 648 fact cannot for the moment, fix these weaknesses for the time being. However, this book will not stop at "textbook crypto" level of introduction to cryptography. Fit-for-application, i.e., non-textbook, versions of encryption algorithms and data-integrity mechanisms will be introduced in later chapters, and most of them are results of enhancement to their "textbook crypto" counterparts. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have For basic or so-called "textbook versions, as these versionsare usually the subjects for readers who do not plan crypto" to proceed an in-depth study of fit-for-application crypto and manytheir textbooks cryptography. book takescrypto" adifferent to introducing strongon security notions, This this "textbook partapproach will still provide them with explicit cryptography: it pays muchon more attention tofit-for-application aspects of cryptography. It early warning signals general insecurity of "textbook crypto." explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. considered "textbook Pub Date: July 25,as 2003
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Section 7.5. Classical Ciphers: Usefulness and Security Pages: 648 Section 7.6. The Data Encryption Standard (DES) Section 7.7. The Advanced Encryption Standard (AES) 7.8. Confidentiality of Operation ManySection cryptographic schemes and Modes protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 7.9.onKey Channel Establishment for Symmetric Cryptosystems manySection textbooks cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Section Chapter Summary explains why 7.10. "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Exercises demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.1 Introduction Secrecy is at the heart of cryptography. Encryption is a practical means to achieve information secrecy. Modern encryption techniques are mathematical transformations (algorithms) which treat messages as numbers or algebraic elements in a space and transform them between a • Table of Contents region of "meaningful messages" and a region of "unintelligible messages". A messages in the Modern Cryptography: Theory and to Practice meaningful region and input an encryption algorithm is called cleartext and the unintelligible output the encryptionCompany algorithm is called ciphertext. If we disregard the intelligibility of a By Wenbofrom Mao Hewlett-Packard message, then a message input to an encryption algorithm is conventionally called plaintext which may or mayHall notPTR be intelligible. For example, a plaintext message can be a random nonce Publisher: Prentice or a ciphertext message; we have seen such cases in some protocols studied Chapter 2. Pub Date: July 25, 2003 Therefore, plaintext and ciphertext are a pair of respective notions: the former refers to ISBN: 0-13-066943-1 messages input to, and the latter, output from, an encryption algorithm. Pages: 648



In order to restore information, an encryption transformation must be reversible and the reversing transformation is called decryption. Conventionally, encryption and decryption algorithms are parameterized by cryptographic keys. An encryption algorithm and a decryption algorithm plus the description on the format of messages and keys form a cryptographic system or a cryptosystem. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Semantically, Shannon characterizes desired property for aapproach cryptosystem as follows: the many textbooks on cryptography. Thisa book takes adifferent to introducing ciphertext message space is the space of all possible messages while the cleartext (notice: cryptography: it pays much more attention tofit-for-application aspects of cryptography. It not plaintext according to our convention given the first paragraph above) message space is a explains why "textbook crypto" isonly good in an ideal world where data are random and bad sparse regionnicely.It inside the message space, in which messages havecrypto" a certain simple guys behave reveals the general unfitness of "textbook for fairly the real world by statistical structure, i.e., they are meaningful; a (good) encryption algorithm is a mixingdemonstratingnumerous attacks on such schemes, protocols and systems under variousrealtransformation which distributes the meaningful sparse and meaningful world application scenarios. This book chooses tomessages introducefrom a setthe of practicalcryptographic region fairly uniformly over the entire message space (pages 711-712 of [264]). Shannon schemes, protocols and systems, many of them standards or de factoones, studies them closely, characterizes this mixing property as follows: explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Equation 7.1.1 modern cryptography.



Here,F denotes a mapping (an encryption algorithm) of a space W (message space) into itself, R denotes an initial and small region (the cleartext region) in W. Shannon's semantic characterization for encryption expresses that a good encryption algorithm should have such a mix-transformation behavior: it can map a small initial region of a space into the entire space. Although nowadays, in particular after the invention of public-key cryptography, it needn't be the case an encryption algorithm is a mapping from a space into the space itself, (this is still true for most cryptosystems, secret-key or public-key), Shannon's semantic characterization for encryption as a mixing-transformation remains very meaningful. The contemporary definition for semantic security of an encryption algorithm, which will be given in §14.3, essentially means that a ciphertext has a distribution in the message space which is indistinguishable from the uniform distribution in the same space.



7.1.1 Chapter Outline



In this chapter we will introduce the notion of cryptosystems, several well-known symmetric cryptosystems and the standard modes of operations. We begin by providing a formal syntactic definition for cryptosystems to be used in the rest of this book (§7.2). We then introduce several important classical ciphers (§7.3—§7.4). We will make explicit the importance of the classical cipher techniques by showing their widespread roles in modern ciphers and in cryptographic protocols (§7.5). After classical ciphers, two important modern block ciphers will be described: the Data Encryption Standard (DES, §7.6) and the Advanced Encryption Standard (AES, §7.7), and their design strategies will be explained. We will also provide a brief discussion on the AES's • Table of Contents positive impact on applied cryptography (§7.7.5). The part on symmetric techniques will also Modern Cryptography: Theory and Practice include various standard modes of operations for using block ciphers which achieve probabilistic By Wenbo Mao(7.8). Hewlett-Packard Company encryption We end our introduction to symmetric encryption techniques by posing the classical problem of key channel establishment (§7.9). Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.2 Definition Syntactically, a cryptosystem can be defined as follows. Definition 7.1: Cryptographic SystemA cryptographic system consists of the following: •
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a plaintext message space M: a set of strings over some alphabet
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a ciphertext message space C: a set of possible ciphertext messages Publisher: Prentice Hall PTR



anDate: encryption key space K: a set of possible Pub July 25, 2003 1: a set of possible decryption keys KISBN: 0-13-066943-1



encryption keys, and a decryption key space
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an efficient key generation algorithm an efficient encryption algorithm efficient decryption . based on public-keycryptography, Manyan cryptographic schemesalgorithm and protocols, especially those have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for For integer 1 ,G(1 )outputs a keyThis pairbook (ke, takes kd) adifferent K x K' of length . to introducing many textbooks on cryptography. approach cryptography: it pays much more attention tofit-for-application aspects of cryptography. It For ke Kwhy and"textbook m M, wecrypto" denoteisonly by good in an ideal world where data are random and bad explains guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e.,encryption fit-for-application) security properties, security evidence formally established. the transformation and read it as oftenwith "c is an encryption of m under key ke," and we The book denote byalso includes self-containedtheoretical background material that is the foundation for modern cryptography.



the decryption transformation and read it as "m is the decryption of c under key kd." It is necessary that for all m M and all ke K, there exists kd K':



Equation 7.2.1



In the rest of the book we will use this set of syntactic notation to denote abstract cryptosystems, except in the some places where different notations have been conventionally used in the literature. Fig 7.1 provides an illustration of cryptosystems.



Figure 7.1. Cryptographic Systems



•
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Definition 7.1 appliesschemes to cryptosystems whichespecially use secret keysbased as well public keys (public-key Many cryptographic and protocols, those onas public-keycryptography, cryptosystems will be introduced in the next chapter). In a secret-key cryptosystems have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for encryption and decryption use the This samebook key.takes The principal who encrypts message must share many textbooks on cryptography. adifferent approach to aintroducing the encryption key with the principal who will be receiving and decrypting the encrypted It cryptography: it pays much more attention tofit-for-application aspects of cryptography. message. The fact kd = ke provides secretkey cryptosystem another name: symmetric explains why "textbook crypto" isonly good in an ideal world where data are random and bad cryptosystems. In a reveals public-key cryptosystem, and decryption use different keys; guys behave nicely.It the general unfitnessencryption of "textbook crypto" for the real world by for every key ke K, there exists kd K', the two keys are different and match each other; the demonstratingnumerous attacks on such schemes, protocols and systems under variousrealencryption key ke needn't be kept secret, and the principal who is the owner of ke can decrypt a world application scenarios. This book chooses to introduce a set of practicalcryptographic ciphertext encryptedand under ke using theof matching private key kd.factoones, The fact kd ke provides schemes, protocols systems, many them standards or de studies them closely, public-key cryptosystems another name: asymmetric cryptosystems. explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. By algorithms efficient, we consider thatmaterial such algorithms include Therequiring book alsoencryption includes self-containedtheoretical background that is the foundation for probabilistic polynomial-time ones. Hence, although the abstract notation looks a modern cryptography. deterministic, it can have a internal random move, and so an output ciphertext can be a random variable of this internal random move. Also notice that the integer input to the key generation algorithmG provides the size of the output encryption/decryption keys. Since the key generation algorithm is efficient with running time polynomial in the size of its input, the input integer value should use the unary representation (reason explained in §4.4.6.1). In 1883, Kerchoffs wrote a list of requirements for the design cryptosystems (see page 14 of [198]). One of the items in Kerchoffs' list has evolved into a widely accepted convention known asKerchoffs' principle: Knowledge of the algorithm and key size as well as the availability of known plaintext, are standard assumptions in modern cryptanalysis. Since an adversary may obtain this information eventually, it is preferable not to rely on its secrecy when assessing cryptographic strength. Combining Shannon's semantic characterization for cryptosystem and Kerchoffs' principle, we can provide a summary for a good cryptosystem as follows: Algorithms



and D contain no component or design part which is secret;



distributes meaningful messages fairly uniformly over the entire ciphertext message space; it may even be possible that the random distribution is due to some internal random



operation of ; With the correct cryptographic key,



•



and D are practically efficient;



Without the correct key, the task for recovering from a ciphertext the correspondent plaintext is a problem of a difficulty determined solely by the size of the key parameter, which usually takes a size s such that solving the problem requires computational resource of a quantitative measure beyond p(s) for p being any polynomial. Table of Contents
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properties for a cryptosystem have become inadequate cryptosystems for modern day applications. More stringent requirements will be By Wenbo Mao for Hewlett-Packard Company developed through our study of cryptosystems. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.3 Substitution Ciphers In a substitution cipher, the encryption algorithm k(m) is a substitution function which replaces each m M with a corresponding c C. The substitution function is parameterized by a secret key k. The decryption algorithm D k(c) is merely the reverse substitution. In general, the • Table of Contents substitution can be given by a mapping , and the reverse substitution is just the Modern Cryptography: Theory and Practice



corresponding inverse mapping
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Example 7.1. A Simple Substitution Cipher Let



and interpret A = 0, B = 1, …, Z 25. Define encryption algorithm



k(m)



as



the following permutation over Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, security Then the corresponding decryption algorithmoftenwith DK(C) is given by evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Plaintext messages



proceed meeting as agreed



will be encrypted into the following ciphertext messages (spaces are not transformed)
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing In this simple substitution cipher example, the message spaces M and C coincide with the cryptography: it pays much more attention tofit-for-application aspects of cryptography. It alphabet . In other words, plaintext message is adata single in the explains why "textbook crypto"aisonly goodorinciphertext an ideal world where arecharacter random and bad alphabet. For this reason, the plaintext message string proceedmeetingasagreed is not single guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real worlda by message, but comprises 22 messages; likewise, the ciphertext message string demonstratingnumerous attacks on such schemes, protocols and systems under variousrealcqkzyyrjyyowftvlvtqyyr messages. The keyaspace this cipher has the size 26! world application scenarios.comprises This book22 chooses to introduce set ofofpracticalcryptographic 26 , which is huge in comparison with the size of the message space. However, this > 4 x 10 schemes, protocols and systems, many of them standards or de factoones, studies them closely, cipher is their in fact very weak: each plaintext is encrypted to a unique ciphertext explains working principles, discussescharacter their practicalusages, and examines their strong character. This weakness renders this cipher extremely vulnerable to a cryptanalysis technique (i.e., fit-for-application) security properties, oftenwith security evidence formally established. called frequency analysis which exploits the fact that natural languages contain a high volume The book also includes self-containedtheoretical background material that is the foundation for of redundancy (see §3.8). We will further discuss the security of simple substitution cipher in modern cryptography. §7.5. Several special cases of simple substitution ciphers appear in history. The simplest and the most well-known case is called shift ciphers. In shift ciphers, K = M = C; let N = #M, the encryption and decryption mappings are defined by



Equation 7.3.1



withm, c,



. For the case of M being the capital letters of the Latin alphabet, i.e.,



, the shift cipher is also known as Caesar cipher, because Julius Caesar used it with the case of k = 3 (§2.2 of [93]). ByTheorem 6.6 (in §6.2.2) we know that if gcd(k, N) = 1, then for every m < N:



ranges over the entire message space



. Therefore for such k and for m, c < N
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provide a simple substitution cipher. Similarly,



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing can also defineita pays simple substitution cipher called affine cipher: cryptography: much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Equation 7.3.3 demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



It is not difficult to see that using various arithmetic operations between keys in K and messages inM, various cases of simple substitution ciphers can be designed. These ciphers are called monoalphabetic ciphers: for a given encryption, key, each element in the plaintext message space will be substituted into a unique element in the ciphertext message space. Therefore, monoalphabetic ciphers are extremely vulnerable to frequency analysis attacks. However, due to their simplicity, simple substitution ciphers have been widely used in modern secret-key encryption algorithms. We will see the kernel role that simple substitution ciphers play in the Data Encryption Standard (DES) (§7.6) and in the Advanced Encryption Standard (AES) (§7.7). It has been agreed that a combination of several simple cipher algorithms can result in a strong cipher algorithm. That is why simple ciphers are still in wide use. Simple substitution ciphers are also widely used in cryptographic protocols; we will illustrate a protocol's application of a simple substitution cipher in §7.5 and see many further such examples in the rest of the book.



7.3.2 Polyalphabetic Ciphers A substitution cipher is called a polyalphabetic cipher if a plaintext message element in P may



be substituted into many, possibly any, ciphertext message element in C. We shall use the Vigenère cipher to exemplify a polyalphabetic cipher since the Vigenère cipher is the best known among polyalphabetic ciphers. The Vigenère cipher is a string-based substitution cipher: a key is a string comprising a plural number of characters. Let m be the key length. Then a plaintext string is divided into sections of m characters, that is, each section is a string of m characters with possibly an exception that the • Table of Contents final section of string may have fewer characters. The encryption algorithm operates that of the Modern Cryptography: Theory and Practice shift cipher between the key string and a plaintext string, one plaintext string at a time with the By Wenbo Mao Hewlett-Packard key string being repeated.Company The decryption follows the same manner, using the decryption operation of the shift cipher. Publisher: Prentice Hall PTR Pub Date: July 25, 2003



Example 7.2. Vigenère Cipher ISBN: 0-13-066943-1 Pages: 648



Let the key string be gold. Using the encoding rule A = 0, B = 1, …, Z = 25, the numerical representation of this key string is (6, 14, 11, 3). The Vigenère encryption of the plaintext string



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealproceed meeting as agreed world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



has the following operation which is character-wise addition modulo 26:



Thus, the ciphertext string is



vfzfkso pkseltu lv guchkr
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Other well-known polyalphabetic ciphers include the book cipher (also called the Beale cipher) Pub Date: July 25, 2003 where the key string is an agreed text in a book, and the Hill cipher. See, e.g., §2.2 of [93] or 0-13-066943-1 §1.1 ofISBN: [284], for detailed description of these substitution ciphers. Pages: 648



7.3.3 The Vernam Cipher and the One-Time Pad TheVernam cipher is one of the simplest cryptosystems. If we assume that the message is a Many cryptographic schemes and protocols, especially those based on public-keycryptography, string of n binary bits have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworldthe then application key is also scenarios. a string of This n binary book chooses bits to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. (notice here the symbol " U:" is chosen at uniformly random). Encryption takes place one bit at a time and the ciphertext string c = c1c2…cn is found by the bit operation XOR (exclusive or) each message bit with the corresponding key bit



for 1



i



n, where the operation



is defined by



Decryption is the same as encryption, since identical to addition.



is addition modulo 2, and thereby subtraction is



ConsideringM = C = K = {0, 1}*, the Vernam cipher is a special case of substitution ciphers. If



the key string is used for one time only, then the Vernam ciphers. If the key string is used for one time only, then the Vernam cipher satisfies two strong security conditions for substitution ciphers which we will be summarizing in §7.5. There we shall argue that confidentiality offered by the one-time-key Vernam cipher is in the information-theoretically secure sense, or is, unconditional. A simple way to see this security quality is the following: a ciphertext message stringc provides (an eavesdropper) no information whatsoever about the plaintext message stringm since any m could have yield c if the key k is equal to c •



m (bit by bit).
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The one-time-key cipher is also called the one-time pad cipher. In principle, as long Modern Cryptography:Vernam Theory and Practice as the usage of encryption key satisfies the two conditions for secure substitution ciphers which ByWenbo Mao Hewlett-Packard Company we will list in §7.5, then any substitution cipher is a one-time pad cipher. Conventionally however, only the cipher using the bit-wise XOR operation is called the one-time pad cipher. Publisher: Prentice Hall PTR



In comparison with other substitution ciphers (e.g., the shift cipher using addition modulo 26), Pub Date: July 25, 2003 the bit-wise XOR operation (which is addition modulo 2) can be easily realized by an electronic ISBN: 0-13-066943-1 circuit.Pages: Because of this reason, the bit-wise XOR operation is a widely used ingredient in the 648 design of modern secret-key encryption algorithms. It will be used in two important modern ciphers the DES (§7.6) and the AES (§7.7). The one-time pad style of encryption is also widely used in cryptographic protocols. We will see such a protocol in §7.5.1. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.4 Transposition Ciphers Atransposition cipher (also called permutation cipher) transforms a message by rearranging the positions of the elements of the message without changing the identities of the elements. Transposition ciphers are an important family of classical ciphers, in additional • Table of Contents substitution ciphers, which are widely used in the constructions of modern block ciphers. Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Consider that the elementsCompany of a plaintext message are letters in



integer representing the size of a message block; let Publisher: Prentice Hall PTR permutations, i.e., rearrangements, of (1, 2, …, b).



; let b be a fixed positive ; finally, let K be all



Pub Date: July 25, 2003



Then aISBN: permutation 0-13-066943-1 p = (p(1),p(2), …, p(b)) is a key since p K. For a plaintext block (x 1,x 2, …, xb) P,Pages: the encryption algorithm of this transposition cipher is 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, usually the subjects for Let p –1 denote the inverse of p, i.e., p– (p(i)) = i for as i =these 1, 2, versionsare …, b. Then the corresponding many textbooks on cryptography. This book takes decryption algorithm of this transposition cipher is adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, For a message of length larger than the block size b, the messageand is divided intotheir multiple blocks explains their working principles, discusses their practicalusages, examines strong and the same procedures are repeated block by block. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Since forcryptography. message block size b there are b! different number of keys, a plaintext message block modern can be transposition-enciphered to b! possible ciphertexts. However, since the identities of the letters do not change, transposition cipher is also extremely vulnerable to the frequency analysis techniques.



Example 7.3. Transposition Cipher Letb = 4 and



Then the plaintext message



proceed meeting as agreed



•
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proc eedm eeti ngas agre ed Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, and systems, many of them standards orciphertext de factoones, studies them closely, which can protocols then be transposition-enciphered to the following explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



rcpoemedeietgsnagearde



Notice that the final short block of plaintext ed is actually padded as ed intod



e



and then enciphered



, followed by deleting the padded spaces from the ciphertext block.



The decryption key is



The fact that the final shortened ciphertext block de containing only two letters means that in the corresponding plaintext block there is no letter to match the positions for 3–1 and 4–1 . Therefore spaces should be re-inserted into the shortened ciphertext block at these positions to restore the block into the padded form d



e



, before the decryption procedure can be applied properly.



Notice that inTable the of case of the final plaintext block is a short one (as in the case of Example 7.3), • Contents leavingCryptography: Modern the padded Theory letters, and such Practice as , in the ciphertext message, should be avoided because the padded letters expose information about the key used. ByWenbo Mao Hewlett-Packard Company Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.5 Classical Ciphers: Usefulness and Security First of all we should point out that the two basic working principles of the classical ciphers: substitution and transposition, are still the most important kernel techniques in the construction of modern symmetric encryption algorithms. We will clearly see combinations of substitution and • of Contents transpositionTable ciphers in two important modern symmetric encryption algorithms: DES and AES, Modern Cryptography: Theory in and Practice which we shall introduce §7.6 and §7.7. ByWenbo Mao Hewlett-Packard Company



Consider character-based substitution ciphers. Because the plaintext message space coincides with the alphabet, each message is a character in the alphabet and encryption is to substitute Publisher: Prentice Hall PTR character-by-character each plaintext character with a ciphertext character and the substitution Pub Date: July 25, 2003 is according to a secret key. If a key is fixed for encrypting a long string of characters, then the ISBN: 0-13-066943-1 same character in the plaintext messages will be encrypted to a fixed character in the ciphertext Pages: 648 messages. It is well known that letters in a natural language have stable frequencies (review §3.8). The knowledge of the frequency distribution of letters in a natural language provides clue for cryptanalysis, a technique aiming at finding information about the plaintext or the encryption key from given ciphertext messages. This phenomenon is shown in on Example 7.1, where the Many cryptographic schemes and protocols, especially those based public-keycryptography, ciphertext message show a high frequent appearance of the letter y, and suggest that a fixedfor have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects letter must appear in the corresponding plaintext message with the same frequency (in fact the many textbooks on cryptography. This book takes adifferent approach to introducing letter is e which appears in English with a high frequency). Simple substitution ciphers are cryptography: it pays much more attention tofit-for-application aspects of cryptography. It not secure for hiding natural-language-based information. For details ofdata the cryptanalysis technique explains why "textbook crypto" isonly good in an ideal world where are random and bad based on studying the frequencies of letters, see any standard texts in cryptography, e.g., §2.2 guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by of [93], or §7.3.5 of [198].) demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Polyalphabetic ciphers and transposition ciphers are stronger than simple substitution ciphers. schemes, protocols and systems, many of them standards or de factoones, studies them closely, However, if the key is short and the message is long, then various cryptanalysis techniques can explains their working principles, discusses their practicalusages, and examines their strong be applied to break such ciphers. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for However, classical ciphers, even simple substitution ciphers can be secure in a very strong sense modern cryptography. if the use of cryptographic keys follows certain conditions. In fact, with the proper key usages, simple substitution ciphers are widely used in cryptographic systems and protocols.



7.5.1 Usefulness of Classical Ciphers Let us now look at an example of the shift cipher (i.e., the simplest substitution cipher) being securely used in a cryptographic protocol. After showing the example, we will summarize two important conditions for secure use of classical ciphers. Suppose we have a function f(x) over One-way: given any



with the following two properties:



, evaluation of f(x) can be done efficiently (review §4.4.6



for the meaning of efficient computation) while for almost all and for any efficient algorithmsA, Prob [x A(y)Lf(x) = y] is a negligible quantity in size of y (review 4.6 for the meaning of negligible quantity); Homomorphic: for all x1,



,f(x



1



+ x2) = f(x1) . f(x2).



There are many functions which apparently satisfy these two properties; we shall see many such functions later in this book.



Using this function, we can construct a so-called "zero-knowledge proof" protocol, which allows a prover (let it be Alice) to show a verifier (let it be Bob) that she knows the pre-image of f(z) (which is z < n) without disclosing to the latter the pre-image. This can be achieved by a simple protocol which uses the shift cipher. The protocol is specified in Prot 7.1. Prot 7.1 is a very useful one. In applications, the value X = f(z) can be Alice's cryptographic credential for proving her identity or entitlement to a service. Only Alice can use the credential • of Contents because onlyTable she knows how to use it as a result of the fact that only she knows the pre-image Modern Theory and Practice z. This Cryptography: protocol shows how Alice should use her credential without the verifier Bob know any information about the pre-image ByWenbo Mao Hewlett-Packard Companyz. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1



Protocol 7.1: A Zero-knowledge Protocol Using Shift Cipher Pages: 648 COMMON INPUT



i)f(): a one-way and homomorphic function over



;



Many cryptographic schemes and protocols, especially those based on public-keycryptography, ii)X = f(z) for some . have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks This book takes adifferent approach to introducing Alice's INPUT on cryptography. z < n. (* prover;s private input *) cryptography: it pays much more attention tofit-for-application aspects of cryptography. It OUTPUTwhy to Bob explains "textbook crypto" isonly goodsuch in anthat ideal world Alice knows X= f(z).where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Repeat the following steps m times: schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for 1. Alice picks , computers Commit f(k) and sends it to Bob; modern cryptography. 2. Bob picks Challenge



U



{0, 1} and sends it to Alice;



3. Alice computes She sends Respons to Bob; (* when Challenge = 1, Response is a ciphertext output from shift cipher encryption of z under the one-time key k, see (7.3.1) *)



4. Bob checks he rejects and aborts the run if any checking step shows an error; Bob accepts.



InChapter 18 we will make an extensive use of this protocol and its several variations when we



study the subject of zero-knowledge proof protocols. For this moment, all we should concern is the quality of confidentiality service that this protocol provides for hiding Alice's private informationz.



7.5.2 Security of Classical Ciphers • Table ofquality Contentsof confidentiality service that the shift-cipher encryption offers in Prot Let us now see the Modern Theory and Practice 7.1. WeCryptography: claim that the quality is perfect.



That is, after running this protocol Bob gets absolutely
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no new information about beyond what he may have already obtained from the common input f(z) (the common input only provides apriori information). Publisher: Prentice Hall PTR
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forms a permutation over . With , the permutation renders Response Many cryptographic schemes and protocols, especially those based on public-keycryptography, since a permutation mapscrypto" the uniform distribution the uniform distribution. This for have basic or so-called "textbook versions, as theseto versionsare usually the subjects many cryptography. This book any takes adifferent approach introducing meanstextbooks that for aon given ciphertext Response, key in could havetobeen used with the cryptography: it pays much more attention tofit-for-application aspects of cryptography. It the same probability in the creation of Response (the probability space being the key space and explains why "textbook crypto" isonly good in an ideal world where data are random and bad message space). This reveals is equivalent to say unfitness that any of "textbook is equally to have been by guys behave nicely.It the general crypto"likely for the real world encrypted inside Response. So the plaintext z is independent from the ciphertext Response, demonstratingnumerous attacks on such schemes, protocols and systems under variousreal-or the ciphertext leaks no information whatsoever about the plaintext. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, If a cipher achieves independence between the of its and plaintext and ciphertext, explains their working principles, discusses theirdistributions practicalusages, examines their strongthen we say that the cipher is secure in an information-theoretically secure sense. In contrast to a (i.e., fit-for-application) security properties, oftenwith security evidence formally established. security in the complexity-theoretic sense which we have established in Chapter 4, the security The book also includes self-containedtheoretical background material that is the foundation for in the information-theoretic sense is unconditional and is immune to any method of modern cryptography. cryptanalysis. In Prot 7.1, this sense of security means that runs of the protocol will not provide Bob with any knowledge regarding Alice's private input z, except the conviction that Alice has the correct private input. The notion of information-theoretic-based cryptographic security is developed by Shannon [264]. According to Shannon's theory, we can summarize two conditions for secure use of classical ciphers: Conditions for Secure Use of Classical Ciphers



i. #K ii. k



#M; UK



and is used once in each encryption only.



So if a classical cipher (whether it is a simple substitution cipher in character-based or stringbased, a polyalphabetic cipher, or the Vernam cipher) encrypts a message string of length , then in order for the encryption to be secure, the length of a key string should be at least , and the key string should be used once only. While this requirement may not be very practical for applications which involve encryption of bulk volumes of messages, it is certainly practical for encrypting small data, such as a nonce (see §2.6.4) or a session key (see §2.5).Prot 7.1 is just such an example.



In the rest of this book we will meet numerous cryptographic systems and protocols which apply various forms of substitution ciphers such as shift ciphers (as in Prot 7.1), multiplication ciphers (defined in (7.3.2)), affine ciphers (defined in (7.3.3)), and substitution ciphers under the general form of permutations (as in Example 7.1). Most of such applications follow the two conditions for secure use of classical ciphers.
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.6 The Data Encryption Standard (DES) Without doubt the first and the most significant modern symmetric encryption algorithm is that contained in the Data Encryption Standard (DES) [211]. The DES was published by the United States' National Bureau of Standards in January 1977 as an algorithm to be used for unclassified • Table of Contents data (information not concerned with national security). The algorithm has been in wide Modern Cryptography: Theory andexample Practice being its employment by banks for funds transfer security. international use, a primary Originally approved for a five-year By Wenbo Mao Hewlett-Packard Company period, the standard stood the test of time and was subsequently approved for three further five-year periods. Publisher: Prentice Hall PTR Pub Date: July 25, 2003
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The DES is a block cipher in which messages are divided into data blocks of a fixed length and each block is treated as one message either in M or in C. In the DES, we have M = C = {0, 1} 64 and K = {0, 1} 56 ; namely, the DES encryption and decryption algorithms take as input a 64-bit plaintext or ciphertext message and a 56-bit key, and output a 64-bit ciphertext or plaintext message. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for The operation of the DES can be described in the following three steps: many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave reveals the general of "textbook for this the initial real world by 1. Apply a nicely.It fixed "initial permutation" IPunfitness to the input block. Wecrypto" can write demonstratingnumerous attacks on such schemes, protocols and systems under variousrealpermutation as world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Equation 7.6.1 principles, discusses their practicalusages, and examines their strong explains their working (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



HereL 0 and R 0 are called "(left, right)-half blocks," each is a 32-bit block. Notice that IP is a fixed function (i.e., is not parameterized by the input key) and is publicly known; therefore this initial permutation has no apparent cryptographic significance. 2. Iterate the following 16 rounds of operations (for i = 1, 2, …, 16) Equation 7.6.2



Equation 7.6.3



Herek i is called "round key" which is a 48-bit substring of the 56-bit input key; f is called



"S-box Function" ("S" for substitution, we will provide a brief description on this function in §7.6.2) and is a substitution cipher (§7.3). This operation features swapping two half blocks, that is, the left half block input to a round is the right half block output from the previous round. The swapping operation is a simple transposition cipher (§7.4) which aims to achieve a big degree of "message diffusion," essentially the mixing property modeled by Shannon in (7.1.1). From our discussion we can see that this step of DES is a combination of a substitution cipher and a transposition cipher. •
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is input to the inverse of IP to cancel the effect of the initial permutation. The output from this step is the output of the DES algorithm. We can ByWenbo Maothis Hewlett-Packard Company write final step as Publisher: Prentice Hall PTR
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Please pay a particular attention to the input to IP–1 : the two half blocks output from round 16 take an additional swap before being input to IP–1 . Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic so-called "textbook crypto" versions, these versionsare usuallywith the subjects These threeorsteps are shared by the encryption andas the decryption algorithms, the only for many textbooks onif cryptography. book takes adifferent approach tokintroducing difference in that, the round keysThis used by one algorithm are k1,k 2, …, , then those used by 16 cryptography: it pays muchbe more aspects of cryptography. It the other algorithm should k16 ,attention k 15 , …, k1tofit-for-application . This way of arranging round keys is called "key explains why "textbook crypto" by isonly good in an ideal world where data are random and bad schedule," and can be denoted guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application Equation 7.6.5 scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Example 7.4. Let a plaintext message m be encrypted to a ciphertext message c under an encryption key k. Let us go through the DES algorithm to confirm the proper working of the decryption function, i.e., decryption of c under k will output m. The decryption algorithm starts by inputing the ciphertext c as "Input Block." By (7.6.1) we have



But since c is actually "Output Block" from the final step of the encryption algorithm, by (7.6.4) we have



Equation 7.6.6



In round 1, from (7.6.2), (7.6.3) and (7.6.6), we have
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In the right-hand sides of these two assignments, L16 should be replaced with R 15 due to (7.6.2), Publisher: Prentice Hall PTR



R 16 should be replaced with L 15 f(R 15 ,k 16 ) due to (7.6.3), and due to the key Pub Date: July 25, 2003 schedule (7.6.5). Thus, the above two assignments are in fact the following two: ISBN: 0-13-066943-1
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It So, after round 1 of decryption, we obtain explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Therefore, at the beginning of round 2, the two half blocks are (R (i.e., fit-for-application) security properties, oftenwith security evidence 15 ,L 15 ).formally established. The book also includes self-containedtheoretical background material that is the foundation for It is routine to check that, in the subsequent 15 rounds, we will obtain modern cryptography.



The two final half blocks from round 16, ( ) are swapped to and are input to IP–1 (notice (7.6.4) for the additional swapping) to cancel the effect of the IP in (7.6.1). Indeed, the output from the decryption function is the original plaintext block m. We have shown that the DES encryption and decryption algorithms do keep equation (7.2.1) to hold for all m M and all k K. It is clear that these algorithms work with no regard of the internal details of the "S-box Function" and the key schedule function. The DES iterations which use (7.6.2) and (7.6.3) to process two half blocks in a swapping fashion is called the Feistel cipher.Fig 7.2 illustrates the swapping structure of one round Feistel cipher. Feistel proposed this cipher originally [107]. As we have mentioned earlier, the swapping feature aims to achieve a big degree of data diffusion. Feistel cipher also has an important application in public-key cryptography: a structure named Optimal Asymmetric Encryption Padding (OAEP) is essentially a two-round Feistel cipher. We will study OAEP in §15.2.



Figure 7.2. Feistel Cipher (One Round)
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7.6.2 The Kernel Functionality of the DES: Random and Non-linear Many cryptographic schemes and protocols, especially those based on public-keycryptography, Distribution of Message have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing The kernel partitof the much DES ismore inside the "S-box Function" f. This aspects is whereofthe DES realizesIta cryptography: pays attention tofit-for-application cryptography. random and non-linear distribution of plaintext messages over the ciphertext message space. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by In the i-th round, f(R i–1 ,kattacks thesuch following two sub-operations: i) does on demonstratingnumerous schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains working discusses practicalusages, strong i. addtheir the round keyprinciples, ki, via bit-wise XOR,their to the half block R i–1 ;and thisexamines provides their the randomness (i.e., needed fit-for-application) security properties, oftenwith security evidence formally established. in message distribution; The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. ii. substitute the result of (i) under a fixed permutation which consists of eight "substitution boxes" (S-boxes), each S-box is a non-linear permutation function; this provides the nonlinearity needed in message distribution. The non-linearity of the S-boxes is very important to the security of the DES. We notice that the general case of the substitution cipher (e.g., Example 7.1 with random key) is non-linear while the shift cipher and the affine cipher are linear subcases. These linear sub-cases not only drastically reduce the size of the key space from that of the general case, but also render the resultant ciphertext vulnerable to a differential cryptanalysis (DC) technique [33]. DC attacks a cipher by exploiting the linear difference between two plaintext messages and that between two ciphertext messages. Let us look at such an attack using the affine cipher (7.3.3) for example. Suppose Malice (the attacker) somehow knows the difference m – m' but he does not knowm nor m'. Given the corresponding ciphertexts c = k 1m + k2 (mod N),c' = k 1m' + k2 (mod N), Malice can calculate



Withk 1, it becomes much easier for Malice to further find k2, e.g., k2 can be found if Malice has a known plaintext-ciphertext pair. Subsequent to its discovery in 1990, DC has been shown as very powerful against many known block ciphers. However, it is not very successful against the DES. It turned out that the designer of the DES had anticipated DC 15 years earlier [81] through



the non-linear design of the S-boxes. An interesting feature of the DES (in fact, the Feistel cipher) is that the S-boxes in function f(R i–1 ,k i) need not be invertible. This is shown in Example 7.4 as encryption and decryption working for arbitrary f(R i–1 ,k i). This feature saves space for the hardware realization of the DES. We shall omit the description of the internal details of the S-boxes, of the key-schedule function and of the initial-permutation function. These details are out of the scope of the book. The • Table of Contents interested reader is referred to §2.6.2 of [93] for these details. Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



7.6.3 The Security of the DES Publisher: Prentice Hall PTR Pub Date: July 25, 2003 Debates on the security of the DES started soon after the DES was proposed as the encryption ISBN:Detailed 0-13-066943-1 standard. discussions and historical accounts can be found in various cryptographic texts, Pages: e.g., 648 §7.2 of [279], §3.3 of [284], and §7.4.3 of [198]. Later, it became more and more clear that these debates reached a single main critique: the DES has a relatively short key length. This is regarded as the only most serious weakness of the DES. Attacks related to this weakness involve exhaustively testing keys, using a known pair of plaintext and ciphertext messages, until the correct key is found. This is the so-called brute-force or exhaustive key search attack. Many cryptographic schemes and protocols, especially those based on public-keycryptography,



have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for However, we should not regard a brute-force key search attack as a real This is because many textbooks on cryptography. This book takes adifferent approach to attack. introducing the cipher designers not only have anticipated it, but also have hoped this to be the only It means cryptography: it pays much more attention tofit-for-application aspects of cryptography. for an adversary. Therefore, given the computation technology of the 1970s, the DES is a very explains why "textbook crypto" isonly good in an ideal world where data are random and bad successful cipher. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealOne solution to overcome the short-key limitation is to run the DES algorithm a multiple number world application scenarios. This book chooses to introduce a set of practicalcryptographic of times using different keys. One such proposal is called encryption-decryption-encryptionschemes, protocols and systems, many of them standards or de factoones, studies them closely, triple DES scheme [290]. Encryption under this scheme can be denoted by explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. and decryption by



In addition to achieving an effect of enlarging the key space, this scheme also achieves an easy compatibility with the single-key DES, if k1 = k2 is used. The triple DES can also use three different keys, but then is not compatible with the single-key DES. The short-key weakness of the DES became evident in the 1990s. In 1993, Wiener argued that a special-purpose VLSI DES key search machine can be built at the cost of US$1,000,000. Given a pair of plaintext-ciphertext messages, this machine can be expected to find the key in 3.5 hours [299]. On July 15, 1998, a coalition of Cryptography Research, Advanced Wireless Technologies and Electronic Frontier Foundation announced a record-breaking DES key search attack: they built a key search machine, called the DES Cracker (also know as Deep Crack), with a cost under US$250,000, and successfully found the key of the RSA's DES Challenge after searching for 56 hours [110]. This result demonstrates that a 56-bit key is too short for a secure secret-key cipher for the late 1990s computation technology.



7.7 The Advanced Encryption Standard (AES) On January 2, 1997, the United States' National Institute of Standards and Technology (NIST) announced the initiation of a new symmetric-key block cipher algorithm as the new encryption standard to replace the DES. The new algorithm would be named the Advanced Encryption • TableUnlike of Contents Standard (AES). the closed design process for the DES, an open call for the AES Modern Cryptography: Theorymade and Practice algorithms was formally on September 12, 1997. The call stipulated that the AES would specify publicly disclosed symmetric-key encryption algorithm(s); the By Wenbo an Maounclassified, Hewlett-Packard Company algorithm(s) must support (at a minimum) block sizes of 128-bits, key sizes of 128-, 192-, and 256-bits, and should a strength at the level of the triple DES, but should be more efficient Publisher: Prentice Hall have PTR then the triple DES. In addition, the algorithm(s), if selected, must be available royalty-free, Pub Date: July 25, 2003 worldwide. ISBN: 0-13-066943-1



Pages: 20, 648 1998, NIST announced a group of fifteen AES candidate algorithms. These On August algorithms had been submitted by members of the cryptographic community from around the world. Public comments on the fifteen candidates were solicited as the initial review of these algorithms (the period for the initial public comments was also called the Round 1). The Round 1 closed on April 15, 1999. Using the analyses and comments received, NIST selected five algorithms from the schemes fifteen. The AES finalist candidate algorithms MARS [62], RC6 Many cryptographic andfive protocols, especially those based on were public-keycryptography, [247], Rijndael [86], Serpent [15], and Twofish [255]. These finalist algorithms received further have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for analysis during a second, more in-depth review period (the Round 2). In the Round 2, comments many textbooks on cryptography. This book takes adifferent approach to introducing and analysis were sought onmore any aspect of the candidate algorithms, including, but not limited cryptography: it pays much attention tofit-for-application aspects of cryptography. It to, the following topics: cryptanalysis, intellectual property, cross-cutting analyses of and all of the explains why "textbook crypto" isonly good in an ideal world where data are random bad AES finalists, overall recommendations and implementation issues. After the close of the Round guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 2 public analysis period on May 15, NIST studied all available information in order to demonstratingnumerous attacks on 2000, such schemes, protocols and systems under variousrealmake a selection for the AES. On October 2, 2000, NIST announced that it has selected Rijndael world application scenarios. This book chooses to introduce a set of practicalcryptographic to propose for the AES. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Rijndael is designed by two Belgium cryptographers: Rijmen. (i.e., fit-for-application) security properties, oftenwithDaemen securityand evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.7.1 An Overview of the Rijndael Cipher Rijndael is a block cipher with a variable block size and variable key size. The key size and the block size can be independently specified to 128, 192 or 256 bits. For simplicity we will only describe the minimum case of the 128-bit key size and the same block size. Our confined description will not cause any loss of generality to the working principle of the Rijndael cipher. In this case, a 128-bit message (plaintext, ciphertext) block is segmented into 16 bytes (a byte is a unit of 8 binary bits, so 128 = 16 x 8):



So is a key block:



The data structure for their internal representation is a 4 x 4 matrix:
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Like the DES (and most modern symmetric-key block ciphers), the Rijndael algorithm comprises a plural number of iterations of a basic unit of transformation: "round." In the minimum case of 128-bit message-block and key-block size, the number of rounds is 10. For larger message sizes Many cryptographic schemes protocols, especially those based onand public-keycryptography, and key sizes, the number of and rounds should be increased accordingly is given in Figure 5 of have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for [219]. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It A round transformation in Rijndael is denoted by explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains principles, discusses practicalusages, their strong HereStatetheir is aworking round-message matrix and istheir treated as both input and and examines output; RoundKey is a (i.e., fit-for-application) security properties, oftenwith security evidence formally established. round-key matrix and is derived from the input key via key schedule. The execution of a round The book also includes self-containedtheoretical material that is theencryption foundation for will cause the elements of State to change value background (i.e., to change its state). For modern cryptography. (respectively, decryption), State input to the first round is Input Block which is the plaintext (respectively, ciphertext) message matrix, and State output from the final round is the ciphertext (respectively, plaintext) message matrix. The round (other than the final round) transformation is composed of four different transformations which are internal functions to be described in a moment: Round(State, RoundKey) { SubBytes(State); ShiftRows(State); MixColumns(State); AddRoundKey(State, RoundKey); } The final round, denoted by



is slightly different: it is equal to Round(State, RoundKey) with the MixColumns function removed. This is analogous to the situation of the final round in the DES where an additional swap between the output half data blocks is applied. The round transformations are invertible for the purpose of decryption. The respective reverse round transformations should be denoted by • Table of Contents and Round–1 (State, RoundKey), Modern Cryptography: Theory and Practice –1 (State, RoundKey), FinalRound ByWenbo Mao Hewlett-Packard Company



respectively. We shall see below that the four internal functions are all invertible. Publisher: Prentice Hall PTR Pub Date: July 25, 2003



7.7.2 ISBN: The0-13-066943-1 Internal Functions of the Rijndael Cipher Pages: 648



Let us now describe the four internal functions of the Rijndael cipher. We shall only describe the functions for the encryption direction. Because each of the four internal functions is invertible, decryption in Rijndael merely applies their respective inversions in the reverse direction. Many cryptographic schemes and protocols, especially thosefield. based onfield public-keycryptography, The internal functions of the Rijndael cipher work in a finite The is realized as all have basic ormodulo so-called crypto" versions, as these versionsare usually the subjects for polynomials the"textbook irreducible polynomial many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic 8+x4+x3+x+1. Any over . That is, specifically, the field by the Rijndaelor cipher is [x]xstudies schemes, protocols and systems, manyused of them standards de factoones, them closely, explains in their principles, discusses their practicalusages, their strong element thisworking field is a polynomial over of degree less than 8 and and examines the operations are done (i.e., fit-for-application) oftenwith evidence formally established. modulo f(x). Let us namesecurity this fieldproperties, the "Rijndael field." security Due to isomorphism, we will often use The book also includes self-containedtheoretical background material that is the foundation for to denote this field which has 28 = 256 elements. modern cryptography. We have actually studied the Rijndael field in Chapter 5,Examples 5.17,5.18 and 5.19, where we demonstrated the following operations: Mapping between an integer byte and a field element (Example 5.17) Addition between two field elements (Example 5.18) Multiplication between two field elements (Example 5.19) Our study there can now help us to describe the Rijndael internal functions. First of all, as we have already described, a block of message (a state) and a block of key in the Rijndael cipher are segmented into bytes. From the simple 1-1 mapping scheme described in Example 5.17, these bytes will be viewed as field elements and will be processed by several Rijndael internal functions which we now describe.



7.7.2.1 Internal Function SubBytes(State) This function provides a non-linear substitution on each byte (i.e., x) of State. Any non-zero byte is substituted by the following transformation:



Equation 7.7.1



•



where
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains isonly good in an ideal world where data are random and bad If x is thewhy zero"textbook byte, thencrypto" y = b is the SubBytes transformation result. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous We should notice that theattacks non-linearity on suchofschemes, the transformation protocols and in (7.7.1) systems comes under from variousrealthe inversion –1 only. world x application Should the scenarios. transformation This book be chooses applied on to introduce x directly,athe setaffine of practicalcryptographic equation in (7.7.1) would schemes, then be absolutely protocolslinear! and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Since the 8 x 8 constant security matrix Aproperties, is an invertible one (i.e., its rows are linearly independent (i.e., fit-for-application) oftenwith security evidence formally established.in The ), book includes self-containedtheoretical material that is the foundation for the also transformation in (7.7.1) is invertible. background Hence, function SubBytes(State) is invertible. modern cryptography.



7.7.2.2 Internal Function ShiftRows(State) This function operates on each row of State. For the case of 128-bit block size, it is the following transformation:



Equation 7.7.2



This operation is actually a transposition cipher (§7.4). It only rearranges the positions of the elements without changing their identities: for elements in the ith row (i = 0, 1, 2, 3), the position rearrangement is "cyclic shifting to right" by 4 – i positions.



Since the transposition cipher only rearranges positions of the row elements, the transformation is of course mechanically invertible.



7.7.2.3 Internal Function MixColumns(State) This function operates on each column of State. So for State of four columns of the right-hand• Table of Contents side matrix in (7.7.2), MixColumns(State) repeats four iterations. The following description is for Modern Cryptography: Theory and Practice one column only. The output of an iteration is still a column. ByWenbo Mao Hewlett-Packard Company



First, let
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be a column in the right-hand-side matrix in (7.7.2). Notice that we have omitted the column number for clarity in exposition. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic orisso-called "textbook crypto" versions, as these versionsare usually the subjects for This column interpreted into a degree-3 polynomial: many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, many of them standards or de factoones, closely, Notice thatprotocols becauseand the systems, coefficients of s(x) are bytes, i.e., are elements in studies , thisthem polynomial explains their working principles, discusses their practicalusages, and examines their strong is overfit-for-application) , and hence issecurity not an element in the Rijndael field. evidence formally established. (i.e., properties, oftenwith security The book also includes self-containedtheoretical background material that is the foundation for The operation on the column s(x) is defined by multiplying this polynomial with a fixed degree-3 modern cryptography. polynomial c(x), modulo x 4 + 1:



Equation 7.7.3



where the fixed polynomial c(x) is



The coefficients of c(x) are also elements in the respective bytes, or field elements).



(denoted by the hexadecimal representations of



We should notice that the multiplication in (7.7.3) is not an operation in the Rijndael field: c(x) and s(x) are not even Rijndael field elements. Also because x 4 + 1 is reducible over (x4 + 1 4 = (x + 1) ), the multiplication in (7.7.3) is not even an operation in any field (review Theorem 5.5 in §5.4.2.2). The only reason for this multiplication being performed modulo a degree-4



polynomial is in order for the operation to output a degree-3 polynomial, that is, to achieve a transformation from a column (a degree-3 polynomial) to a column (a degree-3 polynomial). This transformation can be viewed as a polyalphabetic substitution (multiplication) cipher using a known key. The reader may apply the long division method in Example 5.15 to confirm the following equation computed over •



(noticing that subtraction in this ring is identical to addition):
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Therefore, the (7.7.3), the coefficient for xi (for i = 0, 1, 2, 3) must be the sum of cjsk Pub Date: in July 25,product 2003 satisfying j + k = i (mod 4) (where j, k = 0, 1, 2, 3). For example, the coefficient for x 2 in the ISBN: 0-13-066943-1 product is Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, The multiplication and addition are in . For this reason, it is now easy to check that the have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for polynomial multiplication in (7.7.3) can be achieved by taking the following linear algebraic one: many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why7.7.4 "textbook crypto" isonly good in an ideal world where data are random and bad Equation guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



We further notice that because c(x) is relatively prime to x4 + 1 over



, the inversion c(x)–1



(modx 4 + 1) exists in [x]. This is equivalent to saying that the matrix, and hence the transformation, in (7.7.4) are invertible.



7.7.2.4 Internal Function AddRoundKey(State, RoundKey) This function merely adds, byte by byte and bit by bit, the elements of RoundKey to those of State. Here "add" is addition in "add" itself.



(i.e., bit-wise XOR) and is trivially invertible; the inversion is



TheRoundKey bits have been "scheduled," i.e., the key bits for different rounds are different, and are derived from the key using a fixed (non-secret) "key schedule" scheme. For details for



"key schedule" see Figure 12 of [219]. To this end we have completed the description of the Rijndael internal functions and hence the encryption operation.



7.7.2.5 Decryption Operation •
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As we have Modern Cryptography: seen that Theory eachand of Practice the four internal functions are invertible, the decryption is merely to invert the encryption in the reverse direction, i.e., applying ByWenbo Mao Hewlett-Packard Company AddRoundKey (State, RoundKey)–1 ; Publisher: Prentice Hall PTR –1 ; Pub Date: July 25, 2003 MixColumns (State) ISBN: 0-13-066943-1
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We should notice that, unlike in the case of a Feistel cipher where encryption and decryption use the same circuit (hardware) or code (software), the Rijndael cipher must implement different Many cryptographic andand protocols, especially those based on public-keycryptography, circuits and codes forschemes encryption decryption, respectively. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It 7.7.3 Summary of the Roles of the Rijndael Internal Functions explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by At the end of our description of the cipher let us provide summary on the roles of the demonstratingnumerous attacks on Rijndael such schemes, protocols and a systems under variousrealfour internal functions. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong SubBytes is intended to achieve a non-linear substitution cipher. As we have discussed in (i.e., fit-for-application) security properties, oftenwith security evidence formally established. §7.6.2, non-linearity is an important property for a block cipher to prevent differential The book also includes self-containedtheoretical background material that is the foundation for cryptanalysis. modern cryptography. ShiftRows and MixColumns are intended to achieve a mixture of the bytes positioned in different places of a plaintext message block. Typically, plaintext messages have a lowentropy distribution in the message space due to the high redundancy contained in natural languages and business data (that is, typical plaintexts concentrate in a small subspace of the whole message space). A mixture of the bytes in different positions of a message block causes a wider distribution of messages in the whole message space. This is essentially the mixing property modeled by Shannon in 7.1.1. AddRoundKey provides the necessary secret randomness to the message distribution. These functions repeat a plural number of times (minimum 10 for the case of 128-bit key and data size), and the result is the Rijndael cipher.



7.7.4 Fast and Secure Implementation We have seen that the Rijndael internal functions are very simple and operate in trivially small algebraic spaces. As a result, implementations of these internal functions can be done with extremely good efficiency. From our descriptions of the Rijndael internal functions, we see that onlySubBytes and MixColumns have non-trivial algebraic operations and hence are worthy of fast implementation considerations.



First, in SubBytes, the calculation of x–1 can be efficiently done using a "table lookup" method: a small table of 28 = 256 pairs of bytes can be built once and used forever (i.e., the table can be "hardwired" into hardware or software implementations). In this table of pairs, the zero byte is paired with the zero byte; the rest of the 255 entries in the table are the 255 cases of the pair (x, x–1 ) where inversion is performed in the field . The "table lookup" method not only is efficient, but also prevents a timing analysis attack which is based on observing the operation time difference for different data which may suggest whether an operation is performed on bit 0 • of Contents or bit 1 (see Table §12.5.4). Modern Cryptography: Theory and Practice



Because the matrix A and the vector b in (7.7.1) are constants, the "table lookup" method can ByWenbo Mao Hewlett-Packard Company actually include the whole transformation (7.7.1) altogether, that is, the table of 256 entries are the Publisher: pairs (x,Prentice y) with Hall PTR



with (0, b) being a special case of (x, y).
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Clearly, inversion is merely to use the inversion table. Therefore, SubBytes can be implemented ISBN: 0-13-066943-1 by two small tables, each of the size 256 bytes. Pages: 648



Next, in MixColumns, multiplication between elements in , i.e., that between coefficients ofc(x) and s(x), or more precisely, that between an element of the fixed matrix and that in a column vector in (7.7.4), can also be realized via a "table lookup" method: z = x . y (field multiplication) whereschemes x {'01','02', '03'} andespecially those . Further notice that the byte '01' is Many cryptographic and protocols, based on public-keycryptography, simply the multiplicative identity in the field, i.e., '01'. y = y. Thus, implementation (either infor have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects software or hardware) of this multiplication table only needs 2 x 256 = 512 entries. many textbooks on cryptography. This book takes adifferent approach to introducingThis small table is not much larger thanmore one which every primary school pupil has to This realization cryptography: it pays much attention tofit-for-application aspects of recite. cryptography. It not only is fast, but also decreases the risk of the timing analysis attack. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by The linear algebraic operation in on (7.7.4) its inversion also have a fast under "hardwired" demonstratingnumerous attacks such and schemes, protocols and systems variousrealimplementation method. The reader with a more investigative appetite is referred to [87]. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 7.7.5 Positive Impact of the AES on Applied Cryptography The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. The introduction of the AES will in turn introduce a few positive changes in applied cryptography. First, multiple encryption, such as triple-DES, will become unnecessary with the AES: the enlarged and variable key and data-block sizes of 128, 192 and 256 can accommodate a wide spectrum of security strengths for various application needs. Since multiple encryption uses a plural number of keys, the avoidance of using multiple encryption will mean a reduction on the number of cryptographic keys that an application has to manage, and hence will simplify the design of security protocols and systems. Secondly, wide use of the AES will lead to the emergence of new hash functions of compatible security strengths. In several ways, block cipher encryption algorithms are closely related to hash functions (see §10.3.1). It has been a standard practice that block cipher encryption algorithms are often used to play the role of one-way hash functions. The logging-in authentication protocol of the UNIX[a] operating system [206] is a well-known example; we shall see in §11.5.1 a typical "one-way transformation" usage of the DES function in the realization of the UNIX password scheme. Another example of using block cipher encryption algorithms to realize (keyed) one-way hash functions can be seen in §10.3.3. In practice, hash functions are also commonly used as pseudo-random number functions for generating keys for block cipher algorithms. With the AES's variable and enlarged key and datablock sizes, hash functions of compatible sizes will be needed. However, due to the square-root attack (the birthday attack, see §3.6 and §10.3.1), a hash function should have a size which doubles the size of a block cipher's key or data-block size. Thus, matching the AES's sizes of 128, 192 and 256, new hash functions of output sizes of 256, 384 and 512 are needed. The ISO/IEC are currently in the



process of standardizing hash functions SHA-256, SHA-384 and SHA-512 [151]. [a]



UNIX is a trademark of Bell Laboratories.



Finally, as in the case that the DES's standard position had attracted much cryptanalysis attention trying to break the algorithm, and that these efforts have contributed to the advance of knowledge in block cipher cryptanalysis, the AES as the new block cipher standard will also give rise to a new resurgence of high research interest in block cipher cryptanalysis which will • Tableadvance of Contents certainly further the knowledge in the area. Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.8 Confidentiality Modes of Operation A block cipher processes (encrypts or decrypts) messages as data blocks. Usually, the size of a bulk message (i.e., a message string) is larger than the size of the message block of a block cipher, the long message is divided into a series of sequentially listed message blocks, and the • Table these of Contents cipher processes blocks one at a time. Modern Cryptography: Theory and Practice



A number ofHewlett-Packard different modes of operation have been devised on top of an underlying block cipher ByWenbo Mao Company algorithm. These modes of operation (except a trivial case of them) provide several desirable properties to the ciphertext blocks, such as adding nondeterminism (randomness) to a block Publisher: Prentice Hall PTR cipher algorithm, padding plaintext messages to an arbitrary length (so that the length of a Pub Date: July 25, 2003 ciphertext needn't be related to that of the corresponding plaintext), control of error ISBN: 0-13-066943-1 propagation, generation of key stream for a stream cipher, etc. Pages: 648



However, we should not consider that the use of these modes of operations can turn a "textbook crypto" block cipher into a fit-for-application one. This point will be made clear in the study (in particular, in §7.8.2.1 where we will see an active attack which is applicable to several protocols in wide use in the real world). Many cryptographic schemes and protocols, especially those based on public-keycryptography, We describe here five usual modes of operation. They are electronic codebook (ECB) mode, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for cipher block chaining (CBC) mode, output feedback (OFB) mode, cipher feedback (CFB) many textbooks on cryptography. This book takes adifferent approach to introducing mode, and counter (CTR) mode. Our description follow the most recent NIST recommendation cryptography: it pays much more attention tofit-for-application aspects of cryptography. It [218]. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by In our description, we will use the following notation: demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many ofunderlying them standards de factoones, studies them closely, (): the encryption algorithm of the block or cipher; explains their working principles, discusses their practicalusages, and examines their strong (i.e., D(): fit-for-application) properties, oftenwithblock security evidence formally established. the decryptionsecurity algorithm of the underlying cipher; The book also includes self-containedtheoretical background material that is the foundation for n: the binary size of the message block of the underlying block cipher algorithm (in all modern cryptography. block ciphers we consider, the plaintext and ciphertext message spaces coincide, and so n is the block size of both input and output of the block cipher algorithm); P 1,P 2, …, P m:m successive segments of plaintext messages input to a mode of operation; – the m-th segment may have a smaller size than the other segments and in that case a padding is applied to make the m-th segment the same size as the other segments; – the size of a message segment is equal to n (the block size) in some modes of operation, and is any positive number less than or equal to n in other modes of operation; C 1,C 2, …, C m :m successive segments of ciphertext messages output from a mode of operation; LSBu(B), MSBv(B): the least u, and the most v, significant bits of the block B, respectively; for example



A || B: concatenation of the data blocks A and B; for example,



7.8.1 The Electronic Codebook Mode (ECB) The most straightforward way of encrypting (or decrypting) a series of sequentially listed • Table of Contents message segments is just to encrypt Modern Cryptography: Theory and Practice (or decrypt) them one another separately. In this case, a message segment is just a message block. Analogous to the assignment of code words in a ByWenbo Mao Hewlett-Packard Company codebook, this natural and simple method gets an official name: electronic codebook mode of operation (ECB). The ECB mode is defined as follows: Publisher: Prentice Hall PTR Date: July 25,C2003 ECBPub Encryption i



ECB
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(P i),i = 1, 2, …, m; (C i),i = 1, 2, …, m.



The ECB mode is deterministic, that is, if P1,P 2, …, P m are encrypted twice under the same key, the output ciphertext blocks will be the same. In applications, data usually have partial information which can be guessed. For example, a salary figure has a guessable range. A ciphertext from a deterministic encryption scheme can allow an attacker to guess the plaintext Many cryptographic schemes and message protocols, based on ifpublic-keycryptography, by trial-and-error if the plaintext isespecially guessable.those For example, a ciphertext from the havemode basic is orknown so-called "textbook crypto" versions, these number versionsare usually subjects for ECB to encrypt a salary figure, thenas a small of trials will the allow an many textbooks on the cryptography. This book adifferent approach to introducing attacker to recover figure. In general, wetakes do not wish to use a deterministic cipher, and cryptography: paysshould much more tofit-for-application hence the ECB it mode not beattention used in most applications. aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousreal7.8.2 The Cipher Block Chaining Mode (CBC)a set of practicalcryptographic world application scenarios. This book chooses to introduce schemes, protocols and systems, many of them standards or de factoones, studies them closely, The cipher block chaining (CBC) mode of operation is a common block-cipher algorithm for explains their working principles, discusses their practicalusages, and examines their strong encryption of general data. Working with the CBC mode, the output is a sequence of n-bit cipher (i.e., fit-for-application) security properties, oftenwith security evidence formally established. blocks which are chained together so that each cipher block is dependent, not just on the The book also includes self-containedtheoretical background material that is the foundation for plaintext block from which it immediately came, but on all the previous data blocks. The CBC modern cryptography. mode has the following operations: CBC Encryption INPUT: IV, P1, …, P m ; OUTPUT: IV, C1, …, C m;



CBC Decryption INPUT: IV, C1, …, C m; OUTPUT: P1, …, P m;



The computation of the first ciphertext block C 1 needs a special input block C 0 which is conventionally called the "initial vector" (IV). An IV is a random n-bit block. In each session of encryption a new and random IV should be used. Since an IV is treated as a ciphertext block, it need not be secret, but it must be unpredictable. From the encryption procedure we know that the first ciphertext block C 1 is randomized by the IV; and in the same way and in turn, a subsequent output ciphertext block is randomized by the immediate preceding ciphertext block. Hence, the CBC mode outputs randomized ciphertext blocks. The ciphertext messages sent to the receiver should include the IV. Thus, for m blocks of plaintext, the CBC mode outputs m + 1 • Table of Contents ciphertext blocks. Modern Cryptography: Theory and Practice By Wenbo Hewlett-Packard Company Let Q 1,QMao Q m be the data blocks output from decryption of the ciphertext blocks C 0,C 1,C 2, 2, …, …,C m. Then since Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



indeed, the decryption works properly. Fig 7.3 provides an illustration of the CBC mode.



Many cryptographic schemes protocols, especially those based onof public-keycryptography, Figure 7.3. Theand Cipher Block Chaining Mode Operation have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.8.2.1 A Common Misconception It seems that, because in CBC the data blocks are chained together, the mode may provide a protection against unauthorized data modification such as deletion and insertion (such a protection is data integrity which we will study in Chapter 10). Some block cipher algorithms therefore specify algorithmic methods using the CBC mode as a means for serving data integrity. For example, the RC5-CBC-PAD mode [17] specifies the following CBC plaintext padding scheme for processing plaintext message blocks before applying encryption in the CBC mode:



1. The plaintext message string is divided into a sequence of bytes (a byte is 8 bits); every eight message bytes form a (plaintext) message block (so the block size is 64). 2. The final plaintext message block of eight bytes must be a "padded block". It starts with the final a plaintext message bytes where 0 a 7, followed by 8 – a "padding bytes." Each of the "padding bytes" has the fixed hexadecimal value 8 – a. For example, if the final



2.



message block has seven plaintext message bytes, then these message bytes are trailed by one "padding byte" which is '01'; therefore the padded block is



whereasTable if the final message block has only one plaintext message byte, then the padded of Contents block is Modern Cryptography: Theory and Practice •
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IfISBN: the number 0-13-066943-1 of message bytes is divisible by 8, then the message bytes are trailed by the following padded block of all "padding bytes": Pages: 648



Other CBC encryption schemes use similar padding schemes. For example, in "IP Encapsulating Many cryptographic schemes and protocols, especially those based on public-keycryptography, Security Payload (ESP)" used for IPSec [162] (to be introduced in Chapter 12), "padding have basic or so-called "textbook crypto" versions, as these versionsare usuallyXthe subjects for bytes" (for 1 X on cryptography. 255) are many textbooks This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, of them'xy' standards or de factoones, studies them closely, Here '0' protocols 'x' 'F' and and systems, '0' 'y' many 'F', symbol is the hexadecimal presentation for the explains their working principles, discusses their practicalusages, and examines their strong integer X. In the decryption time, the revealed "padding bytes" will be deleted from the retrieved (i.e., fit-for-application) security properties, security evidence formally established. plaintext message (of course, after checking oftenwith of the "data integrity" consistency). The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. protocols in two early draft documents from the International Several authentication Organization for Standards (ISO) [144,145] also suggested to "data-integrity protection" serviced by the CBC encryption mode (general guideline for these protocols to use CBC is documented in [146,142]). However, it is in fact utterly wrong to believe that CBC can provide dataintegrity protection in any sense. For a CBC "padding byte" scheme, if the use of the scheme intends to provide data-integrity protection, Vaudenay demonstrates an attack [294] which betrays the absence of the protection. In Vaudenay's attack, Malice (the attacker) sends to a principal (a key holder, who is named a decryption oracle[b] and provides oracle service) two adaptively manipulated ciphertext blocks [b]



The term "oracle" appears frequently in the literature of cryptography, usually for naming any unknown algorithm or method which is alleged to be able to solve a difficult problem. An oracle service means a user providing (often inadvertently) an attacker with cryptographic operations using a key which is not available to the attacker.



wherer is a random data block and C i =



(P



C i–1) is a ciphertext block for which Malice is



interested in knowing the information about the corresponding plaintext message P (e.g., P is a password). From "CBC Decryption" we know that the corresponding decryption will be



The "data-integrity" checking method will instruct how the decryption oracle should behave. • Table of Contents From the behavior of the decryption oracle Malice may have a good chance to figure out certain Modern Cryptography: Theory and Practice information about the plaintext message P. For example, if the "data-integrity protection By Wenbo Mao Hewlett-Packard Company mechanism" instructs the decryption oracle to answer YES upon seeing a "valid padding," then most likely the "valid padding" is the case of the final "padding byte" being '01'. The probability Publisher: Hall to PTR2 –8 since the probability space is a byte which has eight bits. This is of this eventPrentice is close under that, because of the randomness of r, other cases of "correct padding" will Pub the Date:condition July 25, 2003 have much lower probability (due to a much larger probability space of two or more bytes) for ISBN: 0-13-066943-1 the decryption oracle to answer YES and can be neglected. Then Malice discovers Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, i.e., Malice has successfully retrieved the final byte of P, a significant amount of information have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for aboutP! many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much detects more attention tofit-for-application aspects of cryptography. It to 1 If the decryption procedure that a padding error has occurred (with probability close explains why "textbook crypto" isonly good in an ideal world where data are random and bad at –8 – 2 as reasoned above), the oracle may give an explicit NO answer, or may give no answer guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by a all (the procedure terminates as if the oracle explodes, and hence Vaudenay names this oracle demonstratingnumerous attacks on such schemes, protocols and systems under variousrealbomb oracle). However, "no answer" is in fact an answer, which is NO in this case. In the case world scenarios. This or book chooses to introduce a set ofthe practicalcryptographic of the application answer being NO (explicit implicit), Malice fails to extract last byte. But he can schemes, protocols and systems, many of them standards or de factoones, closely, changer and retry. This is an active attack which mainly targets a principalstudies which them provides an explains their working principles, discusses their practicalusages, and examines their strong oracle service. We will formally define an active attack in §8.6. More scenarios on principals (i.e., fit-for-application) security properties, security evidence established. playing the role of an oracle service provideroftenwith will be seen in many placesformally in the rest of this book. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Vaudenay applies his attacking technique on several cryptographic protocols which are in widespread use in many real-world applications, such as IPSec, SSH and SSL (these protocols will be introduced in Chapter 12). In these real-world applications, a YES/NO answer is easily available to Malice even if answers are not given in an explicit way (e.g., answers are encrypted). In the basic form of this attack the decryption oracle only answers the last byte with a rather small probability 2 –8 if the oracle "does not explode". Nevertheless, under fairly standard settings in many applications there are ways to maintain an oracle to be a non-explosive one, and so it can answer further questions to allow Malice to extract further plaintext bytes. Suppose that after giving a YES answer with respect to the final plaintext byte, the oracle is still in one piece. Then Malice can modify r into r' such that



Then sending r', C to the oracle, Malice can aim to extract the last but one byte of the plaintext with the same probability 2 –8 . If the oracle can be maintained to be non-explosive, the attack can carry on, and allow Malice to extract the whole plaintext block in 8 x 2 8 = 2048 oracle calls. In §12.5.4 we will see Vaudenay's attack applied to a CBC-plaintext-padding implementation of an e-mail application which uses the SSL/TLS Protocol. In that attack, the decryption oracle is an



e-mail server which never explodes and hence allows Malice to extract the whole block of plaintext message which is a user's password for accessing e-mails. The attack utilizes side channel information which is available via timing analysis. The attack is therefore called a side channel attack. The ISO protocols which use CBC for data-integrity protection are also fatally flawed [184,185]. We shall demonstrate the flaw in §17.2.1.2 by analyzing an authentication protocol in which the use of encryption follows the standard CBC implementation; the protocol is designed to expect • Table of Contents that the use of CBC should provide data-integrity protection on the ciphers, however, the Modern Cryptography: Theory and Practice protocol is flawed precisely due to the missing of this service. ByWenbo Mao Hewlett-Packard Company



To randomize output ciphertext appears to be the only security service that the CBC mode offers. Data integrity of ciphertexts output from CBC will have to be served by additional cryptographic Publisher: Prentice Hall PTR techniques which we shall study in Chapter 10. Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



7.8.2.2 A Warning Knudsen observes a confidentiality limitation in CBC [165] which can be described as follows. When two ciphertext blocks C i,C j' are equal, then from CBC Encryption we have Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It theredundancy, general unfitness of "textbook for the plaintexts real world from by Since plaintext usuallyreveals contains this equation helps crypto" to recover demonstratingnumerous onto such schemes, protocols and an systems the ciphertexts which areattacks available an eavesdropper. To make attackunder usingvariousrealthis equation world application scenarios. This book chooses introduce a set of practicalcryptographic infeasible, we must always use random IVs for to each encryption session and so the probability for schemes, protocols and systems, many of them orprovides de factoones, them closely, two ciphertexts to be equal is negligibly small (astandards random IV a verystudies large probability explains their working principles, discusses their practicalusages, and examines their strong space). (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.8.3 The Cipher Feedback Mode (CFB)



The cipher feedback (CFB) mode of operation features feeding the successive cipher segments which are output from the mode back as input to the underlying block cipher algorithm. A message (plaintext or ciphertext) segment has a size s such that 1 s n. The CFB mode requires an IV as the initial random n-bit input block. The IV need not be secret since in the system it is in the position of a ciphertext. The CFB mode has the following operations: CFB Encryption INPUT: IV, P1, …, P m ; OUTPUT: IV, C1, … C m;



CFB Decryption INPUT: IV, C1, …, C m; OUTPUT: P1, …, P m ;



•
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Modern Cryptography: and Practice Observe that, in theTheory CFB mode, the encryption function of the underlying block cipher is used in both ends of the encryption and the decryption. As a result, the underlying cipher function E can ByWenbo Mao Hewlett-Packard Company be any (keyed) one-way transformation, such as a one-way hash function. The CFB mode can be considered as a key stream generator for a stream cipher with the encryption being the Vernam Publisher: Prentice Hall PTR cipher between the key stream and the message segments. Similar to the CBC mode, a Pub Date: July 25, 2003 ciphertext segment is a function of all preceding plaintext segment and the IV. Fig 7.4 provides ISBN: 0-13-066943-1 an illustration of the CFB mode. Pages: 648



Figure 7.4. The Cipher Feedback Mode of Operation Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.8.4 The Output Feedback Mode (OFB) The output feedback (OFB) mode of operation features feeding the successive output blocks from the underlying block cipher back to it. These feedback blocks form a string of bits which is used as the key stream of the Vernam cipher, that is, the key stream is XOR-ed with the plaintext blocks. The OFB mode requires an IV as the initial random n-bit input block. The IV need not be secret since in the system it is in the position of a ciphertext. The OFB mode has the following operations: OFB Encryption INPUT: IV, P 1, …, P m ; OUTPUT: IV, C1, …, C m;



•
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Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



In the OFB mode, the encryption and the decryption are identical: XORing the input message blocks with the key stream which is generated by the feedback circuit. The feedback circuit Many cryptographic schemes and protocols, those based onby public-keycryptography, actually forms a finite state machine with theespecially state solely determined the encryption key for have basic or so-called "textbook crypto" versions, as these versionsare the subjects the underlying block cipher algorithm and the IV. Thus, if a transmissionusually error occurred to a for many textbooks on cryptography. This book takes adifferent approach to introducing cipher block, then only the plaintext block in the corresponding position can be garbled. cryptography: it pays much more attention tofit-for-application of cryptography. It Therefore, the OFB mode is suitable for encryption messages foraspects which retransmission is not explains why "textbook crypto" isonly good in an ideal world where data are random and bad possible, like radio signals. Similar to the CFB mode, the underlying block cipher algorithm can guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by be replaced with a keyed one-way hash function. Fig 7.5 provides an illustration of the CFB demonstratingnumerous attacks on such schemes, protocols and systems under variousrealmode. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security formally established. Figure 7.5. The Output Feedback Mode of evidence Operation (for both The book also includes self-containedtheoretical background material that is the foundation for encryption and decryption) modern cryptography.



7.8.5 The Counter Mode (CTR)



The counter (CTR) mode features feeding the underlying block cipher algorithm with a counter value which counts up from an initial value. With the counter counting up, the underlying block cipher algorithm outputs successive blocks to form a string of bits. This string of bits is used as the key stream of the Vernam cipher, that is, the key stream is XOR-ed with the plaintext blocks. The CTR mode has the following operations (where Ctr 1 is an initial non-secret value of the counter): CTR Encryption INPUT: Ctr 1,P 1, …, P m; OUTPUT: Ctr1,C 1, …, C m ; •
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CTRPub Decryption Date: July 25, INPUT: 2003 Ctr 1,C 1, …, C m ; OUTPUT: P1, …, P m ; ISBN: 0-13-066943-1 Pages: 648



Without feedback, the CTR mode encryption and decryption can be performed in parallel. This is the advantage that the CTR mode has over the CFB andthose OFB based modes. to its simplicity, we Many cryptographic schemes and protocols, especially onDue public-keycryptography, omit the illustration for the CTR mode. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.9 Key Channel Establishment for Symmetric Cryptosystems Before two principals can start confidential communications by using symmetric cryptosystems, • Table of Contents they must first establish correct cryptographic keys shared between them. Here, "correct" not Modern Cryptography: Theory and Practice only means that a key established is bit-by-bit correct, i.e., not corrupted, but also means that both parties must be assured that the key is exclusively shared with the intended communication ByWenbo Mao Hewlett-Packard Company partner. Publisher: Prentice Hall PTR



A communication channel over which a key is correctly established is called a key channel (see Date: July 25, 2003 Fig Pub 7.1). A key channel is a separate channel from a message channel. The difference between ISBN: them is that0-13-066943-1 a key channel is a protected one, while a communication channel is an unprotected Pages: 648 one. In symmetric cryptosystems, since the encryption key is equal to the decryption key, the key channel must preserve both the confidentiality and the authenticity of the key. A key channel for a symmetric cryptosystem can be established by three means: conventional techniques, public-key techniques, and the Quantum Key Distribution (QKD) technique. Many cryptographic schemes and protocols, especially those based on public-keycryptography, Conventional Techniques In the system setting-up time, a physically secure means, e.g., have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for a courier delivery service, can be employed to make two users exclusively share an initial many textbooks on cryptography. This book takes adifferent approach to introducing key. Usually, one of these two users is a trusted third party (TTP) who will be providing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It authentication service (see §2.4 for the meaning of this trust). Once an initial key is shared explains why "textbook crypto" isonly good in an ideal world where data are random and bad between an end-user principal and a TTP, which a long-term key channel, any two endguys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by users can run an authentication protocol to maintain establish a secure key channel demonstratingnumerous attacks on such schemes, protocols and systems under variousrealbetween them. The use of TTP reduces the burden of key management for end-users: an world application scenarios. This book chooses to introduce a set of practicalcryptographic end-user does not have to manage many keys as she/he would have to should long-term schemes, protocols and systems, many of them standards or de factoones, studies them closely, key channels be between any two pair of end-user principals. In Chapter 2 we have seen a explains their working principles, discusses their practicalusages, and examines their strong few examples of authentication and key establishment protocols which serve for setting up (i.e., fit-for-application) security properties, oftenwith security evidence formally established. session keys between any two end-user principals using long-term key channels between The book also includes self-containedtheoretical background material that is the foundation for end-user principals and an authentication server. We will see more such protocols in modern cryptography. Chapters 11,12 and 17 when we study authentication protocols, systems and formal methodologies for their security analysis. A serious drawback of the conventional key channel establishment technique is the necessary relying on an on-line authentication service. This disadvantage limits the scalability of the technique for any open systems applications. In reality, this technique so far only finds good applications in an enterprise environment; we shall conduct a detailed study of that application in §12.4. Public-key Techniques An important advantage of public-key cryptography is the ease of establishing a key channel between any two remote end-user principals without having them to meet each other or using an on-line authentication service. This overcomes precisely the drawback of the conventional techniques. Therefore, public-key based techniques can easily scale up for a large open systems. There are a number of public-key techniques for key channel establishment. We shall introduce public-key cryptography in the next chapter, and study public-key based techniques for authentication framework in Chapter 13. However, with public-key cryptography, there is still a need for establishing a secure key channel from a user toward the system. Here, "secure" means authentication: a given public key can be identified as really owned by a claimed principal. Nevertheless, key channel establishment using public-key techniques does not involve handling of any secret. Indeed, the setting up of a key channel regarding a public key is purely an authentication



problem. In Fig 7.1 we have illustrated that a public key channel can be based on a directory service. We will study some practical authentication techniques for establishing a public-key authentication channel in Chapter 12 (§12.3) and the general techniques for setting up public-key authentication framework in Chapter 13. The Quantum Key Distribution Technique In §4.4.5.1 we have seen a technique for achieving Quantum Key Distribution (QKD, Prot 4.1). The QKD Protocol allows two principals to agree on a secret key although they may have never physically met. Similar to • Table of Contents the case of public-key techniques, there is still a need to initially establish an authentication Modern Cryptography: Theory and Practice channel from a user toward the system. This authentication channel can be based on some ByWenbo Mao Hewlett-Packard Company one-way functions such that an end-user has in possession of a secret pre-image of a oneway function allowing its communication partner to verify without the former disclosing the secret Prentice to the Hall latter. Publisher: PTR Using the authentication channel, participants of the QKD Protocol can be sure that the Pub Date: July 25, 2003 protocol is run with the intended communication partner. Commercial QKD systems are expected to be in practical use in year 2004 or so [268]. ISBN: 0-13-066943-1 Pages: 648



We must emphasize the future importance of the QKD technique for key channel establishment. Most practical complexity-theoretic based public-key techniques (based on difficulties for finding the period of a periodical function) would fall upon the availability of practical quantum computing technologies. The QKD technique, nevertheless, is quantumtechnology immune (and there seems to exist non-periodical one-way functions which are Manyquantum-technology cryptographic schemes and protocols, especially those based on public-keycryptography, immune and can serve the authentication purpose). Therefore, even have when basic or so-called "textbook crypto" versions, aspractically these versionsare usually the technique subjects for quantum computing technologies become available, the QKD manywill textbooks onserving cryptography. This book takes adifferent to the introducing stand for key channel establishment withoutapproach a need for key sharing parties cryptography: it pays much more tofit-for-application of cryptography. It to meet physically or rely on attention on-line authentication service aspects from a trusted third party. explains why "textbook crypto" isonly good in an ideal world where data are random and bad Finally, we should notice that the general public-key based techniques the QKD technique manifest guys behave nicely.It reveals unfitness of "textbookand crypto" for the real world by that a confidentiality communication channel can beprotocols established pure public discussions. demonstratingnumerous attacks on such schemes, andthough systems under variousrealThis a well-known principle (see e.g.,chooses [188,189]). worldisapplication scenarios. This book to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



7.10 Chapter Summary In this chapter we have studied the principle of symmetric encryption algorithms and introduced several symmetric encryption schemes. • Tableintroducing of Contents classical ciphers and considering their conditional security under We started with Modern Cryptography: Theory and Practice Shannon's information theory. We point out that the working principle of the classical ciphers: substitution, is still the most important kernel technique in the construction of modern ByWenbo Mao Hewlett-Packard Company symmetric encryption algorithms. Publisher: Prentice Hall PTR



Two modern block encryption algorithms, the DES and the AES, are introduced. The DES is Pub Date: July 25, 2003 introduced for the reasons of its historical position and the still-alive usefulness of its Feistel 0-13-066943-1 cipher ISBN: design structure. The AES, as the newly established encryption standard, is described with Pages: 648 detailed explanations on its working principle. We also consider methods for fast and secure realization of the AES, and discuss the positive impact the AES may have on applied cryptography. We then introduced various standard modes of operation for using block ciphers. A common mode of operation, CBC, is studied with a common misconception exposed. The misconception is Many cryptographic schemes and protocols, especially those based on public-keycryptography, that CBC provides data-integrity service, which we have demonstrated being false. More clear have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for evidence of this misconception will be given in Chapter 17 when we study authentication many textbooks on cryptography. This book takes adifferent approach to introducing protocols which apply CBC encryption. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Finally we listed three techniques for the establishment of secure key channels between guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by communication partners who wish to communicate confidential information. Among the three, demonstratingnumerous attacks on such schemes, protocols and systems under variousrealthe QKD technique, although in its initial and primitive shape, is vitally important for the future world application scenarios. This book chooses to introduce a set of practicalcryptographic owing to its immunization from the quantum computation technology. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Exercises 7.1 •



Why should not an encryption algorithm contain secret design parts? Table of Contents



Modern Cryptography: Theory and Practice 7.2 Uneven frequencies of certain



letters in English is an example of plaintext being in a small region of the entire message space. Give two other examples which also ByWenbo Mao Hewlett-Packard Company contribute to the fact that English plaintext messages have a small region distribution. Publisher: Prentice Hall PTR



Pub Date: July 25, 2003 7.3 LetS P, S C denote ISBN: 0-13-066943-1



a plaintext message source and the corresponding ciphertext message source, respectively. Use the entropy formulation given in §3.7 to explain Pages:that 648 ciphertext messages output from the simple substitution or transposition ciphers do not change the distribution of the corresponding plaintext messages, that is, the ciphertexts remain in a small region of the entire message space. Hint:H(S P) = H(S C).



Many cryptographic schemes and protocols, especially those based on public-keycryptography, Vernam"textbook cipher a crypto" substitution cipher? it monoalphabetic or polyalphabetic? have7.4 basicIs orthe so-called versions, as Is these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 7.5 Whatitispays the much difference the Vernam cipher andaspects one-time pad? cryptography: morebetween attention tofit-for-application of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Why is the one-time pad encryption unconditionally secure against eavesdropping? guys7.6 behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousreal7.7 The shift cipher in This Prot book 7.1 ischooses a perfectly secure encryption scheme since a one-time world application scenarios. to introduce a set of practicalcryptographic key is used and the key has the same size as that of the message. If the them shift cipher schemes, protocols and systems, many of them standards or de factoones, studies closely, is computed as addition without modulo reduction, can it still be a perfectly secure explains their working principles, discusses their practicalusages, and examines their strong encryption scheme? (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for 7.8 cryptography. Why are simple substitution ciphers and transposition ciphers, even though modern extremely vulnerable to the frequency analysis attack, still in wide use in modern day encryption algorithms and cryptographic protocols? 7.9



7.10



A modern cipher is usually constructed as a combination of several classical cipher techniques. Identify parts in the DES and the AES where (i) substitution cipher techniques are used, (ii) transposition cipher techniques are used, and (iii) the Vernam cipher is used. (i) Why is the AES regarded very efficient? (ii) How should multiplication in the finite field



7.11



be realized in the implementation of the AES?



In the cipher block chaining (CBC) mode of operation for block cipher, if the decryption of a received ciphertext "has the right padding," will you consider that the transmitted plaintext has a valid data integrity?
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Section 8.5. The RSA Cryptosystem (Textbook Version) Pages: 648 Section 8.6. Cryptanalysis Against Public-key Cryptosystems Section 8.7. The RSA Problem 8.8. The Integerand Factorization Problem those based on public-keycryptography, ManySection cryptographic schemes protocols, especially have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 8.9.onInsecurity of theThis Textbook RSA Encryption manySection textbooks cryptography. book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Section The crypto" Rabin Cryptosystem Version) explains why 8.10. "textbook isonly good in(Textbook an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Section 8.11. Insecurity of the Textbook Rabin Encryption demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Section 8.12. The ElGamal Cryptosystem (Textbook Version) schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their8.13. working principles, discusses their practicalusages, Section Insecurity of the Textbook ElGamal Encryptionand examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also8.14. includes self-containedtheoretical background material Cryptosystems that is the foundation for Section Need for Stronger Security Notions for Public-key modern cryptography. Section 8.15. Combination of Asymmetric and Symmetric Cryptography Section 8.16. Key Channel Establishment for Public-key Cryptosystems Section 8.17. Chapter Summary Exercises



8.1 Introduction Early ciphers (such as the Caesar cipher) depended on keeping the entire encryption process secret. Modern ciphers such as the DES and the AES follow Kerchoffs' principle (see §7.1): the algorithmic details of these ciphers are made public for open scrutiny. In so doing, the designers • Tablewish of Contents of these ciphers to demonstrate that the security of their cryptosystems reside solely in the Modern Cryptography: and Practice choice of the secretTheory encryption keys. ByWenbo Mao Hewlett-Packard Company



There is further room to practice Kerchoffs' principle of reducing the secret component in an encryption algorithm. Consider Shannon's semantic property of encryption: a mixingPublisher: Prentice Hall PTR transformation which distributes meaningful messages from the plaintext region fairly Pub Date: July 25, 2003 uniformly over the entire message space C (pages 711-712 of [264]). We now know that such a ISBN: 0-13-066943-1 random distribution can be achieved without using any secret. Diffie and Hellman first realized this inPages: 1975648 [97] (the publication date of this paper was 1976, but the paper was first distributed in December 1975 as a preprint, see [96]). They named their discovery public-key cryptography. At that time it was a totally new understanding of cryptography. In a public-key cryptosystem, encryption uses no secret key; secret key is only needed in decryption time. In [97], Diffie and Hellman especially sketched several mathematical transformations, Many cryptographic schemes and protocols, those based on public-keycryptography, which they termed one-way trapdoor functions, as possible candidates for realizing public-key have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for cryptography. Informally speaking, a one-way trapdoor function has the following property: many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Property 8.1: One-way Trapdoor A one-way trapdoor weand denote explains why "textbook crypto" isonlyFunction good in an ideal world wherefunction, data arewhich random bad guys byf behave : nicely.It ,is areveals one-way thefunction, general unfitness i.e., it is easy of "textbook to evaluate crypto" for allfor x theDreal andworld difficult by to t(x) demonstratingnumerous invert for almost all values attacks in R. However, on such schemes, if the trapdoor protocols information and systems t is used, underthen variousrealfor all values world y R itapplication is easy to compute scenarios.x This D satisfying book chooses y = fto introduce a set of practicalcryptographic t(x). schemes, protocols and systems, many of them standards or de factoones, studies them closely, The notion of one-way trapdoor function forms enabler for public-key cryptography. explains their working principles, discusses theirthe practicalusages, and examines their strong Opposing to the notion of secret-key or symmetric cryptosystems, a public-key cryptosystem (i.e., fit-for-application) security properties, oftenwith security evidence formally established. based on a one-way trapdoor function is also referred to as asymmetric due The book also includes self-containedtheoretical background material thatcryptosystems is the foundation forto the asymmetric property of one-way trapdoor functions. Although the several one-way trapdoor modern cryptography. functions considered in the first paper of Diffie and Hellman on public-key cryptography (i.e., [97]) were not very plausible due to their poor asymmetry, Diffie and Hellman soon proposed a successful function: modulo exponentiation, and used it to demonstrate the famous cryptographic protocol: the Diffie-Hellman key exchange protocol [98] (see §8.3). To this day, this first successful realization of public-key crypto-algorithm is still in wide use and under endless further development. In 1974, Merkle discovered a mechanism to realize cryptographic key agreement via an apparent asymmetric computation, which is now known as Merkle's puzzle [199]. The asymmetric computation in Merkle's puzzle means that the computational complexity for legitimate participants of a key agreement protocol and that for an eavesdropper are drastically different: the former is feasible and the latter is not. Merkle's puzzle was the first effective realization of a one-way trapdoor function. Although Merkle's puzzle may not be considered suitable for modern cryptographic applications (as the asymmetry is between n and n2), the insight it revealed was monumental to the discovery of public-key cryptography. It is now known that Cocks, a British cryptographer, invented the first public-key cryptosystem in 1973 (see e.g., [277]). Cocks' encryption algorithm, named "non-secret key encryption," is based on the difficulty of integer factorization and is essentially the same as the RSA cryptosystem (see §8.5). Unfortunately, Cocks' algorithm was classified. In December 1997, the British government's Communications Services Electronics Security Group (CESG), released Cocks' algorithm.



Although it happened that the discovery of public-key cryptography by the open research community took place after the notion was known in a closed circle, we must point out that it was the open research community that identified the two most important applications of publickey cryptography: (i) digital signatures (see §10.4), and (ii) secret key establishment over public communications channels (see §8.3). These two applications have enabled today's proliferation of secure electronic commerce over the Internet. •
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We begin the technical part of this chapter with an introduction to a "textbook crypto" security notion and providing Publisher: Prentice Hall an PTR early warning that all public key cryptographic algorithms to be introduced in this chapter are actually insecure for standard application scenarios in the real Pub Date: July 25, 2003 world (§8.2). We then introduce several well-known public-key cryptographic primitives. These ISBN: 0-13-066943-1 are: the Diffie-Hellman key exchange protocol (§8.3), the textbook versions of the RSA (§8.5), 648 Rabin Pages: (§8.10) and ElGamal (§8.12) cryptosystems. These basic public-key cryptographic primitives are introduced together with formal and complexity-theoretic based statements on the respective underlying intractability assumptions. These are: the Diffie-Hellman problem and the discrete logarithm problem (§8.4), the RSA problem (§8.7) and the integer factorization problem (8.8). We will also begin in this chapter to develop formal notions for describing various Many cryptographic attacking models against schemes public-key and protocols, cryptosystems especially (§8.6). those Insecurity based onof public-keycryptography, the textbook versions of havecryptographic the basic or so-called algorithms "textbook will be crypto" demonstrated versions, in as §8.9 these(RSA), versionsare §8.11 usually (Rabin) the andsubjects §8.13 for many textbooks (ElGamal). We will on consider cryptography. the need Thisfor book a stronger takes adifferent security notion approach for to public-key introducing encryption cryptography: (§8.14). Havingit introduced pays much both moresymmetric attention tofit-for-application and asymmetric cryptosystems, aspects of cryptography. we will introduce It explains their combination: why "textbook hybrid crypto" encryption isonlyschemes good in an (§8.15). ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



8.2 Insecurity of "Textbook Encryption Algorithms" We should notice that the encryption algorithms to be introduced in this chapter should be labeled textbook crypto. They are so labeled because these algorithms can be found in most textbooks on cryptography. However, these basic encryption algorithms are actually not suitable • Table of Contents for use in real-world applications. Within the scope of public-key cryptosystems, a textbook Modern Cryptography: Theory and Practice encryption algorithm in general has a confidentiality property stated in Property 8.2. ByWenbo Mao Hewlett-Packard Company



Property 8.2: Insecurity Property of Textbook Encryption AlgorithmsWithin the scope of this chapter, security (confidentiality) for a cryptosystem is considered in the following two Publisher: Prentice Hall PTR senses: Pub Date: July 25, 2003



ISBN: 0-13-066943-1 Pages: 648



i. All-or-nothing secrecy For a given ciphertext output from a given encryption algorithm, the attacker's task is to retrieve the whole plaintext block which in general has a size stipulated by a security parameter of the cryptosystem; or for a given pair of plaintext and ciphertext under a given encryption algorithm, the attacker's task is to uncover the whole block of the underlying secret key. The attacker either succeeds with obtaining the whole Many cryptographic schemes and protocols, especially those based on public-keycryptography, block of the targeted secret, or fails with nothing. We should pay particular attention to the have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for meaning of "nothing:" it means that the attacker does not have any knowledge about the many textbooks on cryptography. This book takes adifferent approach to introducing targeted secret before or after its attacking attempt. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonlydoes good in manipulate an ideal world where ciphertexts data are random and bad ii. Passive attackerThe attacker not or modify using data guys she/he behavehas nicely.It reveals the general unfitness of "textbook crypto" for the real world in possession, and does not ask a key owner for providing encryption or by demonstratingnumerous decryption services. attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and(confidentiality) systems, manyis ofextremely them standards or fact, de factoones, studies This notion of security weak, in is uselessly weakthem and closely, explains their working principles, practicalusages, and examines their strong therefore should be better named discusses "a notion their of insecurity." (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The us book includes background material that is the foundation for Let firstalso explain whyself-containedtheoretical Property 8.2(i) is an insecurity property. In applications, plaintext data modern are likelycryptography. to have some non-secret "partial information" which can be known to an attacker. For example, some data are always in a small range: a usual salary figure should be less than one million which is, though a large salary, a small number in cryptographic sense. For another example, a usual password is a bit string up to eight characters. Often, the known partial information will permit an attacker to succeed and obtain the whole plaintext message, rather than "fail with nothing." Now let us explain further why Property 8.2(ii) is also an insecurity property. We should never expect an attacker to be so nice and remain in passive. The typical behavior of an attacker is that it will try all means available to it. This particularly includes the attacker engaging in interactions with a targeted user, sending a ciphertext to the latter for being decrypted with the plaintext returned to the former. This way of interaction is known as a user (a public key owner) to provide an oracle decryption service for an attacker. We will see in this chapter and a few later chapters that it is hard to avoid providing oracle services. The nice algebraic properties that are generally held by textbook cryptographic algorithms can often enable an attacker who is served with oracle services to break a textbook cryptographic algorithm. We will see a few such examples in this chapter and will further see the general applicability of such attacking techniques in a few later chapters. While in this chapter we will sometimes provide warnings that a user should not be used as an oracle service provider, we should notice that ordinary users of a public-key algorithm are too naive to be educated not to provide an oracle service to an attacker. Also, avoiding being used as an oracle is a very hard problem (we will see this point in §12.5.4). The correct strategy is to



design fit-for-application cryptosystems to be securely used by naive users. By stating Property 8.2, we make it explicit that within the scope of this chapter, we will not consider a stronger notion of security for public-key encryption algorithms, and consequently, for the textbook encryption algorithms to be introduced here, we will not hope that they are secure in any strong sense. On the contrary, we will demonstrate, but not try to fix, a number of confidentiality flaws with the textbook encryption algorithms in both insecurity properties, i.e., partial information leakage and/or results of active attacks. •
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Definitions for a number of more stringent security notions against stronger (i.e., more real) By Wenbo Mao Hewlett-Packard attacking scenarios will beCompany introduced in Chapter 14. Fit-for-application counterparts to the textbook encryption algorithms will be followed up in Chapter 15. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



8.3 The Diffie-Hellman Key Exchange Protocol With a symmetric cryptosystem it is necessary to transfer a secret key to both communicating parties before secure communication can begin. Prior to the birth of public-key cryptography, the establishment of a shared secret key between communication parties had always been a difficult • Table the of Contents problem because task needed a secure confidential channel, and often such a channel meant Modern Cryptography: andaPractice physical delivery of Theory keys by special courier. An important advantage that public key cryptography provides over symmetric cryptography is the achievement of exchanging a secret By Wenbo Mao Hewlett-Packard Company key between remote communication parties with no need of a secure confidential channel. The firstPublisher: practical scheme to achieve this was proposed by Diffie and Hellman, known as the DiffiePrentice Hall PTR Hellman exponential key exchange protocol [98]. Pub Date: July 25, 2003
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To begin with, users Alice and Bob are assumed to have agreed on a finite field Pages: 648 element



and an



which generates a group of a large order. For simplicity, we consider the case



of field where p is a large prime, i.e., is a prime number. The two parties may test the primality of p using Alg 4.5 where they have constructed p such that they know the complete factorization of p – 1; and then they may find a generator g (e.g., ) using Alg 5.1. By Many cryptographic schemes and protocols, especially those basedofon public-keycryptography, Theorem 5.11, each number in [1,crypto" p) can versions, be expressed as g xversionsare (mod p) forusually some x. Now p andfor g have basic or so-called "textbook as these the subjects are thetextbooks common on input to the participants in atakes basicadifferent version ofapproach a so-called Diffie-Hellman Key many cryptography. This book to introducing Exchange protocol which is more specified in Prottofit-for-application 8.1. cryptography: it pays much attention aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Protocol 8.1: The Diffie-Hellman Key Exchange Protocol explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern COMMON cryptography. INPUT (p, g):p is a large prime, g is a generator element in OUTPUT



1. Alice picks a



An element in Bob.



. shared between Alice and



U [1, p – 1); computes g a



2. Bob picks b U [1, p – 1); computes g b 3. Alice computes 4. Bob computes



(modp); (modp).



It is easy to see from Protocol 8.1 that for Alice



g g



b



a



(mod p); sends g a to Bob;



(mod p); sends g b to Alice;



and for Bob



•
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We note that since ab (mod p – 1), the two parties have computed the same value. This is Modern Cryptography: Theoryba and Practice how the Diffie-Hellman key exchange protocol achieves a shared key between two ByWenbo Mao Hewlett-Packard Company communication parties. Publisher: Prentice Hall may PTR share the common public parameters p and g. A system-wide users Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648 Example 8.1.



Letp = 43. Applying Alg 5.1 we find that 3 is a primitive root modulo 43. Let Alice and Bob share the public material elements (p, g) = (43, 3). For Alice and Bob to schemes agree a secret key, Aliceespecially picks herthose random secret exponent 8, and sends to Many cryptographic and protocols, based on public-keycryptography, 8 Bob 3 25 (mod 43). Bob picks his random secret 37, and sends to Alice 3 37 the 20subjects (mod 43). have basic or so-called "textbook crypto" versions, as these versionsare usually for The secret key agreed between them is many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong We should add a few cautionary to the implementation the use of the established. Diffie-Hellman (i.e., fit-for-application) security details properties, oftenwith security and evidence formally key The exchange book also protocol. includes self-containedtheoretical background material that is the foundation for modern cryptography. The common input p should be such a prime (or a prime power) that p – 1 has a sufficiently large prime factor p'; here "sufficiently large" means p' > 2 160. The need for p to have this property will be discussed in §8.4. The common input g needn't be a generator of generator of a large-order subgroup of and Bob should check g 1 and the common input to the protocol.



itself; but it is necessary to be a



, e.g., a subgroup of order p'. In this case, Alice (mod p). For this purpose, p' should be part of



Alice (respectively, Bob) should check g b 1 (respectively, g a 1). Then for their respective exponents chosen from (1, p'), these checking steps will guarantee that the shared key g ab will be one in the order-p' subgroup of subgroup.



, that is, in a sufficiently large



Alice (respectively, Bob) should erase her exponent a (respectively, his exponent b) upon termination of the protocol. In so doing, they will have a forward secrecy property on the exchanged key g ab if they also properly dispose the exchanged key after their session communication ends. We will further discuss the "forward secrecy" property in §8.15 and §11.6.1.



8.3.1 The Man-in-the-Middle Attack It should be noted that the Diffie-Hellman key exchange protocol does not support the authenticity of the key agreed. An active adversary in the middle of the communications between Alice and Bob can manipulate the protocol messages to succeed an attack called man-in-themiddle attack.Attack 8.1 illustrates such an attack. •
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Attack 8.1: Man-in-the-Middle Attack on the Diffie-Hellman Key Pub Date: July 25, 2003 Exchange Protocol ISBN: 0-13-066943-1 Pages: 648



COMMON INPUT: Same as Prot 8.1.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.
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[1, p – 1), computes g a



1' Malice("Alice") computes g m g m to Bob;
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(mod p); she sends g a to



(mod p) for some m



2 Bob picks b U [1, p – 1), computes g b Malice("Alice");



g



b



[1, p – 1); he sends



(mod p); he sends to g b



2' Malice("Bob") sends to Alice: g m; 3 Alice computes



(modp);



(* this key is shared between Alice and Malice since Malice can compute (modp).*) 4 Bob computes



(modp).



(* this key is shared between Bob and Malice since Malice can compute (modp).*)



In an attack to a run of the protocol, Malice (the bad guy) intercepts and blocks Alice's first message to Bob, ga, and he masquerades as Alice and sends to Bob •
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(The reader may recall our convention agreed in §2.6.2 for denoting Malice's action of masquerading as other principals.) Bob will follow the protocol instructions by replying g b to Publisher: Prentice Hall PTR Malice("Alice"). This means that the value transmitted is again intercepted and blocked by Pub Date: July 25, 2003 Malice. Now Malice and Bob have agreed a key g bm (mod p) which Bob thinks to share with Alice. ISBN: 0-13-066943-1



Pages: 648 Analogously, Malice can masquerade as Bob and agree another key with Alice (e.g., g am (mod p)). After this, Malice can use these two keys to read and relay "confidential" communications between Alice and Bob, or to impersonate one of them to the other.



The man-in-the-middle attack on the Diffie-Hellman key exchange protocol is possible because the protocol does notschemes provide and an authentication servicethose on the source the protocol messages. Many cryptographic protocols, especially based onof public-keycryptography, In order to agree on a key which is exclusively shared between Alice and Bob, these principals have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for must make sure that the messages they receive in a protocol run are indeed from the many textbooks on cryptography. This book takes adifferent approach to introducing intended principals. In Chapter 11 wemore will study authentication techniques; there of (§11.6) we will It cryptography: it pays much attention tofit-for-application aspects cryptography. introduce methods for securely applying the Diffie-Hellman key exchange protocol. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



8.4 The Diffie-Hellman Problem and the Discrete Logarithm Problem The secrecy of the agreed shared key from the Diffie-Hellman key exchange protocol is exactly • of Contentsg ab (mod p) given g a and gb. This problem is called computational the problem Table of computing Modern Cryptography: Theory and Practice Diffie-Hellman problem (CDH problem). ByWenbo Mao Hewlett-Packard Company



Definition 8.1: Computational Diffie-Hellman Problem (CDH Problem) (in finite field) Publisher: Prentice Hall PTR Pub Date: July 25, 2003 INPUT ISBN: 0-13-066943-1



desc(
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):the description of finite field :a generator element of



g a,



;



;



for some integers 0 < a, b < q.



OUTPUT g ab. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it paysthe much more in attention tofit-for-application of cryptography. We have formulated problem a general form working in aaspects finite field . The Diffie-It explains why "textbookprotocol crypto" isonly idealcase. worldFor where data are randominand bad Hellman key exchange in §8.3good usesina an special formalism purpose, definition guys behaveproblem, nicely.It reveals the general of "textbook crypto"as forpossible, the real while worldinby of a general an assumption, etc.,unfitness we will try to be as general demonstratingnumerous attacks on such andcases systems under explanations outside formal definitions weschemes, will oftenprotocols use special which helpvariousrealto expose ideas worldclarity. application scenarios. This book chooses to introduce a set of practicalcryptographic with schemes, protocols and systems, many of them standards or de factoones, studies them closely, ab (mod p) explains If the CDH their problem working is easy, principles, then gdiscusses their canpracticalusages, be computed from andthe examines values p, their g, gstrong a,gb, which (i.e.,transmitted are fit-for-application) as part of security the protocol properties, messages. oftenwith According security to evidence our assumptions formallyon established. the ability of The adversary our book also includes (see §2.3), self-containedtheoretical these values are available background to an adversary. material that is the foundation for modern cryptography. The CDH problem lies, in turn, on the difficulty of the discrete logarithm problem (DL problem). Definition 8.2: Discrete Logarithm Problem (DL Problem) (in finite field)



INPUT



desc(



):the description of finite field :a generator element of



;



;



. OUTPUT



the unique integer a < q such that h = ga.



We denote the integer a by loggh. The DL problem looks similar to taking ordinary logarithms in the reals. But unlike logarithms in the reals where we only need approximated "solutions," the DL problem is defined in a discrete domain where a solution must be exact. We have discussed in Chapter 4 that the security theory of modern public-key cryptography is



established on a complexity-theoretic foundation. Upon this foundation, the security of a publickey cryptosystem is conditional on some assumptions that certain problems are intractable. The CDH problem and the DL problem are two assumed intractable problems. Intuitively we can immediately see that the difficulties of these problems depend on the size of the problems (here, it is the size of the field ), as well as on the choice of the parameters (here, it is the choice of the public parameter g and the private data a, b). Clearly, these problems need not be difficult for small instances. In a moment we will further see that these problems need not be difficult for • Table of Contents poorly chosen instances. Thus, a precise description of the difficulty must formulate properly Modern Cryptography: Theory both the problem size andand thePractice choice of the instances. With the complexity-theoretic foundations that we have established in Chapter 4, we can now describe precisely the assumptions on the ByWenbo Mao Hewlett-Packard Company intractabilities of these two problems. The reader may review Chapter 4 to refresh several notions to be used in the following formulations (such as "1k," "probabilistic polynomial time," Publisher: Prentice Hall PTR and "negligible quantity in k"). Pub Date: July 25, 2003



ISBN: 0-13-066943-1 Assumption 8.1: Computational Diffie-Hellman Assumption (CDH Assumption)A CDH Pages: 648 is a PPT algorithm problem solver



such that with an advantage



> 0:



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for where the input to is defined in Definition many textbooks on cryptography. This book 8.1. takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Let an"textbook instance generator that on input 1k,ideal runs world in timewhere polynomial in k, and outputs (i) explainsbe why crypto" isonly good in an data are random and bad guys the general unfitness of "textbook crypto" for the real world by desc( behave ) withnicely.It |q| = k,reveals (ii) a generator element . demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic We say that satisfies the computational Diffie-Hellman (CDH) assumption if there exists no schemes, protocols and systems, many of them standards or de factoones, studies them closely, CDH problem forprinciples, (1k)with advantage > 0 non-negligible k for all sufficiently large explains their solver working discusses their practicalusages, andinexamines their strong k. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Assumption 8.2: Discrete Logarithm Assumption (DL Assumption)A DL problem solver is modern cryptography. a PPT algorithm such that with an advantage > 0:



where the input to



is defined in Definition 8.2.



Let



be an instance generator that on input 1k,runs in time polynomial in k, and outputs (i)



desc(



)with |q| = k, (ii) a generator element



We say that solver for



,(iii)



.



satisfies the discrete logarithm (DL) assumption if there exists no DL problem (1k)with



advantagee > 0 non-negligible in k for all sufficiently large k .



In a nutshell, these two assumptions state that in finite fields for all sufficiently large instances, there exists no efficient algorithm to solve the CDH problem or the DL problem for almost all instances. A negligible fraction of exceptions are due to the existence of weak instances. However, much more decent elaborations are needed for these two assumptions. Let us first make a few important remarks, in which we will keep the "formal tone".



. Remark 8.1



1. In Assumptions 8.1 and 8.2, the respective probability space should consider (i) the instance space, i.e., arbitary finite fields and arbitrary elements are sampled (the importance of this will be discussed in §8.4.1), and (ii) the space of the random operations • Table ofalgorithm. Contents in an efficient The need for considering (ii) is because by "polynomial-time" or Modern Cryptography: Theory Practice randomized algorithms (see Definition 4.6 in §4.4.6). "efficient" algorithm and we include ByWenbo Mao Hewlett-Packard Company



2. The number k in the both formulations is called a security parameter. (1k)is a random instance of the field and the element(s). From our study of the probabilistic prime Publisher: Prentice Hall PTR and the field construction in §5.4 we know that (1k)indeed terminates in polynomial time in k. It is now widely accepted that k = 1024 is the lower ISBN: 0-13-066943-1 bound setting of security parameter for the DLP in finite fields. This lower bound is a result Pages: 648 of a subexponential time algorithm (index calculus) for solving the DLP in finite fields. The subexponential complexity expression is in ( 8.4.2). For |q| = 1024, the expression yields a quantity greater than 2 80 .This is why the setting of k = 1024 becomes the widely agreed lower bound. Thus, as stipulated by the phrase "for all sufficiently large k" in both assumptions, we should only consider k greater than this lower bound . Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or of so-called "textbook crypto" as these versionsare usually the subjects for 3. Holding the DL assumption meansversions, that the function many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains Equation why "textbook 8.4.1 crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., is fit-for-application) security properties, security evidence formally one-way. Therefore, holding of the DLoftenwith assumption implies the existence of established. one-way The book also includes self-containedtheoretical background material that hold is the(afoundation function. It is widely believed that the DL assumption should actually case underfor the modern cryptography. belief , see §4.5), or the function in (8.4.1) should be one-way, or in other words, one-way function should exist. Pub generation Date: July 25, in2003 §4.4.6.1



4. It is not known to date whether or not the function in ( 8.4.1) is a trapdoor function (see Property 8.1 in §8.1 for the meaning of one-way trapdoor function). That is, no one knows how to embed trapdoor information inside this function to enable an efficient inversion of the function (i.e., an efficient method to compute x from g x using trapdoor information). However, if the function uses a composite modulus (the function remains one-way), then the function becomes a trapdoor where the prime factorization of the modulus forms the trapdoor information. The reader is referred to [229,224,228] for the technical details.



We still need more "common-language" explanations for these two assumptions. These two assumptions essentially say that "there is no polynomial in k algorithms for solving these two problems". However, we must read this statement with great care. A "poly(k) solver", if it exists, runs in time kn for some integer n. On the other hand, we know there exists a "subexponential solver" for the DLP running in time



Equation 8.4.2



wherec is a small constant (e.g., c < 2). Combining "no poly(k) solver" and "having an sub_exp(q) solver", we are essentially saying that kn is much much smaller than sub_exp(k log 2) (for k = |q| = log2q, we have logq = klog2). However, this "much much smaller" relation can • only be true Table whenofnContents is fixed and k (as a function of n) is sufficiently large. Let us make this point Modern Cryptography: Theory and Practice explicit. ByWenbo Mao Hewlett-Packard Company



Supposek is not sufficiently large. Taking natural logarithm on poly (k) and on sub_exp(k log 2), Publisher: we become comparing the following two quantities: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



where



. Now we see that the known subexponential solver will be quicker



than supposedly "non-existing solver"especially when n is those at thebased level of . The real meaning of Manyacryptographic schemes andpoly protocols, on public-keycryptography, "no poly(k) solver" is when k is considered as a variable which is not bounded hence can have basic or so-called "textbook crypto" versions, as these versionsare usually(and the subjects forbe "sufficiently large" as stated in the two assumptions), while n is a fixed constant. In reality, k many textbooks on cryptography. This book takes adifferent approach to introducing cannot be unbounded. In particular, for the tofit-for-application commonly agreed lower bound setting for security cryptography: it pays much more attention aspects of cryptography. It parameter: k = 1024, and for c < 2, there does exist a "poly(k) solver" which has a running time explains why "textbook crypto" isonly good in an ideal world where data are random and bad bounded by a degree-9 polynomial in k (confirm this by doing Exercise 8.4). guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealFrom our discussions so far, we reach an asymptotic explanation for "no poly(k) solver": k is world application scenarios. This book chooses to introduce a set of practicalcryptographic unbound and is sufficiently large. In reality k must be bounded, and hence a poly(k) solver does schemes, protocols and systems, many of them standards or de factoones, studies them closely, exist. Nevertheless, we can set a lower bound for k so that we can be content that the poly explains their working principles, discusses their practicalusages, and examines their strong solver will run in time which is an unmanageable quantity. In fact, the widely agreed lower (i.e., fit-for-application) security properties, oftenwith security evidence formally established. boundk = 1024 is worked out this way. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. This asymptotic meaning of "no poly solver" will apply to all complexity-theoretic based intractability assumptions to appear in the rest of the book. Finally let us look at the relationship between these two problems. Notice that the availability of a = loggg1 or b = loggg2 will permit the calculation of



That is, an efficient algorithm which solves the DLP will lead to an efficient algorithm to solve the CDH problem. Therefore if the DL assumption does not hold, then we cannot have the CDH assumption. We say that the CDH problem is weaker than the DL problem, or equivalently, the CDH assumption is a stronger assumption than the DL assumption. The converse of this statement is an open question: Can the DL assumption be true if the CDH assumption is false? Maurer and Wolf give a strong heuristic argument on the relation between these two problems; they suggest that it is very likely that these two problems are equivalent [190].



8.4.1 Importance of Arbitrary Instances for Intractability Assumptions We should emphasize the importance of arbitrary instances required in the DL assumption. Let us consider



with p being a k-bit prime and the problem of extracting a from h



We know that a is an element in •
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g



a



(mod p).



. If p – 1 = q 1q2…qe with each factor qi being small



(meaning, q i polynomial(k) for i = 1, 2, …, ), then the discrete-logarithm-extraction problem Modern Cryptography: Theory and Practice can be turned into extracting ai a (mod q i) from h(p-1)/q i (mod p) but now a i are small and can ByWenbo Mao Hewlett-Packard Company be extracted in time polynomial in k. After a1,a 2, …, ae are extracted, a can be constructed by applying the Chinese Remainder Theorem (Theorem 6.7). This is the idea behind the polynomialPublisher: Prentice Hall PTR and Hellman [231] for solving the DL problem modulo p if p – 1 has no time algorithm of Pohlig large Pubprime Date: July factor. 25, 2003 Clearly, if every prime factor of p – 1 is bounded by a polynomial in k, then the Pohlig-Hellman algorithm has a running time in polynomial in k. ISBN: 0-13-066943-1 Pages: 648



A prime number p with p – 1 containing no large prime factor is called a smooth prime. But sometimes we also say "p – 1 is smooth" with the same meaning. A standard way to avoid the smooth-prime weak case is to construct the prime p such that p – 1 is divisible by another large primep'. By Theorem 5.2(2), the cyclic group contains the unique subgroup of order p'. If p' is made public, the users of the Diffie-Hellman key exchange protocol make sure that the Many cryptographic schemes and protocols, especially those based on can public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for protocol is working in this large subgroup; all they need to do is to find an element such many textbooks on cryptography. This book takes adifferent approach to introducing that cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains theirgworking principles, discusses their practicalusages, and examines strong This element generates the group of the prime order p'. The Diffie-Hellman keytheir exchange (i.e., fit-for-application) security properties,as oftenwith security evidence formally established. protocol should use (p, p', g) so generated the common input. An accepted value for the size The book also self-containedtheoretical material that is the foundation for of the prime p'includes is at least 160 (binary bits), i.e., background p' > 2160. (Also see our discussion in §10.4.8.1.) modern cryptography. The DLP and the CDH problem are also believed as intractable in a general finite abelian group of a large order, such as a large prime-order subgroup of a finite field, or a group of points on an elliptic curve defined over a finite field (for group construction: §5.5, and for the elliptic-curve discrete logarithm problem, ECDLP: §5.5.3). Thus, the Diffie-Hellman key exchange protocol will also work well in these groups. There are several exponential-time algorithms which are very effective for extracting the discrete logarithm when the value to be extracted is known to be small. We have described Pollard's lmethod (§3.6.1). Extracting small discrete logarithms has useful applications in many cryptographic protocols. Research into the DLP is very active. Odlyzko provided a survey of the area which included an extensive literature on the topic [221].



8.5 The RSA Cryptosystem (Textbook Version) The best known public-key cryptosystem is the RSA, named after its inventors Rivest, Shamir and Adleman [246]. The RSA is the first practical realization of public-key cryptography based on the notion of one-way trapdoor function which Diffie and Hellman envision [97,98]. •
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We now show that the system specified in Alg 8.1 is indeed a cryptosystem, i.e., Alice's Publisher: Prentice Hall PTR decryption procedure will actually return the same plaintext message that Bob has encrypted. Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Algorithm 8.1: The RSA Cryptosystem Key Setup Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for To set up a user's key material, user Alice performs the following steps: many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad 1. choose two random prime numbers p and q such that |p| |q|; (* this can be guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by done by applying a Monte-Carlo prime number finding algorithm, e.g., Alg 4.7 demonstratingnumerous attacks on such schemes, protocols and systems under variousreal*) world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, 2. computeN = pq; explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 3. computef(N) = (p – 1) (q – 1); The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. 4. choose a random integer e < f(N) such that gcd(e,f(N)) = 1, and compute the integer d such that



(* since gcd(e,f(N)) = 1, this congruence does have a solution for d which can be found by applying the Extended Euclid Algorithm (Alg 4.2). *) 5. publicize (N, e) as her public key, safely destroy p, q and f(N), and keep d as her private key.



Encryption To send a confidential message m < N to Alice, the sender Bob creates the ciphertext c as follows



(* viewed by Bob, the plaintext message space is the set of all positive numbers less



N, although in fact the space is



.*)



Decryption To decrypt the ciphertext c, Alice computes



•
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From the definition of the modulo operation (see Definition 4.4 in §4.3.2.5), congruence ed Publisher: Prentice Hall means PTR (mod f(N)) in Alg 8.1



1
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for some integer k. Therefore, the number returned from Alice's decryption procedure is Many cryptographic schemes and protocols, especially those based on public-keycryptography, Equation 8.5.1 have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic We should notice that for m < N, it is almost always the case that (the multiplicative schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains working principles, their the practicalusages, and examines strong group of their integers relatively prime discusses to N). In fact, cases for are m =their up or m = vq (i.e., fit-for-application) properties, oftenwith evidencegcd(m, formally for some u < q or v < p. security In such cases, Bob can factor security N by computing N).established. Assuming that The factoring book alsoisincludes backgroundproblem materialand that the foundation for the difficult self-containedtheoretical (we will formulate the factorization anisassumption on its modern cryptography. difficulty in a moment), we can assume that any message m < N prepared by Bob satisfies . For



, by Lagrange's Theorem (Corollary 5.2), we have



This is true for all



. By the definition of the order of a group element (see Definition



5.9 in §5.2.2), this means that for all



Obviously, this further implies



for any integer k. Thus, the value in (8.5.1) is, indeed, m.



Example 8.2. Let Alice set N • Table = 7x13 of Contents = 91 and e = 5. Then f(N) = 6x12 = 72. Applying Alg 4.2 (by inputting (a, b) = Modern Cryptography: (72, 5)), Alice Theory obtains: and Practice ByWenbo Mao Hewlett-Packard Company



Publisher: Prentice Hall PTR Pub Date: July 25, 2003 0-13-066943-1 that is,ISBN: 5x29 1 (mod 72). Therefore Alice has computed 29 to be her private decryption Pages:She 648 publicizes (N, e) = (91, 5) as her public key material for the RSA cryptosystem. exponent.



Let Bob encrypt a plaintext m = 3. Bob performs encryption by computing



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more is attention tofit-for-application aspects of cryptography. It The resultant ciphertext message 61. explains why "textbook crypto" isonly good in an ideal world where data are random and bad To decrypt the ciphertext message 61, Alice computes guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



8.6 Cryptanalysis Against Public-key Cryptosystems It makes sense to say "Cryptosystem X is secure against attack Y but is insecure against attack Z," that is, the security of a cryptosystem is defined by an attack. Active attacks have been modeled into three usual modes. These modes of active attacks will be used in the analysis of • Table ofto Contents the cryptosystems be introduced in rest of this chapter. They are defined as follows. Modern Cryptography: Theory and Practice



Definition Active Attacks on Cryptosystems ByWenbo Mao 8.3: Hewlett-Packard Company Chosen-plaintext attack (CPA)An attacker chooses plaintext messages and gets encryption assistance to obtain the corresponding ciphertext messages. The task for the Pub Date: July 25, 2003 attacker is to weaken the targeted cryptosystem using the obtained plaintext-ciphertext ISBN: 0-13-066943-1 pairs.
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Chosen-ciphertext attack (CCA)An attacker chooses ciphertext messages and gets decryption assistance to obtain the corresponding plaintext messages. The task for the attacker is to weaken the targeted cryptosystem using the obtained plaintext-ciphertext pairs. The attacker is successful if he can retrieve some secret plaintext information from a "target ciphertext" which is given to the attacker after the decryption assistance is stopped. Many cryptographic schemes and protocols, especially those based on public-keycryptography, That is, upon the attacker receipt of the target ciphertext, the decryption assistance is no have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for longer available. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Adaptive chosen-ciphertext attack (CCA2)This is a CCA where the decryption explains why "textbook crypto" isonly good in an ideal world where data are random and bad assistance for the targeted cryptosystem will be available forever, except for the target guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by ciphertext. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book to scenarios: introduce a set of practicalcryptographic We may imagine these attacks with thechooses following schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., In fit-for-application) security oftenwith security box. evidence formally established. a CPA, an attacker has inproperties, its possession an encryption The book also includes self-containedtheoretical background material that is the foundation for In a CCA, an attacker is entitled to a conditional use of a decryption box: the box will be modern cryptography. switched off before the target ciphertext is given to the attacker. In a CCA2, an attack has in its possession a decryption box for use as long as he wishes, before or after the target ciphertext is made available to the attacker, provided that he does not feed the target ciphertext to the decryption box. This single restriction on CCA2 is reasonable since otherwise there will be no difficult problem for the attacker to solve. In all cases, the attacker should not have in its possession the respective cryptographic keys. CPA and CCA are originally proposed as active cryptanalysis models against secret-key cryptosystems where the objective of an attacker is to weaken the targeted cryptosystem using the plaintext-ciphertext message pairs he obtains from the attacks (see e.g., §1.2 of [284]). They have been adopted for modeling active cryptanalysis on public-key cryptosystems. We should notice the following three points which are specific to public-key cryptosystems. The encryption assistance of a public-key cryptosystem is always available to anybody since given a public key anyone has complete control of the encryption algorithm. In other words, CPA can always be mounted against a public-key cryptosystem. So, we can call an attack against a public-key cryptosystem CPA if the attack does not make use of any decryption assistance. Consequently and obviously, any public-key cryptosystem must resist CPA or else it is not a useful cryptosystem.



In general, the mathematics underlying most public-key cryptosystems has some nice properties of an algebraic structure underlying these cryptosystems, such as closure, associativity, and homomorphism, etc., (review Chapter 5 for these algebraic properties). An attacker may explore these nice properties and make up a ciphertext via some clever calculations. If the attacker is assisted by a decryption service, then his clever calculations may enable him to obtain some plaintext information, or even the private key of the targeted cryptosystem, which otherwise should be computationally infeasible for him to obtain. Table Therefore, public-key cryptosystems are particularly vulnerable to CCA and CCA2. • of Contents We will see that every public-key cryptosystem to be introduced in this chapter is Modern Cryptography: Theory and Practice vulnerable to CCA or CCA2. As a general principle, we have provided in Property 8.2(ii) an ByWenbo Mao Hewlett-Packard advice that the ownerCompany of a public key should always be careful not to allow oneself to provide any decryption assistance to anybody. This advice must be followed for every Publisher: Prentice Hall PTR public-key cryptosystem introduced in this chapter. In Chapter 14 we will introduce stronger cryptosystems. Such cryptosystems do not require users to keep in Pub Date: Julypublic-key 25, 2003 such alert state all the time. ISBN:an 0-13-066943-1 Pages: 648



It seems that CCA is too restrictive. In applications a user under attack (i.e., is asked to provide decryption assistance) actually does not know the attack. Therefore the user can never know when (s)he should begin to stop providing decryption assistance. We generally assume that normal users are too naive to know the existence of attackers, and hence decryption assistance should be generally available all the time. On the other hand, any Manypublic-key cryptographic schemes and protocols, especially those based public-keycryptography, cryptosystem must be secure against CPA since an on attacker can always help have himself basic orto so-called crypto" versions, theseplaintext versionsare usually For the these subjects for perform"textbook encryption "assistance" on as chosen messages. manyreasons, textbooks cryptography. Thistechniques book takesto adifferent approach to introducing weon will mainly consider counter CCA2. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



8.7 The RSA Problem Against CPA, the security of RSA lies on the difficulty of computing the e-th root of a ciphertext c modulo a composite integer n. This is the so-called the RSAproblem. • Table of Contents Definition 8.4: RSA Problem Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



INPUT



N = pq with p, q prime numbers;
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e: an integer such that gcd(e, (p – 1) (q – 1)) = 1;
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OUTPUT



the unique integer c (mod N).



satisfying m



e



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or from so-called "textbook difficult crypto" problems versions, as versionsare usually cryptosystems, the subjects for it No difference all underlying for these the security of publickey many on cryptography. This is book adifferent approachchosen to introducing is alsotextbooks assumed that the RSA problem onlytakes difficult under properly parameters. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly an ideal worldiswhere are random andthat badwith Assumption 8.3:RSA Assumption Angood RSA in problem solver a PPT data algorithm such guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by an advantage > 0: demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for where input to is defined in Definition 8.4. modernthe cryptography. Let be an RSA instance generator that on input 1k,runs in time polynomial in k, and outputs (i)a 2k-bit modulus N = pq where p and q are two distinct uniformly random primes, each is kbit long, (ii)



.



We say that for



(1k)with



satisfies the RSA assumption if there exists no RSA problem solver advantage



> 0 non-negligible in k for all sufficiently large k .



Similar to our discussion in Remark 8.1(3) (in §8.4), we know that holding of the RSA assumption implies the existence of one-way function. Also related to our discussion in Remark 8.1(4), the one-way function implied by the RSA assumption is a trapdoor function: the prime factorization of the modulus enables an efficient inversion procedure. We should notice that the probability space in this assumption includes the instance space, the plaintext message space and the space of the random operations of a randomized algorithm for solving the RSA problem. We further notice that in the description of the RSA assumption, the (alleged) algorithm takes the encryption exponent e as part of its input. This precisely describes the target of the problem: breaking the RSA problem under a given encryption exponent. There is a different version of the RSA problem called strong RSA problem ([85]); its target is: for some odd encryption



exponente > 1, which may be the choice of the algorithm, solve the RSA problem under this e. Clearly, solving the strong RSA problem is easier than doing that for the RSA problem which is for a fixed encryption exponent. It is widely believed (assumed) that the strong RSA problem is still an intractable one. Therefore some encryption algorithms or protocols base their security on that intractability (strong RSA assumption). It is clear that for public key (N, e), if m < N1/e then encryption c = me (mod N) will take no modulo reduction, and hence m can be found efficiently by extracting the e-th root in integers. • Table of Contents This is one of the reasons why the case e = 3 should be avoided. In the case of e = 3, if one Modern Cryptography: Theory and Practice messagem is encrypted in three different moduli: c i = m 3 (mod N i for i = 1, 2, 3, then because By Wenbo Maoare Hewlett-Packard Company the Chinese Remainder Algorithm (Alg 6.1) can be applied to the moduli pair-wise co-prime, constructC = m 3 (mod N 1N 2N 3). Now because m < (N1N 2N 3)1/3, the encryption exponentiation is actually thePrentice same Hall as it is performed in the integer space. So decryption of C is to extract the 3rd Publisher: PTR rootPub in Date: integers and can be efficiently done (see hint in Ex. 8.8). July 25, 2003 ISBN: 0-13-066943-1



Coppersmith [82] further extends this trivial case to a non-trivial one: for m' = m + t where m is Pages: 648 known and t is unknown but t < N 1/e, given c = m'e (mod N),t can be extracted efficiently. Because in applications, partially known plaintext is not uncommon (we will see a case in Chapter 15), it is now widely agreed that RSA encryption should avoid using very small encryption exponents. A widely accepted encryption exponent is e = 216 + 1 = 65537 which is also a prime number. This exponent makes encryption sufficiently efficient while refuting a small Many cryptographic schemes and protocols, especially those based on public-keycryptography, exponent attack. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for RSA also CPA insecure if the decryption exponent d is small. Wiener discovers a method based manyistextbooks on cryptography. This book takes adifferent approach to introducing on continued fraction e/N to find d if d < N 1/4 [298]. This result has been improved cryptography: it pays expansion much moreofattention tofit-for-application aspects of cryptography. It to d < N 0.292 explains why [50]. "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



8.8 The Integer Factorization Problem The difficulty of the RSA problem depends, in turn, on the difficulty of the integer factorization problem. • Table of Contents Definition 8.5: Integer Factorization Problem (IF Problem) Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



INPUT Publisher: Prentice Hall PTR Pub Date: July 25, 2003 OUTPUT



N: odd composite integer with at least two distinct prime factors. prime p such that p|N.
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Again, it is assumed that the IF problem is difficult only under properly chosen parameters. Assumption 8.4: Integer Factorization Assumption (IF Assumption)An integer factorizer is a PPT algorithm such that with an advantage > 0: Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by where the input to is defined 8.5. protocols and systems under variousrealdemonstratingnumerous attacks in onDefinition such schemes, world application scenarios. This book chooses to introduce a set of practicalcryptographic Let beprotocols an integer instance generator onstandards input 1 k,runs in factoones, time polynomial k, and schemes, and systems, many ofthat them or de studiesinthem closely, outputs a 2k-bit modulus N = pq where p and q are each a k-bit uniformly random odd prime. explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. We that satisfies the integer factorizationbackground (IF) assumption if there integer for The say book also includes self-containedtheoretical material that exists is the no foundation k modern cryptography. factorizer for (1 )with advantage > 0 non-negligible in k for all sufficiently large k . Obviously, an algorithm which solves the IF problem will solve the RSA problem since Alice decrypts an RSA ciphertext exactly by first computing d e –1 (mod (p– 1) (q – 1)), i.e., from the knowledge of the factorization of N. Similar to the relation between the CDH problem and the DL problem, the converse is also an open question: Can the IF assumption be true if the RSA assumption is false? Similar to the situation of a smooth prime making a weak case DL problem, a smooth prime factor of N will also make a weak case IF problem. One such a weak case is shown by Pollard using an efficient factorization algorithm known as Pollard's p – 1-algorithm [237]. The idea behind Pollard's p – 1 algorithm can be described as follows. Let p be a prime factor of N where the largest prime factor of p – 1 is bounded by B = Poly(k) where k = |N| and Poly(k) is a polynomial in k (B is called "the smoothness bound of p – 1"). We can construct



By this construction, p – 1|A, and so aA



1 (mod p) for any a with gcd(a, p) = 1 due to



Fermat's Little Theorem (Theorem 6.10). If a



1 (mod q) for some other prime factor q of N



(this is easily satisfiable), then aA – 1 (mod N) = lp for some integer which is not a multiple of q. Thus, gcd(aA – 1 (mod N),N) must be a proper prime factor of N, and it must be p if N = pq. It remains to show that the size of A is a polynomial in k, and so computing aA (mod N) takes time in a polynomial in k. By the prime number theorem (see e.g., page 28 of [170]), there are no more than B/logB prime numbers less than B. So we have •
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Clearly, the right-hand side is a polynomial in k. Thus, aA (mod N) can be computed in a number of multiplications modulo N (using Alg 4.3) where the number is a polynomial in k. Notice that the explicit construction of A is unnecessary; aA (mod N) can based be computed by computing ar[log Many cryptographic schemes and protocols, especially those on public-keycryptography, N/log r] (mod N) for all prime r < B. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing It is very easy to construct RSAattention modulus tofit-for-application N = pq such that the smoothness bound of p It – 1 and cryptography: it pays muchan more aspects of cryptography. that of q – 1 are non-polynomially (in |N|) small, and so the modulus would resist this factoring explains why "textbook crypto" isonly good in an ideal world where data are random and bad method. One nicely.It may start by finding large prime p' such that p = 2p' + 1 isfor also prime; andbylarge guys behave reveals the general unfitness of "textbook crypto" theareal world prime q' such that q = 2q' + 1 is also prime. A prime of this format is called a safe prime and demonstratingnumerous attacks on such schemes, protocols and systems under variousrealan RSA modulus with two safe prime factors is called a safe-prime RSA modulus. There world application scenarios. This book chooses to introduce a set of practicalcryptographic is a debate onprotocols the need and of using safe-prime RSA modulus for the cryptosystems. point schemes, systems, many of them standards or RSA de factoones, studiesThe them closely, against the use (see e.g., [273]) is that an RSA modulus should be as random as possible, explains their working principles, discusses their practicalusages, and examines their strongand that a randomly chosen primeproperties, p, the probability that p – 1 has a large prime factor is (i.e.,for fit-for-application) security oftenwith security evidence formally established. overwhelming. However, many cryptographic protocols based on the IF problem do require The book also includes self-containedtheoretical background material that is the foundation for using safe-prime RSA moduli in order to achieve the correctness of the effects served by the modern cryptography. protocols. It is also well-known that partial information of a prime factor of N can produce efficient algorithms to factor N. For instance, for N = pq with p and q primes of roughly equal size, knowledge of up to half the bits of p will suffice to factor N in polynomial time in the size of N, see e.g., [82]. If not using any apriori information about the prime factors of the input composite, then the current best factorization algorithm is the number field sieve (NFS) method which has the time complexity expressed in (4.6.1). Thus, similar to the setting of the security parameter for the DLP in finite fields, 1024 is the widely agreed lower bound setting for the size of an RSA modulus in order to achieve a high confidence in security. Recently, the number field sieve method demonstrated an effectiveness of massive parallelization: in early 2000, a coalition of 9,000 workstations worldwide ran a parallel algorithm and factored a 512-bit RSA modulus (the RSA-512 Challenge) after more than four months of running the parallel algorithm [70]. Research into integer factorization is very active and it is impossible to rule out a decisive advance. Boneh provided a survey on the RSA problem [48]. Discussions on the progress in the area of IF problem with a literature review can be found in Chapter 3 of [198].



8.9 Insecurity of the Textbook RSA Encryption We have labeled the RSA encryption algorithm in Alg 8.1 a textbook version because that version is what the RSA encryption algorithm is in most textbook on cryptography. Now let us look at the security (or insecurity) properties of the textbook RSA encryption algorithm. •
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The RSA cryptosystem is "all-or-nothing" secure against CPA if and only if the RSA assumption holds.



Here, cryptographic Many the meaning ofschemes "all-or-nothing" and protocols, secureespecially is explained those in Property based on8.2(i); public-keycryptography, while CPA means haveattacker the basic orremains so-called passive "textbook as stipulated crypto" versions, in Property as these 8.2(ii). versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing However, confidentiality of this quality is actually not a very useful one for reasons we now cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explain. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by First, let us consider "all-or-nothing" security. Notice that "all" here meansunder to find the whole demonstratingnumerous attacks on such schemes, protocols and systems variousrealblock of plaintext message in the general case: the message has the size of the modulus. world application scenarios. This book chooses to introduce a set of practicalcryptographicThis needn't beprotocols the case and in applications. In real-world applications, plaintext typically contains schemes, systems, many of them standards or dea factoones, studies them closely, some non-secret partial information which is known to an attack. The textbook RSA not explains their working principles, discusses their practicalusages, and examines theirdoes strong hide some partial information about a plaintext. For example, if a plaintext is known as a (i.e., fit-for-application) security properties, oftenwith security evidence formally established. number than 1,000,000 (e.g., a secret bid orbackground a salary figure), then given a ciphertext, The bookless also includes self-containedtheoretical material that is the foundationan for attacker can pinpoint the plaintext in less than 1,000,000 trial-and-error encryptions. modern cryptography. In general, for a plaintext m( 1, how many index values i need to be tried in computing the i-th root of N?



8.9



ForN being a prime power, one method for "computing the i-th root of N" in the preceding problem is binary search. Design a binary search algorithm to root pi (i is known). Prove that this algorithm is efficient. Hint: consider binary searching primes of



8.10



bits.



An RSA encryption function is a permutation in the multiplicative group modulo the RSA modulus. RSA function is therefore also called a one-way trapdoor permutation. Is Rabin (ElGamal) encryption function a one-way trapdoor permutation?



8.11



LetN 2 1024 . Randomly sampling elements in . what is the probability for a sampling result being less than 264 ? Use this result to explain why a 64-bit random password should not be regarded as a random plaintext for the RSA (Rabin, ElGamal) encryption algorithms.



8.12



Under what condition can the encryption function of the ElGamal cryptosystem be viewed as a deterministic algorithm?



•
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What are CPA, CCA and CCA2? Explain these notions.
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We have used "all-or-nothing" as a modifier in the descriptions of the CPA security RSA and Rabin cryptosystems (Theorem 8.1 and Theorem 8.2(I), Why is this necessary? Pub Date:respectively). July 25, 2003
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8.15 Why must any public-key encryption algorithm (even a textbook crypto one) resist Pages: 648 CPA? 8.16



What is the main reason for textbook crypto algorithms being generally vulnerable to active attacks?



Many cryptographic and protocols, especially those based public-keycryptography, 8.17 What is anschemes oracle (encryption, decryption) service? For a on public-key encryption have basicalgorithm, or so-called "textbook crypto" versions, as these versionsare does an attacker need an oracle encryption service?usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: pays much morealgorithms attention are tofit-for-application aspects of cryptography. 8.18 Sinceit textbook crypto generally vulnerable to active attacks, weIthave explains why "textbook crypto" isonly good in an ideal world where data are random and badIs advised that one should be careful not to provide any (oracle) decryption service. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by this actually a correct attitude or a practical strategy? demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application This generally book chooses to introduce a setofof(ciphertext) practicalcryptographic 8.19 Since anscenarios. active attack involves modification message schemes, protocols and systems, many of them standards or de factoones, studies them closely, transmitted over the network, will an active attack still work if a public-key explains their workingalgorithm principles, discusses their practicalusages, and examines strong encryption has a data integrity protection mechanism whichtheir detects (i.e., fit-for-application) security properties, oftenwith security evidence formally established. unauthorized alteration of ciphertext messages? The book also includes self-containedtheoretical background material that is the foundation for modern 8.20 cryptography. What is the virtue of a hybrid cryptosystem?
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9.1 Introduction We have seen from several examples that the basic public-key cryptographic functions introduced in the preceding chapter in general do not hide partial information about plaintext messages very well, especially when a plaintext message is not random. However, these basic • Table of Contents cryptographic primitive functions are not bad at all if they are used in an ideal world in which Modern Cryptography: and Practice plaintext messages Theory are random. In such a situation, each of these basic functions is actually very strong. By Wenbo Mao Hewlett-Packard Company In this chapter we shall study the bit security of the basic public-key cryptographic functions. Publisher: Prentice Hall PTR We shall see that each of the basic and popular public-key cryptographic primitive functions Pub Date: July 25, 2003 introduced in the preceding chapter has a strong bit security in that, provided the plaintext ISBN: 0-13-066943-1 messages are random, to find an individual bit of the plaintext from a ciphertext is just as Pages: 648 difficult as finding the whole plaintext block. The positive results on bit security for the basic and popular public-key cryptographic functions suggest that as long as a plaintext message is random, then the problem of finding any information about the plaintext can be as hard as inverting these basic functions, since the latter is the cryptographic problem of finding the whole block of the plaintext message. Many schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for This observation has been applied by many researchers to constructing strong public-key many textbooks on cryptography. This book takes adifferent approach to introducing encryption schemes out of using the basic and popular public-key cryptographic primitive cryptography: it pays much more attention tofit-for-application aspects of cryptography. It functions. The idea is to randomize the plaintext messages using some randomization schemes explains why "textbook crypto" isonly good in an ideal world where data are random and bad before applying a primitive function. In Part V, we will study a general methodology for security guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by proof which is called random oracle model. Under the random oracle model, public-key demonstratingnumerous attacks on such schemes, protocols and systems under variousrealencryption schemes (in fact, digital signature schemes too) which are based on the popular world application scenarios. This book chooses to introduce a set of practicalcryptographic public-key cryptographic functions introduced in the preceding chapter can be proved secure schemes, protocols and systems, many of them standards or de factoones, studies them closely, under a strong notion of security. An important step for these proofs to go through is an explains their working principles, discusses their practicalusages, and examines their strong assumption that the plaintext (or message) input to these schemes have been randomized. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for We should notice that "an ideal world" is one in which plaintext messages are random. Such a modern cryptography. world is not "the ideal world." In the latter, in addition to random messages, Malice is also a nice guy who never mounts an active attack. Therefore, the basic and popular public-key cryptographic functions are still very weak in an ideal world. We will see such examples in this chapter. This chapter may be skipped by a reader who does not plan to find "know-why" about the fit-forapplication cryptographic schemes which we will study in Part V.



9.1.1 Chapter Outline §9.2 studies the RSA bit security. §9.3 studies the Rabin bit security and a technique for using the Rabin bit to generate strong pseudo-random numbers. §9.4 studies the ElGamal bit security. Finally, §9.5, studies the bit security of the discrete logarithm function.



9.2 The RSA Bit If an RSA ciphertext encrypts a message which contains no apriori guessable information (for example, when a message is a uniformly random number in ), then it is known that the problem of extracting a single bit of the plaintext message from a ciphertext is as hard as • Table of Contents extracting the whole block of the plaintext [128, 76, 75]. Without loss of generality, "one bit of Modern Cryptography: Theory and Practice the plaintext" can be the least significant bit, i.e., the parity bit, of the plaintext message. What ByWenbo Mao Hewlett-Packard Company we are trying to say here is the following statement. Publisher: Prentice Hall PTR Pub Date: July9.1 25, 2003 . Theorem ISBN: 0-13-066943-1 Pages: Let N be an648 RSA modulus. The following two problems are equally hard (or equally easy):



I. given the RSA encryption of a message, retrieve the message; Many cryptographic schemes and those based on public-keycryptography, II. given the RSA encryption of aprotocols, message,especially retrieve the least significant bit of the message. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many on cryptography. takes(II). adifferent approach to introducing If one textbooks can solve (I) then obviouslyThis one book can solve The converse seems not so cryptography: it One paysmay much more attention tofit-for-application aspects of cryptography. It straightforward. think that these two problems can hardly be computationally explains why "textbook crypto" isonly good in an ideal world where dataplaintext are random and bad equivalent: (I) is a computational problem, while for uniformly random message, (II) is guys behaveproblem nicely.Itand reveals the general will unfitness "textbook the real world by a decisional sheer guessing entitleof one to solvecrypto" half thefor instances. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application Nevertheless, if one scenarios. can haveThis possession book chooses an oracle to introduce which can a set answer of practicalcryptographic (II) reliably, then one can schemes, indeed solve protocols (I) by calling and systems, this oracle many logof times, standards and we shall or deshow factoones, such astudies method. them Since closely, log2N 2Nthem explains is the size their of N, working such a principles, method "reduces" discusses (I)their to (II) practicalusages, in polynomial and timeexamines in the size their of the strong input, (i.e.,isfit-for-application) and therefore called a security polynomial properties, time reduction. oftenwith security Consequently, evidence (I)formally can be solved established. in time The book also polynomial in the includes size of self-containedtheoretical the input, on top of the background time for the material oracle to that solve is(II). the foundation We view these for modern two problems cryptography. to have the same time complexity because we do not differentiate complexities which are different up to a polynomial. Now let us describe a polynomial reduction method from (I) to (II). Let us call the oracle solving (II) "RSA parity oracle" and denote it by PON, namely,



In our proof of Theorem 9.1, we denote by x (a, b) an integer x in the open interval (a, b) wherea and/or b may or may not be integer. Since x is an integer, x (a, b) implies that x is in the closed interval [ a , b ]. The crux of the proof is a binary search technique which is enabled by the following observation.



. Lemma 9.1 Let N be an odd integer and x .



(0, N).Then 2x (mod N)is even if and only if x (mod N)



Proof For all multiplication 2x (mod N) takes no modulo operation and therefore the result is 2x and is an even number in (0, N). Conversely, if 2x (mod N) is even then it can be divided by 2 and the division takes no modulo operation. Consequently Since all



.



occupy exactly half the integers in (0, N),Lemma 9.1 also says that 2x
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Proof (of Theorem 9.1) (I). The proof is constructive. We Publisher: Prentice Hall PTR We only need to show (II) construct a binary search algorithm which makes use of a reliable PON and finds m from an RSA Pub Date: July 25, 2003 e (mod N). The algorithm will maintain an interval (a, b), called "current ciphertext c = m ISBN: 0-13-066943-1 interval," (CI for short). In the starting of the algorithm, the initial case for current interval is (a, Pages: 648 b) = (0, N). The binary search algorithm will maintain the following two invariant conditions: each iteration will cause CI to halve its length; targeted plaintext remains in CI. especially those based on public-keycryptography, Manythe cryptographic schemes and protocols, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for For clarity in exposition, we shall only theadifferent first two iterations search procedure. many textbooks on cryptography. Thisconsider book takes approach of to the introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography.e It Iteration 1 We know that the plaintext is in (a, b) = (0, N). We ask PON by feeding it 2 c (mod explains why "textbook crypto" isonly good in an ideal world where data are random and bad N). Noticing 2ec (2m)e (mod N), from PON(2ec) we can deduce from Lemma 9.1 whether guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols systems under variousrealor . We therefore obtainand a new CI which contains the world application scenarios. This book chooses to introduce a set of practicalcryptographic plaintext and with the length halved. So when entering this iteration, (a, b) = (0, N); when out schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains of this iteration, their working we have principles, either discusses their practicalusages, or and .examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Iteration 2 Consider the case out of Iteration 1. Let us feed 2 2ec (22m)e modern cryptography. 2e (modN) to PO N. If PON(2 c) = 0, then the plaintext 22m 4m (mod N) is even. By Lemma 9.1 we have 2m (mod N)



. But remember 2m < 2N; so for 2m (mod N) 
 0 and (ii) the positive sign prefixing Adv. Clearly, (14.2.3) will also hold if all appearances of 0 in it are replaced with 1. From (14.2.3) we can also see that Malice's advantage can never exceed ½ since a probability value cannot be outside the interval [0, 1]. Indeed, given that O has exactly ½ probability to have encrypted either of the two plaintexts, Adv formulated in (14.2.1) as the probability difference for joint events can never exceed ½. The reader might be wondering what (14.2.3) would look like if O tosses a biased coin, say one with ¼ probability to encrypt the plaintext querym 0 and ¾ probability to encrypt m 1. Hint: replace ½ in (14.2.2) with respective biased probability values and see how (14.2.3) will change. We will then realize that is possible for Malice's advantage to exceed ½ provided that O tosses a biased coin. We say that the target cryptosystem is secure against the attack game in Prot 14.1 if e ke(m 0) is indistinguishable from e ke(m 1). According to Definition 4.15 (in §4.7), this means there should exist no PPT distinguisher for any Adv > 0 as a non-negligible quantity. Equivalently, for any Malice successfully to make a distinction, his Adv must be a negligible quantity. Here "negligible" is measured with respect to a security parameter of the target encryption scheme which is usually the size of the key material. We can consider Adv for any polynomially bounded Malice (i.e., any PPT algorithm) as a slow-growing function of Malice's computational resources. Here



"slow-growing" means that even if Malice adds his computational resources in a tremendous manner, Adv will only grow in a marginal manner so that Malice cannot be very happy about his "advantage." This is exactly what we meant when we mentioned in the beginning of this chapter that Malice cannot do something bad too often or fast enough. Since our argument has followed exactly Definition 4.15 for polynomial indistinguishable ensembles, the new security notion we have just established can be named polynomial indistinguishability of encryption. Moreover, because the indistinguishability is between the • Table of Contents two plaintexts chosen by Malice, the precise name for this new notion is security against Modern Cryptography: Theory and Practice polynomially indistinguishable chosen-plaintext attack. It is usually shorten to IND-CPA ByWenbo Mao Hewlett-Packard Company security. Now that inPrentice the IND-CPA Publisher: Hall PTR attack game in Prot 14.1, Malice has freedom to choose plaintext messages, and is only Pub Date: July 25, 2003 required to answer sheer one-bit information about the chosen plaintexts: "Is the encrypted plaintext m 0 or m1?" the difficulty for Malice to break the target cryptosystem ISBN: 0-13-066943-1 is drastically reduced from that to break the cryptosystem in the "all-or-nothing" sense of Pages: 648 security (defined in Property 8.2.(i) in §8.2). Indeed, all textbook public-key encryption algorithms (see §8.14 for the meaning of textbook crypto) we have introduced so far are insecure under IND-CPA. It is easy to see this for the RSA and Rabin cryptosystems since they are deterministic and thereby allow Malice to pinpoint m 0 or m1 by re-encryption. We shall further see in §14.3.5 that the ElGamal cryptosystem specified in Alg 8.3, which provides a Many cryptographic schemes and protocols, especially those based on too. public-keycryptography, probabilistic encryption algorithm, is no longer secure under IND-CPA have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for With difficulty an attack being reduced, the security requirement for cryptosystems should manythe textbooks onofcryptography. This book takes adifferent approach to introducing be strengthened. To reduce difficulty fortofit-for-application Malice to attack cryptosystems, or speaking It cryptography: it pays much the more attention aspects of cryptography. equivalently, strengthen the security notion forideal cryptosystems, and to are do so with formal explains why to "textbook crypto" isonly good in an world where data random and bad rigorousness, is the main topicthe forgeneral this chapter. guys behave nicely.It reveals unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



14.3 Semantic Security — the Debut of Provable Security The IND-CPA security notion which we have just defined is originally introduced by Goldwasser • Table They of Contents and Micali [125]. use semantic security to name this security notion. This notion means Modern Cryptography: Theory Practice that a ciphertext does notand leak any useful information about the plaintext (if we may consider that the length of the plaintext is not a piece of useful information) to any attacker whose ByWenbo Mao Hewlett-Packard Company computational power is polynomially bounded. They observed that, in many applications, messages may contain certain apriori information which can be useful for an attack. For Publisher: Prentice Hall PTR example, a ciphertext may only encrypt a simple instruction such as "BUY" or "SELL," or one of Pub Date: July 25, 2003 the identities of a handful of known candidates who are being voted on. Goldwasser and Micali ISBN: 0-13-066943-1 point out that public-key cryptosystems which are based on direct applications of one-way Pages: 648 trapdoor functions are in general very weak for hiding such messages. We shall see that their critique does apply to each of the public-key cryptosystems which we have introduced in Chapter 8. The need for this rather strong security notion is very real. The failure of a mental poker protocol provides a good illustration theprotocols, weaknessespecially of public-key cryptosystems as direct applications Many cryptographic schemesonand those based on public-keycryptography, of one-way trapdoor functions. Let us first review the mental poker protocol of Shamir, Rivestfor have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects and Adleman [261]. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave reveals the general unfitness of "textbook crypto" for the real world by 14.3.1 Thenicely.It SRA Mental Poker Protocol demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application Thislives book introduce a set of practicalcryptographic Alice lives in New scenarios. York and Bob inchooses London.toThey have never met, but they wish to play schemes, protocols and systems, many of them standards or de factoones, studies them closely, poker across the Atlantic. The same authors of the RSA cryptosystems made this possible: explains their working principles, discusses their practicalusages, and examines their strong Shamir, Rivest and Adleman propose a protocol called "SRA mental poker" [261]. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book alsoisincludes self-containedtheoretical background that isinto themessages foundation Mental poker played like ordinary poker, however the cardsmaterial are encoded sofor that modern cryptography. the card game can be played in communications. In order to play a poker game, Alice and Bob should first deal the cards fairly. Here "fair" means the following four requirements:



i. The deal must distribute all possible hands with equal probability (i.e., uniform distribution) and should not allow the same card to appear in two hands simultaneously. ii. Alice and Bob must know the cards in their own hand, but neither can have any information about the other's hand. iii. Both Alice and Bob must be viewed as potential cheaters who cannot be relied upon to follow the rules of the protocol. iv. Alice and Bob should both be able to verify that a preceding game has been fairly played. The idea behind the SRA mental poker is to make use of a cipher with the commutative property. In such a cipher, a message can be doubly encrypted by Alice and Bob using their respective secret keys and the resultant ciphertext must also be doubly decrypted by both of them. Let



denote the encryption and decryption algorithms performed by principal X. The commutative property of the cipher is that the following equations hold for any message M in its plaintext space:



Equation 14.3.1 •
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ThatPub is,Date: the July plaintext message can be correctly retrieved even though the sequence of the double 25, 2003 decryption can be independent from that of the double encryption. ISBN: 0-13-066943-1



Pages: 648while without loss of generality, let us suppose that Alice and Bob decide to play a For simplicity game of one-card hand using a deck of three cards. Prot 14.2 specifies a method for a fair deal of hands. The generalization to the case of a deck having any number of cards is, however maybe tedious, straightforward.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Protocol 14.2: A Fair Deal Protocol for the SRA Mental Poker explains why "textbook crypto" isonly good in an ideal world where data are random and bad Game guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic PREMISE: schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Alice and Bob havesecurity agreed properties, on a commutative cipher withevidence the properties in established. (i.e., fit-for-application) oftenwith security formally (14.3.1) and theyself-containedtheoretical have picked their own secret encryption keys;that is the foundation for The book also includes background material modern cryptography. They have agree on a deck of three cards M 1, M 2, M 3. GOAL: They achieve a fair deal of a one-card hand for each party satisfying the fairness properties (i)-(iv).



1. Alice encrypts the three cards as C i = EA(M i) for i = 1, 2, 3; she sends to Bob these three ciphertexts in a random order; (* sending the encrypted cards in a random order models shuffling of the deck *) 2. Bob picks at random one ciphertext; denoting it by C, he doubly encrypts C as CC = E B(C); he also picks at random another ciphertext, denoting it by C'; he sendsCC, C' to Alice; (*CC determines Bob's hand; C' determines Alice's hand; the other encrypted card is discarded *) 3. Alice decrypts both CC and C'; the decryption of C' is her hand; the decryption



4.



3. ofCC, denoting it by C", is returned to Bob; 4. Bob decrypts C" and thereby obtains his hand. (* they can now play their mental poker game *)



•
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For the time being let us suppose that the cryptosystem used in Prot 14.2 is sufficiently strong in both single and double encryption operations. By saying that a cryptosystem is "sufficiently Publisher: PTRgiven a plaintext (respectively, a ciphertext) without giving the correct strong," wePrentice mean Hall that, Pub Date: key July 25, 2003 encryption (respectively, decryption key), a polynomially bounded attacker cannot create a valid ciphertext from the given plaintext (respectively, cannot retrieve the plaintext from the ISBN: 0-13-066943-1 given Pages: ciphertext). This is an "all-or-nothing" sense of secrecy given in Property 8.2.(i) which we 648 have agreed for textbook crypto algorithms (in §8.2). Under this notion of security we can now provide a security analysis for Prot 14.2 with respect to the fairness properties (i)-(iv). After a run of Prot 14.2: Many cryptographic schemes and protocols, especially those based on public-keycryptography, have Alice basic and or so-called usually the subjects Bob each"textbook obtains acrypto" hand ofversions, a card inas {Mthese M 3} with equal probability (i.e.,for 1, M 2,versionsare manyuniform textbooks on cryptography. This book takes approach introducing in this set); this is because Alice has adifferent shuffled the deck in to Step 1. Notice that it is cryptography: it pays more tofit-for-application aspectsBob of cryptography. It Alice's interest tomuch shuffle the attention deck in uniformly random to prevent from having an explains why "textbook crypto" in an ideal world data are random and bad advantage in choosing his isonly hand. good So fairness property (i)where is satisfied. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Each of the two parties knows own hand after double decryption, but does not know demonstratingnumerous attacks on her/his such schemes, protocols and systems under variousrealhand of the other party neither of knows the of discarded card. So fairness worldthe application scenarios. This since book chooses tothem introduce a set practicalcryptographic property (ii) isand satisfied. schemes, protocols systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong is obvious that the protocol does not oftenwith rely on any party to be honest. So fairness property (i.e., It fit-for-application) security properties, security evidence formally established. (iii) is satisfied. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Fairness property (iv) depends on whether or not the cryptosystems used in the protocol permits a honest verification after a poker game. Shamir et al. suggest to use a variation of the RSA cryptosystem (see §8.5) where the two parties keep both of their encryption and decryption exponents secret before a poker game finishes, and they disclose these exponents to the other party for checking their honest conduct after a game finishes. LetN be the shared RSA modulus. In this variation, Alice and Bob know the factorization of N. Let (eA, dA) be Alice's encryption and decryption exponents, and (eB, d B) be Bob's encryption and decryption exponents. Knowing the factorization of N permits Alice (respectively, Bob) to computed A from eA (respectively, dB from eB). They do so by solving the congruence



Equation 14.3.2



(whereX means A or B). Then for principal X we have



Since the RSA group is commutative, it is trivial to see the holding of (14.3.1). Before finishing a • Table of Contents game, both parties keep their encryption and decryption exponents secret. Thus, no one can Modern Cryptography: Theory and Practice create a valid ciphertext which has been created by the other party; this prevents a party from By Wenbo which Mao Hewlett-Packard Company testing card has been encrypted under which ciphertext. Also, neither can decrypt a ciphertext which has been created by the other party. Thus, indeed, the cryptosystem is "sufficiently Publisher: Prentice strong" Hallas PTR we have required it to be. Pub Date: July 25, 2003



It is now clear that after a game finishes, both parties can disclose their encryption and ISBN: 0-13-066943-1 decryption exponents to the other party and thereby they can check that the encryption, double Pages: 648 encryption and decryption have all been correctly performed. Thus, fairness property (iv) is satisfied. In our analysis we have used a rather inadequate and unreasonable notion of security: a "sufficiently strong" cryptosystem means an attacker's inability to create a valid ciphertext from Many a given cryptographic plaintext without schemes the correct and protocols, encryption especially key, orthose to decrypt basedaon ciphertext public-keycryptography, without the have basic correct decryption or so-called key. "textbook The inadequacy crypto" and versions, unreasonability as these of versionsare this security usually notion thenow subjects become for many textbooks apparent. Lipton on [178] cryptography. observes that ThisProt book 14.2 takes fails adifferent if it uses approach the variation to introducing of the RSA cryptography:suggested cryptosystem it pays much by the more original attention authors tofit-for-application of the mental poker aspects game. of cryptography. The failure is due It to explains the cryptosystem's why "textbook inability crypto" to hide isonly certain goodapriori in an ideal information world where in plaintext data are messages. random and Here, bad the guys behave apriori information nicely.It is the reveals quadratic the general residuosity. unfitness Review of "textbook §6.5, a number crypto" afor is the a quadratic real world residue by demonstratingnumerous modulo n if gcd(a, N) = 1 attacks and there on exists such schemes, x < N such protocols that and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Notice that because ø(N) is even, the encryption exponent e and the decryption exponent d which satisfy congruence (14.3.2) must both be odd. Consequently, a plaintext M is a quadratic residue modulo N, i.e., M QRN if and only if the corresponding ciphertext C QRN, since



for some x < N. That is, the RSA encryption cannot change the quadratic residuosity of the plaintext message. Further review §6.5, we know that with the factorization of N, deciding C QRN can be easily done: first having C modulo each prime factor of N, then evaluating Legendre symbol of the results using Alg 6.2. Therefore, if some plaintext card(s) is (are) in QRN and others (the other) are (is) not, then a party who knows Lipton's trick will have an unfair advantage in a game: (s)he will know exactly which of the cards will never be encrypted, whether under single encryption or double. We conclude that the SRA mental poker protocol is not secure. To state our conclusion with the formal precision, we say that it is not secure against the IND-CPA model specified in Protocol (Game)14.1.



14.3.3 Probabilistic Encryption of Goldwasser and Micali It is possible to fix Prot 14.2 against Lipton's attack. For example, forcing all cards to be chosen from QRN provides a specific fix. However, Goldwasser and Micali envision a need for a general fix of a much bigger problem: the need for a stronger security notion: semantic security. They describe their notion of semantic security in Property 14.1. • TableSemantic of Contents Security Whatever is efficiently computable about the plaintext given Property 14.1: Modern Cryptography: Theory and Practice the ciphertext, is also efficiently computable without the ciphertext. ByWenbo Mao Hewlett-Packard Company



They proposed a probabilistic encryption scheme which possesses this property. Let us name this scheme the GM cryptosystem. The GM cryptosystem encrypts the entire message bit by bit, Publisher: Prentice Hall PTR where the difficulty of finding an encrypted single bit from a ciphertext c is that of deciding Pub Date: July 25, 2003 ISBN: 0-13-066943-1



whether c QR or c Pages: 648 N



JN(1)\QRN, where



.



The GM cryptosystem is specified in Alg 14.1. We now show that the system specified in Alg 14.1 is indeed a cryptosystem, i.e., Alice's decryption procedure will actually return the same plaintext message that Bob has encrypted. Many cryptographic schemes and protocols, especially those based on public-keycryptography, Observing encryption algorithm it is easy to seeas that the versionsare plaintext bitusually 0 is encrypted to a for have basic the or so-called "textbook crypto" versions, these the subjects ciphertext in QR . many textbooks Non cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guysthe For behave plaintext nicely.It bit 1,reveals the corresponding the general ciphertext unfitness ofis"textbook c = yx 2. Noticing crypto" for the real world by , we demonstratingnumerous have (due to the multiplication attacksproperty on such of schemes, Legendre protocols symbol,and see systems Theoremunder 6.16 in variousreal§6.5.2): world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. and



and therefore



That is, the plaintext 1 is encrypted to a ciphertext in JN(1)\QRN. The decryption algorithm works properly because knowing p, q, Alice can decide whether ci QRN or ci JN(1)\QRN, respectively, and hence can retrieve the plaintext bit by bit correctly.



It is not difficult to see that encryption of an -bit message b takes O B(l(log2N)2) bit operations; this is the time complexity for encryption. The encryption algorithm has a message expansion ratio of log2N: one bit of plaintext is expanded into log2N bits of ciphertext.



•
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Key Setup Publisher: Prentice



Hall PTR



Pub Date: July 25, 2003



To set up a user's key material, user Alice performs the following steps: ISBN: 0-13-066943-1 Pages: 648



1. choose two random prime numbers p and q such that |p| = |q| = k (* e.g., using Alg 4.7 with input 1k *) 2. computeN = pq; Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 3. pick a random y satisfying cryptography: it paysinteger much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad (* thusnicely.It y J(N)\QR guys behave reveals N *)the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousreal4. application publicize (N, y) as herThis public keychooses material, keep (p, q) of aspracticalcryptographic her private key. world scenarios. book to and introduce a set schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Encryption (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for To sendcryptography. a binary string m = b1b2...bl to Alice, Bob performs: modern



for ( i = 1, 2, ..., l) { x



U



;



if (bi == 0) ci else ci }



x 2 (mod N)



yx 2 (mod N)



Bob sends to Alice: EN(m) •



( c1, c 2, ..., c l).



Table of Contents



Decryption



Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



Upon receipt an



-tuple ciphertext (c1, c 2, ..., cl), Alice performs:



Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



for (i = 1,2,...,l) Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for { many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It if (c QRN)b i 0 explains why i"textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by else bi 1; demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic } schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong setmfit-for-application) (b 1,b 2,...,b l ). (i.e., security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Since computing Legendre symbol mod p and mod q with |p| = |q| = k can be done in O B(k 2) bit operations (review the discussion after Alg 6.2 on careful realization of the Jacobi-symbol algorithm), decryption of (c1, c 2,..., c l) requires O B(l(log2N)2) bit operations. This is the time complexity for decryption. The "bit-by-bit" fashion of encryption means that the GM cryptosystem is highly inefficient.



14.3.4 The Security of the GM Cryptosystem The encryption algorithm of the GM cryptosystem can be considered as an error-free randomized algorithm: the random operations in the encryption algorithm can introduce no any error into the ciphertext but achieve the following important function: Distributing the plaintext bit 0 uniformly (that is, correctly) over QRN and the plaintext bit 1



uniformly over JN(1)\QRN. Both distributions are uniform. This is because, for the plaintext bit 0, squaring maps from onto QRN, and for the plaintext bit 1, multiplying-y to an element in QRN is a permutation from QRN onto JN(1)\QRN. Thus, picking x U in the encryption algorithm means picking either a uniform element in QR N if the plaintext bit is 0, or a uniform element in JN(1)\QRN if the plaintext bit is 1. •
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difficulty of the GM cryptosystem is that of deciding the quadratic residuosity problem (QR) problem which is formally specified in Definition 6.2 (in By Wenbo Mao Hewlett-Packard Company §6.5.1). The QR problem is a well-known hard problem in number theory (review the discussion we Publisher: providedPrentice §6.5.1 after Hall PTR Definition 6.2). We have the following assumption on its intractability. Pub Date: July 25, 2003



Assumption 14.1: Quadratic Residuosity Assumption (QR Assumption)Let IG be an 0-13-066943-1 integerISBN: instance generator that on input 1 k, runs in time polynomial in k, and outputs a 2k-bit Pages: 648 modulus N = pq where p and q are each a k-bit uniformly random odd prime. We say that IG satisfies the quadratic residuosity (QR) assumption if for all sufficiently large k and for N IG(1 k), ensembles QR N and JN(1)\QRN are polynomially indistinguishable where the concept of polynomial indistinguishability is given in Definition 4.14 in §4.7. Many cryptographic schemes and protocols, especially those based on public-keycryptography, It is clear that the availability of the public key N places an upper bound for the difficulty of the have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for QR problem since it suffices for an attacker to factor N and then apply the GM decryption many textbooks on cryptography. This book takes adifferent approach to introducing algorithm to solve the QR problem. Therefore, the GM cryptosystem assumes that the attacker is cryptography: it pays much more attention tofit-for-application aspects of cryptography. It polynomially bounded. That is why semantic security for encryption algorithms is also called explains why "textbook crypto" isonly good in an ideal world where data are random and bad polynomial indistinguishability of encryptions. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealIf the QR assumption truly holds, then we can consider that, viewed by a polynomially bounded world application scenarios. This book chooses to introduce a set of practicalcryptographic attacker, the GM encryption algorithm distributes a plaintext bit uniformly over the ciphertext schemes, protocols and systems, many of them standards or de factoones, studies them closely, space JN(1). The uniform distribution of the ciphertext means that an attempt for such an explains their working principles, discusses their practicalusages, and examines their strong attacker to guess the plaintext from the corresponding ciphertext is a completely senseless thing (i.e., fit-for-application) security properties, oftenwith security evidence formally established. to do. This is exactly what Goldwasser and Micali mean by expressing their notion of semantic The book also includes self-containedtheoretical background material that is the foundation for security in the form of Property 14.1. modern cryptography. We can re-express the notion of semantic security as in Definition 14.1. Definition 14.1: Semantic Security, Security for Indistinguishable Chosen-plaintext Attack (IND-CPA Security)A cryptosystem with a security parameter k is said to be semantically secure (IND-CPA secure) if after the attack game in Prot 14.1 being played with any polynomially bounded attacker, the advantage Adv formulated in (14.2.3) is a negligible quantity in k. We have the following result for the security of the GM cryptosystem.



. Theorem 14.1 Let k be the size of the two prime factors of an RSA modulus N. The GM cryptosystem with security parameter k is semantically secure (IND-CPA secure) if and only if the QR assumption holds.



14.3.5 A Semantically Secure Version of the ElGamal Cryptosystem Similar to the case of the RSA cryptosystem, the ElGamal cryptosystem specified in Alg 8.3 does



not hide the quadratic residuosity of the plaintext. This is because in that algorithm we have set the public parameters (g, p) such that g generates the whole group . In such a parameter setting, the quadratic residuosity of a plaintext can be related to that of the corresponding ciphertext. This is shown in Example 14.1.



Example 14.1. •
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Let the oracle O setup (p, g, y) as the public key material for the ElGamal cryptosystem specified By Mao Hewlett-Packard Company inWenbo Alg 8.3. Then due to Euler's criterion (Theorem 6.13 in §6.5.1),g QNRp (i.e., g is a quadratic non-residue modulo p). Publisher: Prentice Hall PTR



Let Pub Malice attacker. He should submit a message m 0 QRp and m1 QNRp Date:be Julyan 25,IND-CPA 2003 (applying Alg 6.2, it is easy for Malice to prepare m 0 and m1 to satisfy these two conditions). Let ISBN: 0-13-066943-1 (



,



) be 648 the Pages:



pair of challenge ciphertext returned from O; we have



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pinpoint pays much attention tofit-for-application of cryptography. Now, Malice can themore plaintext by deciding the quadraticaspects residuosity of y, and It . explains "textbook isonly good in an ideal world where data are random and bad There arewhy a few cases tocrypto" consider. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealLet us first consider y QR QRp. p. This case is very easy. The plaintext is m0 if and only if world application scenarios. This book chooses introduce a set given of practicalcryptographic This is due to the the multiplicative property of to Legendre symbol in Theorem 6.16.(ii) (in schemes, §6.5.2). protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The case yalsoQNR two sub-cases which are also very easy. The first sub-case of QRfor p has self-containedtheoretical p The book includes background material that is the foundation k will cause y QR (because now k is even), and thereby the decision is identical to that in the p modern cryptography. previous paragraph. The reader may complete the second sub-case of QNRp by noticing that nowk is odd. As usual, having seen where the problem is, it is relatively easy to fix it. If we restrict the cryptosystem to working in QRp, then the attack in Example 14.1 will no longer work. Alg 14.2 specifies a fix.



Algorithm 14.2: A Semantically Secure Version of the ElGamal Cryptosystem Public Parameter Setup •
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description:



ByWenbo Mao Hewlett-Packard Company



Publisher: Hall prime PTR 1. find aPrentice random number q with |q| = k; Pub Date: July 25, 2003



2. test of p = 2q + 1, if p is not prime, go to 1; ISBN:primality 0-13-066943-1 Pages: 648



3. pick a random generator 4. let desc(G) be such that



, set g = h2 (mod p); ;



(* the group generated from g, see Definition 5.10 in §5.2.3 Many cryptographic schemes and protocols, especially those based *) on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 5. textbooks let (p, g) be public parameters for takes the ElGamal cryptosystem; many onthe cryptography. This book adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It 6. letwhy G be"textbook the plaintext message explains crypto" isonlyspace. good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by (* the rest part is the same as that of Alg 8.3 *) demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains First of all their we should workingnotice principles, that Alg discusses 14.2 will their terminate practicalusages, because there and examines are plentytheir of prime strong (i.e., fit-for-application) numbers p such that (p – security 1)/2 is also properties, prime (7, oftenwith 11, 23, security 39, 47 are evidence severalformally examples). established. Such a The book prime is called also includes a safe prime. self-containedtheoretical background material that is the foundation for modern cryptography. Next, by Fermat's Little Theorem, ordp(g) = q which is a large prime; therefore, the group has a large order. This is a necessary requirement for the DL assumption to hold (Assumption 8.2). Moreover, by Euler's Criterion (Theorem 6.13 in §6.5.1) we know g QRp and therefore G = QRp (the reader may answer why by noticing Theorem 5.2 in §5.2.3). So for chosen plaintexts m 0, m 1 QRp, the numbers g, y, , are all quadratic residues modulo p. Consequently, the quadratic-residuosity attack demonstrated in Example 14.1 will no longer work since now all cases of quadratic residuosity testing will output the YES answer. The stipulation of the plaintext space being G = QR p can cause no trouble for message encoding (in encryption time) and decoding (in decryption time). For example, for any message m < p, if m



QRp, then we are done; if m



we have



QRp, then –m = p – m G. This is because from



and therefore –m



QRp = G after Euler's Criterion.



For the fixed version of the ElGamal cryptosystem, Malice now faces a different decisional •
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,



) after having submitted m0,m



1



for



encryption, he can compute from ByWenbo Mao Hewlett-Packard Company Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Notice that in the first case, the tuple



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It is a Diffie-Hellman tuple, while in the second case it is not. So Malice should ask himself: explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong or (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



That is, the IND-CPA game actually challenges Malice to answer the DDH Question in G (see Definition 13.1 in §13.3.4.3). If Malice can answer the DDH Question in G correctly, then given the challenge ciphertext pair he can of course pinpoint the plaintext, i.e., the coin tossing of O, correctly. Conversely, because (g, y,



,



/m 0) (mod p) and (g, y,



,



/m 1) (mod p) are random tuples generated by g, so if he



can pinpoint the plaintext correctly then he can answer the DDH Question in correctly. So IND-CPA security for the ElGamal cryptosystem using the public parameters in Alg 14.2 is precisely the difficulty for answering the DDH Question in G (Theorem 14.2). In the general case of abelian groups (which includes G defined in Alg 14.2) we do not know any efficient algorithm to answer the DDH Question. The difficulty has rendered the DDH Question a standard and widely accepted intractability. The reader is referred to Boneh's survey article [47] for further study of this problem. Assumption 14.2: Decisional Diffie-Hellman Assumption in finite fields (DDH Assumption)Let be a group instance generator that on input 1 k, runs in time polynomial in k, and outputs (i) desc(G) (the description of an abelian group G of a finite field) with |#G| = k,



(ii) a group generator g We say that



G.



satisfies the decisional Diffie-Hellman (DDH) assumption if for all sufficiently



large k and for (desc(G), g) (1k), ensembles (g, g a, g b, g ab) and (g, ga, g b, g c) are polynomially indistinguishable where the concept of polynomial indistinguishability is given in Definition 4.14 (in §4.7). We must notice that the DDH assumption is only considered on groups of finite fields, rather • Table of Contents than in general abelian groups, since the DDH problem is easy in groups of points on Modern Cryptography: Theory and Practice supersingular elliptic curves (review §13.3.4.3). ByWenbo Mao Hewlett-Packard Company



We have established the following result for the fixed version of the ElGamal cryptosystem. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 . Theorem 14.2 Pages: 648



The ElGamal cryptosystem using the public parameters in Alg 14.2 is IND-CPA secure if and only if the DDH assumption holds.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, 14.3.6 Semantically Secure Cryptosystems Based on Rabin Bits have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing After the work it ofpays Goldwasser and Micali in cryptosystems with semantic security, several It publiccryptography: much more attention tofit-for-application aspects of cryptography. key encryption schemes with semantic security and form improvements to the GM cryptosystem explains why "textbook crypto" isonly good in an ideal world where data are random and bad have been proposed several authors. include, Blum andcrypto" Micali [46], guys behave nicely.Itby reveals the generalThese unfitness of "textbook for theYao real[303] worldand by an efficient scheme by Blum and Goldwasser [45]. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic The main idea in these the notion of a CSPRB (see the previous schemes, protocols andimprovements systems, manyisof them standards or degenerator factoones, studies them closely, subsection). Such a generator is a program which takes as input a k-bit random seed strong and explains their working principles, discusses their practicalusages, and examines their t-bit number, where t > 1 is fixed. The output produced by a CSPRB produces as output a k (i.e., fit-for-application) security properties, oftenwith security evidence formally established. generator is ofincludes high quality in the following sense: if the k-bitmaterial seed is totally then for the The bookt also self-containedtheoretical background that is unknown, the foundation output k -bit number cannot be distinguished from truly random number of the same length by modern cryptography. any statistical test which runs in polynomial in k time. Now, to encrypt an -bit message m, the sender sends the exclusive-or of m with an -bit output string pr of a CSPRB generator on a k-bit input seed s along with a public-key encryption ofs, that is



Equation 14.3.3



The legitimate recipient (i.e., the owner of the public key pk) can decrypt c1 and obtain the seed s. This will enable the recipient to regenerate the -bit pseudo-random bit string ps from the CSPRB generator, and thereby to retrieve m from c2 by the exclusive-or operation. A CSPRB-generator-based encryption scheme has much improved efficiency over the "bit-by-bit" fashion of encryption. An -bit plaintext message is now expanded to an (l + k)-bit ciphertext message instead of lk-bit as in the case of the "bit-by-bit" fashion of encryption. The improved time and space complexities are similar to those of the textbook encryption schemes such as RSA, Rabin and EIGamal.



14.3.6.1 Semantic Security of a CSPRB-based Encryption Scheme If the seed s is a uniformly random k-bit string and if the block-based deterministic encryption algorithme pk (with security parameter k) forms a permutation over its message space, then the first ciphertext block c1 in (14.3.3) is permuted from a uniformly random number and hence itself is uniformly random. • Table of ContentsThus, it can provide no apriori nor aposteriori information about the plaintext for an attacker exploit. Modern Cryptography: Theoryto and Practice By Wenbo Hewlett-Packard Company The RSAMao encryption algorithm is a



permutation over its message space. The Rabin encryption algorithm can be constructed into a permutation in QRN if N is a Blum integer; this has been shown Publisher: in Theorem Prentice Hall 6.18(iv) PTR (in §6.7). So these encryption algorithms are good candidates for e pk . Pub Date: July 25, 2003



FurtherISBN: because of the strength of the CSPRB generator, the pseudo-random string ps generated 0-13-066943-1 from it using the seed s plays the role of the internal random operation of the encryption Pages: 648 scheme. Consequently, the exclusive-or between m and ps provides a semantically secure encryption of m. In the case of the efficient CSPRB-generator-based encryption scheme by Blum and Goldwasser Many cryptographic schemes those based on public-keycryptography, (theBG cryptosystem, [45]),and c 1 protocols, in (14.3.3)especially is s2i (mod N) where ; and have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects the pseudo-random bit string ps is generated from s using the BBS pseudo-random generatorfor many on cryptography. This book takes adifferent to introducing (9.3.1)textbooks in a block-by-block fashion: each block is the log2 logapproach 2N least significant bits of an cryptography: it pays much more attention tofit-for-application aspects of that cryptography. It j element which is the 2 -th power of s module N (j = 1, 2,..., i – 1). Notice the first element explains why "textbook crypto" isonly good in an ideal world where data are random and bad in the ciphertext pair is essentially a Rabin encryption of s. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacksthe on simultaneous such schemes,log protocols and systems under variousrealSince the problem of extracting 2 log 2N least significant bits of a plaintext world application scenarios. This book chooses to introduce a set of practicalcryptographic from a Rabin ciphertext is equivalent to factoring N (review Remark 9.1 in §9.3.1), the semantic schemes, protocols and systems, many of them standards or de factoones, studiesthe them closely, security of the BG cryptosystem can be quantified to being equivalent to factoring modulus explains their working principles, discusses their practicalusages, and examines their strong N. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



14.4 Inadequacy of Semantic Security The notion of the IND-CPA security (semantic security) introduced in Definition 14.1 (and in Property 14.1) captures the intuition that any polynomially bounded attacker should not be able to obtain any apriori information about a plaintext message given its encryption. However, this • of Contents guarantee ofTable plaintext secrecy is only valid when the attacker is passive when facing a Modern Cryptography: Theory and Practice ciphertext, i.e., all the attacker does about a ciphertext is eavesdrop. ByWenbo Mao Hewlett-Packard Company



In §8.6 and §8.14 we have pointed out that many public-key cryptosystems are particularly vulnerable to a so-called chosen-ciphertext attack (CCA and CCA2, see Definition 8.3 in Publisher: Prentice Hall PTR §8.6). In CCA and CCA2, an attacker (now he is Malice) may get decryption assistance, that is, Pub Date: July 25, 2003 he may be in a certain level of control of a "decryption box" and so may have some ciphertext of ISBN: 0-13-066943-1 his choice to be decrypted for him even though he does not have possession of the decryption Pages: 648treated such an assistance as a "cryptanalysis training course" provided to Malice key. We have in order to ease his attack job. These modes of attacks, in particular CCA2, are realistic in many applications of public-key cryptography. For example, some protocols may require a principal to perform decryption operation on a random challenge to form a challenge-response mechanism. For another example, a receiver of an encrypted e-mail may reveal the plaintext message in subsequent public discussions. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for The particular vulnerability to CCAThis or CCA2 by many public-key cryptosystems many textbooks on cryptography. bookshared takes adifferent approach to introducing is due to the generally nice algebraic properties that underlie these cryptosystems. may explore cryptography: it pays much more attention tofit-for-application aspects of Malice cryptography. It these nice properties and make up a ciphertext via some clever calculations. If Malice is given explains why "textbook crypto" isonly good in an ideal world where data are random and bad decryption assistance, his clever on theof chosen ciphertext onreal the world nice by guys behave nicely.It reveals thecalculations general unfitness "textbook crypto"based for the algebraic properties of the targeton public-key cryptosystem may allow him to obtain messages demonstratingnumerous attacks such schemes, protocols and systems under variousrealwhich should otherwise not be available to him. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, InExample 8.9 we have seen a vulnerability of the EIGamal cryptosystem to CCA2. That attack explains their working principles, discusses their practicalusages, and examines their strong is obviously applicable to the fixed version of the cryptosystem with IND-CPA security, too. The (i.e., fit-for-application) security properties, oftenwith security evidence formally established. same-style CCA2 attacks are obviously applicable to any IND-CPA secure scheme based on a The book also includes self-containedtheoretical background material that is the foundation for moderngenerator cryptography. CSPRB (in §14.3.6); in such attacks, c2 in (14.3.3) is replaced with wherer is an -bit random string and plays the same (blinding) role of the random number r in Example 8.9. Example 14.2 shows the vulnerability of the GM cryptosystem to CCA2.



Example 14.2. Let Malice be in a conditional control of Alice's GM decryption box. The condition is quite "reasonable:" if the decryption result of a ciphertext submitted by Malice looks random, then Alice should return the plaintext to Malice. Let ciphertext C = (c1, c 2,..., c l) encrypt plaintext B = (b1, b 2,..., b l) which is from a confidential communication between Alice and someone else (not with Malice!). However, Malice has eavesdroppedC and he wants to know B. He now sends to Alice the following "cleverly calculated ciphertext:"



Equation 14.4.1



In this attack, Malice is making use of the following nice algebraic property:



•
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This property is a direct result of Euler's criterion (see Theorem 6.13 in §6.5.1). ByWenbo Mao Hewlett-Packard Company Thus, because y



JN(1)\QRN, Publisher: Prentice Hall PTR



we can view y to encrypt the bit 1. Then the "multiplying-y" attack



in (14.4.1) causes flipping of the bit bi for i = 1, 2,..., Pub Date: July 25, 2003 will be



, that is, the decryption result by Alice



ISBN: 0-13-066943-1



Pages: 648



Many cryptographic and protocols, those based. on public-keycryptography, where denotes theschemes complementary of the especially bit bi for i = 1, 2,..., have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for This should look random fortakes Alice.adifferent So Alice returns B' to back to Malice. Alas, manydecryption textbooksresult on cryptography. This book approach introducing Malice finds B! it pays much more attention tofit-for-application aspects of cryptography. It cryptography: explains why "textbook crypto" isonly good in an ideal world where data are random and bad Malice can also make B' uniformly random unfitness (not just "look random") by using thereal "multiplier" guys behave nicely.It reveals the general of "textbook crypto" for the world byY = (y , y ..., y ) instead of (y, y,..., y), where Y is a GM encryption, under Alice's public key, of a 1 2 l demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application a set of practicalcryptographic uniformly randomscenarios. -bit tupleThis Z =book (z1, zchooses {0, 1} . It is easy to check 2,..., z l) toU introduce schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



In this attack, Alice has provided Malice with an "oracle service" for decryption assistance. Notice that the oracle service need not be an explicit one. Example 14.3 shows that without replying Malice's cipher query need not necessarily be a good strategy.



Example 14.3. Suppose that now Alice will no longer return random-looking decryption result back to Malice. For the encrypted message (c1, c 2,..., c l) (e.g., sent from Bob to Alice), Malice can still find the plaintext bit by bit. For instance, in order to find whether c1 encrypts 0 or 1, Malice can send to Alice an encrypted question for her to answer (e.g., a question for a YES/NO answer). Malice can encrypt the first half of the question in the usual way, but encrypts the second half of the question using c1 in place of y in Alg 14.1. Ifc 1 QRN, then Alice will only decrypt the first half of the question correctly. The decryption of the rest of the question will be all zeros. So she will ask Malice why he only sends an uncompleted sentence. Then Malice knows c1 encrypts 0. On the other hand, if Alice can answer the question correctly, then Malice knows that c1 is a non-residue and hence encrypts 1.



Notice that in this way of attack, Malice can even digitally sign all of his messages to Alice to assure her the full and real authorship of these messages. Malice cannot be accused of any wrong doing! From these two ways of active attacks we realize that the GM cryptosystem is hopelessly weak against an active attacker. In fact, the security notion in IND-CPA is hopelessly weak. •
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



14.5 Beyond Semantic Security Lifting security notion from the "all-or-nothing" secure (Property 8.2 in §8.2) to IND-CPA secure (Definition 14.1) forms a first step in our process of strengthening security notions. • Contents In §14.4 we Table haveof seen that a security notion in the IND-CPA sense is not good enough for Modern Cryptography: Theory Practice applications where a user and may be tricked into providing an oracle service in the decryption mode. Indeed, in applications of cryptographic systems, it will be impractical to require an ByWenbo Mao Hewlett-Packard Company innocent user to keep vigilant all the time and not to provide an oracle service in the decryption mode. Therefore, stronger security notions are needed. Publisher: Prentice Hall PTR



Date: July 25, 2003 ThePub next step in our process of strengthening security notions is to consider an attack model ISBN: 0-13-066943-1 calledindistinguishable chosen-ciphertext attack (IND-CCA). In this attack model, we will Pages: further ease648 the difficulty for Malice to break the target cryptosystems: in addition to the encryption assistance provided in the CPA game (in Prot 14.1), we will further allow Malice to obtain a conditional assistance in the decryption mode. A formal treatment of the IND-CCA model is based on a game due to Naor and Yung [210]. The game is named "lunchtime attack" or "indifferent chosen-ciphertext attack."



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 14.5.1 Security Against Chosen-ciphertext Attack cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains whyattack "textbook crypto" isonly good in anof ideal world where data are random and bad A lunchtime describes a real-life scenario Malice who, in the absence of other guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world employees of an organization (e.g., during lunchtime), queries the decryption mechanism by of the demonstratingnumerous on such schemes, and systems under him variousrealorganization, in hope thatattacks the interactions with the protocols decryption box may provide with a kind world application training scenarios. This book to introduce set of practicalcryptographic of "cryptanalysis course" whichchooses may make him morea experienced in a future schemes, protocols and systems, many of them standards or de factoones, them closely, cryptanalysis of the organization's cryptosystem. Due to the short duration studies of lunchtime, Malice explains their working principles, discusses their practicalusages, and examines their strong does not have enough time to prepare his ciphertext queries so that they are related to the (i.e., fit-for-application) security oftenwith security evidence answers of the decryption box in properties, some function. Therefore, all ciphers heformally queries established. during The book also includes self-containedtheoretical background material that is the foundation for lunchtime are ones which he had prepared before lunchtime. modern cryptography. This real-life scenario can also be modeled by a game of attack. The game will be played by the same players in the IND-CPA attack game (Prot 14.1): Malice who may be a disgruntled employee of an organization, and an oracle O who is now the decryption (and encryption) mechanism of the organization. We shall name the game a indistinguishable chosenciphertext attack (IND-CCA). The new game is specified in Prot 14.3.



Protocol 14.3: "Lunchtime Attack" (Non-adaptive Indistinguishable Chosen-ciphertext Attack) PREMISE •
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i. As in Prot 14.1, Malice and oracle O have agreed on a target cryptosystem e for whichO has fixed an encryption key;



Publisher: Prentice Hall PTR



ii. Pub Malice Date: July has 25,prepared 2003 some ciphertext messages, before lunchtime. ISBN: 0-13-066943-1 Pages: 648



1. Malice sends to O a prepared ciphertext message c C; 2. O decrypts c and returns the decryption result back to Malice; (* the ciphertext c is called a chosen ciphertext or anbased indifferent chosenMany cryptographic schemes and protocols, especially those on public-keycryptography, ciphertext; it is considered that to return the decryption result back to Malice have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for is to provide him with a "cryptanalysis training course;" Malice can ask for this many textbooks on cryptography. This book takes adifferent approach to introducing "trainingitcourse" to repeat many times as he wishes; he may want to cryptography: pays much moreas attention tofit-for-application aspects of cryptography. It consider to use a program to speed up the "training sessions" since lunchtime explains why "textbook crypto" isonly good in an ideal world where data are random is and bad short *) guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousreal3. application Upon satisfaction of the "decryption training course," a Malice asks O to play world scenarios. This book chooses to introduce set ofnow practicalcryptographic the CPA game in Prot 14.1; schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (* in this instantiation of the CPA game, the chosen plaintext messages m and (i.e., fit-for-application) security properties, oftenwith security evidence formally0 established. m are called adaptive chosen-plaintext messages; that is, these two The book1 also includes self-containedtheoretical background material that is the foundation for messages can be some functions of the entire history of the "decryption training modern cryptography. course" provided in Steps 1 and 2; therefore, Malice's "find-stage" starts right at the beginning of this protocol and ends upon his receipt of the challenge ciphertextc * C, which encrypts, equally likely, one of his two chosen plaintext messagesm 0, m 1 *) (* we reasonably assume that Malice can compute adaptive chosen-plaintext messages even in the short lunchtime since working on plaintext should be relatively easier than working on ciphertext *) (* by now, "lunchtime" is over; so Malice should answer either 0 or 1 as his educated guess on O's coin tossing in the CPA game; however, even the game is over, Malice remains in "guess-stage" until he answers *)



At first glance, one may argue that the lunchtime attack game does not model a realistic attack scenario. Who will be so nice and so naive to play the role of a decryption box and answer Malice's decryption queries? We should answer this question in three different considerations. In many applications of cryptosystems (in particular, in cryptographic protocols), it is often the case that a user (a participant of a protocol) is required, upon receipt of a challenge message, to perform a decryption operation using her private key and then send the decryption result back. This is the so-called challenge-response mechanism (see Chapter 2



and Chapter 11). We may have to accept a fact of life: many users are just hopelessly naive and cannot be required or educated to maintain a high degree of vigilance in anticipation of any trick launched by bad guys. In fact, it will not be wrong for us to say that stronger cryptosystems and security notions are developed exactly for naive users. Malice can embed decryption queries inside normal and innocent looking communications, Table of Contents and in so doing he may get implicit answers to his queries. Examples 9.2 and 14.3 provide Modern Cryptography: Theory and Practice vivid active attacks which are very innocent looking. It can be very difficult to differentiate ByWenbo Mao Hewlett-Packard Companysecure communications. Not to answer any questions such attacks and legitimate (encrypted questions or answers) does not constitute a good solution to active attacks but a self-denial from Publisher: Prentice Hall PTRthe benefit of the secure communication technology. •
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Malice can even exploit a subliminal channel such as that in the timing attack we have seen ISBN: 0-13-066943-1 in §12.5.4 which answers Malice's questions in terms of difference in time delays. Pages: 648



The correct attitude toward Malice is to face him straight on and provide him the "cryptanalysis training course" on his demand. The training course can be in encryption or in decryption, at a whole data-block level or at a single bit level. Our strategy is to design strong cryptosystems such that the "cryptanalysis training course" even supplied on demand won't help Malice to break a target cryptosystem! Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Following the same reasoning in §14.2 for deriving Malice's advantage forintroducing breaking the target many textbooks on cryptography. This book takes adifferent approach to cryptosystem in the CPA game (Prot 14.1), we can analogously derive Malice's advantageItin the cryptography: it pays much more attention tofit-for-application aspects of cryptography. lunchtime attack game. The formulation of the advantage is very similar to (14.2.3), except explains why "textbook crypto" isonly good in an ideal world where data are random and badthat we should now add the entire history of the chosen ciphertext cryptanalysis training course guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world byto the input of Malice. Let Hist-CCA denote history. Malice's and advantage demonstratingnumerous attacks on suchthis schemes, protocols systemsis: under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Equation 14.5.1 explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



To this end we reach a new security notion which is strengthened from the IND-CPA security notion. Definition 14.2: Security for Indistinguishable Chosen-ciphertext Attack (IND-CCA Security) A cryptosystem with a security parameter k is said to be secure against an indistinguishable chosen-ciphertext attack (IND-CCA secure) if after the attack game in Prot 14.3 being played with any polynomially bounded attacker, the advantage Adv formulated in (14.5.1) is a negligible quantity in k. Since in a lunchtime attack, the decryption assistance (or "cryptanalysis training course") for Malice is provided on top of the IND-CPA game in Prot 14.1, the new attack game must have reduced the difficulty of Malice's cryptanalysis task from that of the IND-CPA game. We should therefore expect that some cryptosystems which are IND-CPA secure will no longer be IND-CCA secure. None of the IND-CPA secure cryptosystems which we have introduced in this chapter has been proven IND-CCA secure. Alas, among them, there is a demonstrably insecure one! This is the efficient CSPRB-generator-based cryptosystem of Blum and Goldwasser, which we have introduced in §14.3.6.



Example 14.4. To attack the BG cryptosystem in lunchtime attack, Malice should make a chosen-ciphertext query (c, m) where c is a chosen quadratic residue modulo N, and . Observing the BG cryptosystem described in §14.3.6, we know that the response to Malice will be the following decryption result •



Table of Contents



Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



Publisher: Prentice Hall PTR Pub Date: July 25, m 2003 Bit-wise XOR-ing to the reply, Malice obtains least significant bits of a square root modulo ISBN: 0-13-066943-1 N of c. Remember that c is a chosen quadratic residue modulo N. Review Remark Pages: 648



9.1 (in §9.3.1), providing Malice with



least significant bits of a square root of c



will entitle him to factor N in probabilistic polynomial-time! Example 14.4 shows that it is indeed the very cryptanalysis training course provided to Malice that empowers him to break the cryptosystem. The consequence is so severe and thorough that Many cryptographic schemes and ciphertext, protocols, especially those based onofpublic-keycryptography, it is not a mere disclosure of one but the total destruction the cryptosystem. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. Thisfor book adifferent approach to introducing We also realize that the precise basis the takes BG cryptosystem to be IND-CPA secure is also the cryptography: it pays much more attention aspects This of cryptography. very exact cause for the cryptosystem to be tofit-for-application insecure against IND-CCA. is analogous It to the explains whyRabin "textbook crypto" isonly in an ideal world where are (see random and bad case for the cryptosystem undergood the "all-or-nothing" sense of data security Theorem 8.2 in guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by §8.11). demonstratingnumerous attacks on such schemes, protocols and systems under variousrealNaor Yung propose a cryptosystem which istoprovably secure IND-CCA [210]. In that worldand application scenarios. This book chooses introduce a set against of practicalcryptographic cryptosystem, a plaintext message is encrypted in a bit-by-bit fashion into two ciphertext schemes, protocols and systems, many of them standards or de factoones, studies them closely, messages under two different public keys. The encryption algorithm a non-interactive explains their working principles, discusses their practicalusages, andincludes examines their strong zero-knowledge (NIZK)security proof procedure which enables the sender of a formally plaintextestablished. message to (i.e., fit-for-application) properties, oftenwith security evidence prove thatalso the includes two ciphertext messages do encrypt the same material plaintextthat bit under respective The book self-containedtheoretical background is the the foundation for public keys (consider the encryption algorithm forms an NP problem with the plaintext and modern cryptography. random input to the algorithm as the witness to the NP problem, see discussion in §4.8.1). This proof will be verified in the decryption time (e.g., by O in the lunchtime attack game). Passing of the verification procedure in the decryption time implies that the plaintext encrypted under the pair of ciphertext messages is already known to the sender (e.g., known to Malice in the lunchtime attack game). So serving Malice in "lunchtime" will not provide him with any new knowledge for easing his cryptanalysis job. Due to a rather high cost of realizing a NIZK proof (verification) for an encryption (decryption) algorithm and the bit-by-bit fashion of encryption and decryption, the cryptosystem of Naor and Yung [210] is not intended for practical use. Lunchtime attack is a quite restrictive attack model in that, the decryption assistance provided to Malice is only available in a short period of time. It is as if the decryption box would be switched off permanently after "lunchtime," or Malice would not strike back anymore, not even at "lunchtime" tomorrow. This is not a reasonable or realistic scenario. In reality, naive users will remain permanently naive, and Malice will definitely strike back, probably even as soon as the afternoon tea-break time! Therefore the security notion in IND-CCA is, again, not strong enough. We need a still stronger security notion.



14.5.2 Security Against Adaptive Chosen-ciphertext Attack A further step in our process of strengthening security notions is to consider an attack model calledindistinguishable adaptive chosen-ciphertext attack (IND-CCA2). Rackoff and



Simon originally propose this stronger attack model [241]. In this attack model, we will further ease the difficulty for Malice to attack cryptosystems from that in lunchtime attack. In the lunchtime attack game (see Prot 14.3), the decryption assistance (or "cryptanalysis training course") is conditional in that the assistance will be stopped upon Malice's submission of the pair of the adaptive chosen-plaintext messages; that is, a lunchtime attack stops upon termination of the IND-CPA game (i.e., Prot 14.1), and from then on the decryption assistance will become permanently unavailable. •
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In the new attack model we remove this unrealistic condition of a short-period availability of By Wenbo Maoassistance Hewlett-Packard Company decryption which is somewhat artificially placed in lunchtime attack. Now the decryption assistance for Malice will be permanently available before and after a lunchtime attack. We can imagine Publisher: Prentice Hall PTRthis attack scenario as a prolonged lunchtime attack. For this reason, we shall name this new attack model small-hours attack. This name describes a real-life scenario Pub Date: July 25, 2003 that Malice, again as a disgruntled employee of an organization, stays up all night to play with ISBN: 0-13-066943-1 the decryption mechanism of the organization. Notice that the small-hours attack is different Pages: 648 from a so-called midnight attack which often appears in the literature as another name for lunchtime attack; perhaps as in lunchtime attack, it is considered that the security guards of an organization should have meals rather punctually around midnight. Since now Malice has plenty of time to go unnoticed, he will of course play the decryption box in a more sophisticatedschemes and more interesting In addition whaton hepublic-keycryptography, can do in lunchtime (in Many cryptographic and protocols,way. especially thoseto based fact midnight), i.e., adaptively using information gathered from the haveatbasic or so-called "textbook choose crypto" plaintext versions,queries as these versionsare usually the subjects for "decryption training course" and subsequently obtain a corresponding ciphertext, now many textbooks on cryptography. This book takes adifferent approach challenge to introducing Malice can alsoitsubmit adaptive chosen-ciphertext messages after he receives the challenge cryptography: pays much more attention tofit-for-application aspects of cryptography. It ciphertext. Therefore, adaptive chosen-ciphertext candata somehow be related the explains why "textbookthe crypto" isonly good in an idealmessages world where are random and to bad challenge ciphertext which the corresponding plaintext is chosen by him. Of course, the by guys behave nicely.Itofreveals general unfitness of "textbook crypto" for the real world decryption box is intelligent enough not to decrypt the exact challenge ciphertext for Malice! This demonstratingnumerous attacks on such schemes, protocols and systems under variousrealis the application only restriction, and isThis of course a reasonable one. Without this restriction, Malice can world scenarios. book chooses to introduce a set of practicalcryptographic simply askprotocols the decryption box to decrypt challenge ciphertext for him, and we will notclosely, have schemes, and systems, many ofthe them standards or de factoones, studies them an interesting game to principles, play! The decryption box is also dummy enough so that ittheir will strong decrypt a explains their working discusses their practicalusages, and examines ciphertext which can be related the the challenge ciphertext in any straightforward way! Any (i.e., fit-for-application) securitytoproperties, oftenwith security evidence formally established. minute change of the challenge ciphertext, such background as multiplying 2, or adding will guarantee a The book also includes self-containedtheoretical material that is1, the foundation for decryption service! modern cryptography. Our description on the new attack model is specified in Prot 14.4. Again, following the same reasoning in §14.2 for deriving Malice's advantage for breaking the target cryptosystem in the IND-CPA game (Prot 14.1), we can analogously derive Malice's advantage to break the target cryptosystem in the small-hours attack game. The formulation of the advantage is again very similar to (14.2.3), except that we should now add to Malice's input the entire history of the two cryptanalysis training courses, one for the pre-challenge CCA, and one for the post-challenge CCA or "extended CCA." Let Hist-CCA2 denote this whole history. Malice's advantage is:



Equation 14.5.2



To this end we reach a new security notion which is further strengthened from the IND-CCA security notion. Definition 14.3: Security for Indistinguishable Adaptive Chosen-ciphertext Attack



(IND-CCA2 Security)A cryptosystem with a security parameter k is said to be secure against an indistinguishable adaptive chosen-ciphertext attack (IND-CCA2 secure) if after the attack game in Prot 14.4 being played with any polynomially bounded attacker, the advantage Adv formulated in (14.5.2) is a negligible quantity in k.
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As in ISBN: Prot 14.1, 0-13-066943-1 Malice and oracle O have agreed on a target cryptosystem e for whichPages: O has fixed an encryption key. 648



1. Malice and O play the lunchtime attack game in Prot 14.3; Many cryptographic (* in this instantiation schemes of and theprotocols, lunchtimeespecially attack game those Malice's based "findstage" on public-keycryptography, is the have basic sameorasso-called that in Prot "textbook 14.3, which crypto" ends versions, upon his as receipt these versionsare of the challenge usually the subjects for * cryptography. many textbooks ciphertextcon C, which encrypts, This book equally takes likely, adifferent one of approach his two chosen to introducing plaintext cryptography: itm pays much more attention tofit-for-application aspects of cryptography. It messages m ; however, in this instantiation, Malice is allowed to 0 1 explains why "textbook crypto" isonly good in an ideal world is where data are extend his "guess-stage;" the extended "guess-stage" as follows *) random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, under variousreal2. Malice further computes ciphertext c' C and protocols submits itand to Osystems for decryption; world application scenarios. This book chooses to introduce a set of practicalcryptographic (* the ciphertext is calledmany an adaptive or postschemes, protocols and c' systems, of them chosen-ciphertext standards or de factoones, studies them closely, challenge chosen ciphertext; in contrast, the chosen ciphertext in the their strong explains their working principles, discusses their practicalusages, and examines lunchtime attack game (Prot 14.3) is also called security prechallenge chosen (i.e., fit-for-application) security properties, oftenwith evidence formally established. ciphertext; stepself-containedtheoretical 2 is considered to serve Malice a "decryption course" The book also includes background material training that is the foundation for extended from that of the lunchtime attack game; Malice can ask for the modern cryptography. "extended training course" to repeat as many times as he wishes *) (* it is stipulated that c' c *, namely, Malice is not allowed to send the challenge ciphertext back for decryption *) 3. Upon satisfaction of the "extended decryption training course," Malice must now answer either 0 or 1 as his educated guess on O's coin tossing.



We summarize the various IND attack games introduced so far in Fig 14.1.



Figure 14.1. Summary of the Indistinguishable Attack Games
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Since in the small-hours attack theschemes, "extended" decryption (or, the "extended demonstratingnumerous attacksgame, on such protocols and assistance systems under variousrealcryptanalysis training course") is book provided afterto the lunchtime attack game in Prot 14.1, the new world application scenarios. This chooses introduce a set of practicalcryptographic attack game must have further reduced the difficulty for Malice break thestudies target them cryptosystem schemes, protocols and systems, many of them standards or deto factoones, closely, from thattheir in a working lunchtime attack. We should therefore expect that some cryptosystems which are explains principles, discusses their practicalusages, and examines their strong IND-CCA secure will no longer beproperties, IND-CCA2 oftenwith secure. Insecurity fact, except for the RSA-OAEP which we (i.e., fit-for-application) security evidence formally established. have specified in Alg 10.6, none of the other cryptosystems so far in this book is for The book also includes self-containedtheoretical backgroundintroduced material that is the foundation provably IND-CCA2 secure. We have demonstrated plenty of examples of cryptosystems which modern cryptography. are CCA2 insecure, i.e., in "all-or-nothing" sense, and hence they are also IND-CCA2 insecure (seeExamples 8.5,8.7,8.9,9.2,14.2,14.3). After having introduced the notion of IND-CCA2 security, Rackoff and Simon proposed IND-CCA2 secure cryptosystems which are also based on NIZK proof. However, they considered the case of an NIZK proof with a specific prover. In their IND-CCA2 secure cryptosystems, not only the receiver has public-private key pair, the sender has such a key pair too. Moreover, the sender's public key is certified by a public-key certification infrastructure (see the techniques in §13.2). The sender will use not only the receiver's public key to encrypt a message as usual, but also his own private key in the construction of a NIZK proof so that the receiver of the ciphertext can verify the proof using the sender's public key. Passing of the NIZK verification implies that it is the specific sender (prover) who has created the plaintext, and hence, returning the plaintext back to the sender will not provide him any information useful for breaking the target cryptosystem. The IND-CCA2 secure cryptosystems of Rackoff and Simon also operate in the bitby-bit fashion.



14.5.3 Non-Malleable Cryptography Non-malleable (NM) cryptography [100] strengthens security notions for public-key cryptography in the computational direction. NM is an important requirement that it should not be easy for Malice to modify a plaintext message in a meaningfully controllable manner via



modifying the corresponding ciphertext. Dolev et al. describe the importance of this requirement very well using a contract bidding example. Suppose that construction companies are invited by a municipal government to a bid for constructing a new elementary school. The government, which actively progresses its electronic operations, advertizes its public key E to be used for encrypting bids, and opens an e-mail [email protected] for receiving the encrypted bits. Company A places its bid of $1,500,000 by sending e (1,500,000) to the [email protected]. However, the e-mail is • Table of Contents intercepted by Malice, the head of CheapSub, a one-man company specializing selling subModern Cryptography: Theory and Practice contracts to some cheap builders. If the encryption algorithm used by the e-government is By Wenbo Maothen Hewlett-Packard Company malleable, Malice may somehow transform e (1,500,000) into e (15,000,000). In so doing, Malice's own bid would have a much better chance of winning. Publisher: Prentice Hall PTR



ThePub simplest example Date: July 25, 2003 of a malleable encryption algorithm is the one-time pad. In Part III we have also seen that all the basic and popular public-key encryption functions are easily ISBN: 0-13-066943-1 malleable. Pages: 648



Unlike in the various cases of attacks on indistinguishability (IND) security where attack problems are decisional ones, a malleability attack is a computational problem. The problem is described in Prot 14.5. In thiscryptographic malleability attack, because the goal of Malice, given challenge ciphertext c*, is not to Many schemes and protocols, especially those abased on public-keycryptography, learn something about the target plaintext a, he need not know a at all. usually However, his attack have basic or so-called "textbook crypto" versions, as these versionsare thefor subjects for to be successful, Malice must output a "meaningful" relation R to relate the decryptions of c* and many textbooks on cryptography. This book takes adifferent approach to introducing c'. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Malice's success is alsoreveals expressed in termsunfitness of an advantage. In [100], the by idea guys behave nicely.It the general of "textbook crypto"the forauthors the realuse world [a] to express this advantage. First, Malice, who is again a PPT of zero-knowledge simulation demonstratingnumerous attacks on such schemes, protocols and systems under variousrealalgorithm, is givenscenarios. c* = e pk (a) and outputs (e pk (b), R) with certain Secondly, a world application This book chooses to introduce a set ofprobability. practicalcryptographic * but will also output simulator, who we denote by ZK-Sim and is a PPT algorithm, is not given c schemes, protocols and systems, many of them standards or de factoones, studies them closely, a ciphertext with certain probability. (ZK-Sim ignores the encryption algorithm and the explains their working principles, discusses their even practicalusages, and examines their strong public key!) Malice's advantage in mounting a malleability attack is the following probability (i.e., fit-for-application) security properties, oftenwith security evidence formally established. difference: The book also includes self-containedtheoretical background material that is the foundation for modern [a] cryptography. In a later chapter we shall study topics of zero-knowledge proof and polynomial-time simulation of such proofs.



Equation 14.5.3



The cryptosystem e pk () with a security parameter k is said to be non-malleable if, for all PPT computable relation R and for all PPT attackers (i.e., Malice and the like), NM-Adv is a negligible function in k. In [100], this security notion is called "semantic security with respect to relations under chosen-plaintext attack." We therefore name it NM-CPA. NM-CPA intuitively captures the following desirable security quality.



Protocol 14.5: Malleability Attack in Chosen-plaintext Mode PREMISE As in Prot 14.1, Malice and oracle O have agreed on a target cryptosystem e for Table of Contents which O has fixed an encryption key pk. Modern Cryptography: Theory and Practice •



By Wenbo and Mao Hewlett-Packard Company Malice O play the following game: Publisher: Prentice Hall PTR Pub Date: July 25, 2003



1. Malice sends to O:v, desc(v), where v is a vector containing a plural number ISBN: 0-13-066943-1 of plaintexts, desc(v) is a description on the distribution of the plaintexts in v; Pages: 648



2. O creates a valid challenge ciphertext c*=Epk(a) where a is created following the distribution of the plaintexts in v;O sends c * to Malice; 3. Upon receipt of c*, Malice must output a "meaningful" PPT-computable relation R and another valid ciphertext c' = e pk (b) such that R(a,b) = 1 holds. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: Property 14.2: it NM-CPA pays much Security more attention Given a ciphertext tofit-for-application from an NM-CPA aspects secure of cryptography. cryptosystem, It explainsadvantage Malice's why "textbook to mount crypto" a malleability isonly goodattack in an ideal on the world cryptosystem where data does arenot random increase andinbad any guysdiscernible PPT behave nicely.It way from reveals that the to "mount generalthe unfitness attack"of (i.e., "textbook to simulate crypto" an for attack) the real without world the by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealciphertext. world application scenarios. This book chooses to introduce a set of practicalcryptographic While providing a ciphertext should not of ease an standards attack problem, providing "cryptanalysis training schemes, protocols and systems, many them or de factoones, studies them closely, courses" should! Analogous to the cases of IND-CCA and IND-CCA2, a malleability attack can explains their working principles, discusses their practicalusages, and examines their strong also be eased in the lunchtime attack mode and in the small-hours attack mode. In a (i.e., fit-for-application) security properties, oftenwith security evidence formally established. malleability attack eased in the lunchtime attackbackground mode, Malice can send plural number of chosen The book also includes self-containedtheoretical material that is the foundation for ciphertexts to O for decryption, but this service will terminate upon Malice requests to receive modern cryptography. the challenge ciphertext c*. In a malleability attack eased in the small-hours attack mode, the decryption service does not terminate after the challenge ciphertext c* has been sent to Malice. Of course, as we have stipulated in the small-hours attack game, Malice is not allowed to send c* back to O for decryption service. Consequently, we have NM-CCA and NM-CCA2 security notions. Due to these problems' computational nature, we shall not include here a rigorously formal treatment for NM-security notions. The inquisitive reader is referred to [100] for details. It is quite reasonable to anticipate that a formalization of NM notions will involve some complexities which need not be involved in the IND-security notions. For example, unlike in the case of a decisional-problem where we do not need to take care of the size of a plaintext message space (there it can even be as small as 2, e.g., as in the GM cryptosystem), a formalization of NM notion must stipulate that the plaintext message space be sufficiently large so that the computation of the relation R will not degenerate into a trivial problem. In [19], the authors provide slightly different formalizations for NM security notions which are based on attack games similar to those we have introduced for various IND attacks. The reader may find that the treatment in [19] is easier to access as a result of their similarity to the games we have introduced for IND security notions. Nevertheless, our description on NM security notions does suffice us to capture the idea of NMsecurity notions with adequate precision. Immediately we can see that most textbook encryption



algorithms which are results of direct applications of one-way trapdoor functions are easily malleable. As we have seen in Chapter 9, all common one-way (trapdoor) functions underlying popular public-key cryptography can be inverted by making use of some partial information oracles (e.g., "parity oracle" or "half-order oracle"); the principle of these inverting methods is exactly malleability attacks mounted on the unknown plaintext messages. For example, for the RSA case of c = me (mod N), Malice knows that the unknown plaintext m can be doubled if he multipliesc with 2 e (mod N). •
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Dolev et al. proposed a public-key encryption scheme which is provable NM-CCA2 secure [100]. Modern Cryptography: Theory and Practice The scheme uses a plural number of public/private key pairs, and encrypts a plaintext message By Mao Hewlett-Packard Company inWenbo bit-by-bit manner. The encryption of each plaintext bit also contains an NIZK proof. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 between Indistinguishability and Non-Malleability 14.5.4 Relations ISBN: 0-13-066943-1 Pages: 648 The non-malleable security notions are undoubtedly very important. However, due to these problems' computational nature, formal treatment for non-malleable security notions turns out being rather complex. Consequently, designing a cryptosystem and establishing that it has nonmalleable security is rather a difficult job.



Fortunately, researchers haveand established a number of those important relations between nonMany cryptographic schemes protocols, especially based on public-keycryptography, malleable security notions and indistinguishable security notions. Moreover, under thefor have basic or so-called "textbook crypto" versions, as these versionsare usually theCCA2, subjects most useful security notion, non-malleability is found equivalent to indistinguishability. Since many textbooks on cryptography. This book takes adifferent approach to introducing formal treatment for IND-CCA2 has been well established, we can achieve provable security cryptography: it pays much more attention tofit-for-application aspects of cryptography. It in the NM-CCA2 mode by proving security under the IND-CCA2 notion. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Formal proof for relationsattacks between notions protocols can be achieved by constructing a demonstratingnumerous onsecurity such schemes, and systems under variousrealpolynomial-time reduction algorithm. In the context of relating attacks on cryptosystems, world application scenarios. This book chooses to introduce a set of practicalcryptographic such a reduction (algorithm) "reduces" (call it "Target to schemes, protocols and systems, many aoftarget them attacking standardsproblem or de factoones, studiesAttack") them closely, another attack (call it "Source Attack"). If a successfully constructed reduction is a PPT explains their working principles, discusses their practicalusages, and examines their strong algorithm, then "Target Attack" be successfully mounted based on the successful mounting (i.e., fit-for-application) securitycan properties, oftenwith security evidence formally established. of "Source Attack," and the cost for mounting "Target Attack" is bounded by a polynomial in for that The book also includes self-containedtheoretical background material that is the foundation for mounting "Source Attack." modern cryptography. Since an attack on a cryptosystem is always based on some appropriate assumptions and requirements (e.g., for an CCA2 attacker to work properly, the attacker should be entitled to pre-challenge and post-challenge cryptanalysis training courses), a reduction algorithm must satisfy an attacker about these necessary assumptions and environmental requirements. Often we will use a special agent, who we name Simon Simulator, to conduct a reduction. Simon will satisfy an attacker of all the assumptions and the entitled requirements by simulating the attacker's working environment. Sometimes, Simon himself will become a successful attacker for "Target Attack" as a result of the fact that he has been taught by the attacker for "Source Attack" after having interacted with the attacker. In such a reduction, Simon will be "orchestrating" two attack games in between an attacker and an encryption/decryption oracle. One the one hand, Simon plays the "Source Attack" game with an attacker by simulating the environment for "Source Attack" (i.e., by masquerading as an encryption/decryption oracle to face the attacker). On the other hand, Simon plays the "Target Attack" game with an encryption/decryption oracle, and now he is an attacker. In such a situation, we can consider that the attacker for "Source Attack" is teaching Simon to mount "Target Attack." Figures 14.2 and 14.3 illustrate such a orchestration conducted by Simon.



Figure 14.2. Reduction from an NM-attack to an IND-attack
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Figure 14.3. Reduction from IND-CCA2 to NM-CCA2
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Now we are ready to state and prove some useful relations.



14.5.4.1 Non-malleability Implying Indistinguishability Let ATK denotes CPA, CCA or CCA2. we can show that if a public-key cryptosystem is NM-ATK secure then it must be IND-ATK secure.



. Theorem 14.3 If a public-key cryptosystem is NM-ATK secure then it is also IND-ATK secure , Proof We can prove the theorem by showing that if a public-key cryptosystem e pk is IND-ATK insecure then it must be NM-ATK insecure. Supposee



pk



is IND-ATK insecure. Then we have a PPT attacker A who can break e pk in the IND-



ATK mode with a non-negligible advantage Adv(A). We let Simon Simulator conduct a reduction by using A to break e pk in the NM-ATK mode. Simon is in orchestration between two attack games. One game is in the IND-ATK mode (i.e., any of the Protocols 14.1,14.3, or 14.4) in which Simon plays the role of O in interaction with A who is in the position of Malice. The other game is the NM-ATK mode (i.e., the ATK version of Prot 14.5) in which Simon plays the role of Malice in interaction with an encryption oracle (and decryption oracle if ATK {CCA, CCA2}) O.Fig 14.2 illustrates the reduction for the most • Table of Contents general case of ATK = CCA2. Some of the interactions can be omitted in the other two cases of Modern Cryptography: Theory and Practice ATK. ByWenbo Mao Hewlett-Packard Company



Notice that in the malleability-ATK game (i.e., the right-hand side interactions in Fig 14.2), the description on the Hall distribution of the chosen plaintexts is uniform; therefore O will have to Publisher: Prentice PTR encrypt a random choice of the chosen plaintexts. Pub Date: July 25, 2003 ISBN: 0-13-066943-1



The "educated guess" from A is b {0, 1}. Simon then has freedom to output c' = e pk(mb + 1) Pages: 648 R(x, y) = 1 if and only if y = x + 1 for all x in the plaintext space. Clearly, with and the relation A being PPT, Simon can output this correct malleability result also in polynomial time. SinceA answers b with advantage Adv(A), we have Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook isonly good anchallenge ideal world where data arehence random and bad Notice that ZK-Sim doescrypto" not have access to in the ciphertext c* and does not have guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by the use of A; so for the simulated output ciphertext to correspond a plaintext satisfying R, demonstratingnumerous attacks on such schemes, protocols and systems under variousrealProb be negligible. Hence, NM-Adv(Simon) is non-negligible as world application scenarios.must This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, desired. explains their working principles, discusses their practicalusages, and examines their strong Recall that we have demonstrated numerousoftenwith attacks insecurity various evidence IND-ATK formally modes on various (i.e., fit-for-application) security properties, established. cryptosystems. By Theorem 14.3, these cryptosystems are also insecure in the respective NMThe book also includes self-containedtheoretical background material that is the foundation for ATK modes. modern cryptography. It is known that there exist cryptosystems which are IND-CPA (respectively, IND-CCA) secure, but are not NM-CPA (respectively, NM-CCA) secure. These cases can be found in [19]. Among the relations among NM and IND security notions which have been investigated in [19], the following relation is the most important one.



14.5.4.2 Indistinguishability Implying Non-malleability Under Adaptive Chosenciphertext Attack For the case of ATK = CCA2, the converse of the statement in Theorem 14.3 is also true.



. Theorem 14.4 A public-key cryptosystem is NM-CCA2 secure if and only if it is IND-CCA2 secure . Proof Since in Theorem 14.3 we have established NM-CCA2 IND-CCA2, we only need to establish the opposite case: IND-CCA2 NM-CCA2. We can show that if a public-key cryptosysteme pk is NM-CCA2 insecure then it must be IND-CCA2 insecure.



Supposee pk is NM-CCA2 insecure. Then we have a PPT attacker A who can break e pk in NM-CCA2 with a non-negligible advantage Adv(A). We let Simon Simulator conduct a reduction by using A to break e pk in the IND-CCA2 mode. Fig 14.3 illustrates the reduction orchestrated by Simon. Notice that the reduction is possible exactly because the ciphertext c' output by the malleability attacker A is different from the challenge ciphertext c*, and therefore the orchestrater of the two games, Simon who plays the role of Malice in the IND-CCA2 game, can send c' to O for decryption a post-challenge chosen • Table of Contents ciphertext. With the decryption result, Simon can verify the relation between the plaintexts (the Modern Cryptography: Theory and Practice relation has been given by A) and thereby determines the challenge bit b. ByWenbo Mao Hewlett-Packard Company



Clearly, since A is PPT, the two games orchestrated by Simon will terminate in polynomial time, Prentice Hall andPublisher: the advantage of PTR Simon is non-negligible since the advantage of A is non-negligible. Pub Date: July 25, 2003



Fig 14.4 summarize the known relations among the security notions we have introduced so far. ISBN: 0-13-066943-1 We have not demonstrated the non-implication cases (those separated by Pages: 648 reader may study [19] for details.



). The interested



Figure 14.4. Relations Among Security for Public-key Many cryptographic schemes and protocols, especially thoseNotions based on public-keycryptography, Cryptosystems have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Theorem 14.4 tells us that in the context of public-key encryption schemes, we only need to consider IND-CCA2 notion which is easier to handle than NM-CCA2 notion is. Also, due to the equivalence relation between IND-CCA2 and NM-CCA2, it is now generally agreed that INDCCA2 is the right definition of security for public key encryption algorithms for general use. In the next chapter we shall introduce two practically efficient public-key cryptosystems which are provable IND-CCA2 secure.



14.6 Chapter Summary In this chapter we have taken a step-wise approach to introducing progressively stronger security notions for public-key cryptosystems. • Tableaof Contentswhich uses a typical textbook encryption algorithm and seeing its We started with protocol Modern Cryptography: Theory and Practice weakness and unsuitability for applications. We then introduced a first-step strengthened security notion: semantic security ByWenbo Mao Hewlett-Packard Company or indistinguishable encryption under passive attack. Weaknesses of semantic security were exposed, followed by further steps of strengthening steps. We finally reached the strongest security notion for public-key cryptosystems: indistinguishable Publisher: Prentice Hall PTR encryption under adaptive chosen-ciphertext attack (IND-CCA2) which we consider as a fit-forPub Date: July 25, 2003 application security notion. Finally, we considered the security notion for public-key encryption 0-13-066943-1 againstISBN: a different attacking scenario: non-malleability, and relate the notions of IND-CCA2 and Pages: 648 non-malleability.



Nowadays, IND-CCA2 is the standard and fit-for-application security notion for public-key cryptosystems. All new public-key encryption schemes for general purpose applications ought to have this security quality. In the next chapter we shall introduce practical public-key cryptosystems whichschemes are formally provably secure under the based IND-CCA2 attacking mode. Many cryptographic and protocols, especially those on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Exercises 14.1 •



Can the textbook RSA encryption hide the sign of Jacobi symbol of the plaintext Table of Contents message?



Modern Cryptography: Theory and Practice



14.2Mao Can the textbook RSA (Rabin) ByWenbo Hewlett-Packard Company



encryption be secure to encrypt, e.g., a salary



figure? How about the textbook ElGamal if, e.g., the salary figure is not in g ? Publisher: Prentice Hall PTR



14.3 chosen-plaintext Pub Date: If, Julyin 25,a2003



attack game (Prot 14.1),O flips a biased coin with 2/3 probability for HEADS appearance, derive Malice's advantage formula which ISBN: 0-13-066943-1 corresponds to (14.2.3).



Pages: 648



14.4



For a public-key encryption algorithm, does Malice need to play the chosenplaintext attack game?



14.5 What is semantic security? Is it a security notion against (i) a passive and Many cryptographic schemes and protocols, especially those on public-keycryptography, polynomially bounded attacker, (ii) a passive andbased polynomially unbounded have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for attacker, and (iii) an active (and polynomially bounded) attacker? many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it payssecurity much more attention aspects cryptography. It 14.6 Semantic means to hidetofit-for-application all partial information aboutofplaintext messages. explains why "textbook isonly good in ideal world where data are random and bad Why is it stillcrypto" not strong enough foran real-world applications? guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks onscheme such schemes, andunder systems under variousreal14.7 If the Rabin encryption (Alg 8.2)protocols is attacked a lunchtime attack world application scenarios. chooses to introduce a set of practicalcryptographic (Prot 14.3), whatThis can book an attacker achieve? schemes, protocols and systems, many of them standards or de factoones, studies them closely, Hint: in a lunchtime attack an attacker can adaptively choose plaintext messages explains their working principles, discusses their practicalusages, and examines their strong and get decryption assistance. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for 14.8cryptography. Cryptanalysis training courses (encryption, decryption assistances) are very modern effective for providing Malice with measures to break all textbook cryptographic algorithms. Why should we generally (and generously) grant Malice such assistances? 14.9 14.10



What is the IND-CCA2 security notion? What kind of attacks does it counter? Discuss the importance of the equivalence relation between the security notions IND-CCA2 and NM-CCA2. Hint: consider the difficulty of using the NM security formulations.



14.11



If, in a small-hours attack game (Prot 14.4), Malice only submits ciphertexts which he constructs using the prescribed encryption scheme, show that the game degenerates to a lunchtime one. Why can't the game further degenerate to an IND-CPA one?



Chapter 15. Provably Secure and Efficient Public-Key Cryptosystems •
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Section 15.2. The Optimal Asymmetric Encryption Padding
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Section 15.3. The Cramer-Shoup Public-key Cryptosystem Publisher: Prentice Hall PTR Pub Date: July 25, 2003 Section 15.4. An



Overview of Provably Secure Hybrid Cryptosystems
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Section 15.5. Literature Notes on Practical and Provably Secure Public-key Cryptosystems Pages: 648 Section 15.6. Chapter Summary Section 15.7. Exercises Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



15.1 Introduction In the preceding chapter we have seen that early solutions to IND-CCA2 (equivalently, NMCCA2) secure public-key cryptosystems have generally rested on applications of non-interactive zero-knowledge (NIZK) proof techniques. Such a proof shows a receiver of a ciphertext that the • of Contents creator of theTable ciphertext already knows the corresponding plaintext because what is proved is Modern Cryptography: Theory and Practice [a] statement: the following NP membership ByWenbo Mao Hewlett-Packard Company [a]



We shall study the relation between NP membership statement and zero-knowledge proof in Chapter 18.



in language L defined by encryption algorithm e under public key pk, c has in its possession an auxiliary input (i.e., a witness of an NP problem) ISBN: 0-13-066943-1 for the membership proof."



Publisher: Prentice Hall cPTR "The ciphertext is Pub Date: July 25, 2003of and the creator Pages: 648



Here "auxiliary input" for the membership proof consists of the corresponding plaintext and perhaps plus a random input to the encryption algorithm e (the random input is necessary if the encryption scheme needs to be semantically secure). If the verification of such a proof outputs "Accept." the receiver, who may be required or tricked to provide a decryption service, can then be sure that even if the creator of the ciphertext c is Malice (the bad guy), to return the Many cryptographic schemes and protocols, especially basedhe onalready public-keycryptography, corresponding plaintext to him is only to return to him those something knows, and hence have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for to do so will not help him in any way should he try to attack the target cryptosystem. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it paysidea, muchit more attention tofit-for-application aspects of cryptography. It While this is a sound is quite an expensive one. The general method for realizing NIZK explains why "textbook crypto" isonly good in an ideal world where data are random and proof is for the prover (here, the creator of a ciphertext) and the verifier (here, a receiver bad of that guys behave nicely.It reveals the general unfitness of This "textbook crypto" forbeyond the real world message) to share a mutually trusted random string. demand is way what an by demonstratingnumerous onIfsuch schemes, protocols and systems variousrealencryption scheme shouldattacks ask for. we consider that eliminating the needunder for two parties to world application scenarios. This book chooses to introduce a set of practicalcryptographic share secret information before secure communication constitutes the most important advantage schemes, protocols and systems, [b], then many of them standards or de factoones, studies them closely, of public-key cryptography provable security for public-key encryption schemes should explains their working principles, discusses their practicalusages, and examines their not be built at the expense of regressing back to sharing mutually trusted informationstrong between (i.e., fit-for-application) communication parties! security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for [b] We modern cryptography. have witnessed ways of secure communication even without need for two parties to share public information, see §13.3.



In fact, what provable security should achieve is an affirmative measure to ensure that Malice should not be able to do something bad too often or fast enough. So provable security can be established as long as we can establish the success probabilities and computational cost for Malice to succeed in an attack. In the context of achieving a provably secure encryption, to ask for a guarantee that Malice must know the corresponding plaintext of a ciphertext is to ask for too much, and NIZK proof is unnecessary and overkill. In fact, none of the previous public-key encryption schemes which are provably IND-CCA2 secure based on applying NIZK proof techniques is sufficiently efficient for practical use. Many practically efficient and provably secure public-key encryption and digital signature schemes have been proposed. These schemes are mainly results of enhancing popular textbook public-key algorithms or digital signature schemes using a message integrity checking mechanism. Here, by textbook public-key algorithms (see §8.14), we mean those which are direct applications of some one-way trapdoor functions such as the RSA, Rabin and ElGamal functions. A message integrity checking mechanism allows us to establish the success probabilities and the computational costs for Malice to mount a successful attack on the enhanced scheme. The cost for using a scheme enhanced this way is at the level of a small constant multiple of that for using the underlying textbook public-key encryption algorithm.



15.1.1 Chapter Outline In this chapter we shall introduce two well-known public-key encryption schemes which are provably secure against IND-CCA2 and are practically efficient. They are the Optimal Asymmetric Encryption Padding (OAEP) [24,270,114] (§15.2) and the Cramer-Shoup public-key cryptosystem [84] (§15.3). We shall then conduct an overview on a family of socalled hybridTable cryptosystems which are a combination of public-key and secret-key encryption • of Contents algorithms, are provably secure against IND-CCA2 and are practically efficient (§15.4). We shall Modern Cryptography: Theory and Practice end this chapter with a literature review of practical and provably secure public-key ByWenbo Mao Hewlett-Packard Company cryptosystems (§15.5). Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



15.2 The Optimal Asymmetric Encryption Padding The Optimal Asymmetric Encryption Padding (OAEP) is invented by Bellare and Rogaway [24]. This is a randomized message padding technique and is an easily invertible transformation from a plaintext message space to the domain of a one-way trapdoor permutation (OWTP). • of Contents The RSA andTable Rabin functions are the two best-known OWTP [c]. The transformation uses two Modern Cryptography: Theory and Practice cryptographic hash functions and takes as the input a plaintext message, a random number and a Wenbo string Mao of zeros as added Company redundancy for message recognizability. Fig 15.1 depicts the By Hewlett-Packard transformation in picture. Detailed instructions for using the RSA-OAEP scheme (i.e., the OWTP is instantiated under Publisher: Prentice Hall the PTR RSA function) have been specified in Alg 10.6. We should notice that for the case of the RSA-OAEP specified in Alg 10.6, due to our added testing step in the encryption Pub Date: July 25, 2003 procedure, the padding result s || t as an integer is always less than the RSA modulus N. ISBN: 0-13-066943-1



[c] Pages: 648 See §14.3.6.1



for why and how a recommended way of using the Rabin encryption algorithm forms OWTP.



Figure 15.1. Optimal Asymmetric Encryption Padding (OAEP) Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



An OAEP based public-key encryption scheme can be viewed as a sequentially combined transformation:



Equation 15.2.1



Let us now provide three explanations on the central idea behind this combined transformation.



Mixing of Different Algebraic Structures As we have discussed in §8.6, usually a mathematical function underlying a textbook public-key algorithm has very well-behaving and public algebraic properties. These algebraic properties are from an underlying algebraic structure in which the OWTP is defined (e.g., axioms of a group or a field provide very nice algebraic properties, see Definition 5.1 and 5.13 in Chapter 5). A large number of attacks on textbook public-key encryption algorithms we have shown so far (including those on some semantically secure schemes, e.g., the GM cryptosystem, Alg 14.1 which is attacked in Examples 14.2 and 14.3) have invariantly shown a general technique for Malice • Table of Contents to attack textbook encryption algorithms: manipulating a ciphertext such that the Modern Cryptography: Theory and Practice corresponding plaintext can be modified in a controlled way thanks to the nicely-behaving ByWenbo Mao Hewlett-Packard Company algebraic properties of the OWTP. RatherPrentice differently, Publisher: Hall PTRthe



OAEP transformation is constructed by networking cryptographic hash functions with a well-known symmetric crypto-algorithmic structure. Indeed, as Pub Date: July 25, 2003 shown in Fig 15.2 (compare with Fig 7.2), the OAEP construction can be viewed as a twoISBN: 0-13-066943-1 round Feistel cipher, with the first round using a hash function G and the second round Pages: 648 using a hash function H in places of an "s-box function" for a Feistel cipher; though here the two "s-box functions" are not keyed, and the two "half blocks" can have different sizes.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, Figure 15.2. OAEP as a Two-round Feistel Cipher have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



These two kinds of structures, i.e., the structures of the OWTPs underlying popular publickey cryptosystems and the Feistel-cipher structure of OAEP, have vastly different algebraic properties. For a rough judgement we can apparently see that a former structure has block-wise algebraic properties in a large-order space while the latter structure has bit-wise (i.e., in an order-2 space) algebraic properties. We should therefore have a good hope that the combined transformation (15.2.1) should cause a tremendous difficulty for Malice to modify a plaintext in a controlled way via manipulating the corresponding ciphertext. Plaintext Randomization As we have studied in Chapter 9, if the plaintext message input to a basic and textbook public-key cryptographic function has a random distribution, then the function provides a strong protection in hiding the plaintext information, even down to the level of an individual bit. A padding scheme like OAEP has a random input value which



adds randomness to the distribution of the padding result, that is, it makes the input to the OWTP to have more random distribution. Thus, to sequentially combine the randomized padding scheme with the OWTP, we hope to be able to make use of the strong bit-security of the public-key cryptographic primitive function which we have seen in Chapter 9. Data Integrity Protection We have witnessed many times that a main drawback shared by textbook crypto algorithms is an extreme vulnerability to active attacks. The invertible function (the RSA decryption and the Feistel network) and the added redundancy 0k1 • Table of Contents provides the decryption end with a mechanism to check data integrity (data integrity from Modern Cryptography: Theory and Practice Malice, see §10.5). So active attacks are prevented. ByWenbo Mao Hewlett-Packard Company



These three observations should make a good sense if the randomized padding output does have a good random distribution over the input message space of the OWTP. Publisher: Prentice Hall PTR Pub Date: July 25, 2003



Formal proof for an OAEP encryption scheme is based on a powerful technique called random ISBN: 0-13-066943-1 oracle model. Such a proof assumes that hash functions used in the construction of OAEP Pages: 648 behave as completely random functions, usually called random oracles (review §10.3.1.2 for the behavior of a random oracle). Under the random oracle assumption, i.e., when the hash functions used in the padding scheme are random oracles, then the padding output, i.e., the input to the OWTP, should indeed have a uniform distribution. Therefore, it's intuitively promising that we could establish a proof to lead to the result similar to what we have obtained in Chapter 9. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Precisely, a random-oracle-model-based (ROM-based) proof approach for an OAEP-OWTP encryption many textbooks on cryptography. This book takes adifferent to introducing scheme aims to construct an efficient transformation (called a reduction) which translates cryptography: it pays much more attention tofit-for-application aspects of cryptography. Itan advantage for"textbook an alleged attackisonly on thegood OAEP-OWTP encryption scheme a similar tobad explains why crypto" in an ideal world where datatoare random(up and polynomially different) advantage for inverting the OWTP used in the scheme. For example, guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world byfor the OWTP being the RSA attacks function, inversion actually solves the RSA problem or breaks the demonstratingnumerous onthe such schemes, protocols and systems under variousrealRSA assumption (Definition 8.4, Assumption 8.3 in §8.7). Since it is widely believed that there world application scenarios. This book chooses to introduce a set of practicalcryptographic exists no efficient algorithm for inverting the OWTP, the efficient reduction transformation is schemes, protocols and systems, many of them standards or de factoones, studies them closely, considered to lead to a contradiction. Therefore, the proof so constructed is called reduction explains their working principles, discusses their practicalusages, and examines their strong to contradiction. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



15.2.1 Random Oracle Model for Security Proof In §10.3.1.2 we have introduced the notion of random oracle. A random oracle is a powerful and imaginary function which is deterministic and efficient and has uniform output values. Bellare and Rogaway make use of these random oracle properties for proving that an OAEP encryption scheme is secure [24]. Their model for security proof is called random oracle model (ROM) [22]. In an ROM-based technique for security proof, not only random oracles are used (i.e., not only are they assumed to exist), but also a special agent, Simon Simulator whom we have met in §14.5.4, shall be able to, somehow, simulate the behavior of everybody's (including Malice's) random oracles. So whenever someone wants to apply a random oracle, say G, to a value, say a, (s)he shall unwittingly make a so-called random oracle query to Simon; one does this by submitting a to, and subsequently receiving a query result G(a) from, Simon. Simon shall always honestly comply with any query order and duly return a good query result back. As long as everybody obeys the rule of making random oracle queries only from Simon, then Simon can easily simulate the random oracle behavior with perfect precision. Let us now explain how Simon could simulate the behavior of a random oracle. For oracle G for example, Simon shall maintain a G-list which contains all the pairs (a, G(a))



such that a has been queried in the entire history of G. The simulation job is rather mundane: for each query a, Simon shall check whether or not a is already in the list; if it is, he shall just returnG(a) as the query result (that's why deterministic); otherwise, he shall invent a new value for G(a) at uniformly random in the range of G, return this new value as the query result (that's whyuniform) and archive the new pair (a, G(a)) in the list. Simon could build his list so that the pairs are sorted by the first element. There is no need to apply a sorting algorithm because each list is initialized to empty at the beginning, and grow as queries arrive. For each query, a search through a sorted list of N elements can be done in log N time (see Alg 4.4), i.e., in PPT in the • Table of Contents size of the elements (and that's why efficient). Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company obtained the statement in Lemma 15.1. To this end, we have constructively Publisher: Prentice Hall PTR



. Lemma Pub Date: July 15.1 25, 2003 ISBN: 0-13-066943-1 Pages:oracle 648 A random can be simulated perfectly in PPT.



For a public-key encryption scheme using random oracles (e.g., OWTP-OAEP), this way to simulate random oracles enables Simon to construct a 1-1 mapping relation between plaintexts and ciphertexts (e.g., in the case of OWTP-OAEP in (15.2.1), mapping from left-hand side to right-hand side). Now if an attacker, say Malice, constructs valid chosen ciphertext c using an Many cryptographic schemes and protocols, especially thoseabased on public-keycryptography, OWTP f, then as long as Malice has used Simon's random oracle services (which forced to have basic or so-called "textbook crypto" versions, as these versionsare usually he theissubjects for use) in the construction of c, Simon shall be able to "decrypt" c even though he does many textbooks on cryptography. This book takes adifferent approach to introducing not have in his possession it of pays the trapdoor information inverting f. This isaspects merely of because Simon has cryptography: much more attentionfor tofit-for-application cryptography. It the plaintext-ciphertext pair in his list simulated random oracles. Indeed, the "plaintext" must have explains why "textbook crypto" isonly good in an ideal world where data are random and bad been in some of his lists as long as the ciphertext is valid. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealTherefore, in addition to having simulated random oracles, Simon can also simulate a decryption world application scenarios. This book chooses to introduce a set of practicalcryptographic oracle [d], i.e., O in Prot 14.3 or Prot 14.4. This is another reason why we have named our schemes, protocols and systems, many of them standards or de factoones, studies them closely, special agent Simon Simulator. The simulated "decryption" capability enables Simon to offer a explains their working principles, discusses their practicalusages, and examines their strong proper "cryptanalysis training course" to Malice in IND-ATK games (ATK stands for any of CPA, (i.e., fit-for-application) security properties, oftenwith security evidence formally established. CCA or CCA2). The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. [d] The reader must not confuse a "decryption oracle" with a "random oracle," they are totally different things. The former can be real, e.g., a naive user tricked by Malice to provide a decryption service, while the latter is an imaginary function.



If the "training course" is provided at the precise quality (i.e., the simulated "training course" is accurate) then Malice, as a successful attacker, must end up with a non-negligible advantage in short enough time (PPT) to break the encryption scheme (i.e., in the IND-ATK case, he ends up relating one of the two chosen plaintexts to the challenge ciphertext). Then Simon who has in his possession the random oracles shall also end up with a successful inversion of the cryptographic function at the point of the challenge ciphertext: the pair (plaintext, challenge-ciphertext) can be found in one of his simulated random oracle lists. We shall see details of this "trick" for the case of OWTP-OAEP in §15.2.3.1. In the next chapter we shall also see this "trick" for the case of ROM-based security proofs for some digital signature schemes. This does constitute a valid argument, however, only in a world with random oracles! Nevertheless, due to the good approximation of the random oracle behavior from cryptographic hash functions, this argument provides a convincing heuristic insight for an OAEP enhanced encryption scheme being secure in the real world. Even though we know that it is only an unproven assumption that a cryptographic hash function emulates a random oracle behavior in a PPT indiscernible manner, this assumption has now been widely accepted and used in practice. After all, each of the reputable OWTPs underlying a popular public-key cryptosystem is an unproven but widely accepted assumption.



Goldreich considers (in "§6.2 Oded's Conclusions" of [65]) that an ROM-based technique for security proof is a useful test-bed; cryptographic schemes which do not perform well on the testbed (i.e., cannot pass the sanity check) should be dumped. It is widely agreed that designing a cryptographic scheme so that it is argued secure in the ROM is a good engineering principle. In the real world, if hash functions (or pseudo-random functions) used in a cryptographic scheme or protocol have no "obvious" flaw, then a security proof for such a scheme or protocol using their idealized version can be considered as valid, in particular if the goal of the proof is up • Table of Contents to the unproven assumption of polynomial time indistinguishability. Such a proof of security is Modern Cryptography: Theory and Practice called a security proof based on the ROM. ByWenbo Mao Hewlett-Packard Company



Let us now describe an ROM-based security proof for an OWTP-OAEP encryption scheme. In the next chapter we will Publisher: Prentice Hallalso PTR see ROM-based security proofs for some digital signature schemes. Pub Date: July 25, 2003 ISBN: 0-13-066943-1



15.2.2 RSA-OAEP Pages: 648 In the case of RSA-OAEP, the OWTP is the RSA encryption function. We notice that in the remaining part of this chapter, all instances of RSA-OAEP apply to Rabin-OAEP where the OWTP is the permutation realization of the Rabin encryption function (see §14.3.6.1 for how to realize the Rabin encryptionschemes function and intoprotocols, a OWTP). especially those based on public-keycryptography, Many cryptographic have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Since RSA-OAEP encryption scheme involves hash function evaluations followed by an many the textbooks on cryptography. This book takestwo adifferent approach to introducing application of the RSA function (see Alg 10.6), and since hash function can be efficiently cryptography: it pays much more attention tofit-for-application aspects of cryptography. It evaluated, the"textbook scheme is very efficient, almost asideal efficient as where the textbook RSA. This scheme explains why crypto" isonly good in an world data are random and badalso has a very high bandwidth for message recovery. If we consider using an RSA modulus of by the guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world standard length of 2048 bits (the reason why 2048 bits is a standard length for the RSA-OAEP demonstratingnumerous attacks on such schemes, protocols and systems under variousreal–k0 and encryption schemescenarios. will be explained in chooses §15.2.5), consider k0 of = k 1 = 160 (so that 2 world application This book toand introduce a set practicalcryptographic –k1 2 are negligibly then the plaintext massage can have length |M|studies = |N| them – k 0 –closely, k1 = schemes, protocolssmall), and systems, many of them standards or deafactoones, 2048 – 320 = 1728, that is, the plaintext message encrypted inside the RSA-OAEP scheme explains their working principles, discusses their practicalusages, and examines their strongcan have a length up to 84%security of the length of theoftenwith modulus. security evidence formally established. (i.e., fit-for-application) properties, The book also includes self-containedtheoretical background material that is the foundation for These practically important features have been widely recognized by the practitioners so that the modern cryptography. scheme has been accepted as the RSA encryption standard under industrial and international standardization organizations (PKCS#1, IEEE P1363). It has also been chosen to use in the wellknown Internet electronic commerce protocol SET [259]. So, RSA-OAEP is a very successful public-key encryption scheme. However, for its provable security, success is a son of failure. If the reader only wants to know how to encrypt in RSA with a fit-for-application security, then the RSA-OAEP scheme specified in Alg 10.6 has provided adequate "know-how" information and the reader can thereby proceed to §15.3. The text between here and §15.3 is "know-why" material: it answers why the RSA-OAEP scheme has a fit-for-application security. We will try to provide the answer in an intuitive manner and discuss some important issues related to the proof of security.



15.2.3 A Twist in the Security Proof for RSA-OAEP The original ROM-based proof for f-OAEP [24] tried to relate an attack on the f-OAEP scheme in the IND-CCA2 mode to the problem of inverting the OWTP f without using the trapdoor information of f. Recently, Shoup has made an ingenious observation and revealed a flaw in that proof [270]. Moreover, he points out that for f being a general case of OWTP, it is unlikely that an ROM-based proof exists for that f-OAEP is secure against IND-CCA2. Fortunately and very



quickly, the danger for us losing a very successful public-key encryption algorithm standard was over! A closer observation is made by Fujisaki et al. [114] and they find a way to rescue OAEP for f being the RSA function. Let us now review this dramatic matter. We shall start with studying the original security argument attempted by Bellare and Rogaway. We then describe Shoup's observation of a flaw in that argument. Finally we shall see the rescue work of Fujisaki et al. (Shoup also works out a special case for the same rescue, and we shall see that as well). •
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Suppose that an attacker A, who is a PPT algorithm, can have a non-negligible advantage to Pub Date: July 25, 2003 break an f-OAEP scheme in the IND-CCA2 mode. Let us construct an algorithm which will enable ISBN: agent, 0-13-066943-1 our special Simon Simulator, to make use of the IND-CCA2 attacker A to invert the OWTP f, alsoPages: with 648 a non-negligible advantage. This algorithm must be efficient (i.e., a PPT one). Thus, Simon efficiently "reduces" his task of inverting f to A's capability of attacking the f-OAEP scheme. The algorithm used by Simon is therefore called a polynomial-time reduction. Since both A and the reduction run by Simon are polynomial time, inversion of f as the combination of A and the reduction conducted by Simon then also runs in polynomial time. It is the belief that inversion of f cannotschemes be done and in PPT that should refute those the existence ofpublic-keycryptography, the alleged IND-CCA2 Many cryptographic protocols, especially based on attacker A on f-OAEP (however, we should be careful about an issue which we shall infor have basic or so-called "textbook crypto" versions, as these versionsare usually thediscuss subjects §15.2.5). A security proof in this style, in addition to the name "reduction to contradiction," is many textbooks on cryptography. This book takes adifferent approach to introducing also called a reductionist proof. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Let us now describe the reduction. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealLet Simon be given (the description of) an OWTP f and a uniformly random point c* in the range world application scenarios. This book chooses to introduce a set of practicalcryptographic off. Simon wants to uncover f –1 (c*) by using A as an IND-CCA2 attacker. We must notice the schemes, protocols and systems, many of them standards or de factoones, studies them closely, importance of the randomness of c*: if c* is not random, then Simon's result cannot be a useful explains their working principles, discusses their practicalusages, and examines their strong algorithm. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Top-level Description of the Reduction Algorithm



Fig 15.3 provides a visual aid for the reduction we will be describing now. The picture shows that Simon has taken over all the communication links of can interact only with Simon.



to and from the external world so that A



Figure 15.3. Reduction from Inversion of a One-way Trapdoor Function f to an Attack on the f-OAEP Scheme
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Simon starts by sending (the description of) the f-OAEP encryption algorithm to



.



Simon shall play with an IND-CA2 attack game (i.e., they run Prot 14.4). In this game, Simon shall impersonate the decryption oracle O as if he has in his possession a valid decryption box. The impersonation is via simulation. We shall see that in ROM, Simon can indeed do so without Simon shall also provide



detecting anything wrong. with simulated services for the random oracles G and H used in



OAEP (see Fig 15.1). So as we have stipulated in §15.2.1, whenever wants to apply G and/orH (e.g., when it wants to prepare a chosen ciphertext in a proper way during the game play), it shall actually make queries to Simon and subsequently gets the respective query results back from Simon.



It is vitally important that the simulations provided by Simon must be accurate so that cannot feel anything wrong in its communications with the outside world. Only under a precise simulation can



be educated properly by Simon and thereby release its attacking capacity



fully. The IND-CCA2 attacking game played between Simon and



•



i. In
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's "find stage," Simon shall receive from
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is as follows.



indifferent chosen-ciphertexts for



decryption (i.e., those in a lunchtime attack). has freedom to construct these ciphertexts in any way it wishes; but if it does want to construct them properly, e.g., via applying the random oracles, then its queries must go to Simon (as illustrated in Fig 15.3,
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Simon has taken over all 's communication channels to and from the external world). The ways for Simon to simulate these random oracles will be described in a moment.
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ISBN: 0-13-066943-1 Pages: 648 ii. Since Simon receives from



chosen ciphertexts for decryption, Simon shall answer them



to by simulating the decryption box (oracle O). Details for Simon to simulate O shall also be given in a moment. iii. shall end its "find stage" by submitting to Simon a pair of chosen plaintexts m 0,m 1. Many cryptographic schemes and protocols, especially those based on public-keycryptography, of them, Simoncrypto" shall flip a fair coin b U {0, 1}, and send to thethe "challenge have Upon basic receipt or so-called "textbook versions, as these versionsare usually subjects for ciphertext" c* as a simulated f-OAEP encryption of m . Here, Simon pretends as if c* b approach to introducing many textbooks on cryptography. This book takes adifferent encryptsmit bpays . cryptography: much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys iv. Now behave nicely.It is in its "guess revealsstage." the general So it may unfitness submit of "textbook further adaptive crypto"chosen-ciphertexts for the real world by for its demonstratingnumerous attacks on such schemes, protocols and systems under variousreal"extended cryptanalysis training course." Simon shall serve as in (ii). In case makes worldrandom application scenarios. This chooses to introduce set of practicalcryptographic oracle queries in itsbook proper construction of the aadaptive chosen-ciphertexts, Simon schemes, and systems, many of them standards or de factoones, studies them closely, shall protocols serve as in (i). explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Eventually, should output its educated guess on the bit b. This is the end of the The book also includes self-containedtheoretical background material that is the foundation for attacking game. modern cryptography. As we have agreed and emphasized many times, should not submit the "challenge ciphertext"c* for decryption. Were c* submitted, it would be impossible for Simon to provide a simulated decryption since this is the very ciphertext that Simon needs



's help to decrypt.



Simulation of Random Oracles. Simon shall simulate the two random oracles G and H used in the OAEP transformation. In the simulation, Simon maintains two lists, called his G-list and his H-list, both are initially set to empty: G-oracle Suppose



makes G-queryg. Simon shall first search his G-list trying to find g.



Ifg is found in the list, Simon shall provide G(g) to



. Otherwise, g is fresh; then Simon



picks at uniformly random a string G(g) of length k0, provides G(g) to pair (g, G(g)) to G-list.



and adds the new



If the query occurs in 's "guess stage," then Simon shall try to invert f at the point c*. What he should do is: for each (g, G(g)) G-list and each (h, H(h)) H-list, Simon builds w = h || (g H(h)) and checks whether c* = f(w). If this holds for some so-constructed string, then f –1 (c*) has been found. H-oracle Suppose



makes H-queryh. Simon shall first search his H-list trying to find h.



Ifh is found in the list, Simon shall provide H(h) to



. Otherwise, h is fresh; then Simon



picks at uniformly random a string H(h) of length k – k0, provides H(h) to new pair (h, H(h)) to H-list.



and adds the



If the query occurs in 's "guess stage," then Simon shall try to invert f at the point c* as in the case of G-oracle. Simulation of the Descryption Oracle. Simon shall simulate the decryption box (oracle O). • Table of Contents His simulation steps are: upon receipt of ciphertext c from Modern Cryptography: Theory and Practice each query-answer (g, G(g)) G-list



and (h, H(h))



for decryption, Simon looks at H-list; for each pair taken from both lists,
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and checks Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by and demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The includes self-containedtheoretical background that is the if thebook bothalso checking steps yield "YES," Simon shall return thematerial most significant n =foundation k – k0 – k1for bits modern cryptography. ofv to . Otherwise, Simon shall return REJECT to . Because



is polynomially bounded, the number of random oracle queries and that of



decryption requests made by are also polynomially bounded. Hence, Simon can run the simulated game in polynomial time.



15.2.3.2 Accuracy of the Simulation As we have mentioned, for important (is everything)!



to work properly, the accuracy of the simulations is vitally



First of all, as we have established in Lemma 15.1, the two random oracles have been perfectly simulated. Now let us examine the accuracy of Simon's simulation of the descryption box. Let Simon be given a chosen ciphertext c (either a pre-challenge one or a post-challenge one, i.e., either an indifferently chosen one or an adaptively chosen one). Simon's simulation for the decryption box is in fact very accurate. Let



Equation 15.2.2



Equation 15.2.3 •
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be the values which are defined by c should c be a valid ciphertext. Below, whenever we say "the Many cryptographic schemes and protocols, basedoracle on public-keycryptography, correct value," we mean the value processedespecially by a real those decryption O should c be sent to O. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent to oracle introducing If the correct s defined by c in (15.2.2) has not been queried approach for random H, then the –k0 for r cryptography: it pays much aspects ofatcryptography. correct H(s) is missing. So inmore each attention G-query, tofit-for-application we can only have probability the level of 2 It explainsinwhy "textbook crypto" isonly good an idealcorrect world where are random bad defined (15.2.3) being correct. So like theinmissing value sdata being queried forand H, the guys behave general of G"textbook crypto" for theat real correct value nicely.It r is also reveals missing the from being unfitness queried for (except for probability theworld level by of demonstratingnumerous attacks on such schemes, protocols and systems under variousreal–k0 –k1 2 ). Consequently, as in (15.2.4), value s G(r) can have probability 2 to have k1 trailing world application scenarios. This book chooses tokintroduce a set of practicalcryptographic zeros since this requires s and G(r) to have their 1 least significant bits identical bit by bit, but schemes, andand systems, many of them standards or de factoones, them closely, the formerprotocols is missing, the latter is uniformly random. Notice that in thisstudies analysis we have explains their working principles, discusses their practicalusages, and examines their strong already also considered the case for the correct r having not been queried for G: rejection is (i.e., fit-for-application) security properties, security evidence formally established. correct except for an error probability of 2–k1oftenwith . The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. In summary, we can conclude the following result regarding the simulated decryption of a chosen ciphertext c: If both s and r have been queried for the respective random oracles, then the simulated decryption can correctly construct f–1 (c) and thereby further decrypt c in the usual way. Ifeither s and/or r has not been queried for the respective random oracles, then it is correct for the simulated decryption to return REJECT except for an error probability at the level of 2–k0 + 2–k1. Notice that in the case of either s and/or r having not been queried for the respective random oracles, the error probability bound holds in a statistical sense: namely, the probability bound holds as long as



has not made the necessary random oracle query regardless of how powerful



may be. At this point we can confirm that our argument so far has already shown that f-OAEP is provably secure against IND-CCA (i.e., lunchtime attack or indifferent chosen-ciphertext attack). This is because in an IND-CCA attack game the decryption box only works in the "find stage," and we have established that in that stage, the simulated decryption works accurately except for a minute error probability. We should explicitly emphasize that our argument is solely based on the one-way-ness of f.



15.2.3.3 Incompleteness Shoup observes that the original OAEP security argument (for IND-CCA2 security) contains a flaw [270]. Before we go ahead to explain it, let us make it very clear that the OAEP construction isnot flawed. It is the formal proof described in §15.2.3.2 that has not gone through completely for IND-CCA2 security. A short way to state the incompleteness can be as follows: •
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by Simon is statistically precise as long as s* defined by the challenge ciphertext c* in (15.2.5) is not queried for random oracle H, but the ByWenbo Mao Hewlett-Packard Company statistical precision falls apart as soon as s* is queried. However, the possibility of s* being queried was not considered in the security argument in §15.2.3.2. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 In order to explain the incompleteness, let us consider various values defined by the challenge ISBN: 0-13-066943-1 ciphertext c*. Let Pages: 648



Equation 15.2.5



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Equation 15.2.6 explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Equation 15.2.7 security properties, oftenwith security evidence formally established. (i.e., fit-for-application) The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



The three values (s*,r*,m b) are defined by the challenge ciphertext c* where b is the coin tossing result performed by Simon. Let us now imagine that s* is queried for random oracle H. Of course, in statistics this must be remotely unlikely in 's "find stage" since at that point in time it has not yet been given the challenge ciphertext c*. This is why we have concluded at the end of §15.2.3.2 that the argument there does provide a valid proof for f-OAEP being secure in the IND-CCA mode. However, it may be possible for challenge ciphertext c*. What is the probability for



to query s* in its "guess stage" when it has been given the



to query s* in its "guess stage?" Well, we do not know for sure. All



we definitely know is that: given



being allegedly powerful, there is no way for us to deny a



possibility for it to query s* in its "guess stage." Otherwise, why should we have assumed being able to guess the bit b in first place? (Nevertheless, the conditional probability bound for s* having been queried, given that answers correctly, can be estimated; the result is nonnegligible. We shall provide an estimate in §15.2.3.4.)



As long as



can query s*, it can find discrepancy in the simulated attack game. Here is an



easy way for us to imagine the discrepancy. For r* fixed by (15.2.6),



may further query r*.



The uniformly random G(r*) returned back will mean little chance for G(r*)



s* to meet either



chosen plaintexts. So at this moment shall shout: "Stop fooling around!" should shout so because it has spotted that the "challenge ciphertext" c* has nothing to do with any of its chosen plaintexts. •
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Modern Of course, Cryptography: this "easy" Theory wayand of Practice finding discrepancy would "cost"



too much: it would have



already disclosed both s* Company and t* = r* H(s*) to Simon and hence would have already helped By Wenbo Mao Hewlett-Packard Simon to invert f at the point c* = f(s* || t*)! Publisher: Prentice Hall PTR



Shoup has aJuly better exploitation of this problem. He observes that for some f as an OWTP, 's Pub Date: 25, 2003 ability ISBN: to query s* given c* suffices it to construct a valid ciphertext without querying r* for 0-13-066943-1 random oracle G (in fact, without ever querying G at all in the entire history of the attack game). Pages: 648 Moreover, because the valid ciphertext so constructed is a malleability result of another valid ciphertext, this f-OAEP scheme is NM-CCA2 insecure, and by Theorem 14.4 (in §14.5.4.2), it is also IND-CCA2 insecure. However, the reduction technique described in §15.2.3.1 shall not help Simon to invert f since Simon's G-list can even be empty (i.e., has never queried anything for random oracle G)! Many cryptographic schemes and protocols, especially those based on public-keycryptography, have or so-called crypto" versions, as these versionsare the subjects Shoupbasic constructs a k-bit"textbook OWTP f for a counterexample. He supposes thisusually permutation is "xor-for many textbooks on cryptography. This book takes adifferent approach to introducing malleable:" given f(w 1),w 2, one can construct f(w1 w 2) with a significant advantage. Notice cryptography: it pays much more attention tofit-for-application aspects of cryptography. It that this is not an unreasonable assumption. In the security proof for an f-OAEP scheme explains why "textbook crypto" isonly good in an ideal world where data are random and bad described in §15.2.3.1 we have only required f to be one-way and have never required it to be guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by non-malleable. After all, as we have seen in the previous chapter, OWTPs underlying popular demonstratingnumerous attacks on such schemes, protocols and systems under variousrealtextbook public-key encryption algorithms are generally malleable, and the general malleability world application scenarios. This book chooses to introduce a set of practicalcryptographic is the very reason for us to enhance a textbook public-key scheme with the OAEP technique. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong To make the exposition clearer, let this f not hide the k – k0 most significant bits at all. Then this (i.e., fit-for-application) security properties, oftenwith security evidence formally established. f can be written as: The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



wheref 0 is a "xor-malleable" (k – k0)-bit OWTP, i.e., given f 0(t1),t 2, one can construct f0(t1) t2) with a significant advantage. This f is still an OWTP with one-way-ness quantified by the security parameter k0. Now consider f-OAEP encryption scheme instantiated under this f. Remember that for c* being the challenge ciphertext, values s*,t*,r* and (m b || 0k1) correspond to c* under this f-OAEP scheme. Since



is a black box, we have freedom to describe how he should construct a valid ciphertext



out of modifying another valid ciphertext. Upon receipt of the challenge ciphertext c*, decomposesc* as c* = s* || f 0(t*). It then chooses an arbitrary, non-zero message D 1}k–k0–k1, and computes:



{0,



Clearly, in order to construct the new ciphertext c from the challenge ciphertext c*, needs to query s* and s for H. Let us now confirm that c is a valid f-OAEP encryption of m b encryption of m b. From t = t*



H (s*)



only



D as long as c* is a valid f-OAEP



H(s), we have
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Clearly, ISBN: (15.2.8) 0-13-066943-1 holds even though because it may not know t*). Pages: 648 Had this game been played between properly by computing



has not queried r = r* for G (he may not even know r*



and the real decryption oracle O, then O would retrieve r



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic But noticing (15.2.8), O would have actually retrieved r*. So would furtherstudies apply them hash function schemes, protocols and systems, many of them standards orOde factoones, closely, G, and would compute explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Upon seeing the trailing k1 zeros, O would return m b the returned plaintext m b CCA2 mode.



D,



D, as the correct decryption of c. From



can easily extract m b and hence break this f-OAEP in the IND-



However, for this game being played in the reduction between G-list is empty, Simon shall promptly return REJECT. Now,



and Simon, because Simon's will definitely shout very loudly:



"STOP FOOLING AROUND!"



15.2.3.4 Probability for



to have Queried s* in its "Guess Stage"



We have left out a small detail regarding the incompleteness of the original proof of BellareRogaway: the conditional probability for to have queried s* in its "guess stage" given that it can answer the challenge bit correctly. Because this part has involved probability estimation, it may be skipped without causing any trouble in understanding how the security proof for RSAOAEP works. (In fact, the probability estimation is quite elementary; we will state all rule applications by referring to their origins in Chapter 3).



To start with, we suppose that somehow has advantage Adv to guess the challenge bit b correctly after he has had enough adaptive chosen-ciphertext training. During the training, Simon may mistakenly reject a valid ciphertext in a decryption query. This is a bad event because it shows a low quality of the training course. So let this event be denotedDBad. In §15.2.3.2 our examination on Simon's simulated decryption procedure has concluded that the simulated decryption is accurate or a high-quality one: the probability for • of Contents inaccuracy isTable at the level 2–k0 + 2–k1. So we have Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



Equation 15.2.9
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Let further AskG (respectively, AskH) denote the event that r* (respectively, the event s*) has ended up in G-list (respectively, in H-list). These two events are also undesirable because they disclose to information for it to discover that the challenge ciphertext c* actually has nothing to do with its "chosen plaintexts" letthose us also call on them bad events. Define the 0,m 1. Therefore, Many cryptographic schemes and m protocols, especially based public-keycryptography, event Bad as have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book to introduce a set of Now, let wins denote the event that chooses makes a correct guess ofpracticalcryptographic the challenge bit b. It is schemes, protocols and systems, many of them standards or de factoones, studies them closely, clear that in absence of the event Bad, due to the uniform randomness of the values which the explains their working principles, discusses their practicalusages, and examines their strong random oracles can have, the challenge bit b is independent from the challenge ciphertext c*. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Thus we have The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Equation 15.2.10



Applying conditional probability (Definition 3.3 in §3.4.1) we can re-express (15.2.10) into



or



Equation 15.2.11



We should notice that in the event



(i.e., in absence of Bad), the simulated random oracles



• Table ofdecryption Contents and the simulated box work perfectly and are identical to these true functions. So Modern Cryptography: Theory and Practice 's attacking advantage should be fully released, and we have ByWenbo Mao Hewlett-Packard Company
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On the other hand (see the law of total probability, Theorem 3.1 in §3.4.3), Many cryptographic schemes and protocols, especially those based on public-keycryptography, Equation have basic or15.2.13 so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. book chooses to introduce a set of practicalcryptographic If we conjunct (15.2.12) andThis (15.2.13), we have schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



or



Equation 15.2.14



Noticing (15.2.11), the inequality (15.2.14) becomes



that is



Equation 15.2.15



SinceBad = AskG •



AskH



DBad, we have
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Equation 15.2.17



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Equation 15.2.18 many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and to systems, many of them standards or de is factoones, studies 3.3, themand closely, where (15.2.16) is due Probability Addition Rule 1, (15.2.17) due to Example explains their working principles, discusses their practicalusages, andthe examines their strong finally (15.2.18) follows the definition for conditional probability and fact that a probability (i.e., fit-for-application) properties, oftenwith security evidence formally established. value is always less thansecurity 1. The book also includes self-containedtheoretical background material that is the foundation for modern we cryptography. Finally, notice that the uniform randomness of the H oracle, the conditional event (i.e., given that s* has not been queried, r* has been queried) can only occur with probability 2–k0. We have also known from (15.2.9) that probability for DBad is also at the level of 2–k0 + 2–k1. The inequalities (15.2.15—15.2.18) conclude



Therefore, if Adv is non-negligible in k, so is Prob [AskH]. To this end, we can clearly see that if an attacker is capable of breaking, in IND-CCA2 mode, the RSA-OAEP implemented by random oracles, then the attacker is capable of partially inverting the RSA function: finding s* with a similar advantage. partial inversion of the RSA function can actually lead to full inversion. Let us now see how this is possible.



15.2.4 Rescue Work for RSA-OAEP The mathematics in §15.2.3.4 actually plays an important role in the rescue work for RSA-OAEP. However, the initial rescue attempt did not rely on it.



15.2.4.1 Shoup's Initial Attempt Fortunately, the malleability property of the RSA function is not so similar to that of a Feistel cipher which bases the OAEP transformation (review Fig 15.2 and our discussion there on the difference in algebraic properties between these two structures). Ironically, the significant difference in algebraic properties (or in malleability properties) between these two structures • Table Contents enabled Shoup to of prove that the RSA-OAEP is IND-CCA2 secure provided the RSA encryption Modern Cryptography: Theory and Practice exponent is extremely small: for N being the RSA modulus, his proof requires ByWenbo Mao Hewlett-Packard Company



Equation 15.2.19
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Let us see why. Recall that our analysis has concluded that if s*, which is defined by the challenge ciphertext c* in (15.2.5), is not queried for and oracle H, then especially the reduction is based statistically correct. The only case Many cryptographic schemes protocols, those on public-keycryptography, for the reduction being incorrect is when s* is queried for H. For this case, we have have basic or so-called "textbook crypto" versions, as these versionsare usually the not subjects for considered how Simon should act. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Shoup observes that with s* being a (k – k0in )-bit in Simon's Simon can solve the explains why "textbook crypto" isonly good an string ideal world whereH-list, data are random and bad following equation for the RSA problem: guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Equation 15.2.20 schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. whereI(x) is the integer value for the string x. This equation is solvable in time polynomial in the size of N using Coppersmith's algorithm [82] provided X < N1/e. With X being a quantity at the level of 2k0 and with the restriction in (15.2.19), the condition X < N 1/e is met. Thus, upon being given a ciphertext c for decryption service, Simon should, upon failure to decrypt c using the method specified in §15.2.3.1, try to solve (15.2.20) for X using each element in his H-list. If all of these attempts fail, Simon should reject c. Otherwise, the solution isX = I(t*); knowing s* and t*, Simon should decrypt c in the usual way. Therefore, for this case of the RSA-OAEP, i.e., for the encryption exponent e satisfying (15.2.20), queryings* for H has already helped Simon to invert c*. The question is: what is the magnitude ofe satisfying (15.2.20)? For the standard security parameter settings for the RSA-OAEP, we haveN > 2 1024 , and k0 = 160 (in order for 2–k0 being negligible), and so . So for the standard security parameter settings, e = 3 or e = 5 are the only possible cases for encryption exponents (e must be co-prime to ø(N) which is even). Although using such small exponents we can reach provable security for the RSA-OAEP, it is widely recognized after Coppersmith's work, that one should not use such small exponents for RSA encryption. Because the standard security parameter setting for k0 is already close to the lower bound and that for the size of N cannot be increased dramatically, there is little hope to use this reduction method for any larger e.



15.2.4.2 Full Rescue by Fujisaki et al. Fortunately again, soon after Shoup's analysis, Fujisaki et al. [114] made a further observation and found a way to invert the RSA function for the general case of the encryption exponent. For the case of the RSA-OAEP, disclosing to Simon s* as a significantly large chunk of the pre• Table of Contents image of c* has actually already disclosed too much. Because s* has k – k0 bits and because k > Modern Cryptography: Theory and Practice 2k0, more than half the bits (the most significant bits) of the pre-image of c* are disclosed. By Wenbo Mao aHewlett-Packard Company Given such large chunk of the pre-image, Fujisaki et al. applied a brilliant lattice technique which can solve for T = I(t*) from the equation Publisher: Prentice Hall PTR Pub Date: July 25, 2003
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for arbitrarily large e. Recall that given a one-bit RSA oracle ("RSA parity oracle," review §9.2), Many cryptographic schemes and protocols, especially those based on public-keycryptography, we have studied an algorithm (Alg 9.1) which applies the one-bit oracle log 2N times to invert the have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for RSA Exactly the same principle applies here: is in fact an "RSA half-or-greater-block manyfunction. textbooks on cryptography. This book takes adifferent approach to introducing oracle" since s* has more than half the bits of the pre-image of c*. Using the algorithm ofIt cryptography: it pays much more attention tofit-for-application aspects of cryptography. explainset why good in an ideal world where are random and badof Fujisaki al, "textbook Simon cancrypto" apply isonly twice to obtain two related blocksdata (half-or-greater-block) guys behave nicely.It reveals the general unfitness "textbook crypto" for the real world by partial pre-image information. These two blocks canofbe used in the formula (15.2.21) for solving demonstratingnumerous attacks on such schemes, protocols and systems under variousrealtwo unknown integers which This are smaller than to introduce . One of these smaller integers is T(t*), and world application scenarios. book chooses a set of practicalcryptographic hence, Simon has inverted the RSA function. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Since Simon has to applysecurity twice, he shouldoftenwith play withsecurity twice the reduction-via-attack game: (i.e., fit-for-application) properties, evidence formally established. The also includes self-containedtheoretical background material that foundation for . oncebook feeding with c*, and once feeding with (mod N) forisathe random modern cryptography. The respective s* and will be in his H-list and his , respectively. Let q = max(#(Hlist), #( )). From these two lists Simon will deal with no more than q 2 pairs . One of these pairs will enable Simon to make two correct equations in the formula (15.2.21) and thereby to invert the RSA function, unless he has chosen a bad a which has a small probability (negligible when k 2k0 which is the case in the RSA-OAEP). Because solving two cases of (15.2.21) can be done in time O B((log2N)3), Simon can invert the RSA function in time



Equation 15.2.22



whereT is time bound for



to perform the IND-CCA2 attack on the RSA-OAEP.



The RSA-OAEP has other two variations for the padding parameter settings. They are PKCS#1 versions 2 and higher [230] and SET [259]. In these variations, the known data chunk s* is positioned in different places in the plaintext chunk. Due to the sufficiently large size of s* (considerably larger than the half-block size), root-extraction can easily be done by at most twice running of



. So a variation of the technique of Fujisaki et al. will still apply to these



variations. In this way, the RSA-OAEP, and the variations, remain provably secure in the IND-CCA2 mode. Finally, we point out that the same result applies to the Rabin-OAEP. Therefore inverting the Rabin function, i.e., extracting a square root modulo N, at an arbitrary point implies factoring N. This can be done by Simon applying Theorem 6.17.(iii) (in §6.6.2): picking a random value x and setting c* as raw Rabin encryption of x. The security result for the Rabin-OAEP is better • of Contents than that for Table the RSA-OAEP since factorization is a weaker assumption that the RSA assumption. Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



15.2.5 Tightness of "Reduction to Contradiction" for RSA-OAEP Publisher: Prentice Hall PTR Date: July 25, 2003 ThePub RSA-OAEP scheme is very efficient. However, the "reduction to contradiction" should not be ISBN: 0-13-066943-1 considered so. Let us now explain this issue. Pages: 648



The expression (15.2.22) shows the time needed by Simon Simulator to apply twice to invert the RSA function at an arbitrary point. The expression has a quadratic term q2 where q is the number of RO queries to H that is entitled to make in each instance of it being used by Simon. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic "textbook versions, as be these versionsare the For subjects for Notice that or anso-called RO idealizes a hashcrypto" function which can evaluated very usually efficiently. a many textbooks on cryptography. This bookentitle takes adifferent introducing dedicated attacker, we ought to reasonably it to make,approach say 250 , to hash function cryptography: it pays more attention tofit-for-application aspectsthe of cryptography. evaluations. Thus, it ismuch reasonable to consider q 2 50 . Consequently, quadratic termItq2 in explains why "textbook crypto" isonly good in an ideal world where data are random and bad (15.2.22) means that Simon's time to invert the RSA problem is guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book Now review also §4.6 includes for theself-containedtheoretical state of the factorizationbackground art, (4.6.1)material is the expression that is thefor foundation factoring for N modern using thecryptography. Number Field Sieve (NFS) method. For the usual size of |N| = 1024, (4.6.1) provides a value at the level of 286 . Thus, a contradiction given by 2100.O B((log2N) 3) is not a meaningful one at all since using the NFS method, Simon can invert the RSA function based on a 1024-bit modulus at a far lower cost without using . Thus, the "reduction to contradiction" proof is not a valid one for the case of a 1024-bit RSA modulus. Since 1024-bit RSA moduli are currently regarded within the safe margin for many secure applications, the invalidity of the security proof for the RSA-OAEP exposes the dissatisfaction of the reduction as a degree-2 polynomial. The "reduction-to-contradiction" proof is valid for much larger RSA moduli; for example, it is valid in a marginal way for an 2048-bit modulus for which (4.6.1) will produce a 2116-level value.



15.2.6 A Critique on the Random Oracle Model Canetti, Goldreich and Halevi hold a rather negative view on the ROM-based security proofs [64, 65]. They demonstrate that there exists signature and encryption schemes which are provably secure under the ROM, but cannot have secure realizations in the real world implementation. Their basic idea is to devise nasty schemes. Such a scheme usually behaves properly as a signature scheme or an encryption scheme. However, upon holding of a certain condition (basically, when non-randomness is sensed), the scheme becomes nasty and outputs the private



signing key it is it a signature scheme, or the plaintext message if it is an encryption scheme. Clearly, when we prove security for this nasty scheme under ROM, since the plaintext to be signed or encrypted is assumed uniformly random (of course purely owing to the ROM trick), the proof will go through. However, in the real world with practical applications, since there is no uniformly random plaintext, any real-world implementation is clearly insecure. Their steps to create such nasty schemes are rather involved. The more interested reader is • Table of Contents referred to [65]. Modern Cryptography: Theory and Practice



However, after elegant and convincing scientific argument, it is interesting to find that the three By Wenbo Mao Hewlett-Packard Company authors reach rather different conclusions in terms of disagreements on the usefulness of the random oracle methodology. They decide to present their disagreements in the most Publisher: Prentice Hall PTR controversial form by having three separate conclusions, one from each author. Pub Date: July 25, 2003



ISBN: 0-13-066943-1 Canetti's conclusion (§6.1 of [65]) exposes the most critical view of the three. He considers that Pages: 648 the random oracle model is a bad abstraction and leads to the loss of reductions to hard problems (i.e., it nullifies the elegant idea of "reduction to contradiction"). He further considers that to identify any useful, special-purpose properties of random oracle can be alternative directions of research.



Goldreich's conclusion (§6.2 of [65]) is the mildest among the three. considers the problem Many cryptographic schemes and protocols, especially those based onHe public-keycryptography, with the ROM as incompleteness: it may fail to rule out insecure designs due to some flaws infor have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects the implementation of random oracles. He therefore recommends that in currently published many textbooks on cryptography. This book takes adifferent approach to introducing work, proofs ofitsecurity under the attention ROM should not be included (we interpret this as: these cryptography: pays much more tofit-for-application aspects of cryptography. It proofs should not be considered as real proofs). However, he has a rather optimistic bottom-line: the explains why "textbook crypto" isonly good in an ideal world where data are random and bad model has its value in playing the role of a test-bed for conducting the sanity check for guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by cryptographic schemes. He further that in theprotocols future the model mayunder show variousrealmore value to demonstratingnumerous attacks onhopes such schemes, and systems be recommended. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Halevi's conclusion (§6.3 of [65]) involves an event of seemingly non-negligible probability. He explains their working principles, discusses their practicalusages, and examines their strong regards that the current success of this methodology is due to pure luck: "all the current (i.e., fit-for-application) security properties, oftenwith security evidence formally established. schemes that are proven secure in the random oracle model happen to be secure also in the real The book also includes self-containedtheoretical background material that is the foundation for world for no reason." His bottom line: today's standards should be around the schemes with modern cryptography. proof in the ROM rather than be around those without. After all, this is rather an optimistic bottom line.



15.2.7 The Author's View on the Value of the Random Oracle Model The author of this book has his own view on the value of the ROM-based security proof. In order to be objective about the content we have studied so far in this chapter, let me confine my observation to the case of the RSA-OAEP encryption scheme. The ROM-based security proof for the RSA-OAEP essentially reveals the following fact: If the padding scheme is a truly random function, then the padding result output from OAEP is a "plaintext" in an ideal world: it has a uniformly random distribution in the plaintext space of the RSA function. Thus, our investigation on the strength of the RSA function being used in the ideal world in §9.2 concludes that the easiest way to break the IND-CCA2 security is to solve the RSA problem first and then to do what the decryption algorithm does. Thus, the ROM-based proof suggests that for a real world padding-based encryption scheme which uses real world hash functions rather than ROs, the most vulnerable point to mount an attack is the hash functions used in the scheme. In order to reach a high confidence about a padding based encryption scheme, we should pay much attention on the design of hash function



and its inputting randomness. From this point of view. we consider that an ROM-based technique for security proof manifests its importance in that it suggests where to focus the attention for careful design.



•
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



15.3 The Cramer-Shoup Public-key Cryptosystem Another well-known provably IND-CCA2-secure and practically efficient public-key cryptosystem is the Cramer-Shoup public-key cryptosystem [84], named after its inventors Cramer and Shoup. •
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15.3.1 Provable Security Under Standard Intractability Assumptions Prentice Hall PTR We Publisher: have just seen the general methodology for formally provable security: to "reduce" an Pub Date: July on 25, a 2003 alleged attack cryptographic scheme to a solution to a reputably hard problem (i.e., to ISBN: 0-13-066943-1 make use of an allegedly successful attacker as a black box to solve a reputably hard problem). We desire Pages:such 648 a "reduction to contradiction" proof to have the following two important properties.



Property 15.1: Desirable Properties for "Reduction to Contradiction" Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these successful versionsare usuallyfor theasubjects for i. The reduction should be efficient; ideally, an allegedly attacker manycryptographic textbooks on scheme cryptography. booktotakes approach to introducing shouldThis be able solveadifferent a hard problem underlying the scheme in an cryptography: it pays much attention tofit-for-application aspects of cryptography. It effort similar to that formore mounting the attack. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys ii. The behave intractability nicely.It reveals assumptions the general whichunfitness are required of "textbook for a scheme crypto" being for secure the real should worldbe byas demonstratingnumerous weak as possible; ideally, attacksfor onasuch public-key schemes, encryption protocols scheme and systems based on under an one-way variousrealworldtrapdoor application function scenarios. (OWTF, This notice: book chooses OWTP isto a special introduce case a set of OWTF), of practicalcryptographic the only assumption for schemes, the scheme protocols to and become systems, provably many secure of them should standards be the or intractability de factoones, of the studies one-way themtrapdoor closely, explains function. their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Property has a self-containedtheoretical practical importance: an background inefficient reduction, if the it isfoundation in polynomial The book15.1.(i) also includes material even that is for time, may provide no practical relation at all between an attack and a solution to a hard modern cryptography. problem. For example, if a reduction relation is a polynomial of degree 8 where the security parameter is the usual case of 1024, then the time complexity for the reduction is at the level of 10248 = 280 . Under such a reduction, while an attacker may enjoy an efficient attack which breaks a scheme as fast as 10–6 second, the reduction using this attacker will only solve a hard problem in 38 billion years! Such provable security is not only certainly useless, but also may not constitute any contradiction for qualifying a mathematical proof: known methods for solving the reputably hard problem may well be far less costly than the figure given by the reduction! In fact, as we have seen in §15.2.5, even a reduction measured by a degree-2 polynomial can already be regarded as invalid for applications using a quite standard size of security parameters. One may think that the desired Property 15.1.(ii) is less practically important since it seems merely to go with a general principle in mathematical proof: if weakening of assumptions does not restrict the derivation of a proof then a proof should only be based on the weakened assumptions. While pursuing a beautiful proof is certainly an important part of the motivation, the importance of Property 15.1.(ii) is more on the practical side. The importance of Property 15.1.(ii) is especially true in the design of cryptographic systems; weaker assumptions are easier to satisfy using more practical and available cryptographic constructions, and consequently, cryptographic systems using weaker assumptions provide a higher security confidence than those using stronger assumptions. We have seen that the ROM-based proof for RSA-OAEP does not satisfy Property 15.1.(i) to the ideal extent in that the reduction is not tight enough for standard size of RSA moduli. Moreover,



the ROM-based proof for RSA-OAEP does meet Property 15.1.(ii) very well. This is because the proof not only needs the intractability of the RSA function (the RSA assumption, Assumption 8.3), it also needs a very much stronger assumption: hash functions used in the OAEP construction should have the random oracle property. We say that this assumption is very strong, in fact, it is unreasonably strong: as we have discussed in §10.3.1.2 that there exists no random oracle in the real world; consequently, this assumption is mathematically unsatisfiable. Indeed, speaking in practical terms, what we can obtain from the proof of the RSA-OAEP is that we must useTable high of quality hash functions in the construction of the RSA-OAEP scheme. • Contents Unfortunately, this is not an absolute confidence which a mathematical proof should provide. Modern Cryptography: Theory and Practice By Hewlett-Packard A Wenbo formalMao proof of security Company for a public-key cryptosystem relying solely on the intractability of the underlying OWTP of the cryptosystem is said to be a proof under standard intractability assumption(s).. Such Publisher: Prentice Hall PTRa proof establishes security in the real world: it proves that a cryptosystem cannot Pub Date: July 25, 2003be broken without breaking the underlying intractability assumption(s). ISBN: 0-13-066943-1



There are a number of provably secure (in the IND-CCA2 mode) cryptosystems based on Pages: 648 standard intractability assumptions, the NM-CCA2 (equivalent to IND-CCA2) secure scheme of Dolev et al. [100] is an example. However, as we have discussed in §14.5.3, the need for using NIZK proof in that scheme makes it unattractive for practical applications. The Cramer-Shoup public-key cryptosystem [84] is the first public-key cryptosystem which is practically efficient and provably under a standard assumption. Many cryptographic schemes andIND-CCA2 protocols, secure especially those based onintractability public-keycryptography, We shall also that the schemecrypto" has a tight "reduction to contradiction" proof of have basic or see so-called "textbook versions, as these versionsare usually thesecurity: subjectsafor linear reduction. on So cryptography. the Cramer-Shoup public-key scheme meets the two desirable many textbooks This book takes encryption adifferent approach to introducing properties in Property 15.1 to the attention ideal quality. cryptography: it pays much more tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Let now introduce Cramer-Shoup guysusbehave nicely.It the reveals the generalscheme. unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, 15.3.2 The Cramer-Shoup Scheme explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The Cramer-Shoup public-key encryption scheme is a CCA2 enhancement of the semantically The book also includes self-containedtheoretical background material that is the foundation for secure ElGamal encryption scheme (see §14.3.5). As in the case of the semantically secure modern cryptography. ElGamal encryption scheme, the standard intractability assumption underlying the security of the Cramer-Shoup scheme is the decisional Diffie-Hellman (DDH) assumption. The reader may like to review Definition 13.1 in §13.3.4.3 for the DDH problem, and Assumption 14.2 in §14.3.5 for the DDH assumption. The Cramer-Shoup cryptosystem is specified in Alg 15.1 It is easy to see that part of the ciphertext (u1,e) is exactly the ciphertext pair of the semantically secure ElGamal cryptosystem. By Theorem 14.2 (in §14.3.5), we already know that the Cramer-Shoup scheme is IND-CPA secure under the DDH assumption. Like any CCA2-secure encryption scheme, the decryption procedure has a data integrity validating step in the decryption procedure. Suppose that the ciphertext has not been altered en route to Alice. Then we have



Algorithm 15.1: The Cramer-Shoup Public-key Cryptosystem Key Parameters •



LetG be an abelian group of a large prime order q. The plaintext space is G; Table of Contents
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(* we assume there exists an encoding scheme to code any plaintext as a bit string such an encoding scheme can be easily realized, see, e.g., §14.3.5 *)
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1. pick two random elements g 1,g



2



U G;



2. pick five random integers x1, x 2, y 1 y 2, z



U



[0, q);



Many schemes and protocols, especially those 3. cryptographic compute ; based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many on cryptography. book H takes 4. textbooks choose a cryptographic hashThis function : G 3 adifferent [0, q);approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains 5. publicizes why "textbook (g 1, g 2,crypto" c, d, h, isonly H) as good publicinkey, an ideal keepsworld (x1, xwhere data as private random and bad 2, y 1, y 2, z)are guys behave key. nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealEncryption world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, To send their a confidential message m G to Alice, sender Bob picks integer explains working principles, discusses their the practicalusages, and random examines their strong r [0, q) and computes U (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



The ciphertext is (u1, u2, e, u). Decryption To decrypt ciphertext (u1, u 2, e, u), Alice performs the following steps:



1. a



H(u 1, u 2, e);



2.



Upon passing this data-integrity validating step, the rest of the decryption procedure follows that of the semantically secure ElGamal cryptosystem. Later we shall see that this data-integrity validating step is very effective: it virtually stops any hope of constructing a valid ciphertext without using the specified encryption procedure.



A reader might want to ask the following question: "Why is the security of the scheme based solely on the DDH assumption? Since the dataintegrity validating step uses a hash function H, why is the scheme's security not also based on some hash function property, e.g., the random oracle property?" Of course, the hash function used in the scheme must not be a weak one. However, we should notice that the security service used in the data-integrity validating step is solely the one-way• Table of Contents ness of the hash function. There is no need to use the random oracle property. For example, Modern Cryptography: Theory and Practice hash function H(x) can be implemented by g x in the same group G, and thereby we will only use By Wenbo Mao Hewlett-Packard Companylogarithm (DL) problem (see Definition 8.2 in §8.4). The the one-way-ness of the discrete associated intractability assumption is the discrete logarithm (DL) assumption (see Assumption 8.2 Publisher: in §8.4)Prentice which Hall is not PTR only standard, but also is weaker than the DDH assumption in the same group; that is, if we use the DDH assumption in G, the DL assumption must also be in place in G. Pub Date: July 25, 2003 It is from this point of view, we say that the security of the scheme can be solely based on the ISBN: 0-13-066943-1 DDH assumption. In contrast, as we have witnessed in Shoup's attack on an f-OAEP (§15.2.3.3), Pages: 648 a security proof for f-OAEP cannot solely be based on the one-way-ness property, be it that of the hash functions used in the OAEP construction, or that of the underlying intractability.



15.3.2.1 The Performance



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for At firsttextbooks glance, iton appears that the This Cramer-Shoup is associated with much larger many cryptography. book takescryptosystem adifferent approach to introducing keys and many more exponentiations in comparison with the ElGamal cryptosystem. However, a cryptography: it pays much more attention tofit-for-application aspects of cryptography. It closer examination will reveal that the difference is not so substantial. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by A public key of the scheme consists of five elements in G, increased from a two-element public demonstratingnumerous attacks on such schemes, protocols and systems under variousrealkey in the case of ElGamal. The size of a ciphertext is a quadruple in G, doubling the size of that world application scenarios. This book chooses to introduce a set of practicalcryptographic of ElGamal. Encryption requires "five" (but in fact, four, see in a moment) exponentiations, schemes, protocols and systems, many of them standards or de factoones, studies them closely, increased from two exponentiations in the case of ElGamal. Decryption requires "three" (in fact explains their working principles, discusses their practicalusages, and examines their strong two) exponentiations, increased from one exponentiation in the case of ElGamal. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The includes background material is the foundation forof Nowbook let usalso explain why self-containedtheoretical encryption (decryption) only needs four (two) that exponentiations instead modern cryptography. five (three) of them as obviously specified in the scheme. This is because the product of two exponentiations in the formulation of gxhy can be computed at the cost of a single exponentiation.Alg 15.2 specifies this method. It is easy to see that the algorithm terminates in max(|x|, |y|) steps of the well-known "square-and-multiply" operation and outputs the correct result. Notice that this algorithm and in fact throughout our introduction to the Cramer-Shoup scheme, we have been omitting the presentation of the group operation. Indeed, G can be any abelian group in which the DDH assumption holds. After our examination on the performance of the Cramer-Shoup cryptosystem, we can conclude: in both communication bandwidth and computation, the overhead of the Cramer-Shoup cryptosystem is roughly twice that of the ElGamal cryptosystem.



15.3.3 Proof of Security If the reader only wants to know how to encrypt in Cramer-Shoup with a fit-for-application security, then Alg 15.1 has provided adequate "know-how" information and the reader can thereby proceed to §15.4. The text between here and §15.4 is "know-why" material: it answers why the Cramer-Shoup cryptosystem has a fit-for-application security. We will try to provide the answer in an intuitive manner. The reader who decides to follow our "know-why" route should be relieved to know that there is no need of any advanced mathematical knowledge in order to understand the technique for the



proof of security for the Cramer-Shoup cryptosystem. A very basic understanding of the group theory which we have introduced in §5.2 plus an elementary knowledge of linear algebra (we shall state the fact when it is used) will suffice. Proof of security for the Cramer-Shoup cryptosystem follows the "reduction to contradiction" methodology for formally provable security: "reducing" a hard problem supported by the underlying intractability assumption to an alleged IND-CCA2 attack. In the Cramer-Shoup cryptosystem, the hard problem is the following one: •
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LetG be a group of a prime order q, and let (g 1, g 2, u1, u2) G



4



be an arbitrary quadruple
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the question: Is (g 1, g 2, u1, u2) a Diffie-Hellman quadruple? That is, whether or not existing integers a, b [0, q) such that
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SinceG is of prime a order, g 1 1 is a generator of G (Corollary 5.3) and hence there always Many protocols, those in based on public-keycryptography, exists cryptographic integers a, b schemes [0, q) toand satisfy the firstespecially two equations (15.3.1). That is why we have have basic or so-called "textbook crypto" versions, as these versionsare usually the of subjects for only put the question mark of the third equation. It is routine to check that holding the three many textbooks on cryptography. This book takes adifferent approach to introducing equations in (15.3.1) is equivalent to cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Algorithm 15.2: Product of Exponentiations modern cryptography.



INPUT



g, h



A, where



is an algebraic structure;



x, y: integers in interval (0, #



);



Exp(u, z): single exponentiation which returns u z; (* e.g., using Alg 4.3 for Exp *) OUTPUT



g xh y.



1. if (|x| >|y|) { u



Exp(g, x (mod 2|x|–|y|));



(* exponentiation uses the least |x| – |y| significant bits of x *) x



x÷2|x|–|y| (* "÷:" division in integers; the operation chops the lease



significant |x| – |y| bits off x, and hence now |x| = |y| *) } 2. if (|y|>|x|) { •



u



Table ofy(mod Contents Exp(h, 2|y| –|x|));
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} Publisher: Prentice Hall PTR Pub vDate: gh; July 25, 3. (* 2003 below |x| = |y| *) ISBN: 0-13-066943-1



4. Pages: while648 (x



0) do



{ (a)u



u 2;



Many cryptographic protocols, especially those (b) if (x (mod schemes 2) == 1 and y (mod 2) == 1) u uv; based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing (c) if (x (mod 2) == 1 y (mod 2) == 0) u ug; cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad (d) if (x (mod 2) == 0 y (mod 2) == 1) u uh; guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous schemes, protocols and systems (e)x x ÷ 2; y attacks y ÷ 2;on (*such throw away the least significant bit *)under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, } protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., security properties, oftenwith security evidence formally established. 5. fit-for-application) return(u ). The book also includes self-containedtheoretical background material that is the foundation for modern (*cryptography. total number of "square-and-multiply:" max(|x|, |y|) *)



By the Decisional Diffie-Hellman assumption (Assumption 14.2), this question is a hard problem for the general case of an abelian group.



15.3.3.1 A Top-level Description for the Security Proof Technique Suppose there exists an attacker A who can break the Cramer-Shoup cryptosystem in the INDCCA2 mode with a non-negligible advantage. We shall construct an efficient reduction algorithm to enable our special agent, Simon Simulator, to answer a Decisional Diffie-Hellman question. The input to Simon is an arbitrary quadruple (g1, g 2, u1, u2) G 4 where g 1 1 and g 2 1. This quadruple may be a Diffie-Hellman quadruple, if this is the case we denote (g 1, g 2, u1, u2) D; or it may not be a Diffie-Hellman quadruple, if this is the case we denote (g 1, g 2, u 1, u 2) Using the input values, Simon can construct a public key PK = (g1,g 2,c, d, h, H) for



D. to use,



and during the IND-CCA2 attack game played with , Simon can also, upon 's request, construct a challenge ciphertext C* = (u1, u2, e, v) which encrypts a chosen plaintext m b U {m0, m 1 are chosen by



, but the bit b is hidden from



).



The challenge ciphertext C* has the following two properties:



i. If (g 1, g 2, u2, u 2) D, then C* is a valid Cramer-Shoup ciphertext which encrypts m b under the public key PK. We shall see the validity of C* in §15.3.3.3 and §15.3.3.4. Also, whether •



using the given public key or not, can get cryptanalysis training courses which will be precisely simulated by Simon. We shall see the exact precision of the simulated Table of Contents
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§15.3.3.5. So in this case, Simon asks attacking advantage to the full capacity. ByWenbo Mao Hewlett-Packard Company



to release its



ii. If (g 1, g 2, u2, u 2) D, then the challenge ciphertext C* encrypts m b in Shannon's Publisher: Prentice Hall PTR information-theoretical security sense (i.e., perfect encryption, see §7.5), that is, the Pub Date: July 25, 2003 ciphertext will be uniformly distributed in the entire ciphertext space. We shall see ISBN: 0-13-066943-1 Shannon's perfect encryption in §15.3.3.4. Moreover, we shall also see in §15.3.3.5 that Pages: 648 of Shannon's perfect encryption cannot be compromised by the cryptanalysis the quality training courses delivered to whatsoever!



. So in this case,



cannot have any advantage



It is the difference in the respective advantages in these two cases that makes a good teacher Many cryptographic and protocols, especially those based on public-keycryptography, for Simon to answer schemes the Decisional Diffie-Hellman question. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many on cryptography. This book takes adifferent approach to introducing Let us textbooks now construct a "reduction to contradiction." cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 15.3.3.2 The Reduction demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic The reduction involves following steps: schemes, protocols andthe systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The also includes background material that is the foundation for 4 1. book On input (g1,g 2,u self-containedtheoretical 1,u 2) G , Simon will construct a public key for the Cramer-Shoup modern cryptography. cryptosystem, and send this public key to ; the method for the public key construction will be described in §15.3.3.3. 2. Simon will provide with needed pre-challenge cryptanalysis training course; the method for Simon to simulate O's decryption procedure will be described in §15.3.3.5. 3. Simon will receive from



a pair of chosen plaintext m 0,m 1, will flip a fair coin b



U



{0,



1}, and will encrypt m b to construct a challenge ciphertext C* and will send C* to ; the method for Simon to simulate O's encryption procedure will be described in §15.3.3.5. 4. Simon will continue providing with needed post-challenge cryptanalysis training course by simulating O's decryption procedure. 5. Simon will finally receive from



an educated guess on the bit b; upon this time, Simon



will be able to answer the question whether (g 1,g 2,u 1,u 2) D or (g 1,g 2,u 1,u 2)



D.



Fig 15.4 provides an illustration of the reduction. It is an attacking game played between the IND-CCA2 attacker so that



and Simon Simulator. Simon has taken over all communication links of



can interact only with Simon. For Simon, the attacking game is a simulated one,



however, as we shall see that because the simulation is perfect in quality, simulation from a real attack.



cannot discern the



Figure 15.4. Reduction from the DDH Problem to an Attack on the Cramer-Shoup Cryptosystem
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



15.3.3.3 Public Key Construction Using the input quadruple (g1,g 2,u 1,u 2)



and computes



G 4, Simon constructs public-key as follows: he picks



Equation 15.3.2
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to use is
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The private key that Simon will use is ISBN: 0-13-066943-1
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The reader may have already noticed that part of the public key, namely the h component, is Many cryptographic schemes and protocols, especially those based on public-keycryptography, different from that specified in Alg 15.1. Let us explain that this is not a problem. We first show have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for that the h component of the public key constructed by Simon is perfectly valid. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It For with g 1crypto" 1, we notegood that gin1 an is aideal generator G (Corollary and and hence explains why "textbook isonly world of where data are 5.3) random bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by for some w [0, q); thus demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Equation 15.3.3 explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. for z



z



1



+ wz2 (mod q). So, indeed, h follows exactly the key-setup procedure in Alg 15.1.



The reader might still have the following concern: "Since Simon does not know w = logg 1g 2 (mod q), how can he later use z q) in the decryption procedure?"



z



1



+ wz2 (mod



In §15.3.3.5 we shall see that for any ciphertext which is valid with respect to the public key, Simon can indeed correctly use z z 1 + wz2 (mod q) as the "normal version" of the decryption exponent even he does not have possession of z.



15.3.3.4 Simulation of the Encryption Procedure Upon receipt of two chosen plaintext messages m0,m b U {0, 1}, and encrypts m b as follows:



1



from



, Simon tosses an unbiased coin



The challenge ciphertext C* is (u 1,u 2,e,v). The reader may have noticed again that this encryption procedure is different from the normal encryption procedure where e should be computed as •
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for some r



[0, q).
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However, Pub Date: this Julyshould 25, 2003cause no problem at all. Instead, the difference is vitally important for the proof of security. Let us explain the crux by considering the following two cases: ISBN: 0-13-066943-1 Pages: 648



i. (g 1,g 2,u 1,u 2) D. In this case, because there exists r



[0, q) such that



,



, we have Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by So the simulated encryption is exactly a valid Cramer-Shoup encryption under the given demonstratingnumerous attacks on such schemes, protocols and systems under variousrealkey. This is exactly what we desire for as in this acase wepracticalcryptographic want to show its worldpublic application scenarios. This book chooses to introduce set of attacking advantage in the full capacity. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., ii. (g fit-for-application) D.security In this case, properties, there exists oftenwith integers security r 1,revidence [0, q)formally with r 1 established. r 2 (mod q), 1, g 2, u 1, u 2) 2 The book also includes self-containedtheoretical background material that is the foundation for and . Since g 1 1 is a generator of G, there exists log g1g 2, logg1h, modern cryptography. logg1(e/m 0), and log g1(e/m1). To make our exposition clearer, we may consider that is now (i.e., in this case only) computationally unbounded. Given e in the challenge ciphertext C*, with its unbounded computational power, can see the following two linear equation systems on two unknown integers (z1,z 2): Equation 15.3.4



Equation 15.3.5



With (g 1,g 2,u 1,u 2) (sinceg



D, we have r



1



r



2



(mod q); also notice logg1g



0 (mod q)



1). So the left-hand side matrix is of the full rank, 2, and so both systems



2



have a unique integer solution for the pair (z1,z 2). There is no way for •



2



to verify



which of the two cases is the correct one. Thus, even computationally unbounded, can have absolutely no idea whether m 0 or m1 is encrypted under C*. So for this case, Table of Contents
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can



We must point out that, so far, the exact Cramer-Shoup encryption in case (i), or Shannon's Publisher: Prentice Hall PTR secure encryption in case (ii) are only true up to the CPA mode. That is, information-theoretically Pub Date: July 25, 2003



the qualities of the respective cases of the simulated encryption hold if ISBN: 0-13-066943-1
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is passive. Our



entitles cryptanalysis training courses even after receipt



of the challenge ciphertext. For example, if in case (ii) can obtain a third linear system in addition to (15.3.4) and (15.3.5), maybe as a result of the CCA2 training course, then we can no longer claim Shannon's information-theoretical security of the encryption. We shall see in the next section how the qualities of the two cases of the simulated encryption Many schemes and especially those based on public-keycryptography, will becryptographic maintained throughout theprotocols, cryptanalysis training courses which an IND-CCA2 attacker have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for enjoys. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad 15.3.3.5 Simulation of the Decryption Procedure guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld receipt application This book to introduce a set of first practicalcryptographic Upon of a scenarios. ciphertext C = (U , Simon will conduct the data1,U chooses 2,E,V) from schemes,validating protocols procedure and systems, many in of Alg them standards or de factoones, studies them closely, integrity specified 15.1. If the test yields YES, then the ciphertext is explains valid. their working principles, discusses their practicalusages, and examines their strong deemed Simon then computes (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Equation 15.3.6



and returns m to as the decryption result. If the test yields NO, then the ciphertext is deemed invalid and Simon will return REJECT as the decryption result. We will state and prove in a moment Theorem 15.1 which claims that a valid ciphertext C = (U 1, U2,E,V) implies (g ,



1, g 2, U 1, U 2)



D with probability



. So there exists R



[0, q) such that



. Thus,



Equation 15.3.7



Thus we see that the simulated decryption performed by Simon in (15.3.6) is correct, except for



a negligible probability . This clarifies the doubt we have left over at the end of §15.3.3.3 on how Simon can properly decrypt without "the normal version" of the private exponent z z 1 + z2 log g1g 2 (mod q). Simon's ability to conduct correct decryption for valid ciphertexts permits Simon to offer proper cryptanalysis training courses which •



entitles as an IND-CCA2 attacker.
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For any valid ciphertext submitted by , the returned decryption result will only confirm Publisher: Prentice Hall PTR (15.3.7) in which the integer pair (z1,z 2) is defined by (U 1,U 2,h R)exactly the same way as the July 25, 2003 pairPub is Date: defined by the public key components (g1,g 2,h) in the third equation in (15.3.2). So no ISBN: information0-13-066943-1 about z1,z 2 in addition to what has already been shown in the public key can be Pages: 648



obtained by . Therefore, if courses are useless for it.



submits valid ciphertexts, then the cryptanalysis training



In order not to waste the precious cryptanalysis training opportunity,



must submit



ciphertexts such that for C = (U1,U 2,E,V), it holds (g 1,g 2,U 1,U 2) D. If such a ciphertext Many cryptographic schemes and protocols, especially those based on public-keycryptography, passes Simon's validating step, then a numerical decryption result will be returned andfor have basic or so-called "textbook crypto" versions, as these versionsare usually theto subjects this decryption result might relate to the challenge ciphertext in some way which may only be many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention of sure, cryptography. It of known to . Since it is supposed that istofit-for-application very clever, we canaspects never be in the case explains why "textbook crypto" isonly good in an ideal world where data are random and bad (g 1,g 2,U 1,U 2) D, how the returned decryption result may relate to the challenge ciphertext. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Should be confirmed of a hidden relation, then we could no longer claim that variousrealthe encryption demonstratingnumerous attacks on such schemes, protocols and systems under of m is exactly under the Cramer-Shoup scheme for case (i), or is information-theoretically b world application scenarios. This book chooses to introduce a set of practicalcryptographic secure for protocols case (ii), and as we have established in §15.3.3.4 under CPA mode. schemes, systems, many of them standards or dethe factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Fortunately, if somehow manages to come up with security a ciphertext (U 1,Uformally that (g 1, (i.e., fit-for-application) security properties, oftenwith evidence 2,E,V) such established. The includes self-containedtheoretical background is the15.1 foundation for g it will be promptly replied with REJECT. This material is due to that Theorem which we 2,Ubook 1,U 2)alsoD, modern cryptography. shall state and prove in a very short moment. As we shall see, the rejection probability is at least . Notice that in the remaining probability of



, there is no need for



from Simon by taking the trouble to submit a ciphertext; anything in G correctly with probability



to obtain any clue



can always help itself to guess



since G is only of size q.



Thus, cannot use its "cleverness" by submitting bad ciphertexts and hoping not to be rejected. The probability for constructing a bad ciphertext and escaping rejection can be established as follows.



. Theorem 15.1 Let (g1,g 2,c, d, h, H)be a public key for the Cramer-Shoup encryption scheme in a group G of a prime order q, where,g



1



1 and g2



1. If (g1,g 2,U 1,U 2)



D,then the successful probability



for solving the following problem is bounded by



regardless of what algorithm is used:



Input:public key (g 1,g 2,c, d, h, H), (U 1,U 2,E)



G 3;



Output: V



G: (U 1,U 2,E, V)is a valid ciphertext deemed by the key owner.



. Remark 15.1 We have simplified the problem of creating a valid ciphertext as to output the fourth component V from a given triple (U1,U 2,E)and the public key. Treating V as an input component and outputting any • Table one of of Contents the first three ciphertext components is essentially the same problem, Modern Cryptography: Theory andto Practice however since V is not input the hash



function H, outputting V makes the simplest case .
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Proof To construct a valid ciphertext from the input values, an algorithm has to output V G satisfying Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Equation 15.3.8 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, wherex 1,y 1,x 2,y 2 is the private key of the owner of the input public key and a = H(U1,U 2,E). have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing SinceG is of prime order q, g 1 1 is a generator of G (Corollary 5.3). So we can denote r = cryptography: it pays much more attention tofit-for-application aspects of cryptography. It1 logg1U 1,r 2 = logg2U 2,w = log g1g 2; there also exists logg1c, log g1d and log g1V for any V G. explains why "textbook crypto" isonly good in an ideal world where data are random and bad Combining (15.3.8) with the construction of the public-key components c and d (which have guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by been implicitly verified during the key setup time), we have the following linear system demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Equation 15.3.9 explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Applying Gaussian elimination, the matrix in (15.3.9) is equivalent to



Equation 15.3.10



With (g 1,g 2,U 1,U 2) D, we have r 1 r 2 (mod q); also notice w 0 (mod q) (since g 2 also a generator of G). So the matrix in (15.3.10) is of the full rank, 3, i.e., the three row vectors are linearly independent. By a simple fact in linear algebra, for any V G, system (15.3.9) has (non-unique) solutions for (x1,y 1,x 2,y 2) (mod q).



1 is



Thus, we have proved that for the input values satisfying the theorem condition, all q elements inG are valid candidates for V, i.e., for the input values, every V G makes (U 1,U 2,E, V) a valid ciphertext. However, for the key owner, among these q possibilities, there is only one single V G satisfying her/his choice of the private key components (x1,y 1,x 2,y 2). (We should clarify that, even though for any fixed V G, the integer solutions from system (15.3.9) are not unique, however, it is very clear that any fixed integer tuple (x1,y 1,x 2,y 2) can only be mapped to a singleV G.) Hence the successful probability for the problem in the theorem statement is •
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established. Modern Cryptography: Theory and Practice By Wenbo Mao Companythe We have, to Hewlett-Packard this end, completed



security proof for the Cramer-Shoup cryptosystem.



Hall that PTR the "reduction to contradiction" in this proof is a linear function: It isPublisher: easy toPrentice observe 's Pub Date:toJuly 25, 2003 capability attack the cryptosystem is identically translated to its capability to distinguish whether or 0-13-066943-1 not a given quadruple is in D. We therefore say that the reductionist proof for the ISBN: security of the Pages: 648 Cramer-Shoup scheme has a tight reduction.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



15.4 An Overview of Provably Secure Hybrid Cryptosystems In §8.15 we have introduced hybrid cryptosystems mainly under efficiency considerations. • Table of Contents Hybrid cryptosystems also form a general solution to IND-CCA2 secure and practical public-key Modern Cryptography: Theory and encryption. In this section let Practice us conduct an overview of a series of hybrid encryption schemes. As the number of these schemes ByWenbo Mao Hewlett-Packard Companyis not small, we cannot include security proofs; interested readers may study the original papers for details. Publisher: Prentice Hall PTR



A ciphertext output from a hybrid cryptosystem has two components: a key encapsulation Pub Date: July 25, 2003 mechanism (KEM) and a data encapsulation mechanism (DEM). This KEM-DEM pair ISBN:can 0-13-066943-1 ciphertext be written as Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, Upon receipt of this pair, the receiver should decrypt the KEM block using her/his private key to have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for obtain the ephemeral symmetric key K, and then using this key to decrypt the DEM block to many textbooks on cryptography. This book takes adifferent approach to introducing retrieve Payload_Message. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad If KEM is output from a provably IND-CCA2 secure asymmetric encryption scheme, then the IND guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by property of the DEM block is then a natural result of the randomness of the ephemeral key. It is demonstratingnumerous attacks on such schemes, protocols and systems under variousrealnot difficult conceive that a KEM-DEM structured hybrid cryptosystem can be IND-CCA2 secure. world application scenarios. This book chooses to introduce a set of practicalcryptographic Indeed, Hybrid schemes in a KEM-DEM structure should be regarded as the most natural schemes, protocols and systems, many of them standards or de factoones, studies them closely, approach to public-key encryption with IND-CCA2 security and practical efficiency. explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security oftenwith securitythey evidence formally established. We regard hybrid schemes as theproperties, most natural ones because can encrypt messages of any The book also includes self-containedtheoretical background material that is the foundation for length at a low overhead. In applications, data have varied lengths and in most situations have modern cryptography. lengths larger than a length fixed by a security parameter in a public-key cryptosystem, e.g., n in the case of the RSA-OAEP or log2 (#G) in the case of the Cramer-Shoup. Because public-key cryptosystems have a much higher overhead than those of a symmetric cryptosystem, it is very likely that in applications a provably secure public-key encryption scheme, such as the RSAOAEP and the Cramer-Shoup, is only used to form a KEM block in a hybrid scheme, while the encryption of data is done in a series of DEM blocks. Hybrid encryption schemes include several KEM-DEM schemes proposed by Shoup [271], a scheme named FO proposed by Fujisaki and Okamoto [113], a scheme named HD-RSA proposed by Pointcheval [232], a scheme named DHAES proposed by Abdalla, Bellare and Rogaway [4], a variation of the Cramer-Shoup scheme proposed by Shoup [269], and a scheme named REACT proposed by Okamoto and Pointcheval [223]. The scheme of Fujisaki and Okamoto takes the following formulation:



whereG, H are hash functions. In this scheme, the decryption result from the KEM block is pair s,H(s,m). The recipient uses s to "seed" the hash function G to obtain a symmetric key G(s); then using it to decrypt the DEM block; finally, the recipient can verify the correctness of the



decryption by re-evaluation H(s,m). So this scheme allows the recipient to detect whether the ciphertext has been modified or corrupted en route. The detection of ciphertext alteration is the main technical enabler for a cryptosystem being secure against active attackers. The HD-RSA scheme of Pointcheval is based on an intractability problem named dependent RSA [233]: given an RSA ciphertext



= re (mod N), find B = (r + 1)e (mod N). This problem



is apparently hard if one cannot find the e-th root of •
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= re (mod N) for a random



. The recipient as the owner of N can of course extract r from and then construct B. The scheme uses K = G(B) as the symmetric key for the DEM block, as in the hybrid scheme of Shoup and that of Fujisaki-Okamoto. ByWenbo Mao Hewlett-Packard Company
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Date: July 25, 2003 ThePub DHAES scheme of Abdalla, Bellare and Rogaway [4] is a hybrid scheme where the DEM block also attaches ISBN: 0-13-066943-1 a message authentication code (MAC, see §10.3) as a means for data integrity validation. Pages: The 648 two symmetric keys (one for the DEM block and one for the MAC block) are derived from a hash function formulation: H(gu, g uv ) where g u is the KEM block and g v is the recipient's public key. Clearly, the owner of the public key g v can operate the private key v on the KEM block gu to obtain g uv , and thereby reconstruct H(gu, g uv ) for further derivation of the two symmetric keys. Without using the private key v, the task of decryption seems to be something similar to solving the computational Diffie-Hellman problem (Definition 8.1). The Many cryptographic schemes and protocols, especially those based on public-keycryptography, problem for finding H(gu, g uv ) given g u,g v is called hash Diffie-Hellman (HDH) problem. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This adifferent to introducing In DHAES, it is interesting to notice thatbook if guvtakes is directly usedapproach as an encryption multiplier as in cryptography: it pays much more attention tofit-for-application aspects of cryptography. It on the cases of the ElGamal and Cramer-Shoup schemes, then semantical security will be based explains why "textbook crypto" isonly good in an ideal world where data are random and u v uv a decisional problem: deciding whether or not (g, g , g , g (=e/m b)) is a Diffie-Hellman bad guys behave nicely.It general of "textbook crypto" for realaccess worldto bythe quadruple. Now in thisreveals hybrid the scheme, theunfitness use of hash function prevents thethe easy demonstratingnumerous attacks on such schemes, protocols and systems under variousrealfourth element in the quadruple, and so the decisional problem seems to have been weakened to world applicationproblem. scenarios. This book chooses to introduce a setsecurity of practicalcryptographic a computational Remember, it is desirable to underlie with intractability schemes, protocols and systems, many of them standards or de factoones, assumptions which are as weak as possible. The reader may do an exercisestudies to showthem that closely, the explains their working principles, discusses their practicalusages, and examines their strong HDH problem lies in between the CDH problem (Definition 8.1 in §8.4) and the DDH problem (i.e., fit-for-application) security security evidence formally established. (Definition 13.1 in §13.3.4.3). Ofproperties, course, we oftenwith must notice that the "weakening of assumption" The book also includes self-containedtheoretical background material that is the foundation from the DDH problem to the HDH problem is not unconditional: it needs some (hidden fromfor our modern cryptography. brief description) assumption on the hash function used. Unfortunately, the hidden assumption



should be something very close to a random oracle one. Shoup's hybrid scheme [269] is a "weakening of assumption" version for the Cramer-Shoup scheme. In the original Cramer-Shoup scheme (Alg 15.1), encryption of message m takes the ElGamal formulation: hrm. In the "weakening of assumption" version in [269],h r is hidden under a hash function H(...;hr) to stop the easy testing of the DDH problem. The hashed value H(...;hr) will be used to derive symmetric keys for encoding the DEM block and a data integrity validating mechanism. Shoup uses "hedging with hash" to name his version of "weakening of assumption."



15.5 Literature Notes on Practical and Provably Secure Public-key Cryptosystems Damgård originates the work on practical public-key cryptosystems with security resilience to • Table[88]: of Contents active attackers thwarting active attackers by including a data-integrity validating Modern Cryptography: Theory and Practice procedure in public-key cryptosystems. The method has since then become a general strategy for designing cryptosystems with provable security against active attackers. However Damgård's ByWenbo Mao Hewlett-Packard Company schemes (there are two schemes in his original work) are demonstrably insecure in the CCA2 mode (see, e.g., [311]). Publisher: Prentice Hall PTR



Pub Date: July 25, 2003 Zheng and Seberry propose practical encryption and digital signature schemes which aim to be 0-13-066943-1 secureISBN: in the CCA2 mode [311,310]. The general idea in their scheme is to enhance one-way Pages: 648 textbook public-key schemes (ElGamal based) using hash functions. This is an function based important idea which is later developed to the random oracle model for provable security which we have studied in §15.2. The security proof in the IND-CCA2 mode provided in [310] is based on a non-standard assumption called "sole-samplability of spaces induced by functions" (together with the computational Diffie-Hellman assumption). Soldera discovered that one of the schemes of Zheng and Seberry is protocols, actually IND-CCA2 insecure [280,on 281]. Many cryptographic schemes and especially those based public-keycryptography,



have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for In the case of RSA based randomized padding schemes, upon discovery of the incompleteness in many textbooks on cryptography. This book takes adifferent approach to introducing the security proof for the RSA-OAEP (§15.2.3.3), Shoup proposes a modification to OAEP called cryptography: it pays much more attention tofit-for-application aspects of cryptography. It OAEP + [270] and obtains security proof which is a tighter reduction than that of the security explains why "textbook crypto" isonly good in an ideal world where data are random and bad proof for the RSA-OAEP obtained by Fujisaki et al. [114]. The reduction becomes tighter because guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Simon's advantage to invert the RSA function is linearly related to Malice's advantage to break demonstratingnumerous attacks on such schemes, protocols and systems under variousrealthe cryptosystem. However, because Simon's time to invert the RSA function is still a quadratic world application scenarios. This book chooses to introduce a set of practicalcryptographic function of the number of RO queries which Malice is entitled to make, and hence the reduction schemes, protocols and systems, many of them standards or de factoones, studies them closely, remains inefficient (review the similar case for the RSA-OAEP in §15.2.5). Boneh also proposes explains their working principles, discusses their practicalusages, and examines their strong modifications to OAEP, named Simple-OAEP (SAEP) and Simple-OAEP+ (SAEP+) [49]. However, (i.e., fit-for-application) security properties, oftenwith security evidence formally established. these schemes have a low bandwidth of message recovery (we will discuss the problem of low The book also includes self-containedtheoretical background material that is the foundation for bandwidth of message recovery with some randomized padding schemes in §16.4.4.2). modern cryptography. Recently, Coron et al. [83] show that another randomized padding scheme for RSA, named Probabilistic Signature Scheme with message Recovery (PSS-R, originally proposed by Bellare and Rogaway [26], details see the next chapter) can also be used for encryption. Essentially, these authors insightfully realize that, with the use of hash functions, data-integrity validation in a padding scheme needn't be based on introducing additional redundancy such as a string of zeros as in the case of the RSA-OAEP. We will see this scheme in the next chapter. Like SAEP and SAEP+, PSS-R has a low bandwidth of message recovery when it is used for RSA encryption (see §16.4.4.2). Like the RSA-OAEP scheme, the randomized padding schemes mentioned in the preceding paragraph all are provably secure in the IND-CCA2 mode under the ROM. However, because provable IND-CCA2 security for the RSA-OAEP has been re-established (§15.2.4), because the RSA-OAEP has long been the RSA encryption standard, and most importantly, because OAEP turns out to have the highest bandwidth for message recovery, it is not clear whether these new modifications can gain a similar momentum as the RSA-OAEP has obtained as the standard for RSA encryption. Padding techniques for OWTP can result in optimally efficient schemes. However, OWTP is actually a very rare function. RSA and Rabin (over quadratic residues) are probably the only OWTPs among common public-key cryptographic functions. Moreover, the random oracle model based security proof (or argument) for padding schemes have so far fail to derive a tight "reduction to contradiction." Some researchers consider to devise provably secure schemes for general one-way function based public-key cryptographic functions with more tight reductions



for provably security. Some authors devise schemes which extend padding based schemes from OWTP to general one-way trapdoor functions. Many publickey cryptographic functions are not permutations (e.g., the ElGamal function is not a permutation). Therefore such extensions are useful. Fujisaki and Okamoto [112] and Pointcheval [234] propose two such generalized schemes. However, these generalized schemes are not optimally efficient: re-encryption is required in the decryption time as the means to detect errors. Since decryption is often operated in a slow device, such as smart cards, decryption-heavy schemes should be avoided. •
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Of course, a number of hybrid cryptosystems form a family of provably IND-CCA2 secure and Modern Cryptography: Theory and Practice practical public-key encryption schemes. Detailed literature notes of this family have been By Wenbo Mao Hewlett-Packard Company overviewed in §15.4. Finally, we should remind Publisher: Prentice Hall PTR the reader that for practical public-key encryption schemes, the dataintegrity validating mechanism used in the provably IND-CCA2 secure encryption schemes only Pub Date: July 25, 2003 provides a security service which we have termed "data integrity without source identification," ISBN: 0-13-066943-1 or "integrity from Malice" (review §10.5). In most applications in the real world, this notion of Pages: 648 security service is inadequate. The common approach to achieving source identification in publickey cryptography is to use digital signatures. Recently, a novel public-key cryptographic primitive named signcryption has emerged. A signcryption scheme combines encryption and signature in one go. The motivation of the combination is to achieve efficient public-keyespecially encryption at the same to offer additional Many cryptographic schemes and protocols, those based ontime public-keycryptography, security services important for electronic applications: message source have basic or so-called "textbook crypto" commerce versions, as these versionsare usually theidentification subjects for and non-repudiation. As this new cryptographic primitive appeared after wide spreading of many textbooks on cryptography. This book takes adifferent approach to the introducing the notion of provable security for attention public-key cryptosystems (originated in cryptography. 1997 by ZhengIt cryptography: it pays much more tofit-for-application aspects of [309]), have the readiness to apply provable security strategy in the and design explainsresearchers why "textbook crypto" isonly good in anthe ideal world where data are random badof signcryption We shall study a provably secure and practical signcryption in the guys behave schemes. nicely.It reveals the general unfitness of "textbook crypto" for the realscheme world by next chapter. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



15.6 Chapter Summary In this chapter we have described with detailed explanations two important publickey cryptosystems which not only have formally established fit-for-application security, i.e., provably secure under the IND-CCA2 attacking mode, but also are practically efficient: their efficiency is • Table of Contents similar to their textbook counterparts. The encryption schemes from this chapter stride from Modern Cryptography: Theory and Practice(e.g., those described in the preceding chapter), and hence previous bit-by-bit based solutions are practical public-key encryption By Wenbo Mao Hewlett-Packard Company schemes. The reader may consider that in a public-key cryptosystem which has data integrity verification Publisher: Prentice Hall PTR step in the decryption time, a ciphertext encrypts a message which is "digitally signed" by the Pub Date: July 25, 2003 sender using the public key of the receiver. The "signature" scheme has a message recovery featureISBN: and0-13-066943-1 therefore the receiver can retrieve the plaintext and verifies the "signature" using Pages: 648 key. This thought is technically correct. The only reason we have used quotes her/his private "digitally signed," "signature," is because the "signer" can be anybody and therefore the cryptographic transformation does not provide a signature in the usual sense. Nevertheless, it is the difficulty to forge a "signature" without using the given procedure and the given public key that effectively stops an adaptive chosen-ciphertext attack. This is the main reason for such an encryption scheme (and the two cryptosystems introduced in public-keycryptography, this chapter) secure in Many cryptographic schemes andpractical protocols, especially those based on CCA2 sense. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing In the course ofit security proof for attention these cryptosystems, we also aspects introduce explain several cryptography: pays much more tofit-for-application of and cryptography. It important concepts: random oracle model for security proof (with its limitation discussed), explains why "textbook crypto" isonly good in an ideal world where data are random and bad formal proof via reduction to contradiction, and tightness of suchcrypto" a reduction. guys behave nicely.It reveals the general unfitness of "textbook for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealWe also conducted an overview on various hybrid encryption schemes which combine symmetric world application scenarios. This book chooses to introduce a set of practicalcryptographic and asymmetric encryption techniques and achieve practical public-key cryptosystems. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Finally we provided a literature note to review the development of the subject. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



15.7 Exercises 15.1 •



What is the role of the random input in the RSA-OAEP algorithm? What is the role Contentsstring 0k1 in the same algorithm? ofTable the of constant
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15.2Mao The bandwidthCompany of an encryption ByWenbo Hewlett-Packard



algorithm is the size the plaintext it can encrypt over the value of the security parameter. Let an instantiation of the RSA-OAEP use 2048 as the security parameter and 160 as the size of the random input. What is Publisher: Prentice Hall PTR the bandwidth of this instantiation of the RSA-OAEP? Pub Date: July 25, 2003



ISBN: 0-13-066943-1 15.3 What is the random oracle model for security proof? Pages: 648



15.4



What are the limitations of the random-oracle-model-based security proof?



15.5



Why must the simulation of an RO in §15.2.1 be built from a sorted list which is initially empty? Many cryptographic schemes and protocols, especially those based on public-keycryptography, What is a "contradiction" in "reduction in a security proof for have15.6 basic or so-called "textbook crypto" versions,to ascontradiction" these versionsare usually the subjects for cryptosystems with security based on a computational complexity problem? many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It 15.7why Why must the challenge ciphertext in a reductionist proof be random? explains "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 15.8 In the proof ofattacks security theschemes, RSA-OAEP, why must rununder the attacker more demonstratingnumerous onfor such protocols andSimon systems variousrealthan once? world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, 15.9their Why is a 1024-bit modulus for the RSA-OAEP regardedand tooexamines small even though such explains working principles, discusses their practicalusages, their strong a modulus resists the current factorization technology? (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for 15.10cryptography. The Cramer-Shoup cryptosystem also uses a hash function. Does the security proof modern for the cryptosystem require this function to have a random oracle behavior? 15.11



Suppose that the Cramer-Shoup cryptosystem is modified into one which encrypts as



(and hence decryption performs subtraction), and all other parts remain unchanged. Show that the modified scheme is CCA2 secure, i.e., any active attack can be detected. Is it IND-CCA2 secure? 15.12



Why is the cost for computing g xhy (mod p) measured as that of one modulo exponentiation?



15.13



ExtendAlg 15.2 to the case of f xg yhz (mod p).



15.14



What is a hybrid cryptosystem?



15.15



•



In applications, confidential data usually have sizes much larger than, while a symmetric encryption key have sizes much less than, a security parameter of a public-key cryptosystem. For secure transmission of such data, which of the following algorithms will you choose? (i) RSA, (ii) AES, (iii) RSA-OAEP, (iv) ElGamal, (v) Cramer-Shoup, or (vi) a hybrid cryptosystem.
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.
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Section 16.5. Signcryption Pages: 648 Section 16.6. Chapter Summary Section 16.7. Exercises Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



16.1 Introduction Although in our definition for digital signature schemes (Definition 10.2 in §10.4) we stipulate an "overwhelming" probability for Verifypk (m, s) = False if (m, s) is a forged message-signature pair created without using the prescribed signing procedure, we have not conducted any • of Contents investigationTable on how overwhelming the probability should be for any signature scheme Modern Cryptography: Theory Practice introduced in Chapter 10.and Also, as we have discussed in §10.4.9, the textbook security notion of digital i.e., difficulty of forging a signature "from scratch," is too weak to be fit for By Wenbosignatures, Mao Hewlett-Packard Company applications. Therefore, security arguments for signature schemes in Chapter 10, if we have conducted there, are too informal to provide an adequate level of confidence and too weak Publisher:any Prentice Hall PTR to be useful in practice. The real reason for having considered informal and weak security Pub Date: July 25, 2003 arguments in Chapter 10 is because then we were not technically ready for conducting a formal ISBN: 0-13-066943-1 and strong security argument. Pages: 648



After having studied in the two preceding chapters formal methodologies for security proof for public-key encryption schemes, which include strong security notions (e.g., IND-CCA2), the "reduction-to-contradiction" philosophy, the random oracle and standard models for security proof, we are now technically ready to further study formal security analysis methodologies for digital signature schemes. Analogous to the case of enhanced security analysis for public-key Many cryptographic schemes and protocols, especially those based on public-keycryptography, encryption schemes, the following two issues will be covered in our study of enhanced security have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for analysis for digital signature schemes: many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Difficulty for signature forgery against the most general way of attacking digital guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by signature schemes The most general attack on digital signatures is adaptive chosendemonstratingnumerous attacks on such schemes, protocols and systems under variousrealmessage attack. An adaptive attacker has in its possession the public key of a target user, world application scenarios. This book chooses to introduce a set of practicalcryptographic and can use the user as an oracle signing service provider (meaning given in §8.2) for schemes, protocols and systems, many of them standards or de factoones, studies them closely, signing any messages of its choice. It can then adapt its queries according to the messageexplains their working principles, discusses their practicalusages, and examines their strong signature pairs it has collected. We can consider this way of attack as the attacker (i.e., fit-for-application) security properties, oftenwith security evidence formally established. obtaining a training course from the targeted signer for forging signatures. The task for the The book also includes self-containedtheoretical background material that is the foundation for attacker, after querying sufficiently many adaptively chosen messages and getting modern cryptography. respective signatures, i.e., after sufficient training, is to output a new message-signature pair which is valid with respect to the targeted user's public key. Here, "new" means a message which has never been previously signed by the user. Security argument with formal evidence establishment This is to conduct a "reduction to contradiction" style of demonstration to establish security. Such a reduction of a secure signature scheme is an efficient transformation which shows that any successful forgery algorithm (e.g., under adaptive attack) can be used as a "blackbox" for solving a reputably hard problem in computational complexity. Here "contradiction" is because of a wide belief that there exists no efficient algorithm to solve the reputably hard problem. Goldwasser, Micali and Rivest make systematic considerations on these two issues for digital signatures in their seminal work published in [127]. They also realize a signature scheme which is probably invulnerable to (existentially) adaptive chosen-message attack. That scheme uses a notion of "claw-free" permutation pairs: informally, these are permutations f0 and f1 over a common domain for which it is computationally infeasible to find a triple (x, y, z) such that f0(x) =f 1(y) = z. Goldwasser et al. realize their "claw-free" permutation pairs using the integer factorization problem (see [127] for details). That signature scheme has an advantage that it can sign any random string without adding to the string any recognizable redundancy, e.g., without using hash functions for message formatting. However, that scheme signs a message in a bit-by-bit manner and hence is regarded as not ideally suitable for applications. However, the work of Goldwasser et al. [127] lays the important foundation for the strong (i.e., fit-forapplication) security notion for digital signature schemes.



16.1.1 Chapter Outline In §16.2 we introduce the strongest security notion for digital signature schemes. In §16.3 we conduct a formal reductionist security proof for ElGamal-family signature schemes. In §16.4 we introduce fit-for-application signature schemes which are based on randomized padding techniques and one-way trapdoor permutations (mainly, RSA and Rabin functions). In §16.5 we • Table of Contents study signcryption schemes their fit-for-application security. Modern Cryptography: Theory andand Practice ByWenbo Mao Hewlett-Packard Company
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



16.2 Strong Security Notion for Digital Signatures We provide here necessary definitions to be used in this chapter. First, a digital signature scheme is denoted by (Gen, Sign, Verify) and these elements are • Table of Contents defined in Definition 10.2 (in §10.4). However, because of the general uses of cryptographic Modern Cryptography: Theorysignatures and Practicewe have witnessed in Chapter 10 (there the usage was hash functions in digital mostly to prevent an existential forgery), in this chapter we shall consider that Sign and Verify of ByWenbo Mao Hewlett-Packard Company a signature scheme use one or more strong hash functions. By a strong hash function we mean that, when we argue security for a signature scheme, we will formally model such a hash Publisher: Prentice Hall PTR function used in the scheme to have the random oracle behavior described in §10.3.1.2. Indeed, Pub Date: July 25, 2003 all security arguments to be provided in this chapter are given under the random oracle model ISBN: 0-13-066943-1 for security proof (review §15.2.1). Pages: 648



Now we provide an asymptotic definition for the game of adaptive chosen-message attack on a digital signature scheme which uses hash function(s). Definition 16.1: Adaptive Chosen-message AttackLet k be a positive integer. An adaptive forger against a signature scheme (Gen, Sign, Verify)is a (probabilistic) polynomial-time (in k) Many cryptographic schemes and protocols, especially those based on kpublic-keycryptography, algorithm. It takes as input a public key pk, where (pk, sk) U Gen(1 ),and tries to forge have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for signatures with respect to pk. The forger is allowed to request, and obtain, signatures of many textbooks on cryptography. This book takes adifferent approach to introducing messages of its choice. This is modeled by allowing the forger to access to the signing and hash cryptography: it pays much more attention tofit-for-application aspects of cryptography. It algorithms, both polynomial (in k) times. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by The forger is said to (t(k), Adv(k))-break the signature scheme if in time t(k) with probability demonstratingnumerous attacks on such schemes, protocols and systems under variousrealAdv(k) it outputs a valid forgery – namely, a message-signature pair (m, s) such that Verify pk world application scenarios. This book chooses to introduce a set of practicalcryptographic (m, s) = Truewhere m is a recognizable message according the hash functions used in the schemes, protocols and systems, many of them standards or de factoones, studies them closely, scheme but is not one which has been input to Signearlier by the signer. Here t(k) is a explains their working principles, discusses their practicalusages, and examines their strong polynomial, and Adv(k), a significant quantity, in k . (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for For the meaning of a significant quantity (function), review §4.6. modern cryptography. We have simplified the definition without stating two expressions which are for the number of times the forger makes signing and hash queries. These omitted expressions are both polynomials in k: since the forger is a polynomial-time (in k) algorithm, it can only make polynomially many (in k) signing and hash queries. Definition 16.2: Secure Signature Scheme Signature scheme (Gen, Sign, Verify)is said (t(k), Adv(k))-secure if there exists no forger who (t(k), Adv(k))-breaks the scheme for all sufficiently large k. The use of Definition 16.2 will be in a contradiction manner. Assume that a given signature scheme is (t(k), Adv(k))-breakable where t(k) is a polynomial and Adv(k), a significant function, ink. A reduction transformation will be constructed which can translate t(k) to t'(k) and Adv(k) toAdv'(k) so that an underlying hard problem becomes (t'(k), Adv'(k))-breakable. If the reduction is efficient enough, then t'(k) will be small enough and Adv'(k) will be sufficiently close toAdv(k) and will therefore also be significant enough. Consequently, it is widely known to be untrue that the underlying hard problem can be (t'(k), Adv'(k))-breakable. In this way we reach a contradiction and complete a security proof. The reader may review §15.2.5 for the meaning of an efficient reduction and the importance for a reduction to be as efficient as possible. Similar to the cases of the "reduction-to-contradiction" techniques for public-key encryption schemes which we have studied in the preceding chapter, reductions for proving signature schemes in this chapter will also be conducted by a special agent named Simon Simulator. Simon will be playing the role of a targeted signer in interaction with the forger by issuing



signatures of messages of the forger's choice. This is done via simulation of a signing oracle. In order for the forger to release its full capacity for signature forgery, the simulated signing oracle must behave indistinguishably from a true signer. Since the forger is polynomially bounded, it suffices for us to use the polynomial-time indistinguishability notion which follows Definition 4.15 (in §4.7). In the rest of this chapter we name a forger Malice, who is an active attacker. •
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



16.3 Strong and Provable Security for ElGamal-family Signatures For a long period of time (1985–1996) after the birth of the ElGamal signature scheme (§10.4.6) • Table of Contents and the family of such signatures (e.g., Schnorr §10.4.8.1 and DSS §10.4.8.2), it was widely Modern Cryptography: Theory and believed that the difficulty of Practice forging such a signature should somehow be related to solving the discrete logarithm in a large subgroup of a finite field. However, no formal evidence (formal ByWenbo Mao Hewlett-Packard Company proof) was ever established until 1996. Publisher: Prentice Hall PTR



Pointcheval and Stern succeed demonstrating affirmative evidence for relating the difficulty of Pub Date: July 25, 2003 signature forgery under a signature scheme in the ElGamal-family signatures to that of ISBN: discrete 0-13-066943-1 computing logarithm [235]. They do so by making use of a powerful tool: the random 648 oraclePages: model (ROM) for proof of security [22]. The reader may review §15.2.1 to refresh the general idea of using ROM for security proof (there, ROM-based proofs are for public-key encryption schemes). The ROM-based technique of Pointcheval and Stern is an insightful instantiation of the general ROM-based security proof technique to proving security for the ElGamal-family signatures. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks cryptography. This book takes adifferent approach to introducing 16.3.1 TripletonElGamal-family Signatures cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto"version isonly good an ideal world signature where data are random Let us now introduce a typical of theinElGamal-family schemes whichand canbad be guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world provably unforgeable under ROM. A scheme in this version takes as input a signing key sk,by a demonstratingnumerous attacks on such and a systems under public key pk and a message M which is aschemes, bit string,protocols and outputs signature of Mvariousrealas a triplet (r, world application scenarios. This book chooses to introduce a set of practicalcryptographic e, s). Here schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., rfit-for-application) security it properties, oftenwith security evidence formally established. is called a commitment; commits an ephemeral integer called a committal which is The book also includes self-containedtheoretical background material that is the foundation for independent of such values used in all previous signatures; the usual form for constructing modern cryptography. a commitment is r = g (mod p) where g and p are part of the public parameters of the signature scheme; e = H(M, r) where H() is a cryptographic hash function; and s is called a signature; it is a linear function of the commitment r, the committal messageM, the hash function H() and the private signing key sk.



, the



Let us name such a signature scheme a triplet signature scheme. The original ElGamal signature scheme given in Alg 10.3 is not a triplet signature scheme because it does not use a hash function and does not resist an existential forgery (not to further consider adaptive chosen-message attack). However, the version which uses a hash function and thereby becomes existential-forgery resistant, i.e., the variation which we have described in §10.4.7.2, is a triplet version. The Schnorr signature scheme (Alg 10.4) is also a triplet one. A signature of a message M produced by the signing algorithm of the Schnorr signature scheme is (r, e, s) where e = H(M, r) for some hash function H(), although in the Schnorr scheme there is no need to send the value r to the verifier since the value can be computed as gsy e. Let us now introduce the reduction technique of Pointcheval and Stern for proving unforgeability for a triplet signature scheme. It is called a forking reduction technique.



16.3.2 Forking Reduction Technique We have shown in §10.4.7.1 that a violation for the one-time use of an ephemeral key (committal or equivalently commitment r) in a signature scheme in triplet ElGamal-family signatures will lead to uncovering of the signing private key. The uncovering of a signing private key is an efficient solution to a hard problem: extraction of the discrete logarithm of an element • Table of Contents (a public key) in group modulo a large prime. Modern Cryptography: Theory and Practice



By Mao Hewlett-Packard Company A Wenbo reductionist security proof for triplet ElGamal-family signature schemes makes use of this commitment replay technique to uncover the signing private key. A successful forger for such a signature scheme canPTR be reduced, with a similar cost, to an extractor for the signing private key. Publisher: Prentice Hall Since the latter problem, extraction of the discrete logarithm of an element (a public key) in Pub Date: July 25, 2003 group modulo a large prime, is reputably hard (Assumption 8.2 in §8.4), the alleged successful ISBN: 0-13-066943-1 signature forgery should also be similarly hard, where the similarity between the two efforts Pages: 648 depends on the efficiency of the reduction.



In the ROM-based reductionist security proof for a triplet ElGamal signature scheme, the hash function is idealised by a random function called "random oracle" (RO) which has the behavior specified in §10.3.1.2. Under the ROM, all ROs are simulated by Simon Simulator. In addition, Many cryptographic Simon will also simulate schemes the signing and protocols, procedure especially and so answer those based Malice's on public-keycryptography, signature queries. Thus, have basic Simon can provide or so-called Malice "textbook with thecrypto" necessary versions, training as course these versionsare which Malice usually is entitled the subjects to in order for many to prepare textbooks him well on cryptography. in his signature This forgery booktask. takesIfadifferent Malice is approach indeed a successful to introducing forger, then he cryptography: should be educatable, it pays much and will more output attention a forged tofit-for-application message-signature aspects pair with of cryptography. a non-negligible It explains whySimon probability. "textbook will use crypto" the forged isonly signature good in antoideal solve world a hard where problem, data are which random in theand case bad of a guys behave triplet ElGamal nicely.It signature reveals scheme, the general is the discrete unfitness logarithm of "textbook problem crypto" in afor finite thefield. real world Fig 16.1 by demonstratingnumerous illustrates a reduction technique attacks in onwhich such schemes, Simon makes protocols use ofand Malice systems to solve under a hard variousrealproblem. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, security evidence established. Figure 16.1. Reduction from a oftenwith Signature Forgery toformally Solving a Hard The book also includes self-containedtheoretical background material that is the foundation for Problem modern cryptography.
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. In our description of the reduction technique of Pointcheval and Stern, which we will be giving in the next two sections, we will try to provide as much intuition as possible. As a result, our probability estimation result does not take the exact formula given by Pointcheval and Stern although our measurement follows the same logic of reasoning as theirs. In terms of the reduction tightness, our result is an upper bound in comparison to that obtained by Pointcheval and Stern. Nevertheless, our upper bound suffices to produce a reasonably meaningful contradiction for a large security parameter. The reader with a more investigative appetite is referred to [236] to study their more involved probability measurement.



16.3.2.1 Unforgeability under Non-adaptive Attack Let us first consider the case of the unforgeability property of triplet ElGamal signature schemes under non-adaptive attack. Let(Gen(1 k),Sign, Verify) be an instance of the triplet version of the ElGamal signature scheme (i.e., the triplet version of Alg 10.3) where the prime p satisfies that there exists a k-bit prime q dividingp – 1 and (p – 1)/q has no large prime factors. Suppose that Malice is a successful forger against (Gen(1 k),Sign, Verify). Let Simon Simulator wrap all communication channels from and to Malice as illustrated in Fig 16.1. However, under the non-adaptive attack scenario, there is no "simulated signing training" in the interaction between Malice and Simon since Malice never requests a signature.



Simon will pick a random element . His goal is to uncover the discrete logarithm of y to the generator base g modulo p, i.e., to uncover integer x satisfying y g x (mod p). Simon will use Malice as a blackbox in such a way that Malice's successful forgery of a new signature on a chosen message will provide Simon enough information to uncover the discrete logarithm. We hope that by now the reader has become instinctively aware of the need for the input problem (i.e.,y) to be arbitrary: otherwise, the reduction will not be a useful algorithm. •
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Now Simon runs Malice 1/Adv(k) times. Since Malice is a successful forger, after having been satisfied of a condition (to be given in a moment), he will output, with probability 1 (since he has been run 1/Adv(k) times) a valid signature (r, e, s) of message M under the scheme (Gen, Sign, Verify). That is, Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong where |e| = k. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The also of includes self-containedtheoretical material thatbe is the foundation The book condition which Simon must satisfy Malicebackground is that the latter should entitled to somefor modern cryptography. number of evaluations of the RO function H. Under the ROM, as illustrated in Fig 16.1, Malice has to make RO-queries to Simon. Simon's response is via the simulation of the RO: he simulates H by maintaining an H-list of sorted elements ((M i, r i, e i) (e.g., sorted by M i) where (M i, r i) are queries and ei are random answers. Since Malice is polynomially bounded, he can only make n = qH RO queries where qH is polynomially (in k) bounded. Let



Equation 16.3.1



ben distinct RO queries from Malice. Let



be the n answers from Simon. Since |H| = k, Simon's answers are uniformly random in the set {1, 2, 3,..., 2k}.



Due to the uniform randomness of Simon's answers, when Malice outputs a valid forgery (r, e, s) onM, he must have queried (M, r) and obtained the answer e = H(M, r). That is, it must be the case that (M, r) = (M i, r i) and for some i [1, n]. The probability for (M, r) not having been queried is 2 –k (i.e., Malice has guessed Simon's uniformly random answer R i = ei correctly without making a query to Simon). Considering the quantity 2–k being negligible, we know that ((M, r), e) are in Simon's H-list. Let us recap Table • an important of Contentspoint which we must bear in mind: without making an RO-query to Simon Cryptography: Modern and without Theory using Simon's and Practice answer, Malice cannot be successful except for a minute –k which is negligible. With this observation, we can imagine as if Malice has probability value 2 ByWenbo Mao Hewlett-Packard Company been "forced" to forge a signature on one of the n messages in (16.3.1). Publisher: Prentice Hall PTR Pub Date: July 25, 2003
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Now Malice is re-run another 1/Adv(k) times under exactly the same condition. That is, he will make exactly the same n queries in (16.3.1). However, this time Simon will reset his n answers at uniformly random. We must notice that since the reset answers still follow the uniform distribution in the set {1, 2, Many schemes and being protocols, especially on public-keycryptography, 3, ..., cryptographic 2k}, these answers remain the correct onesthose sincebased they have the correct distribution. have basic "textbook crypto" versions, versionsare usually the subjects for (This point or willso-called be further explained in Remark 16.1as in these a moment.) many textbooks on cryptography. This book takes adifferent approach to introducing After having been fed much the second of n correct answers, Maliceaspects must again fully releaseIt his cryptography: it pays more lot attention tofit-for-application of cryptography. forgery and output, with probability new forgery (r',e',data s') onare M'.random Again, as webad explainscapacity why "textbook crypto" isonly good in1, ana ideal world where and have discussed in the reveals first lot the of runs of Malice, (M',r') must be acrypto" Q j in (16.3.1) for some guys behave nicely.It general unfitness of "textbook for the real worldj by[1, –k. n] except for a minute probability value demonstratingnumerous attacks on such2schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic An event of "successful of many Malice's queries," which is illustrated Fig 16.2, occurs schemes, protocols and forking systems, of RO them standards or de factoones, in studies them closely, when in the two lots of runs of Malice the two forged message-signature pairs (M, (r, e, s)) and explains their working principles, discusses their practicalusages, and examines their strong (M', e',s')) satisfy (M, security r) = (M',properties, r'). Notice that in each lot of runs of Malice, he can forge a (i.e.,(r', fit-for-application) oftenwith security evidence formally established. signature for (M , r ) where i U [1, n] is uniformly random and needn't be fixed. Applying the i i The book also includes self-containedtheoretical background material that is the foundation for birthday paradox (see §3.6), we know that the probability for this event to occur (i.e., i = j = b) modern cryptography. is roughly . Notice: this is different from the case of fixing i in the second lot of runs, which will result in the probability for successful forking (at the fixed point i) to be 1/n.



Figure 16.2. Successful Forking Answers to Random Oracle Queries
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Recall that n is polynomially bounded, so



is a non-negligible quantity. That is, with the



non-negligible probability value , Simon obtains those two valid forgeries (r, e, s) and (r, e',s'). Many cryptographic schemes and protocols, especially based on public-keycryptography, Further notice that because in the second run Simon has reset his answers at uniformly random, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for –k many textbooks book takes adifferent approach to–introducing we must have e' on ecryptography. (mod q) with This the overwhelming probability value 1 2 . cryptography: it pays much more attention tofit-for-application aspects of cryptography. It With a successful forking, Simonisonly will be ableintoanextract the targeted discrete logarithm value. explains why "textbook crypto" good ideal world where data are random and bad Let us seebehave how this is done. guys nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Extraction of Discrete Logarithm explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. From the two valid forgeries Simon can compute The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Sinceg is a generator element modulo p, we can write r = g 1. Also notice y = gx (mod p), we have



Sincee'



e (mod q) necessarily implies s'



(mod p) for some integer



s (mod q), we have



>p –



Finally, if q|r, then the reduction fails. This condition satisfies that for mounting Bleichenbacher's attacks [41] on the ElGamal signature scheme which we have warned as the first warning in • Table of Contents §10.4.7.1. However, while Bleichenbacher's attacks are enabled by malicious choice of public key Modern Cryptography: Theory and Practice parameters, for randomly chosen public key instance, the event q|r obviously has the negligible By Wenbo Mao value Hewlett-Packard Company probability of 1/q, and so we do not need to care if Malice may be successful in forging signatures (M,xq, H(M,xq),s) for some integer x since these successful forgeries form a negligible of valid signatures. Thus, with an overwhelming probability: r is relatively Publisher:fraction Prentice Hall PTR prime to q and hence Simon can extract x (mod q) as Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Recall that (p – 1)/q has no large prime factors, x (mod p – 1) can easily be further extracted. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Since the numbers r, e, e' are in Simon's two RO lists, and s, s' are Malice's output, Simon can many textbooks on cryptography. This book takes adifferent approach to introducing indeed use the described method to extract the discrete logarithm of y to the base g modulo p. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It In this method Simon uses Malice as a blackbox: he does not care nor investigate how Malice's explains why "textbook crypto" isonly good in an ideal world where data are random and bad technology works; but as long as Malice's technology works, so does Simon's. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Reduction Resultand systems, many of them standards or de factoones, studies them closely, schemes, protocols explains their working principles, discusses their practicalusages, and examines their strong To this end we have obtained theproperties, following reduction (i.e., fit-for-application) security oftenwithresults: security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. i. Simon's advantage for extracting discrete logarithm is



sinceq



H



is polynomially (in k) bounded, the value Adv'(k) is non-negligible in k.



ii. Simon's time cost is roughly



wheret is Malice's time for forging a signature. We will discuss in §16.3.2.3 the efficiency of this reduction algorithm. The theoretic basis for this ROM-based reduction proof is called forking lemma [235].



. Remark 16.1 The forking reduction technique works because Simon Simulator resets the RO answers so that one set of questions from Malice are answered with two completely independent sets of answers. It seems that Malice is very stupid for not having detected the changed answers to the same set of questions. No, Malice is still very clever as a successful forger. We should consider that Malice is a probabilistic • Tablealgorithm of Contentswhose sole functionality is to output a valid forgery whenever the algorithm is workingTheory in a correct environment and has been responded to with RO answers of the Modern Cryptography: and Practice correct distribution. We must not think that the probabilistic algorithm may have any additional ByWenbo Mao Hewlett-Packard Company functionality, such as that the algorithm may be conscious like a human being and may thereby be able to detect whether or not somebody in the communication environment is fooling around. Publisher: Prentice Hall PTR In fact, by responding to M alice with correctly distributed answers, Simon is not fooling him at all.



Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



16.3.2.2 Unforgeability under Adaptive Chosen-message Attack Now let us consider the case of unforgeability under adaptive chosen-message attack. Many cryptographic schemes and protocols,the especially based on public-keycryptography, The reduction technique will be essentially same asthose that in the case of non-adaptive attack. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for However, now Malice is also allowed to make signing queries (qs of them), in addition to making many textbooks on cryptography. This book takes adifferent approach to introducing RO queries. Hence Simon Simulator must, in addition to responding to RO queries, also respond cryptography: it pays much morewhich attention aspects of cryptography. the signing queries with answers can tofit-for-application pass Malice's verification steps using VerifypkIt . explains why "textbook crypto" isonly good in an ideal world where data are random and bad Simon must do so even though he does not have possession of the signing key. The signing is guys behave reveals he theisgeneral unfitness of "textbook for Simon's the real procedure world by for the very piecenicely.It of information trying to obtain with the help crypto" of Malice! demonstratingnumerous attacks on such schemes, protocols and systems under variousrealsigning is done via simulation. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, them standards or Simon de factoones, studies them closely, Therefore here it suffices for us tomany show of that under the ROM, can indeed satisfy Malice's explainsqueries their working principles, discusses their practicalusages, and examines their strong signing with the perfect quality. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book Since the also signing includes algorithm self-containedtheoretical uses a hash function background which is modeled material by that an RO, is the under foundation the ROM, forfor modern each signing cryptography. query M, Simon will choose a new element r < p and make the RO query (M, r) on behalf of Malice and then returns both the RO answer and the signing answer to Malice. The generation of a new r by Simon for each signing query follows exactly the signing procedure; Simon should never reuse any r which has been used previously. Here is precisely what Simon should do. For signing query M, Simon picks random integers u, v less than p – 1, and sets



Simon returns e as the RO answer to the RO query (M, r) and returns (r, e, s) as the signature of M (i.e., as the signing answer to the signing query M). The reader may verify that the returned



signature is indeed valid. In fact, this simulated signing algorithm is exactly the one with which we generated an existential forgery in §10.4.7.2; there we have verified the validity of such an existential forgery. Under the ROM, this simulated signature has the identical distribution as one issued by the signing algorithm which uses an RO in place of the hash function H. That is why Malice cannot discern any abnormality. Thus, the "simulated signing training" provided by Simon (see Fig 16.1) is a high quality one, and thereby Malice can be satisfied with the signature responses, in • Table of Contents addition to being satisfied with the RO responses. His forgery capacity should be fully released Modern Cryptography: Theory and Practice and the same reduction used in §16.3.2.1 should also lead to a contradiction as desired. ByWenbo Mao Hewlett-Packard Company



Now we are done. Theorem 16.1 summarizes the security result we have obtained. Publisher: Prentice Hall PTR Pub Date: July 25, 2003
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Let (Gen(1k),Sign, Verify)be an instance in triplet ElGamal-family signature schemes where the prime p satisfies that there exists a k-bit prime a dividing p – 1 and (p – 1)/q has no large prime factors. If an adaptive chosen-message forger can break the scheme in time t(k) with advantage Adv(k), then the discrete logarithm problem modulo p can be solved in time t'(k) with advantage Adv'(k) where Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. where qs and qH are the numbers of signing and H oracle queries, respectively, and T is time for answering an H query. In this result, k3 is the number of bit operations for computing exponentiation modulo a k-bit integer (we have derived the cubic time-complexity expression for modulo exponentiation in §4.3.2.6).



16.3.2.3 Discussions We have again witnessed the power of the ROM for security proof. Here is a fact revealed by the ROM-based security proof for triplet ElGamal-family signature schemes: if the signing algorithm is a truly random function, then the easiest way to forge a signature is to solve the discrete logarithm first and then do as a true signer does. This is compatible to the bit-security investigation result which we have conducted in Chapter 9. Thus, an ROM-based proof suggests that for a real world signature scheme which uses real world hash functions rather than ROs, the most vulnerable point to mount an attack is probably the hash functions used in the scheme, unless an attacker considers that attacking the hash functions is harder than solving the discrete logarithm problem. We therefore consider that the ROM-based technique for security proof manifests its importance in that it



suggests where to focus the attention for a careful design.



We have seen that Simon's advantage to solve discrete logarithm problem is where qH is the number of RO queries to H that Malice is entitled to make. In order for Simon to achieve a constant advantage to solve discrete logarithm problem, the reduction should run This will further increase Simon's time to •
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IfISBN: we consider that a hash function can be evaluated efficiently, it is therefore reasonable to 0-13-066943-1 grant a dedicated forger to evaluate 250 hash functions (same as our instantiation in Pages: 648 §15.2.5). Therefore in the reduction proof we ought to permit Malice to make 2 50 RO queries, that is, q H = 250 is a reasonable setting. Under this reasonable setting, we consider the dominant cost part of



in Simon's time, and obtain



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by as Simon's time for attacks solving on thesuch discrete logarithm problem. timeunder cost indicates that demonstratingnumerous schemes, protocols and This systems variousrealour reduction is not very efficient. The resultant contradiction is not a very meaningful world application scenarios. This book chooses to introduce a set of practicalcryptographic one for p being a 1024-bit prime especially if Adv is small.or It de is however reasonably meaningful schemes, protocols and systems, many of them standards factoones, studies them closely, for p being a 2048-bit prime. explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Although the reduction does not have ideal background efficiency, nevertheless, ROM-based forking The book also includes self-containedtheoretical material thatthe is the foundation for reduction technique of Pointcheval and Stern provides the first reductionist security proof modern cryptography. for triplet ElGamal-family signature schemes. It is rather ironic to see that the proof for unforgeability against adaptive chosen-message attack, which is the strongest notion of security for digital signatures, is made possible only because the signature scheme has an inherent weakness of being existentially forgeable. However, this irony is different from the one in the case of "Shoup's initial attempt" in §15.2.4 for proof of security for the RSA-OAEP scheme where he suggests using 3 as the public exponent for RSA encryption. The inherent "weakness" of the existential forgery property of digital signature schemes based on one-way trapdoor functions is not an essential weakness (it is a property), while the RSA encryption using public exponent 3 is a real weakness. Although the Digital Signature Standard (DSS, see §10.4.8.2) is not a triplet signature scheme (the hash function takes as input the message bit string only, rather than the message and the commitment value), there is no essential technical difficulty in proving the same unforgeability quality for the DSS under the ROM. The formality can go through if we assume that Simon is able to document all messages which have been RO queried and signing queried in the entire history with respect to a given key pair. In this way, queries of old messages can be responded with the old answers. Perhaps, the successful ROM-based proof of the triplet ElGamal signature schemes suggests that the DSS should be modified into a triplet version, that is, the commitment value should also be hashed. Pointcheval and Stern [235] also provided a security proof for the signature scheme of Fiat



and Shamir [109] due to the fact that the scheme of Fiat and Shamir is essentially a triplet signature scheme. That signature scheme is modified from a zero-knowledge identification scheme which we shall introduce in a later chapter.



16.3.3 Heavy-Row Reduction Technique • Table of reduction Contents technique for the proof of unforgeability for triplet ElGamal-family There is a different Modern Cryptography: and Practice signature schemes.Theory The technique is



called heavy row and is invented by Feige, Fiat and Shamir [106] By Wenbo forMao proving Hewlett-Packard a soundness Company property for a zero-knowledge identification scheme of Fiat and Shamir [109] (we will study the soundness property of a zero-knowledge protocol in §18.2.2). Since that identification Publisher: Prentice Hall PTRprotocol can easily be turned to a triplet signature scheme of Fiat and Shamir (though not in the ElGamal family), the heavy-row technique trivially applies to triplet Pub Date: July 25, 2003 ElGamal-family signature schemes. This fact is eventually documented in [222]. Now let us ISBN: 0-13-066943-1 provide a brief description of the heavy-row reduction technique for proving security for triplet Pages: 648 ElGamal-family signature schemes. In the heavy-row reduction technique, we also assume that Malice has advantage Adv to forge a signature. Then Simon will run Malice a lot of times proportional to 1/Adv (exactly 3/Adv times). Now us imagine aschemes giganticand binary matrix especially H of q rowsthose and q columns. The q rows corresponds Manylet cryptographic protocols, based on public-keycryptography, all possible random choices of the first element in a triplet ElGamal signature scheme. The q for have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects columns corresponds all possible random choices of the second element in this signature many textbooks on cryptography. This book takes adifferent approach to introducing scheme. An entry of hi,much is 1 ifattention (i, j, s) istofit-for-application a valid signature, and is 0 otherwise. A row is j in Hmore cryptography: it pays aspects of cryptography. It said to be heavy if it contains has at least two 1's. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by An extremely simple but crucially important fact with this matrix demonstratingnumerous attacks on such schemes, protocols and is: systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, .explains Lemma 16.1 Heavy-row Lemmatheir practicalusages, and examines their strong their working principles, discusses (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The probability book also includes for 1's inself-containedtheoretical H and in heavy rows is atbackground least 1/2. material that is the foundation for modern cryptography. This is simply because heavy rows have more 1's than other rows. Since Malice is a successful forger against the triplet signature scheme with advantage Adv, we know that there are Adv.q2 1's in H. Running Malice 1/Adv times, Malice ought to output a correct forgery (i, j, s). By Heavy-row Lemma, with probability at least 1/2, i is a heavy row. Now run Malice another 2/Adv times, sticking to the commitment i, Malice will successfully forge another valid signature (i, j's') where j'



j.



We already know that these two forged signatures achieve the extraction the needed discrete logarithm value, i.e., lead to a contradiction as desired. In our description of the heavy-row technique we have focused our attention explaining the intuition of the idea. As a result we have omitted the application of a birthday-paradox effect which can lead to an enlargement the probability values. For the precise reduction formulations of the heavy-row technique which makes use of the birthday-paradox effect, the reader is referred to [222].



16.4 Fit-for-application Ways for Signing in RSA and Rabin The RSA and Rabin functions are one-way trapdoor permutations (OWTP, review §14.3.6.1 for • of Contents why and howTable a recommended way of using the Rabin function forms OWTP). As a result, the Modern Cryptography: Theory and Practice based on these functions (the textbook RSA signature textbook-version signature schemes scheme §10.4.2 and the textbook ByWenbo Mao Hewlett-Packard Company Rabin signature scheme §10.4.4) are deterministic algorithms. This means that for a given key pair (sk, pk) and a given message M, the signature of M output from the signing algorithm is uniquely determined by (sk, pk) and M. Publisher: Prentice Hall PTR



Pub Date: July 25, 2003 In cryptography, determinism is an undesirable property. In the case of the textbook Rabin ISBN: 0-13-066943-1 signature scheme, the determinism is also the cause of a devastating attack on the scheme 648 shown in §10.4.5: adaptive chosen-message attack permits Malice to obtain two which Pages: we have different square roots of a chosen message and thereby factor the modulus. Therefore, fit-forapplication versions of the RSA and Rabin signatures must be probabilistic schemes.



Many cryptographic schemes protocols, especially those based on public-keycryptography, 16.4.1 Signatures withand Randomized Padding have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many on cryptography. This of book takeswith adifferent approach Bellaretextbooks and Rogaway initiate the work signing RSA and Rabin intoa introducing probabilistic method cryptography: it pays much more attention tofit-for-application aspects It [26]. They name their method probabilistic signature scheme (PSS).ofItcryptography. is a randomized explains why "textbook crypto" isonly good in an ideal world where data are random and bad padding-based scheme for the RSA (and Rabin) function. For ease of wording, below we only guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by mention the case of RSA. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book setpadding of practicalcryptographic Like the OAEP padding scheme (see Figchooses 15.1 fortoaintroduce picture ofathe scheme), the PSS schemes, protocols and systems, many of them standards or de factoones, them closely, padding scheme is also constructed from hash functions and is essentially instudies the same spirit as explains their working principles, discusses their practicalusages, and examines their strong the OAEP scheme. In the case of the RSA-OAEP scheme for encryption, the encryption procedure (i.e., fit-for-application) properties, oftenwith evidence formally is a transformation whichsecurity uses the one-way part of thesecurity RSA function. In the case established. of the RSA-PSS The book also includes self-containedtheoretical background material that is the foundation signature scheme, the signing procedure is a transformation which uses the trapdoor part offor the modern cryptography. RSA function since now the private key is available to the signer. Now let us specify the RSA-PSS scheme, an important fit-for-application digital signature scheme.



16.4.2 The Probabilistic Signature Scheme — PSS We shall only specify the algorithm for the RSA case; the Rabin case is analogous. Fig 16.3 illustrates a picture of the PSS padding. The signature scheme is specified in Alg 16.1.



Figure 16.3. The PSS Padding
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The signing and verifying algorithms make use of two hash first, H, called the Many cryptographic schemes and protocols, especially thosefunctions. based on The public-keycryptography, k1 and the second, G, called the generator, maps as compressor, maps as H: {0, 1}* {0, 1} have basic or so-calledk–k1–1 "textbook crypto" versions, as these versionsare usually the subjects for G: {0,textbooks 1}k1 {0, 1} . In theThis analysis security, theseapproach hash functions are modeled by many on cryptography. book of takes adifferent to introducing ROs. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols andThe systems, many of them standards orScheme de factoones, studies them closely, Algorithm 16.1: Probabilistic Signature (PSS) explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Key Parameters The book also includes self-containedtheoretical background material that is the foundation for modern Let (N, cryptography. e, d, G, H, k ,k ) U Gen(1 k) where: (N, e, d) are RSA key material with 0



1



(N, e) public and d = e-1 (mod f(N)) private; k = |N| = k0 + k1 with 2-k0 and 2–k1 being negligible quantities; G, H are hash functions satisfying



(* the output bit string from G is split into two sub-bit-strings, one is denoted by G 1 and has the first (i.e., the most significant) k0 bits, the other is denoted by G 2 and has the remaining k – k1 – k0 – 1 bits *) Signature Generation SignPSS(M, d, N)= r y



U {0, 1}k0;w



H(M || r);r*



0 || w || r* || G 2(w);



return(y d (mod N)). Signature Verification



G 1(w)



r;



VerifyPSS(M, U, e, N) = y



U



e



(mod N);



Parsey as b || w || r* || g (* That is, let b be the first bit of y, •
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r) = w LG



2(w)



= g Lb = 0) return (True)



else return (False).



Many cryptographic schemes protocols, especially those based on public-keycryptography, What is the role of the leadingand 0? From the lengths of the hash functions and the random input, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for we know that the padding result has k – 1 bits. Thus, prefixing the padding result with 0 many textbooks on cryptography. This book takes adifferent approach to introducing produces a k-bit string, and when interpreted as an integer, will be less than N. This is necessary cryptography: pays much more attention aspects of cryptography. It in order for theitmodulo exponentiation to betofit-for-application conducted correctly. An alternative way for making explains why "textbook crypto" isonly good in an ideal world where data are random and sure that the padding result is less than N while saving one-bit bandwidth is to make the bad guys behave nicely.It reveals general of "textbook crypto" for the real world padding result an exactly k-bitthe string and unfitness to have the signer perform trial-and-error tests.by This demonstratingnumerous attacks on such schemes, protocols and systems under variousrealmethod has been included in our specification of the RSA-OAEP padding in Alg 10.6 which is a world scenarios. chooses to introduce set of practicalcryptographic minor application step of correction fromThis thebook original algorithm given ina[24]. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 16.4.2.1 Proof of Security The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Formal evidence for unforgeability of signature under the RSA-PSS scheme can be shown using an ROM-based reduction technique and is given in [26]. The formal evidence is again derived from reduction to contradiction: a successful forgery can lead to an inversion of the RSA function which is a well-known hard problem. The construction of the reduction is very similar to that for an RSA padding algorithm as an encryption scheme (e.g., that for RSA-OAEP which we have studied in §15.2). Specifically, the reduction for RSA-PSS security proof will also transform a successful signature forgery into a partial inversion of the RSA function as we have seen in §15.2.3.4 in the case of the reductionist proof for RSA-OAEP (there, a successful IND-CCA2 attack leads to discovery of s*, which is a partial e-th root of the challenge ciphertext c*). Nevertheless, the signature case turns out to be easier than the encryption case: partial inversion of the RSA function can directly lead to the full inversion without having to rerun Malice as in the encryption case. This is due to the computational nature of a signature forgery: in a successful signature forgery, Malice has to provide Simon a pair of message, signature, and this pair can be verified using the one-way function (here the RSA function). In contrast, in a successful IND-CCA2 attack, Malice provides Simon much less information, merely a one-bit guessing, and so there is no one-way function available for Simon to relate the guessed plaintext to the challenge ciphertext. The resultant inversion is just a partial one. Thus, in the encryption case, the reduction resorts to a rerun of Malice by shifting the position of the partial inversion in order to obtain the full inversion of the function. A direct result of the full inversion in one go in the security proof for the RSA-PSS signature



scheme is an efficient reduction: Malice's advantage for signature forgery, Adv, is tightly translated to Simon's advantage, Adv'; that is, Adv' Adv. Bellare and Rogaway name the tight reduction result the exact security for their RSA padding based signature scheme. Due to the conceptual similarity between security proof for the RSA-PSS signature scheme and that for the RSA-OAEP encryption scheme, also due to a nontrivial degree of detailedness in the presentation of the reduction, we shall not describe the reduction proof here. The more investigative reader is referred to [26] for details. • Table of Contents Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



16.4.3 PSS-R: Signing with Message Recovery Publisher: Prentice Hall PTR



From fact the RSA-OAEP encryption scheme permits a private key owner to recover an Pubthe Date: Julythat 25, 2003 encrypted message, we can think the issue in the opposite direction: a padding based signature ISBN: 0-13-066943-1 scheme with message recovery can also permit everybody, as long as having in possession of Pages: 648 the correct public key, to recover a signed message. This is exactly what the RSA-PSS-R scheme does: Probabilistic Signature Scheme with message Recovery. Bellare and Rogaway provide the PSS-R padding scheme for RSA and Rabin [26]. We shall introduce a slight variation to the original PSS-R padding scheme of Bellare and Many cryptographic Rogaway. The variation schemes is dueand to Coron protocols, et al.especially [83]. Thethose reason based for us onto public-keycryptography, choose to introduce the have basic variation ofor Coron so-called et al."textbook is because crypto" the latter versions, authors as prove these that versionsare their variation usuallyisthe notsubjects only secure for many for signature textbooks usage on cryptography. when the signature This book is created takes using adifferent the trapdoor approachpart to introducing of the RSA function, cryptography: but also secureitfor pays encryption much more usage attention when the tofit-for-application ciphertext is created aspects using ofthe cryptography. one-way part It of explains the RSA function. why "textbook Here secure crypto"for isonly the signature good in anusage ideal is world in terms where of data unforgeability are random under and bad guys behave adaptive chosen-message nicely.It reveals attack, the general while that unfitness for the of encryption "textbookusage crypto" is under for thethe real IND-CCA2 world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealmode. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong 16.4.4 Universal PSS-R Padding for Signature and Encryption (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Fig 16.4 cryptography. illustrates two pictures of the PSS-R padding; one for the original version of Bellare and modern Rogaway [26], and the other for the variation of Coron et al. [83]. The universal padding scheme for signature and encryption is specified in Alg 16.2.



Figure 16.4. The PSS-R Padding
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Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Algorithm 16.2: The Universal RSA-Padding Scheme for many textbooks on cryptography. This book takes adifferent approach to introducing Signature and cryptography: it paysEncryption much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys Key behave Parameters nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealk) where: (N, e, d) are RSA key material with (N, Let (N, e, d, G, H, k 0, k 1) This Gen(1 world application scenarios. book chooses to introduce a set of practicalcryptographic –1 (mod ø(N)) private; k = |N| = k + k with 2–k and 2–k being e) public and d = e schemes, protocols and systems, many of them standards 0 or1 de factoones, 0 studies 1 them closely, negligible quantities; G, H are hash functions satisfying explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Signature Generation or Message Encryption PSS-R-Padding(M, x, N) =



1. r



if (y



U



{0, 1}k0;w



H(M || r);s



G(w)f (M || r);y



(w || s);



N) go to 1;



return(y x (mod N)). Signature Verification or Decryption with Ciphertext Validation PSS-R-UnPadding (U, x, N) = y



U



x



(mod N);



Parsey as w || s;



(*i.e., let w be the first k1 bits, s, the remaining k – k1 bits *) ParseG(w)f s as M || r; (*i.e., let M be the first k – k1 – k0 bits, r, the remaining k0 bits *) if ( H(M || r) = w ) return (True || M ) •
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In this universal RSA-padding scheme, the signing and encryption procedure will be called PSSR-Padding. Publisher: Prentice It takes Hall asPTR input a message M {0, 1}k–k1–k0 , an RSA exponent and an RSA modulus; the exponent is d for signature generation, and e for encryption. Notice that Pub Date: JulyRSA 25, 2003 unlike ISBN: the PSS signature scheme where the message can have an unlimited length, now the 0-13-066943-1 message must have a limited length: k – k1 – k 0. The procedure for signature verification and Pages: 648 decryption with ciphertext integrity verification will be called PSS-R-UnPadding. It takes as input a number U < N and RSA key material and its output is in {True, False} U {0, 1}k–k1–k0 ; in the case of the first part of the output being True, the remaining bit string from the output is the message recovered; otherwise, the remaining part of the output is a null string Null. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 16.4.4.1 Proof of Security many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Proofs of why security properties for isonly RSA-PSS-R encryption and signature schemes are conceptually explains "textbook crypto" good in an ideal world where data are random and bad the same to (i) in the case of encryption, that for RSA-OAEP, and (ii) in the case of signature, guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by that for RSA-PSS. Again, attacks due to the conceptual similarity andand the systems non-trivial degree of demonstratingnumerous on such schemes, protocols under variousrealdetailedness, we shall not include the reductions here. The reader is referred to [83] for details. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) 16.4.4.2 Discussions security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. InPSS-R-Padding, in order to guarantee that the padding result as an integer is less than N, we conduct a trial-and-error test. The probability for repeating the test i times is 2–i. Alternatively, the leading-0 technique used in the PSS padding scheme can also be used here. WhenPSS-R-Padding is used for encryption, integrity verification of the ciphertext validity is done via checking the hash function value. This method is different from the case of the OAEP padding scheme: checking a string of 0's as recovered redundancy. The ROM-based IND-CCA2 security analysis for the encryption case of the RSA PSS-RPadding scheme is essentially the same as that we have conducted for the RSA-OAEP scheme: via reduction to a partial inversion of the RSA function where w is uncovered; that is, if Malice is successful in breaking the scheme with advantage Adv, then in the attacking game run with Simon Simulator, Malice must have queried the RO G with an advantage similar to Adv. Since a run of the attacker only causes a partial inversion, the reduction has to run the attacker more than once in order to obtain enough information for inverting the function fully. As we have seen in §15.2.4, in order to make the reduction leading to a meaningful contradiction, the reduction should run Malice no more than twice (so that the reduction is a polynomial of degree 2). Even in the case of running Malice the minimum number: twice, the reduction is already far from tight. The reader may review §15.2.5 to see the consequence of the non-tightness of the reduction. In order to reach a meaningful contradiction, the non-tight reduction



stipulates that the RSA modulus for the RSA-PSS-R encryption scheme should be at least a 2048-bit one. The need of the minimum of twice running Malice requires the padding scheme to satisfy



•



|w| > . Consequently, |M||r| . Therefore, the RSA-PSS-R padding scheme for encryption has a rather low bandwidth for message recovery: the size of the recovered message must be below half the size of the modulus. In the typical key setting of k = |N| = Table of Contents



Modern Cryptography: Practice 2048 and k0 =Theory 160, and we can obtain |M|Mao is only up to 42%Company of |N|. ByWenbo Hewlett-Packard



as maximum |M|=



– k0 = 1024 – 160 = 862, that is,



As we have discussed in §16.4.2.1 for the case of the RSA-PSS signature scheme, the ROMbased security proof for the RSA-PSS-R signature scheme (unforgeability against adaptive Pub Date: July 25, 2003 chosen-message attack) has a tight reduction. This is because a successful forgery of a ISBN: 0-13-066943-1 signature can lead to full inversion of the RSA function in one go. Thus, unlike security Pages: for 648 the encryption case discussed in the preceding paragraph, security proof for the proof



Publisher: Prentice Hall PTR



signature case does not require the condition |w| > . We consider that it suffices for k0, k1 to have sizes with 2–k0, 2 –k1 being negligible against a guessing attack for which k0 = k1 = 160 suffices. Thus, |M| = k – k1 – k0 can be rather large. Instantiating the typical case of = |N| = 2048schemes and k0 =and k1 = 160, we especially can obtainthose |M| =based 2048 on – 320 = 1728, that is, |M| Manykcryptographic protocols, public-keycryptography, can be up to 84% of |N|. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



16.5 Signcryption To avoid forgery and ensure confidentiality of the contents of a letter, it has been a common practice that the author of the letter should sign and then seal the letter in an envelope, before handing it over to a deliverer. This common practice in secure communications applies to digital • Table of encryption, Contents signature and data often separately and straightforwardly: signing a message and Modern Cryptography: Theory then encrypting the resultand at Practice the sending end; decrypting the ciphertext and verifying the signature atHewlett-Packard the receiving Company end. By Wenbo Mao Signature and encryption consume machine cycles, and also introduce expanded bits to a Publisher: Prentice Hall PTR message. The cost of a cryptographic operation on a message is typically measured in the Pub Date: July 25, 2003 message expansion rate and the computational time spent by the both the sender and the ISBN: 0-13-066943-1 recipient. With the straightforward signature-then-encryption procedure, the cost for delivering a Pages: message in 648 an authenticated and confidential way is essentially the sum of the cost for digital signature and that for encryption. Often this is not an economical way to do the job. Signcryption is a public key primitive to achieve the combined functionality of digital signature and encryption in an efficient manner. It therefore offers the three frequently used security services: confidentiality, authenticity and non-repudiation. Since these services are frequently Many cryptographic schemes and protocols, especially those based on public-keycryptography, required simultaneously, Zheng proposes signcryption [309] as a means to offerthe them in a more have basic or so-called "textbook crypto" versions, as these versionsare usually subjects for efficient manner than that a straightforward composition of digital signature scheme and many textbooks on cryptography. This book takes adifferent approach to introducing encryption scheme. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousreal16.5.1 Zheng's Signcryption Scheme world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols systems, many of them standards or deSCS1 factoones, studies them closely, Zheng proposes twoand very similar signcryption schemes, named and SCS2, respectively explains their working principles, discusses their practicalusages, and examines their strong and [309]. They apply two very similar signature schemes in the ElGamal family, named SDSS1 (i.e., fit-for-application) security properties, oftenwith security evidence formally established. SDSS2, respectively. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Recall §16.3.1, in a triplet ElGamal signature (r, e, s), the commitment r is usually computed by r = gk (mod p) where g and p are part of the public key material, and the committal k is a integer independent to such values used in all previous signatures. Further recall that in the Schnorr signature scheme (Alg 10.4), which is a triplet ElGamal scheme, there is no need for the signer to send the commitment to the receiver; the way that the signature is generated permits the receiver to recover the commitment by computing r = g sye (mod p). Thus, if a message sender (as a signer of the message) computes the commitment in a special way so that it is only recoverable by an intended receiver (e.g., computed using the receiver's public key), then the commitment value can be used as (or can seed) a symmetric key shared between the sender and the receiver and so symmetric encryption can be applied for providing message confidentiality. This is more or less what all Zheng's signcryption schemes are about: using the recoverable commitment value of a triplet signature scheme in the ElGamal-family signatures as the symmetric key to achieve symmetric encryption of the message while the triplet signature scheme serves the signature. From this brief and abstract description, we can already write a signcrypted message as a triplet (c, e, s) here c is a ciphertext output from a symmetric encryption algorithm, (e, s) is the second and third elements in a triplet signature; the first element of the triplet signature scheme (which is conventionally denoted by r) is recoverable only by an intended message receiver. Due to the similarity between SCS1 and SCS2, we shall only provide the specification of SCS1, which is given in Alg 16.3. For ease of exposition, our specification follows the conventional



notation for specifying triplet ElGamal signature schemes, except that we use K in place of r (the commitment value of a triplet ElGamal signature scheme) to indicate that this value is used as a symmetric key. We now show that the system specified in Alg 16.3 is both a cryptosystem and a signature scheme, i.e., (i) Bob's decryption procedure will actually return the same plaintext message that Alice has signcrypted; and (ii) Alice has signed the message. •
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To show (i), it suffices to show that Bob can recover Modern Cryptography: Theory and Practice recovery procedure is



as Alice has encoded. Bob's
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Thus, indeed, Bob recovers K as Alice has encoded. Using K 1 split from K, Bob can of course decrypt the ciphertext c and retrieve the message M. To show (ii), we notice that with being recovered, (K 2,e, s) forms a triplet ElGamal signature on the retrieved message M. Therefore the system in Alg 16.3 is indeed a signature Many cryptographic schemes and protocols, especially those based on public-keycryptography, scheme. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It 16.5.1.1 Discussions explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealSCS1 scheme is very efficient both in computation and in communication worldEfficiency applicationThe scenarios. This book chooses to introduce a set of practicalcryptographic bandwidth. In computation, to signcrypt, the sender performs one modulo exponentiation, schemes, protocols and systems, many of them standards or de factoones, studies them closely, one hashing and one symmetric encryption; to unsigncrypt, the receiver performs a similar explains their working principles, discusses their practicalusages, and examines their strong eyA)sxb is rewritten to g esxb yA sxb amount of computation if the exponentiation expression (g (i.e., fit-for-application) security properties, oftenwith security evidence formally established. and computed using Alg 15.2. In communication bandwidth, considering that the The book also includes self-containedtheoretical background material that is the foundation for symmetric encryption of a message does not cause data expansion, then a signcrypt text modern cryptography. can be sent in 2|q| bits plus the bits of the message being signcrypted. This is the same bandwidth for transmitting a signature (with the signed message) in the ElGamal-family signatures. Moreover, the use of a symmetric cipher algorithm makes the scheme suitable for sending bulk volume of data efficiently (e.g., using a block cipher with the CBC mode of operation, see §7.8.2). In essence, SCS1 can be viewed as a hybrid public-key encryption scheme which we have overviewed in §15.4.



Algorithm 16.3: Zheng's Signcryption Scheme SCS1 Setup of System Parameters A trusted authority performs the following steps: 1. Setup system parameters (p, q, g, H); (*these parameters are the same as those for Schnorr signature scheme (Alg 10.4)*) 2.



2. In addition, setup a symmetric encryption algorithm e ; (* for example, AES is a good candidate for e *) The parameters (p, q, g, H, e ) are publicized for use by system-wide users. •
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and computes
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material is (p, q, g, y A, H, e ); her private key is x A.



Signcryption To send to Bob M in signcryption, Alice performs: Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 1. Pickitu pays randomly q], computes K into k1 cryptography: muchfrom more[1, attention tofit-for-application aspects Split of cryptography. It and k of appropriate lengths; 2 explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 2. e H(K 2,M);attacks on such schemes, protocols and systems under variousrealdemonstratingnumerous world application scenarios. This book chooses to introduce a set of practicalcryptographic 3. s u(e+x )–1 (mod q); schemes, protocols andA systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong 4. c E k1 (M); (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book includes background material that is the foundation for 5.also Send to Bobself-containedtheoretical the signcrypted text (c, e, s). modern cryptography. Unsigncryption Upon receipt of the signcrypted text (c, e, s) from Alice, Bob performs:



1. Recover K from e, s, g, p, y 2. SplitK into K 3. M



D



k1



1



A



and xB:K



(g eyA)sxB (mod p);



and k2;



(c);



4. Accept M as a valid message originated from Alice only if e = H(K 2,M).



Security For unforgeability of signature, Zheng conducts a reasonable argument for his schemes. Since we have seen that the SCS1 scheme is essentially a triplet ElGamal signature with a recoverable commitment, unforgeability of signature under adaptive chosen-message attack should be straightforward by following the ROM-based proof for a triplet ElGamal signature schemes proposed by Pointcheval and Stern [235] (we have studied the technique in §16.3). However, for confidentiality of message, due to the involvement of a symmetric encryption algorithm, Zheng has not given a reductionist proof on the IND-CCA2 security for his signcryption schemes. Perhaps, here is the reason for a



non-trivial hurdle for constructing a reductionist proof for the IND-CCA2 security: only the intended receiver is able to recover the commitment value K, under adaptive chosenciphertext attack. Non-repudiation Non-repudiation, i.e., a principal cannot deny the authorship of a message, is an important security service for many applications, e.g., electronic commerce. Digital signatures provide this service because a signature of a message is verifiable universally; when two parties dispute regarding a message-signature pair, a third party • Table of Contents can be called upon to make an arbitration. In the case of signcryption, if a signature cannot Modern Cryptography: Theory and Practice be made universally verifiable, then the non-repudiation service will have a cost. This is the ByWenbo Mao Hewlett-Packard Company schemes. Here, verification of a (triplet) signature requires case for Zheng's signcryption recovery of the commitment value K and the recovery needs to use the receiver's private key. So a third arbitration cannot be straight-forwardly done. Zheng suggests that Publisher: Prentice Hallparty's PTR upon dispute between the receiver (Bob) and the sender (Alice), then Bob can conduct a Pub Date: July 25, 2003 zero-knowledge proof with an arbitrator to show that he has in his possession of Alice's ISBN: 0-13-066943-1 signature. No zero-knowledge proof protocol is given. Although it should not be difficult to Pages: 648 devise such a protocol, it is a pain to have to turn a simple verification procedure into an interactive protocol. This is the most serious drawback of Zheng's signcryption schemes.



16.5.2 Two Birds One Stone: Signcryption using RSA Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Malone-Lee and Mao propose a signcryption named "two birds to one stone" (TBOS) [182] many textbooks on cryptography. This book scheme takes adifferent approach introducing (the name will be explained in a moment). The TBOS signcryption scheme is realized in RSA. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It They provide reductionist proofs of strong security properties for message confidentiality explains why "textbook crypto" isonly good in an ideal world where data are random and and bad signature unforgeability. Both the proofs, although ROM-based, are under thatby guys behave nicely.It reveals general unfitness of "textbook crypto"the forassumption the real world inverting the RSA functionattacks is hard. demonstratingnumerous on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic The TBOS protocols signcryption is many very simple and can indeed be factoones, simply described. "doubleschemes, andscheme systems, of them standards or de studies It them closely, wraps" a message in RSA signing and encryption functions: a sender (e.g., Alice) first signs a explains their working principles, discusses their practicalusages, and examines their strong message by "wrapping" it inside the trapdooroftenwith part of her own RSA function, and then encrypts (i.e., fit-for-application) security properties, security evidence formally established. the signature by further "wrapping" it inside the one-way part of the RSA function of an intended The book also includes self-containedtheoretical background material that is the foundation for receiver (Bob). Thus, if we denote by (N , e ), (N , d ) Alice's RSA public, private key material, A A A A modern cryptography. and by (NB, e B), (N B, d B) that of Bob's, a TBOS signcrypted message M should be a "double wrapped" like this:



Although the idea is conceptually very simple, for textbook RSA, this way of "double wrapping" won't work in general. This is because Alice's RSA modulus may be larger than Bob's, and hence an "inner wrapping" result, as an integer, may already be larger than the modulus to be used for an "outer wrapping." Nevertheless, we have seen that a fit-for-application RSA scheme, whether encryption or signature, only "wraps" a message after the message has been processed with a randomized padding scheme. For such an RSA scheme, system-wide users should use moduli of the same size since the sending and receiving ends should agree upon a padding and unpadding scheme. With system-wide users using moduli of the same size, "double wrapping" will work nicely. If an "inner wrapping" result exceeds the modulus for an "outer wrapping," then the sender simply "chops" one bit off (e.g., the most significant bit) from the "inner wrapping" result. With one bit "chopped off," the remaining integer must be less than the "outer wrapping" modulus (to show this in a moment) and hence direct "wrapping" can be conducted. Remember that the receiving end of such an RSA ciphertext will have to conduct ciphertext integrity verification; the



verification step will allow the receiver to use trial-and-error test to put the "chopped-off" bit back. That's the idea. So now for |N A| = |N B| = k. Let Padding(M, r) {0, 1}k denote a randomized padding of messageM with random input r. Then a message M signcrypted under the TBOS signcryption scheme sent from Alice to Bob looks like a "double wrapping" as follows: •
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After this abstract description of the TBOS signcryption scheme, we can already see three nice Publisher: Prentice Hall PTR features of the scheme: Pub Date: July 25, 2003 ISBN: 0-13-066943-1



It produces compact ciphertexts: a signcrypt text has the same size of an RSA ciphertext Pages: 648 without a signature, or the same size of an RSA signature without encryption. This is why the scheme is named "two birds one stone" (after an English phrase: "to kill two birds with one stone"). This property is very attractive in many electronic commerce applications where a short message (such as a credit card number for a payment authorization) needs to be sent over the Internet with confidentiality protection as well as non-repudiation for Manypayment cryptographic schemes In and protocols, especially authorization. these applications, the those TBOS based is ableon topublic-keycryptography, produce one short have cryptogram. basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Not only does this achieve efficiency, but it also helps to reduce the manyengineering textbooks on cryptography. This book takes adifferent approach to introducing complexity of an e-commerce protocol. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto"inisonly good in an ideal world where are random and bad It offers non-repudiation a very straightforward manner: thedata receiver, Bob, after guys "unwrapping" behave nicely.It reveals the general unfitness of fixing "textbook crypto" for the real world a signcrypt text, and maybe after the "chopped-off bit" back, hasby an demonstratingnumerous such andPadding(M, systems under RSA signature of theattacks senderon Alice in schemes, the usual protocols formulation: r) dA variousreal(mod N A). Any worldthird application scenarios. This book chooses introduce party can verify the signature in the to usual way. a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains Security their working proofs for principles, the TBOSdiscusses scheme can their bepracticalusages, established by following and examines those their for the strong fit-for(i.e., application fit-for-application) RSA padding security schemes properties, and are oftenwith given in security a reductionist evidence manner. formally Although established. the The book proofs also are includes ROM based, self-containedtheoretical the reductionist proofs background otherwisematerial only relythat on is a reputably the foundation hard for modern problem cryptography. (the RSA problem and assumption, Definition 8.4,Assumption 8.3 in §8.7); this is very desirable. Now let us explain that proper unsigncryption on Bob's end can always be properly conducted. This is obviously true if N A < N B. For the case N A > N B, with roughly 1/2 probability, we have



However, since |NA| = |N B| = k, we have



and therefore, let



i.e.,s' is s with the most significant bit "chopped off," then



That is, Bob can recover s' properly. Thereafter, Bob's verification step will guide Bob whether or not to fix the "chopped bit" back. •
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16.5.2.1 RSA-TBOS ByWenbo Mao Hewlett-Packard Company



The RSA-TBOS scheme of Malone-Lee and Mao [182] applies the PSS-R padding scheme Publisher: Prentice Hall PTR (§16.4.4). The signcryption scheme is specified in Alg 16.4. Pub Date: July 25, 2003



ISBN: The point of0-13-066943-1 step 6 in signcryption is to ensure that c' < N B. If c' initially fails this test then we haveNPages: 648 > N B. Since both NA and NB have k-bits we infer that c' also has k-bits and so the A > c' assignmentc' c' – 2 k–1 is equivalent to removing the most significant bit of c'. This gives us c' N A, reject 9.m



c'



eA



(mod N A)



10. Parse m as s || w 11.M || r



G(w)



s



12. If w



H(M || r), reject



13. Return M



This fact can Table be mechanically translated to a proof of unforgeability of signatures for a • of Contents randomized padding signature scheme: without using the prescribed signing procedure (due to Modern Cryptography: Theory and Practice missing of the signing exponent), the probability of Malice forging a valid message-signature ByWenbo Mao Hewlett-Packard Company pair (which is in the position of a valid plaintext-ciphertext pair constructed without using the prescribed encryption procedure) is statistically negligible, even under an adaptive chosenPublisher: Prentice scenario. Hall PTR message training Pub Date: July 25, 2003



Of course, intuitively convincing, we must emphasize that this description is not a ISBN:however 0-13-066943-1 formalPages: proof648 of security for an RSA padding based signature scheme because it does not follow our established formal approach of "reduction to contradiction." The interested reader should check the reductionist proof in [182].



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



16.6 Chapter Summary In this chapter we began by providing a strong security notion for digital signatures: signature unforgeability under an adaptive chosen-message attack. This is an attack mode for signature schemes counterparting to the IND-CCA2 mode for public-key encryption schemes. The basic • Table oftwo Contents idea shared by the modes is that in these attacks, Malice is entitled to cryptanalysis training. Modern Cryptography: Theory Practice A cryptographic system isand strong and resistant to attack even giving Malice the cryptanalysis training, even as much of Company it as he wishes (provided he is polynomially bounded and so the By Wenbo Mao Hewlett-Packard number of interactions in a training session is polynomially bounded). Publisher: Prentice Hall PTR



Then we studied two important families of "fit-for-application" signature schemes. The first Pub Date: July 25, 2003 family is triplet ElGamal-family signature schemes, and the second family is randomized padding ISBN: 0-13-066943-1 schemes applied to one-way trapdoor permutations, such as the RSA and Rabin functions. Pages: 648



We then proceeded to establish formal evidence of strong security for the signature schemes in both families. For the first family, we studied an ROM-based reductionist proof technique which works on the principle that there is a non-negligible probability for successful "forked answers to forger's Many cryptographic schemes and protocols, especially those based on public-keycryptography, questions." That is, a set of questions from the forger can be answered with two sets of have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for completely different answers, yet both are correct in terms of having the correct random many textbooks on cryptography. This book takes adifferent approach to introducing distribution (the uniform distribution). Since the forger whose questions are forked is an cryptography: it pays much more attention tofit-for-application aspects of cryptography. It unconscious probabilistic algorithm, the correct distribution is all that it is after. Therefore, explains why "textbook crypto" isonly good in an ideal world where data are random and bad although questions are responded to with forked answers, the forked forger is not fooled, and it guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by will thereby proceed to help the reduction algorithm to solve a difficult problem: the discrete demonstratingnumerous attacks on such schemes, protocols and systems under variousreallogarithm problem. We have also described an alternative proof approach for this family: the world application scenarios. This book chooses to introduce a set of practicalcryptographic heavy-row model. Although both proof approaches are rigorously formal, as we have analyzed, schemes, protocols and systems, many of them standards or de factoones, studies them closely, the reduction algorithms are not very efficient. Consequently, a proof is only meaningful for explains their working principles, discusses their practicalusages, and examines their strong rather large security parameters. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for For the second family, signature schemes are constructed from sequential combination of modern cryptography. randomized paddings for one-way trapdoor permutations. An ROM-based reductionist proof is similar to that for the public-key encryption schemes from randomized paddings for one-way trapdoor permutations which we have studied in the preceding chapter. Nevertheless, now for the signature case, a successful attack (signature forgery under the adaptive chosen message attack) can lead to the full inversion of the one-way function in a direct manner. The resulting reduction proof for the randomized padding-based signature schemes is thus a tight one, that is, the attacker's ability for signature forgery can be fully translated to one for inverting the hard function (i.e. the underlying one-way trapdoor function). This is called an exact security property. Finally, we have also studied signcryption schemes as efficient and useful cryptographic primitives. Likewise the other cases of fit-for-application encryption and signature schemes introduced in this book, the signcryption schemes introduced here are also based on the two popular cryptographic underlying problems: the discrete logarithm problem and integer factorization problem.



16.7 Exercises 16.1 •



What is the "fit-for-application" security notion for digital signatures? Table of Contents



Modern Cryptography: Theory andisPractice 16.2 Given that Malice a bad



guy, why should we still grant him the entitlement to obtaining signatures on messages of his choice and even to obtaining them as many ByWenbo Mao Hewlett-Packard Company as he wishes? Publisher: Prentice Hall PTR



16.3



In the ROM-based forking-lemma proof of security for triplet ElGamal signatures, Simon runs Malice twice and answers his same set of RO queries with two sets of ISBN: 0-13-066943-1 independent responses. Should we consider that Malice is fooled by Simon in the Pages:second 648 run?



Pub Date: July 25, 2003



16.4



Discuss the usefulness of the existential forgeability of a triplet ElGamal signature in the security proof for the scheme.



16.5 Using the schemes PSS to sign same message twice, what is the for the Many cryptographic andthe protocols, especially those based onprobability public-keycryptography, algorithm to output the same signature value? have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 16.6 InExercise we haveattention defined the bandwidth of an aspects encryption scheme. The It cryptography: it pays15.2 much more tofit-for-application of cryptography. bandwidth of a digital signature scheme with message recovery is similarlyand defined. explains why "textbook crypto" isonly good in an ideal world where data are random bad With the same security parameter setting as in Exercise 15.2, what is the guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by bandwidth of using theon Universal RSA-Padding scheme (Alg 16.2) for (i) signing, (ii) demonstratingnumerous attacks such schemes, protocols and systems under variousrealencryption? world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, 16.7 their Whyworking are the principles, two bandwidth results in the preceding problem different?their strong explains discusses their practicalusages, and examines (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Discuss the difference between the non-repudiation properties Zheng's for The16.8 book also includes self-containedtheoretical background material thatserved is the by foundation signcryption scheme and by the TBOS signcryption scheme. modern cryptography. 16.9



Our argument on the unforgeability of the TBOS signcryption scheme (in §16.5.2.2) is a convincing one, however is not a formal security proof. Why? Hint: is the argument a reductionist one?



Chapter 17. Formal Methods for Authentication Protocols Analysis •



Section Table 17.1.of Contents Introduction



Modern Cryptography: Theory and Practice



Section 17.2. Toward Formal Specification of Authentication Protocols



ByWenbo Mao Hewlett-Packard Company



Section 17.3. A Computational View of Correct Protocols — the Bellare-Rogaway Model Publisher: Prentice Hall PTR Pub Date: July 25, 2003 Section 17.4. A Symbolic



Manipulation View of Correct Protocols



ISBN: 0-13-066943-1



Section 17.5. Formal Analysis Techniques: State System Exploration Pages: 648 Section 17.6. Reconciling Two Views of Formal Techniques for Security Section 17.7. Chapter Summary ManyExercises cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



17.1 Introduction InChapter 11 we have witnessed the fact that authentication and authenticated key establishment protocols (in this chapter we shall often use authentication protocols to refer to both kinds) are notoriously error prone. These protocols can be flawed in very subtle ways. How • Table of Contents to develop authentication protocols so that they are secure is a serious research topic pursed by Modern Cryptography: Theory and Practice researchers with different backgrounds; some are cryptographers and mathematicians, others are theoretic computer scientists. By Wenbo Mao Hewlett-Packard Company It is widely agreed by these researchers that formal approaches should be taken to the analysis of authentication protocols. Publisher: Prentice Hall PTR



Formal approaches are a natural extension to informal ones. Formal can mean many things, Pub Date: July 25, 2003 ranging over notions such as methodical, mechanical, rule and/or tool supported methods. A 0-13-066943-1 formal ISBN: method usually supports a symbolic system or a description language for modeling and Pages:a648 specifying system's behavior so that the behavior can be captured (i.e., comprehended) and reasoned about by applying logical and mathematical methods in a rigorous manner. Sometimes, a formal method is an expert system which captures human experience or even tries to model human ingenuity. A common characteristic of formal methods is that they take a systematic, sometime an exhaustive, approach to a problem. Therefore, formal methods are particularly suitable schemes for the analysis of complex systems. Many cryptographic and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for In the textbooks areas of formal analysis of authentication protocols, can identify two distinct many on cryptography. This book takes adifferentwe approach to introducing approaches. One can be referred to as formal reasoning about holding of some desirable,Itor cryptography: it pays much more attention tofit-for-application aspects of cryptography. secure properties; the other can be referred to as systematic search for some undesirable, or explains why "textbook crypto" isonly good in an ideal world where data are random and bad dangerous, properties. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealIn the first approach, a protocol to be analyzed must be very carefully chosen or designed so world application scenarios. This book chooses to introduce a set of practicalcryptographic that it is already believed or likely to be correct. The analysis tries to establish that the protocol schemes, protocols and systems, many of them standards or de factoones, studies them closely, is indeed correct with respect to a set of desirable properties which have also been carefully explains their working principles, discusses their practicalusages, and examines their strong formalized. Because of the carefully chosen protocols to be analyzed, a formal proof is often (i.e., fit-for-application) security properties, oftenwith security evidence formally established. specially tailored to the target protocol and may hence need to have much human ingenuity The book also includes self-containedtheoretical background material that is the foundation for involvement, although the proof methodology can be more general. This approach further modern cryptography. branches to two schools: a computational school and a symbolic manipulation school. In the former, security properties are defined and measured in terms of probability, and a proof of security or protocol correctness is a mathematician's demonstration of holding of a theorem; the proof often involves a reductionist transformation to a well-accepted complexity-theoretic assumption (see Chapters 14 and 15 for the case of provably secure public-key encryption schemes). In the latter school, which consists of theoretic computer scientists in formal methods area, security properties are expressed as a set of abstract symbols which can be manipulated, sometimes by a formal logic system, sometimes by an mechanical tool called a theorem prover, toward a YES/NO result. The second approach considers that an authentication protocol, however carefully chosen or designed, or even having gone through a formal proof of correctness (i.e., as a result of the first approach), can still contain error. This is because "proof of correctness" can only demonstrate that a protocol satisfies a set of specified desirable properties; it is still possible that a provably secure protocol can fail if a failure has not been considered in the "proof of security" process. Therefore, in this approach, analysis is in terms of systematic, or exhaustive, search for errors. Formalization of a protocol involves expressing of the protocol into a (finite) state system which is often composed from sub-state systems of protocol parts run by different principals (including "Malice's part"). An error can be described in general terms, e.g., in the case of secrecy of a message, a bad state can be that the message ends up in Malice's set of knowledge; or in the case of entity authentication, a bad state can be that a wrong identity ends up in the set of accepted identities of an honest principal. This approach has a close relation with the area of formal analysis of complex systems in theoretic computer science, and hence often applies well



developed automatic analysis tools developed there. In this chapter we shall study these approaches to formal analysis of authentication protocols.



17.1.1 Chapter Outline • The technicalTable partofofContents the chapter starts with formalization of protocol specifications; in §17.2 we Modern Cryptography: Theoryapproach and Practice shall study a refinement to authentication protocols specification. After the specification topic, we shall concentrate on analysis techniques. In §17.3 we shall introduce a ByWenbo Mao Hewlett-Packard Company proof technique based on a computational model for protocol correctness where a proof is in terms of a mathematician's demonstration of holding of a theorem. In §17.4 we shall introduce Publisher: Prentice Hall PTR techniques for arguing protocol security by manipulation of abstract symbols; a logical approach Pub Date: July 25, 2003 and a theorem proving approach will be introduced there. In §17.5 we shall introduce formal ISBN: 0-13-066943-1 analysis techniques which model a protocol as a finite-state system and search for system 648 in §17.6 we shall provide a brief discussion on a recent work to bridge a gap errors.Pages: Finally, between security under a computational view and that under a symbolic view.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



17.2 Toward Formal Specification of Authentication Protocols Let us begin the technical part of this chapter by providing evidence of a need for a more • Table of Contents formalized specification means for authentication protocols. Specification should be an Modern Cryptography: Theory and Practice indispensable component in any formal methods for the analysis of complex systems. In the case of complex systems being authentication protocols, we consider that the area of study needs a ByWenbo Mao Hewlett-Packard Company more precise description of the use of cryptographic transformations. Publisher: Prentice Hall PTR



As we have seen in Chapters 2 and 11, many authentication protocols are designed solely using Pub Date: July 25, 2003 encryption, and for this reason, a widely agreed notation for expressing the use of encryption in ISBN: 0-13-066943-1 these protocols is {M}K. This notation denotes a piece of ciphertext: its sender must perform Pages: to 648create it while its receiver has to perform decryption in order to extract M from it. encryption It is the demonstration of these cryptographic capabilities to the communication partners that prove a principal holding of a secret key and hence prove the holder's identity. Thus, it seems that the idea of authentication achieved by using encryption is simple enough; there should not be much subtlety here. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for However in fact, the simple idea of achieving authentication using cryptographic transformation many textbooks on cryptography. This book takes adifferent approach to introducing is often misused. The misuse is responsible for many protocol flaws. In this section, we shall first cryptography: it pays much more attention tofit-for-application aspects of cryptography. It identify a popular misuse of encryption in authentication protocols; then we shall propose an explains why "textbook crypto" isonly good in an ideal world where data are random and bad authentication protocol design method based on a refined specification on the use of guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by cryptographic transformations. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, 17.2.1 of Encryption-decryption Approach for their strong explains Imprecision their working principles, discusses their practicalusages, and examines (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Authentication The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. In §11.4.1.5 we have listed two "non-standard" mechanisms for construction authentication protocols using encryption. In those mechanisms, a sender generates ciphertext {M}K and sends it to an intended receiver; the correct receiver has a secret key to perform decryption, and subsequently can return to the sender a message component extracted from the ciphertext. The returned message component, often containing a freshness identifier, proves to the sender a lively correspondence of the receiver. This achieves authentication of the receiver to the sender. Let us name these (non-standard) mechanisms the "authentication via encryption-decryption" approach. An often unpronounced security service which implicitly plays the role in the encryptiondecryption approach is confidentiality, which must be realized using a reversible cryptographic transformation. However, in many cases of authentication protocols where this approach is used, the needed security service is actually not confidentiality, but data integrity, which is better realized using some one-way (i.e., non reversible) transformations. That is why we have labeled such cases misuse of cryptographic transformations. When a misuse of cryptographic transformations takes place, there are two undesirable consequences. Let us now discuss them in detail.



17.2.1.1 Harmful



In a challenge-response mechanism for verifying message freshness, the encryption-decryption approach assists an adversary to use a principal to provide an oracle decryption service (see §7.8.2.1 and §8.9). Such a service may grant an unentitled cryptographic operation to Malice who otherwise cannot perform himself as he does not have in his possession of the correct cryptographic key. Oracle decryption service provides a major source of tricks for Malice to manipulate protocol messages and defeat the goal of authentication. Lowe's attack on the Needham-Schroeder • Table of Contents Public-key Authentication Protocol (Attack 2.3) shows exactly such a trick: in the attacking step Modern Cryptography: Theory and Practice 1-7, Malice uses Alice's oracle decryption service to decrypt Bob's nonce N B for him, and is By Wenbo Mao Hewlett-Packard Company subsequently able to talk to Bob by masquerading as Alice. Oracle decryption services also provide Malice with valuable information usable for cryptanalysis, Publisher: Prentice Hall PTR e.g., in chosen-plaintext or chosen-ciphertext attacks. We have seen such tricks in numerous Pub Date: July 25, 2003 attacking examples in Chapter 14. ISBN: 0-13-066943-1



Pages: 648 The correct cryptographic transformation in a challenge-response based mechanism for a receiver to show a cryptographic credential (possessing the correct key) is for her/him to perform a one-way transformation. In the case of using symmetric cryptographic technique, mechanism11.4.2 is a more desirable one. If the freshness identifier must be kept secret, then mechanism11.4.1 can be used, however, in that case, Bob should still apply an data-integrity service to protect hisschemes ciphertext (reason to be given in those §17.2.1.2), should in fact be Many cryptographic and protocols, especially basedwhich on public-keycryptography, achieved using a one-way transformation, that is, the ciphertext in mechanism still needs have basic or so-called "textbook crypto" versions, as these versionsare usually11.4.1 the subjects for a protection based mechanism 11.4.2. In takes the case of usingapproach asymmetric techniques, many textbooks on on cryptography. This book adifferent to introducing mechanism 11.4.3 is standard. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Of course mechanisms 11.4.1 the andgeneral 11.4.2 also enable challenger to use guys behave nicely.It reveals unfitness of the "textbook crypto" for the the responder real world to by provide an oracle service for creating plaintext-ciphertext pairs: demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



whereN is a freshness identifier of the challenger's choice. Nevertheless, considering N being non-secret, providing such a pair can cause far less problem than providing a decryption service. Moreover, in the second case, the "oracle encryption service" is in fact not in place. Any one-way cryptographic transformation for realizing an MDC has a data compression property (see, e.g., §10.3.1 and §10.3.3 for the data compression property in hash-function based and block-cipher based MDC). The data compression property renders loss of information and that's why the transformation becomes irreversible. The loss of information makes the resultant challenge/response pair unusable in a different context: their usage is fixed as in the context of mechanism11.4.2; using them in any other context will cause a detectable error.



17.2.1.2 Insufficient In general, a ciphertext encrypting a confidential message should itself be protected in terms of data integrity. In absence of a data-integrity protection, it seems impossible to prevent an active adversary from manipulating the encrypted messages and defeating the goal of a protocol if the ciphertext is an important protocol message.



Let us now look at this issue using the Needham-Schroeder Symmetric-key Authentication Protocol (the fixed version due to Denning and Sacco, see §2.6.5.1). We assume that the encryption algorithm used in the protocol provides a strong confidentiality protection for any message component inside a ciphertext. However, for the purpose of exposing our point, we shall stipulate that the encryption algorithm does not provide any protection in terms of data integrity. This stipulation is not unreasonable. In fact, any encryption algorithm which is not designed to also provide a data-integrity protection can have this feature if the plaintext message contains a sufficient quantity of randomness so that the plaintext extracted from • Table of Contents decryption is unrecognizable. Modern Cryptography: Theory and Practice By Wenbo Mao Hewlett-Packard Companyassume that the encryption algorithm is the AES (§7.7) with For instance, we may reasonably the CBC mode of operation (§7.8.2). The reader may extend our attack to other symmetric encryption for example, the one-time pad encryption. We should notice that, Publisher: algorithms, Prentice Hall PTR regardless of what encryption algorithm is to be used, our attack will not make use any Pub Date: July 25, 2003 weakness in the algorithm's quality of confidentiality service. ISBN: 0-13-066943-1 Pages: 648



Let us examine the first two steps of the Needham-Schroeder Symmetric-key Authentication Protocol.



1. Alice Trent:schemes Alice, Bob, A; Many cryptographic andNprotocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for 2. Trent Alice: {N A, K, Bob, Y}KAT; many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It whereY ={Alice, K, T} KBT. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys Let behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book includes self-containedtheoretical background material denote thealso plaintext message blocks for the plaintext message string that is the foundation for modern cryptography.



In order for the protocol to suit the needs for general applications, we should reasonably assume that the size of the session key K should be no smaller than the size of one ciphertext block. This is a reasonable assumption since a session key should contain sufficiently many information bits (e.g., for secure keying a block cipher or seeding a stream cipher). The nonce N A should also be sufficiently large to prevent prediction. Since the nonce NA starts in P 1, our assumption on the size of the session key will naturally deduce that the whole plaintext block P 2 will be used solely for containing the session key, or may be P 2 only contains part of the session key. Notice that although we have related P2 to K, this is purely for clarity in the exposition; if the session key K is very large, then it may occupy a number of plaintext blocks starting from P2. Of course, Malice will know the size of the session key K. Yes, our attack does require Malice to know the size of the plaintext messages and the implementation details. After all, these should not be secret. Let



denote the AES-CBC ciphertext blocks corresponding the plaintext blocks P 1,P 2, ..., P l (review the CBC mode of operation in §7.8.2). Let further



•
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be the ciphertext blocks of a previous run of the same protocol between the same pair of ByWenbo Mao Hewlett-Packard Company principals. Of course, Malice had recorded the old ciphertext blocks. Publisher: Prentice Hall PTR To attack the protocol in a new run, Malice should intercept the new ciphertext blocks flowing Pub Date: to JulyAlice: 25, 2003 from Trent ISBN: 0-13-066943-1 Pages: 648 2. Trent Malice("Alice"):



Malice should now replace these blocks in the following way: 2. Malice("Trent") Alice: Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for That is, Malice should replace the last – 1 ciphertext blocks in the current run with the many textbooks on cryptography. This book takes adifferent approach to introducing respective old blocks which he had recorded from an old run of the protocol, and let the cryptography: it pays much more attention tofit-for-application aspects of cryptography. It manipulated chain of blocks go to Alice as if they were coming from Trent. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by The CBC decryption by Alice will return N A in good order since the decryption result is a function demonstratingnumerous attacks on such schemes, protocols and systems under variousrealofIV and C 1. It will return (see "CBC Decryption" in §7.8.2) world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. as the "new" session key (or the first block of the "new" session key). Here K' is the old session key (or the first block of it) which was distributed in the recorded old run of the protocol. Alice's decryption of the subsequent ciphertext blocks will return the rest of the identical to those she had obtained in the old run of the protocol.



– 1 plaintext blocks



SinceK' is the old session key, we should not exclude a possibility that Malice may have somehow acquired the old session key already (maybe because Alice or Bob had accidentally disclosed it). Thus, Malice can use (or maybe a value which is the concatenation of with the rest blocks of K', if the size of a session key is longer than one block) to talk to Alice by masquerading as Bob. From this attack we see that, regardless of what Alice may infer from her correct extraction of her freshness identifier N A, no any other plaintext message returned from Alice's decryption operation should be regarded as fresh! There can be numerous ways to implement the encryption-decryption approach in this protocol, each of them may thwart this specific attack, but may be subject to a different attack, as long as the implementation details are not secret to Malice. Several authentication protocols in two early draft international standard documents [144,145] follow the wrong idea of CBC realization of encryption providing data-integrity service (general guideline for these protocols using CBC is documented in [146,142]), and of course, these



protocols are fatally flawed [184,185] as we have demonstrated in this section. We believe that the correct solution to securing this protocol is to have the ciphertext blocks protected under a proper data-integrity service; for example, by applying the message authentication techniques which we have introduced in §10.3.2 and §10.3.3 (manipulation detection code technique). Such a technique essentially is a based on one-way transformation, rather than the encryption-decryption approach. •



Table of Contents To this end, we have clearly demonstrated that in the case of authentication protocols applying Modern Cryptography: Theory and Practice symmetric cryptographic techniques, the encryption-decryption approach is insufficient for By Wenbo Mao Hewlett-Packard Company securing authentication protocols.



In authentication Publisher: Prentice using Hall PTRasymmetric cryptographic techniques, the encryption-decryption approach is also insufficient. The Needham-Schroeder Public-key Authentication Protocol (Prot Pub Date: July 25, 2003 2.5) is an example of this approach. Lowe's attack on that protocol (Attack 2.3) provides a clear ISBN: 0-13-066943-1 evidence of the insufficiency. We will see later (§17.2.3.3) that a one-way transformation Pages: 648 approach for specifying that protocol will provide a sound fix to that protocol with respect to thwarting Lowe's attack.



17.2.2 A Refined Specification for Authentication Protocols



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for In order to specify thatadifferent the precisely neededtocryptographic many textbooks onauthentication cryptography. protocols This bookso takes approach introducing services are expressed, Boyd and Mao propose to specify authentication protocols a more complete cryptography: it pays much more attention tofit-for-application aspects ofincryptography. It manner [186]. They take a refinement approach which uses two notations to express and the use explains why "textbook crypto" isonly good in an ideal world where data are random bad of cryptographic transformations. Here the two notations are described: guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld{M} application scenarios. This book chooses to introduce a set of practicalcryptographic k denotes a result of an encryption of the message M using the key K. The security schemes, protocols and many of them standards or extracted de factoones, them service provided onsystems, M is confidentiality: M may only be by a studies principal whoclosely, is in explains their working principles, discusses their practicalusages, and examines their strong -1 possession of K which is the decryption key matching K. Notice that the message output (i.e., from fit-for-application) properties, securitybyevidence formally the decryptionsecurity procedure may not oftenwith be recognizable the holder of K -1 .established. The book also includes self-containedtheoretical background material that is the foundation for modern [M]cryptography. k denotes a result of a one-way transformation of the message M using the key K. The security service provided on M is data integrity with message source identification which should use the techniques we have studied in Chapter 10. The message M in [M]k is not a secret and may be visible from [M]k even without performing any cryptographic operation. A principal who has possession of K-1 which is the verification key matching K can verify the data-integrity correctness of [M] k and identify the message source. The verification procedure outputs YES or NO: in the YES case, [M]k is deemed to have the correct data integrity and M is deemed to be a recognizable message from the identified source; in the NO case, [M]k is deemed to have an incorrect data integrity and M is deemed to be unrecognizable. In practice, [M]k can be realized by a pair (M, prfk(M)) where prfk denotes a keyed pseudorandom function (e.g., a message authentication code in cipher-block-chaining mode of operation, CBC-MAC, see §10.3.3, or a keyed cryptographic hash function, HMAC, see §10.3.2) for the case of symmetric technique realization, or a digital signature algorithm for the case of asymmetric technique realization. These are practically efficient realizations. The refined notations unifies symmetric and asymmetric cryptographic techniques. In the former case,K and K -1 are the same, whereas in the latter case, they are the matching key pair in a public-key cryptographic algorithm. We should emphasize that the transformation [M]k not only serves data integrity, but also message source identification. If the verification of [M]k returns YES, then even though the messageM may not contain any information about its source, the verifier can identify the correct



source based on the verification key in use. Recently, the importance of coupling ciphertexts (confidentiality service) with data-integrity service becomes more widely adopted. We have seen the idea's general applications in publickey cryptography in Chapter 15. In the security community, Aiello et al. [11] use the following notation for refinement of security services: •
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Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Protocol 17.1: The Needham-Schroeder Symmetric-key Pages: 648 Authentication Protocol in Refined Specification



PREMISE and GOAL: Same as in Prot 2.4. Many cryptographic schemes and protocols, especially those based on public-keycryptography, 1. basic Alice or so-called Trent : "textbook Alice, Bob,crypto" N A; have versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 2. Trent [{K}more , Alice, Bob] Bob] ; KAT, N A KAT; [{K}KBT, T, Alice, cryptography: it Alice pays :much attention tofit-for-application aspects of KBT cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad 3. behave Alice nicely.It Bob : reveals [{K}KBT,the T, general Alice, Bob] KBT; guys unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousreal4. Bob Alice : [NB]k; world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, 5. Alice Bob : [N B – 1]k many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for In this notation, the message M is encrypted using key K 1, as well as protected in data-integrity modern cryptography. where the verification key is K2.



17.2.3 Examples of Refined Specification for Authentication Protocols Now let us provide a few examples of authentication protocols specified using the refined notation.



17.2.3.1 The Needham-Schroeder Symmetric-key Authentication Protocol The first example is the Needham-Schroeder Symmetric-key Authentication Protocol, which is specified in Prot 17.1. In the refined specification of the Needham-Schroeder Symmetric-key Authentication Protocol, the need for data integrity service is made explicit. If the messages which Alice and Bob receive from Trent and those between them have not been altered in the transmission, then both parties can be sure, after seeing YES output from data-integrity verification, that the session key K has a correct cryptographic association with their identities and their respective freshness identifiers. These assure them the correctness of the key sharing parties and the freshness of the session key. It is clear that any unauthorized alteration of the message, such as that we have seen in §17.2.1.2, will be detected.



From this refined specification of the protocol we can see that the confidentiality service is provided at the minimum level: only the session key K is protected in that way. Given the random nature of a key, the minimum use of confidentiality service is desirable because it limits (minimizes) the amount of information disclosure which may be useful for cryptanalysis.



17.2.3.2 The Woo-Lam Protocol • Table of Contents Modern Cryptography: Theory and Practice



The second example of a refined protocol specification is that for the Woo-Lam Protocol. The ByWenbo Mao Hewlett-Packard Company refined specification is given in Prot 17.2 (cf. Prot 11.2). This example will reveal the effectiveness of using the refined specification to achieve avoiding various attacks. The reasons Publisher: Prentice Hall PTR behind the attacks we have seen on this protocol will become apparent: incorrect cryptographic Pub Date: July 25, 2003 services implied by the imprecision of the widely agreed notation for expressing the use of ISBN: in 0-13-066943-1 encryption authentication protocols. Pages: 648



Protocol 17.2: The Woo-Lam Protocol in Refined Specification



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for PREMISE and GOAL: Same as in Prot 11.2; many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It CONVENTION: explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of returns "textbook crypto" for the real world by Abort run if any one-way transformation verification NO. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, 1. Alice Bob: Alice; explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Bobalso includes Alice: N Bself-containedtheoretical ; The2.book background material that is the foundation for modern cryptography. 3. Alice Bob: [N B]KAT; 4. Bob



Trent: [Alice, NB, [N B]KAT]KBT;



(* note: Bob includes NB in his part of the one-way transformation since himself is the source of this freshness identifier *) 5. Trent



Bob: [N B]KBT;



6. Bob accepts if the integrity verification of [N B]KBT returns YES, and rejects otherwise.



We notice that since no message in the Woo-Lam Protocol (Prot 11.2) is secret, there is no need for providing confidentiality protection on any protocol message. The only needed cryptographic protection in the protocol is data integrity with source identification. Therefore in the refined specification of the protocol we only specify one-way transformation. Now let us reason that none of the attacks on the original Woo-Lam Protocol or on various "fixes" which we have seen in §11.7 can be applicable to the protocol's refined version. First, the parallel-session attack demonstrated in Attack 11.5 will no longer work. To see this, let Malice sends to Bob [N B]KMT in two parallel steps 3 and 3':



3. Malice("Alice") 3'. Malice



Bob: [N B]KMT



Bob: [N B]KMT



Let us assume that Bob remains inauspicious: he does not check these messages (since they are not meant for him to perform any checking), and simply proceeds to send out two messages in two parallel steps 4 and 4': •
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4'. Bob



Trent: [Malice,



, [N B]KMT ]KBT



Publisher: Prentice Hall PTR However, Trent will detect two errors in these two steps. The first error occurs on the verification Pub message Date: July 25, of the in 2003 step 4: Trent uses K AT to verify [N B]KMT and this of course returns NO, and so the runISBN: with0-13-066943-1 step 4 will be aborted. The second error occurs on the verification of the message in step 4': Trent Pages: 648finds that the two one-way transformations use different nonces, and hence this run will have to be aborted too (otherwise, which of the two nonces Trent should return to Bob?)



Finally, it is trivial to see that the reflection attack in Attack 11.6 will no longer work on the refined specification too. This is because, if Malice reflects message line 4 in message line 5, the verification step performed by Bob in step 6 will certainly return NO. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have or so-called "textbook crypto" versions, theseWoo-Lam versionsare usually the subjects Now itbasic is clear that the fundamental reason for the as original Protocol being flawed isfor its many textbooks on cryptography. This book takes adifferent approach to introducing misuse of cryptographic services. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 17.2.3.3 The Needham-Schroeder Public-key Authentication protocol demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Finally, letprotocols us look at thesystems, refined protocol example a public-key application: the schemes, and many ofspecification them standards or deon factoones, studies them closely, Needham-Schroeder Public-Key Authentication Protocol. explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Following our discussion in §2.6.6.3, the Needham-Schroeder Public-key Protocol The book also includes self-containedtheoretical background material thatAuthentication is the foundation for can be presented in three steps of message transitions. This simplified version is specified in Prot modern cryptography. 17.3.



Protocol 17.3: The Needham-Schroeder Public-key Authentication Protocol PREMISE and GOAL: Same as in Prot 2.5.



1. Alice 2. Bob 3. Alice



Bob : {N A, Alice}K B; Alice : {N A, N B}K A; Bob : {N B}K B.



Protocol 17.4: The Needham-Schroeder Public-key Authentication Protocol in Refined Specification PREMISE and GOAL: Same as in Prot 2.5. •
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3. Alice Bob : {[N B]KA}KB. ISBN: 0-13-066943-1 Pages: 648



Here, {...}K A and {...}KB denote the encryption using Alice's and Bob's public keys, respectively, and so, they can only be decrypted by Alice and Bob, respectively. Thus, upon receipt of message line 2, Alice should believe that only Bob can have decrypted message line 1 and subsequently returned her nonce upon receipt message line 3, Bob should A. Likewise, Many cryptographic schemes and N protocols, especially thoseof based on public-keycryptography, believe that only Alice can have decrypted message line 2 and subsequently returned his nonce have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for N . Thus, it is rather reasonable to expect that, upon termination of a run, both parties should B many textbooks on cryptography. This book takes adifferent approach to introducing have achieved it lively of the other party and shared aspects the two of nonces. cryptography: paysidentification much more attention tofit-for-application cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad However, Lowe's attack in Attack 2.3 refutes this "reasonable" belief. Now, after our convincing guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by arguments in §17.2.1 against the imprecision of achieving authentication via encryptiondemonstratingnumerous attacks on such schemes, protocols and systems under variousrealdecryption approach, we are able to review Lowe's attack on the original protocol from a new world application scenarios. This book chooses to introduce a set of practicalcryptographic angle: it is the missing of the correct cryptographic service that has been the cause of the attack. schemes, protocols and systems, many of them standards or de factoones, studies them closely, The attack will disappear if the protocol is specified in a refined precision. Prot 17.4 specifies one explains their working principles, discusses their practicalusages, and examines their strong case. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Protocol 17.5: Another Refined Specification of the NeedhamSchroeder Public-key Authentication Protocol PREMISE and GOAL: Same as in Prot 2.5.



1. Alice 2. Bob 3. Alice



Bob : [{N A}K B, Alice]K A; Alice : [{N A, N B}K A]KB; Bob : [{N B}K B]KA.



In the refined specification, [NA, Alice]K A denotes a message of which the verification of data integrity (and message source identification) should use Alice's public key KA. Hence, the transformation [NA, Alice]K A can be Alice's signature. So the message in step 1 is Alice's nonce, signed by Alice then encrypted under Bob's public key. Likewise, the message in step 2 can be one signed by Bob and then encrypted under Alice's public key.



Because the second message is signed by Bob, Lowe's attack in Attack 2.3 can no longer work on the protocol in the refined version. Malice can initiate a run with Bob by masquerading as Alice using Alice's signature (Alice has sent her signature to Malice, and he can decrypt to retrieve the signature and re-encrypt it using Bob's public key), however, now Malice cannot forward Bob's response to Alice as he did in the attack on the original protocol since then Alice will detect an error when she tries to verify Malice's signature. Although in §2.6.6.4 we have suggested a fix for Lowe's attack on the Needham-Schroeder • Table of Contents Public-key Authentication Protocol by adding identities of the intended communication partner in Modern Cryptography: Theory and Practice the encrypted message, we now know that the fix is not necessarily correct. Indeed, if the By Wenbo Maoalgorithm Hewlett-Packard Company (see §14.5.3), then there is no guarantee for the decrypting encryption is malleable principal to be sure about the correctness of the identity revealed from decryption. Clearly, the correct fix isPrentice to useHall correct cryptographic services, and the refined protocol specification helps to Publisher: PTR identify and specify the correct services. Pub Date: July 25, 2003 ISBN: 0-13-066943-1



The Needham-Schroeder Public-key Authentication Protocol can also be refined in a different Pages: 648 version, encryption-then-sign, as specified in Prot 17.5. Again, Lowe's attack on the original protocol won't work on Prot 17.5: now Malice cannot even initiate a masquerading run with Bob. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



17.3 A Computational View of Correct Protocols — the Bellare-Rogaway Model InChapters 14 and 15 we have been familiar with the idea of provable security under a • Table of Contents computational model which originates from the seminal work of Goldwasser and Micali [125]. Modern Theory and Practice There, Cryptography: a security property (one of several confidentiality qualities) is argued under a given attacking scenario (one of several ByWenbo Mao Hewlett-Packard Company attacking games each of which models, with sufficient generality and precision, one of several typical behaviors of a real-world attacker against publickey encryption schemes). A proof of security for public-key encryption schemes with respect to Publisher: Prentice Hall PTR an alleged attack involves to demonstrate an efficient transformation (called a polynomial-time Pub Date: July 25, 2003 reduction) leading from the alleged attack to a major breakthrough to a well-believed hard ISBN: 0-13-066943-1 problem in computational complexity. It is the wide belief on the unlikelihood of the major Pages: 648that should refute the existence of the alleged attack, that is, a proof is given by breakthrough contradiction. Therefore, a formal proof of security under the computational model consists of the following three steps: Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This of book takesparticipants adifferent approach i. Formal modeling of the behavior protocol and that to of introducing an attacker: the cryptography: it pays much more attention tofit-for-application aspects cryptography. It modeling is usually given in the form of an attacking game played of between the attacker explains why "textbook crypto" isonly good in an ideal world where data are random and bad and the target. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous suchsuccess schemes, andinsystems under game variousrealii. Formal definition of attacks securityon goal: for protocols the attacker the attacking is worldformulated applicationhere, scenarios. This book chooses to introduce aprobability set of practicalcryptographic usually in terms of (a non-negligible) and (affordable) time schemes, protocols and systems, many of them standards or de factoones, studies them closely, complexity formulations. explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence established. iii. Formal demonstration of a polynomial-time reduction, leading fromformally an alleged attack on a The book includes that is the foundation givenalso target to an self-containedtheoretical unlikely breakthrough in background the theory ofmaterial computational complexity; thefor modern cryptography. formal demonstration of the reduction is a mathematician's proof which shows holding of a theorem. Bellare and Rogaway are the first researchers who initiate a computational-model approach to proof of security for authentication and authenticated key establishment protocols [23]. In their seminal work, they model attacks on authentication and authenticated key establishment protocols, design several simple protocols (entity authentication and authenticated key agreement) and then conduct proofs that their protocols are correct. Their proof leads from an alleged successful attack on a protocol to the collapse of pseudo-randomness, i.e., the output of a pseudo-random function can be distinguished from that of a truly random function by a polynomial-time distinguisher; in other words, the existence of pseudo-random functions is denied. The reader may now like to review our discussions in §4.7 leading to Assumptions 4.1 and 4.2. These assumptions are the foundations for modern cryptography. They imply that the result of the reduction should either be false or a major breakthrough in the foundations for modern cryptography. As the former is more likely the case, the reduction derives a contradiction as desired. We shall only introduce the simplest case in the initial work of Bellare and Rogaway: proof of security for a two-party entity authentication protocol based on shared symmetric key [23]. Nevertheless, this simple case suffices us to view the working principle of the computational model for proof of protocol correctness.



Our introduction to the original work of Bellare and Rogaway on authentication protocols follows the three steps in the computational model for provable security. In §17.3.1 we formally model the behavior of protocol participants and that of Malice. In §17.3.2 we provide a formal definition on the security goal of mutual entity authentication. In §17.3.3 we demonstrate a proof by reduction to contradiction for a mutual entity authentication protocol.
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The By Wenbo protocols Mao Hewlett-Packard considered in Company [23] are two-party ones. Each of the two participants of a protocol has its part as a piece of efficiently executable code with input and output values. A protocol is composed the communications between these two parts on the input and output values. Publisher:by Prentice Hall PTR However we should notice that "communications" here may go through Malice and may be Pub Date: July 25, 2003 subject to his manipulation of the communicated values. ISBN: 0-13-066943-1



648two steps to describe an abstract protocol: first, an efficiently executable function Thus, Pages: we use owned by a protocol participant; and secondly, the composition via communications.



17.3.1.1 Formalization of the Protocol Part Owned by an Honest Participant Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basicthis or so-called crypto" versions, as by these versionsare usually the subjects Formally, part of an"textbook abstract protocol is specified a polynomial-time function II on thefor many textbooks on cryptography. This book takes adifferent approach to introducing following input values: cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 1k: The security parameter — ke N (review §4.4.6 and Definition 4.7 demonstratingnumerous attacks on such schemes, protocols and systems under variousrealfor the reason why we write k in the unary representation). world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and many of them de protocol; factoones, i: The identity ofsystems, the principal who owns standards this part oforthe letstudies them closely, explains their working principles, practicalusages, and examines their strong us call this principal "thediscusses owner;" their i e I where I is a set of principals (i.e., fit-for-application) properties, who share the security same long-lived key.oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for j: The identity of the intended communication partner of the owner; j modern cryptography. e I. K:



The long-lived symmetric key (i.e., the secret input) of the owner; in our case of two-party protocols based on shared symmetric key, K is also the long-lived key for j.



conv:



Conversation so far — conv is a bit string; this string grows with the protocol runs; new string is concatenated to it.



r:



The random input of the owner — the reader may consider r as a nonce created by the owner.



Since II(1k, i, j, K, conv, r) runs in polynomial-time in the size of its input values (notice that 1k is of size k), we may consider K, r of size k, and i, j, conv of size polynomial in k. An execution of II(1k, i, j, K, conv, r) will yield three values:



m:



The next message to send out — m e {0, 1}* {"no message output"}; this is the public message to be transmitted over the open network to the intended communication partner.



d:



The decision for the owner — d e {Accept, Reject, No-decision}; the owner decides whether to accept or reject or remain undecided regarding the claimed identity of the intended communication • Table of Contents partner; an acceptance decision usually does not occur until the Modern Cryptography: Theory and Practice end of the protocol run, although a rejection decision may occur at ByWenbo Mao Hewlett-Packard Company any time. Once a decision other than "No-decision" is reached, the value of d will no longer change. a:
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to the owner — ae {0, 1}* {"no private reader may consider that an agreed session key as a result of an acceptance run is a private output to the owner. Pages: 648
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From this formal modeling of a protocol part, we can see that Bellare and Rogaway model entity authentication protocols using important protocol ingredients: cryptographic operations, participants' identities, freshness identifiers, and the conversed messages (review §11.4 for the Many cryptographic schemes and protocols, especially those based on public-keycryptography, meanings of these protocol ingredients). have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing We sometimes use II(1k, I) to denote an abstract protocol for the entities in set I. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook isonly in anwho idealshare worlda where datasymmetric are random andand badfor s For any given pair i, j e Icrypto" (i.e., for two good principals long-lived key) guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by edemonstratingnumerous , we denote by to mean on player attempting to authenticate playerunder j in avariousrealsession which i attacks suchi schemes, protocols and systems considers as labeled by s. This attempt may be to initiated by i,a or be a response to a message world application scenarios. This book chooses introduce setmay of practicalcryptographic from the intended peer j. fact,standards we shall generally (and conveniently) that schemes, protocolscommunication and systems, many ofIn them or de factoones, studies themtreat closely, this attempt always a response discusses to an oracle query made by Malice. generalization is explains theirisworking principles, their practicalusages, and This examines their strong formulated by formalization of communications. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



17.3.1.2 Formalization of Communications Bellare and Rogaway follow the communication model of Dolev and Yao [101] (see §2.3): Malice, the attacker, controls the entire communication network. Given Malice's network observation capability which we have been familiar with in Chapters 2 and 11, Malice can observe a series of , for any given pair i, je I (i.e., who share a long-lived symmetric key) even if the executions of these functions are not the making of himself. However, as an active attacker, Malice can do much more than passive observation. He can conduct as many sessions as he pleases among the honest principals, and he can persuade a principal (e.g., i) to start a protocol run as if it is run with another honest principal (e.g., j). For the reason that Malice is a powerful active attacker, we conveniently let Malice own as oracles in a black-box style (for i, je I, s, te



). This means, Malice can query



supplying i with input values (i, j, s, conv), and he can query



, by



likewise. When Malice queries



oracle using input (i, j, s, conv),i will add to Malice's input its own secret input K and its random input r, and so II s(1k, i, j, K, conv, r) can be executed. After the execution, i will send out an output message m (if there is one), or "no message output," and the decision d, and will keep the private output a to itself. The outbound output results will of course be obtained by



Malice, and so he may proceed his attack further. Under the Dolev-Yao threat model of communications, before an oracle reaches the "Accept" decision, it always considers that any query it receives is from Malice. Without loss of generality, it is harmless to consider that there always exists a particularly friendly kind of attacker, called a "benign adversary," who restricts its action to choosing a pair • oracles of
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with



beginning first. In other words, the first query a benign adversary makes is (i, j, s,
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(where



""



denotes an empty string), generating response



"" )



; the second query he makes is (
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), generating response ; and so forth, until both oracles reach the "Accept" Pub Date: July 25, 2003 decision and0-13-066943-1 terminate. Therefore, a benign adversary behaves just like a wire linking between i ISBN: and j. We shall later see that for a provably secure protocol, Malice's behavior, if he wishes to Pages: 648 have the targeted principals to output the "Accept" decision, will be restricted to that of a benign adversary. In a particular execution of a protocol, Malice's t-th query to an oracle is said to occur at time T =T t . For t < u, we demand that T t < T u. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 17.3.2 The Goal Mutual Authentication: Matching Conversations cryptography: it paysof much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Bellare and Rogaway notion of matching (notice form)by as the guys behave nicely.It define revealsa the general unfitnessconversations of "textbook crypto" forthe theplural real world security goal of mutual entity authentication. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, A conversation of oracle is a sequence of timely ordered messages which has sent out explains their working principles, discusses their practicalusages, and examines their strong (respectively, received), and as consequent responses, received (respectively, sent out). Let T1 < (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The includes background material that foundation for T ... < also T R (for some self-containedtheoretical positive integer R) be a time sequence recorded by is the when it 2 T 1, the oracle was asked m 2, and responded with until, finally, at time TR it was asked m R, and responded with



and



and so on,



.



We should remind the reader that under the Dolev-Yao threat model of communications, oracle should assume that this conversation has been between it and Malice, unless at time T R it has reached "Accept" decision. It is convenient to treat as if all conversations are started by Malice. So if m1 = oracle. Let



"" ,



then we call



an initiator oracle, otherwise, we call it a responder



be a conversation of oracle . We say that oracle has a conversation conv' which matchesconv if there exists time sequence T 0 < T 1 < T 2 < ... < T R and



•
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where



= "no message output". These two conversations are called matching conversations.



Publisher: Prentice Hall PTR



Given protocol if and both always have matching conversations whenever they Pub aDate: July 25,II, 2003 are allowed to complete a protocol run (again, we remind that, before reaching the "Accept" ISBN: 0-13-066943-1 decision, each of the oracles thinks it has been running with Malice), then it is clear that Malice Pages: 648 has not been able to mount any attack more harmful than being a benign adversary, i.e., acting honestly just like a wire. Now we are ready to formally pronounce what a secure mutual entity authentication protocol is. k, {A, B})is Definition Many cryptographic 17.1: Weschemes say that and II(1 protocols, especially a secure those mutual based authentication on public-keycryptography, protocol between have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for A and B if the following statement holds except for a negligible probability in k: oracles many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: pays the much more attention aspects of cryptography. and bothitreach "Accept" decision iftofit-for-application and only if they have matching conversationsIt. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It unfitness of "textbook crypto" the that real the world by When we prove that areveals protocolthe is general secure using this definition, it is trivial for to see existence demonstratingnumerous attacks onacceptance such schemes, protocols systems under variousrealof matching conversations implies by both oraclesand since an oracle accepts upon world application scenarios. This bookconversations. chooses to introduce a set of practicalcryptographic completing its part of the (matching) schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Protocol 17.6: MAP1 PREMISE:



Alice (A) and Bob (B) share a secret symmetric key K of sizek;R A is Alice's nonce, R B is Bob's nonce, both are of sizek; [x] K denotes pair (x, prf K(x)) where xe {0, 1}* and prf K {0, 1}* {0, 1}kis a pseudo-random function keyed byK.



The other direction is the non-trivial step: acceptance by both parties implies the existence of matching conversations. Consequently, the goal for Malice in an attack on a protocol is to have both oracles to accept while they do not have matching conversations. Therefore the following definition is more relevant and will be used in our proof of protocol security: •
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A and B if M alice cannot win with a non-negligible probability in k. Here Malice wins if both Prentice reach Hall the PTR "Accept" Publisher:



and



decision while they do not have matching conversations .



Pub Date: July 25, 2003 ISBN: 0-13-066943-1



17.3.3 Protocol MAP1 and its Proof of Security Pages: 648 Bellare and Rogaway demonstrate their formal proof technique by providing a simple mutual entity authentication protocol named MAP1 (standing for "mutual authentication protocol one") and conducting its proof of security. MAP1 is specified in Prot 17.6. Many cryptographic schemes and protocols, especially those based on public-keycryptography, In this protocol, Alice begins by sending A||R A as where R Aversionsare is her random nonce length k. have basic or so-called "textbook crypto"Bob versions, these usually theofsubjects for Bob responds by making up a nonce challenge R of length k and sending back [B||A||R B A||R B ]K. many textbooks on cryptography. This book takes adifferent approach to introducing Alice checks whether message is of the tofit-for-application right form and is correctly as coming It from cryptography: it paysthis much more attention aspectslabeled of cryptography. Bob. If it is, Alice sends Bob the message [A||R ] and accepts. Bob then checks whether the B K explains why "textbook crypto" isonly good in an ideal world where data are random and bad final message is of the right form and is correctly labeled as coming from Alice, and, if it is, guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world byhe accepts. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic If Alice and Bob areand interfaced with a benign adversary, then with T 0 < T 1 y modern cryptography. without opening e (x),e (y) which are sealed bids). k



k



For IP protocols we are always concerned with two important questions: Question I How much information does a verifier gain during the course of an interactive proof? Question II How few interactions are needed for a prover to convince a verifier? The ideal answer to Question I is none, or zero amount. An IP protocol with this quality is called azero-knowledge (ZK) protocol. Question II has importance not only in practical application of IP protocols, but also in the theory of computational complexity since a quantitative answer to this problem for a given class of problems can mean discovery of a new lower bound of complexity. In this chapter we shall study ZK protocols. Our study is a systematic introduction to various notions on the subject (including answering the above two questions). These notions are very important, however, many of them are based on background material which has been established and accumulated in many years of research papers but is not available in most textbooks in cryptography. In order to achieve a concrete understanding of them, we shall use many concrete protocols to exemplify these notions when they are introduced. We believe that this way of studying ZK protocols will ease the access to the subject.



18.1.1 Chapter Outline §18.2 introduces the basic concepts of IP system. §18.3 introduces various ZK properties of IP protocols. §18.4 differentiates the notion of ZK proof from that of ZK argument. §18.5 studies error-probability characterization of two-sided-error protocols. §18.6 studies the roundefficiency problem. Finally, §18.7 introduces the notion of non-interactive ZK protocols. •
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Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



18.2 Basic Definitions Zero-knowledge protocols not only have a great application value in applied cryptography, the subject within the framework of IP protocols has been developed as an important branch in the theory of computational complexity. As a result, it has a rich set of definitions. We should • Table Contents introduce some ofofthe notions which are relevant to applied cryptography. Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



18.2.1 Model of Computation Publisher: Prentice Hall PTR 25, 2003 For Pub theDate: timeJuly being let us detach ourselves from Questions I and II without concerning ourselves ISBN: 0-13-066943-1 with the points of information disclosure and practical efficiency. Pages: 648



We introduce the model of computation of an interactive proof system which is defined by Goldwasser, Micali and Rackoff [126]. A basic model of an interactive proof protocol can be denoted by (P,V) where P is a prover and V, a verifier. In the general case, the protocol (P,V) is for proving a language membership statement where the language is over {0, 1}*. We will provide a general meaning for the language in §18.2.2 and narrow it down to a special meaning Many cryptographic schemes and protocols, especially those based on public-keycryptography, of cryptographic interest in §18.2.3. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on over cryptography. Thisa book takes adifferent to introducing LetL be a language {0, 1}*. For membership instanceapproach x L, P and V must share the cryptography: it pays much more attention tofit-for-application aspects of cryptography. It inputx which is therefore called common input. The proof instance is denoted by (P,V)(x). explains why "textbook crypto" isonly good in an ideal world where data are random and These two parties are linked by a communication channel, through which they conduct anbad guys behave reveals the general unfitnessdenoted of "textbook interaction tonicely.It exchange a sequence of information by crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Equation 18.2.1 explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. This sequence of information exchange is called a proof transcript. The proof transcript interleaves data transmitted by P, which we shall name prover's transcript, and those by V, which we shall name verifier's transcript. Here, not only the length



of the proof transcript,



but also that of each element exchanged in the transcript, i.e., |ai|, |b i| (for i = 1, 2, . . ., are bounded by a polynomial in |x|. The proof instance (P,V)(x) must terminate in time polynomial in |x|.



),



Upon completion of the interaction in time bounded by a polynomial in |x|, the output of the protocol should have the following type



These two output values mean V's acceptance or rejection of P's claim x L, respectively. Because (P,V) is a probabilistic system, for each x, the output value (P,V)(x) is a random variable of the common input x, a private input value of P, and some random input values of P and V. Moreover, the elements in a proof transcript (18.2.1) are also such random variables. Since (P,V) is a game between two parties, it is natural to expect that each party will try to gain an advantage which may be more than that to which it is entitled. On the one hand, the prover P



should have an interest to make (P,V)(x) = Accept as much as possible even when in fact x L. A prover having this behavior (strategy) is called a cheating prover and is usually denoted by . On the other hand, the verifier V should have an interest to discover some information about P's private input from the interaction. A verifier having this behavior (strategy) is called a dishonest verifier and is usually denoted by •



.
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Now we are ready to provide the formal definition for interactive proof system. Publisher: Prentice Hall PTR



Definition 18.1: Let L be a language over {0, 1}*. We say that an IP protocol (P, V) is an Pub Date: July 25, 2003 interactive proof system for L if ISBN: 0-13-066943-1



Pages: 648



Equation 18.2.2



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing and cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave 18.2.3 Equation nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. where and d are constants satisfying



Equation 18.2.4



The probability space is the all input values to (P, V) and all random input values of P and V. The probability expression in (18.2.2) characterizes a notion of completeness for (P,V). The probability bound is called completeness probability of (P,V). This means that if x L, then V will accept with probability at least . The probability expression in (18.2.3) characterizes a notion of soundness for ( probability bound d is called soundness probability of ( will accept with probability at most d .



,V). The



,V). This means that if x



L, then V



Comparing Definition 18.1 with Definition 4.5 (in §4.4) in which the complexity class has the error probability characterizations in (4.4.1), (4.4.2) and (4.4.3), we obtain the following



result:



. Theorem 18.1 where



is the class of all languages whose membership questions can be



answered by IP protocols. •
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know that the completeness (respectively, soundness) probability By Wenbo Mao bound Hewlett-Packard can be enlarged Company (resp., reduced) to arbitrarily closing to 1 (resp., 0) by sequentially and independently repeating (P,V) polynomially many times (in the size of the common input) and V taking "majority election" to reach an acceptance/rejection decision. Publisher: Prentice Hallby PTR Pub Date: July 25, 2003



Now let us review all the notions introduced so far by looking at a concrete example of IP ISBN: 0-13-066943-1 protocol: Prot 18.1. Pages: 648



Protocol 18.1: An Interactive Proof Protocol for Subgroup



Many cryptographic schemes and protocols, especially those based on public-keycryptography, Membership (* see Remark 18.1 regarding the name of this the subjects for have basic or so-called "textbook crypto" versions, as these versionsare usually many textbooks on cryptography. This book takes adifferent approach to introducing protocol *) cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad COMMON INPUT: guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, i. f: atheir one-way function over discusses satisfying homomorphicand condition: explains working principles, their the practicalusages, examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. ii. X = f(z) for some



;



PRIVATE INPUT of Alice: z < n; OUTPUT TO Bob: Membership X



f(1) , i.e., X is generated by f(1).



Repeat the following steps m times:



1. Alice picks 2. Bob picks Challenge



, computes Commit U



{0, 1} and sends it to Alice;



3. She sends Response to Bob;



4.



f(k) and sends Commit to Bob;



3.



4. he rejects and aborts the protocol if the checking shows error; Bob accepts. •
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Example 18.1. ByWenbo Mao Hewlett-Packard Company InProt 18.1,Prentice Alice Hall is aPTR prover and Bob is a verifier. The common input to (Alice, Bob) is X = f(z) Publisher: Pub Date: July 25, 2003 where f is a one-way and homomorphic function over



stated in Prot 18.1. The membership



ISBN: 0-13-066943-1



claim Pages: made648 by Alice is that membershipX



f(1) since X =



. This is in fact the subgroup f(1) z



(see Remark 18.1 for a general condition for this problem



to be hard for Bob). Alice's private input is and homomorphic function f.



as the pre-image of X under the one-way



In thecryptographic protocol the two partiesand interact m times and produce the following proof transcript: Many schemes protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by The protocol outputs Accept if every checking conducted by Bob and Reject otherwise. demonstratingnumerous attacks on such schemes, protocols andpasses, systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic This protocol is complete. That is,many if Alice in her or possession of thestudies pre-image and schemes, protocols and systems, ofdoes themhave standards de factoones, themz closely, follows the protocol instruction, then Bob will always accept. explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Completeness The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Indeed, the completeness probability expression (18.2.2) is met by = 1 since Alice's response always satisfies Bob's verification step:



for either cases of his random choice of Challenge U {0, 1}. This protocol is sound. Soundness We need to find the soundness probability d . Bob's checking step (Step 4) depends on his random choice of Challenge which takes place after Alice has sent Commit. The consistent passing of Bob's verification shows him the following two cases: CaseChallenge = 0: Bob sees that Alice knows pre-image(Commit); CaseChallenge = 1: Bob sees



Since Alice cannot anticipate Bob's random choice of the challenge bit after she has sent out the commitment, in the case Challenge = 1, she should also know pre-image (Commit) and hence should know pre-image(X) too. •
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If Alice does not know pre-image(X), then she has to cheat by guessing the random challenge bit By Wenbosending Mao Hewlett-Packard Company before out the commitment. In her cheating "proof," the commitment can be computed as follows: Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 choosing at random Response



U



;



Pages: 648



guessingChallenge;



Many cryptographic schemes and protocols, especially those based on public-keycryptography, Clearly, in this cheating"textbook "proof," Bob will have 1/2 odds to reject each iteration the have basic or so-called crypto" versions, as these versionsare usually of the subjects for interaction. Therefore, we have d = 1/2 as the soundness error probability (i.e., for many textbooks on cryptography. This book takes adifferent approach to introducingAlice having survived successful cheating). If mattention iterations result in no rejection, thenof probability for Alice's cryptography: it pays much more tofit-for-application aspects cryptography. It –m. Bob will be sufficiently confident that Alice cannot successful cheating should be bounded by 2 explains why "textbook crypto" isonly good in an ideal world where data are random and bad survive successful cheating if m sufficiently large,of i.e., 2 –m is sufficiently Forworld example, guys behave nicely.It reveals theisgeneral unfitness "textbook crypto" forsmall. the real by m = 100 provides a sufficiently high confidence for Bob to prevent Alice's cheating. Therefore, demonstratingnumerous attacks on such schemes, protocols and systems under variousrealAlice's proof is valid upon Bob's world application scenarios. Thisacceptance. book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Later (in their §18.3.1 and Example 18.2) we shall further investigate aand property of perfect zeroexplains working principles, discusses their practicalusages, examines their strong knowledge-ness: if the function f is indeed one-way, then Bob, as polynomially bounded verifier, (i.e., fit-for-application) security properties, oftenwith security evidence formally established. cannot find any information about Alice's privatebackground input. The book also includes self-containedtheoretical material that is the foundation for modern cryptography.



. Remark 18.1 By homomorphism, f(x) = f(1) xfor all x .ThereforeProt 18.1 is also (in fact, more often) called a protocol for Alice to prove her possession of the discrete logarithm of X to the base f(1). We have chosen to name the protocol "subgroup membership proof" because the membership problem is a more general one tackled by IP protocols. When using this (more general and appropriate) name, we should emphasize the general case of ord[f(1)] being a proper and secret divisor of n, i.e., the general case where f(1)does not generate a group of n elements. In this general case, Bob cannot directly verify the subgroup membership without Alice's help . Remark 18.1 actually states that deciding subgroup membership is in general a hard problem. We should provide some further elaborations on the difficulty. Notice that although the set



is a cyclic group (since it is generated by f(1), see §5.2.3), Bob cannot easily decide . He will need to factor n down to individual primes in order to answer this question (i.e., to see



iff(1) is a primitive root or an nth root of 1, see Definition 5.11 in §5.4.4). Only for the case of #Ln = n can Bob answer YES to the subgroup membership problem in Prot 18.1 without actually running the protocol with Alice (since then f(1) must generate all n elements in L n). The difficulty for subgroup membership decision then rests on that for factoring n of a large magnitude. Therefore, for Prot 18.1 to tackle subgroup membership problem, the integer n must be a sufficiently large composite. For this reason, we stipulate log n as the security parameter for Prot 18.1. •
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Publisher: Prentice Hall PTR 18.2.3 A Complexity Theoretic Result Pub Date: July 25, 2003 ISBN: 0-13-066943-1 The material to be given here (in the scope of §18.2.3) may be skipped without causing any Pages: 648 trouble for understanding other notions of ZK protocols to be introduced in the rest of this chapter.



We now derive a fact in the theory of computational complexity. The fact is stated in (4.5.1). In Chapter 4 we were not able to provide an evidence for this fact. Now we are. Many cryptographic schemes and protocols, especially those based on public-keycryptography, In applied we shall only be interested in these IP protocols whichusually answerthe membership have basiccryptography, or so-called "textbook crypto" versions, as versionsare subjects for questions for a subclass languages of . For any L in the subclass, the membership many textbooks on cryptography. This book takes adifferent approach to introducing question cryptography: it pays much more attention tofit-for-application aspects of cryptography. It have the following two characterizations: explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld scenarios. book chooses to introduce a(in set|x|) of practicalcryptographic i. Itapplication is not known whetherThis there exists a polynomial-time algorithm, deterministic or schemes, protocolsto and systems, many of them standards orisde studies them closely, probabilistic, answer the question. Otherwise, there nofactoones, role for P to play in (P,V) since explains theircan working principles, discusses their practicalusages, and examines their strong V alone answer the question. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The also includes self-containedtheoretical background that is if the foundation ii. book The question can be answered by a polynomial-time (inmaterial |x|) algorithm the algorithmfor has modern cryptography. in its possession of a witness for the question. Recall our classification for the complexity class characterize the class witnesses. Since



(§4.5): we can see that (i) and (ii)



. Precisely, they characterize NP problems which have sparse (Definition 18.1), we have



Therefore for any language , there exists an IP protocol (P,V) for L, that is, for any x L, (P,V)(x) = Accept terminates in time polynomial in |x|. In fact, this property has been demonstrated in a constructive manner by several authors. They construct ZK (IP) protocols for some NPC languages (4.5.1), e.g., Graph 3-Colourability by Goldreich, Micali and Wigderson [124], and Boolean Express Satisfiability by Chaum [71]. Once a ZK protocol (P,V) for an NPC language L has been constructed, it is clear that membership y L' for L' being an arbitrary NP language can be proved in ZK in the following two steps:



1. P reduces y L' to x L where L is an NPC language (e.g., x is an instance of Graph 3Colourability or one of Boolean Express Satisfiability. Since P knows y L', this reduction



1. transformation can be performed by P in time polynomial in the size of y.P encrypts the transformation and sends the ciphertext to V. 2. P conducts a ZK proof for V to verify the correct encryption of the polynomial reduction transformation. We shall provide a convincing explanation in §18.4.2 that ZK proof of correct encryption of a string can be easily done if the encryption is in Goldwasser-Micali probabilistic encryption scheme (Alg 14.1). •



Table of Contents Clearly, these two steps combining the concrete ZK protocol construction for proving Modern Cryptography: Theory and Practice membershipx L do constitute a valid ZK proof for y L'. Notice that the method does not put ByWenbo Mao Hewlett-Packard Company



any restriction of the NP language L' other than its membership in



.



AlsoPublisher: clearly,Prentice such a Hall general PTR proof method for membership in an arbitrary NP language cannot have an efficiency for practical use. In §18.6 we shall stipulate that a practically efficient ZK (and Pub Date: July 25, 2003 IP) protocol should have the number of interactions bounded by a linear function in a security ISBN: 0-13-066943-1 parameter. A general proof method can hardly have its number of interactions be bounded by a Pages: 648 linear polynomial, since at the moment we do not know any linear reduction method to transform an NP problem to an NPC one. Any known reduction is a polynomial of a very high degree. That is why we say that ZK proof for membership in an arbitrary NP language is only a theoretic result, albeit an important one. It provides a constructive evidence for



.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, Equation is an opencrypto" question in the theory of computational complexity. have basic or so-called "textbook versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



18.3 Zero-knowledge Properties Let us now consider the case of Question I (in §18.1) being answered ideally: (P, V) is a ZK protocol, that is, zero amount or no information whatsoever about P's private input is disclosed to •



(or V) after execution of the protocol, except the validity of P's claim. Table an of Contents
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In order for (P, V) to achieve this quality, we must restrict the computational power of V (and ByWenbo Mao Hewlett-Packard Company ) so that it is bounded by a polynomial in the size of the common input. Clearly, without this restriction we needn't talk about zero knowledge since V of an unbounded computational Publisher: Prentice Hall PTR resource can help itself to find P's private input hidden behind the common input. Pub Date: July 25, 2003 ISBN:sections 0-13-066943-1 In several to follow we shall identify several qualities of ZK-ness: Pages: 648



perfect ZK (§18.3.1), honest-verifier ZK (§18.3.2), Manycomputational cryptographic ZK schemes and protocols, especially those based on public-keycryptography, (§18.3.3), and have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for manystatistical textbooksZK on(18.3.4). cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 18.3.1 Perfect Zero-knowledge demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Let (P, V) protocols be an IP protocol for a language L. Forstandards any x L,ora de proof run (P, V)(x) not onlyclosely, schemes, and systems, many of them factoones, studies them outputs Accept, but also produces a proof transcript which interleaves the prover's transcript explains their working principles, discusses their practicalusages, and examines their strong and the transcript. The elements in the proof transcript areevidence random formally variablesestablished. of all input (i.e.,verifier's fit-for-application) security properties, oftenwith security values including the random input to (P, V). The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Clearly, should (P, V)(x) disclose any information about P's private input, then it can only be the case that it is the proof transcript that has been responsible for the information leakage. However, if the random variables in the proof transcript are uniformly random in their respective probability spaces and are independent of the common input, then it is quite senseless to allege that they can be responsible for any information leakage. We can consider that in such a situation (i.e., when the proof transcript is uniformly random and independent of the common input), the prover speaks to the verifier in a language which contains no redundancy, or contains thehighest possible entropy (see Properties of Entropy in §3.7.1). Therefore, no matter how clever (or how powerful) the verifier can be, it cannot learn anything conveyed by this language, even if it spends very very long time to learn the language! Now let us show that Prot 18.1 is perfect ZK.



Example 18.2. ReviewProt 18.1. A proof transcript produced from a proof run of (Alice, Bob)(X) is



where (for i = 1, 2,..., m)



Commiti = f(ki) with ki U



;



clearly, since Alice chooses uniform ki,Commit i must also be uniform in the range space of the function f and is independent of the common input X; •
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Bob should pick the challenge bit uniformly, but we needn't demand him to do so, see Response below;



Publisher: Prentice Hall PTR



Response = 2003 ki + Pub Date: July i25,



zChallenge i (mod n);



ISBN: 0-13-066943-1 Pages: 648 clearly, due to the uniformity of ki,Response i must be uniform in for either cases of Challengei {0, 1} (even if Challengei is non-uniform) and is independent of the common inputX.



Therefore the data sent from Alice in a run of Prot 18.1 are uniform. They can tell Bob no information whatsoever aboutand Alice's privateespecially input. This protocol is a ZK protocol. Many cryptographic schemes protocols, those based onperfect public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for From example also see that thebook elements Alice's transcript regardless of many this textbooks on we cryptography. This takesinadifferent approachare to uniform introducing how Bob chooses his random challenge bits. In other words, Bob can have no strategy to It make cryptography: it pays much more attention tofit-for-application aspects of cryptography. an influence on the distribution of Alice's transcript. Therefore, Prot 18.1 is perfect ZK even if explains why "textbook crypto" isonly good in an ideal world where data are random and bad Bob is dishonest. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealFor a perfect ZK protocol, weThis do not have to runtothe protocola in to obtain a proof world application scenarios. book chooses introduce setorder of practicalcryptographic transcript. Such a transcript (which is merely a string) can be produced via studies randomthem coin flipping schemes, protocols and systems, many of them standards or de factoones, closely, in time polynomial in the length of the transcript. Definition 18.2 captures this important notion explains their working principles, discusses their practicalusages, and examines their strong of perfect ZK-ness. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Definition 18.2: An IP protocol (P,V)for L is said to be perfect zero-knowledge if for any x L, modern cryptography. a proof transcript of (P,V)(x)can be produced by a polynomial-time (in the siz e of the input) algorithm



(x)with the same probability distributions.



Conventionally, the efficient algorithm is named a simulator for a ZK protocol, which produces a simulation of a proof transcript. However, in the case of (P, V) being perfect ZK, we do not want to name



a simulator. It is exactly an equator.



18.3.1.1 Schnorr's Identification Protocol InProt 18.1, Bob uses bit challenges. This results in a large soundness error probability value d = 1/2. Therefore the protocol has to repeat m times in order to reduce the error probability to 2–m. Typically, m = 100 is required to achieve a high confidence against Alice's cheating. The necessity for a large number of interactions means a poor performance both in communication and in computation. Under certain conditions for setting the security parameter in the common input, it is possible to reduce the soundness error probability value and hence to reduce the number of interactions. The condition is: the verifier Bob should know the factorization of n. The reason why this condition is needed will be revealed in §18.6.1. A special case for Bob knowing the factorization ofn is n being a prime number. Let us now see a concrete protocol using this case of parameter setting. The protocol is Schnorr's Identification Protocol which is proposed by Schnorr [256]



for a real-world (smartcard-based) identification application. Schnorr's Identification Protocol is a special case of Prot 18.1 where the function f(x) is realized byg –x (mod p) in the finite field where the subgroup is of a prime order q|p – 1. It is easy to see that g –x (mod p) is homomorphic. Moreover, for sufficiently large primes p and q, e.g., |p| = 1024, |q| = 160, g –x (mod p) is also one-way due to the DL assumption (Assumption 8.2 in §8.4). •
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. Remark 18.2 Pub Date: July 25, 2003
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With the prime q|p – 1 given publicly, Schnorr's Identification Protocol is no longer one for Pages: 648 answering subgroup membership question. Now Bob himself alone can answer question y without need of Alice's help by checking: y q gq 1 (mod p). Therefore, Schnorr's Identification Protocol is for proving a more specific problem: Alice has in her possession of the discrete logarithm of y to the base g, as her cryptographic credential. Manylet cryptographic schemes and protocols, those based on public-keycryptography, Now us investigate security properties of especially Schnorr's Identification Protocol. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Protocol 18.2: Schnorr's Protocol demonstratingnumerous attacks onIdentification such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, COMMONprotocols INPUT: and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong p, q: two primes satisfying q|p – 1; oftenwith security evidence formally established. (i.e., fit-for-application) security properties, The book also includes self-containedtheoretical background material that is the foundation for (*cryptography. typical size setting: |p| = 1024, |q| = 160 *) modern g: ord p(g) = q; y:y = g



–a



(mod p);



(* tuple (p, q, g, y) is Alice's public-key material, certified by an CA *) PRIVATE INPUT of Alice: a < q; OUTPUT TO Bob: Alice knows some



such that y



g



–a



Repeating the following steps log2 log2p times:



1. Alice picks k



U



and computes Commit



she sends Commit to Bob; 2. Bob picks Challenge U {0, 1}log2 he sends Challenge to Alice; 3.



log p; 2



g



k



(mod p);



(mod p).



2.



3. Alice computes Response



k + a Challenge (mod q);



She sends Response to Bob; 4. Bob checks Commit



g



ResponseyChallenge



(mod p);



he rejects and aborts if the checking shows error; • Bob accepts. Table of Contents Modern Cryptography: Theory and Practice (* Bob's computation of g ResponseyChallenge ByWenbo Mao Hewlett-Packard Company



(mod p) should apply Alg 15.2 and so the cost is similar to computing single modulo exponentiation *) Publisher: Prentice Hall PTR Pub Date: July 25, 2003



ISBN: 0-13-066943-1 18.3.1.2 Security Properties of Schnorr's Identification Protocol Pages: 648



Completeness Trivially preserved. In fact, = 1 can be obtained. This is left for the reader as an exercise Many cryptographic schemes and protocols, especially those based on public-keycryptography, (Exercise 18.7). have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Soundness explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks such schemes, anddiscrete systems under variousrealSuppose is a cheater, i.e.,on she does not haveprotocols the correct logarithm value. For world application scenarios. This book chooses to introduce a set of practicalcryptographic log , Commit she sent in an iteration, Bob, after picking Challenge U {0, 1} 2 log2 p, is waiting for schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Response = logg [Commity Challenge (mod p)] (mod q). This equation shows that, for fixed Commit and y, there will be log2p distinct values for Response which correspond to log2p distinct values for Challenge, respectively. Given the small magnitude of log2p, the best strategy for computing the correct response from Commity Challenge (modp) is to guess Challenge before fixing Commit as follows:



1. pickingResponse 2. guessingChallenge 3. computing Commit



;



U U



{0, 1}log2 g



log p; 2



Responsey Challenge



(mod p).



Clearly, the soundness probability for correct guessing is 1/log2p per iteration, that is, we have foundd = 1/log 2p as the soundness error probability for a single round of message interactions. The reduced soundness error probability for a single round of message exchange in Schnorr's Identification Protocol means an improved performance from that of Prot 18.1. This is because, for Prot 18.1 running m iterations to achieve a negligibly small soundness error probability d = 2–m, Schnorr's Identification Protocol only needs



rounds of iterations while maintaining the soundness error probability unchanged from that of Prot 18.1 using mofrounds of interactions. • Table Contents Modern Cryptography: Theory and Practice Forp 2 1024 and m = 100, we have ByWenbo Mao Hewlett-Packard Company



= 100/10 = 10. That is, the enlarged challenge reduces the number of interactions from that of Prot 18.1 by 10 fold while keeping the same low soundness error probability. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Perfect ZK-ness Pages: 648



For common input y, we can construct a polynomial-time (in |p|) equator



(y) as follows:



Many schemes and protocols, especially those based on public-keycryptography, 1. cryptographic initializes Transcript as an empty string; have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks 2. For i = 1, 2,on ...,cryptography. log 2 log2p: This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by a. picks Response demonstratingnumerous attacks such schemes, protocols and systems under variousreali Uon world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, systems, oflogthem or de factoones, studies them closely, b. protocols picksand Challenge {0, 1} p; i Umany 2 log 2standards explains their working principles, discusses their practicalusages, and examines their strong Challengesecurity (i.e., fit-for-application) oftenwith evidence formally established. c. computessecurity Commitiproperties, g Response iy i (mod p); The book also includes self-containedtheoretical background material that is the foundation for modernd.cryptography. Transcript Transcript || Commit i,Challenge i,Response i Clearly,Transcript can be produced in polynomial time, and the elements in it have distributions which are the same as those in a real proof transcript. From our analysis of Schnorr's Identification Protocol we see that enlarging challenge size reduces the number of interactions while maintaining the soundness error probability unchanged. Then why have we confined the size enlargement to a rather strange and small value log2 log 2p? Enlarging challenge size not only improves performance (a positive result), in §18.3.2 we will further see that this also has a negative consequence. Be careful, size matters!



18.3.2 Honest-Verifier Zero-knowledge At first glance of Schnorr's Identification Protocol, it is not very clear why we have restricted the size for the challenge bits to the case |Challenge| = log2 log2p. It seems that if we use |Challenge| = log2p, then the protocol will become even more efficient: it only needs one interaction to achieve the same low soundness probability (d Moreover, it seems that the equator Identification Protocol; again, now



1/p) against Alice cheating.



can be constructed in the same way for Schnorr's only needs one single "loop" to produce Transcript which



contains uniformly distributed elements. However, there is a subtlety for the problem. Let us examine it now.



18.3.2.1 What a Dishonest Verifier Can Do •



Let
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be a dishonest verifier, that is, he does not follow protocol instructions and always
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tries to trick Alice to disclose some information which may be useful for him. Suppose that ByWenbo Mao Hewlett-Packard Company is allowed to pick a large Challenge so that 2Challenge is a non-polynomially bounded quantity. Then he may devise a trick to force Alice to produce a transcript which is inequatable (i.e., Publisher: Prentice Hall PTR



cannot be equated) or unsimulatable in polynomial time. If Pub Date: July 25, 2003 18.2, the protocol can no longer be perfect ZK.



can do this, then by Definition
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648 the issue by slightly modifying Schnorr's Identification Protocol which allows Let usPages: examine



to choose Challenge Here is what



, i.e., amplifying the challenge space from {0, 1}log2



log p 2



to



.



should do in this modified Schnorr's Identification Protocol.



Upon receipt of Commit, he applies a suitable pseudo-random function prf with the large output Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basictoorcreate space so-called his Challenge "textbook as: crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses introduce a set of practicalcryptographic Challenge prf("Meaningful transcript, signedto Alice" || Commit). schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their workingisprinciples, discusses their andshall examines strongthe So created Challenge pseudo-random (i.e., notpracticalusages, truly random). We see in their a moment (i.e., fit-for-application) properties, oftenwith security full meaning of the stringsecurity "Meaningful transcript, signed Alice." evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern Poor Alice, cryptography. due to the general indistinguishability between pseudo-randomness and true randomness (Assumption 4.2), she can have no way to recognize the pseudo-randomness of Challenge, and will have to follow the protocol instruction by sending back Response = k + a Challenge (mod q). Remember that Alice's answer satisfies



Equation 18.3.1



since this is exactly the verification procedure conducted by to have constructed the following equation



Equation 18.3.2



. Therefore, Alice has helped



Viewed by a third party, (18.3.2) means either of the following two cases: •
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by Alice using her private input, and hence Alice discloses the



fact that she has been in interaction with, and fooled by,



, or



Publisher: Prentice Hall PTR July 25, 2003 ii.Pub Date: has successfully broken the pseudo-random function prf of the large output space ISBN: 0-13-066943-1 because he has constructed equation



,



Pages: 648



ManyThis cryptographic schemes and protocols, especially those based on public-keycryptography, is a well-known hard problem because prf is assumed one-way. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many on cryptography. This book takes introducing Given textbooks that is polynomially bounded, the thirdadifferent party willapproach of courseto believe that (i) is the cryptography: it pays much more attention tofit-for-application aspects of cryptography. It and case. Poor Alice, in the proof transcript (Commit, Challenge, Response) satisfying (18.3.1) explains why "textbook crypto" isonly good in an ideal world where data are random and bad (18.3.2), the pair (Commit, Response) is precisely a signature of message "Meaningful guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by transcript, signed Alice" under Schnorr's signature scheme (check Alg 10.4 with prf = H)! Since demonstratingnumerous attacks on such schemes, protocols and systems under variousrealonly Alice could have issued the signature (recall, in §16.3.2 we have proved the signature world application scenarios. This book chooses introduce a set of practicalcryptographic scheme's strong security against forgery under to adaptive chosen-message attack), the third party schemes, protocols and systems, many of them standards or de factoones, studies them closely, has made a correct judgement! explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. A small consolation for self-containedtheoretical Alice is that the information disclosurematerial caused that by is the is foundation not a too for The book also includes background disastrous one (though this assertion has to be based on applications really). As we have modern cryptography. analyzed in §7.5.2, if Alice picks



independent from all previous instances, then



forms a one-time pad (shift cipher) encryption of Alice's private input a, which provides information-theoretic quality of security. This means that the proof transcript still does not disclose to



or a third party any information about Alice's private input a.



However, as an interactive proof degenerates to a signature which needn't be issued in an interactive way, the security service offered by an interactive proof is lost: now any third party can verify the proof result. This means that now showing knowledge is no longer conducted "in the dark," it is conducted "in the open." That is why the variant protocol (i.e., Schnorr's Identification Protocol using a large challenge) is no longer ZK any more! In general, if Schnorr's Identification Protocol uses large challenge in , then the protocol has a honest-verifier zero-knowledge property. In an honest-verifier ZK protocol, if the verifier honestly follows the protocol instruction, then the protocol is perfect ZK. This is because, if the verifier picks a truly random challenge, then the proof transcript can be equated efficiently.



For an honest-verifier ZK protocol (P,V), if the behavior of V is fixed into a confined manner so that it cannot force P to produce an inequatable or unsimulatable transcript, then ) can still be a perfect ZK protocol. In §18.3.2.3 we will see that limiting the size of the challenge bits is a solution. There are ways to impose behavioral confinement on V, e.g.,



•



forcingV to demonstrate its honesty in choosing random challenge is a solution; in §18.6.2 of Contents we will Table introduce an extremely efficient perfect ZK proof protocol which uses this idea;
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to simulate a "proof," and hence a dishonest verifier can only show its dishonesty if it tries to trick the prover; in §18.7.1 we will see another extremely efficient Publisher: Prentice Hall PTR protocol which uses this idea. Pub Date: July 25, 2003 ISBN: 0-13-066943-1



18.3.2.2 The Fiat-Shamir Heuristic Pages: 648 Fiat and Shamir suggest a general method for transforming a secure honest-verifier ZK protocol into a digital signature scheme [109]. The method uses exactly the same attacking technique of a dishonest verifier which we have seen in §18.3.2.1. In general, let (Commit, Challenge, Response) denote the transcript of an honest-verifier ZK protocol, then the transforming method Many cryptographic schemes and protocols, especially those based on public-keycryptography, uses a suitable hash function H to construct a digital signature of message M {0, 1}* as have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealThis general method is called the Fiat-Shamir heuristic. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, It is easy to see that a triplet ElGamal-family signature scheme (§16.3.1) is a special case of explains their working principles, discusses their practicalusages, and examines their strong signature schemes generated from the Fiat-Shamir heuristic. In fact, the formal security proof (i.e., fit-for-application) security properties, oftenwith security evidence formally established. technique on the strong unforgeability of triplet ElGamal-family signature schemes (studied in The book also includes self-containedtheoretical background material that is the foundation for §16.3.2) applies to any signature scheme which is converted from an honest-verifier ZK protocol modern cryptography. by applying the Fiat-Shamir heuristic. A claim hidden behind a one-way function (e.g., membership, or witness hiding claim) which is verified like verification of digital signature due to the fact that Fiat-Shamir heuristic is clearly publicly verifiable, i.e., it is not a "proof in the dark." Often, a claim shown in this style is called proof-of-knowledge. Because of the strong security result (unforgeability against adaptive chosen-message attack) which we have established in §16.3.2, proof-of-knowledge remains being a quality and useful way for demonstrating a claim hidden behind a one-way function. In some applications, such as proof that a secret has a required structure, "proof in the dark" is not an essential security requirement (i.e., a prover does not feel a need to deny participation in an interaction). In such applications, proof-of-knowledge is a very useful and adequate notion.



18.3.2.3 Returning to Perfect Zero-knowledge Now let us consider the case of Schnorr's Identification Protocol (note, not the variation using large challenge bits) being run with the dishonest verifier issue a signature under Schnorr's signature scheme.



, in which he tries to fool Alice to



However now for any pseudo-random function prf of output size log2 log2p bits, equation (18.3.2) can be efficiently made up by anybody, that is, a proof transcript can be efficiently



equated. Let us see how to do this and how efficiently this can be done. Let



be an equator. All



holds for a fixed Challenge



has to do is to pick at random Response {0, 1}log2



log p. 2



If the test fails,



, and test if (18.3.2)



simply tries another Response



. The trial-and-error test will be successful before the output space of prf of log2 log2p bits is exhausted. Since prf only has length log2 log2p, its output space can be exhausted within log 2p steps, that is,Table in time polynomial (linear) in the size of p. • of Contents Modern Cryptography: Theory and Practice



Once the equation is found,



can set Commit using (18.3.1). Thus,
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Transcript Commit,Challenge,Response Pages:= 648 is an equated "proof transcript" imitating a single round of interaction, and is produced in time polynomial in the size of p (i.e., in log p). This equated "proof transcript" satisfies Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It and explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong However, it is not a meaningful at oftenwith all and as security we haveevidence seen, it needn't issued by (i.e., fit-for-application) securitytranscript properties, formallybe established. Alice! The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. To this end, we know that for challenge bits in a ZK protocol, size does matter!



18.3.3 Computational Zero-knowledge We have seen that in order to demonstrate that an IP protocol (P, ) is perfect ZK, we must construct an equator: it can efficiently generate a "proof" transcript which has the same probability distribution as that produced by (P, ). This requirement can be relaxed for an IP protocol which is computational zero-knowledge. Definition 18.3: An IP protocol (P, V) for L is said to be computational ZK if for any x L, a proof transcript of (P, V) (x) can be simulated by a polynomial-time (in the size of the input) algorithm S(x) with probability distributions which are polynomially indistinguishable from that of the proof transcript. In this definition, the notion of polynomial indistinguishability is defined in Definition 4.15. To see a computational ZK protocol, let us modify Prot 18.1 in another way. In this modification, the one-way and homomorphic function f is defined over a space of an unknown magnitude, that is, now n in is a secret integer for both P and V. It is possible to construct f over a secret domain. Here is a concrete construction.



18.3.3.1 A Construction of One-way and Homomorphic Function f(x) LetP and V agree on a random and very large odd composite integer N such that no one knows the factorization of N. This is easy if both parties input their own randomness in the agreement ofN, however, we shall omit the details for doing this. They can similarly agree on a random elementa < N so that gcd(a, N) = 1. •
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SinceN is large and random, with an overwhelming probability N has a large prime factor p By Wenbo Mao unknown to Hewlett-Packard both P and V, Company and moreover, p – 1 should have a large prime factor q, also unknown to both P and V. We should omit the investigation on how "overwhelming" the probability should be, Publisher: but remind theHall reader that for a random and large composite N, the existence of such large Prentice PTR primes p and q is the exact reason why a large and random odd composite is hard to factor (the Pub Date: July 25, 2003 reader can find some insights about this by reviewing §8.8 ). ISBN: 0-13-066943-1



Pages: both 648 N, a are randomly agreed upon, with an overwhelming probability, the Also, since multiplicative order ordN (a) is a larger and secret integer. We are sure of this "overwhelming:"



the probability for q|ordN(a) is at least 1 – 1/q because for any prime q\f(N), in at most 1/q fraction of elements whose orders are co-prime to q.



there can be



Many NowP cryptographic and V "define"schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Equation 18.3.3 explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., for any fit-for-application) integer x . Notice security that properties, we have oftenwith quoted "define" security here evidence because formally the domain established. of this The book also includes self-containedtheoretical background material that is the foundation for function cannot be , instead, it is : namely, for any x , it always holds modern cryptography.



In other words, the input to f is always from the space



which is smaller than



.



Still, it is easy to see that f(x) is homomorphic and one-way. The homomorphism is trivially observed as



The one-way property is based on that of the discrete logarithm problem modulo p (recall, an unknown large prime p|N): finding x from f(x) = f(1) x (mod N) is necessarily harder than finding x (mod p – 1) from f(1) x (mod p), while function f(1) x (mod p) is one-way due to the discrete logarithm assumption (Assumption 8.2).



18.3.3.2 A Computational Zero-knowledge Protocol



Using f(x) constructed in §18.3.3.1, we can construct a computational ZK protocol.



Example 18.3. Let (Alice, ) be a variation of Prot 18.1 using the one-way and homomorphic function f(x) constructed in • Table §18.3.3.1, of Contents i.e., f(x) is defined in (18.3.3). Modern Cryptography: Theory and Practice



Now that Alice no longer knows n = ordN(a), she can no longer sample random numbers in ByWenbo Mao Hewlett-Packard Company



with the uniform distribution. In order for Alice to still be able to conduct a proof (i.e., Publisher: Prentice Hall PTR to preserve the completeness property), protocol instructions for Alice have to be slightly adjusted, e.g., as 2003 follows (let z < N be Alice's private input): Pub Date: July 25, ISBN: 0-13-066943-1 Pages: 648



1. Alice picks k



, computes Commit



U



f(k) and sends it to Bob;



2. Bob ... (* no change *) Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many 3. textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains "textbook crypto" isonly good in an ideal world where data are random and bad Shewhy sends Response to Bob; guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 4. Bob ... (* no changeattacks *) demonstratingnumerous on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic In this modification, instructions Bobofare unchanged. instructions for Alice two schemes, protocols and systems, for many them standardsHowever, or de factoones, studies themhave closely, explains their working discusses their practicalusages, examines changes. In Step 1, theprinciples, random value k is sampled from . and We will explaintheir in astrong moment (i.e.,she fit-for-application) security properties, oftenwith security established. why has to pick k from this rather peculiar space. In Step 3evidence (in case formally of Challenge = 1), she The book also includes self-containedtheoretical background material that is the foundation for computesResponse ( k + z) using addition in the integer space , i.e., without conducting modern cryptography. modulo reduction. Now she can no longer compute the modulo reduction since she does not have the modulus n = ordN(a) for the operation. The completeness and soundness properties of this modification can be reasoned analogously to those we have conducted in Example 18.1. However, now we can no longer show that this variation is perfect ZK, because now we can no longer construct an efficient equator to produce a "proof" transcript which has the same distribution as that produced by (Alice,



)(X).



Indeed, a usual simulation technique will produce a transcript of a different distribution. In such a simulation, a simulator S performs the following steps:



1. S picks Response



U



2. S picks Challenge



U



3. S computes Commit



; {0, 1}; f (Response) / X



Challenge



(mod N).



Clearly, (in the case of Challenge = 1) while Response in the proof transcript is uniform in the interval [z,N 2), that in this simulated transcript is uniform in the interval [0, N 2). They have



3.



distinct distributions. Without z, S just cannot equate Alice's behavior! Nevertheless, the variation (Alice, ) is computational ZK. This is because the two distributionsx U [z,N 2) and y U [0, N 2) are computational indistinguishable for z < N. From



Equation 18.3.4 •
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Many cryptographic schemes and protocols, those based and on public-keycryptography, Following Definition 4.15 (in §4.7), Response especially in the proof transcript that in the simulated have basic or so-called "textbook crypto" versions, as these versionsare usually athe subjects for transcript are computationally indistinguishable. Thereby, we have constructed polynomialmany textbooks on cryptography. This book takes adifferent approach to introducing time simulator itS,pays or (Alice, computational ZK by Definition 18.3. cryptography: much more) is attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys we behave nicely.Itwhy reveals crypto"peculiar for the space real world by . Now can explain Alicethe hasgeneral to pick unfitness committalofk "textbook from the rather demonstratingnumerous attacks on such schemes, protocols and systems under variousrealFirst, –z part in N 2 – z is This necessary or else Response may endof uppracticalcryptographic to be larger than N2 due to world the application scenarios. book chooses to introduce a set addition modulo reduction. If that happens, the protocol can by no studies means to be labelled schemes,without protocols and systems, many of them standards or de factoones, them closely, ZK in anytheir sense! explains working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 2 part in N 2 – z is in order to obtain the probability bound (18.3.4) and hence the Secondly, the N The book also includes self-containedtheoretical background material that is the foundation for protocol can achieve the computational ZK quality. In fact, N2 is unnecessarily too large. modern cryptography. Computational ZK can be achieved by using N 1+a for any constant a > 0. The reader is encouraged to confirm this (hint: observe that in the right-hand side of (18.3.4) replaced with



should be



).



In real-world applications of ZK protocols (e.g., Schnorr's Identification Protocol), most one-way functions are realized by available public-key cryptographic techniques (e.g., as in the case of f(x) being realized in §18.3.3.1, or in Schnorr's Identification Protocol). Therefore computational ZK is the most important and adequate (i.e., fit-for-application) notion in ZK (and IP) protocols.



18.3.4 Statistical Zero-knowledge Goldwasser, Micali and Rackoff [126] also introduce a notion of statistical zero-knowledge. An IP protocol is statistical ZK if there exists an efficient simulator to simulate a proof transcript to a precision which cannot be differentiated by any statistical distinguisher. A statistical distinguisher is similar to a polynomial distinguisher defined in Definition 4.14 except that its running time needn't be polynomially bounded. From this difference we know that a statistical ZK protocol has a more stringent ZK quality than a computational one. As a matter of fact, the computational ZK protocol (Alice,



) in Example 18.3 is statistical ZK.



This is because, (18.3.4) states that the following event occurs with probability less than a negligible quantity 1/N:



Thus, with probability at least (N – 1) / N,Response in both transcripts are larger than z and are • Table of Contents both uniform. They cannot bePractice differentiated by any distinguisher even if it runs forever! Modern Cryptography: Theory and By Wenbo Mao Hewlett-Packard Company Conceptually, statistical ZK and computational



ZK have no essential difference. Nevertheless, since the former is a more stringent security notion, in real applications, it is more desirable to establish Publisher: that Prentice a protocol Hall PTR is statistical ZK if a protocol designer is able to do so. Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



18.4 Proof or Argument? We have reasoned explicitly that in order for an IP protocol (P,V) to have ZK properties (any of the four ZK notions introduced so far), the computing power for V and must be bounded by a polynomial in the size of the common input. However, so far we have not been very explicit • Table of Contents Modernthe Cryptography: Theory andof Practice about computing power P or . ByWenbo Mao Hewlett-Packard Company



18.4.1 Zero-knowledge Argument Publisher: Prentice Hall PTR Pub Date: July 25, 2003



A careful reader may have noticed that for all ZK protocols we have introduced so far, we ISBN: 0-13-066943-1 Pages: 648 P or actually require to have a polynomially bounded computing power. Indeed, when we reason the soundness property for these protocols, we have always begun with saying "if P (or



) does not know the pre-image of X ...." For a language in schemes and , this "if ..." actually implies P (or ) is polynomially Many cryptographic protocols, especially thosethat based on public-keycryptography, bounded. If we say that an unbounded P is one who can extract the pre-image the onehave basic or so-called "textbook crypto" versions, as these versionsare usuallyunder the subjects for way function f, then none of the soundness reasonings for these protocols is valid. Clearly, for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more tofit-for-application any Challenge, an unbounded P or attention can extract Response as aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong For this way of pre-image extraction by an unbounded algorithm, we can never estimate the (i.e., fit-for-application) security properties, oftenwith security evidence formally established. soundness probability d for (18.2.3). In each case of our soundness reasoning conducted for the The book also includes self-containedtheoretical background material that is the foundation for protocols introduced so far, the value d has always been obtained under the (implicit) modern cryptography. assumption that P (and ) are bounded. If a ZK protocol (P,V) for a language L requires P (and ) to have a polynomially (in the size of the input) bounded computing power, then (P,V) is called a zero-knowledge argument protocol. Usually, the requirement is needed in order to establish the soundness for the protocol. An argument is not as rigorous as a proof and in particular, it fails to make a good sense when P is an unbounded entity. Thus, we have so far seen perfect, honest-verifier, computational and statistical ZK argument protocols. Also, Schnorr's Identification Protocol is a ZK argument protocol. We have actually not met any zero-knowledge proof protocol yet. Before we go ahead and describe ZK proof protocols, we should clarify one important point very clearly. In most real-world applications, i.e., in the usual cases of securing information using the complexity-theoretic based modern cryptographic techniques, principals of a secure system (including a prover of a ZK protocol) will most likely have their computational resource polynomially bounded, and hence they cannot solve NP problems quickly. Therefore ZK argument remains a very useful notion.



18.4.2 Zero-knowledge Proof



In a ZK proof protocol, the soundness property can be established without requiring P or be polynomially bounded.



to



Let us now see a ZK proof protocol. Proof of quadratic residuosity provides a good example for a ZKproof protocol. Such a protocol is again for a membership problem: x QRN for N being an odd composite number. •
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LetN be a large and odd composite integer which has at least two distinct odd prime factors. In §6.5 we have studied quadratic residues modulo an integer and learned the following numberPublisher: Prentice Hall PTR theoretic facts: Pub Date: July 25, 2003 ISBN: 0-13-066943-1



Fact 1 Knowing the factorization of N, for any x QRN, a square root y of x modulo N, satisfying y2 xPages: (mod648 N), can be efficiently extracted. This can be done using Alg 6.5. Fact 2 For any x QNRN (quadratic non-residue), in ofAlg 6.5 won't work).



there exists no square root of x (Step 1



Many3cryptographic schemes protocols, those based onconfirm public-keycryptography, Fact If x QNRN, then x·y and QRN implies yespecially QNRN (the reader can this by examining have basic or so-called "textbook crypto" as these versionsare usually the subjects for all possible cases of Jacobi symbols of x, yversions, and x · y). many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Using these facts we can construct a perfect ZK proof protocol for to prove to Bob that a explains why "textbook crypto" isonly good in an ideal world where data are random and bad number is a quadratic residue modulo an odd composite integer. This protocol is due to guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by Goldwasser, Micali and Rackoff [126] and is specified in Prot 18.3. demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld scenarios. This book chooses to introduce Let us application first analyze the soundness property for Prot 18.3. a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Soundness The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Supposex QNRN (i.e., the protocol is run with , a cheater). Let us find the soundness error probability d. Of course, we now consider



being computationally unbounded.



ForChallenge = 0, Bob sees that Response is a square root of Commit so Commit



QRN.



ForChallenge = 1, Bob sees that Response is a square root of Commitx, so Commitx Fact 3, Bob further sees Commit QNRN. So if x



QNRN, then Bob sees Commit



QRN or Commit



random challenge bit being 0 or 1, respectively. Since



QRN. By



QNRN alternatively depending on his has sent Commit before Bob picks



the random challenge bit, must have correctly guessed Bob's challenge bit correctly. Clearly, we have d = 1/2 as the soundness error probability. Hence, Bob's verification passing m times results in the soundness probability being 2–m. The soundness property holds for an unbounded cannot compute square root for x challenge bit.



since due to Fact 2, even unbounded,



QNRN, and hence has to guess Bob's random



Completeness and Perfect Zero-knowledge-ness



The completeness property is immediate from Fact 1.



Protocol 18.3: A Perfect Zero-knowledge Proof Protocol for Residuosity • Quadratic Table of Contents Modern Cryptography: Theory and Practice



COMMON By Wenbo MaoINPUT: Hewlett-Packard Company N: a large and odd composite integer which is not a power of a prime;



Publisher: Prentice Hall PTR Pub x: Date: 25, 2003 anJuly element in



QRN.



ISBN: 0-13-066943-1



Alice's PRIVATE INPUT: Pages: 648 y



:y 2



x (mod N);



OUTPUT TO Bob: x



QRN.



Many cryptographic schemes and protocols, especially those based on public-keycryptography, Repeat the following steps m times: have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It 2 (mod explains why "textbook crypto" isonly Commit good in an uideal world data are random 1. Alice picks u U QR N),where and sends Commit to and bad N , computes guys behave Bob; nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld 2. application Bob picks Challenge scenarios. UThis {0,book 1}, and chooses sendstoitintroduce to Alice; a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The3.book also includes self-containedtheoretical background material that is the foundation for modern cryptography. and sends Response to Bob; 4. Bob verifies:



if the verification fails, Bob rejects and aborts the protocol; Bob accepts.



The perfect ZK property can be demonstrated by constructing an equator an equated proof transcript as follows: Fori = 1, 2, ..., m



1. 2.



picks Responsei



U



;



which generates



1. 2.



picks Challengei



U



{0, 1};



3. It is easy to check that elements in this equated transcript have the same distributions as those in • a proof transcript. Table of Contents Modern Cryptography: Theory and Practice ByWenbo Mao Hewlett-Packard Company



18.4.2.2 ZK Proof of Quadratic Non-residuosity Publisher: Prentice Hall PTR



A protocol for ZK proof of quadratic non-residuosity can also be constructed using the idea in Pub Date: July 25, 2003 Prot 18.3. The basic idea is the following. ISBN: 0-13-066943-1



Pages: 648 For common input x



QNRN, Bob can challenge Alice at random using either Challenge



r



2



(modN) or Challenge' xr 2 (mod N) where r is a random element in . Clearly, Challenge QRN and Alice can see this and answer YES. On the other hand, if x is indeed in QNRN, then by Fact 3,Challenge' QNRN; also, Alice can see this and answer NO. Many cryptographic schemes and protocols, especially those elements based on either public-keycryptography, By repeatedly challenging Alice with so-constructed random in QRN or in QNRN, havecan basic or so-called crypto" versions, as these versionsare usually the subjects The for Bob verify x QNRN"textbook from Alice's consistently correct answers to his random challenges. many textbooks on cryptography. This takes in adifferent detailed formulation of this protocol canbook be found [126]. approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains "textbookresiduosity crypto" isonly in an ideal world are random and bad ZK proofswhy of quadratic andgood non-residuosity have awhere good data application for proving guys behave nicely.It reveals the general unfitness of "textbook for the real world by correct encryption of an arbitrary bit string where the encryptioncrypto" algorithm is Goldwasser-Micali demonstratingnumerous attacks onThis suchapplication schemes, protocols andderiving systemsthe under variousrealprobabilistic encryption (Alg 14.1). is useful for important theoretic world application scenarios. Thisinbook chooses to introduce a set of practicalcryptographic result which we have discussed §18.2.3. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



18.5 Protocols with Two-sided-error For all ZK (proof or argument) protocols studied so far, we have invariantly seen that their completeness probability expression (18.2.2) is always characterized by = 1, and their soundness probability expression (18.2.3) is always characterized by d > 0. With = 1, these • Table of Contents protocols have perfect completeness, that is, if the prover does not cheat, then the verifier will Modern Cryptography: Theory and Practice always accept a proof. Using the terminology for error probability characterization for randomized algorithms which we have studied in §4.4, we can say that all these protocols have By Wenbo Mao Hewlett-Packard Company one-sided-error in the Monte Carlo subclass (i.e., in "always fast and probably correct" subclass, see §4.4.3). For such a protocol, a one-sided error may occur in prover's (Alice's) side, Publisher: Prentice Hall PTR thatPub is,Date: Julymay cheat and try to "prove" x L while in fact x L, and Bob may be fooled to 25, 2003 accept ISBN: her "proof" (although the soundness error probability d can be made to arbitrarily small 0-13-066943-1 by sequential independent repeating proofs). Pages: 648 Some ZK protocols can have verifier-side (Bob-side) errors too. That is, the completeness probability expression (18.2.2) is characterized by < 1. Such protocols are said to have twosided errors, or are in Atlantic City subclass (i.e., in "probably fast and probably correct" subclass, see §4.4.5). Let us now see one such protocol. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing 18.5.1 Zero-knowledge Proof of Two-prime Integers cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad A very useful nicely.It application of the ZKgeneral proof of quadratic is to prove thatreal an world odd by guys behave reveals the unfitness of residuosity "textbook crypto" for the composite integer N has exactly two prime factors, i.e., N E or is a valid RSA modulus. demonstratingnumerous attacks on such schemes, protocols and 2_Prime systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic In §4.7, the language E 2_Prime wasmany called ensemble. Anyorelement in this studies language is an odd schemes, protocols and systems, ofan them standards de factoones, them closely, composite integer which has two distinct prime factors. In §4.7 we regarded this language explains their working principles, discusses their practicalusages, and examines their strongto be indistinguishable from another ensemble (language) , which is the set of odd composite (i.e., fit-for-application) security properties, oftenwithE3_Prime security evidence formally established. integers with three distinct prime factors. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Let Alice construct a large N E 2_Prime such that she knows the factorization (e.g., she construct it by multiplying two distinct odd primes together). She can prove to Bob in perfect ZK that N E2_Prime. Such a proof will make use of the three number-theoretic facts used by Prot 18.3 plus the following two additional facts: Fact 4 If N



E 2_Prime, then precisely half the elements in



are quadratic residues, i.e., . This is because only half of these elements can have the positive Legendre symbol modulo both prime factors; the other half must have the negative Legendre symbol modulo both prime factors in order to have the positive Jacobi symbol. Fact 5 If N



E 2_Prime and N is not a prime or prime power, then at most a quarter elements in



JN(1) are quadratic residues, i.e.,



. This is the generalization of Fact 4 to



the cases of N having 3 or more distinct prime factors. Remember, for x to qualify a membership in QRN, it requires x (mod p) QRp for each prime p|N. In Fact 5, we require that N is not a prime power. If N is a prime power, i.e., N = pi for p being prime and i being an integer, then all elements in JN(1) are quadratic residues. Fortunately, a prime power can be factored easily (review the hints in Exercises 8.7 and 8.8). Prot 18.4 allows Alice to conduct a perfect ZK proof of membership in E2_Prime. •
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First ofISBN: all, it is clear that the perfect ZK-ness of Prot 18.4 directly follows that of Prot 18.3. 0-13-066943-1 BelowPages: we only 648 analyze the completeness and soundness properties.



Many cryptographic and that protocols, especially those basedPrime on public-keycryptography, Protocol 18.4: schemes ZK Proof N Has Two Distinct Factors have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks onacryptography. This book COMMON INPUT: composite integer N; takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" good inofan Alice's Private Knowledge: the isonly factorization N;ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks OUTPUT TO Bob: N E 2_Prime . on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong 1. fit-for-application) Bob checks that N security is not a prime or a prime power (e.g., evidence applying formally Prime_Test (i.e., properties, oftenwith security established. against prime, and using the hint in Exercise 8.7 to factor a prime The book also includes self-containedtheoretical background material thatpower); is the foundation for modern cryptography. 2. Bob picks a set Challenge of m random numbers in J N(1), and sends Challenge to Alice; 3. Denote by x1,x 2, ..., xk the all squares in Challenge; Alice proves to Bob that thesek elements are in QR N using Prot 18.3; 4. If (* here,



Bob accepts else he rejects. is a "practical minority election criterion;" see §4.4.1.2



where we discussed the "majority election criterion" ; this protocol cannot use that criterion simply because elements in QRN are not majority in JN(1); we will explain in §18.5.1.2 why we have chosen this "election criterion" *)



Completeness Consider that Alice has honestly constructed N



E 2_Prime. However, after a run of the protocol



Bob may still reject. This is because it just happened that fewer than



fractions of the random



challenges picked by Bob were squares (bad luck for Alice!). This can occur when we have the completeness probability < 1. In the other protocols we have seen so far, the verifier will not tolerate any error, not even a single one in multiple rounds of repetition. Those protocols are all on-sided-error protocols: if the prover does not cheat, then the completeness probability satisfies = 1 and therefore the verifier should of course not tolerate even a single error. Here in Prot 18.4, due to the fact that •
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with = (when Alice does not cheat, see Fact 4), Bob may happen to choose more than half Modern Cryptography: Theory and Practice non-residues, he should tolerate certain errors. However, if the number of errors exceeds a preBy Wenbo Mao Hewlett-Packard Company fixed criterion, then Bob should consider that Alice is cheating and reject. If Alice doesPrentice not cheat but is rejected, we say an event BadLuckAlice occurs. Given the pre-fixed Publisher: Hall PTR criterion for Bob to reach a decision, let us estimate the probability for BadLuckAlice. We have Pub Date: July 25, 2003 chosenISBN: 0-13-066943-1 as the criterion, that is, if Bob sees the fraction of or more challenges 648 residues, he accepts, else he rejects. We will explain why we have chosen this being Pages: quadratic criterion in §18.5.1.2. After m rounds of repetition, let us estimate (m). We consider the following equivalent form of the completeness probability bound which manifests the event BadLuckAlice more meaningfully: Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad Under the condition = # Challenge < #J BadLuckAlice is the m world Bernoulli guys behave nicely.Itmreveals the general unfitness of "textbook crypto" forsum the of real by N (1), event demonstratingnumerous attacks on such schemes, protocols and systems under variousrealtrials §3.5.2)scenarios. of k "successes" andchooses m – k "failures" for all cases of . Since Alice world (see application This book to introduce a set of practicalcryptographic has constructed N E , for Challenge containing random elements of J (1), in each 2_Prime N schemes, protocols and systems, many of them standards or de factoones, studies them closely, Bernoulli trial the probabilities of "success" are both and 1/2. examines Applying the binomial explains their working principles, discusses and their"failure" practicalusages, their strong distribution function for "left tail" given in §3.5.2 (noticing to sum all possible cases of k which (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for offend i.e., all , we have modernBob, cryptography.



. This is a "left tail" of the binomial distribution function (see §3.5.2.1 for the meaning of a "left tail") because the point



is at the left of the central point



.



To make BadLuckAlice negligibly small, we have to choose m = 2000 (reason to be provided in §18.5.1.2). This "left tail" is the following value



Therefore, (2000) is an overwhelming probability. So if Alice does not cheat, Bob will accept with an overwhelming probability. By the Law of Large Numbers (§3.5.3), the larger the number of challenges Bob picks, the larger



the completeness probability value will be. By the way, if Bob picks #JN(1) challenges (though impractical), the completeness probability becomes 1, i.e., no Bob-side error (BadLuckAlice) can occur.



Soundness •
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For the other side of error, let us suppose has dishonestly constructed N E 2_Prime (i.e., N Modern Cryptography: Theory and Practice has more than two distinct prime factors). Still, Bob may accept Alice's "proof." This is because it ByWenbo Mao Hewlett-Packard Company



just happens that more than residues (bad luckHall forPTR Bob!). Publisher: Prentice



fractions of the random challenges picked by Bob are quadratic



Pub Date: July 25, 2003



DenoteISBN: by BadLuckBob the conditional event of N E 2_Prime while Bob accepting. For randomly 0-13-066943-1 chosen Challenge, we know from Fact 5, that now a Bernoulli trial has successful probability at Pages: 648



most



and failure probability at least



. Applying the binomial distribution



formula by summing all cases of k > which cause Bob to accept, we obtain d(m) (a "right tail" of the binomial distribution function) Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, For m = 2000, we have explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. It will be very foolish for Alice to try to cheat and expect not to be caught! To this end we have completed our investigation on the ZK, completeness and soundness properties for Prot 18.4.



18.5.1.2 The Choice of the "Election Criterion" When Alice does not cheat, with the completeness probability bound for one round satisfies



=



, i.e., exactly half the elements in JN(1) are quadratic residues, Prot 18.4 cannot use the "majority election criterion" given in §4.4.1.1 to enlarge the completeness probability. Our choice of the criterion being



is the middle point between



=



(Alice does not cheat) and



(Alice cheats). This choice makes the two "bad luck" events roughly equally (im)probable. This is a "minority election criterion." Thanks to the Law of Large Numbers (§3.5.3), as long as d < , we can choose the middle point between them as the criterion and repeat multiple rounds (m) to reduce d(m) and enlarge (m). So a cheating Alice can be differentiated from an honest



one, with a high confidence of the correct judgement, after repeating sufficiently many rounds. In order for both "bad luck" events to be negligibly small, which is usually considered, by "rule of thumb," to be 2–100 (we have been sticking to this rule for all the protocols introduced so far in this chapter), we have to use 2000 as the number of repetition. If we reduce m down from 2000 significantly, then the two error probability bounds will deteriorate drastically. For example, let m = 100 (which is usually considered an "acceptable" number of repetition, again according to our "rule of thumb"), then we will have (100) 0.993 (so BadLuckAlice occurs with probability • Table of Contents 1 – (100) Modern Cryptography: 0.007) Theory and and d(100) Practice 0.0052 (probability for BadLuckAlice). These error probability bounds are far from satisfactory since the two "bad luck" events are too probable ByWenbo Mao Hewlett-Packard Company (i.e., the probabilities for both "bad luck" events are too significant). Publisher: Prentice In general, when



Hall PTRd and



are close, two-sided-error protocols are not efficient.
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Several authors have proposed more efficient, one-sided-error ( = 1) ZK protocols for showing ISBN: 0-13-066943-1 N having two prime factors, e.g., van de Graaf and Peralta [291], Camenisch and Michels [63], Pages: 648 Gennaro, Miccianicio and Rabin [120]. The protocol introduced here, which is based on a protocol proposed by Berger, Kannan and Peralta [32], is conceptually the simplest. The other important reason for us to have chosen to introduce this protocol is its two-sided-error feature which is a rare property in ZK protocols and hence we want the reader to gain some familiarity about it. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



18.6 Round Efficiency Let us now consider Question II listed in §18.1: how few interactions are needed for a prover to convince the verifier? This is a so-called round efficiency question. A round means a complete round cycle of message sending and receiving actions. Because many ZK (and IP) protocols • Table Commit of Contents generally involve (a first move by P),Challenge (a move by V),Response (a second Modern Cryptography: Theory and move by P), we often refer toPractice such three moves as a round. ByWenbo Mao Hewlett-Packard Company



As we have seen that in general, a ZK protocol can achieve reduction of an error probability by repeating sequentially a plural number of rounds. For the case of completeness probability Publisher: Prentice Hall PTR which bounds the probability in (18.2.2) from below, we consider 1 – as an error probability Pub Date: July 25, 2003 bound from above. As in the case of soundness, such an error probability bound (bounded from 0-13-066943-1 above)ISBN: should be as low as possible. In order to objectively measure round efficiency for a ZK Pages: protocol, we648 should consider error probabilities obtained by one single round. The lower an error probability is, the more efficient round efficiency the protocol has. Roughly three different magnitudes of single-round error probabilities classify protocols to three different classes of round efficiencies. Many cryptographic schemes and protocols, especially those based on public-keycryptography, Logarithmic-round Protocols All ZK protocols we have studied so far, with the exception of have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Prot 18.4, have constant error probabilities in a single round, e.g., 1/2 or log2 log 2n (for log 2n many textbooks on cryptography. This book takes adifferent approach to introducing being a security parameter, such as in the case of Prot 18.1 or Schnorr's Identification Protocol, cryptography: it pays much more attention tofit-for-application aspects of cryptography. It we equate log log n to a constant). In order to reduce the error probability to a negligibly small explains why "textbook crypto" isonly good in an ideal world where data are random and bad quantity, i.e., being a quality bounded by 1/(log n)c for all constant c, a protocol with constant guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by error probability must repeat log n rounds. Such a protocol is therefore called logarithmicdemonstratingnumerous attacks on such schemes, protocols and systems under variousreal(log-) round protocol. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Polynomial-round Protocols The round efficiency of a log-round protocol is in fact measured explains their working principles, discusses their practicalusages, and examines their strong by a linear polynomial in the security parameter. Some ZK protocols have higher-order (i.e., fit-for-application) security properties, oftenwith security evidence formally established. polynomials for their round-efficiency measures. A ZK protocol for an arbitrary NP language via The book also includes self-containedtheoretical background material that is the foundation for general polynomial reduction to NPC problem (see §18.2.3) is a polynomial-round (polymodern cryptography. round) protocol. Prot 18.4 is a poly-round protocol. First, it has a larger number of rounds due to its two-sided error property. Secondly, in each round, Prot 18.4 calls another log-round protocol (Prot 18.3). Constant-round (or single-round) Protocols If a ZK protocol can achieve a negligibly small error probability in a small constant rounds (or a single round), then there is no need to repeat running log-many rounds. Such a protocol is therefore called a constant-round (or a singleround) protocol. Much research effort has been focused on improving round efficiency for ZK protocols. Many results have been obtained. Let us now look at two such results for subgroup membership and discrete logarithm problems. In §18.6.1 we will derive a lower-bound round-efficiency result for ZK argument of subgroup membership for subgroups of with N odd composite. This is a negative result in that the lower-bound is log-round, i.e., there exists no constant-round protocol for this membership proof. In §18.6.2 we will study a constant-round protocol for ZK proof of discrete logarithm equality for elements in finite field . This is a positive result and is a significant roundefficiency improvement from Schnorr's Identification Protocol (Prot 18.2).



18.6.1 Lower-bound Round Efficiency for Subgroup Membership Let us reconsider again subgroup membership (argument) problem tackled by Prot 18.1. Now it is for the case that f(x) is realized in §18.3.3.1; that is, •
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having a large multiplicative order. In
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that is, the subset has fewer than f(N) elements. This is because is non-cyclic. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have or let so-called "textbook crypto" versions, as these usually the subjects for Now, basic we also the prover Alice know the factorization of N.versionsare (Recall that in §18.3.3, we did not many textbooks on cryptography. This book takes adifferent approach to introducing allow Alice to know the factorization of N and hence the variation of the protocol there was cryptography: it pays much more attention tofit-for-application of cryptography. computational ZK.) Knowing the factorization of N permits Aliceaspects to conduct perfect ZK forIty explains why "textbook crypto" isonly good in an ideal world where data are random and bad . guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealNow we ask: world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of themfactorization standards orofde factoones, studies closely, Forf(x) = g x (mod N) with Alice knowing the composite integerthem N, can the explains their workingofprinciples, theirvia practicalusages, andof examines their strong round efficiency Prot 18.1 discusses be improved enlarging the size Bob's challenge as we (i.e., did fit-for-application) security properties, in Schnorr's Identification Protocol? oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Recall that, e.g., in Schnorr's Identification Protocol (Prot 18.2), we made a slight enlargement modern cryptography. on challenges: Challenge {0, 1}log2 log2 p. Consequently, the variant protocol achieves an improved performance: rounds suffices instead of m rounds needed in Prot 18.1, while maintaining the soundness error probability unchanged. Unfortunately, if Alice knows the factorization of N, then round-efficiency improvement using this challenge-enlargement method is no longer possible. The problem is not with the ZK property; it is with the soundness error probability. The protocol has the lower-bound soundness error probabilityd = 1/2, regardless how large challenge is used. With the constant and significant soundness error probability, the protocol has to be a log-round one. Galbraith, Mao and Paterson observe this fact [117] which we shall expose now. To make the exposition explicit, let us investigate the soundness probability of a single-round three-move protocol which uses a large challenge (and hence as we have studied in §18.3.2, the protocol is honest-verifier ZK). As we shall see, the investigation result applies to any sizes of challenges larger than one bit. Here we specify an honest-verifier zero-knowledge protocol named "Not To Be Used" (Prot 18.5) for showing subgroup membership where the subgroup is one of . We must warn the reader that Prot 18.5 is not intended for any application use; we specify it only for the purpose of revealing a problem.



At first glance of Prot 18.5 it seems that because Challenge is large, Alice cannot guess it easily and therefore she has to follow the protocol instruction which will result in a soundness probability at the level of d 1/f(N). If this is true, then this protocol is indeed a single-round one. Unfortunately, this soundness probability estimate is incorrect. Example 18.4 demonstrates a cheating method.
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such that x
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what she does in the following is dishonest. can easily compute a non-trivial square root of 1, i.e.,



±1 while x 2



using Alg 6.5. She can choose x such that x Pages: 648 Now,



1 (mod N). Square-root extraction can be done .



computes the common input as



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing Clearly, Y x , i.e.,much Y is in the coset of . We explicitly notice thatof Y cryptography. since xIt cryptography: it pays more attention tofit-for-application aspects (see the properties of coset in the proof of Definition 5.1, §5.2.1). explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks such schemes, protocols and systems under Instead of computing Commit byon following the protocol instruction, flips a variousrealfair coin b U world scenarios. book to introduce set computes of practicalcryptographic {0, 1}application as her guessing of theThis parity of chooses Bob's challenge. She a then Commit as follows: schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



In the remainder of the protocol specification. Clearly, with 1/2 odds 2u, Bob's verification step is:



should proceed as instructed by the protocol



guessing is correct. In the correct guessing of even Challenge =



and hence Bob will accept. In the correct guessing of odd Challenge = 2u + 1, Bob's verification step is:



and hence Bob will accept too.



Therefore, regardless of how large Bob's challenge is, we can only obtain d = 1/2 as the singleround soundness probability for Prot 18.5. That is why we have named this protocol "Not To Be Used."
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A large odd composite integer; Two elements in



satisfying



ISBN: 0-13-066943-1 Pages: 648



g has a large order modulo N; y



g



z



(mod N)



Alice's PRIVATE INPUT: Integer z < f(N); Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basicTO or Bob: so-called "textbook versions, these OUTPUT y , i.e., ycrypto" g z (mod N) foras some z. versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by 1. Alice picks and computes Commit g kand (mod N); she sends demonstratingnumerous attacks on such schemes, protocols systems under variousrealCommit to Bob; world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, 2. Bob picks uniformly randomdiscusses Challenge < Npracticalusages, and sends it to Alice; explains their working principles, their and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 3. Alice computes Response k + z Challenge (mod f(N)); The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. she sends Response to Bob; 4. Bob accepts if g Response



Commity



Challenge



(mod N), or rejects otherwise.



Since Bob does not know the factorization of N, he cannot decide subgroup membership by himself alone (see Remark 18.1 and the discussion after for the difficulty). Hence there is no way, other then the soundness error probability 1/2, for Bob to prevent from cheating in the method given by Example 18.4. Enlarging the challenge size does not help at all! We notice that the problem in Example 18.4 didn't show up in the (computational ZK) protocol in §18.3.3.2 where we also used a similar way to realize f(x), i.e., f(x) = ax (mod N) with N being an odd composite. Recall that that protocol uses bit challenges, and hence its soundness error probability is the same value d = 1/2. We also notice that Schnorr's Identification Protocol is immune to this problem because the group in that protocol is of prime order q, which does not contain any element of order less than q except for the identity element. Using a non-trivial square root of 1 modulo N provides with the maximum probability value,d = 1/2, for a successful cheating. Using the trivial case x = –1 (the other trivial case x = 1 does not constitute an attack) seems to allow Bob to obtain a better conviction: either Y or –Y is in . However, because knows the factorization of N while Bob doesn't, she may also blind g k using other small-order multiplier, e.g., an order-3 one, which she can compute using



the Chinese Remainder Theorem (Theorem 6.7 in §6.2.3, using CRT, can compute elements of any order d|f(N)). Thus, the soundness error probability cannot be a negligible value.Prot 18.1 remains being the only version for showing (ZK argument) subgroup membership problem for the general setting of security parameters, which include the cases of subgroups of



.



To this end, we conclude that, in general, ZK subgroup membership is a loground problem. •
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in that application we cannot afford the cost of using a log-round protocol. There we will use a special setting for N to get around of the problem. Publisher: Prentice Hall PTR Pub Date: July 25, 2003 0-13-066943-1 18.6.2ISBN: Constant-round Proof for Discrete Logarithm Pages: 648



Schnorr's Identification Protocol (Prot 18.2) allows ZK argument of possession of the discrete logarithm of an element finite field



. We have seen that it is a log-round protocol.



Now we show that for the same problem tackled by Schnorr's Identification Protocol, ZK proof Many cryptographic schemes and protocols, especially those based on public-keycryptography, with constant-round efficiency can be achieved. This is due to a protocol of Chaum [72]. Let us have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for name that protocol Chaum's ZK Dis-Log-EQ Proof Protocol. It is for ZK proof of two elements many textbooks on cryptography. This book takes adifferent approach to introducing having the same discrete logarithm value. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains "textbook crypto" good in an ideal world where are parameter random and bad We shall why introduce Chaum's ZK isonly Dis-Log-EQ Proof Protocol using the data security setting guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by p which is the same as that for Schnorr's Identification Protocol. That is, let element g F p with demonstratingnumerous attacks on such schemes, protocols and systems under variousrealbeing an odd prime and ordp(g) = q with q also being an odd prime (hence q|p – 1). We denote world application scenarios. This book chooses to introduce a set of practicalcryptographic G = . schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong Chaum's ZK Dis-Log-EQ Proof Protocol uses an additional element h with h g and h (i.e., fit-for-application) security properties, oftenwith security evidence formally established. 1.Prot 18.6 specifies Chaum's protocol. The book also includes self-containedtheoretical background material that is the foundation for modern From thecryptography. protocol specification we see that the protocol has a four message exchanges and it only needs to run once. We shall see in the soundness analysis that this single-round protocol achievesd = 1/q as the soundness error probability. Hence, Chaum's ZK Proof of Dis-Log Protocol is extremely efficient. Let us now investigate security properties of this protocol.



18.6.2.1 Security Properties of Chaum's ZK Proof of Dis-Log Protocol



Completeness By direct observation of the protocol, it is straightforward to obtain = 1 as the completeness probability. That is, if Alice has z and follow the protocol instruction, Bob will always accept.



Soundness We shall see that Chaum's ZK Dis-Log EQ Protocol is a proof protocol, that is, the prover Alice can be a computationally unbounded party. For this purpose, we will not put any restriction on Alice's computational resource in our analysis of the soundness property.



Suppose that cheats. So the common input values (p, q, g, h, X, Y) satisfy the following condition of discrete logarithm inequality:



Equation 18.6.1 •
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Bob, inISBN: Step0-13-066943-1 2 the value



satisfying
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Equation 18.6.2



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: attention aspects of cryptography. It value In other words,it pays much , aftermore having receivedtofit-for-application a, b from Bob, must decommit her committal explains why "textbook crypto" isonly good in an ideal world where data are random and bad c which nicely.It satisfies reveals (18.6.2). With a, b fixed by Bob in Step 1,crypto" and with , guys behave the general unfitness of "textbook for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealfixed scenarios. in Step 2, (18.6.2) that cto introduce is alsoafixed Step 2. In other words, world application This booksays chooses set ofinpracticalcryptographic schemes, protocols and systems, many of out them standards or de in factoones, cannot change c after she has sent her commitments Step 2. studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Withc fixed in Step 2, we have: The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Equation 18.6.3



Protocol 18.6: Chaum's ZK Proof of Dis-Log-EQ Protocol COMMON INPUT: p, q: two primes satisfying q|p – 1; (* typical size setting: |p| = 1024, |q| = 160 *) g, h: ordp(g) = ordp(h) = q, g (* Bob checks: g



1, h



1, g



h; h,g



q



h



q



1 (mod p) *)



X, Y: X = g z (mod p),X = h PRIVATE INPUT of Alice: z



z



(mod p);



;



OUTPUT TO Bob:



Alice knows some z such that X g • Table of Contents (modp) and Y h z (mod p), or log gX Modern Cryptography: Theory and loghPractice Y (mod q).
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g ahb (mod p);
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he sends CommitB to Alice;
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(*Commit



B



2. Alice picks c



is Bob's challenge *) U



; she computes



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealshe sends , to Bob; world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, systems, 3. Bobprotocols disclosesand to Alice: a, b;many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) properties, oftenwith security evidence formally established. (* Bob decommitssecurity his committals in order to show his correct construction of The book also includes his challenge *) self-containedtheoretical background material that is the foundation for modern cryptography. 4. Alice verifies whether CommitB g ahb (mod p); if the equality holds, she discloses to Bob: c, otherwise, she aborts; (* Alice only decommits if Bob has properly constructed his challenge; Bob's correct construction of his challenge implies that he already knows X aY b (mod p) to be disclosed by Alice *) 5. Bob verifies Commit Bg c (mod p);



X cX aY b (mod p);



if the equality holds, he accepts, otherwise, he rejects.



and from (18.6.2) we also have:



Equation 18.6.4



Sinceh •



(because ord p(h) = q, Bob can confirm this by checking h Table of Contents d



p)), we can write h g (mod p) for some d Modern Cryptography: Theory and Practice be rewritten in the following equivalent form:



,d



1 and h q



1 (mod



0 (mod q). Consequently, (18.6.3) can
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Analogously using (18.6.1), we can also rewrite (18.6.4) into: Many cryptographic schemes and protocols, especially those based on public-keycryptography, Equation 18.6.6 have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Forz z' (mod q), (18.6.5) and (18.6.6) forms the following linear congruence system: schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



The matrix in this linear congruence system is of the full rank (rank = 2). By a simple fact in linear algebra, this system has the unique pair of solution (a, b) . This solution pair satisfies Bob's construction of CommitB in Step 1 and his verification in Step 5. However, in Step 2 when fixed c , she only gets one equation (18.6.5). From that equation she has exactly q distinct pairs of (a, b). Each of these q pairs satisfies (18.6.5), but only one of them also satisfies (18.6.6) which is Bob's verification in Step 5. Thus, even computationally unbounded, the probability for 2 is precisely 1/q.



to pinpoint the correct pair (a, b) in Step



To this end, we have not only obtained 1/q as the soundness error probability for a single-round run of Chaum's protocol, but also that the protocol provides a proof of the discrete logarithm equality (i.e., not an argument).



Perfect Zero-knowledge-ness Finally, let us investigate the ZK property for Prot 18.6.



The protocol is in fact perfect ZK. Let us construct an equator to create a transcript which has the identical distribution to a proof transcript. For the common input tuple (p, q, g, h, X, Y), performs the following simple and efficient steps:



• 1.



picks a, of b Contents and computes CommitB U Table
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3.



outputs Transcript = CommitB,



; ,



,a, b, c.



It is trivial to check that Transcript has the identical distribution as a proof transcript. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have or so-called crypto"way versions, as these usually the subjects for Therebasic is a different but "textbook more convincing to manifest theversionsare perfect ZK-ness of Chaum's many textbooks on cryptography. This book takes adifferent approach to introducing protocol. First, itif pays much fools around by sending out an invalid challenge, i.e., CommitB is not cryptography: more attention tofit-for-application aspects of cryptography. It properly constructed, then he will receive nothing. Secondly, if Bob does send correctly explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behavechallenge nicely.It reveals the of "textbook crypto" for the real world byof constructed using (a, b)general unfitness , then he already knows, right in the beginning demonstratingnumerous attacks onby such schemes, protocols andp). systems Step 1, the value to be "disclosed" Alice, which is X aY b (mod In bothunder cases,variousrealBob gets world application This bookAlice's chooses to introduce absolutely no newscenarios. information about private input! a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) 18.6.2.2 Discussions security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. Chaum's ZK Dis-Log EQ Protocol can be used as an identification protocol. In this application, the pair (g, X) can be a user's public key material which is certified by a key certification authority (CA, see §13.2). Computingg ahb (mod p) and X cX aY b (mod p) can use Alg 15.2 to achieve cost similar to computing single modulo exponentiation. So the cost for Alice and Bob is roughly three modulo exponentiation for each party. At this cost, the proof achieves a negligibly small error probability against Alice's cheating. In comparison, Schnorr's Identification Protocol will require Alice and Bob to compute log2p 10 (in case of p 2 1024 ) modulo exponentiations in order to achieve similarly low error probability. The unrestricted computational resource for the prover makes the protocol usable in applications in which the prover is a powerful party, such as a government agency. Although the soundness proof is a strong one, it does not show that Alice necessarily knows the discrete logarithm value. All it has shown is that she has answered with a correct exponentiation. Maybe she has used somebody else as an exponentiation oracle. In the Schnorr's Identification Protocol, two correct answers, even if a prover obtains them from an oracle, form a knowledge extractor to extract the discrete logarithm value and this is the basis for forking lemma technique for proving the unforgeability of a triplet ElGamal signature (see §16.3.2). Here in Chaum's protocol, two correct answers do not form a knowledge extractor for the discrete logarithm value.



Chaum proposes this protocol for an undeniable signature scheme [72] (also Chaum and Antwerpen [74]). An "undeniable signature scheme" provides a proof of authorship of a document using an interactive protocol in place of signature verification procedure in an ordinary signature scheme. Hence, it enables the signer to choose signature verifiers, and thereby protects the signer's right to the privacy of its signatures. This may be useful in certain applications where a publicly verifiable signature is not desirable. For example, a software vendor puts digital signatures on its products so that it can authenticate its • products Table as genuine of Contents copies and virus free, but only wants paying customers to be able to Modern verify Cryptography: the validity Theory of and these Practice signatures. Using undeniable signatures the vendor can prevent a pirate from convincing others of the quality of the pirated copies of the software. ByWenbo Mao Hewlett-Packard Company Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



18.7 Non-interactive Zero-knowledge We have seen that ZK protocols, as interactive protocols, generally require interactions. Although in the cases of single-round or constant round protocols (e.g., Chaum's ZK Proof of Dis-Log EQ Protocol) the number of interactions is small, the need for interaction means that • Tableverifier of Contents both prover and must be on-line at the same time. If a ZK proof (or argument) can be Modern Cryptography: Theory and Practice achieved without interaction, then a "mono-directional" communication means can be used. Such a communication means can have several advantages. By Wenbo Mao Hewlett-Packard Company Consider an imaginary case of P,V being mathematicians (a scenario imagined in [44]). The Publisher: Prentice Hall PTR former may want to travel the world while discovering proofs for new mathematical theorems Pub Date: July 25, 2003 and may want to prove these new theorems to the latter in ZK. In this scenario, non-interactive ISBN: 0-13-066943-1 proof is necessary because P may have no fixed address and will move away before any mail can 648 two fancy users will appreciate non-interactive ZK proof. reach Pages: it. These In the beginning of Chapter 15 we have discussed a more realistic application of non-interactive ZK proof: constructing a provably secure public-key encryption scheme against the CCA2 attacker (although our purpose of introducing Chapter 15 is an advice against such an approach to secure encryption schemes scheme).and At any rate, aespecially possibilitythose for conducting a non-interactive ZK proof Many cryptographic protocols, based on public-keycryptography, (or argument) is always a useful add-on feature. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing Blum, Feldman and Micali propose a method for achieving non-interactive ZK (NIZK) if P and cryptography: it pays much more attention tofit-for-application aspects of cryptography. It V share random challenge bits [44]. The shared random challenge bits may be served by a third explains why "textbook crypto" isonly good in an ideal world where data are random and bad party who is mutually trusted by P and V (such a mutually trusted random source is called a guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by random beacon by Rabin [239], "randomness from the sky"). It is also possible that the two demonstratingnumerous attacks on such schemes, protocols and systems under variousrealparties had generated them when they were together (e.g., before the fancy mathematician's world application scenarios. This book chooses to introduce a set of practicalcryptographic departure for trotting the world). schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong In §18.3.2.2 we have introduced the Fiat-Shamir heuristic as a general method for constructing (i.e., fit-for-application) security properties, oftenwith security evidence formally established. a non-interactive "proof of knowledge."[b] However, the non-interaction achieved using the FiatThe book also includes self-containedtheoretical background material that is the foundation for Shamir heuristic is at the cost of losing the ZK property: "proof in the dark" is turned to "in the modern cryptography. open," i.e., becomes publicly verifiable. [b]



We will always use quoted form for the phrase "proof of knowledge" derived from the Fiat-Shamir heuristic because rigorously speaking, it is argument of knowledge, see §18.4.1.



Jakobsson, Sako and Impagliazzo devise an interesting technique which uses the Fiat-Shamir heuristic while maintaining the "proof in the dark" property [153]. They name their technique designated verifier proofs: if Alice conducts a proof for Bob to verify, then only Bob can be convinced of the validity of the proof. Anybody else will view the proof as either conducted by Alice, or simulated by Bob.



18.7.1 NIZK Achieved using Designation of Verifier The NIZK technique of Jakobsson et al. is achieved by Alice constructing a non-interactive "proof of knowledge" from the Fiat-Shamir heuristic for the following logical expression: "Alice's claim is true"



"Bob has simulated Alice's proof"



Alice is able to construct a "proof" for this logical expression thanks to a primitive called trapdoor commitment (also called simulatable commitment by Brassard, Chaum and Crépeau [59]).



A trapdoor commitment is a special commitment which Alice constructs using a public key of Bob who is the designated verifier. Let us denote by



• Table of Contents a trapdoor commitment which is constructed using Bob's public key y B. In this commitment, w is Modern Cryptography: and Practice the committal valueTheory (committed by the principal who has constructed it) and r is a random input. Property 18.1 specifies two ByWenbo Mao Hewlett-Packard Company important properties of TC(w,r,y B ).



Property 18.1: Trapdoor Commitment Properties Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1



i. Without the private component of y B, the commitment is binding, i.e., there exists no Pages: 648 efficient algorithm for computing a pair of collision w 1 TC(w 2,r',y B).



w 2 such that TC(w 1,r,y



B)



=



ii. Using the private component of yB, it is easy to compute any number of pairs of collision. Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for Example 18.5. A Trapdoor Commitment Scheme many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Let (p, q,why g) be the numbers in the common of the Schnorr's Protocol. Let yB explains "textbook crypto" isonly good ininput an ideal world whereIdentification data are random and bad guys reveals "textbook crypto" for the real world by = g xB behave (mod p)nicely.It be Bob's public the keygeneral where xunfitness beofhis private exponent. b demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic w r If Alice wants to commit to value w , she picks r U and computes TC(w, r, y B) g yB schemes, protocols and systems, many of them standards or de factoones, studies them closely, (modp). She can open (decommit) TC (w, r, y B) by revealing the pair (w, r). We now confirm explains their working principles, discusses their practicalusages, and examines their strong that TC (w, r, y B) satisfies the two properties of a trapdoor commitment. (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Confirming TC Property (i): Without knowing Bob's private key xb, (w, r) is the only way for Alice modern cryptography. to decommit. Suppose on the contrary that she also knows a different pair of decommitment values (w',r') with w'



w (mod q) (hence r'



r (mod q)). Then because



we obtain



i.e., Alice knows knowx B.



(mod q). This contradicts the assumption that Alice does not



Confirming TC Property (ii): Using xB, Bob can pick w1,w 2,r Then he sets



1



U



with w 1



w



2



(mod q).



It is straightforward to check TC(w 1,r 1,y B) = TC(w 2,r 2,y B). •
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In §18.3.2.2 we have seen that a "proof of knowledge" obtained from the Fiat-Shamir heuristic Modern Cryptography: Theory and Practice is a triplet (Commit, Challenge, Response) which is constructed by the prover Alice. In this By Wenbo Mao Hewlett-Packard Company triplet, Commit is a commitment in which Alice commits a value k which she cannot change once committed. Publisher: Prentice Hall PTR



In the NIZK scheme of Jakobsson et al., a proof is the following tuple Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648 Equation 18.7.1



Many cryptographic schemes and protocols, especially those based on public-keycryptography, have the basic or so-called crypto" versions, as the subjects Here prefix pair (w, "textbook r) is Alice's decommitment for these TC(w,versionsare r, y B). Thisusually added pair is for thefor many textbooks on cryptography. bookBob takes adifferent approach to introducing purpose of allowing the designatedThis verifier to use his trapdoor information to find collisions. cryptography: pays much more attention aspects of cryptography. It Bob's ability to itfind collisions will entitle himtofit-for-application to simulate Alice's proof. explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealAlice's Procedure to Construct Proof world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, Alice constructs the proof tuple in discusses (18.7.1) as follows: explains their working principles, their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for P.1 modern cryptography. pickingw, r U , computing (mod p); P.2



Commit is computed in the same way as that in the Fiat-Shamir heuristic: pickingk U g k (mod p);



P.3



the generation of Challenge is usual: using a hash function (which may also take M as an optional message): Challenge [M]);



P.4



and computing Commit



h(TC(w, r,y B) || Commit ||



the computation of Response now also takes the committal w as input: Response q).



k+ x



A



(Challenge + w) (mod



Bob's Verification Procedure



Given the proof tuple in (18.7.1) (may be including the optional message M), Bob verifies using the following procedure



V.1



Challenge



V.2



check



•



h(TC(w, r, y B) || Commit || [M]);
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or rejects



otherwise. Publisher: Prentice Hall PTR Pub Date: July 25, 2003



Now us consider the security properties of this scheme. ISBN:let 0-13-066943-1 Pages: 648



18.7.1.1 Security Properties



Many cryptographic schemes and protocols, especially those based on public-keycryptography, Completeness have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing Alice's proof tuple in (18.7.1) is very similar to the case of (Commit, Challenge, Response) cryptography: it pays much more attention tofit-for-application aspects of cryptography. It generated from the Fiat-Shamir heuristic. The only element which makes this "designated explains why "textbook crypto" isonly good in an ideal world where data are random and bad verifier proof" different from that obtained from the Fiat-Shamir heuristic is the additional value guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by (mod p): this additional valueon issuch multiplied to the right-hand expression in Bob's demonstratingnumerous attacks schemes, protocols and side systems under variousrealverification procedure (step V.2). Thus,chooses the scheme has a straightforward completeness world application scenarios. This book to introduce a set of practicalcryptographic property. schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for Soundness modern cryptography. Viewed by the designated verifier Bob, the value (mod p) is fixed since w in it is fixed in TC(w, r, y B) and due to the TC property (i), Alice cannot change it, unless she knows Bob' private key xB. Therefore, if Bob is sure that his private key xB is not known by Alice, then the multiplier (mod p) is a constant, and consequently, the triplet (Commit, Challenge, Response) is a Fiat-Shamir-heuristic based argument which is genuinely constructed by Alice. Thus, the soundness of this scheme is the same as that for an argument generated from the Fiat-Shamir heuristic. We remark that because the computational resource of Alice has to be polynomially bounded (to prevent her from inverting the hash function or Bob's public key), this scheme is an argument.



Perfect ZK-ness Viewed by any other party, since Bob knows the trapdoor information xB, the multiplier (mod p) appearing in the right-hand side of verification step (step V.2) is no longer a fixed constant. Instead, it is can be any value free of manipulation by Bob. Indeed, because Bob can freely simulateTC(w, r, y B), the proof tuple in (18.7.1) can be simulated perfectly. Let us now see the simulation.



Bob's Simulation Procedure Bob picks Response,a,b



S.1



TC(w, r, y B)



•S.2



U



g



a



, and computes



(mod p)
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p)



|| Commit ||



[M]) Publisher: Prentice Hall PTR



S.4



w



b – Challenge (mod q)



Pub Date: July 25, 2003



S.5 S.6



r 0-13-066943-1 (a – w)/xB) ISBN:



(mod q)
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He outputs the tuple (w, r,Commit, Challenge, Response) as the simulated proof.



ManyWe cryptographic protocols, especially those based on public-keycryptography, can confirmschemes that thisand simulated proof is perfect. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for manyFirst textbooks This book takes adifferent approach to introducing of all, on duecryptography. to step S.2, we have cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, then via step the right-hand becomes explains their S.3, working principles, side discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



that is, we derive



as desired, which agrees with the verification step V.2. Secondly, from step S.5, we have



Checking the construction of TC(w, r, y B) in step S.1, the trapdoor commitment indeed has the correct construction. Finally, it is easy to check that not only these values have the correct construction as shown, they also have the correct distributions as those generated by Alice. Therefore, Bob's simulation



algorithm is an equating one. The perfect ZK-ness thus stands.



18.7.1.2 Applications Jakobsson et al. envision interesting applications of their "designated verifier proofs" technique. One is an efficient alternative to "undeniable signatures" (see our discussions in §18.6.2.2 on • Table of Contents "undeniable signatures"): the optional message M in our description can be considered as a Modern Cryptography: Theory and verifiable Practice signature of Alice but is only by the designated verifier Bob. Consider the application of a software vendor authenticates the genuineness of its product; if the vendor Alice uses a ByWenbo Mao Hewlett-Packard Company "designated verifier proof" for the buyer Bob to verifier, then Bob cannot convince a third party of the genuineness of the copy he has bought since he could simulate a "designated verifier Publisher: Prentice Hall PTR proof." Pub Date: July 25, 2003



ISBN:good 0-13-066943-1 The other application is electronic voting. A voting center, after receiving a voter Carol's Pages: send 648 vote, must a receipt to Carol to convince her that her vote has been correctly counted. Here, it is very important for the center to convince Carol the correctness of center's proof, while an armed coercer, Malice, must be prevented from coercing Carol to vote the candidate of his choice. Now if the receipt is constructed using this "designated verifier proof," then Malice cannot check the correctness; clearly, Carol can simulate perfectly a receipt for the candidate of Malice's choice. This security schemes service isand called receiptespecially free electronic voting has been studied by Many cryptographic protocols, those based onwhich public-keycryptography, Benaloh and Tuinstra [30]. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for



many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



18.8 Chapter Summary In this chapter we have conducted a study on zero-knowledge protocols. We began with introducing interactive proof systems in which we identify that IP protocols are •



Table of Contents closely related to the complexity class Modern Cryptography: Theory and Practice



which we have studied in Chapter 4. This



identification leads us to a better understanding of problems in ByWenbo Mao Hewlett-Packard Company



. After our study of Chapter



4 we know that for a language , question is easy (hard) if an algorithm does (not) have an witness to work with. Now after our study of this chapter, we further know in a Publisher: Prentice Hall PTR more intuitive way that the same decision problem is easy (hard) if a verifier does (not) have a Pub Date: July 25, 2003 prover to work together. ISBN: 0-13-066943-1



Pages: 648 We then identified several notions of zero-knowledge-ness: perfect, honest-verifier, computational and statistical, differentiated notions of proof and argument, considered a protocol with two-sided-error error probability characterization, investigated the round-efficiency problem, and finally, studied non-interactive zero-knowledge protocols. In our introduction of each of these notions, we provided practical protocols for concrete exemplification. In this way of study, we hope that,schemes zero-knowledge protocols, thoughthose considered advanced Many cryptographic and protocols, especially based as on an public-keycryptography, cryptographic topic, becomes accessible readersas who wish to developusually information securityfor have basic or so-called "textbook crypto"for versions, these versionsare the subjects systems which provide rather fancy services yet are practical.approach to introducing many textbooks on cryptography. This book takes adifferent cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Zero-knowledge protocols is an isonly active good research in world cryptography (and connecting it tobad explains why "textbook crypto" in anarea ideal where data are random and theoretic computer science). For readers who intend to conduct a further study of the subject, guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by this chapter serves an elementary to the notionsand andsystems conceptsunder whichvariousrealare necessary demonstratingnumerous attacks onintroduction such schemes, protocols for understanding, yet not introduced in, the advanced research papers. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Exercises 18.1 •



Explain the following notions in ZK protocols: Table of Contents
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i. Common input.



Publisher: Prentice Hall PTR input. ii. Private Pub Date: July 25, 2003



iii. Random ISBN: 0-13-066943-1



input.



Pages: 648



iv. Completeness. v. Soundness.



vi. Proof transcript. Many cryptographic schemes and protocols, especially those based on public-keycryptography, vii. Cheating prover. crypto" versions, as these versionsare usually the subjects for have basic or so-called "textbook many textbooks on cryptography. This book takes adifferent approach to introducing viii. Dishonest verifier. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad ix. Equatability. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealx. Simulatability. world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, and systems, many of them standards or de factoones, studies them closely, 18.2 protocols Differentiate the following notions: explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for i. Perfect ZK. modern cryptography. ii. Honest-verifier ZK. iii. Computational ZK. iv. Statistical ZK. v. ZK proof. vi. ZK argument. vii. Proof of knowledge. 18.3



The non-repudiation service provided by a digital signature means a proof of knowledge that a signer owns exclusively a private key (knowledge) which has enabled (s)he to issue the signature. What is the difference between this sense of proof of knowledge and that offered by a ZK protocol?



18.4



Can a perfect-ZK protocol be a ZK argument one? Can a computational-ZK protocol be a proof one?



18.5



In a ZK protocol, does a prover have to have a polynomially bounded computing power? Answer the same question for a verifier.



18.6



Why cannot Schnorr's Identification Protocol be a constant-round one?



18.7



Show the completeness property for Schnorr's Identification Protocol (Prot 18.2).



18.8



In the computational ZK protocol described in §18.3.3.2, we have discussed that Alice can choose her committal from the set Why?



•



for any small and fixed a > 0.



Table of Contents



Modern Cryptography: Theory and Practice



18.9



ProveFact 3 in §18.4.2.1.
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18.10



Some ZK protocols use multiple rounds to reduce the (soundness) error Publisher: probability. Prentice Hall PTRUsually, the verifier will only accept a proof if no any error is detected in Can this "election criterion" be used for protocols with two-sided Pub Date: Julyall 25,rounds. 2003 error? ISBN: 0-13-066943-1 Pages: 648



18.11



Why cannot Prot 18.4 use the "majority election criterion?"



18.12



Why is a two-sided-error protocol not efficient, in particular when the behavior of an honest prover and that of a cheating one are similar in a single round of message exchange? Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare 18.13 What is a constant-round (log-round, poly-round) protocol? usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: pays much attention aspects cryptography. It 18.14 CanitProt 18.6 be more simplified to an tofit-for-application honest-verifier version with of three moves only? explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave Hint: nicely.It if Alice reveals performs the general modulo unfitness exponentiation of "textbook directlycrypto" on Bob's forchallenge, the real world thenby demonstratingnumerous move 2, 3 andattacks 4 can be on compressed such schemes, intoprotocols a single and message systems transmission. under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, 18.15 protocols What is the and danger systems, in the many "honest-verifier" of them standards version or de of factoones, Prot 18.6 suggested studies them in the closely, explains their preceding workingproblem? principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Hint: reviewself-containedtheoretical the fourth bullet point discussed in §18.6.2.2. The book also includes background material that is the foundation for modern cryptography. 18.16 What is a trapdoor commitment? 18.17



What are applications of a non-interactive ZK protocol?



Chapter 19. Returning to "Coin Flipping Over Telephone" • Table of Contents The first cryptographic protocol of this book, "Coin Flipping Over Telephone" (Prot 1.1), is Modern Cryptography: Theoryfunction" and Practice specified using a "magic f. Let us recap two properties of this function (Property 1.1): ByWenbo Mao Hewlett-Packard Company



Prentice Hall PTR I.Publisher: For every integer x, it is easy to compute f(x) from x while given any value f(x) it is Pub Date: July 25, impossible to2003 find any information about a pre-image x, e.g., whether x is an odd or even number. ISBN: 0-13-066943-1 Pages: 648



II. Itimpossible to find a pair of integers (x, y) satisfying x



y and f(x) = f(y).



So far, this "magic function" remains magic. No supporting evidence for the two uses of the word "impossible" has been provided, let alone the provision of a concrete realization of the function (and hence of Prot 1.1). Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called versions, theseProt versionsare usually subjects for In fact, in §1.2.1 we did"textbook suggest acrypto" practical way to as realize 1.1: realizing thethe function f using many textbooks on cryptography. This book takes adifferent approach to introducing a practical hash function such as SHA-1. In the SHA-1 realization, for any integer x, the result cryptography: it pays more attention tofit-for-application aspectsfor of Alice cryptography. It to f(x) can be coded into much 40 hexadecimal characters and so it is practical to read f(x) explains why "textbook crypto" isonly good in an ideal world where data are random and Bob over the phone. We have also mentioned that that realization is good enough for the bad two guys behave nicely.It reveals venue. the general unfitness of "textbook crypto" for the real world by friends to decide a recreation demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. book chooses to introduce a set two of practicalcryptographic However, there are plenty ofThis cryptographic applications in which untrusted communication schemes,need protocols systems, manyrandom of themnumbers. standards or de factoones, will studies closely, partners to useand mutually trusted Such applications havethem much more explainssecurity their working principles, discusses their practicalusages, and examines their strong serious consequences than that of playing a lighthearted game. For example, a standard (i.e., fit-for-application) security properties, security evidence formally established. attacking technique which we have witnessedoftenwith in numerous attacks throughout this book boils The book also includes background is theperforms foundation down to tricking a naiveself-containedtheoretical user into providing an oracle servicematerial in whichthat the user a for modern cryptography. cryptographic operation on an innocent-looking "random" number. If a user knows with high confidence that a random number to be dealt with, whether or not is from an oracle service request, is a genuine one, then many such attacks will no longer work. Therefore, the genuine randomness and the knowledge that a random looking number is indeed random matter very much for cryptographic systems' security. To see another reason behind the need of a trustworthy random source, let us recall the preceding chapter where we have seen that honest-verifier zero-knowledge protocols need mutually trusted random challenges. These random challenges should not be derived from a hash function. A dishonest verifier can attack an honest-verifier ZK protocol precisely because (s)he can use hash function to generate a "random" looking challenge (review §18.3.2.1). Therefore a realization of Prot 1.1 (a coin-flipping protocol for generating mutually trusted random numbers, not merely for deciding recreation venues) using a SHA-1 like practical hash function, as we suggested in Chapter 1, is certainly unsuitable for these applications. Yet another reason behind the unsuitability for a coin-flipping protocol to use a practical hash function is the difficulty of conducting a precise security analysis. Such an analysis is necessary if the protocol is for serious applications. The final protocol for this book is a concrete realization of the first protocol of the book. After our study through the book, we are now technically ready to provide a good realization for Prot 1.1. This realization is the famous "Coin-Flipping-by-Telephone" Protocol of Blum [43].



19.1 Blum's "Coin-Flipping-By-Telephone" Protocol Blum's remote coin-flipping protocol is specified in Prot 19.1. The protocol runs in parallel, allowing two untrusted parties to agree on a mutually trusted random number of m-bit long. As inProt 1.1, in Blum's protocol it is also the case that Alice flips a coin and Bob guesses the sides. •
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Publisher: Prentice Hall PTR Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648



After the publication of Blum's protocol [43], such integers are named Blum integers. Blum integers have many useful properties for cryptographic use. In §6.7 we have studied some number theory facts about Blum integers. Some of these facts will be useful here for us to analyze security properties of Blum's protocol. Let uscryptographic first provide aschemes security and analysis for Blum's remote coin-flipping After the security Many protocols, especially those based on protocol. public-keycryptography, analysis, we measure the efficiency the protocol. have basic orshall so-called "textbook crypto" of versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealProtocol 19.1: Blum's "Coin-Flipping-by-Telephone" Protocol world application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, (* this protocol lets Alice and Bobdiscusses agree ontheir a string of mutually trusted randomtheir bits strong explains their working principles, practicalusages, and examines of length m; like in the case of Prot 1.1, Alice flips a coin and Bob guesses *) (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for CONVENTION modern cryptography. Each party digitally signs each message sent to the other party. Each party aborts a run if any verification (including that for a digital signature) shows inconsistency.



1. Bob generates a large Blum integer N = PQ and sends N to Alice;



2. Alice picks m random numbers: x1,x 2, …, xm ...,m) are her coin-flipping results; she computes



,



, …,



U



the values



(i = 1, 2,



(mod N);



she sends y 1,y 2, ..., y m to Bob; 3. Bob picks random signs b1,b 2, ..., bm for i = 1, 2,..., m;



U



{1, -1} as his guesses on the signs of



he sends these signs to Alice; (* Bob has finished his guessing of Alice's coin flipping *) 4. Alice reveals x1,x 2, ..., xm to Bob; (* Alice has told Bob the correctness of his guessing *) •
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6. Alice Prentice verifiesHall P PTRQ Publisher:



3 (mod 4) and conducts primality test on P and Q;
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7. Both compute the agreed random bits as (for i = 1, 2,..., m) ISBN: 0-13-066943-1
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Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



19.2 Security Analysis In Blum's remote coin flipping protocol, Alice flips a coin and Bob guesses the sides. Therefore in the analysis of the protocol's security we need to measure the difficulties for these two parties to mount attacks in the following two possibilities: •
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Can Alice find a way to flip a coin and later reveal to Bob HEADS or TAILS as she wishes?



Pub Date: July 25, 2003 ISBN: 0-13-066943-1 Pages: 648 Bob's Unfair Guessing Advantage



Can Bob's guessing advantage be different from



?



We are able to answer these two First, Alice's cheating is the problem Many cryptographic schemes and questions protocols,quantitatively. especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for for her to factor the Blum integer N. Secondly, Bob's guessing advantage is precisely . These many textbooks on cryptography. This book takes adifferent approach to introducing are now separately analyzed. cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains why "textbook crypto" isonly good in an ideal world where data are random and bad guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous Security Against Alice's attacks Cheating on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and systems, many of them standards or de factoones, studies them closely, In order their to cheat, Aliceprinciples, has to finddiscusses a pair of their collisions, i.e., two elements Z1,Z 2 their strong satisfying explains working practicalusages, and examines (i.e., fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography. (mod N), and



. Suppose that Alice can indeed find such a pair of collisions. By Theorem 6.18.(i), we have



e.g.,z



1



. This requires z1 ±z2 (mod N), i.e., 0 < z1 ± z2 < N. Suppose on the contrary, = –z2 (mod N). We have



which contradicts to Alice's collision criterion Now from



.



and



•
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To this end, we conclude that Alice's difficulty of finding a pair of collisions is precisely that of factoring N, a reputably hard problem. Here, again, we have conducted a "reduction-tocontradiction" security analysis. We are satisfied to use the difficulty of factorization as our quantitative measureschemes for the difficulty of the especially second "impossible" in on thepublic-keycryptography, description of the "magic Many cryptographic and protocols, those based function" properties. In practice, it is a well-known impossible problem, have basic or so-called "textbook crypto" versions, as these versionsare especially usually theconsidering subjects for that Alice has to do the factoring job in real time. many textbooks on cryptography. This book takes adifferent approach to introducing cryptography: it pays much more attention tofit-for-application aspects of cryptography. It Therefore, viewed by Alice, the function in Blum's protocol for sending coin-flipping commitment explains why "textbook crypto" isonly good in an ideal world where data are random and bad is indeed one-way, with confidence based on a "pedigree" problem. guys behave nicely.It reveals the general unfitness of "textbook crypto" for the real world by demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Bob's Advantage schemes,Guessing protocols and systems, many of them standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong (i.e., fit-for-application) security properties, oftenwith security evidence formally established. We Bob's guessing advantage is precisely . material that is the foundation for The now bookshow also that includes self-containedtheoretical background modern cryptography. For the i-th coin flip, Alice sends to Bob



(mod N). Bob's job is to guess the sign of



after seeing y i. By Theorem 6.18.(iii),y i has precise two square roots with the positive Jacobi symbol and precise two square roots with the negative one. Using Alg 6.5 Bob can compute each of these four square roots, but there is no way whatsoever for him to know which root Alice has chosen and so he has no way whatsoever to pinpoint the sign for Jacobi symbol of Alice's chosen root. For Bob, the function is precisely a 2-to-1 mapping. All he can do is a pure guess which has the correctness probability



precisely.



This is our quantitative measure for the first "impossible" in the description the "magic function" properties. This impossibility is absolute!



19.3 Efficiency Observing the protocol, we can measure the two parties' computational costs as follows.



•
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Alice's main cost amounts to those for (i) computing m squarings, (ii) m Jacobi symbols and (iii) conducting two primality tests. Squarings and evaluations of Jacobi symbols cost O B((logN) 2). Publisher: Prentice Hall PTR Primality tests costs O B(logN) 3. So if we consider m = log N, the total costs for Alice is C·(log 3 Pub Date: 2003 constant. This estimate covers the cost for generating and verifying digital N) where CJuly is 25, a small ISBN: 0-13-066943-1 signatures. Speaking in ordinary words, the total computational cost for Alice is at the level of performing Pages: 648 several RSA encryptions. In communication bandwidth cost, Alice sends 2(log N)2 bits (considering m = log N).



Bob's Cost Many cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for many textbooks on cryptography. This book takes adifferent approach tofor introducing It is easy to see that Bob's computational cost is that of Alice's plus that generating an RSA cryptography: it pays much more words, attention tofit-for-application aspects of of cryptography. modulus. So speaking in ordinary Bob's computational cost is that an RSA key It explains why "textbook crypto" isonly good in an idealToworld where data are we random and bad generation plus performing several RSA encryptions. express it formally, can replace the guys behave nicely.It reveals the general unfitnesswith of "textbook crypto"Bob's for the real world bycost constant C in Alice's computational cost expression log N to obtain computational demonstratingnumerous expression: O B((logN) 4).attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic schemes, protocols and many than of them de he factoones, studies them closely, Bob communication costsystems, is much lower thatstandards of Alice's or since only needs to send the explains their working principles, discusses their practicalusages, and examines strong modulus, m random bits and the factor of the modulus, which amounts to 3 log Ntheir (bits). (i.e., fit-for-application) security properties, oftenwith security evidence formally established. Clearly, costs for both parties are suitable forbackground practical applications. The bookthe also includes self-containedtheoretical material that is the foundation for modern cryptography.



19.4 Chapter Summary Our quantitative measures on the performance and security for Blum's "Coin-Flipping-byTelephone" Protocol identifies the following qualities for the protocol: •
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We have seen from our security analysis in §19.2 that the eventual realization of the oneway function in the coin-flipping protocol is very strong in a measurable sense: one use of Publisher: Prentice Hall PTR the word "impossible" is based on a one-way property from a "pedigree" problem: Pub Date: July 25, 2003 factorization and the other "impossible" is in the absolute sense: unconditional. ISBN: 0-13-066943-1



Practical Pages: 648efficiency We have also seen from our performance analysis in §19.3 that the protocol allows two parties to agree on a string of mutually trusted random bits of length m at the cost of performing several ordinary public-key cryptographic operations where the public-key cryptosystem uses m as the security parameter. This efficiency is clearly suitable for Manypractical cryptographic schemes and protocols, especially those based on public-keycryptography, applications. have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for manyBased textbooks on cryptography. Thisprimitives book takes adifferent approach to introducing on practical and available cryptography: it pays much more attention tofit-for-application aspects of cryptography. It explains "textbook crypto" isonly goodsignature in an ideal world where data are random and bad Thewhy protocol can use ordinary digital scheme, involves computing squaring, guys Jacobi behavesymbols nicely.Itmodulo revealsathe general unfitness of "textbook crypto"testing. for the These real world by large integer and Monte-Carlo primality algorithms demonstratingnumerous attacks on protocols and systems under variousrealand operations are standard insuch mostschemes, cryptographic algorithm libraries and are therefore worldwidely application scenarios. This book chooses to introduce a set of practicalcryptographic available. schemes, protocols and systems, many of them standards or de factoones, studies them closely, Thus, according to our principles, criteria for discusses good cryptographic algorithms, and protocols and their systems which explains their working their practicalusages, examines strong we have listed in Chaptersecurity 1, Blum's "Coin-Flipping-by-Telephone" Protocol is indeed a good (i.e., fit-for-application) properties, oftenwith security evidence formally established. protocol. The book also includes self-containedtheoretical background material that is the foundation for modern cryptography.



Chapter 20. Afterremark Cryptography entered its modern era in the mid-1970s as the result of two events: publication of the US Data Encryption Standard and the discovery of public-key cryptography. The theoretic and practicalTable importance of cryptography has since then been successfully stimulating • of Contents proliferations of academic research Modern Cryptography: Theory and Practiceadvances and commercial application activities. To this day, modern cryptography has evolved to a vast area of study. With ceaseless emergence of new ByWenbo Mao Hewlett-Packard Company ideas and techniques, the area is still on its course of steady growth. Publisher: Prentice Hall PTR In this book, we have confined ourselves to the study of a chosen small but important part of modern cryptography. Pub Date: July 25, 2003 The selected part includes techniques, schemes, protocols and systems which either have been playing roles of the most common building blocks in the construction of ISBN: 0-13-066943-1 information security systems (e.g., cryptographic primitives in Chapters 7—10 and basic Pages: 648 authentication protocol constructions in Chapter 11), or have found the widest range of applications (e.g., real-world authentication systems in Chapter 12 and fit-for-application encryption and signature schemes in Chapters 15—16), or will likely to have a great potential and impact in building future and "fancy" applications of electronic business, commerce and services (e.g., identity-based schemes in Chapter 13 and zero-knowledge protocols in Chapter Many 18). cryptographic schemes and protocols, especially those based on public-keycryptography, have basic or so-called "textbook crypto" versions, as these versionsare usually the subjects for manyfocus, textbooks on able cryptography. book takes adifferent to introducing With we are to conductThis a systematic and in-depthapproach study of the selected techniques cryptography: it pays much tofit-for-application aspects cryptography. It under several aspects which more have attention importance not only for proper uses ofofthe selected techniques explains why "textbook crypto" isonly good in an world where data are randomsecurity. and bad in applications but also in further development of ideal the methodologies for information guys behave reveals the general unfitness of "textbook crypto" for the real world by These aspectsnicely.It are: demonstratingnumerous attacks on such schemes, protocols and systems under variousrealworld application scenarios. This book chooses to introduce a set of practicalcryptographic Revelations of and general weaknesses inthem "textbook" cryptographic schemes and protocols schemes, protocols systems, many of standards or de factoones, studies them closely, explains their working principles, discusses their practicalusages, and examines their strong security notions to fit-for-application versions (i.e., strengthening fit-for-application) security properties, oftenwith security evidence formally established. The book also includes self-containedtheoretical background material that is the foundation for introduction to fit-for-application cryptographic schemes and protocols modern cryptography.



formal methodologies and techniques for security analysis, and exemplified formal establishment of strong security evidence for some schemes and protocols. In addition, we have also conducted a study on theoretic foundations for modern cryptography, with which we intend to provide the reader with an introductory material to help her/his further exploration in the vast domain of modern cryptography.
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