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OSPF Overview OSPF was developed by the Internet Engineering Task Force ( IETF) :



y y y y y y



As a replacement for the problematic RIP Is the recommended IETF Interior Gateway Protocol (IGP) Is a Link State protocol , uses Dijktra’s Shortest Path First (SPF) algorithm Has evolved thru several RFCs (John Moy) Version 1 ( RFC1131) Version 2 which is current version (RFC1247 and RFC 2328)



OSPF major advantages over distance Vector :



y Fast reconvergence y Support much larger internetworks y Less susceptibility to bad routing information
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OSPF Overview (2) OSPF is a Link State Routing Protocol :



y A link is just another word for Router interface y The Router’s link states (Local Link States ) are propagated (flooded) throughout the OSPF network until every OSPF router has a complete and identical Link-state database



y Once every router has received all the Local link States, then each router can build a tree with itself as the root and the branches representing the shortest or lowest cost, routes to all the networks in the AS



y each OSPF Router will use this shortest path to build the routing table
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Neighbor and adjacencies (1) Before LSAs can be sent ,OSPF routers must discover their neighbors and establish adjacencies .



y



The neighbors will be recorded in a neighbor table along with the link (interface)



y



Show command used to display the neighbor table : Router# show ip ospf neighbor



Tracking of other OSPF routers requires that each router have a Router Id, it is determined as follows :



1. Highest IP address on any of its loopback address 2. If no loopback, Highest IP address on any of its physical interfaces, this interface doesn’t need to be running OSPF
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Neighbor and adjacencies (2) Hello protocol. (cont.)



y y



Mean by which the neighbor are discovered



y y y



Hello packets acts as keepalive between neighbors



It advertises several parameters on which two routers must agree before they can become neighbors Ensure bi-directional communications between neighbors Elects Designated Routers DR and Backup Designated Routers (BDR) on broadcast and Nonbroadcast Multi-access (NBMA) networks



Hello packet is send out periodically



y y y



Default Hello interval is 10s (30s for NBMA interfaces) Default Router Dead Interval is four times Hello interval Values can be changed by commands : IP OSPF Hello-interval and IP ospf dead-interval
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Neighbor, adjacencies, Hello packets Hello protocol. (cont.)



y y



Mean by which the neighbor are discovered



y y



Hello packets acts as keepalive between neighbors



y



Elects Designated Routers DR and Backup Designated Routers (BDR) on broadcast and Nonbroadcast Multiaccess (NBMA) networks



It advertises several parameters on which two routers must agree before they can become neighbors (Area Id, Authentication, Network Mask, HelloInterval, RouterDeadInterval) Ensure bi-directional communications between neighbors, if a router receives a valid Hello in which it finds its own Router ID, this means that two-way communications has been established



Hello packet is send out periodically



y y y



Default Hello interval is 10s (30s for NBMA interfaces) Default Router Dead Interval is four times Hello interval Values can be changed by commands : IP OSPF Hello-interval and IP ospf dead-interval
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Hello packets contents Hello packet contains the following information's



y y y y y y y y y



Router ID of the originating router Area ID of the originating router interface Authentication type and authentication info from the originating interface HelloInterval of the originating interface RouterDeadInterval of the originating interface Router priority DR and BDR Five flags for optional capabilities Router Ids of the originating router’neighbors
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Network Types OSPF defines 5 network types :



1. 2. 3. 4. 5.



Point-to-point networks Broadcast networks Non-broadcast Multi-access (NBMA) networks Point-to-multipoint networks Virtual links



Point-to-point networks :



y y y



Such as T1, connects two routers Valid neighbors on point-to-point networks will always become adjacent OSPF packets sent to Multicast address 224.0.0.5 (AllSPFRouters)
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Network Types (2) Broadcast networks :



y y y y



Such as Ethernet, Token ring and FDDI



y



“Hello packets are multicast with AllSPFRouters destination address 224.0.0.5 as all packets originated by the DR and BDR



y



All other routers will multicast Link State update and link state Acknowledgement packets to class D address 224.0.0.6 (AllDRouters)



Defined as broadcast Multi-access networks T1, connects two routers OSPF routers on broadcast networks will elect DR and BDR “designated routers “and “Backup designated routers
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Network Types (3) NBMA networks :



y



Such as Frame Relay, ATM, X25 , capable of connecting more than 2 routers but have no broadcast capability



y



Additional configuration is needed for routers on these networks to acquire their neighbors, OSPF routers on NBMA network elects a DR and a BDR, and all OSPF packets are Unicast.



Point-to-multipoint networks :



y



Special configuration on NBMA, then the network is considered as a group of several point-to-point links.



y y



Routers on these networks don’t need to elect DR and BDR As networks are seen as point-to-point links, OSPF packets are multicast.



Virtual links :



y y



Seen as point-to-point networks OSPF packets are multicast over virtual links.



CISCO router introduction



Network general Types Transit networks



y y



Carry packets that are just passing thru Packets that were originated on and are destinated for a network (non transit network)



Stub networks



y y



:



:



Have only a single attached router Loopbacks are also considered as stub networks and are advertised as host routes.



CISCO router introduction



DR and BDR Mulri-access networks present flooding problems for OSPF : R1



R3



R2



R4



R5



Without DR / BDR



:



1.



If n routers, n(n-1 ) / 2 adjacencies



2.



Each router would flood (n-1) LSAs for its neighbors
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DR and BDR (2) DR /BDR election reduces flooding on the network : R 1



R 3



R 2



R 4



R 5



With DR / BDR



:



1.



DR is elected



2.



Each router forms an adjacency with the DR



3.



If n routers, (n-1) adjacencies



4.



BDR is elected and becomes active in case of DR failure
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DR and BDR (2) Conditions for DR BDR election :



y Each multi-access interface of each router has a router priority, by default Priority =1, it can be changed by “IP OSPF priority” command, router with priority 0 are not in the process of election



y Hello packets contains a priority field, DR and BDR fields DR BDR election procedure :



y The router with the highest priority will elected DR, If a tie exist



between two routers, then the one with highest Router ID will be chosen



y The router with the second highest priority will elected BDR, If a



tie exist between two routers, then the one with highest Router ID will be chosen



y The other routers seen as DRother, will establish adjacencies with DR and BDR only
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DR and BDR (3) DR BDR election procedure : (cont.)



y All routers continues to multicast Hellos to ALLSPFRouters address 224.0.0.5 ( track neighbors)



y Drothers routers multicast update packets to the ALLDRouters address 224.0.0.6 , only DR and BDR will listen to this address.



y The DR will flood the Updates to the Drothers routers on 224.0.0.5
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OSPF Interfaces (1) Interface data structure (show ip ospf interface) NI-P2-GSR#sh ip ospf int serial 9/0.100 Serial9/0.100 is up, line protocol is up Internet Address 172.30.128.166/30, Area 1 Process ID 50, Router ID 172.30.128.3, Network Type POINT_TO_POINT, Cost: 2 Transmit Delay is 1 sec, State POINT_TO_POINT, Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5 Hello due in 00:00:01 Index 1/14, flood queue length 0 Next 0x0(0)/0x0(0) Last flood scan length is 6, maximum is 31 Last flood scan time is 0 msec, maximum is 0 msec Neighbor Count is 1, Adjacent neighbor count is 1 Adjacent with neighbor 172.18.2.6 Suppress hello for 0 neighbor(s) Message digest authentication enabled Youngest key id is 10
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OSPF Interfaces (2) Interface data structure components



y y y y y y y y



OSPF maintains a data structure for each OSPF- enabled interface Ip address and mask Area ID Process ID Router ID Network Type Cost : range [ 1 to 65535] = 10**8 / BW ( ex : 10**8 /128K = 781) IntTransDelay : the seconds by which LSAs exiting interface will have their age incremented



y State : functional state y Router priority
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OSPF Interfaces (3) Interface data structure components (cont.)



y y y y y



Designated router Backup Designated Router HelloInterval RouterDead Interval Wait Timer : Length of time the router will wait for a DR an BDR to be advertised in a neighbor’s Hello packet before beginning DR BDR selection



y RxmInterval : period in seconds the router will wait between



retransmission of OSPF packets that have not been acknowleged



y Hello timer =hello interval , when expires Hello packet transmitted y Au type y Authentication Key (message key is cryptographic authentication)
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OSPF neighbors (1) Adjacency establishing phases :



1. Neighbor discovery 2. Bi-directional communication : when two neighbors list each other’s router Ids in their Hello packets.



3. Database synchronized : Database Description, Link State Request, and LinkState Update packets to ensure that both neighbors have identical Link State Database



4. Full adjacency OSPF Packet types used for Adjacency establishment :



1. Description Data packets (type 2) 2. Link State request packets ( type 3) 3. Link State Update packets (type 4)
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OSPF neighbors (2) Neighbor data structure : (show ip ospf neighbor 172.30.128.1) NI-P2-GSR#sh ip ospf neighbor 172.30.128.1 Neighbor 172.30.128.1, interface address 172.30.128.34 In the area 0 via interface POS1/1 Neighbor priority is 0, State is FULL, 6 state changes DR is 0.0.0.0 BDR is 0.0.0.0 Options is 0x52 LLS Options is 0x1 (LR) Dead timer due in 00:00:35 Neighbor is up for 1d12h Index 1/10, retransmission queue length 0, number of retransmission 0 First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0) Last retransmission scan length is 0, maximum is 0 Last retransmission scan time is 0 msec, maximum is 0 msec
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OSPF neighbors (3) Interface data structure components (cont.)



y y y y y



Designated router Backup Designated Router HelloInterval RouterDead Interval Wait Timer : Length of time the router will wait for a DR an BDR to be advertised in a neighbor’s Hello packet before beginning DR BDR selection



y RxmInterval : period in seconds the router will wait between



retransmission of OSPF packets that have not been acknowledged



y Hello timer =hello interval , when expires Hello packet transmitted y Au type y Authentication Key (message key is cryptographic authentication)
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OSPF flooding (1) Flooding uses the following two packets types.



y Link State Update packets (type 4) y Link State Acknowledgement packets (type 5) Each Link State Update and Acknowledgement packet may carry multiple LSAs



y LSAs are flooded throughout the internetwork Link y Backup Designated Router y Updates and Acknowledgement packets travel only the link between two nodes across an adjacency U p d a te U p d a te LSA 1 LSA2 LSA 3 LSA 4
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OSPF flooding (2) Reliable flooding : Acknowledgement



y y y y



Implicit Acknowledgement (one ack per LSA) Explicit Acknowledgement (one ack for multiple LSAs) Delayed Acknowledgement (more LSAs can be acknowledged) Direct Acknowledgement (sent immediately , unicast)



Reliable flooding :



y Sequence number y Checksum y Maxage
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Areas Why are Areas needed ?



y Topology database requires more memory than a Distance Vector protocol requires



y The complex algorithm (SPF) requires more CPU time than a Distance Vector requires .



y



When network unstable, flooding consumes available Bandwidth



Advantages



y Flooding done per area y Topology database maintained per area y Smaller database requires less memory and CPU cycles to run SPF algorithm



y If one network unstable , resulting flooding stays in area
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Areas (cont.) Area Border Routers



y



Routers connecting two areas



y



The router must maintain topological databases for each area



A re a B o rd e r R o u te r



A re a 1



A re a 0 A re a B o rd e r R o u te r



A re a 2
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Router Types Internal Routers



y y



Routers with all interfaces are in the same area Routers have the same Link State Database



Area Border Routers (ABRs)



y y y y



Routers that connect one or more areas to the backbone Acts as a gateway for interarea traffic Has always one interface in the backbone area Must maintain a separate Link State Database for each area



Backbones Routers



y



Routers with at least one interface connected to Backbone area (ABRs are Backbone Routers)



AutonomousSystem Boundary Routers



y



Are gateway for external traffic, injects route into OSPF domain learned from the routing protocol (BGP, EIGRP,..)
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Virtual Links Used for the following purpose :



1. link an area to the backbone thru a transit area 2. Connect the two parts of of a partitioned backbone thru a non backbone area Virtual link configuration Rules :



y y



Must be configured between two ABRs The transit area must have full routing and can not be stub area



OSPF Area 3 OSPF Area 0 OSPF Area 5
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Link State Database (1) Link State database or topological database stores the LSAs :



y y y



The collected LSAs describes a graph of the area topology Command “show ip ospf database “ use to display it Sequence number, age, checksum used to create reliable flooding



LSA aging / LSA refresh timer



y y



LSAs are aged as they stay in link state database



y



To avoid valid LSAs to be flushed Refresh done every 30 s (RefreshTimer), the router that originated the LSA will flood it again with Sequence Number +1 and Age =0



y



LSA Group pacing : compromise to reduce amount of flooding (timers lsa –group-pacing), default 240



If they reach Maxage (1 hour), they are flushed from the OSPF domain
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LSA Types LSA types and type codes : Type Code



Description



1



Router LSA



2



Network LSA



3



Network Summary LSA



4



ASBR Summary LSA



5



AS External LSA



7



NSSA External LSA



8



External Attributes LSA
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Router LSAs (1) Produced by every router :



y



Flooded only within the area



y



Listed by “ show ip ospf database router”



NI-RR1#sh ip ospf database router OSPF Router with ID (172.30.253.129) (Process ID 50) Router Link States (Area 21)



NI-RR1#sh ip ospf database router



Number of Links: 13 Link connected to: another Router (point-to-point)



Routing Bit Set on this LSA



(Link ID) Neighboring Router ID: 172.30.128.20



LS age: 1886



(Link Data) Router Interface address: 172.30.128.117



Options: (No TOS-capability, DC)



Number of TOS metrics: 0



LS Type: Router Links



TOS 0 Metrics: 1



Link State ID: 172.30.128.3 Advertising Router: 172.30.128.3



Link connected to: a Stub Network



LS Seq Number: 8000021D



(Link ID) Network/subnet number: 172.30.128.116



Checksum: 0xF2D2



(Link Data) Network Mask: 255.255.255.252



Length: 180



Number of TOS metrics: 0



Area Border Router



TOS 0 Metrics: 1
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Router LSAs (2) Produced by every router :



y y



Flooded only within the area Listed by “ show ip ospf database router” Type 1



Type 1



Router ID



Router ID



Number of Link



Number of Link



Link 1 description



Link 1 description



Link 2 description



Link 2 description



Link 3 description



Link 3 description



Link 1



Link 2
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Network LSAs (1) Produced by DR router :



y Flooded only within the area y Listed by “ show ip ospf database network ” Type 2 192.168.17.18 mask =255.255.255.248



Link 1



Att router 192.168.17.30.20



Type 2



Att router 192.168.17.30.10 Att router 192.168.17.30.30



DR



R ID132.168.30.20



192.168.17.18 Mask 255.255.255.248



132.168.17.18 Link 2



Att router 192.168.17.30.20 Att router 192.168.17.30.10 Att router 192.168.17.30.30



R ID 132.168.30.10



R ID132.168.30.30
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Network Summary LSAs (1) Produced by ABR router :



y Flooded into a single area y Listed by “ show ip ospf database summary ”



Type 3 192.168.13.16 mask =255.255.255.240 Metric = 120



172.16.121.0/24



Type 3 172.16.121.0 Mask 255.255.255.0 Metric 791



192.168.13.16/28
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Network summary LSA (2) •NI-RR1#sh ip ospf database summary • • OSPF Router with ID (172.30.253.129) (Process ID 50) • •



Summary Net Link States (Area 21)



• • Routing Bit Set on this LSA •LS age: 1696 • Options: (No TOS-capability, DC, Upward) • LS Type: Summary Links(Network) • Link State ID: 9.101.51.0 (summary Network Number) • Advertising Router: 172.30.128.3 • LS Seq Number: 8000003F • Checksum: 0xB54D • Length: 28 • Network Mask: /24 •



TOS: 0 Metric: 14
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ASBR summary LSA Also originated by ABR router :



y ASBR Summary LSAs are identical to Network Summary LSAs except that the destination they advertise is an ASBR, not a network (route to a router)



yListed by “ show ip ospf database asbr-summary ”



Type 4 192.168.30.12 Mask 0.0.0.0



ASBR R outer ID 192.168.30.12



A rea 0



Metric 64



A rea 192.168.13.0
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AS External LSA or External LSA Originated by ASBR router :



y Advertise either a destination external to OSPF domain or a default route external to the OSPF domain (no area specified)



yListed by “ show ip ospf database external ”



Type 5 10.83.10.0



1 0 .8 3 .1 0 .0 /2 4



Mask 255.255.255.0 Metric 10 Forwarding address 172.320.157.254



1 7 2 .2 0 .5 7 .2 5 4 ASBR R o u t e r ID 1 9 2 .1 6 8 .3 0 .6 0 A re a 0



O S P F D o m a in
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NSSA External LSAs (type 7) (1) Originated by ASBR router within Not-so-stubby-area (NSSA)



y NSSA External LSAs are flooded only inside NSSA area y Listed by “ show ip ospf database nssa-external ”
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NSSA External LSAs (type 7) (2) •NI-PE2-7513LP#sh ip ospf database nssa-external OSPF Router with ID (172.30.128.10) (Process ID 1) •



Type-7 AS External Link States (Area 22)



• Routing Bit Set on this LSA • LS age: 1803 • Options: (No TOS-capability, Type 7/5 translation, DC) • LS Type: AS External Link • Link State ID: 135.44.161.0 (External Network Number ) • Advertising Router: 172.20.50.50 • LS Seq Number: 80000086 • Checksum: 0xCAA6 • Length: 36 • Network Mask: /24 •



Metric Type: 2 (Larger than any link state path)



•



TOS: 0



•



Metric: 20



•



Forward Address: 172.20.50.50



•



External Route Tag: 0
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