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ABSTRACT



This final year project report describes precisely the technical specifications of the Bluetooth technology, i.e. the architecture of a chip and its capabilities. It especially focuses on “core” protocols, such as Radio Frequency, Baseband, Link Manager Protocol, Host Controller Interface, Logical Link Control and Adaptation Protocol, Service Discovery Protocol, and adopted protocols, such as PPP, TCP/UDP/IP or WAP. Bluetooth profiles and usage models, such as Generic Access, Headset, LAN Access or File Transfer are describe too, without avoiding security problems and competing technologies. It also presents a series of material tests, which appears in the second part.
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GLOSSARY OF SYMBOLS USED A Access Code : Each baseband packet starts with an Access code. ACL : Asynchronous Connection-oriented link Active Mode : In the active mode, the Bluetooth unit actively participates on the channel. Authentication : The process of verifying 'who' is at the other end of the link. B Baseband : The baseband describes the specifications of the digital signal processing part of the hardware. BD_ADDR : Bluetooth Device Address. Each Bluetooth transceiver is allocated a unique 48bit device address. BER : Bit Error Rate. C CAC : Channel Access Code. CLK : Clock, typically the master device clock which defines the timing used in the piconet. CLKE : Clock Estimate, a slave's estimate of the master's clock, used to synchronise the slave device to the master. CLKN : Clock Native, the clock of the current Bluetooth Device. CRC : Cyclic Redundancy Check. This is a 16-bit code added to the packet to determine whether the payload is correct or not. D DAC : Device Access Code. DIAC : Dedicated Inquiry Access Code, used when you wish to inquire for certain, specific types of devices. E ETSI : European Telecommunications Standards Institute. F FEC : Forward Error Correction. The purpose of the FEC scheme on the data payload is to reduce the number of retransmissions. Within Bluetooth , there are 2 versions of this, 1/3 FEC and 2/3 FEC. 1/3 FEC is a simple 3-times repetition of each info bit. 2/3 FEC is a (15,10) shortened Hamming code. FHS : Frequency Hopping Synchronization. This a special control packet revealing, among other things, the BD_ADDR and the clock of the source device. It contains 144 info bits and a 16-bit CRC code. The payload is coded with a rate 2/3 FEC which brings the total payload length to 240 bits. The FHS packet covers a single time slot. See also Bluetooth packet types. G GAP : Generic Access Profile. This profile describes the mechanism by which one device discovers and accesses another device when they do not share a common application.
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Jean Parrend BEng Computer & Communications Engineering GFSK : Gaussian Frequency Shift Keying. This is the modulation used in the radio layer of the Bluetooth system. GIAC : General Inquire Access Code. GOEP : Generic Object Exchange Profile. H HCI : Host Controller Interface. HEC : Header-Error-Check. Hold mode : Devices synchronised to a piconet can enter power-saving modes in which device activity is lowered. The master unit can put slave units into HOLD mode, where only an internal timer is running. I IAC : Inquiry Access Code. ISM : Industrial, Scientific, Medical. Frequency band used in Bluetooth technology. L L2CAP : Logical Link Controller and Adaptation Protocol . LC : Link Controller. The Link Controller manages the link to the other Bluetooth devices. LM : Link Manager. The Link Manager software entity carries out link setup, authentication, link configuration, and other protocols. LMP : Link Manager Protocol. The LMP is used for link setup and control. LSB : Least Significant Bit. LT_ADDR : Logical Transport Address M Master device : A device that initiates an action or requests a service on a piconet. Also the device in a piconet whose clock and hopping sequence are used to synchronize all other devices in the piconet. MSB : Most Significant Bit. O OBEX : Object EXchange Protocol. P Pairing : The creation and exchange of a link key between two devices. The devices use the link key for future authentication when exchanging information. Park mode : In the PARK mode, a device is still synchronized to the piconet but does not participate in the traffic. PDU : Protocol Data Unit. (i.e., a message.) PPP : Point to Point Protocol. Profile : A description of the operation of a device or application. R RF : Radio Frequency. Basically, RF defines the lower layer in the protocol stack RFCOMM : Serial Cable Emulation Protocol based on ETSI TS 07.10. RSSI : Received Signal Strength Indication. S Scatternet : Multiple independent and non-synchronized piconets form a scatternet. Investigation into Blutetooth Technology
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Jean Parrend BEng Computer & Communications Engineering SCO : Synchronous Connection Oriented link. SDAP : Service Discovery Application Profile. SDP : Service Discovery Protocol. Essentially provides a means for applications to discover which services are available and to determine the characteristics of those available services. SIG : Special Interest Group. Slave device : A device in a piconet that is not the master.There can be many slaves per piconet. Sniff mode : Devices synchronized to a piconet can enter power-saving modes in which device activity is lowered. In the SNIFF mode, a slave device listens to the piconet at reduced rate, thus reducing its duty cycle. T TCP/IP : Transport Control Protocol/Internet Protocol. TCS : Telephone Control protocol Specification. TCS Binary (= TCS BIN): Bluetooth Telephony Control protocol Specification using bitOriented protocol. TDD : Time Division Duplex U UDP/IP : User Datagram Protocol. UUID : Universal Unique Identifier W WAN : Wide Area Network. WLAN : Wireless Local Area Network.
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INTRODUCTION Handheld devices are rapidly becoming an integral part of our daily lives, and many road warriors already carry a cell phone, palmtop, and laptop computer with them. In most cases, these devices do not have compatible data communication interfaces, or, if they do, the interface requires cumbersome cable connections and configuration procedures. An obvious solution is to get rid of the cables and use short-range wireless links to facilitate on-demand connectivity among devices. An ideal solution would also be inexpensive, enabling of compelling applications, and universally adopted by device vendors. In 1998, five major companies (Ericsson, Nokia, IBM, Toshiba, and Intel) formed a group to create a license-free technology for universal wireless connectivity in the handheld market. To date, almost 2500 companies joined the Bluetooth Special Interest Group (SIG). Bluetooth is a technology named after a 10th-century king of Denmark, Harald Blåtand (Bluetooth) who brought warring Viking tribes under a common rule. The logo for Bluetooth is based on Runes surrounding the legend of Harald Bluetooth. The Bluetooth specifications define a radio frequency (RF) wireless communication interface and the associated set of communication protocols and usage profiles. The link speed, communication range, and transmit power level for Bluetooth were chosen to support low-cost, power-efficient, single-chip implementations of the current technology. In fact, Bluetooth is the first attempt at making a single-chip radio that can operate in the 2.4GHz ISM (industrial, scientific, and medical) RF band. The aim of this project is to present Bluetooth technology, implement a series of tests to highlight its behaviour in typical environments.
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A) Presentation of Bluetooth technology 1. BASICS Bluetooth wireless technology is a short-range communications system intended to replace the cable(s) connecting portable and/or fixed electronic devices. Key features are robustness, low power, and low cost. Many features of the core specification are optional, allowing product differentiation. The Bluetooth core system consists of an RF transceiver, baseband, and protocol stack. The system offers services that enable the connection of devices and the exchange of a variety of classes of data between these devices. The current specification running is Bluetooth version 1.2, released on 5th November 2003. Bluetooth operates in the unlicensed ISM band at 2.4 GHz. The system employs a frequency hop transceiver to combat interference and fading and provides many FHSS carriers. RF operation uses a shaped, binary FM modulation to minimize transceiver complexity. The symbol rate is 1 Megasymbol per second (Ms/s) supporting the bit rate of 1 Megabit per second (Mb/s).
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2. ARCHITECTURE 2.1. General description During typical operation a physical radio channel is shared by a group of devices that are synchronized to a common clock and frequency hopping pattern. One device provides the synchronization reference and is known as the master. All other devices are known as slaves. A group of devices synchronized in this fashion form a piconet, with a maximum of 7 active slaves managed by one master. This is the fundamental form of communication in the Bluetooth wireless technology. Devices in a piconet use a specific frequency hopping pattern, which is algorithmically determined by certain fields in the Bluetooth address and clock of the master. The basic hopping pattern is a pseudo-random ordering of the 79 frequencies in the ISM band. The hopping pattern may be adapted to exclude a portion of the frequencies that are used by interfering devices. The adaptive hopping technique improves Bluetooth co-existence with static (non-hopping) ISM systems when these are co-located. The physical channel is sub-divided into time units known as slots. Data is transmitted between Bluetooth devices in packets, that are positioned in these slots. When circumstances permit, a number of consecutive slots may be allocated to a single packet. Frequency hopping takes place between the transmission and reception of packets. Bluetooth technology provides the effect of full duplex transmission through the use of a Time-Division Duplex (TDD) scheme. Above the physical channel there is a layering of links and channels and associated control protocols. The hierarchy of channels and links from the physical channel upwards is physical channel, physical link, logical transport, logical link and L2CAP channel. Within a physical channel, a physical link is formed between any two devices that transmit packets in either direction between them. In a piconet physical channel there are restrictions on which devices may form a physical link. There is a physical link between each slave and the master. Physical links are not formed directly between the slaves in a piconet. The physical link is used as a Investigation into Blutetooth Technology
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Jean Parrend BEng Computer & Communications Engineering transport for one or more logical links that support unicast synchronous, asynchronous and isochronous traffic, and broadcast traffic. Traffic on logical links is multiplexed onto the physical link by occupying slots assigned by a scheduling function in the resource manager. A control protocol for the baseband and physical layers is carried over logical links in addition to user data. This is the link manager protocol (LMP). Devices that are active in a piconet have a default asynchronous connection-oriented logical transport that is used to transport the LMP protocol signalling. For historical reasons this is known as the ACL logical transport. The default ACL logical transport is the one that is created whenever a device joins a piconet. Additional logical transports may be created to transport synchronous data streams when this is required, known as SCO (Synchronous Connection-Oriented Logical Transport). The Link Manager function uses LMP to control the operation of devices in the piconet and provide services to manage the lower architectural layers (radio layer and baseband layer). The LMP protocol is only carried on the default ACL logical transport and the default broadcast logical transport. Above the baseband layer the L2CAP layer provides a channel-based abstraction to applications and services. It carries out segmentation and reassembly of application data and multiplexing and de-multiplexing of multiple channels over a shared logical link. L2CAP has a protocol control channel that is carried over the default ACL logical transport. Application data submitted to the L2CAP protocol may be carried on any logical link that supports the L2CAP protocol.
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2.2. Protocol stack



Figure 1 : Bluetooth protocol stack
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3. CORE PROTOCOLS 3.1. RF : The radio layer 3.1.1. Frequency band and channel arrangement The Bluetooth system operates in the 2.4 GHz ISM band. This frequency band is 2400 2483.5 MHz. RF channels are spaced 1 MHz and are ordered in channel number k as shown below. In order to comply with out-of-band regulations in each country, a guard band is used at the lower and upper band edge. Operating frequency bands: Regulatory Range



RF Channels



2.400-2.4835 GHz



f=2402+k MHz, k=0,…,78



Guard Bands: Lower Guard Band



Upper Guard Band



2 MHz



3.5 MHz



3.1.2. Transmitter characteristics The requirements stated in this section are given as power levels at the antenna connector of the Bluetooth device.
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Table 1 : Power classes 1. Minimum output power at maximum power setting. 2. The lower power limit Pmin 
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