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The Implementing a Domino Infrastructure course takes three very full days to teach. See the table for suggested module and lesson timing, including introductions, lunches, and breaks. Because of the amount of material covered in the course and the scope of this course, be conscious of covering only the material included in the course. Do not cover material beyond the scope of this course that is covered in the Lotus Education offerings:



■ ■



Deploying Domino Applications Maintaining a Domino Server Infrastructure Maintaining Domino Users



uc



■



Optional module delivery options
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This course includes Module F: Configuring Internet Messaging Servers and Clients in this guide. This module is optional for course delivery. The module is designed differently than the required modules. The module can be: ■



■



Delivered at the end of Day 3. Poll students to determine interest in the material covered in this module. Not delivered as part of the course, but instead be used as a job aid for students when they perform the tasks included in this appendix on their jobs.



In



Module E delivery options



Module E: Configuring Internet Server Settings explains how to set up the instructor’s server and one other application server as Web servers using SSL. To increase student participation in this module (for students seated at other servers and clients), consider the following alternative methods of delivery:



■



■ ■



viii



Invite different students to use the instructor’s workstation to demonstrate procedures. Set up all the application servers in the classroom as Web servers. Set up all application and mail servers to use SSL.
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Day 1



Time
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The following table shows the recommended timing for each topic, learning process, and other activities covered during Day 1. Activity



Module A: Using Domino Administrator Lesson 1: Navigating Domino Administrator



15 minutes



Break



15 minutes



Module B: Setting Up Servers and Notes Clients Lesson 2: Using a Deployment Plan



1 hour



Module B, Lesson 3: Setting Up the First Server and Administrator



1 hour



Lunch



1 hour, 15 minutes



Module B, Lesson 4: Adding Domino Servers



15 minutes



Break



ru
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1 hour, 30 minutes



Module B, Lesson 5: Adding Notes Clients



In



st



2 hours
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Day 2



Time



Activity
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The following table shows the recommended timing for each topic, learning process, and other activities covered during Day 2.



Module C: Administering the Domino Server Lesson 6: Setting Up Server Administration



15 minutes



Break



1 hour, 30 minutes



Module C, Lesson 7: Synchronizing Domino System Databases



1 hour



Lunch



1 hour, 15 minutes



Module C, Lesson 8: Setting Up Mobile Clients



15 minutes



Break
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Module D: Configuring Messaging Settings Lesson 9: Setting Up Intranet Mail Routing (Part 1, up to and including the section “Exercise: Test Mail Routing Restrictions and Transfer”)



In
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2 hours



to



1 hour, 30 minutes
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Day 3



Time
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The following table shows the recommended timing for each topic, learning process, and other activities covered during Day 3. Activity



Module D: Configuring Messaging Settings Lesson 9: Setting Up Intranet Mail Routing (Part 2)



1 hour, 15 minutes



Module D, Lesson 10: Setting Up Mail Routing to the Internet



15 minutes



Break



1 hour



Module E: Configuring Internet Server Settings Lesson 11: Configuring the Domino Web Server



1 hour



Lunch



15 minutes



Module E, Lesson 12: Using a Certifying Authority



1 hour



Module E, Lesson 13: Setting Up SSL on a Server



15 minutes



Break



1 hour, 30 minutes



Module E, Lesson 14: Setting Up SSL and S/MIME for Clients



30 minutes



Optional Module F: Configuring Internet Messaging Servers and Clients Lesson 15: Setting Up Internet Messaging Servers



st



ru



ct



30 minutes



Optional Module F, Lesson 16: Setting Up Internet Messaging Clients



In



30 minutes
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The following quick reference lists the learning process associated with each icon used in this courseware. For a comprehensive explanation of each icon and how to effectively deliver each learning process, refer to the Courseware Preparation Guides found on the CLI Private page at http://www.lotus.com/ educationzone or on the instructor CD (where applicable).
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Activity



Case study



st r



Caution
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Discussion
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Online exercise
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Paper-based exercise



st



Instructor note



In



Presentation
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Review questions
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Procedure



In
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Walkthrough
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The configuration information and setup instructions below were used to test the Implementing a Domino Infrastructure course. If the configuration and setup do not match the details below, Lotus Education makes no guarantee that the learning processes in this courseware will perform as stated.



Start with clean machines



ct



Make sure that each classroom machine is completely clean of Notes/Domino program and data files.



Instructor machine requirements



ru



The following table identifies the number of Notes/Domino license types required for the Instructor machine(s) for this class. Notes/Domino License Type



Lotus Domino R5 Enterprise Server



# of Instructor Server Machines



# of Instructor Client Machines



1



1



st



Lotus Domino Administrator R5 client



Student machine requirements



In



The following table identifies the number of Notes/Domino license types required for the student machines for this class. Notes/Domino License Type



# of Student Server Machines



Lotus Domino R5 Application Server



3



Lotus Domino R5 Mail Server



3



Lotus Domino Administrator R5 client



# of Student Client Machines



6



Note: This course was tested using Lotus Notes and Domino R5.0a.
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Machine configuration requirements



Instructor and Student Servers



TCP/IP using either Hosts file or DNS with the server and domain names defined in the TCP/IP protocol configuration. ■



■



Windows NT Server 4.0 with Service Pack 4 Lotus Domino Server R5.0a



■ ■ ■



■



■



■



Memory: 128 MB Disk space: 500 MB CD-ROM drive or access to network file server for installation Support for 256 colors, 800 x 600 resolution Synchronize system time with all classroom machines



■



Windows 95 Lotus Domino Administrator R5.0a Lotus Freelance 97 Mobile Screenshow Player One of the following browsers: ■ Netscape Navigator 4.0 or above ■ Internet Explorer 4.0 or above



■



Memory: 32 MB Disk space: 250 MB CD-ROM drive or access to network file server for installation Support for 256 colors, 800 x 600 resolution Synchronize system time with all classroom machines



■



Windows 95 Lotus Domino Administrator R5.0a One of the following browsers: ■ Netscape Navigator 4.0 or above ■ Internet Explorer 4.0 or above



■



Memory: 32 MB Disk space: 250 MB CD-ROM drive or access to network file server for installation Support for 256 colors, 800 x 600 resolution Synchronize system time with all classroom machines



■



st r



Instructor Client



■



■



In



■



Student Clients



■ ■



■



xvi



Recommended Hardware Requirements per Machine



Internet Access



uc



Network



Minimum Hardware Requirements per Machine



to



Software Requirements



r



The following table lists the software and hardware required per instructor and student machine to deliver this course.



■ ■



■



■



■ ■



■



■



■ ■



■



■



Memory: 256 MB Disk space: 1 GB Pagefile: 1-2 times physical memory



Memory: 64 MB Disk space: 300 MB



Memory: 64 MB Disk space: 300 MB
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Other equipment



Equipment



or



The following table lists the extra equipment needed to present the Implementing a Domino Infrastructure class. Day the Equipment is Required All



Projection device: ■ Projection panel to connect to overhead projector ■ RGB projector (example BRCO)



All



ct



Whiteboard or chalkboard



Instructor course materials



ru



The following table lists all the materials the CLI will need to present the Implementing a Domino Infrastructure course. Materials



Module in which the Materials are Used



All



Classroom databases



Module B, Module C, Module E



Presentation file with classroom diagrams



All



st



Instructor guide



Replication tool



Module C



In



Student course materials The following table lists all the materials the students will need to participate and complete the Implementing a Domino Infrastructure course. Materials



Module in Which the Materials are Used



Student guide



All



Blank diskette



All
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Domain and organization naming



World



Certifiers



CERT.ID (/World) PT.ID (/PT/World) SVR.ID (/SVR/World)



Domain name



World



to



Organization name



r



The following table shows the hierarchical naming used in this course.



uc



Initial server and user naming



Students will begin the class with some servers and workstations already set up. The initial classroom setup is a temporary environment that students will use during Module A to familiarize themselves with the Domino environment and the Domino Administrator client. The following table shows the initial server and user naming for Module A: Machines



PTHub/World



st r



Instructor machines



Server



Doctor Notes/World Temp Admin1/World Temp Admin2/World Temp Admin3/World Temp Admin4/World Temp Admin5/World Temp Admin6/World



In



Student machines



Administration Client



xviii
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Initial classroom configuration The following diagram illustrates is the initial layout and configuration of the classroom for the Implementing a Domino Infrastructure course.



or



Portugal



PTHub/World



ct



Doctor Notes/World



Temp Admin4/World



Temp Admin2/World



Temp Admin5/World



ru



Temp Admin1/World



DNN: TCPIP Network



Temp Admin3/World



Temp Admin6/World



st



Classroom setup options



In



The Instructor materials include World’s Address Book, NAMES.NSF, to expedite classroom setup. However, complete classroom setup instructions are included in this section, should you choose not to use the supplied Domino Directory. Note: The password for all IDs supplied with the instructor materials is lotusnotes.
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Initial classroom setup checklist



r



Complete these tasks to set up the classroom prior to the start of class. Detailed procedures for each step appear on the next several pages. Procedure



❏



1



Install and set up the instructor’s server as the first Domino server in the domain with the name PTHub/World. (Optional) Use the supplied Domino Directory, World’s Address Book, NAMES.NSF, and ID files.



❏



2



Install and set up the instructor’s workstation.



❏



3



to



Task



Register the following users with mail server, PTHub/World: Temp Admin1/World ■ Temp Admin2/World ■ Temp Admin3/World ■ Temp Admin4/World ■ Temp Admin5/World ■ Temp Admin6/World Note: Skip this step if using the supplied Domino Directory.



uc



■



❏



4



❏



5



❏



6



Create several connection documents for mail routing and replication with the destination servers registered in step 5. Note: Skip this step if using the supplied Domino Directory.



❏



7



Set up 2 routing mailboxes on PTHub/World. Note: Skip this step if using the supplied Domino Directory.



❏



8



Set the Administration Process interval to 2 minutes. Note: Skip this step if using the supplied Domino Directory.



❏



9



Create a group for Web users to use in Module E. Note: Skip this step if using the supplied Domino Directory.



❏



10



Set administrator’s access to the Domino Directory ACL. Note: Skip this step if using the supplied Domino Directory.



Install and set up the student workstations using the user names and IDs from step 3.



In



st r



Register at least 2 other servers, Tempsvr01/World and Tempsvr02/World Notes: ■ These servers will not be set up in the classroom. They are registered simply to show students multiple servers in the domain. ■ Skip this step if using the supplied Domino Directory.
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Task 1: Install and set up the instructor’s server



or



Follow these steps to set up the instructor’s server as the first server in the domain. Action



1



Install the Domino Enterprise Server License on the instructor’s server to the following directories: ■ Program directory: Domino ■ Data directory: Domino\data



2



(Optional) Copy the following files included with the instructor materials to the Domino\data directory on the instructor’s server: ■ World’s Address Book, NAMES.NSF ■ /World organization certifier ID, CERT.ID ■ PTHub/World server ID, SERVER.ID ■ Doctor Notes/World user ID, USER.ID Note: Use the operating system to remove the read-only file attribute from each file.



3



Prior to setting up the server, back up the Domino configuration database, SETUP.NSF. Note: This database is deleted the first time the server starts.



Launch the Domino server to run the setup program. From Windows NT, choose Start➝Programs➝Lotus Applications➝Lotus Domino Server. Select First Domino server, and click



st



5



ru



4



ct



Step



6



Select Advanced Configuration, and click



7



For the Server Audience, maintain all defaults. In addition, check: ■ HTTP, Both mail and applications ■ SMTP Then, click



In



.



8



.



.



On the Administration Settings screen, provide the following information in the Organization Identity section: ■ Domain Name: World ■ Certifier Name: World ■ Do not enter a Certifier Country code. ■ If using the supplied Domino Directory: ■ Select Use existing certifier ID. ■ Enter CERT.ID for the certifier ID file name. ■ If not using the supplied Domino Directory: ■ Select Allow setup to create new certifier ID. ■ Enter lotusnotes or password for the Certifier ID password. (continued on next page) ...
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Task 1: Install and set up the instructor’s server...



Action



r



Step



Provide the following information in the New Server Identity section: ■ Server name: PTHub ■ Server hostname: PTHub.world.com ■ If using the supplied Domino Directory: ■ Select Use existing server ID. ■ Enter SERVER.ID for the server ID file name. ■ If not using the supplied Domino Directory: ■ Select Allow setup to create new server ID.



10



Provide the following information in the Administrator’s Identity section: ■ First and Last names: Doctor Notes ■ If using the supplied Domino Directory: ■ Select Use existing administrator ID. ■ Enter USER.ID for the administrator ID file name. ■ If not using the supplied Domino Directory: ■ Select Allow setup to create new administrator ID. ■ Enter lotusnotes or password for the administrator’s password.



11



Accept the default Network and Communications Port options.



12



Click Finish.



13



If prompted, enter lotusnotes for the password, and click OK.



14



When setup is complete, record the passwords.



15



Click the Set Access Control List entry button. Enter TempAdmins for the administrators group name, and click OK. Note: Skip this step if using the supplied Domino Directory.



16



Click the Exit Configuration button.



17



Launch the Domino Server by choosing Start➝Programs➝Lotus Applications➝Lotus Domino Server.



In



st r
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Task 2: Install and set up the instructor’s workstation Follow these steps to set up the instructor’s workstation.



or



Note: The Notes R5.01 workstation setup program prompts for additional setup options. Step



Action



Install the Domino Administrator client license on the instructor’s workstation to the following directories: ■ Program directory: Notes ■ Data directory: Notes\data



2



Launch the Notes workstation software to start the setup program. From Windows 95, choose Start➝Programs➝Lotus Applications➝Domino Administrator.



3



Click Next on the welcome screen.



4



Select I want to connect to a Domino server, and click Next.



5



Select Set up a connection to a local area network (LAN), and click Next.



7



Enter PTHub/World for the server name, and click Next.



Select Use my name as identification, enter Doctor Notes, and click Next. Click Next to confirm LAN connection setup is complete.



In



st



8



ru



6



ct



1



9



Select I don’t want to create an Internet mail account, and click Next.



10



When setup is complete, click Finish.



11



Enter the administrator ID password, and click OK.



12



Click OK to confirm Notes setup is complete.



13



Close the Welcome to Domino Administrator R5 window.



14



Use the operating system to copy the CERT.ID file from the Domino\data directory on PTHub/World to the Notes\data\Ids\Certs directory on the Instructor’s workstation. Note: Create this directory if it does not exist.
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Task 3: Register the students Note: Skip this step if using the supplied Domino Directory.



Step



Action



r



Follow these steps to register the temporary student users.



From Domino Administrator, select PTHub/World to administer.



2



Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝People view.



3



Choose People➝Register from the tools menu.



4



Select the CERT.ID certifier ID, and click Open. Enter the certifier ID password, and click OK.



5



Click No to suppress further warnings regarding ID recovery information.



6



On the Basics panel, perform the following steps: a. Click Registration Server, and select PTHub/World b. For user’s first name, enter Temp. For user’s last name, enter Admin1. c. Check Advanced to see more panels and options. d. Select Acceptable user password (8) for the password quality, and enter a password. e. Check Set internet password. f. Click Format to select Firstname_Lastname for the Address name format and separator, and click OK. g. Enter/verify the Internet domain is world.com.



In



st r



uc



to



1



xxiv



7



On the Mail panel, perform the following steps: a. Click Mail server, select PTHub/World, and click OK. b. Accept the defaults for all other fields.



8



On the ID Info panel, perform the following steps: a. Select the appropriate Security type for the classroom location. b. Check the option to store the user ID in the Domino Directory.



9



On the Groups panel, add the user to the TempAdmins group.



10



Click Add Person.



11



Repeat steps 6-10 to add the following users to the registration queue: Temp Admin2 ■ Temp Admin3 ■ Temp Admin4 ■ Temp Admin5 ■ Temp Admin6 ■



12



Click Register All to begin registering all users in the registration queue.



13



When registration is complete, click Done.
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Task 4: Install and set up the student workstations Follow and repeat these steps to set up each of the student workstations.



or



Note: The Notes R5.01 workstation setup program prompts for additional setup options. Step



Action



Install the Domino Administrator client license on all classroom workstations to the following directories: ■ Program directory: Notes ■ Data directory: Notes\data



2



Launch the Notes workstation software to start the setup program. From Windows 95, choose Start➝Programs➝Lotus Applications➝Domino Administrator.



3



Click Next on the welcome screen.



4



Select I want to connect to a Domino server, and click Next.



5



Select Set up a connection to a local area network (LAN), and click Next.



7



Enter PTHub/World for the server name, and click Next. Select Use my name as identification, enter the appropriate student administrator’s name, and click Next. Click Next to confirm LAN connection setup is complete.



In



st



8



ru



6



ct



1



9



Select I don’t want to create an Internet mail account, and click Next.



10



When setup is complete, click Finish.



11



Enter the user ID password, and click OK.



12



Copy the /World certifier ID, CERT.ID, to the Notes\data\Ids\Certs directory on each workstation. Note: Create this directory if it does not exist.
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Task 5: Register additional servers Note: Skip this step if using the supplied Domino Directory.



Action



to



Step



r



Follow these steps to register additional servers, so that students will see more than one server in the domain.



From Domino Administrator, select PTHub/World to administer.



2



Select the Configuration tab.



3



Choose Registration➝Server from the tools menu.



4



Enter the certifier ID’s password.



5



Click Registration Server, and select PTHub/World.



6



Select the appropriate Security type for the classroom location, then click Continue.



7



On the Basics panel, fill in the following information: a. Enter Tempsvr01 for the server name. b. Enter a generic password, such as lotusnotes or password. c. Accept the default password strength. d. Enter World for the domain. e. Enter TempAdmins for the administrators group.



st r



uc



1



8



On the Other panel, select the option to store the ID file in the Domino Directory.



9



Click Next.



10



Repeat steps 7 through 10 for at least one more server, Tempsvr02.



11



Click Register to begin registering the servers.



In



Note: These servers will not be set up in the classroom. They are simply to show students multiple servers in the domain.
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Task 6: Create Connection documents Note: Skip this step if using the supplied Domino Directory.



or



In order for students to see connection information on the Replication and Messaging tabs, create several Connection documents for mail routing and replication with the other registered servers. Follow these steps to create Connection documents. Step



Action



From Domino Administrator, select PTHub/World to administer.



2



Select the Configuration tab➝Replication section➝Connections view.



3



Click Add Connection.



4



On the Basics tab, select Local Area Network for the Connection type.



5



Enter/verify the Source server: PTHub/World and Source Domain: World.



7 8



Enter Destination server: Tempsvr01/World and Destination domain: World. Click Choose ports, and select the TCPIP port to use for this connection. On the Routing/Replication tab, accept the default for all fields.



On the Schedule tab, enter the following field values:



st



9



ru



6



ct



1



In



Field



Value



Schedule



Enabled



Call at times



12:00 AM - 11:59 PM



Repeat interval



120 minutes



Days of week



Sun, Mon, Tue, Wed, Thu, Fri, Sat



10



Click Save and Close.



11



Repeat steps 3 through 10 to create at least 5 more Connection documents with: ■ Other destination server names such as Tempsvr02, Tempsvr03. ■ Different Call at times values. ■ Different Repeat intervals.



Note: The Connection documents are purely for students to view the replication schedule and replication topology map, since the destination servers have not been set up. Implementing a Domino Infrastructure
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Task 7: Set up multiple mailboxes on PTHub/World Note: Skip this step if using the supplied Domino Directory.



Step



Action



r



Follow these steps to set up 2 routing mailboxes on PTHub/World.



From Domino Administrator, select PTHub/World to administer.



2



Select the Configuration tab➝Server section➝Configurations view.



3



Click Add Configuration.



4



Enter PTHub/World for the server name.



5



Select the Router/SMTP tab➝Basics tab.



6



Enter 2 in the Number of mailboxes field.



7



Click Save and Close.



8



Restart the Router for the changes to take affect.



uc



to



1



st r



Task 8: Set the Administration Process interval Note: Skip this step if using the supplied Domino Directory.



Follow these steps to set the Administration Process interval on PTHub/World.



In



Step



xxviii



Action



1



From Domino Administrator, select PTHub/World to administer.



2



Select the Configuration tab➝Server section➝Current server document.



3



Select the Server Tasks tab➝Administration Process tab➝Normal Request Settings section.



4



Enter 2 in the Interval field.



5



Click Save and Close.



6



Restart the server for the changes to take effect.
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Task 9: Create a group for Web access Note: Skip this step if using the supplied Domino Directory.



Follow these steps to create the group.



Action



ct



Step



or



In Module E: Configuring Internet Server Settings, students will complete a series of activities to set up and test SSL client authentication. Students are instructed to create a person document for a browser user, and add the user name to the Web Users group. Students will test access to the Policies and Procedures database.



From Domino Administrator, select PTHub/World to administer.



2



Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝Groups view.



3



Click Add Group.



4



Enter Web users for the group name.



5



Enter Used for Web authentication for the group description. Click Save and Close.



In
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Task 10: Set administrators access to the Domino Directory



r



Note: Skip this step if using the supplied Domino Directory.



to



The first server setup program creates the administrators group, and adds the group to the database ACL of the Domino system databases, including the Domino Directory. However, the setup program does not assign any roles to the administrators entry. Follow these steps to set administrators access to the Domino Directory. Step



Action



From Domino Administrator, select PTHub/World to administer.



2



Select the Files tab.



3



Select the Domino Directory, NAMES.NSF, from the list, then doubleclick to open the database.



4



Choose File➝Database➝Access Control.



5



Select the TempAdmins entry, then make the following changes: a. Select Person Group for the user type. b. Verify the access level is Manager. c. Verify the Delete documents ACL privilege is checked. d. Select all administrators roles.



st r



uc



1



Click OK to close the Access Control List dialog box.
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Instructor data files Throughout the course, there are instructions to use the following files included with the instructor materials:



or



Instructor tools:



■



Title



File name



SA210.FMP



Implementing a Domino Infrastructure Checklists



SA210CHK.FMP



Replication tool



ct



Implementing a Domino Infrastructure Classroom Diagrams



REP50.EXE



Notes/Domino R5 wallpaper



R5SUPER.BMP



Server console commands batch file



WORLDREP.TXT



Domino Databases:



ru



■



Title



Database File name



Module Used



POLICIES.NSF



User setup profile demonstration in Module B



Earth’s Address Book



DOMAIN2.NSF



Directory Catalog demonstration in Module C



Purchasing Application



PURCHSNG.NSF



Web server demonstrations and SSL activities in Module E



Product Catalog



PRODCAT.NSF



Web server demonstrations and SSL activities in Module E



Customer Information



CUSTINFO.NSF



Web server demonstrations and SSL activities in Module E



Customer Service



CUSTSRVC.NSF



Web server demonstrations and SSL activities in Module E



Worldwide Corporation’s Homepage



WORLDHPG.NSF Web server demonstrations and SSL activities in Module E



In



st



Policies and Procedures
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Set up the classroom files Follow these steps to properly set up the necessary classroom files for this class. Action



1



Copy the following files anywhere on the instructor’s workstation. Then use the operating system to remove the read-only file attribute.



r



Step



File name



Implementing a Domino Infrastructure Freelance presentations Replication tool



REP50.EXE



Copy the following files to the Domino\data directory on the instructor’s server. Then use the operating system to remove the read-only file attribute. Title



WORLDREP.TXT



Policies and procedures



POLICIES.NSF



Earth’s Address Book



DOMAIN2.NSF



Purchasing application



PURCHSNG.NSF



Product catalog



PRODCAT.NSF



st r 4



xxxii



File name



Server console commands batch file



Customer information



CUSTINFO.NSF



Customer service



CUSTSRVC.NSF



Worldwide Corporation’s homepage



WORLDHPG.NSF



Create a directory named Domino\data on the machine that will be set up as PTApps03/ SVR/World. Copy the following files to this directory: The use the operating system to remove the read-only file attribute. Note: Perform this step on other application servers if using alternative delivery options for Module E as described in Recommended Agenda: Module E delivery options.



In



3



SA210.FMP, SA210CHK.FMP



uc



2



to



Title



Database Title



Database File name



Policies and Procedures



POLICIES.NSF



Purchasing Application



PURCHSNG.NSF



Product Catalog



PRODCAT.NSF



Customer Information



CUSTINFO.NSF



Customer Service



CUSTSRVC.NSF



Worldwide Corporation’s Homepage



WORLDHPG.NSF



Set up Windows on each classroom machine with the Notes/Domino R5 wallpaper: R5SUPER.BMP Implementing a Domino Infrastructure



Notes to the Instructor



&ODVVURRP6HWXS (continued)



Students will break down initial classroom configuration



or



The students will be installing the Domino/Notes software and setting up the servers and workstations in Module B of this course. Therefore, the initial classroom setup is to facilitate Module A, which includes a series of activities to orient the students to using Domino Administrator.



Module B includes the steps for the instructor and students to break down the servers and workstations in order for students to have the opportunity to install and set up the classroom servers and workstations.



ct



Server and user naming for Module B



The following table shows the naming for classroom servers and clients when the students install and set up the classroom in Module B: Setting Up Servers and Notes Clients. Server



ru



Domino Named Network



Administration Client



PTHub/World



Doctor Notes/World



Student machines



PTMail01/SVR/World



Admin Mail01/PT/World



PTMail02/SVR/World



Admin Mail02/PT/World



PTMail03/SVR/World



Admin Mail03/PT/World



PTApps01/SVR/World



Admin Apps01/PT/World



PTApps02/SVR/World



Admin Apps02/PT/World



PTApps03/SVR/World



Admin Apps03/PT/World



In



st



Instructor machines
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Classroom layout and configuration map after Module B



r



The following diagram shows the layout and configuration of the classroom after the students complete Module B of the Implementing a Domino Infrastructure course.



Portugal



Doctor Notes/World



PTApps01/SVR/World



PTMail01/SVR/World



Admin Mail01/PT/World



uc



Admin Apps01/PT/World



PTApps02/SVR/World



to



PTHub/World



Admin Apps02/PT/World



PTMail02/SVR/World



Admin Mail02/PT/World



DNN: TCPIP Network



PTApps03/SVR/World



st r



Admin Apps03/PT/World



PTMail03/SVR/World



Admin Mail03/PT/World



Hub server: Replicates databases, routes Internet and Intranet mail.



Mail server: Stores mail files, routes mail to the hub server and other mail servers in the DNN.



In



Application server: Stores databases, replicates with the hub and application servers.
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or



Module E: Configuring Internet Server Settings contains walkthroughs for the students to set up SSL on one server. The instructor’s server will be set up as a Certificate Authority (CA) server. The following procedures outline the steps to set up a CA server. These procedures should be completed on the instructor’s server after the second class day, but before the third class day.



ct



Note: Refer to Recommended Agenda: Module E delivery options.



Set up the Certificate Authority server checklist Complete these tasks to set up a CA server.



ru



Detailed procedures for each step appear on the next several pages. Task



❏ ❏



1



Create the Certificate Authority application.



2



Create a CA key file and CA certificate.



3



Configure the CA profile.



st



❏



Procedure



4



Create a server key file and certificate for the CA server.



❏



5



Configure the SSL port on the CA server.



In



❏
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Task 1: Create the Certificate Authority application Follow these steps to create a CA application on PTHub/World.



2



Create a database using the Domino R5 Certificate Authority template (CCA50.NTF) using this information: ■ Database title: World’s CA ■ Database file name: WORLDSCA.NSF



to



1



Action



r



Step



Set the database ACL as follows: Assign Doctor Notes/World the [CAPrivlegedUser] role. ■ Set the default access to Author.



uc



■



Task 2: Create a Certificate Authority certificate and Certificate Authority key file Follow these steps to create the CA key file and CA certificate that will be used to certify other servers and clients. Action



In



st r



Step



xxxvi



1



Open the Certificate Authority application.



2



On the opening screen, choose Create Certificate Authority Key Ring & Certificate.



3



Accept the default Key Ring File Name, CAKEY.KYR.



4



Enter and confirm a generic password such as lotusnotes or password.



5



Enter the Common name, WorldCA. The common name is used when issuing certificates, and will appear on the signed certificates.



6



Enter the Organization, World.



7



Leave the optional fields blank.



8



Enter Lisbon for the State or Province.



9



Enter PT for the two-character Country Code.



10



Click Create Certificate Authority Key Ring.



11



Notes displays a confirmation of the information just entered. Read the information to make sure that it is correct, then click OK.



12



Copy the CAKEY.KYR and CAKEY.STH files from the Notes\data directory on the workstation to the Domino\data directory on the server.
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Task 3: Configure Certificate Authority Profile



Step



or



The Certificate Authority Profile includes CA key file and server information for signing certificate requests. Follow these steps to configure the CA Profile. Action



Open the Certificate Authority Application.



2



Click Configure Certificate Authority Profile.



3



Verify the CA key file name.



4



Enter PTHub.world.com for the certificate server DNS name.



5



Enter 80 for the Certificate server port number.



6



Accept the other default values, and click Save & Close.



In



st



ru
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Task 4: Create the server key file and certificate



Follow these steps to create the key file and certificate. Action



to



Step



r



The CA application creates the key file, then adds to it, a signed server certificate and the CA certificate as a trusted root.



Open the Certificate Authority Application.



2



Click Create Server Key Ring & Certificate.



3



Enter PTHUBKEY.KYR for the Key Ring File name.



4



Enter and confirm a generic password, such as lotusnotes or password.



5



Enter WorldCA in the CA Certificate Label field.



6



In the Common Name field, enter the server’s host name specified in the server document in the Domino Directory, such as PTHub.world.com.



7



Enter World for the Organization name.



8



In the State or Province field, enter Lisbon.



9



In the Country code field, enter PT.



10



Click Create Server Key Ring.



st r



uc



1



Enter the CA key file’s password, and click OK.



12



Notes displays a confirmation of the information just entered. Read the information to make sure that it is correct, then click OK.



13



Copy the PTHUBKEY.KYR file from the Notes\data directory on the workstation to the Domino\data directory on the server.



In
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Task 5: Configure the SSL port on the CA server



or



Follow these steps to turn on SSL port access for the HTTP protocol on the CA server. Step



Action



From Domino Administrator, select PTHub/World to administer.



2



Select the Configuration tab➝Server section➝Current server document.



3



On the Ports tab➝Internet Ports tab, enter the following information: a. Enter PTHUBKEY.KYR for the server's key file name in the SSL key file name field. b. Select Enabled in the SSL port status field under the Web column. c. On the CA server, the client certificate field should be set to No. d. Save the changes.



4



Restart the HTTP task using the following server console command: Tell HTTP Restart



In
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Lesson 1



to



8VLQJ'RPLQR $GPLQLVWUDWRU



r



$







1DYLJDWLQJ'RPLQR $GPLQLVWUDWRU



ct or



Instruct students to view Guided Tours If time permits, instruct students to view the Notes client and Domino Administrator Guided Tours online while waiting for all students to arrive.



Facilitate introductions



Ask each student to introduce themselves answering the following questions:



■



■ ■



■ ■



What is your name, company name, and current title? How long have you been administering Domino R5 and/or how long have you been using Notes R5? Which, if any, end-user courses have you taken? How is Domino used within your company (for example: e-mail, applications, Web browsing, calendaring and scheduling)? What will you be doing in your job? What personal goals do you hope to achieve by attending this class?



ru



■



st



Explain rationale for the overall course and this lesson



In



■



■



2



Course: Following a prescribed rollout plan, students will install and set up one or more Domino servers in a scalable fashion, including necessary topologies, Notes client setup, and browser client configuration. The scope of this course is on implementation, not on maintenance. Refer interested students to the following Lotus Education course offerings: ■ Deploying Domino Applications ■ Maintaining a Domino Server Infrastructure ■ Maintaining Domino Users Lesson: This lesson familiarizes the student with the Domino Administrator interface. The students will be introduced to most of the screens and some of the basic concepts they will encounter in this course. Introduce the objectives for this lesson.
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or



Make changes to the Domino environment using Domino Administrator



Domino Administrator is the client software that administrators use to make changes to the Domino environment, such as:



■ ■ ■



Modify server settings. Set up server connections. Add new users, servers, and groups to the Domino environment. Monitor server activity.



st ru



Objectives



ct



■



Upon completion of this lesson, you should be able to: ■ ■ ■



In



■



■ ■ ■



Use online help. Create a full text index for searching online help. Select the server to administer. Navigate through Domino Administrator tabs: ■ People and Groups Tab ■ Files Tab ■ Server Tab ■ Messaging Tab ■ Replication Tab ■ Configuration Tab Monitor server activity. Issue commands to the Domino server. Set administration preferences.
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Lesson 1 ■ Navigating Domino Administrator



+RZWR6WDUW'RPLQR$GPLQLVWUDWRU Instruct students to open Domino Administrator Allow students approximately 2 minutes to complete this activity.



to r



Step 3: Provide students with the password for each user ID.



Show students alternative method



Show students how to open Domino Administrator directly from the Lotus Applications program group: From Windows 95, choose Start➝Programs➝Lotus Applications➝Domino Administrator.



uc



■



Illustrate the Notes ID file



Use the diagram on the student page to help illustrate the contents of an ID file. The ID file contains: ■



tr



■



The user’s or server’s common name License Public and private key of user/server: A mathematically related public-private key pair Certificates from certifier ID(s) Encryption keys: Used to encrypt and decrypt data (optional) Recovery information: Used to recover the ID file when the password is forgotten, or from a backup ID when the ID is lost or damaged.



■



■



In s



■ ■



4



Implementing a Domino Infrastructure



Lesson 1 ■ Navigating Domino Administrator



+RZWR6WDUW'RPLQR$GPLQLVWUDWRU Start Domino Administrator Follow these steps to start Domino Administrator.



1 2 3



Action



or



Step



From Windows 95, choose Start➝ Programs➝ Lotus Applications➝ Lotus Notes. Click the bookmark icon



to load Domino Administrator.



Enter the password supplied by the instructor, and click OK.



■



ct



Note: Domino Administrator is accessible directly from the Lotus Applications program group. To start Domino Administrator without loading the Notes client: From Windows 95, choose Start➝Programs➝Lotus Applications➝Domino Administrator.



st ru



Notes IDs



An ID contains information to identify the owner of the ID in order to determine access to resources in a domain. Both servers and users have their own unique IDs. Each user/server ID contains: Name and license information



Private key (encrypted with password) Public key



Certificates (Domino and Internet, X.509)



In



Encryption key(s) (optional) (encrypted with password)



Recovery information (optional)



Note: The password is used to access the ID file.



Domino uses IDs for authentication When a user (or server) attempts to communicate with a server, Domino compares the ID files to verify that they are certified with the same Certifier ID or one of its descendants. This is called authentication.
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Lesson 1 ■ Navigating Domino Administrator



2QOLQH+HOS Introduce online help resources Demonstrate the following:



to r



1. Open the Domino 5 Administration Help database. 2. View the Glossary. 3. Show students how to make a searchable index in the Help database. Note: Students will create a full-text index later in this lesson. 4. Ask them for verbal definitions taken from the glossary. 5. Demonstrate the pop-up help and the context-sensitive help.



uc



Instruct students to open online help



In s



tr



This activity introduces the students to online help and allows them to make their first connection to the terminology they will be learning during the course. Allow 5 minutes to complete this activity.
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2QOLQH+HOS Domino administration help resources



or



Online help is available at every stage of Domino Administrator. Help for specific issues and questions is also available at http://www.lotus.com. There are many resources for information on Domino system administration and the Administration client. Additional resources include: Location



Resources



Online



Domino 5 Administration Help database



Printed Documentation



5.0 Domino Administration Doc Pack - part no. AE7NRNA



Internet



■



■



Media distribution



■



Release notes Lotus Knowledge Base



st ru



■



ct



■



http://www.lotus.com - Support, News, and Learner-Directed Offerings by Lotus Education http://www.notes.net - Documentation and Iris Today http://www.ibm.com - IBM Redbooks



Define Domino terms



Use the online help glossary to look up basic Domino concepts and terms. Step



Action



1



From the Domino Administrator main menu, choose Help➝ Help Topics.



2



Select the Glossary view.



3



Complete the table by writing the definition for each term.



In



Term



Definition



Domain Database Replication Domino Directory Hierarchical Notes ID Domino Database
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&ODVVURRP6FHQDULR Introduce Worldwide Corporation



to r



Introduce the fictitious company, Worldwide Corporation, and the Worldwide Corporation Infrastructure Plan. The deployment plan is located in Appendix B of this guide.



Instruct students to complete the classroom setup diagram



Allow students approximately 5 minutes to complete steps 1 and 2, then facilitate completing step 3.



uc



Step 1: Student should use File➝Tools➝User ID to see their user name.



In s



tr



Step 3: Display slide 2, Initial Classroom Setup, in the Classroom Diagrams presentation, SA210.FMP, included with the instructor materials. Ask each student seated at a workstation beginning with Temp Admin1 to provide their user name for the other students to label the diagram.
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&ODVVURRP6FHQDULR Worldwide Corporation



Map initial classroom setup



or



During this class you will be taking part in implementing the Worldwide Corporation Domino Infrastructure. Worldwide Corporation has decided to deploy Domino throughout the company. Appendix B details the deployment plan.



ct



The initial classroom setup is a temporary environment in order to practice using Domino Administrator. Complete the following tasks to identify and map the initial classroom.



In



st ru



1. Use the tools you learned in previous Notes end user courses (or from prior Notes experience with the Notes client) to determine the active user name for your Notes workstation. 2. The following drawing represents the basic classroom setup. Label your machine in the classroom setup diagram below with your user name. 3. Label other machines in the classroom setup diagram below as directed by the instructor.



Student Guide Page No. 5



9



Lesson 1 ■ Navigating Domino Administrator



'RPLQR'DWDEDVHV Describe the Domino database



In s



tr



uc



to r



Describe the key elements of a Domino database as a segue to illustrating the Domino Directory on the next student page.
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'RPLQR'DWDEDVHV What is a Domino database?



or



Domino stores information in databases which contain objects known as documents (or data notes) and design elements. A document is an object containing text, graphics, video, audio, or other kinds of rich text data.



Database elements



Domino Database Element Documents (or data notes)



Brief Description



Contain data.



Used to create documents and display Web pages to a browser.



st ru



Forms



ct



The following table describes some of the elements contained in a Domino database.



Views



Used to display documents, like a dynamic table of contents.



Agents



Program statements that run at certain times.



Navigators



Contains hotspots, links, or buttons that perform actions. Analogous to image maps.



Database format



In



The database elements are contained in a database known as a Notes storage facility, or .NSF file. For example, a user’s mail file is a database (USERNAME.NSF) and the Domino Directory is a database (NAMES.NSF).
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Lesson 1 ■ Navigating Domino Administrator



:KDW,VWKH'RPLQR'LUHFWRU\" Illustrate the Domino Directory Describe the information contained in the Domino Directory. Use the diagram on the student page to emphasize the following points. Description



to r



Term



A Domino database with the filename NAMES.NSF.



Person document



Contains information about each user in the domain used for security and to address and deliver mail.



Server document



Contains information about each server in the domain used during server startup and for security.



Configuration document



Contains some server settings used during server startup. Note: Some server settings are stored in the Server document.



Connection document



uc



Domino Directory



Contains information about how servers should establish connections used to determine how to connect to another server for replication and mail routing.



Contains the names of users and/or servers that have something in common used for accessing Domino servers and databases, and for mail distribution lists.



Domain document



Contains information about other companies’ domains used for replication and mail routing.



tr



Group document



Each server in the domain stores a replica of the Domino Directory.



Domino Replication



Process that keeps the Domino Directories synchronized– distributes changes to the Domino Directory replicas on all servers in the domain.



In s



Replica



Show Domino Directory database



Show students the Domino Directory database by demonstrating the following:



1. From the Notes client, choose File➝Database➝Open to open World’s Address Book on the server PTHub/World. 2. Show the views and types of documents listed on the student page.



12



Implementing a Domino Infrastructure



Lesson 1 ■ Navigating Domino Administrator



:KDW,VWKH'RPLQR'LUHFWRU\" Information in the Domino Directory



■ ■ ■ ■ ■



■ ■



How each user’s mail should be delivered. The setup of each server in the domain. How tasks should run on the server. How to configure the Domino server environment. How to establish connections between servers. How often a server should communicate with other Domino servers for mail routing and database replication. The groups that are used for mailing lists and for securing resources. Which other companies can access the server.



ct



■



or



The Domino Directory is one example of a Domino database. The Domino Directory is a database of documents that stores information to help Domino and Notes function properly. This information includes:



st ru



Domino Directory Components



The following figure illustrates the contents of the Domino Directory database.



Domino Directory Database (NAMES.NSF)



In



Views



Servers view PTHub PTMail01 PTMail02 PTMail03 PTApps01 PTApps02 PTApps03



People view Doctor Notes Admin Mail01 Admin Mail02 Admin Mail03 Admin Apps01 Admin Apps02 Admin Apps03



Connections view PTHub➝PTAppsServers PTHub➝PTMailServers PTHub➝PTMail01 PTHub➝Server1@TheInternet



Certificates view /World /PT/World Groups view PTAdmins PTMailAdmins PTAppsAdmins PTAppsServers PTMailServers



Document Types Group Person Certificate Configuration Connection Domain Mail-in database Program Server Setup profiles



Note: Administrators make changes to the Domino Directory using the Domino Administrator client.
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Lesson 1 ■ Navigating Domino Administrator



'RPLQR$GPLQLVWUDWRU,QWHUIDFH Provide overview of Domino Administrator panes



Show:



■ ■ ■ ■ ■ ■ ■ ■ ■



Bookmarks Bookmarks window Favorites Domain servers list Tools Results pane Tabs Task buttons Actions Currently selected server



uc



■



to r



Show students how to close the Welcome screen. Provide an overview of Domino Administrator by pointing out each of the panes shown in the figure on the student page:



tr



Show the Favorites and Domain icons



In s



Show students the contents of each of the Favorites and Domain windows, and each of the sections in the Domain window.
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'RPLQR$GPLQLVWUDWRU,QWHUIDFH Domino Administrator panes



Pin bookmarks



Task buttons



Bookmarks



Tabs



Actions



ct



Current server



or



The Domino Administrator interface is separated into panes in order to help administrators manage different resources. The following figure shows the Domino Administrator panes.



Results pane



st ru



Bookmarks window with server list



Tasks



In



Tools
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Lesson 1 ■ Navigating Domino Administrator



1DYLJDWLQJ'RPLQR$GPLQLVWUDWRU Provide context for the upcoming activities This and subsequent student pages contain activities to provide an overview of Domino Administrator. These activities are:



■



Not intended to be an in-depth look at any of the tools in Domino Administrator. Intended to: ■ Provide a brief introduction to Domino Administrator. ■ Provide students with an opportunity to gain hands-on experience in using Domino Administrator.



to r



■



uc



Instruct students to select a server to administer



Students should select the assigned server to administer according to the classroom layout. Allow 3 minutes to complete this activity.



tr



Reinforce student findings from activity Ask the following questions after the students complete the activity. ■



In s



■



How do you know which server is currently active? Answer: Currently selected server name is listed under the tabs. What is the Domain name for Worldwide Corporation? Answer: World How do you display all of the servers in the domain? Answer: Domain bookmark displays the servers in the domain.



■



Note: Worldwide could have more than one domain, but for this scenario there is only one domain.



Verify selected servers Before moving to the next section, make sure each student has selected PTHub/World.
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1DYLJDWLQJ'RPLQR$GPLQLVWUDWRU Select a server to administer



or



In this activity, you will take a look at the servers currently in the World domain, then add PTHub/World (if not already available) to the Favorites pane to save for future viewing. Follow these steps to select a server in the Server pane to make changes to the Domino Directory. Step



2



Click the Favorites icon



Display the Bookmark window for the World domain by clicking the Domain servers icon



3



.



ct



1



Action



.



Keep the Bookmark window displayed by clicking the icon shown in the following figure:



st ru



Then choose Pin Bookmarks Window.



4



Expand the All Servers section, and select PTHub/World.



5



To add a server to the Favorites list, select PTHub/World, then rightclick, and choose Add server to Favorites from the pop-up menu.



6



Display the Favorites list by clicking on the Favorites icon to verify that PTHub/World is in the Favorites list.



7



Experiment with dragging and dropping servers onto the Favorites list.



Administration recommendations



In



Use these rules when administering servers: ■



■



Perform all administration tasks from the Administration client (Domino Administrator installed on a client machine) to prevent security breaches. Consider using a dedicated administration ID when performing administrative tasks.
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Lesson 1 ■ Navigating Domino Administrator



1DYLJDWLQJ'RPLQR$GPLQLVWUDWRU (continued)



Introduce Domino Administrator



In s



tr



uc



to r



Use the information on the student page to introduce the Domino Administrator tabs.
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1DYLJDWLQJ'RPLQR$GPLQLVWUDWRU (continued)



Domino Administrator Tabs General administration tasks are organized by the tabs described in the following table. Contents



or



Tab



People-related Domino Directory items: Person documents, groups, mail-in databases, and setup profiles.



Files



File interaction includes databases, templates, database links, and all other files in the server's data directory.



Server



Current server activity and tasks. This tab has four subtabs: Status, Analysis, Monitoring, and Statistics.



Messaging



Mail-related information. This tab has two sub-tabs: Mail and Tracking Center.



Replication



Replication schedule, topology, and events.



Configuration



All documents used to configure the server, such as: ■ Server document ■ Server Configuration document ■ Messaging and replication connections ■ Web Configuration documents ■ Directory Configuration documents



In



st ru



ct



People & Groups
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3HRSOHDQG*URXSV Show the People & Groups tab Provide an overview of the People & Groups tab. During the overview, point out the screen areas as referenced and explain the following:



■



A Person document A group



to r



■



Instruct students to view the People & Groups tab



In s



tr



uc



Allow students approximately 5 minutes to complete the activity.
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3HRSOHDQG*URXSV People and Group administration tools From the People & Groups tab, administrators can add, modify, and view:



■ ■ ■



What is a group?



or



■



Users in the domain Groups defined in the domain Documents defining mail-in databases and resources for scheduling Profiles used to streamline workstation setup Certificates used for authentication



ct



■



A group is a list of users and/or servers who have something in common. For example, groups can be used to: ■



st ru



■



Provide a group of users access to a database. Deny a group of users access to a server or database. Send mail to a distribution list.



■



View the People & Groups tab Follow these steps to view the People & Groups tab.



In



Step



Action



1



Select the People & Groups tab.



2



Expand the Domino Directories section. Note that all directories on the server display in this section. Select World’s Address Book.



3



Select the People view, and locate your Person document.



4



Double-click to open your Person document and see the type of information stored for each Notes user.



5



Display the People tools menu.



6



Select the Groups view, and display the Groups tools menu.



7



To see a list of the groups to which your user name belongs, scroll the action bar to locate the Find Group Member button, enter your user name, and click OK.
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Lesson 1 ■ Navigating Domino Administrator



)LOHV7DE Show the Files tab Provide an overview of the Files tab, and the menu options under it, while explaining the following:



■ ■ ■ ■



What is a database The Domino Directory is a Domino database Database tools Changing multiple databases simultaneously Database templates



to r



■



uc



Instruct students to view the Files tab



In s



tr



Allow approximately 5 minutes to complete the activity.
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)LOHV7DE Domino file administration tools From the Files tab, administrators can:



■ ■ ■



View file information. View disk space information. Add, modify, and delete folder and database links. Perform database management tasks.



or



■



ct



View the Files tab Follow these steps to view the Files tab. Step



Action



Select the Files tab.



2



Select the Disk space tools menu to see information about the drive on which the Domino server is installed. How much free disk space is there on the PTHub/World server



In



st ru



1



3



Click on the File name column header to sort the list of files by alphabetical order using the file name.



4



Select Local from the Domain servers list.



5



In the Help directory, select the Domino 5 Administration Help and the Notes 5 Help databases using either SHIFT-click or CTRL-click.



6



Choose Database➝ Full Text Index from the tools menu. This tool creates a full text index for searching for each of the selected databases.



7



Select Create, then click OK to create the full text index.



8



Right-click with several files selected to see a similar list of Database Tools.



9



From the Show me drop-down box, select All database types. Note: Domino databases have the .NSF file extension. ■ Domino database templates use the .NTF file extension. ■
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6HUYHU7DE Instruct students to view the Server tab



to r



Allow approximately 5 minutes to complete the activity.



In s



tr



uc



(continued on next page) ...
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6HUYHU7DE Server administration tools From the Server tab, administrators can:



■ ■



Issue commands to the Domino server. View server information to analyze and troubleshoot server performance. Monitor server tasks and statistics throughout the domain.



View the Server tab



ct



Follow these steps to view the Server tab.



or



■



Step



Action



Select the Server tab.



2



On the Status tab, view the list of tasks running on the server.



3



View the options under the Task, User, and Server tools menus.



4



Click the Console button, then perform the following tasks: a. Click the Live button to start a live console session. b. Click the Commands button to see a list of server console commands. c. Select Show Server from the list, and click OK. d. Click inside the command text window, and press ENTER to send the command to the server.



5



Click the Tasks button to return to the Status screen.



6



Select the Analysis tab, then perform the following tasks: a. Select the Notes Log section➝ Miscellaneous Events view. b. Open the document with the most recent date and time to view the recorded server process activity. Note: The server creates the Notes Log file automatically during server startup and records server activities, such as: ■ Mail routing events ■ Replication events ■ Server phone calls ■ Session information ■ Miscellaneous events ■ Database activity



In



st ru



1



(continued on next page) ...
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6HUYHU7DE (continued)



Reinforce student findings from activity Ask the following questions after the students complete the activity:



■



In s



tr



uc



■



What type of information is stored in the Notes Log file? Answer: Server and database activity. Where can you view server statistics and general health? Answer: ■ Server statistics: Server tab➝Statistics tab ■ General health: Server tab➝Status tab or Monitoring tab What are 2 statistics that are available? Answer: Any 2 statistics found on the Statistics or Monitoring tabs.



to r



■
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6HUYHU7DE (continued)



View the Server tab... Step



Action Select the Monitoring tab.



8



Click the Start button to begin server monitoring.



9



Drag and drop a server that is not being monitored from the Servers pane to the server monitor list.



10



Right-click in the Tasks pane to add the Statistics Collector task to the monitor. The Statistics Collector task is the task that collects the data displayed on the Monitoring tab.



11



Right-click in the Statistics pane to add the Free Disk Space statistic to the monitor.



12



To view real-time server statistics, select the Statistics tab.



In



st ru



ct



or



7
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0HVVDJLQJ7DE Instruct students to view the Messaging tab



to r



Allow approximately 3 minutes to complete the activity.



Reinforce student findings from activity



Ask the following questions after the students complete the activity:



■



In s



tr



■



Where do you view mail and routing information? Answer: Messaging tab➝Mail tab. How do you view a visual representation of the mail system structure? Answer: Messaging tab➝Mail tab➝Mail Routing Topology section➝By Connections view. On what other tab can you view Person documents? Answer: People & Groups tab➝Domino Directories section➝Address Book section➝People view.



uc



■
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0HVVDJLQJ7DE Messaging administration tools From the Messaging tab, administrators can:



■ ■



Monitor mail routing and issue commands to control mail routing. View mail routing topology maps. Track messages and generate reports on messages sent by users.



or



■



View the Messaging tab



ct



Follow these steps to view the Messaging tab. Step



Action



Select the Messaging tab.



2



Select the Mail tab. Select each of the following views on the Mail tab: ■ Mail users– Locate your Person document. ■ Routing Mailboxes



st ru



1



3



Expand the Messaging tools menu to see available mail routing tools.



4



Select the Mail Routing Topology section➝By Connections view, and locate your server.



5



Double-click on a line joining the servers to open the document that defines how the servers connect.



In



Note: We will discuss other tools on the Messaging tab later in this course.
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Lesson 1 ■ Navigating Domino Administrator



5HSOLFDWLRQ7DE Briefly describe Domino Replication



to r



This should not be an in-depth discussion. Defer questions regarding replication to Module C.



Instruct students to view the Replication tab Allow approximately 5 minutes to complete the activity.



uc



Discuss student findings after activity



Ask students the following questions after they complete the activity: Note: Answers to questions will vary depending on the Connection documents created during classroom setup. ■ ■



In s



tr



■



What servers replicate with the current server? What other servers will replicate with PTHub/World during regular business hours? What other servers will replicate with PTHub/World during off-peak hours?
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5HSOLFDWLRQ7DE What is Domino Replication?



Replication administration tools



or



A process called Domino replication keeps the Domino Directory and other Domino databases synchronized throughout the domain. Domino Replication is the process of exchanging modifications between two database replicas, so that the same database may be updated and shared by many users in different locations accessing different servers.



■ ■



View the replication schedule for a server. View Replication Events that have previously occurred. View Replication Topology maps.



st ru



■



ct



From the Replication tab, administrators can:



View the Replication Tab



Follow these steps to view the Replication tab. Step



Action



1



Select the Replication tab➝Replication Schedule view to see the days and times when the selected server will replicate with other servers. ■ What other servers will replicate with PTHub/World during regular business hours?



In



■



2



What other servers will replicate with PTHub/World during off-peak hours?



Select the Replication Topology➝By Connections view to see a map that represents the servers with which PTHub/World is scheduled to replicate.



Note: We will discuss other tools on the Replication tab later in this course.
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Lesson 1 ■ Navigating Domino Administrator



&RQILJXUDWLRQ7DE Show the Configuration tab Demonstrate the following:



■ ■



■



uc



■



Show the Server document tab interface, and point out pop-up field help. Show the All server documents view. Show a server Configuration document to distinguish Server document settings with server Configuration document settings. Show a Connection document. Note that Connection documents appear under the Replication, Messaging, and Server sections. Ask students: Under what other tab did we look at Connection documents? Answer: Messaging tab➝Mail tab➝Mail Routing Topology section➝By Connections view and Replication tab➝Replication Topology section➝By Connections view.



to r



■



Note additional information for Configuration tab



In s



tr



Present the Domino Directory material on the student page.
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&RQILJXUDWLRQ7DE Server configuration administration tools From the Configuration tab, administrators can change the following settings:



■ ■ ■ ■ ■ ■ ■



Server Messaging Replication Directory Web server Statistics and Events Cluster Miscellaneous; Certificates, Licenses, Holidays User, server, and certifier registration and certification



or



■



ct



■



st ru



Domino Directory documents



Tips to remember when working on the configuration tab include: ■



■



■



In



■



Each server in the domain has a Server document that contains information about the server. Domino uses this information during server startup and for security. Some server settings are stored in the Server document; others are stored in Configuration documents. Domino uses this information during server startup. Information about how servers should establish connections are stored in Connection documents. Domino uses this information in determining how to connect to another server for replication and mail routing. Information about other companies’ domains is stored in Domain documents. Domino uses this information for replication and mail routing.
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Lesson 1 ■ Navigating Domino Administrator



&RQILJXUDWLRQ7DE (continued)



Instruct students to view the Configuration tab Allow approximately 5 minutes to complete the activity.



to r



Emphasize caution on student page



In s



tr



uc



After students complete the activity, stress the caution on the student page.
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&RQILJXUDWLRQ7DE (continued)



View the Configuration tab Follow these steps to view the Configuration tab. Step



Action Select the Configuration tab.



2



Select the Server section➝Current Server document view. Note that: ■ This view shows the settings for the selected server. ■ Different settings appear on each tab in the Server document. What ports are enabled on PTHub/World?



3



Select the Server section➝All Server documents view to see a list of documents for all domain servers.



4



Select the Server section➝Configurations view to see a list of documents that control some server settings. Locate the Configuration document(s) that apply to PTHub/World.



5



Select the Server section➝Connections view to see a list of documents that define how and when servers connect. Note: The Replication section➝ Connections view and Messaging section➝ Connections view displays the same list of connections.



st ru



ct



or



1



6



Select the Miscellaneous section➝Licenses view to see the licenses installed in the domain.



Use caution when selecting a different Directory server



In



The Use Directory on drop-down box is used to display the Domino Directory on a server other than the selected server. Use caution when using this option to ensure that the Domino Directory is not modified on the wrong server.
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6HOHFWLQJ$GPLQLVWUDWLRQ3UHIHUHQFHV Verify certifier ID file



to r



The classroom setup instructions included a step to copy the /World certifier ID, CERT.ID, to the \Notes\data\Ids\Certs directory on each workstation.



Instruct students to set administration preferences Allow students approximately 5 minutes for this activity.



uc



Verify selected server



In s



tr



Verify that each student has the correct server selected before moving to the next lesson.
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6HOHFWLQJ$GPLQLVWUDWLRQ3UHIHUHQFHV Types of administration preferences Administration preferences allow customizing the Domino Administrator work environment. These preferences include the following choices:



■ ■ ■



The domains to administer. The type and order of file information displayed. The way in which Domino collects and displays server monitoring data. The defaults to use when registering users, servers, and certifiers.



ct



Select administration references



or



■



Follow these steps to set the default settings for administering servers from Domino Administrator. Step



Action



From Domino Administrator, choose File➝ Preferences➝ Administration Preferences.



2



On the Basics tab, select the World domain from the list, click Edit, then enter/verify the Domino directory server is PTHub/World.



3



On the Files tab, verify/change the information displayed in each column.



4



On the Monitoring tab, verify the settings for the server monitor.



5



On the Registration tab, make the following selections: a. Click Registration server, enter PTHub/World, and click OK. b. Click Certifier ID, select /World certifier ID file, Cert.ID, in the \Notes\data\ids\certs directory, and click Open. c. Click Mail options, and select PTHub/World. Accept the other default mail settings, and click OK. d. Accept the default ID settings. e. Enter world.com for the Internet domain.



6



Click OK to close the Administration Preferences dialog box.



In



st ru



1
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%



to



r



6HWWLQJ8S6HUYHUVDQG 1RWHV&OLHQWV Lesson 2



Using a Deployment Plan



Lesson 3



Setting Up the First Server and



uc



Administrator



Adding Domino Servers



Lesson 5



Adding Notes Clients



In



st r



Lesson 4







8VLQJD'HSOR\PHQW3ODQ



Introduce the concept of a deployment plan



In



st



ru



ct or



Introduce the objectives for this lesson while introducing the idea of using a deployment plan for implementation.
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8VLQJD'HSOR\PHQW3ODQ



Plan a Domino rollout



or



Worldwide Corporation has gone through extensive planning to determine their mail and groupware application requirements, and decided to use Lotus Domino/Notes as Worldwide’s global standard.



Objectives



ct



As a result of their planning, Worldwide has designed a deployment plan to implement Domino/Notes throughout the company.



Upon completion of this lesson, you should be able to:



Identify the process for implementing a Domino infrastructure.



In



st ru



■
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Lesson 2 ■ Using a Deployment Plan



,PSOHPHQWLQJD'HSOR\PHQW3ODQ Review the deployment plan



to r



Take approximately 5 minutes to provide a high-level overview of Appendix B: Worldwide Corporation Infrastructure Plan, in this guide.



Provide overview of classroom implementation



Show Slide 3, Classroom Implementation, in the Classroom Diagrams presentation (SA210.FMP), included with the instructor materials. The slide builds to show the Domino/Notes components to implement in the following order:



■



tr



■



Build 1: Instructor's machines ■ Hub server ■ Administrator's workstation Build 2: Student server machines ■ 3 application servers ■ 3 mail servers Build 3: Student workstation machines ■ 3 application server administrators ■ 3 mail server administrators Build 4: Replication topology Build 5: Mobile client access Mail routing topology ■ Build 6: Two Domino Named Networks ■ One for the instructor's server ■ One for the student servers ■ Build 7: Between DNNs within the company intranet ■ Build 8: To the Internet Build 9: Web server using SSL authentication on PTApps03/SVR/World Build 10: POP3 mail server for POP3 mail clients on PTMail03/SVR/World



uc



■



■ ■



In s



■



■ ■



Relate classroom diagram to students Ask students the type of machine at which they are seated – server or workstation – and the name of the server or workstation from the diagram.
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,PSOHPHQWLQJD'HSOR\PHQW3ODQ Worldwide Corporation’s deployment plan



■ ■ ■



or



The complete Worldwide Corporation Infrastructure Plan appears in Appendix B: Worldwide Corporation Infrastructure Plan, of this guide. The deployment plan includes three regions for implementation: Portugal United Kingdom Brazil



ct



Classroom implementation



This course covers implementing a subset of the deployment plan, the Portugal region. The Domino/Notes components that will be set up for the Portugal region appear in the following completed classroom diagram.



Portugal



st ru



Replication



DNN: TCPIP Network



Mail Routing



Doctor Notes/World



Internet



PTHub/World



Remote access



PTApps01/SVR/World



Admin Apps01/PT/World



PTMail01/SVR/World



Admin Mail01/PT/World



PTApps02/SVR/World



In



Admin Apps02/PT/World



PTMail02/SVR/World



Admin Mail02/PT/World



DNN: WorldPTNet



PTApps03/SVR/World



PTMail03/SVR/World Web



Admin Apps03/PT/World



Admin Mail03/PT/World



Hub server: Replicates databases, routes Internet and Intranet mail.



POP3



Mail server: Stores mail files, routes mail to the hub server and other mail servers in the Domino Named Network



Application server: Stores databases, replicates with the hub and application servers
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,PSOHPHQWLQJD'HSOR\PHQW3ODQ (continued)



Review the checklist The checklist includes the order in which students will implement Domino/ Notes in this course.



■



■



to r



Note: The following checklist items are covered outside the primary course modules: Task 13 is covered in Appendix C: Setting Up Calendaring and Scheduling. Tasks 18 and 19 are covered in Optional Module F: Configuring Internet Messaging Servers and Clients, in this guide.



uc



Instruct students to tear out checklist



To reinforce the classroom implementation phases, instruct students to tear out the checklist on the student page from their student guide. At the end of each lesson, review the Implementation checklist item just completed. This checklist also appears at the end of Appendix B for the students to use during their deployment.



tr



Use Checklist presentation



In s



The instructor materials include a Checklists Mobil Screenshow presentation, SA210CHK.FMP, that includes this Implementation checklist and a checklist for configuring mail routing in Module D: Configuring Messaging Settings. Display the appropriate slide from this presentation at the beginning of each lesson to introduce the checklist items students will complete in the lesson, then show the next slide at end of each lesson to review the completed checklist items.
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,PSOHPHQWLQJD'HSOR\PHQW3ODQ (continued)



Implementation checklist Worldwide Corporation’s deployment plan calls for the following order of implementation for Domino/Notes. Procedure



or



Task 1



Set up the first server.



❏



2



Add an administrator’s workstation.



❏



3



Add Domino servers.



❏



4



Add Notes clients.



❏



5



Set administration preferences.



❏



6



Set up access to servers.



❏



7



Set up access to the Domino Directory.



❏



8



Set up server logging.



❏



9



Synchronize Domino system databases throughout the domain.



❏



10



Add mobile clients.



❏



11



Route mail internally.



❏



12



Route mail to the Internet.



❏



13



Set up Calendaring and Scheduling.



❏



14



Configure the Domino Web server.



❏



15



Set up a certifying authority for SSL and S/MIME.



❏



16



Set up Internet protocols for SSL.



❏



17



Set up browser and Notes clients for SSL and S/MIME.



❏



18



Configure Internet messaging servers.



❏



19



Set up non-Domino messaging clients.



In



st ru



ct



❏
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6HWWLQJ8SWKH)LUVW6HUYHU DQG$GPLQLVWUDWRU



ct or



Introduce the starting point for implementation Introduce the objectives for this lesson. This lesson focuses on the installation of the first server. Students will use the components created during first server setup to set up the rest of the servers and users in the domain in the upcoming lessons. Show Slide 2 of the Checklists presentation included with the instructor materials (SA210CHK.FMP). At the end of this lesson, the following Implementation checklist items will be complete:



In



st



ru



‰ Set up the First Server. ‰ Add an administrator’s workstation.
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6HWWLQJ8SWKH)LUVW6HUYHU DQG$GPLQLVWUDWRU



or



The first Domino server The administrators for Worldwide Corporation will begin implementation with the first Domino server. The following components result from setting up the first server, which will be used to implement the rest of the plan:



■ ■ ■



Organization certifier Server name Administrator’s name Directory of resources in the domain



st ru



Objectives



ct



■



Upon completion of this lesson, you should be able to: ■ ■



In



■



Install the Domino server software. Set up the first Domino server. Create a database to track Domino/Notes licenses.
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Lesson 3 ■ Setting Up the First Server and Administrator



3UHSDULQJWR5HFRQILJXUHD6HUYHU Explain breaking down the servers



to r



Note that we will break down the servers and workstations in the classroom in order to practice installing and setting up servers and workstations; however, there are legitimate corporate reasons to break down a server or workstation, as listed on the student page. Also, note that Domino does not permit running the server setup program again until after the server is broken down.



Break down the instructor’s server



uc



Use the procedure on the student page to demonstrate breaking down the instructor’s server.



Do not delete the IDs or Domino Directory



tr



Skip procedure step 4: Do not delete the IDs or Domino Directory. An upcoming demonstration sets up the first server using the existing IDs and Domino Directory.



In s



Step 5: Copy the SETUP.NSF file from the backup created during classroom setup.



48



Implementing a Domino Infrastructure



Lesson 3 ■ Setting Up the First Server and Administrator



3UHSDULQJWR5HFRQILJXUHD6HUYHU Why break down a server? An administrator may break down a Domino server for the following reasons:



■



To change the server’s name or role in the organization. To create a new test or production domain in the company.



or



■



Break down a server



ct



Now, we will practice installing and setting up the first Domino server in a domain, so we will need to break down the instructor’s server. Follow these steps to break down a server in order to reconfigure it. Step



Action



Shut down the server. This ensures that the files to delete are not open.



2



Edit the NOTES.INI file located in the Domino program directory using any text editor so that it contains only the following lines:



st ru



1



[Notes] Directory=drive:\Domino\Data KitType=2 SetupDB=Setup.nsf InstallType=#



Drive is the location where the Domino server software is installed, and # is the InstallType currently listed in the NOTES.INI file. Note: KitType=2 indicates that this machine is a Domino server.



3



Delete the following key files from the Domino\data directory, if they exist:



■ ■ ■



In



■ ■ ■ ■ ■



4



■ ■ ■ ■ ■ ■ ■ ■



LOG.NSF MAIL*.BOX MAIL\*.* (optional) NNTPPOST.NSF REPORTS.NSF STATMAIL.NSF STATREP.NSF WEBADMIN.NSF



Delete the following files only if setting up a new Domino domain: ■



5



*.DSK ADMIN4.NSF BOOKMARK.NSF BUSYTIME.NSF CATALOG.NSF CERTLOG.NSF CERTSVR.NSF EVENTS4.NSF



*.ID



■



NAMES.NSF



If not reinstalling, copy the Domino Configuration database file, SETUP.NSF, from a backup to the Domino\data directory on the server.
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Lesson 3 ■ Setting Up the First Server and Administrator



&KRRVLQJWKH'RPLQR6HUYHU/LFHQVH Explain the server license types The following server licenses will be used for each of these classroom servers. Server license



Rationale



to r



Server type



Domino Mail server



Provides Domino and Internet mail services.



Application server



Domino Application server



Provides custom database applications for Notes and Web clients, and Domino database transaction logging.



Hub server



Domino Enterprise server



Clusters the hub servers and sets up the Internet Cluster Manager.



uc



Mail server



Defer questions about transaction logging



tr



Module C: Administering the Domino Server covers setting up transaction logging.



Avoid discussion of partitioned servers and clustered servers



In s



Setting up partitioned servers or clustered servers is beyond the scope of this course. Refer interested students to the Setting Up a Domino Server Guide, Domino 5 Administration Help database and Learner-Directed Offerings by Lotus Education.



Present classroom implementation Use Slide 4, Classroom Server Licenses, in the Classroom Diagrams presentation included with the instructor materials to present the number, type, and location of classroom servers.
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&KRRVLQJWKH'RPLQR6HUYHU/LFHQVH Server license types There are three Domino server licenses.



■ ■ ■



Domino Application server



■ ■ ■



Domino Enterprise server



■ ■ ■



All the functionality of the Domino Mail server Custom Domino databases for Notes and Web clients Database transaction logging All the functionality of the Domino Application server Domino clusters Internet Cluster Manager for Web servers Server partitioning



st ru



■



Domino and Internet Mail Calendaring and Scheduling Domino Discussion databases



ct



Domino Mail server



Function



or



License type



Classroom server licenses



The following diagram shows the classroom servers to install.



In



Application server



Portugal Enterprise server



Mail server



Application server



Mail server



Application server



Mail server



Note: This lesson covers setting up a hub server as the first server in the Domino environment using the Domino Enterprise server license.
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Lesson 3 ■ Setting Up the First Server and Administrator



,QVWDOOLQJWKH'RPLQR6HUYHU6RIWZDUH Explain rationale for next step



to r



It is not necessary to reinstall the server software after breaking down the server in order to reconfigure it. However, we will reinstall the server software on the servers to provide the opportunity to practice installing the Domino server software.



Instruct students to install the Domino server software Allow students approximately 10 minutes to complete this activity.



uc



Instruct students to install the Domino server software on all classroom servers according to the Classroom Server Licenses diagram on the preceding page. Two students should work together in administrator/server teams as follows: ■ ■



One student at mail or application server One student at mail or application server’s client



Step 1: Direct students to the appropriate location of the install executable.



tr



Step 5: Provide students with the correct drive on which to install the software.



In s



Move on to the next section While the software is installing, move on to the next section.
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,QVWDOOLQJWKH'RPLQR6HUYHU6RIWZDUH Install the Domino server software Work in administrator/server teams to install the Domino server software on designated server machines.



Step



or



Follow these steps to install the Domino server software. Action



Run the Domino 5.0 server Install executable, SETUP.EXE, from the location provided by the instructor.



2



Click Next on the Welcome screen.



3



Click Yes to agree with the terms of the Lotus Licensing Agreement.



4



On the next screen, enter the following information: a. Name: Enter the server license to install, for example, Mail Server. b. Company name: Enter Worldwide Corporation. c. Click Next.



5



ct



1



Select the following folders: Install program files to the drive:\Domino directory. ■ Install data files to the drive:\Domino\data directory. where drive is provided by the instructor.



In



st ru



■



6



On the next screen, choose a server type to install using the Classroom Server Licenses diagram on the preceding page to determine the server type at which you are seated. ■ Application servers will require the Domino Application server license. ■ Mail servers will require the Domino Mail server license.



7



Click Next to install the default server components.



8



Accept the default group, Lotus Applications, in which to include the Domino 5.0 server program icon, and click Next to begin copying files.



9



It is not necessary to complete the Product Registration Information. Click Exit, then click Yes to confirm exiting.



10



Click Finish to complete the installation.



11



Back up the Domino Configuration database, SETUP.NSF, in the event that you need to reconfigure the server later.
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Lesson 3 ■ Setting Up the First Server and Administrator



:KDW,V)LUVW6HUYHU6HWXS" Summarize what the first server setup accomplishes



to r



Summarize the key components created by first server setup that appear on the student page. Use the diagram on the student page to illustrate the files created during first server setup.



Stress the significance of the Domino Directory



Use Slide 5, Components from First Server Setup, in the Classroom Diagrams presentation included with the instructor materials, to illustrate the contents of the Domino Directory. Stress that the Domino Directory is the:



In s



tr



■



Most important database in a domain because it contains information about all resources in the domain. Database that contains the information created and updated using Domino Administrator.



uc



■
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:KDW,V)LUVW6HUYHU6HWXS" What first server setup accomplishes The first server setup program creates:



■



■



ct



■



A new Domino domain and a Domino Directory for the domain. An organization certifier for the specified organization and stores it in the default Domino data directory. An entry for the server in the Domino Directory, and a server ID stamped by the organization’s certifier, stored in the Domino data directory. An entry for the administrator in the Domino Directory, and the administrator’s ID stamped by the organization’s certifier and stored in the Domino Directory.



or



■



Components resulting from first server setup



st ru



The following figure illustrates the components created by the first server setup program.



Documents Certificate Configuration Connection Domain Group Mail-in database Person Program Server Setup profiles



In



File system NAMES.NSF CERT.ID SERVER.ID USER.ID



Domino Directory Database (.NSF file)



Domino Directory The Domino Directory is the most important database in the Domino environment. The Domino Directory contains information about all Domino resources and how the resources should function. Each server in the domain stores an exact replica of the domain’s Domino Directory created during first server setup.
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Lesson 3 ■ Setting Up the First Server and Administrator



:KDW$UH'RPDLQVDQG2UJDQL]DWLRQV" Present domains and organizations



■



The deployment plan calls for setting up one domain and one organization hierarchy (all names are descendants of the /World organization certifier). The certifier ID stamps server, user and other certifier IDs with its certificate. The /World organization certifier stamps: ■ User: Doctor Notes ■ Server: PTHub ■ Other certifiers to be discussed in the next lesson



In s



tr



uc



■



to r



Use Slide 7, Organizational Hierarchy, in the Classroom Diagrams presentation in the instructor materials to explain the material on the student page. Stress the following points:
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:KDW$UH'RPDLQVDQG2UJDQL]DWLRQV" Domino domains A domain is a collection of servers and users that share a single Domino Directory. The domain name is typically the company name.



■ ■ ■



or



Although it is possible to have several domains within an organization, most companies will define themselves as a single domain. Single domains: Simplify the process of addressing mail. Optimize mail routing. Are easier to maintain than multiple domains.



ct



Note: Domino domain names should not have a period (.) in the name.



When to use multiple domains



st ru



Consider placing Web servers accessible via the Internet in a separate domain to maintain a secure environment. Large enterprise corporations might consider defining regions or countries as separate domains in order to keep the Domino Directory manageable for administrators, for users to search, and to maintain good server performance.



Domino organizations



In



A Domino organization defines the naming hierarchy for the Domino environment which is used for security. The organization name can be the same as the domain name, or it can be a shortened version of the company name.



A Domino organization certifier ID is a special file created at the time the first Domino server is set up in the company. Every Domino server and Notes workstation needs an ID file created by a system administrator. The registration process for servers and users creates a server or user ID file that is certified by a certifier ID.
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6HUYHU6HWXS3URJUDP&KRLFHV Present setup options



In s



tr



uc



to r



Briefly present the material on the student page. Point out these setup options during the demonstration on the next instructor page.
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6HUYHU6HWXS3URJUDP&KRLFHV Types of setup methods The following table describes the two server setup methods that the Domino server setup program provides. Description



or



Setup Method



Uses default settings from the installation information and server machine; the administrator must choose the server audience and enter passwords.



Advanced Configuration



Provides detailed options for server audience, domain name, certifier name, server name, and passwords.



ct



Quick and Easy Configuration



Types of server audiences



st ru



The audience selected during server setup determines the type of users who will access the Domino server. The following table describes the types of server audiences. Server Audience



Description



For Web browsers, such as Microsoft Internet Explorer and Netscape Navigator, to access data on the server.



Internet mail packages



For Internet mail clients using the POP3 (Post Office Protocol 3), IMAP (Internet Message Access Protocol), and SMTP (Simple Mail Transfer Protocol) protocols to access mail on the server.



News readers



For Internet news readers using the Network News Transfer Protocol (NNTP) to access the server.



Enterprise connection services



For connecting in real time to back-end data, such as relational databases and Enterprise Resource Planning (ERP) systems.



In



Web browsers
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+RZWR6HW8SWKH)LUVW'RPLQR6HUYHU Set up the hub server as the first server Use the procedure on the student page to demonstrate first server setup and reinforce the concepts discussed on the previous pages.



■ ■



HTTP, Both mail and applications SMTP



to r



Step 4: Maintain all defaults, plus check:



Step 5: Enter the following information:



■ ■



■



Domain name: World Certifier name: World Do not enter a Certifier Country code. The next lesson includes more information on Country codes. Select Use existing certifier ID, and enter CERT.ID for the file name.



uc



■



Step 6: Enter the following information: ■ ■



tr



■



Server name: PTHub Server hostname: PTHub.world.com Select Use existing server ID, and enter SERVER.ID for the file name.



Step 7: Enter the following information:



■



In s



■



First and last names: Doctor Notes Select Use existing administrator ID, and enter USER.ID for the file name.
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+RZWR6HW8SWKH)LUVW'RPLQR6HUYHU Set up and launch the first server The first step to setting up the Domino environment is to set up the first server.



or



Follow these steps to set up the first server. Step



Action



1



Launch the Domino server to run the setup program. From Windows NT, choose Start➝ Programs➝ Lotus Applications➝ Lotus Domino Server. Note: On UNIX and OS/2 platforms, the server will start in HTTP setup mode in order to set up the server from a browser.



2



Select First Domino server, and click



3



Select Advanced Configuration, and click



4



Select the Server Audience, and click



5



On the Administration Settings screen, provide the following information in the Organization Identity section: a. Fill in the following fields according to the naming scheme: Domain name ■ Certifier name ■ (Optional) Certifier Country Code ■ b. Select one of the following options: Allow setup to create new certifier ID, and enter a certifier ■ password. Use existing certifier ID, and enter the certifier ID file name. ■



ct



.



.



In



st ru



.



6



Provide the following information in the New Server Identity section: a. Fill in the Server Name and server hostname according to the naming scheme. b. Select one of the following options: Allow setup to create new server ID. ■ Use existing server ID, and enter the server ID file name. ■



7



Provide the following information in the Administrator’s Identity section: a. Fill in the First and Last names according to the naming scheme. b. Select one of the following options: Allow setup to create new administrator ID, and enter a pass■ word. Use existing administrator ID, and enter the administrator ID file ■ name. (continued on next page) ...
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Lesson 3 ■ Setting Up the First Server and Administrator



+RZWR6HW8SWKH)LUVW'RPLQR6HUYHU (continued)



Set up the hub server as the first server... Continue using the procedure on the student page to demonstrate first server setup.



to r



Step 8: Accept the defaults for Network and Communications Port options. Step 12: Use the information provided by the setup program to explain the benefit of allowing the setup program to create an administrator’s group. Step 13: Enter PTAdmins for the group name.



Note: Students will create additional groups in an upcoming lesson.



uc



Launch the server



In s



tr



Verify that the server launches properly before moving to the next section.
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+RZWR6HW8SWKH)LUVW'RPLQR6HUYHU (continued)



Set up and launch the first server...



Step



Action Select the appropriate Network and Communications Port options.



9



Click Finish.



10



Enter password(s), if prompted.



11



When setup is complete, record the passwords.



12



Click the Set Access Control List Entry button.



13



Enter a group name for the administrators, and click OK.



14



Click the Exit Configuration button.



15



Launch the Domino server. From Windows NT, choose Start➝ Programs➝ Lotus Applications➝ Lotus Domino Server.



In



st ru



ct



or



8
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Lesson 3 ■ Setting Up the First Server and Administrator



3URWHFWLQJWKH&HUWLILHU,' Emphasize certifier ID security



In s



tr



uc



to r



Use the tip on the student page to stress that they should keep the certifier ID in a secure location.
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3URWHFWLQJWKH&HUWLILHU,' Secure the organization certifier ID Move the organization certifier ID (CERT.ID) from the Domino\data directory on the first Domino server to the following places:



■



A diskette to be stored in a locked cabinet in a secure location. The Notes\data\Ids\Certs directory on designated administrators’ workstations.



or



■



In



st ru



ct



For additional security, consider requiring multiple passwords to access the organization certifier ID. For more information about adding multiple passwords to an ID file, see the Domino 5 Administration Help database.
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7UDFNLQJ/LFHQVHVLQWKH'RPLQR 'RPDLQ Clarify the purpose of the Certification Log



In s



tr



uc



to r



Present the material on the student page.
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7UDFNLQJ/LFHQVHVLQWKH'RPLQR 'RPDLQ The Certification Log



■ ■ ■



or



The Certification Log (CERTLOG.NSF) maintains a record of user and server certification information. The information includes: Name, license type, and ID number for the user or server Date of certification and expiration Name, license type, and ID number of the certifier ID used to certify the ID



ct



Use one Certification Log for a domain



Use one Certification Log for the entire domain, by creating: ■



In



st ru



■



The Certification Log on the first server Replicas of the Certification Log on each additional server
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7UDFNLQJ/LFHQVHVLQWKH'RPLQR'RPDLQ (continued)



Create the Certification Log database Use the procedure on the student page to demonstrate creating the Certification Log.



to r



Step 2: Select PTHub/World. Step 6: Set the database ACL as follows. ACL Entry



Access



PTAdmins



Author access with Create documents



Default



Reader



In s



tr



uc



Note: Database Access Control Lists will be covered in more detail in Module C: Administering the Domino Server.
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7UDFNLQJ/LFHQVHVLQWKH'RPLQR'RPDLQ (continued)



Create the Certification Log Create the Certification Log after setting up the first Domino server in a domain.



or



Follow these steps to create the Certification Log. Step



Action



1



From Domino Administrator, choose File➝ Database➝ New.



2



Select the first server where the Certification Log will reside.



3



Enter the following information: Database title: Certification Log ■ Database file name: CERTLOG.NSF



ct



■



Select the Template Server, then select Certification Log (CERTLOG.NTF) from the list of templates.



5



Click OK to create the database.



6



To set database access, choose File➝ Database➝ Access Control.



7



To add an entry for administrators, click Add, then perform these steps:



st ru



4



a. Click to select the administrators group who will register users, servers, and recertify IDs, and click OK. b. Select the Author access level with the Create documents privilege. To set the default access, perform these steps: a. Select the -Default- entry. b. Select No Access or Reader access level.



9



Click OK to close the Access Control List dialog box.



In



8
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$GGLQJ'RPLQR6HUYHUV



Introduce the next implementation step



ct or



Introduce the objectives for this lesson. Show Slide 3 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



In



st



ru



‰ Add Domino servers.
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$GGLQJ'RPLQR6HUYHUV



Mail and application servers



or



Worldwide Corporation has planned for mail and application servers. They will use the organization certifier and Domino Directory to expand the organization hierarchy in order to add servers to the Domino intranet.



Objectives



■



■



Create an additional certifier for servers per an established naming scheme. Create server IDs per an established naming scheme. Set up servers in the Domino domain per an established naming scheme.



In



st ru



■



ct



Upon completion of this lesson, you should be able to:
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)DFWVDERXWD+LHUDUFKLFDO1DPLQJ 6FKHPH Review the deployment plan hierarchical naming



Present name components



to r



Review the Worldwide Corporation Naming Conventions section of the deployment plan. Review the chosen naming hierarchy.



Use Slide 7, Organizational Hierarchy, in the Classroom Diagrams presentation included with the Instructor materials to explain hierarchical naming. Emphasize the following point:



uc



The organization represents the top organization certifier ID, and the organizational units represent additional certifier IDs that are descendants of the organization certifier.



Discuss possible hierarchical names from the diagram



tr



Ask students the fully hierarchical name for the following servers and users in the diagram: ■



In s



■



Pedro Lopes Answer: Pedro Lopes/PT/World PTApps01 Answer: PTApps01/SVR/World PTMail01 Answer: PTMail01/SVR/World Marcus Frank in the UK Answer: Marcus Frank/UK/World Marcus Frank in Portugal Answer: Marcus Frank/PT/World



■



■



■



Other examples of fully distinguished names include:



Person: Louisa Howes/PT/World Server: PTMail02/SVR/World
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)DFWVDERXWD+LHUDUFKLFDO1DPLQJ 6FKHPH Name components



Component



or



Domino uses hierarchical naming to guarantee unique user and server names across a large network. Hierarchical names are also known as distinguished names. The following table describes the components of a name. Description



Characters



Common Name (CN)



The person’s full first and last names, or the server name.



Organizational Unit Name (OU)



Typically a department or location name.



32 per OU



No



Organization Name (O)



Typically a company or school name.



3 to 64



Yes



Country (C)



ISO standard two-letter abbreviation for the country and top-level location.



0 or 2



No



st ru



ct



80 maximum



Required



Yes



The format for a hierarchical name is: CN/OU4/OU3/OU2/OU1/O/C



Organizational hierarchy



In



The following diagram is an example of a Worldwide Corporation organizational chart.



OU1 PT



OU1 SVR



CN



CN



PTMail01



PTMail02
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O World



CN



OU1 UK



CN CN



PTApps01 Louisa Howes



CN



Marcus Frank



CN



Pedro Lopes



Marcus Frank
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1DPLQJ2SWLRQVIRU5HJLRQV Explain the use of country codes



to r



Explain the caution on the student page. Emphasize that since the country code is part of the fully distinguished name, each certifier that uses a country code is a different certifier, even though the organization name is the same.



Note classroom implementation



In s



tr



uc



Note that Worldwide Corporation will use the first OU to designate the country, as an alternative to using country codes.
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1DPLQJ2SWLRQVIRU5HJLRQV Using country codes



■ ■ ■



or



In an international organization, using country codes would require creating multiple organization certifiers (one for each country code). For example, if Worldwide Corporation had decided to use country codes, there would be three organization certifier IDs as follows: /World/PT /World/UK /World/BR



ct



Note: See the tip below for an alternative to using country codes.



Recommendations for organizational units



st ru



Use the following as guidelines for deciding on organizational units: ■



■



In



■



As an alternative to using country codes, use the first OU level to designate the country, for example, /PT/World. Use the second OU level for department names to further distinguish users, for example, /IS/PT/World A hierarchical name can be comprised of up to four organizational units. However, in general, do not use more than three organizational units.
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&UHDWLQJWKH6HUYHU·V2UJDQL]DWLRQDO 8QLW&HUWLILHU Explain the next steps



to r



Show Slide 8, Classroom Organizational Hierarchy, in the Classroom Diagrams presentation included in the instructor materials. The deployment plan calls for the additional servers to be placed in their own organizational unit, /SVR/World.



Emphasize the role of the registration server and the Domino Directory



■



All domain resources, certifiers, servers, and users are stored in the Domino Directory. Each server in the domain will store a replica of the Domino Directory.



In s



tr



■



uc



Define the registration server as described on the student page, then remind students that:
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&UHDWLQJWKH6HUYHU·V2UJDQL]DWLRQDO 8QLW&HUWLILHU Organizational units



ct



O World



or



For ease of administration, the naming scheme in the deployment plan places all servers in the same organizational unit. The following diagram shows the organization hierarchy with the first organizational unit to create highlighted.



OU1 PT



OU1 SVR



st ru



Directory entries for organizational units



The certifier registration process creates an entry for the organizational unit certifier in the Domino Directory. Certifier registration results in the following:



Domino Directory



Certificate document



In



SVR.ID



The registration server



Select a registration server when registering a certifier or other Domino resource. Domino updates the Domino Directory on the registration server first. Then, Domino Replication distributes the changes to the Domino Directory replicas on all other servers in the domain. Note: Select a Domino server for the registration server. Do not leave the Registration server as “Local.”
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&UHDWLQJWKH6HUYHU·V2UJDQL]DWLRQDO8QLW&HUWLILHU (continued)



Create the organizational unit certifier for the servers Use the procedure on the student page to create the server’s organizational unit certifier.



to r



Step 4: The parent certifier ID is /World: CERT.ID Step 6: The registration server is PTHub/World.



Step 7: Enter SVR.ID for the certifier file name, and store the ID file in the \Notes\data\Ids\Certs directory. Step 8: Enter SVR for the organizational unit name.



Step 9: Select Acceptable user password (8) for the password quality, and enter a generic certifier password, such as lotusnotes or password.



uc



Step 10: Select the appropriate security type for the classroom location (North American or International). Step 11: Enter PTAdmins for the administrators group to receive certification requests.



tr



Show the results of OU registration



When registration is complete, show the following from Domino Administrator: The certificate document in the Domino Directory: People & Groups tab➝Domino Directories section➝World’s Address Book section➝Certificates view. The document in the Certification Log: Files tab; double-click to open the Certification Log database.



In s



■



■
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&UHDWLQJWKH6HUYHU·V2UJDQL]DWLRQDO8QLW&HUWLILHU (continued)



Access to create OU certifiers



■ ■



or



Only those administrators that meet the requirements can register organizational units. Administrators must have: Access to the certifier ID file and password The appropriate access to the Domino Directory



ct



Create an organizational unit certifier



To expand the organizational hierarchy, follow these steps to create an organizational unit certifier. Step



Action



From Domino Administrator, select the server to administer.



2



Select the Configuration tab.



st ru



1



Choose Registration➝ Organizational Unit from the tools menu.



4



Select the parent certifier ID file, and click Open.



5



Enter the certifier ID password, and click OK.



6



Click Registration Server, select the appropriate server, and click OK.



7



Click Set ID File, enter the new certifier ID file name, and click OK.



8



Enter the Organizational Unit name.



9



Select a Password quality, and enter a certifier password.



10



Select a Security type.



11



Enter the name of an administrator or group of administrators to receive certification requests.



12



Click Register.



In



3
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3UHSDULQJIRU0RUH6HUYHUV Copy /SVR/World Organizational Unit Certifier ID (SVR.ID)



to r



Use the operating system to copy the /SVR/World organizational unit certifier ID (SVR.ID) from the Notes\data\Ids\Certs directory on the instructor’s workstation to the Notes\data\Ids\Certs directory on each student workstation. Transport the SVR.ID file either on diskette or via a network file server to which each workstation has access.



Review server registration process



uc



Review the Domino components created during server registration, noting the process can store the server ID in the server document in the Domino Directory.VR



Review the deployment plan



Review the Servers by Location and Server Naming Examples sections in the deployment plan.



tr



Use Slide 9, Classroom Server Implementation, in the Classroom Diagrams presentation included with the instructor materials to clarify the following: ■



In s



■



The first server, PTHub/World, was set up in the last lesson. The student mail and application servers will be set up next.
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3UHSDULQJIRU0RUH6HUYHUV Adding servers to the domain



Domino Directory Server document



ct



PTMAIL01.ID



or



The server registration process creates an entry for the server in the Domino Directory. Server registration results in the following.



Classroom server implementation



st ru



The following diagram shows the classroom servers to register.



Portugal



PTHub/World



PTMail01/SVR/World



PTApps02/SVR/World



PTMail02/SVR/World



PTApps03/SVR/World



PTMail03/SVR/World



In



PTApps01/SVR/World



Access to register servers Only those administrators that meet the requirements can register servers. Administrators must have: ■ ■



Access to the certifier ID file and password The appropriate access to the Domino Directory
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3UHSDULQJIRU0RUH6HUYHUV (continued)



Instruct students to register the classroom servers Allow 10 minutes to complete this activity.



to r



Students should use the diagram on the previous student page to determine the server name to register. Step 6: The next lesson covers setting up ID backup and recovery.



Step 8: Provide students with the appropriate security type for the classroom location (North American or International).



Step 9b: Instruct students to enter a generic password, such as lotusnotes or password.



In s



tr



uc



Step 9e: Students will create these groups in the next lesson.
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3UHSDULQJIRU0RUH6HUYHUV (continued)



Register the classroom servers Work in administrator/server teams and follow these steps to register your assigned classroom server. Action



or



Step



From Domino Administrator, select PTHub/World to administer.



2



Select the Configuration tab.



3



Choose Registration➝ Server from the tools menu.



4



Select SVR.ID in the Notes\data\Ids\Certs directory for the certifier ID file, and click Open.



5



Enter the certifier ID password (provided by the instructor), and click OK.



6



Click No to prevent the message regarding recovery information from displaying in the future.



7



Click Registration Server, and select PTHub/World.



8



Select the appropriate Security type with guidance from the instructor, then click Continue.



st ru



ct



1



9



On the Basics panel, enter the following information: a. Enter the assigned server name from the list below: ■ ■ ■



PTApps01 PTApps02 PTApps03



■ ■ ■



PTMail01 PTMail02 PTMail03



In



b. Enter the password provided by the instructor. c. Choose Weak for the password quality to provide the ability to restart the server remotely without requiring a password. d. Enter World for the domain where this server will reside. e. Enter one of the following group names in the Administrators field: For Application servers, enter PTAppsAdmins. ■ For Mail servers, enter PTMailAdmins. ■



10



On the Other panel, select to store the server ID in the Domino Directory.



11



Click Register.
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+RZWR6HW8S$GGLWLRQDO6HUYHUV Instruct students to set up the classroom servers Allow students approximately 20 minutes to complete this activity.



to r



Step 4: Walk around the classroom to ensure that students have selected the correct options.



In s



tr



uc



Step 5: Walk around the classroom to ensure that students have entered the correct server name based on the diagram under the Classroom server implementation heading.
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+RZWR6HW8S$GGLWLRQDO6HUYHUV Set up and start an additional Domino Server



Step



Action



or



Work in administrator/server teams and follow these steps to set up your assigned classroom server.



1



Launch the Domino server to run the setup program. From Windows NT, choose Start➝ Programs➝ Lotus Applications➝ Lotus Domino Server.



2



Select Additional Domino server, and click



3



Select Advanced Configuration, and click



4



Select the appropriate Server Audience options as follows, then click



■ ■



PTMail03



In addition to previous column: ■ POP3 ■ SMTP



st ru



■



Calendar Connector Schedule Manager Event Manager Statistics HTTP for Web mail



■ ■



5



.



ct



All Mail servers



.



All Application servers



■ ■



Event Manager Statistics



.



PTApps03



In addition to previous column: ■ HTTP for Web applications



Complete the Administration Settings screen➝New Server Identity section as follows: a. Select Get server ID from Address Book. b. Enter the unique hierarchical server name and server host names from the table below: Server name



Server host name PTApps01.world.com



PTApps02/SVR/World



PTApps02.world.com



PTApps03/SVR/World



PTApps03.world.com



In



PTApps01/SVR/World



PTMail01/SVR/World



PTMail01.world.com



PTMail02/SVR/World



PTMail02.world.com



PTMail03/SVR/World



PTMail03.world.com
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+RZWR6HW8S$GGLWLRQDO6HUYHUV (continued)



Instruct students to set up the classroom servers... Step 7: In most cases, verify the information and accept the defaults. Make any appropriate changes based on the classroom network configuration.



to r



Step 8: Remind students of the server ID password.



Delete temporary server documents



While students are completing the activity, delete the temporary server documents created during classroom setup:



uc



Tempsvr01, Tempsvr02, and so on.



Make sure servers launch



Before moving to the next section, verify that all student servers launched properly.



tr



Note the tip for large deployments



In s



Encourage students who will be involved in large deployments to refer to the Setting Up a Domino Server Guide for more information about using the Domino Configuration database to streamline server setup.
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+RZWR6HW8S$GGLWLRQDO6HUYHUV (continued)



Set up and start an additional Domino Server...



Step



Action In the Domain Address Book section, enter PTHub/World.



7



Accept the default Network and Communications Port options.



8



Click Finish. The setup program will prompt you for the server ID’s password, then complete setup by creating Domino system databases, including a replica of the Domino Directory.



9



To clear the server’s password, follow these steps: a. Choose File➝ Tools➝ User ID. b. Enter the server ID password. c. Click Clear Password. d. Click OK.



10



Click the Exit Configuration button.



11



Launch the Domino Server by choosing Start➝ Programs➝ Lotus Applications➝ Lotus Domino Server.



st ru



ct



or



6



Create predefined Configuration documents



Administrators performing large enterprise deployments can use the Domino Configuration database (SETUP.NSF), to create predefined Configuration documents to automate additional server setup. For example, administrators can select the tasks and the server audience for a particular class of servers, save this information in the Domino Configuration database, then use the database to set up many servers of this class.



In



See the Setting Up a Domino Server Guide for more information.
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+RZWR6HOHFWWKH6HUYHUWR $GPLQLVWHU Lotus Domino Administrator R5.01 difference



to r



Domino Administrator R5.01 stores the currently selected server in the NOTES.INI file.



Each time Domino Administrator R5.01 starts, the server listed in the NOTES.INI file will be made the currently selected server.



Instruct students to select their assigned server



uc



Students should select the assigned server to administer according to the classroom layout. Allow 3 minutes to complete this activity.



Verify selected servers



In s



tr



Before moving to the next section, make sure each student has selected the correct server to which they were assigned.
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+RZWR6HOHFWWKH6HUYHUWR $GPLQLVWHU Select your assigned server to administer



or



Follow these steps to ensure that you make changes to the Domino Directory on your assigned server. Step



Action



From Domino Administrator, display the Server pane for the World domain by clicking the Domain servers icon.



2



Choose Administration➝ Refresh Server List➝ Current Domain.



3



Expand the All Servers section, and select your assigned server whose Domino Directory will be updated.



4



Drag and drop your assigned server onto the Favorites icon.



5



Display the Favorites list by clicking on the Favorites icon to verify that your assigned server is in the Favorites list.



In



st ru



ct



1
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$GGLQJ1RWHV&OLHQWV



Present the next implementation step



ct or



Introduce the objectives for this lesson. Review the checklist items for adding workstations.



Show Slide 4 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



In



st



ru



‰ Add Notes clients.
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Use workstations for administration



or



Worldwide Corporation needs workstations to administer the mail and application servers. We will use the organization certifier and Domino Directory to add more workstations to the Domino intranet. The following checklist items prepare for adding additional workstations. Create the appropriate user groups.



Create the setup profiles to set up defaults for new workstations. Set up ID file backup.



ct



Create the organizational unit certifiers for the users. Register the new users in the Domino Directory. Install the workstation software. Set up the workstation.



st ru



‰ ‰ ‰ ‰ ‰ ‰ ‰



Objectives



Upon completion of this lesson, you should be able to: ■ ■ ■ ■ ■ ■



In



■



Create user groups. Create client setup profiles. Create an additional certifier for users per an established naming scheme. Set up ID file backup for new users. Create internal Domino user IDs per an established naming scheme. Install the Notes workstation software. Add workstations to a Domino Domain.
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8VHUDQG6HUYHU*URXSV Show groups Present the material on the student page while showing the following:



■



■



In s



tr



uc



■



From Domino Administrator, People & Groups tab➝Domino Directories section➝World’s Address Book section➝Groups view. The two default server groups: LocalDomainServers and OtherDomainServers. The administrators group created by the First Server Setup Program, PTAdmins. The administrators group that includes all of the temporary user names, TempAdmins.



to r



■
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8VHUDQG6HUYHU*URXSV What is a group?



Groups facilitate administration



or



Worldwide Corporation has determined that they will use groups to facilitate administration. A group is a list of users and/or servers who have something in common.



st ru



Group types



ct



The use of groups helps simplify administration tasks. By using groups to control access to resources, new users can be added to a group, which in turn dynamically provides the user with access to any resources to which the group has access.



The following table shows the group type to use based on the purpose of the group. If the group’s purpose is to:



Use this Group Type Access Control List only



Send mail to distribution lists.



Mail only



Schedule replication with a group of servers.



Servers only



Deny access to a Domino resource.



Deny List only



Provide any or all of the following: ■ Allow/restrict access to databases. ■ Allow/restrict access to servers. ■ Send mail to distribution lists.



Multi-purpose (default)



In



Allow/restrict access to a database.
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8VLQJ*URXSVWR)DFLOLWDWH $GPLQLVWUDWLRQ Instruct students to create the administrators groups



Team



Students seated at these machines



Application administrators team



■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■



Group name to create



PTApps01/SVR/World PTApps02/SVR/World PTApps03/SVR/World Temp Admin1/World Temp Admin2/World Temp Admin3/World



PTAppsAdmins



PTMail01/SVR/World PTMail02/SVR/World PTMail03/SVR/World Temp Admin4/World Temp Admin5/World Temp Admin6/World



PTMailAdmins



uc



Mail administrators team



to r



Group students into the following teams:



Allow students approximately 5 minutes to complete this activity.



tr



Note: New administrators will be added to these administrators groups during user registration later in this lesson.



In s



Nest the administrators groups Use the procedure on the student page to demonstrate nesting the administrators groups described below: Step 4: Select the PTMailAdmins and PTAppsAdmins groups. Step 5: Select the PTAdmins group.
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8VLQJ*URXSVWR)DFLOLWDWH $GPLQLVWUDWLRQ Create a group



Step



or



To facilitate administration, we will create groups for the mail server administrators and for the application server administrators. Work in server type teams and follow these steps to create the two groups. Action



From Domino Administrator, select your assigned server to administer.



2



Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝Groups view.



3



Click the Add Group button.



4



Enter either PTAppsAdmins or PTMailAdmins for the Group name.



5



Select Multi-purpose for the Group type.



6



Enter the description Portugal mail (application) server administrators.



7



Add Doctor Notes/World as a member. Note: You will add more members in an upcoming activity.



8



Click Save and Close.



st ru



ct



1



Nest groups



Group maintenance is much easier by including small groups inside larger groups (nesting one inside the other). Follow these steps to nest groups.



In



Step



Action



1



From Domino Administrator, select a server to administer.



2



Select the People & Groups tab➝Domino Directories section➝Address Book section➝Groups view.



3



Choose Groups➝ Manage from the tools menu.



4



In the left pane, select the group(s) to include in the parent group.



5



In the right pane, select the parent group.



6



Click Add.



7



When finished managing groups, click OK.
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:RUNVWDWLRQ6HWXS7RRO Briefly describe the User Setup Profile options



In s



tr



uc



to r



This should not be an in-depth discussion of any of these options. Simply use the descriptions on the student page to provide an overview for each option.
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:RUNVWDWLRQ6HWXS7RRO What is a User Setup Profile?



User Setup Profile options



or



Worldwide Corporation has users in each department that require access to the same databases and servers. Profiles are a tool for administrators to set default information for a particular type of user. When registering a user, administrators can select a profile to be used as a model for the new user.



Option



ct



The following table describes the options available in the User Setup Profile. Description



Select which browser to use when Notes is passed a URL. Choices are: Notes, Microsoft Internet Explorer, Netscape Navigator.



Mobile Directory catalog



Accurately address messages while disconnected. The Mobile Directory Catalog contains the mail addresses for users from a variety of sources.



Bookmarks



Store links to Domino databases, views, documents, and other URLs.



Passthru servers



Connect to one server, which in turn allows access to many servers.



Dial-up connections



Connect to a Domino server via a modem using XPC or dial-up networking.



Accounts



Create Internet mail accounts to retrieve mail from non-Domino mail servers.



Names servers



Set up connections to secondary TCP/IP names servers.



Applet security



Select security options for running Java Applets, for example: ■ Which domains are trusted hosts ■ Network access for trusted and untrusted hosts ■ Whether to trust the HTTP proxy sever



In



st ru



Internet browser



Proxies



Access Web servers via a proxy server.



Mail storage format



Select the format for outgoing mail bound for the Internet. Choices are: Notes Rich Text Format, MIME Format
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:RUNVWDWLRQ6HWXS7RRO (continued)



Review the User Needs section in the deployment plan Ask the following questions to relate User Setup Profiles with students prior knowledge as a Notes user:



In s



tr



uc



■



Where does the Notes workstation store the user’s mail file information? Answer: In the Location document. How does the Notes workstation connect a remote user to a server? Answer: Using a Connection document.



to r



■
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:RUNVWDWLRQ6HWXS7RRO (continued)



User Setup Profiles automatically configure workstation settings



■



Set up documents in the user’s Personal Address Book that define: ■ How to connect to remote servers ■ How to access a mail file and send mail ■ How to connect to the Internet Create specified replicas and/or add bookmarks for all database links specified on the Databases tab.



ct



■



or



During workstation setup, the Setup program will use the setup profile document to automatically do the following:



In



st ru



Note: Setup profiles can also be used to update a user’s workstation after workstation setup. For more information, see the Domino 5 Administration Help database or Lotus Education course Maintaining Domino Users.
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6WUHDPOLQLQJ:RUNVWDWLRQ6HWXS Create a setup profile for administrators Use the procedure on the student page to demonstrate creating a User Setup Profile for the student administrators.



■ ■



Profile name: Administrators Internet browser: Notes



to r



Step 4: Enter the following values on the Basics tab:



Step 5: Enter the following values on the Databases tab:



Database link to the Domino Directory and the Policies and Procedures database.



uc



■



Skip steps 6-11: Do not fill in any additional fields. Explain that: ■



■



tr



■



Passthru and remote access is covered in Module C: Administering the Domino Server. Internet mail accounts are covered in Optional Module F: Configuring Internet Messaging Servers and Clients. Internet mail message format is covered in Module D: Configuring Messaging Settings. The other options are beyond the scope of this course.



■



In s



Replicate the changes to the Domino Directory Use the console command batch file, WORLDREP.TXT, included with the instructor materials, to replicate the Setup Profile document in the Domino Directory to all the domain servers. Follow these steps to replicate the Setup Profile document. 1. 2. 3. 4. 5.



From Domino Administrator, select PTHub/World to administer. Select the Server tab➞Status tab. Click the Console button. Click the Live button. Enter the following text on the command line, and press ENTER:



< worldrep.txt



Note: It is important to place a space between the less than sign and the file name. If the server cannot find the file, type in the complete path: < c:\domino\data\worldrep.txt 100
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6WUHDPOLQLQJ:RUNVWDWLRQ6HWXS Create a Setup Profile document After categorizing a set of users with similar workstation requirements, follow these steps to create a Setup Profile document. Action



or



Step



From Domino Administrator, select the server to administer.



2



Select the People & Groups tab➝Domino Directories section➝Address Book section➝Setup Profiles view.



3



Click the Add Setup Profile button.



4



On the Basics tab, fill in the following fields: ■ Profile name ■ Internet browser ■ Directory server ■ Catalog/Domain search server ■ Retrieve/open pages



5



On the Databases tab, add database links to the following fields: ■ Default databases added to bookmarks ■ Create as new replicas on user’s machine ■ mobile directory catalogs



In



st ru



ct



1



6



On the Dial-up Connections tab, enter the following information: ■ Default passthru server name ■ Dialing information to reach the default passthru server ■ Server names for Connections to other remote servers ■ Dialing information to reach each remote server



7



On the Accounts tab, enter the following information: ■ Account names ■ Server addresses ■ Protocols ■ 1 to use SSL for the connection, or 0 not to use SSL



8



On the Name Servers tab, enter the appropriate information to set up connections to secondary TCP/IP names servers.



9



On the Applet Security tab, select the appropriate security options for running Java Applets.



10



On the Proxies tab, enter the proxy server information for each protocol.



11



On the MIME tab, select the format for mail bound for the Internet.



12



Click Save and Close.
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&UHDWLQJWKH5HJLRQDO2UJDQL]DWLRQDO 8QLW&HUWLILHU Review certifier registration



■



■



to r



Review certifier registration by asking the following questions: What certifier IDs were created earlier? Answer: The /World organization certifier and /SVR/World OU certifier. What is the next certifier ID to create? Answer: The /PT/World organizational unit certifier is required to register users in Portugal.



uc



Invite a student to create the OU certifier for Portugal



Invite a student to use the instructor’s workstation to follow the procedure on the student page. The student should demonstrate creating the organizational unit certifier for the Portugal users. Step 4: The parent certifier ID is /World: CERT.ID Step 6: The Registration server is PTHub/World.



tr



Step 7: Enter PT.ID for the certifier file name, and store the ID file in the \Notes\data\Ids\Certs directory. Step 8: Enter PT for the Organizational unit name.



In s



Step 9: Select Acceptable user password (8) for the password quality, then enter a generic password, such as lotusnotes or password. Step 10: Select the appropriate security type for the classroom location (North American or International). Step 11: Enter PTAdmins for the Administrators to receive certification requests.



Show the certificate document Show the certificate document in the Domino Directory, from Domino Administrator: 1. Select the server PTHub/World. 2. Select the Configuration tab➝Miscellaneous section➝Certificates View.
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&UHDWLQJWKH5HJLRQDO2UJDQL]DWLRQDO 8QLW&HUWLILHU Organizational units for regions



or



The following diagram shows the Worldwide organization hierarchy. We created the /SVR/World organizational unit certifier in the previous lesson. We need the /PT/World organizational unit certifier to register the users in Portugal.



O World



OU1 PT



ct



OU1 SVR



st ru



Create an organizational unit certifier



After identifying the parent certifier, follow these steps to create the organizational unit certifier.



In



Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the Configuration tab.



3



Choose Registration➝ Organizational Unit from the tools menu.



4



Select the parent certifier ID file, and click Open.



5



Enter the certifier ID password, and click OK.



6



Click Registration Server, select the appropriate server, and click OK.



7



Click Set ID File, enter the new certifier ID file name, and click OK.



8



Enter the Organizational Unit name.



9



Select a Password quality, and enter a certifier password.



10



Select a Security type.



11



Enter the name of an administrator or group of administrators to receive certification requests.



12



Click Register.
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%DFNLQJ8S1HZ,')LOHV Explain automated ID file backup Introduce how Domino automatically backs up ID files during initial registration.



to r



Refer students who will be responsible for keeping the backed up ID up-todate and recovering IDs to the Lotus Education course Maintaining Domino Users and the Domino 5 Administration Help database.



Create an ID file repository for new user IDs



uc



Use the procedure on the student page to demonstrate how to create a mail-in database, set the database ACL, and create the mail-in database document. Step 1: Create the mail-in database as follows: ■ ■ ■ ■



Server to store the database: PTHub/World. Database title: ID File Backup Database Database filename: BACKUPID.NSF Based on template: Mail (R5.0)



tr



Step 2: In addition to setting the default access and server access, add an entry to the database ACL for the PTAdmins group with Reader access.



In s



Note: Database Access Control Lists will be covered in more detail in Module C.



Step 3: Briefly describe the purpose of the mail-in database, then enter the following information: ■ ■



104



On the Basics tab, enter Backup IDs for the Mail-in name. On the Databases tab, enter: ■ Domain: World ■ Server: PTHub/World ■ File name: BACKUPID.NSF
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%DFNLQJ8S1HZ,')LOHV Automated ID file backup and recovery Worldwide Corporation will archive user IDs in the event that a user’s ID must be recovered.



or



In every secure environment, there are times when a user forgets a password, loses an ID, or the ID becomes corrupt. Domino/Notes provides a tool for backing up ID files and storing recovery information in the event a user requires a backup of the ID file. Using this tool, ID files will be automatically backed up during initial user registration.



■ ■



ct



Note: This course focuses on setting up the automated backup of ID files. See the Domino 5 Administration Help database for more information on: Additional circumstances under which the ID file is backed up. Recovering backed up ID files.



st ru



Create the database to store the ID files



In



Prior to adding users, follow these steps to create the database to store backed up user ID files. Step



Action



1



Create a mail or mail-in database on a server to which all users and servers have access. Use any template to create the database, such as the mail template.



2



In the database Access Control List, set the following access: ■ Default access set to No access. ■ Administrators group set to Reader access. ■ LocalDomainServers set to Editor access.



3



Create a mail-in database document for the database created in step 1. a. From Domino Administrator, select a server to administer. b. Select the People & Groups tab➝Domino Directories section➝Address Book section➝Mail-In Databases view. c. Click the Add Mail-In Database button. d. On the Basics tab, enter a Mail-in name and a description. e. On the Database Information tab, enter the Domain, Server, and File name. f. Click Save and Close.
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%DFNLQJ8S1HZ,')LOHV (continued)



Set up ID file backup and recovery Using the procedure on the student page, edit the recovery information for the /PT/World organizational unit certifier to add Doctor Notes as authorized to recover IDs.



to r



Step 4: Select the /PT/World certifier ID: PT.ID



Step 6: Add Doctor Notes to the Current Recovery Authorities list. Step 7: Do not add any other administrators names.



Step 8: For the Address, select the Mail-in name specified in the mail-in database document previously created, Backup IDs.



uc



Step 9: Enter 1 for the number of recover authorities required to recover an ID.



Copy /PT/World Organizational Unit Certifier ID (PT.ID)



In s



tr



Use the operating system to copy the /PT/World organizational unit certifier ID (PT.ID) from the Notes\data\Ids\Certs directory on the instructor’s workstation to the Notes\data\Ids\Certs directory on each student workstation. Transport the PT.ID file either on diskette or via a network file server to which each workstation has access.
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%DFNLQJ8S1HZ,')LOHV (continued)



Set up ID file backup and recovery The certifier ID used to register users must have recovery information stored in the ID file in order to automate backing up the ID files during user registration.



Step



or



After creating the database to store the ID files, follow these steps to set up ID file backup and recovery. Action



From Domino Administrator, select the server to administer.



2



Select the Configuration tab.



3



Choose Certification➝ Edit Recovery Information from the tools menu.



4



Select the certifier ID file to edit, and click Open.



5



Enter the certifier ID password, and click OK.



6



Click Add to select an administrator who is authorized to recover ID files, and click OK.



st ru



ct



1



7



Repeat Step 6 for each authorized administrator.



8



Click Address to select the address for the mail or mail-in database that will store the backed up ID files, and click OK.



9



Enter the number of recover authorities required to recover an ID file.



10



Click OK.



In



As a result of completing this procedure, Domino will automatically back up the ID files for any users registered with the specified certifier ID.
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8VHU5HJLVWUDWLRQ2SWLRQV Introduce user registration



to r



Introduce the user registration process and the registration options.



Note classroom implementation



In s



tr



uc



We will store the user IDs in the Domino Directory to easily facilitate setting up the user’s workstations later.
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8VHU5HJLVWUDWLRQ2SWLRQV Adding users to the domain



or



Similar to adding servers, user registration creates an entry for the user in the Domino Directory. User registration results in the following: Domino Directory Person document



MAIL\SJONES.NSF



ct



SJONES.ID



Import users from other sources



st ru



Import user information that is already listed in other directories or applications, such as: Batch register users from a text file. Migrate users from one of the following external sources: ■ Windows NT ■ Microsoft Outlook/Exchange ■ Microsoft Mail ■ Lotus cc:Mail, Lotus Organizer ■ Any LDAP directory in a LDAP Data Interchange Format (LDIF) file ■ Others using the Domino Upgrade Services (DUS) API



■ ■



In



ID file distribution options



The Registration process provides two options for administrators to store the user’s ID file. ID file option



Requirements



Attach the ID file to the user’s Person document in the Domino Directory.



The ID must be password-protected.



Store the ID file on disk.



The ID file must be sent to the user before the workstation can be set up.
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$GGLQJ8VHUV Clarify the administrator’s mail server Ask students the following questions to help students differentiate the administrator’s mail server and the server they administer.



In s



tr



uc



■



Which type of server (mail or application) do you administer? Is the server that you administer also the server where your mail resides? Answer: Yes, for those students administering mail servers, No for students administering application servers. Clarify that the mail files reside only on the mail servers.



to r



■
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$GGLQJ8VHUV Mail servers for each administrator The following diagram and table shows which classroom servers will store the mail files for each administrator.



PTH ub/W orld D o cto r N o te s/W orld



or



Portugal



A ssigne d m ail se rver



ct



PTMail01/SVR/World



A d m in M a il0 1



A d m in A p ps01



st ru



PTMail02/SVR/World



A d m in M a il0 2



A d m in A p ps02



A dm in A p p s0 3



Administrator Name



PTMail03/SVR/World



A d m in M a il0 3



Mail server name



PTMail01/SVR/World



Admin Mail02



PTMail02/SVR/World



Admin Mail03



PTMail03/SVR/World



Admin Apps01



PTMail01/SVR/World



Admin Apps02



PTMail02/SVR/World



Admin Apps03



PTMail03/SVR/World



In



Admin Mail01
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$GGLQJ8VHUV (continued)



Instruct students to register the administrators Allow students approximately 10 minutes to complete this activity.



to r



Display Slide 10, Mail Servers for Each Administrator, in the Classroom Diagrams presentation included with the instructor materials, during this activity. Step 6b: Walk around the classroom to ensure that students have entered the correct user information according to the following table: Administrator name



Mail server name



Group



PTMail01/SVR/World



PTMailAdmins



Admin Mail02



PTMail02/SVR/World



PTMailAdmins



Admin Mail03



uc



Admin Mail01



PTMail03/SVR/World



PTMailAdmins



Admin Apps01



PTMail01/SVR/World



PTAppsAdmins



Admin Apps02



PTMail02/SVR/World



PTAppsAdmins



Admin Apps03



PTMail03/SVR/World



PTAppsAdmins



tr



Step 6d: Provide students with a password, such as lotusnotes or password.



In s



Step 7: Walk around the classroom to ensure that students have selected the correct mail server from the table above.



112



(continued on next page) ...



Implementing a Domino Infrastructure



Lesson 5 ■ Adding Notes Clients



$GGLQJ8VHUV (continued)



Access to register users Only those administrators that meet the requirements can register users. Administrators must have:



■



Access to the certifier ID file and password. The appropriate access to the Domino Directory.



Register new administrators



or



■



ct



Before reconfiguring the administrators workstations, register a new administrator. Follow these steps to register a new administrator. Step



Action



From Domino Administrator, select your assigned server to administer.



2



Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝People view.



3



Choose People➝ Register from the tools menu.



4



Click Cancel when prompted for the certifier ID password, then select the PT.ID certifier ID (provided by the instructor), and click Open.



5



Enter the certifier ID password (provided by the instructor), and click OK.



6



On the Basics panel, perform the following steps: a. Click Registration Server, select your assigned server, and click OK. b. Enter your assigned First name and Last name from the Mail servers for each administrator diagram. c. Check Advanced to see more panels and options. d. Select Acceptable user password (8) for the password quality, and enter a password. e. Check Set internet password. f. Click Format to select the FirstName LastName Address name format and the Underscore Separator, then click OK. g. Enter/verify the Internet domain is world.com.



7



On the Mail panel, perform the following steps: a. Click Mail server, and select the appropriate server from the Mail servers for each administrator diagram, and click OK. b. Accept the defaults for the other options on the Mail panel.



In



st ru



1



(continued on next page) ...
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$GGLQJ8VHUV (continued)



Instruct students to register the administrators... Step 8: Assist students with selecting the appropriate classroom security type.



to r



Step 9: Walk around the classroom to ensure that students have selected the correct administrators group.



Replicate the changes to the Domino Directory



Use the console command batch file, WORLDREP.TXT., included with the instructor materials, to replicate the following changes to all the domain servers:



■



OU certificate document Person documents



uc



■



Show the Person documents in the Domino Directory Show the Person documents from Domino Administrator:



In s



tr



1. Select the server PTHub/World. 2. Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝People View.



114



Implementing a Domino Infrastructure



Lesson 5 ■ Adding Notes Clients



$GGLQJ8VHUV (continued)



Register new administrators...



Step



Action On the ID Info panel, perform the following steps: a. Select the appropriate Security type for the classroom location with guidance from the instructor. b. Select to store the user ID in the Domino Directory.



9



On the Groups panel, select the appropriate administrators group, (PTMailAdmins or PTAppsAdmins), and click Add.



10



On the Other panel, select the Administrators Setup Profile from the drop-down box.



11



Click Add Person.



12



Click Register All to begin registering all users in the registration queue.



13



When registration is complete, click Done.



In



st ru



ct



or



8
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3UHSDULQJWR5HFRQILJXUHD :RUNVWDWLRQ Instruct students to break down the workstations



In s



tr



uc



to r



Allow approximately 15 minutes for the activity.



116



Implementing a Domino Infrastructure



Lesson 5 ■ Adding Notes Clients



3UHSDULQJWR5HFRQILJXUHD :RUNVWDWLRQ Break down classroom workstations



or



The workstations were set up prior to the start of class in order to provide the opportunity to administer a server using Domino Administrator. In order to practice installing and setting up Notes workstations, we will need to break down the classroom workstations. Follow these steps to break down a workstation in order to reconfigure it with a new name. Action



1



Shut down the client software on your workstation. This ensures that the files you are deleting are not open.



2



Edit the NOTES.INI file located in the Notes program directory using any text editor so that it contains only the following lines: [Notes]



ct



Step



Directory=drive:\Notes\data



st ru



KitType=1 (for workstations) InstallType=#



where drive is the drive letter where the Notes client software is installed, and # is the InstallType currently listed in the NOTES.INI file. Note: KitType=1 indicates that this machine is a Notes workstation.



In



3



Delete the key files from the default Notes\data directory, as indicated below: ■ *.DSK ■ *.ID ■ BOOKMARK.NSF ■ DOMADMIN.NSF ■ HEADLINE.NSF ■ LOG.NSF ■ MAIL.BOX ■ NAMES.NSF
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,QVWDOOLQJWKH:RUNVWDWLRQ6RIWZDUH Explain rationale for next step



to r



It is not necessary to reinstall the client software after breaking down the workstation in order to reconfigure it. However, we will reinstall the client software on the workstations to provide the opportunity to practice installing the Domino Administrator software.



Emphasize the need for an administrator’s workstation



uc



Explain that although running a Notes client on the server machine is a supported configuration in R5, Lotus recommends installing Domino Administrator on a separate workstation to administer Domino servers.



Instruct students to install Domino Administrator Allow students approximately 15 minutes to complete this activity.



tr



Display Slide 11, Classroom Workstations, in the Classroom Diagrams presentation included with the instructor materials, during this activity.



In s



Step 1: Direct students to the appropriate location of the install executable.
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,QVWDOOLQJWKH:RUNVWDWLRQ6RIWZDUH The administrator’s workstation



or



Administrators require a workstation to administer the Domino servers. They will use the Domino Administrator client to perform all administrative tasks. The following diagram shows the classroom machines on which to install Domino Administrator.



Portugal



Doctor Notes/World



PTHub/World



PTApps01/SVR/World



PTMail01/SVR/World



PTApps02/SVR/World



Admin Mail01/PT/World



ct



Admin Apps01/PT/World



PTMail02/SVR/World



Admin Mail02/PT/World



st ru



Admin Apps02/PT/World



PTApps03/SVR/World



Admin Apps03/PT/World



PTMail03/SVR/World



Admin Mail03/PT/World



Install the Domino Administrator client software Work in administrator/server teams and follow these steps to install the Domino Administrator client software on designated workstations in the classroom.



In



Step



Action



1



Run the Notes 5.0 client Install executable, SETUP.EXE, from the location provided by the instructor.



2



Click Next on the Welcome screen.



3



Click Yes to agree with the terms of the Lotus Licensing Agreement.



4



On the next screen, enter the following information: a. Name: Enter your assigned user name, for example, Admin Mail01. b. Company name: Enter Worldwide Corporation. c. Click Next. (continued on next page) ...
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,QVWDOOLQJWKH:RUNVWDWLRQ6RIWZDUH (continued)



Instruct students to install Domino Administrator... Students should continue the activity on the student page.



In s



tr



uc



to r



Step 5: Provide students with the correct drive on which to install the software.
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,QVWDOOLQJWKH:RUNVWDWLRQ6RIWZDUH (continued)



Install the Domino Administrator client software...



Step



Action Select the following folders: ■ Install program files to the drive:\Notes directory. ■ Install data files to the drive:\Notes\data directory. where drive is provided by the instructor.



6



The following figure shows the Lotus Notes Client choices:



st ru



ct



or



5



In



Select Domino Administrator to install, then click Next to install the default client components. Note: Selecting Domino Administrator or Domino Designer also installs the Notes client.



7



Accept the default group, Lotus Applications, in which to include the Domino Administrator program icon, then click Next to begin copying files.



8



It is not necessary to complete the Product Registration information. Click Exit, then click Yes to confirm exiting.



9



Click Finish to complete the installation.
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6HWWLQJ8SWKH:RUNVWDWLRQV Explain workstation setup



to r



Describe what the workstation setup program does as outlined on the student page.



Review diagram



Allow approximately 15 minutes for this activity.



uc



Students will use the diagram on the student page to complete the activity steps found on the next student page.



Display Slide 10, Mail servers for Each Administrator, in the Classroom Diagrams presentation included with the instructor materials, during this activity. Review each student’s assigned mail server and user name based on the diagram on the student page.



In s



tr



(continued on next page) ...
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6HWWLQJ8SWKH:RUNVWDWLRQV The workstation setup program The workstation setup program configures and adds the workstation to the Domino intranet. The setup program will:



■ ■



ct



■



Connect to the registration or mail server. Create the user’s Personal Address Book. Set up bookmarks for the user’s mail file, Personal Address Book, and any other databases in the setup profile. Create and edit documents in the Personal Address Book based on the information in the setup profile.



or



■



Set up your workstation



st ru



The following diagram shows the administrators and mail servers for the classroom. Use this diagram and the steps on the next page to set up your workstation.



PTHub/World



Portugal Assigned mail server



Doctor Notes/World



PTMail01/SVR/World



Admin Mail01



In



Admin Apps01



PTMail02/SVR/World



Admin Mail02



Admin Apps02



Admin Mail03



PTMail03/SVR/World



Admin Apps03



(continued on next page) ...
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6HWWLQJ8SWKH:RUNVWDWLRQV (continued)



Provide details for the activity Provide the following information to students to complete the activity: Step 5: Provide students with the following information:



■



Review each student’s assigned mail server based on the diagram on the previous student page. The hierarchical server names for each mail server are shown in the diagram on the previous student page.



to r



■



Step 6: Provide students with the following information:



Review each student’s assigned user name from the diagram on the previous student page. ■ The protocol used in the classroom is TCP/IP. Students will only be asked for the protocol if the setup program cannot make a connection to the specified server. Note: The Notes R5.01 workstation setup programs prompt for additional setup options.



uc



■



tr



Delete temporary Person and Group documents While students are completing the activity, perform the following tasks:



In s



1. Delete the temporary Person documents created during classroom setup: ■ Temp Admin1/World ■ Temp Admin2/World ■ Temp Admin3/World ■ Temp Admin4/World ■ Temp Admin5/World ■ Temp Admin6/World 2. Delete the temporary TempAdmins group.
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6HWWLQJ8SWKH:RUNVWDWLRQV (continued)



Set up your workstation... Follow these steps to set up the administrators’ workstations. Step



Action Launch Domino Administrator to start the setup program. From Windows 95, choose Start➝ Programs➝ Lotus Applications➝ Domino Administrator.



2



Click Next on the welcome screen.



3



Select I want to connect to a Domino server, and click Next.



4



Select Set up a connection to a local area network (LAN), and click Next.



5



Enter the fully hierarchical distinguished name of your assigned mail server (for example, PTMail01/SVR/World), and click Next.



6



Select Use my name as identification, enter your assigned user name, and click Next.



7



Click Next to confirm LAN connection setup is complete.



8



Select I don’t want to create an Internet mail account, and click Next.



st ru



ct



or



1



When setup is complete, click Finish.



10



Enter your user ID password (provided by the instructor), and click OK.



11



Click OK to confirm Notes setup is complete.



12



Launch Domino Administrator by choosing Start➝ Programs➝ Lotus Applications➝ Domino Administrator.



In



9
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&



to



r



$GPLQLVWHULQJWKH'RPLQR 6HUYHU Setting Up Server Administration



Lesson 7



Synchronizing Domino System Databases



Lesson 8



Setting Up Mobile Clients



In



st r



uc



Lesson 6







6HWWLQJ8S6HUYHU $GPLQLVWUDWLRQ



ct or



Review system administration policies Introduce the objectives for this lesson, and review the System Administration Allocation section in the deployment plan. Regional administrators require access to administer the server, set up server connections, and add resources to the Domino environment. Show Slide 5 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist items will be complete: Set administration preferences. Set up access to servers.



Set up access to the Domino Directory. Set up server logging.



In



st



ru



‰ ‰ ‰ ‰
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6HWWLQJ8S6HUYHU $GPLQLVWUDWLRQ



or



Server administration options Administrators require access to perform all administrative tasks. Worldwide Corporation will use groups to facilitate managing administrators access to perform administrative tasks, such as:



■ ■ ■



Access the server. Administer the server. Add/modify users, servers, and certifiers. Add/modify server connection information.



ct



■



st ru



Additionally, administrators need to configure the tools they will use to administer the server.



Objectives



Upon completion of this lesson, you should be able to: ■ ■ ■ ■



In



■



Specify administration preferences. Allow/restrict server access. Allow administrators access to the Domino Directory. Specify the level of detail recorded in the Notes Log. Set up logging database transactions on the server.
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6HOHFWLQJ$GPLQLVWUDWLRQ3UHIHUHQFHV Instruct students to set administration preferences



to r



Allow students approximately 5 minutes for this activity.



Verify the selected server to administer



In s



tr



uc



Before moving to the next section, make sure each student has the assigned server (according to the classroom layout) selected in Domino Administrator.
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6HOHFWLQJ$GPLQLVWUDWLRQ3UHIHUHQFHV Types of administration preferences



■ ■ ■



The domains to administer The type and order of file information displayed The way in which Domino collects and displays server monitoring data The defaults to use when registering users, servers, and certifiers.



ct



■



or



Administrators can customize the Domino Administrator work environment by selecting administration preferences. These preferences include the following choices:



Select domain and registration preferences



Follow these steps to set the default settings for administering servers from Domino Administrator. Action



In



st ru



Step 1



From Domino Administrator, choose File➝ Preferences➝ Administration Preferences.



2



On the Basics tab, if the domain is not already set, click New, then enter the following information: ■ Domain Name: World ■ Domino directory server: your assigned server name



3



On the Registration tab, make the following selections: a. Click Registration server, enter your assigned server, and click OK. b. Click Certifier ID, select /PT/World OU certifier ID file, PT.ID, in the \Notes\data\ids\certs directory, and click Open. c. Click Mail options, and select your assigned mail server as the default mail server. For example, the administrators for both PTMail01 and PTApps01 should enter PTMail01/SVR/World. Accept the other default mail settings, and click OK. d. Accept the default ID settings. e. Enter world.com for the Internet domain.



4



Click OK to close the Administration Preferences dialog box.



5



Select your assigned server form the servers list in the Bookmarks window.
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&RQWUROOLQJ6HUYHU$FFHVV Briefly illustrate Domino authentication



to r



Use the diagram on the student page to illustrate how Domino looks for a certificate in common during the authentication process.



Present the server access lists fields Present the material on the student page.



uc



Note that the classroom implementation will leave the Access server field blank, allowing all students to access every server in the classroom.



Note deny access tip



Explain the tip listed on the student page.



In s



tr



Students will create a Deny List only group later in this lesson.
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&RQWUROOLQJ6HUYHU$FFHVV What is Domino authentication?



SJONES.ID /World



Authenticate using certificate in common



Server access lists



PTHUB.ID /World



/SVR/World



ct



/PT/World



or



Domino authentication is the process where Domino compares the user and server ID files to verify that they share a certificate in common. Authentication occurs first when a user or server attempts to communicate with a server.



The following table describes some of the restrictions for accessing the server. These fields are located on the Security tab in the server document. Set this field



st ru



To allow/restrict this type of server access



Additional notes



Only allow server access to users listed in this Directory



No (default) allows access from users and servers in other domains.



To explicitly allow people, servers, or groups access to this server



Access server



If this field is left blank (default), there is no access restriction.



To explicitly deny people, servers or groups access to this server



Not access server



This field is for explicit restrictions, such as a Deny access group, and takes precedence over the Access server field.



In



To limit access to only those users listed in the Domino Directory



Deny server access to former employees



When people leave the company, there is nothing to prevent them from taking copies of their IDs with them. In order to prevent them from accessing servers, create a group, such as DenyAccess, to include in the Not access server field. Use the Deny List only group type for this group. Groups of this type appear only in the Deny Access Groups view in the Domino Directory, not in the Groups view.
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&RQWUROOLQJ6HUYHU$FFHVV (continued)



Show the Administrators field



In s



tr



uc



to r



Select the Basics tab in the server document for one of the student servers, to show that the server registration process filled in the Administrators field with either PTMailAdmins or PTAppsAdmins.
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&RQWUROOLQJ6HUYHU$FFHVV (continued)



Administrators access to administer the server The following table describes the fields that determine some of the privileges administrators have when administering the server. Select this tab



Edit this server access field



Additional notes



or



To allow administrators or a group this type of access



Basics



Administrators



Set during server registration.



Create replica databases on this server.



Security



Create replica databases



Blank allows no one. This field also applies to other servers creating replicas on this server.



Create databases on this server.



Security



Create databases



Blank allows all. This field applies to other servers creating databases on this server.



Use the Domino Web Administration database to administer the server from a browser.



Security



Administer the server from a browser



Administrators must also have the correct access to the Domino Web Administration database, and the HTTP server task must be running.



st ru



ct



Administer this server using the remote server console and perform selected tasks from Domino Administrator.



Restrict access to a server



The Server document in the Domino Directory includes restrictions for controlling server access. Follow these steps to restrict server access.



In



Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝Server section➝Current server document.



3



Select the Basics or Security tab.



4



Edit the appropriate fields in the Basics, Security Settings, and Server access sections.



5



Save and close the document.
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8WLOL]LQJ&KDQJHVWR6HUYHU$FFHVV )LHOGV Clarify the use of the Restart Server command



Explain groups tip



to r



The Restart Server console command allows administrators to restart the server remotely. The administrator does not need to physically be at the server to restart the Domino server software.



In s



tr



uc



Emphasize that the group name must already be listed in the security restrictions field. Adding a group name to the restrictions field would require that the administrator restart the server.
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8WLOL]LQJ&KDQJHVWR6HUYHU$FFHVV )LHOGV Server console commands



■ ■ ■



Load or stop server tasks. Instruct a server task to perform a function. Change server configuration variables. Restart the server.



Restart the server



ct



■



or



The Domino server accepts commands from the console on the server machine, or from Domino Administrator on a workstation. Administrators can issue commands to the Domino server to perform many administration tasks, such as:



st ru



Changes made to the security restrictions in the Server document require that the server be restarted before the changes can take effect. Follow these steps to restart the server remotely using Domino Administrator. Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the Server tab➝Status tab.



3



Select the Console button➝Live button.



4



Enter Restart Server, and press ENTER.



In



Use group names in Server documents



Use group names instead of user names in Server documents, because changes made to the security restrictions require that the server be restarted before the changes can take effect. In general, Domino does not cache changes made to the Server document; however, Domino does cache changes made to existing groups. Therefore, if the security restrictions fields contain group names, adding a user name to the group does not require restarting the server.
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&RQWURO$FFHVVRQWKH6HUYHU([HUFLVH Introduce the exercise Allow students approximately 15 minutes for this exercise.



Review student solutions



to r



This exercise should be done by each administrator/server team.



Ask students how they implemented administrator access. Solutions are as follows:



tr



uc



1. Set access to create databases on the server: Edit the server document as follows: ■ Add either PTMailAdmins or PTAppsAdmins and LocalDomainServers groups to the Create replica databases field on the Security tab. ■ Add either PTMailAdmins or PTAppsAdmins and LocalDomainServers groups to the Create databases field on the Security tab. 2. Deny access to the server: Make the following changes: ■ Create the assigned Deny List only group from the table on the student page. ■ Add the group to the Not access server field on the Security tab.



In s



Make sure students restart the server Before moving to the next section, ask students the following question: ■
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Do the changes to the Server document take effect immediately? Answer: No. They must restart the server for the changes to take effect. Students should use the procedure on the previous student page to restart the server.
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&RQWURO$FFHVVRQWKH6HUYHU([HUFLVH Set access to create databases on your server



Create replicas on this server. Create databases on this server.



■ ■



ct



Deny access to the server



or



Work in administrator/server teams to edit your assigned Server document, and allow the appropriate administrators group and all servers in the domain access to:



Create the assigned group from the table below for people who have left the company, then deny this group access to your assigned server. Server Administrator team for PTApps01/SVR/World



st ru



PTApps02/SVR/World



Create this group



DenyAccess1 DenyAccess2 DenyAccess3



PTMail01/SVR/World



DenyAccess4



PTMail02/SVR/World



DenyAccess5



PTMail03/SVR/World



DenyAccess6



In



PTApps03/SVR/World
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7HVWLQJ$GPLQLVWUDWLYH$FFHVV Provide guidance for the activity Allow students approximately 5 minutes for this activity.



In s



tr



uc



to r



Students should be familiar with creating a local replica on a Notes workstation. The primary difference in this activity is that students will be creating a replica on the server they administer.
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7HVWLQJ$GPLQLVWUDWLYH$FFHVV Create a replica of the Certification Log The Certification Log was created on PTHub/World. All servers in the domain should have a replica of the Certification Log.



or



Work in administrator/server teams to create a replica of the Portugal hub server’s Certification Log on your server to test administrative access to create replicas on the server. Follow these steps to create a replica of the Certification Log. Step



Action



From Domino Administrator, select the Files tab.



2



Choose File➝ Replication➝ New Replica.



3



Select PTHub/World from the list of servers.



4



Select the Certification Log database from the list, and click Select.



5



Select your assigned server from the list of servers.



st ru



ct



1



Accept the default file name.



7



Select Create: Immediately.



8



Check Copy Access Control List.



9



Click OK to create the replica.



In



6
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:KDW,VD'DWDEDVH$&/" Explain database Access Control List (ACL) levels From the Domino Administrator Files tab, open the Domino Directory on PTHub/World.



to r



Click the key icon at the bottom of the workspace to bring up the list of people, servers and groups that have access to this database and the level of access granted to the active user ID in the ACL. Note: This icon changes, based on the current level of access.



Differentiate ACL levels and responsibilities



■



What level of access should be given to the administrator responsible for updating the database ACL? Answer: Manager. What level of access should the users in the organization have? Answer: One of the following levels of access would be appropriate: ■ Reader access, to allow users the ability to read documents in the Domino Directory. ■ Author access, to allow users the ability to edit their own Person document in the Domino Directory. What access should be given to administrators who register new users? Answer: Either Author or Editor. What should be the default access to the Domino Directory? Answer: No Access.



tr



■



uc



After presenting the ACL levels, test student understanding by asking the following questions:



In s



■



■
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:KDW,VD'DWDEDVH$&/" Database Access Control Lists (ACL)



or



Similar to the server access lists, every Domino database has an Access Control List. An Access Control List, commonly known as an ACL, is used to determine who can access the database, and the type of access they are allowed.



Access Control List levels in the Domino Directory



ct



The following table summarizes the general use of Access Control List levels. Level



Access Allowed



Suggested Access in Domino Directory



Cannot access the database.



Assign to -Default- entry and deny access group.



Depositor



Users can create documents, but cannot read, edit, or delete documents, including those they create.



Not applicable.



Reader



Users can read documents, but cannot create, edit, or delete them.



Assign to */World to allow Reader access to all resources certified by /World or one of its descendants.



Author



Users can create and read documents, and can edit their own documents if Author Names fields are used.



Assign to administrators who must add/edit servers, users, and groups, set up server connections, and modify server configuration settings.



Editor



Users can create, read, and edit all documents.



Assign sparingly to an administrators group who must edit documents created by others in the Domino Directory.



Designer



Users can edit documents and modify the database design.



Not applicable.



Manager



Users can perform all operations on the database, including: ■ Changing the ACL ■ Deleting the database



In



st ru



No access
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Assign sparingly to: An administrators group responsible for updating the ACL. ■ One server to distribute ACL changes to other servers. ■
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:KDW,VD'DWDEDVH$&/" (continued)



Look at user types and database ACL privileges From Domino Administrator, perform the following steps:



to r



Open the Domino Directory on PTHub/World. Choose File➝Database➝Access Control. Select several ACL entries to show the different user types. Select the PTAdmins group to show the default ACL privileges for the Manager access level.



In s



tr



uc



1. 2. 3. 4.
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:KDW,VD'DWDEDVH$&/" (continued)



Tighten security by specifying a user type



The following figure shows the user types:



or



User types indicate whether an ACL entry is that of a person, server, or group. This feature provides additional security. for example, designating a name as a server or server group prevents someone from using a server ID to access a database.



ct



For more information on user types, see the Domino 5 Administration Help database.



st ru



Refine database ACL access



To refine ACL access even more, you can permit or deny access to perform such tasks as create documents, delete documents, or create personal agents. Check Create documents for entries assigned Author access.



The following figure shows the database ACL privileges:



In



For more information on database ACL privileges, see the Domino 5 Administration Help database.
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:KDW$UH$GPLQLVWUDWRUV5ROHV" Provide context for roles discussion



to r



Use the first paragraph on the student page to provide context for this discussion of roles in the Domino Directory.



Present roles in the Domino Directory



In s



tr



uc



Present the material on the student page, distinguishing the use of Creator and Modifier roles.
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:KDW$UH$GPLQLVWUDWRUV5ROHV" Administrators access to the Domino Directory



or



Worldwide Corporation’s administrators will make changes to the Domino Directory using Domino Administrator. Administrators should have only the level of access required to perform their assigned administrative tasks.



What are database roles?



ct



Although the Access Control List is the first level of security, additional security is available using roles to control create and edit access to documents. Roles can be used in any database to secure documents. For more information on roles, see the Domino 5 Designer Help database.



st ru



Roles in the Domino Directory



The roles in the Domino Directory further refine the activities that users can perform within the Domino Directory based upon document type. In general: Creator roles determine who can create a document type and apply to Manager, Designer, Editor, Author, and Depositor Access Levels. ■ Modifier roles determine who can edit and delete a specific document type and apply to the Author Access Level only. The following table describes the predefined roles in the Domino Directory. ■



Role



Description



Create new Group documents.



GroupModifier



Edit or delete existing Group documents.



In



GroupCreator



NetCreator



Create all documents except Person, Group, and Server, such as connection and certificate documents.



NetModifier



Edit or delete existing documents, except Person, Group and Server, such as connection and certificate documents.



ServerCreator



Create new Server documents.



ServerModifier



Edit or delete existing Server documents.



UserCreator



Create Person documents.



UserModifier



Edit or delete existing Person documents.
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+RZWR0RGLI\WKH'DWDEDVH$&/ Set PTAdmins access to the Domino Directory Use the procedure on the student page to demonstrate adding/modifying the entry for the PTAdmins group in the Domino Directory ACL as follows.



Change the database ACL.



Set this level



to r



To provide the ability to:



Manager access



Delete documents access



Create and edit all document types.



All roles



In s



tr



uc



Delete any documents in the Domino Directory.
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+RZWR0RGLI\WKH'DWDEDVH$&/ Set the Domino Directory Access Control List



Step



or



Administrators (and users) should have the appropriate access to the Domino Directory based on the tasks they need to perform in the Domino Directory. Follow these steps to set the Domino Directory Access Control List. Action



From Domino Administrator, select the server to administer.



2



Select the Files tab.



3



Select the Domino Directory, NAMES.NSF, from the list, then doubleclick to open the database.



4



Choose File➝ Database➝ Access Control.



5



To change the access for an entry, follow these steps: a. Select the entry to change. b. Select a user type, access level, ACL privileges and roles.



6



To add an entry, follow these steps: a. Click Add.



st ru



ct



1



In



to select the b. Enter the name of person, server, or group, or click name. c. Click OK. d. Select a user type, access level, ACL privileges and roles.



7



To delete an entry, follow these steps: a. Select the entry to delete. b. Click Remove.



8



To rename an entry, follow these steps: a. Select the entry to rename. b. Click Rename.



c. Enter the new name of person, server, or group, or click the new name. d. Click OK.



9



to select



Click OK to close the Access Control List dialog box.
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6HW$GPLQLVWUDWRUV$FFHVVWRWKH 'RPLQR'LUHFWRU\([HUFLVH Review student solutions



Administrators task Edit the Domino Directory ACL. Delete documents.



to r



Before students make the ACL changes, review student solutions to the table. Access level/roles



Manager access



Delete documents ACL privilege



Add new users.



UserCreator role



Add new groups.



GroupCreator role



Add users to groups.



GroupModifier role



Modify user settings.



uc



UserModifier role ServerCreator



Modify server settings.



ServerModifier



Add server connection information.



NetCreator



Modify server connection information.



NetModifier



tr



Add new servers.



Coordinate teams during the exercise Allow 15 minutes to complete this exercise in the following sequence:



In s



1. The Mail server administrators team should perform the first ACL change. 2. After the mail administrators team edits the ACL, use the batch console commands file, WORLDREP.TXT, to replicate with all domain servers. 3. After the first ACL is replicated, instruct the Application server administrators team to perform the second ACL change. 4. After the application administrators team edits the ACL, use the batch console commands file, WORLDREP.TXT, to replicate with all domain servers.
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6HW$GPLQLVWUDWRUV$FFHVVWRWKH 'RPLQR'LUHFWRU\([HUFLVH Work in server type teams



or



Work in server type teams to complete this exercise, as follows: Application team: ■ Students seated at the three application servers and the three application server administrators. ■ Set access for the PTAppsAdmins group. Mail team: ■ Students seated at the three mail servers and the three mail server administrators. ■ Set access for the PTMailAdmins group.



■



ct



■



st ru



Assess appropriate access requirements Complete the following table. Administrators task



Set this access level/role



Edit the Domino Directory ACL. Delete documents. Add new users.



Add new groups.



Add users to groups. Modify user settings. Add new servers.



In



Modify server settings.



Add server connection information. Modify server connection information.



Modify the Domino Directory ACL When directed by the instructor, modify the Domino Directory ACL to allow your team’s administrators group the access from the table above.
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5HFRUGLQJ6HUYHU$FWLYLW\LQWKH/RJ )LOH View the Notes Log



to r



Students viewed the Notes Log in Lesson 1. Remind students how to view the Notes Log by demonstrating the following:



In s



tr



uc



1. From Domino Administrator, select PTHub/World to administer. 2. Select the Server tab➝Analysis tab➝Notes Log section➝Miscellaneous events view. 3. Open the document with the most recent date/time to see recent server activity.
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5HFRUGLQJ6HUYHU$FWLYLW\LQWKH/RJ )LOH What is the Notes Log?



■ ■ ■ ■ ■



Mail routing events Replication events Server phone calls Session information Miscellaneous events Database usage



ct



■



or



Domino automatically creates the Notes Log file, LOG.NSF, when the server starts. The Notes Log contains information about server activity, such as:



Recorded level of detail



In



st ru



Administrators can specify the level of detail to record in the Notes Log in the Domino server configuration file, NOTES.INI. At server startup, Domino uses the ASCII text configuration file, NOTES.INI, to determine the Domino server environment. The installation and server setup programs populate the NOTES.INI file based on the options selected during installation and server setup.
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5HFRUGLQJ6HUYHU$FWLYLW\LQWKH/RJ)LOH (continued)



Instruct students to set logging levels Allow students approximately 10 minutes to complete this activity. Students can select any values for the following variables:



■



Log_MailRouting Log_Replication



to r



■



Acceptable values for the other variables listed in the activity are 0 and 1. Students should select 1 for the following variables: ■ ■



In s



tr



uc



■



Log_Sessions Log_Tasks Lot_View_Events
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5HFRUGLQJ6HUYHU$FWLYLW\LQWKH/RJ)LOH (continued)



Set logging levels Set the appropriate NOTES.INI variables for logging by creating or editing a server Configuration document.



Step



or



Follow these steps to set logging levels. Action



From Domino Administrator, select your assigned server to administer.



2



Select the Configuration tab➝Messaging section➝Configurations view.



3



Click Add Configuration.



4



Enter your assigned server name.



5



Select the NOTES.INI Settings tab.



6



Click Set/Modify Parameters. The following dialog box displays:



In



st ru



ct



1



7



Click



8



Use the help information to determine the appropriate value for the level of detail the log file should record.



9



Enter a value for the selected NOTES.INI variable, and click Next.



10



Repeat steps 7-9 to set each of the following logging variables: ■ Log_Replication ■ Log_Sessions ■ Log_Tasks ■ Log_View_Events



11



Click OK when finished setting variables.



12



Save and close the server Configuration document.
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:KDW,V7UDQVDFWLRQ/RJJLQJ" Emphasize that transaction logs are large Emphasize that the files should be put on a separate device because the log file size may eventually compromise server performance.



In s
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to r



Explain that the classroom configuration is an exception because there is relatively little server activity and few databases, compared to a live site.
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:KDW,V7UDQVDFWLRQ/RJJLQJ" Database transaction logging



■



■



or



Transaction logging is a feature available with the Domino Application Server and Domino Enterprise Server licenses. Transaction logging sequentially records database operations performed by users. For example, if the server goes down, when the server restarts, transaction logging will: Replay the log for any transactions that were completed prior to the server going down, but which are not reflected in the databases. Write the changes to the databases.



ct



Note: Third party developers may use an Application Programmers Interface (API) to replay the history and bring databases up-to-date, as part of database repair and backup.



st ru



Use a separate device to record transactions



In



Transaction logs contain a large amount of data and consequently take a large amount of space on the server. As a result, it is best to store the transaction log file on a separate physical device.
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/RJJLQJ'DWDEDVH7UDQVDFWLRQV Enable transaction logging



to r



Since transaction logging is only available with the Application and Enterprise server licenses, use the procedure on the student page to walk through enabling transaction logging on PTHub and the classroom application servers. Step 4: Select Enabled in the Transactional logging field.



Step 5: Enter Drive:\Notes\Logdir for the transaction log file; where Drive is any available drive on the servers.



In s



tr



uc



Step 6: Accept the defaults for all transaction logging options.
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/RJJLQJ'DWDEDVH7UDQVDFWLRQV Enable transaction logging Follow these steps to begin to log database transactions. Action



or



Step



From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝ Server section➝Current server document.



3



Select the Transactional Logging tab.



4



Enable transaction logging as shown in the following figure:



st ru



ct



1



5



Enter the path for transaction log file. For example: LogPath: E:\Notes\Logdir



6



Select other transaction logging options.



7



Click Save and Close.



8



Restart the Domino server to begin logging database transactions.



In



Note: Transaction logging is enabled for the server, but administrators can disable transaction logging for a particular database. For more information on disabling transaction logging for a particular database, see the Domino 5 Administration Help database.
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6\QFKURQL]LQJ'RPLQR 6\VWHP'DWDEDVHV



ct or



Discuss the need for synchronization Review the System Administration section of the deployment plan to stress the need for synchronization when a company plans for regional administration. Further illustrate the need for synchronization by asking the following questions:



■



st



■



When we registered users in the Domino Directory on PTHub/World, did the Domino Directories on the mail and applications server need the user information? Answer: Yes. We replicated the changes to the Domino Directory manually. When we changed the Domino Directory ACL on one of the mail servers, did the other classroom servers need the ACL change? Answer: Yes. We replicated the changes manually. Are there other replicas on the classroom servers that should be synchronized? Answer: Yes, for example, the Certification Log.



ru



■



Introduce Domino Replication



Introduce Domino Replication as described on the student page while introducing the objectives for this lesson.



In



Show Slide 6 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



‰ Synchronize Domino system databases throughout the domain.
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or



Domino Replication The Domino Directory is the central database in the Domino domain, and exists on every server in the domain. When administrators add servers and users to the Domino environment, those servers and users must appear in the Domino Directory on every server. A process called Domino Replication keeps the Domino Directory synchronized on all servers in the domain.



ct



In addition to the Domino Directory, there are other databases that Domino uses to function properly, such as the Certification Log, that need to be synchronized on all servers in the domain.



st ru



Worldwide Corporation has planned a replication strategy to keep Domino system databases synchronized across all servers in the domain.



Objectives



Upon completion of this lesson, you should be able to: ■



In



■



Create a group for server replication. Set up the replication schedule to synchronize Domino system databases in the domain.
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)DFWV$ERXW'RPLQR5HSOLFDWLRQ Show students the Replication Tool



to r



Run the Replication Tool, REP50.EXE, included with the instructor materials, to provide students with an overview of replication. Use this tool as a basis for discussing server-to-server replication as it applies to this course.



Illustrate server-to-server replication



Use the diagram on the student page to illustrate server-to-server replication. Make the following points about the documents distributed: ■



Database A



■



Change distributed



uc



Change made



Document 4 was added on UKHub/SVR/World since the last time the two servers replicated.



Document 4 gets added to PTHub/World.



View 2 was changed on PTHub/World.



Change to View 2 gets distributed to UKHub/SVR/World.



Database B



tr



Change made



Change distributed



Change to the database ACL gets distributed to UKHub/SVR/World.



Form 3 was deleted on UKHub/SVR/World since the last time the two servers replicated.



Form 3 gets deleted on PTHub/ World.



In s



The database ACL was changed on PTHub/ World.



■



■



Replicas of Database C exist on both servers; however, there are no changes to distribute since the last time the two servers replicated. Therefore, replication for this database does not occur. A replica of Database D does not exist on UKHub/SVR/World. Therefore, replication for this database does not occur.



Emphasize the notes on the student page



Refer students who will be responsible for setting database ACLs to the Lotus Education course Deploying Domino Applications for more information on setting database ACLs for replication.
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)DFWV$ERXW'RPLQR5HSOLFDWLRQ How server-to-server replication works The following diagram illustrates the server-to-server replication process.



Added



Changed



Deleted



st ru



Database B ACL changed Form 1 Form 2 Form 3 View 1 Document 1 Document 2



Changed



Database C ACL Form 1 View 1 Document 1 Document 2



In



Database A ACL Form 1 View 1 View 2 Document 1 Document 2 Document 3 Document 4



ct



Database A ACL Form 1 View 1 View 2 changed Document 1 Document 2 Document 3 Document 4



or



UKHub/SVR/World (Databases eligible for replication)



PTHub/World (Databases eligible for replication)



Database B ACL Form 1 Form 2 Form 3 View 1 Document 1 Document 2



Database C ACL Form 1 View 1 Document 1 Document 2



Database D ACL Form 1 Form 2 View 1 Document 1 Document 2



Pull replication



Push replication



Bold Italic text indicates a change distributed during replication.



Note: During document replication, only the changed fields are replicated, not the fields that remained unchanged since the last replication event.



As seen in the previous lesson, the database ACL controls a user’s access to the database. Likewise, the database ACL controls a server’s access to read and write database elements.
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0HWKRGVWR6WDUW5HSOLFDWLRQ Discuss which method to use to initiate replication Ask students about each method of initiating replication:



In s



tr



uc



■



When would you want to force replication of the Domino Directory? Answer: When a change to the Domino Directory must get distributed immediately. When would you want replication of the Domino Directory to occur automatically? Answer: Around the clock at specific intervals.



to r



■
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0HWKRGVWR6WDUW5HSOLFDWLRQ Server tasks start automatically



or



At server startup, Domino uses the ASCII text configuration file (NOTES.INI) to determine the Domino server environment, including which server tasks to start. The server setup program populates the NOTES.INI file based on the options selected during server setup.



Start and stop the Replicator



ct



The Replicator is the Domino server task that synchronizes the databases on two servers. By default, the Replicator starts during server startup. If the server monitor indicates that the Replicator is not responding, follow these steps to manually stop and start the Replicator. Step



From Domino Administrator, select the server to administer.



st ru



1



Action



Select the Server tab➝Status tab.



3



If the Console is currently active, click the Tasks button to display the list of tasks running on the server.



4



To stop the Replicator, follow these steps: a. Select the Replicator from the list of tasks running on the server. b. Choose Task➝ Stop from the tools menu. c. Click Yes to confirm stopping the Replicator.



5



To start the Replicator, follow these steps: a. Choose Task➝ Start from the tools menu. b. Select Replicator from the list of tasks. c. Click Start Task.



In



2



Tools to initiate server-to-server replication Use the following tools to initiate server-to-server replication. Tool



Usage



Connection document



Used to schedule replication between two servers.



Server console



Used to force replication between two servers.
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0HWKRGVWR6WDUW5HSOLFDWLRQ (continued)



Delete default Connection documents and force replication From Domino Administrator, demonstrate the following tasks:



to r



1. Select PTHub/World to administer. 2. View the replication Connection documents under the Configuration tab➝Replication section➝Connections view. 3. Delete all Connection documents. Note: Students will create new Connection documents in the next section.



Instruct students to force replication



uc



Allow approximately 3 minutes to complete this activity.



In s



tr



Step 5: We will discuss replication types later in this lesson.
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0HWKRGVWR6WDUW5HSOLFDWLRQ (continued)



Force replication



Step



or



Although the replicator starts automatically, replication does not occur until scheduled or manually initiated. To immediately distribute changes that the instructor made to the Domino Directory on PTHub/World, follow these steps to force replication. Action



From Domino Administrator, select your server to administer.



2



Select the Server tab➝ Status tab.



3



Choose Server➝ Replicate from the tools menu.



4



Select PTHub/World as the server with which to replicate.



5



Select the Push Pull replication style.



6



To replicate only the Domino Directory, follow these steps: a. Select Selected database. b. Click Database. c. Select World’s Address Book from the list of databases. d. Click OK.



st ru



ct



1



Click Replicate to begin replicating.



In



7
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&RQVLGHUDWLRQVIRUWKH%HVW 5HSOLFDWLRQ7RSRORJ\ Review the scheduling considerations in conjunction with classroom implementation



Checklist Item Establish a replication topology. Which server will initiate the call? Which server will receive the call?



Deployment plan



Hub-and-spoke topology Hub



Spoke



TCPIP



uc



On which port will this session happen?



to r



Review each of the checklist items as it applies to the classroom implementation.



Domino Directory, NAMES.NSF, all other databases in common



What priority of databases will be replicated?



All priorities



What replication types would be best?



Pull Push



When will this session occur?



Domino Directory, every two hours All other databases, every six hours



tr



Which database(s) will be replicated?



Is there a time limit for replication?



No



In s



Students will create and replicate the Connection documents in the next section.



Avoid any discussion of enabling multiple replicators Enabling multiple replicators is beyond the scope of this course.
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&RQVLGHUDWLRQVIRUWKH%HVW 5HSOLFDWLRQ7RSRORJ\ Scheduling considerations checklist When implementing a replication schedule, consider these checklist items.



or



‰ Establish a replication topology. For example:



Which servers will replicate? ■ In what order will servers replicate? Determine what will happen during the replication session. For example: ■



‰



Which server will initiate the call? ■ Which server will receive the call? ■ On which port will this session happen? ■ Which database(s) will be replicated? ■ What priority of databases will be replicated? ■ What replication types would be best? ■ When will this session occur? ■ Is there a time limit for replication? Create Connection documents.



st ru



ct



■



‰ ‰ Replicate the Connection documents throughout the domain. ‰ Determine how many replicators are required to support the replication topology.



‰ Start multiple replicators as appropriate. Note: For information on evaluating replication topologies and enabling multiple replicators, refer to the Domino 5 Administration Help database.



In



Scheduling critical applications



Most companies should schedule the Domino Directory, NAMES.NSF, to replicate regularly throughout the day. Then, schedule all other databases to replicate at a less frequent time interval. Keep in mind that databases will only replicate if there are changes to distribute. Place critical applications in a separate subdirectory under the Domino\data directory, then create a Connection document specifying this subdirectory to replicate at a more frequent interval.
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&RQVLGHUDWLRQVIRUWKH%HVW5HSOLFDWLRQ7RSRORJ\ (continued)



Present hub-and-spoke replication topology



In s



tr



uc



to r



Use Slide 12, Hub-and-Spoke Replication Topology, in the Classroom Diagrams presentation included with the instructor materials to illustrate a hub-and-spoke replication topology.
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&RQVLGHUDWLRQVIRUWKH%HVW5HSOLFDWLRQ7RSRORJ\ (continued)



Hub-and-spoke replication topology



or



Worldwide Corporation has decided to implement a hub-and-spoke replication topology. In this topology, the hub initiates replication with several “spoke” servers. Refer to the following diagram to see how a hub-and-spoke replication topology might be expanded to include many Worldwide regions: PTHub



B R H ub



Brazil



Portugal



PTMail01



st ru



B R M ail01 HKApps01



PTApps01



ct



B R A p ps0 1



HKHub



WorldHub



UKHub



UKApps01



Hong Kong



UKMail01



In



HKMail01



United Kingdom
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(QVXULQJ6XFFHVVIXO5HSOLFDWLRQ Briefly review the table Review the information in the table on the student page.



to r



The factors described are intended to make students aware of the places and issues to check when setting up or troubleshooting replication problems. Have students apply the list to any replication issues that may arise in class.



Refer appropriate students to another course



uc



Refer students who will be responsible for setting up a replication schedule for applications to the Lotus Education course Deploying Domino Applications.



Explain the impact of the database ACL on replication



In s



tr



Describe the different ways the database ACL can impact replication as outlined on the student page.
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(QVXULQJ6XFFHVVIXO5HSOLFDWLRQ Factors that affect replication of Domino system databases



Factors



Description The Connection documents determining the time, type, and databases to replicate.



Replication type



The direction in which data is replicated.



Possible Replication Problems



Connection documents contain inaccurate server names and dates/times to replicate databases.



st ru



ct



Replication schedule



or



Several factors affect whether and how data transfer occurs. The following table summarizes some of the factors affecting replication of the Domino system databases. Consider these factors when setting up or troubleshooting replication issues.



One-way replication defined in a Connection document. Incorrect replication type for topology.



Server access list



List of people, servers and groups allowed to access the server.



Resource not allowed access to the server.



Access Control List



List of people, servers, and groups allowed access to the database.



Resource does not have appropriate access to the database to replicate database elements.



Impact of the database ACL on replication The database ACL can impact replication in the following ways:



In



■



■



■



Changing a database ACL can prevent replication. For example, if either server has No access or Depositor access in the database ACL, replication stops. This saves time and reduces network traffic. Using an ACL improperly can undermine security For example, any person with Manager access can modify the database ACL, which then replicates throughout the domain, provided that the server distributing the change also has Manager access. A user can make any number of changes to a local replica of a database, but replication back to the server is dependent on the ACL of the database on the server.
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&UHDWLQJD*URXSIRU6HUYHU 5HSOLFDWLRQ Illustrate ease of administration



■



Only one Connection document is required to replicate with three servers, vs. three connections without using the group. To add a new server to the replication topology, add the new server name as a member of the PTAppsServers group – there is no need to create another Connection document.



In s



tr



uc



■



to r



Show Slide 13, Replicate with a Group of Servers, in the Classroom Diagrams presentation included with the instructor materials, to illustrate how using a server group for replication facilitates administration. Point out the following:
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&UHDWLQJD*URXSIRU6HUYHU 5HSOLFDWLRQ Use server groups for replication



or



As seen previously, using groups for server and database access facilitates administration. Likewise, administrators can use groups to schedule replication from one server to a group of servers. Using the group for server replication facilitates administration by:



Reducing the number of Connection documents required to replicate with more than one server. Simplifying the process of including a new server in the replication topology.



■



ct



■



Replicate with a group of servers



st ru



The following diagram illustrates the benefit of using a server group for replication. PTApps01



PTApps01



PTApps02



PTApps02



PTHub



PTHub



PTApps03



In



One Connection document; Destination server: PTAppsServers



where PTAppsServers is a group consisting of the following members: ■ ■ ■



PTApps03



Three Connection documents; 1. Destination server: PTApps01 2. Destination server: PTApps02 3. Destination server: PTApps03



PTApps01 PTApps02 PTApps03
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&UHDWLQJD*URXSIRU6HUYHU5HSOLFDWLRQ (continued)



Introduce the activity Allow 5 minutes to complete this activity. Instruct students to work in the following teams:



■



Application team: Students seated at the three application servers and the three application server administrators work as a team to create the PTAppsServers group. Mail team: Students seated at the three mail servers and the three mail server administrators work as a team to create the PTMailServers group.



Verify selected group type



to r



■



In s



tr



uc



Before moving to the next section, verify that the students selected the Servers only group type.
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&UHDWLQJD*URXSIRU6HUYHU5HSOLFDWLRQ (continued)



Create “Servers only” groups for replication The classroom implementation calls for two server groups for replication:



■



One group for the 3 mail servers, PTMailServers, created by the mail administrators team One group for the 3 application servers, PTAppsServers, created by the application administrators team



or



■



Work in server type teams and follow these steps to create the assigned groups. Action



ct



Step 1



From Domino Administrator, select your assigned server to administer.



2



Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝Groups view.



3



Click the Add Group button.



Enter one of the following group names: PTAppsServers ■ PTMailServers



st ru



4



■



Select the Servers only Group type. Note: This is the only group type that will work to replicate with a group of servers using a Connection document



6



Enter one of the following descriptions: ■ Application servers in Portugal ■ Mail servers in Portugal



7



Enter (or select) the appropriate server names for members of the group, as follows: For PTAppsServers: ■ PTApps01/SVR/World ■ PTApps02/SVR/World ■ PTApps03/SVR/World



In



5



For PTMailServers: ■ PTMail01/SVR/World ■ PTMail02/SVR/World ■ PTMail03/SVR/World 8



Click Save and Close.
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6FKHGXOLQJ5HSOLFDWLRQ Show Worldwide Corporation’s replication topology Remind students that classroom implementation is just for the Portugal region.



In s



tr



uc



to r



Show Slide 14, Classroom Replication Topology, in the Classroom Diagrams presentation included with the Instructor materials. Keep this slide displayed while the students implement the replication schedule.
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6FKHGXOLQJ5HSOLFDWLRQ Types of replication Domino supports the following four types of replication:



■ ■ ■



Pull Pull Pull Push Pull only Push only



or



■



ct



Pull Push replication



The default replication type is Pull Push, which performs bi-directional replication and requires only one Connection document between the source and destination servers.



st ru



Using the Pull Push replication type, the initiating server’s Replicator pulls changes from the called server and then pushes changes to the called server; only the initiating server’s Replicator does the work, writing in both servers. For information on the other replication types, refer to the Domino 5 Administration Help database.



Servers included in the replication schedule The diagram below shows the servers to replicate in the classroom domain.



In



Replication



PTHub/World



Portugal



PTApps01/SVR/World



PTMail01/SVR/World



PTApps02/SVR/World



PTMail02/SVR/World



PTApps03/SVR/World



PTMail03/SVR/World
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6FKHGXOLQJ5HSOLFDWLRQ (continued)



Create the Connection documents



Created by



Source server



Destination server group



to r



Use the procedure on the student page to walk through creating the necessary Connection documents. Choose three other students to create the other three Connection documents. The four Connection documents are: Databases to replicate



Repeat interval



PTHub



PTAppsServers



NAMES.NSF



120 minutes



Student



PTHub



PTAppsServers



Blank (to indicate all databases in common)



360 minutes



Student



PTHub



PTMailServers



NAMES.NSF



120 minutes



Student



PTHub



PTMailServers



Blank (to indicate all databases in common)



360 minutes



uc



Instructor



Note: This table appears on Slide 15, Replication Connection documents, in the Classroom Diagrams presentation included with the instructor materials. Display this slide during the walkthrough.



(continued on next page) ...



In s



tr



Step 1: Select the assigned server to administer based on the classroom layout.
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6FKHGXOLQJ5HSOLFDWLRQ (continued)



Replicate based on change



or



Set up a Connection document to replicate all databases under the Domino\data directory at a regular interval. This connection will not consume any additional system resources as databases only replicate if there are changes to distribute.



Criteria for the replication schedule



Worldwide Corporation’s replication schedule requires the following:



■



st ru



■



The Domino Directory (NAMES.NSF) replicates every two hours to all mail and application servers. All databases under the Domino\data directory replicate every six hours to all mail and application servers. The replication type is Pull Push.



ct



■



Create a Connection document Follow these steps to create Connection documents to set up the replication schedules. Step



Action



From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝Replication section➝Connections view.



3



Click Add Connection. The following screen shows a completed Connection document:



In



1



(continued on next page) ...
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6FKHGXOLQJ5HSOLFDWLRQ (continued)



Create the Connection documents... Created by



Source server



Destination server group



Databases to replicate



Repeat interval



PTHub



PTAppsServers



NAMES.NSF



120 minutes



Student



PTHub



PTAppsServers



Blank (to indicate all databases in common)



360 minutes



Student



PTHub



PTMailServers



NAMES.NSF



120 minutes



Student



PTHub



PTMailServers



Blank (to indicate all databases in common)



360 minutes



to r



Instructor



Step 4: Select Local Area Network for the Connection type.



uc



Step 5: Enter the Source server from the table above. The Source domain is World. Step 6: Enter the Destination server group from the table above. The Destination domain is World. Step 7: Choose the TCPIP port.



Step 8: On the Routing/Replication tab, enter the following information:



tr



Field



Value



Enabled



Replicate databases of ___ priority



Low & Medium & High



Replication Type



Pull Push



Files/Directories to Replicate



From previous table



Replication Time Limit



Blank



In s



Replication Task



Step 9: On the Schedule tab, enter the following information:
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Field



Value



Schedule



Enabled



Call at times



12:00 AM - 11:59 PM



Repeat interval



From previous table



Days of week



Sun, Mon, Tue, Wed, Thu, Fri, Sat
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6FKHGXOLQJ5HSOLFDWLRQ (continued)



Create a Connection document...



Step



Action On the Basics tab, select a Connection type.



5



Enter/verify the Source server and Source Domain fields are correct.



6



Enter the Destination server or server group, and Destination domain.



7



Click Choose ports, select the ports to use to attempt this connection, and click OK.



8



On the Routing/Replication tab, enter information in the appropriate fields according to the descriptions below: Field Replication Task



ct



or



4



Set to Enabled.



The priority of the databases to be replicated for this schedule.



st ru



Replicate databases of ___ priority



Description



9



Replication Type



The type of replication to be used for this schedule. The default is Pull Push.



Files/Directories to Replicate



The specific databases or directories containing databases to replicate. A blank field results in all databases in common in the Domino\data directory structure replicating for this schedule.



Replication Time Limit



If this field has a value in it and the replication is not complete at the end of the specified time, or if the server crashes, then replication will begin where it left off once schedule replication restarts.



On the Schedule tab, enter the information in the appropriate fields according to the descriptions below:



In



Field



10



Description



Schedule



Set to Enabled.



Call at times



Specifies either one discrete time, a list of times (each separated by a comma), or a time range.



Repeat interval



Specifies the frequency of calls over the time range.



Days of week



Specifies the days of the week that the schedule should run.



Click Save and Close.
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0RQLWRUWKH5HSOLFDWLRQ6FKHGXOH ([HUFLVH Provide context/rationale for the exercise



to r



Use the information under the first heading on the student page to provide the context and rationale for the tasks students will perform in this exercise. Allow approximately 10 minutes to complete this exercise.



Review exercise



After students complete the exercise, ask them how they performed each task. Answers include:



■



tr



■



To replicate the Connection documents, use the Force replication procedure. To graphically display the replication schedule, follow these steps: a. Select the server to administer. b. Select the Replication tab➝Replication Schedule view. To confirm which replication events have occurred, follow these steps: a. Select the server to administer. b. Select the Replication tab➝Replication Events view. To view the replication topology map, follow these steps: a. Select the server to administer. b. Select the Replication tab➝Replication Topology section➝By Connections view.



uc



■



In s



■
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0RQLWRUWKH5HSOLFDWLRQ6FKHGXOH ([HUFLVH Changes made to the Domino Directory



■



Two new server groups: PTAppsServers and PTMailServers Four new Connection documents: ■ PTHub➝PTAppsServers; NAMES.NSF ■ PTHub➝PTAppsServers; all databases in common ■ PTHub➝PTMailServers; NAMES.NSF ■ PTHub➝PTMailServers; all databases in common



ct



■



or



We have just completed the following changes to the Domino Directory:



st ru



Each student made changes to the Domino Directory on different servers. Therefore, all documents do not appear in the Domino Directory on all servers in the domain.



Replicate the Connection documents Since all servers in the domain should synchronize the Domino Directory, all administrator/server teams should force replication of the Domino Directory with PTHub/World to distribute the Connection documents. Note: Once the Connection documents appear in every Domino Directory, the replication schedule is in place. Domino will replicate based on the schedule information in the Connection documents.



In



Use the Replication Tools



Use the tools on the Replication tab in Domino Administrator to: ■ ■ ■



Graphically display the replication schedule. Confirm which replication events have occurred. View the replication topology map.
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6HWWLQJ8S0RELOH&OLHQWV



Review mobile user requirements from deployment plan



ct or



Introduce the objectives for this lesson. The deployment plan includes specifics for mobile user requirements.



Show Slide 8 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



In



st



ru



‰ Add mobile clients.
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6HWWLQJ8S0RELOH&OLHQWV



Remote Notes clients



or



Worldwide Corporation includes mobile clients in the deployment plan. These users require additional setup, such as connections to remote servers or passthru servers, access to a local directory for mail addressing while disconnected, and replication between local and server replicas.



ct



Objectives



Upon completion of this lesson, you should be able to: ■



In



st ru



■



Set up passing through an intermediary server to mail or application servers. Address mail while disconnected.
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:KDW,V6HUYHU3DVVWKUX" Introduce server passthru



■



Use the same passthru server to access different servers (application and mail). Access servers running a protocol different from the workstation.



In s



tr



uc



■



to r



Use Slide 16, Passthru Server Access, in the Classroom Diagrams presentation included in the instructor materials, to present how each of the mobile clients in the diagram can:
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:KDW,V6HUYHU3DVVWKUX" Passthru servers The Domino server allows a client to use one or more intermediary servers to access a target server. The intermediary servers are called passthru servers.



or



Passthru is normally used by a mobile user dialing into one server, but needing access to several servers as shown in the following figure: Mobile client SPX XPC (modem)



ct



Mobile client TCP/IP XPC (modem)



st ru



Passthru server TCP/IP SPX XPC (modem)



Mail server TCP/IP



Mail server SPX



Application server TCP/IP SPX



Advantages of passthru



In



The advantages to using passthru for mobile clients are: ■



■



■



Users can dial into passthru servers to replicate their mail and other databases. Administrators can set up a server with several modems to use as a dedicated passthru server. A multi-protocol server can passthru clients to servers running protocols different from the clients.



Note: The maximum hop count is 10. However, most configurations will have one or two hops.



Student Guide Page No. 96



189



Lesson 8 ■ Setting Up Mobile Clients



6HWWLQJ8SD3DVVWKUX6HUYHU &RQQHFWLRQ Provide an example of mobile access using a passthru server



In s



tr



uc



to r



Show Slide 17, Setting Up a Passthru Connection, in the Classroom Diagrams presentation included in the instructor materials. Use this diagram to describe a typical passthru server scenario.
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6HWWLQJ8SD3DVVWKUX6HUYHU &RQQHFWLRQ Example: Remote access using a passthru server



or



Stephen Zomes wishes to access his mail from his laptop over the phone. He will need to connect to the following servers: Function



Server



Default passthru server



PTHub/World



Mail server



PTMail01/SVR/World



Passthru connection



ct



The following figure shows a mobile user accessing a server using passthru.



Portugal



PTHub/World



Stephen Zomes’ Laptop



st ru



PTApps01/SVR/World



PTMail01/SVR/World



PTApps02/SVR/World



PTMail02/SVR/World



PTApps03/SVR/World



PTMail03/SVR/World



In



Directory documents required for connection Notes requires two directory documents in the user’s Personal Address Book to complete this connection: ■ ■



Location document Dial-up modem Connection document



Note: The administrator can set up both directory documents in the user’s Personal Address Book using a setup profile for mobile users.
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6HWWLQJ8SD3DVVWKUX6HUYHU&RQQHFWLRQ (continued)



Discuss the information to update in the Setup Profile Ask students what information they would update in the Setup Profile for Stephen Zomes based on this scenario.



■ ■



to r



Answer: Add PTHub/World to the Default Passthru Server field. Enter dialing information for PTHub/World.



Introduce the activity



uc



Allow students 5 minutes to complete this activity.



Briefly mention multiple server hops



In s



tr



Note the use of the passthru Connection document in the Domino Directory for multiple server hops.
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6HWWLQJ8SD3DVVWKUX6HUYHU&RQQHFWLRQ (continued)



Set up mobile users for passthru



or



To set up passthru connections for mobile users, create a Setup Profile, and include passthru server information. As a result, Notes will update the Personal Address Book for users based on this Setup Profile and include the passthru server information in the Location and Connection documents.



Work in administrator/server teams and follow these steps to create the Setup Profile document. Step



Action



From Domino Administrator, select your server to administer.



2



Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝Setup Profiles view.



3



Click the Add Setup Profile button.



4



On the Basics tab, enter the profile name XXX Mobile users (where XXX are your initials). On the Dial-up Connections tab, fill in the following fields: Default passthru server: PTHub/World ■ Enter any fictitious dialing information to reach the default passthru server.



st ru



5



ct



1



■



6



Click Save and Close.



Note: The user’s Location document already contains the mail server name.



Using more than one passthru server



In



Passthru allows up to 10 server hops. To set up multiple server hops, use a Connection document in the Domino Directory with the Passthru Server connection type. In the Connection document, specify the path from the dial-in server to the destination server using a passthru server, as shown below:
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$OORZLQJ3DVVWKUX6HUYHU$FFHVV Describe the passthru access fields



■



to r



Use the information in the table to describe the passthru access fields. Test students’ understanding by asking the following question regarding the scenario previously discussed: Which server(s), if any, should be included in the four passthru access fields in order to allow Stephen Zomes to use PTHub/World as a passthru server to access PTMail01/SVR/World? Answer: Which server document



Edit passthru restrictions field



PTHub/World



Specify this value



Access this server



Stephen Zomes/PT/World



uc



Route through Cause calling



PTMail01/SVR/World



Destinations allowed



If not blank, then PTMail01/SVR/ World must be listed individually or as part of a group.



Access this server



Stephen Zomes/PT/World listed individually or as part of a group.



tr



Route through Cause calling



In s



Destinations allowed



Allow passthru access through Portugal Hub



Use the procedure on the student page to demonstrate editing the server document for PTHub/World: Step 4: Change the following fields in the Passthru use section: Field
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Value



Description



Route through



*/PT/World



Anyone certified with the /PT/World certifier can route through PTHub on a path to any of the allowed destination servers.



Destinations allowed



*/SVR/World



Domino will passthru authorized users to any servers certified with the /SVR/World certifier.
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$OORZLQJ3DVVWKUX6HUYHU$FFHVV Passthru access fields



or



Administrators can allow or restrict any Domino server to be used as a passthru server. The following table describes the passthru access fields on the Security tab, Passthru use section in the Server document. Field



Description



The people, servers, and groups allowed to access this server using passthru. Blank list allows no one. Note: This field applies to the destination server.



Route through



The people, servers, and groups allowed to use passthru to route through this server on a path to the destination server. Blank list allows no one.



Cause calling



The servers that may instruct this server to place a call to another server to build a route. Blank list allows none.



Destinations allowed



Destinations to which a server may route clients. Blank list allows all.



st ru



ct



Access this server



Allow or restrict passthru access on the server Allowing passthru access requires editing the Server document for the passthru server and for the destination server(s). Follow these steps to allow or restrict access on the passthru server.



In



Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝Server section➝Current server document.



3



Select the Security tab.



4



Edit the appropriate fields in the Passthru use section.



5



Save and close the document.



6



Restart the server for the changes to take effect.
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$OORZLQJ3DVVWKUX6HUYHU$FFHVV (continued)



Review using wildcards in fields Remind students that */PT/World indicates all Notes IDs certified by the /PT/World organizational unit certifier.



In s



tr



uc



to r



Allow approximately 5 minutes to complete this activity.
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$OORZLQJ3DVVWKUX6HUYHU$FFHVV (continued)



Allow passthru access on the mail and application servers



or



Work in administrator/server teams to edit the mail and application server documents to allow all employees in Portugal to access the mail and application servers via passthru. Follow these steps to allow passthru access on the mail and application servers. Step



Action



From Domino Administrator, select your server to administer.



2



Select the Configuration tab➝Server section➝Current server document.



3



Select the Security tab.



4



In the Passthru use section, add */PT/World to the Access this server field.



5



Save and close the document.



6



Restart the server for the changes to take effect.



In



st ru



ct



1
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:KDW,VWKH'LUHFWRU\&DWDORJ" Note these important points



Use an additional example:



to r



Use the information in the table on the student page to note the smaller size of the Directory Catalog in comparison to the Domino Directories.



In s



tr



uc



A large Domino Directory of 1,000,500 entries and 3.22 GB in size, would compress to a Directory Catalog of size approximately 117 MB.
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:KDW,VWKH'LUHFWRU\&DWDORJ" Directory Catalog



or



Worldwide Corporation will use the Directory Catalog to provide mobile users the ability to address mail while disconnected. The Directory Catalog is a small efficient directory of combined directories in the enterprise. The Directory Catalog is created and updated on a Domino server and can be replicated locally for mobile clients. This allows users to be able to address mail to recipients while disconnected.



The following table shows how the Directory Catalog is a compact version of several directories. Number of Directory Entries



Directory File Size



ct



Organization



103,000 entries



1 GB



Lotus



23,000 entries



518 MB



Iris



1,400 entries



30 MB



Total Size



127,400 entries



1.55 GB



st ru



IBM US



Directory Catalog



127,400 entries



12 MB



Note: The Directory Catalog can store up to 255 entries in each document.



Designate directory servers



Designate specific Domino servers as directory servers. Use the directory server in the following ways:



In



■



■



Users connecting over a network can specify this server as the Domino Directory server in the user’s Location document. Mobile users can replicate the Directory Catalog to their workstations when connected to be able to address mail while disconnected.



Designate a primary directory server to: ■ ■ ■



Store replicas of the secondary directories. Create and store the Directory Catalog on this server. Schedule the server tasks on this server to keep the Directory Catalog upto-date.
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+RZWR6HW8SD'LUHFWRU\&DWDORJ Show Earth’s Address Book



1. 2. 3. 4.



to r



Show the secondary Domino Directory, Earth’s Address Book (DOMAIN2.NSF), included with the instructor materials from Domino Administrator: Select the server PTHub/World. Select the Files tab. Double-click to open Earth’s Address Book, DOMAIN2.NSF. Show the People view to see a list of names in the directory.



uc



Consider an alternative methodology



To increase student participation, consider inviting students to use the instructor’s workstation to perform the demonstrations on this and the following instructor pages.



Create a Directory Catalog on PTHub/World



tr



Use the procedure on the student page to demonstrate creating a Directory Catalog on PTHub/World:



In s



Step 2: Select server PTHub/World.



Step 3: Enter the following information: ■ ■



Title: World’s Directory Catalog File name: WDIRCAT.NSF



Step 4: Select template server PTHub/World.
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+RZWR6HW8SD'LUHFWRU\&DWDORJ Set up a Directory Catalog checklist Complete these tasks to set up a Directory Catalog. Procedure



or



Task 1



Copy the secondary directories using the operating system, or create replicas of the secondary directories on the designated directory server.



❏



2



Create the Directory Catalog database.



❏



3



Configure the Directory Catalog database.



❏



4



Populate the Directory Catalog by starting the Directory Cataloger task.



❏



5



Schedule updating the Directory Catalog in the server document.



❏



6



Edit the directory profile in the Domino Directory to include information about the Directory Catalog.



❏



7



Create replicas of the Directory Catalog on other designated directory servers in the domain.



st ru



ct



❏



Task 2: Create the Directory Catalog After the secondary directories are stored in the primary directory server, follow these steps to create a Directory Catalog database.



In



Step



Action



1



From Domino Administrator, choose File➝ Database➝ New.



2



Select the primary Directory Server from the list of servers.



3



Enter an appropriate database title and file name.



4



Click Template server, select the Directory Server, and click OK.



5



Select the Directory Catalog (DIRCAT5.NSF) template.



6



Select Create full text index for searching.



7



Click OK to create the database.
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+RZWR6HW8SD'LUHFWRU\&DWDORJ (continued)



Configure the Directory Catalog on PTHub/World Use the procedure on the student page to demonstrate configuring the Directory Catalog on PTHub/World:



to r



Step 3: Enter the following information in the Directory Catalog Configuration document for the directory file names to include: NAMES.NSF, DOMAIN2.NSF (where DOMAIN2.NSF is the directory supplied with the instructor materials.)



Step 4: Do not change any other default values.



uc



Populate the Directory Catalog on PTHub/World



Use the procedure on the student page to demonstrate populating the Directory Catalog on PTHub/World: Step 4: Enter the following server console command:



In s



tr



Load DirCat WDIRCAT.NSF
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+RZWR6HW8SD'LUHFWRU\&DWDORJ (continued)



Task 3: Configure the Directory Catalog Once the Directory Catalog exists, follow these steps to specify the secondary directories to include in the Directory Catalog database. Action



or



Step



Open the Directory Catalog database.



2



Choose Create➝ Configuration.



3



Add the names of the primary and secondary directories. For example, NAMES.NSF, romy\D2names, f:\DIR\D3NAMES.NSF



4



Change any default field values.



5



Click Save and Close.



ct



1



st ru



Task 4: Populate the Directory Catalog



Once the Directory Catalog Configuration document includes the names of the secondary directories, follow these steps to populate the Directory Catalog with the names of the users in the secondary directories. Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the Server tab➝Status tab.



3



Select the Console button➝Live button.



4



Enter the following console command, then press ENTER:



In



Load DirCat DirectoryCatalogFileName
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+RZWR6HW8SD'LUHFWRU\&DWDORJ (continued)



Schedule updating the Directory Catalog on PTHub/ World



to r



Use the procedure on the student page to demonstrate editing the server document on PTHub/World to enable the schedule for the Directory Catalog Aggregator server task. Step 4: Directory Catalog file name: WDIRCAT.NSF



Step 6: Accept the default values for days, hours, and repeat interval.



uc



Include Directory Catalog information in the Directory Profile



Use the procedure on the student page to demonstrate editing the Directory Profile document in the Domino Directory on PTHub/World to include Directory Catalog information. Step 3: Fill in the following fields: ■



In s



tr



■



Domain defined by this Public directory: World Directory Catalog file name for this domain: WDIRCAT.NSF
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+RZWR6HW8SD'LUHFWRU\&DWDORJ (continued)



Task 5: Schedule updating the Directory Catalog



or



The Directory Catalog must be kept up-to-date when entries get added, modified, or deleted in the secondary directories. Follow these steps to schedule updating the Directory Catalog. Step



Action



From Domino Administrator, select the primary directory server where the Directory Catalog and secondary directories reside.



2



Select the Configuration tab➝Server section➝Current server document.



3



Select the Server tasks tab➝Directory Cataloger tab.



4



Enter the Directory Catalog file name.



5



Enable the schedule for the Directory Catalog Aggregator.



6



Enter the days, hours, and repeat interval for the schedule.



7



Click Save and Close.



st ru



ct



1



8



Restart the server for the changes to the server document to take affect.



Task 6: Include Directory Catalog in Domino Directory Profile The Domino Directory includes a profile that specifies information about the directories in the domain. Follow these steps to edit the Directory Profile.



In



Step



Action



1



From Domino Administrator, select the primary Directory Server where the Directory Catalog and secondary directories reside.



2



Select the Configuration tab➝Server section➝All server documents view.



3



Click inside the servers view, and choose Actions➝ Edit Directory Profile. Fill in the following fields: ■ Domain defined by this Public Directory ■ Directory Catalog file name for this domain



4



Click Save and Close.
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+RZWR6HW8SD'LUHFWRU\&DWDORJ (continued)



Note classroom implementation



Show the Directory Catalog



to r



Do not create replicas of the Directory Catalog on other classroom servers. The classroom implementation does not include any other designated directory servers. However, normally, the Directory Catalog would replicate to other designated directory servers in the domain, for example, UKHub/World.



From Domino Administrator, show how to view the contents of the Directory Catalog:



In s



tr



uc



Select the People & Groups tab➝Directory Catalog section➝World’s Directory Catalog view.
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+RZWR6HW8SD'LUHFWRU\&DWDORJ (continued)



Task 7: Create replicas on Directory Servers



or



The last step in setting up the Directory Catalog is to create replicas of the Directory Catalog on other designated Directory Servers in the domain. Follow these steps to create the replicas. Action



1



From Domino Administrator, select the primary directory server to administer.



2



Select the Files tab, and expand the Database tools menu.



3



Drag and drop the Directory Catalog database onto the Create Replica(s) database tool.



4



Select the server(s) from the list on which to create the replica.



5



Click OK to confirm creating the replica.



6



Click OK to confirm that the databases have been processed.



ct



Step



In



st ru



Note: The steps outlined above do not occur immediately. The server performs these steps based on scheduled intervals.
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$GGUHVVLQJ0DLO:KLOH'LVFRQQHFWHG Instruct students to edit setup profile Each administrator/server team can perform this activity, editing the setup profile they created earlier in this lesson.



to r



Allow approximately 5 minutes for this activity.



Note no mobile classroom users



In s



tr



uc



Currently, there are no users registered based on this setup profile, so students will not see the replica created on the workstation. In the next section, students will get an opportunity to use the Directory Catalog while connected to the network.
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$GGUHVVLQJ0DLO:KLOH'LVFRQQHFWHG Set up the Directory Catalog for a mobile user



or



A mobile user should have a local replica of the Directory Catalog in order to address mail while disconnected from the network. To automatically create a replica on the mobile user’s workstation, include Directory Catalog information in the mobile user’s setup profile document.



Work in administrator/server teams to complete this activity. Follow these steps to set up the Directory Catalog for a mobile user. Step



Action



From Domino Administrator, select PTHub/World to administer.



2



Select the Files tab.



3



Double-click to open the Directory Catalog database.



4



Choose Edit➝ Copy as link➝ Database link.



5



Close the Directory Catalog database.



6



From Domino Administrator, select your assigned server to administer.



7



Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝Setup Profiles view.



8



Select your setup profile created earlier, and click Edit Setup Profile.



9



On the Databases tab, paste the database link into the Mobile directory catalogs field.



10



Click Save and Close.



st ru



ct



1



Next steps



In



To allow mobile users to use the Directory Catalog, the following must occur: ■ ■



■



The setup profile replicates to the user’s mail server. The mobile user connects to the mail server. At that time: ■ A replica stub of the directory catalog is created on the mobile user’s workstation. ■ The replication schedule is enabled for the mobile directory catalog. Note: Users should regularly replicate their mobile directory catalogs with a replica on a directory server. The user adds the mobile directory catalog file name to the Local address books field in File➝Preferences➝User Preferences; Mail and News panel.
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8VLQJD'LUHFWRU\&DWDORJ:KLOH &RQQHFWHG Explain network users accessing the Directory Catalog



In s



tr



uc



Allow 5 minutes for this activity.



to r



Since all machines in the classroom are networked, none of the workstations is disconnected. The activity on the student page shows students how to address mail using the Directory Catalog while connected to the Domino network.
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8VLQJD'LUHFWRU\&DWDORJ:KLOH &RQQHFWHG Network users specify a Directory Server



or



Users connected to the network can look up addresses in the Directory Catalog by indicating the name of the Directory Server that stores the Directory Catalog in the user’s Location document.



The Directory Catalog allows users to correctly address mail to recipients listed in all directories included in the Directory Catalog.



ct



Address mail using the Directory Catalog



Follow these steps to specify a Directory server in the Location document and address mail to a user listed in the Directory Catalog. Step



Action



Edit the current Location document in the Personal Address Book.



2



Add PTHub/World to the Domino directory server field on the Servers tab.



3



Click Save and Close.



4



From the Notes client, create a memo, then address the message as follows: ■ Use the Address action, and select a person whose name is in the Directory Catalog. ■ In the To: field, begin typing the name of a person whose name is in the Directory Catalog, such as Ansel Adams, Winslow Homer, Claude Monet, or Vincent VanGogh. Note that type-ahead searches the Directory Catalog as well as the Domino Directory.



In



st ru



1
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to



r



&RQILJXULQJ0HVVDJLQJ 6HWWLQJV Setting Up Intranet Mail Routing



In



st r



uc



Lesson 10 Setting Up Mail Routing to the Internet







6HWWLQJ8S,QWUDQHW0DLO 5RXWLQJ



ct or



Note the scope of this lesson This lesson covers only intranet mail routing. The next lesson covers Internet mail routing.



Revisit the plan while introducing the objectives Introduce the objectives for this lesson, which covers:



■ ■ ■



Setting up multiple Domino Named Networks Creating Connection documents for mail routing within the Domino domain Restricting mail flow internally Creating multiple mail box databases



ru



■



Show Slide 9 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



st



‰ Route mail internally.



Compare the classroom with an optimum configuration Explain:



In



■



■



Optimum deployment is site-specific. The classroom example is not an optimum or exclusive example of actual deployment options. What students will do in the classroom relates to the deployment plan.



Consider lesson delivery options



This lesson covers setting up mail servers. To increase participation for students seated at application servers, consider inviting different students to use the instructor’s workstation to demonstrate procedures.
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6HWWLQJ8S,QWUDQHW0DLO 5RXWLQJ



or



Domino mail routing protocols Domino Release 5 supports two mail routing protocols: ■ ■



The Internet standard, SMTP (Simple Message Transport Protocol) Domino’s native routing protocol, NRPC (Notes Remote Procedure Calls)



ct



It is possible to use a combination of SMTP and NRPC within a corporation. For example, Worldwide Corporation will route mail within the company intranet using Domino’s native routing protocol, NRPC, and route mail to the Internet using the SMTP protocol.



st ru



This lesson discusses how to configure Domino R5 servers to route mail within the company intranet.



Objectives



Upon completion of this lesson, you should be able to: ■ ■ ■



In



■



Configure intranet Domino mail routing. Establish a mail routing schedule. Enable message tracking. Troubleshoot common mail setup problems.
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)DFWV$ERXWWKH0DLO5RXWLQJ $UFKLWHFWXUH Define mail routing protocols



In s



tr



uc



to r



Use the definitions in the table on the student page to present the mail routing protocols that Domino supports.
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)DFWV$ERXWWKH0DLO5RXWLQJ $UFKLWHFWXUH Domino routing protocols



or



The following table defines the mail routing protocol options in Domino. Term



Definition



Notes Remote Procedure Calls. NRPC can be set up to route mail within a Domino domain and to route mail between Domino domains.



SMTP



Simple Messaging Transport Protocol. SMTP is an industry standard Internet routing protocol which is native in Domino. Note: SMTP supports the TCP/IP protocol only.



ct



NRPC



Using NRPC vs. SMTP



st ru



Use the following guidelines when determining which protocol to use: ■



In



■



Use SMTP under these circumstances: ■ For Internet communication ■ If Domino is being used for mail only Use NRPC to take advantage of these Domino features: ■ To send document and database links via e-mail ■ To use Calendaring and Scheduling
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+RZWR&RQILJXUH,QWUDQHW0DLO 5RXWLQJ Provide a mail routing configuration overview



In s



tr



uc



to r



Use the procedure on the student page to provide students with an overview of the tasks required to configure mail routing within a Domino Domain.
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+RZWR&RQILJXUH,QWUDQHW0DLO 5RXWLQJ Configure intranet mail routing checklist



Task



or



Complete these tasks to configure intranet mail routing. Procedure



1



Set up Domino Named Networks for mail routing.



❏



2



Schedule mail routing between DNNs.



❏



3



Test and troubleshoot intranet mail routing.



❏



4



Enable message tracking.



❏



5



Test mail delivery to a user’s mail file.



❏



6



Set mail flow restrictions.



❏



7



Set mail transfer controls.



❏



8



Configure additional server mail boxes.



❏



9



Consider using Shared Mail.



❏



10



Select a mail storage format.



❏



11



Allow users access to run mail agents.



❏



12



Configure connections to other Domino domains.



st ru



ct



❏



In



Note: Task 12 is beyond the scope of this course. Refer to Appendix D: Setting Up Cross Domain Mail Routing for more information on configuring connections to other Domino domains.
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:KDW,VD'RPLQR1DPHG1HWZRUN" Present Domino Named Networks



In s



tr
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to r



Present the material on the student page before students complete the activity on the next page.
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:KDW,VD'RPLQR1DPHG1HWZRUN" Domino Named Networks Servers that meet the following criteria can be members of the same Domino Named Network (DNN):



■ ■



Are in the same domain. Share a common Local Area Network (LAN) protocol. Can maintain a constant connection on the same LAN or bridged/routed Wide Area Network (WAN).



ct



Mail routing within a DNN



or



■



Mail routing occurs automatically between servers in the same DNN.



st ru



Separate servers into DNNs



Servers that meet the criteria can belong to the same DNN. However, consider separating servers into different DNNs under the following circumstances: ■



In



■



To control when mail routes between servers. Administrators may want to control when mail routes between servers rather than allow mail to route automatically, as is the case between servers in the same DNN. To reduce network traffic between regions: Regional administrators would instruct users to access applications on servers in their own region.
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:KDW,VD'RPLQR1DPHG1HWZRUN" (continued)



Discuss activity results Allow students approximately 5 minutes to complete this activity. After students are done, ask these follow-up questions:



■



■



uc



■



In what DNN were the students servers placed after server setup? Answer: TCPIP Network In what DNN was the instructor’s server placed? Answer: TCPIP Network Where is the DNN defined for a server? Answer: In the server document; Ports tab➝Notes Network Ports tab➝ Notes Network field. Is your server a member of more than one DNN? Answer will vary depending on additional protocols used in the classroom. Note: If the classroom is using multiple protocols, students will discover that, by default, the setup program creates multiple DNNs (one for each enabled protocol on the server machine).



to r



■



Discuss separating servers into DNNs



tr



Based on the tip on the previous student page, ask the following question to test student understanding and as a segue to the next section. Based on the requirements for the servers in a DNN, should the mail and application servers be left in the default DNN, TCPIP Network? Answer: No, for the following reasons: ■ Mail routing would occur automatically between all servers in the domain, since they are all in the same DNN. Most companies prefer to control mail routing between regions. ■ Regional application and mail servers should be grouped in a DNN to reduce network traffic between regions.



In s



■
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:KDW,VD'RPLQR1DPHG1HWZRUN" (continued)



Determine current DNNs Follow these steps to explore the current DNN for your server.



Step 1



or



Note: DNNs are also referred to as Notes Networks in Domino Administrator and the server document. Action



Display the Server pane for the World domain by clicking the Domain servers icon,



.



Select the Networks section to see a list of DNNs in the domain.



3



View each section under Networks to determine the network to which your server belongs, and write down the network name:



4



To see where the DNN is defined, perform these steps: a. Select your server to administer. b. Select the Configuration tab➝Server section➝Current server document. c. Select the Ports tab➝Notes Network Ports tab as shown below:



st ru



ct



2



In



d. Verify that the Notes Network name is the same as seen in Step 3.
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6HWWLQJ8S'RPLQR1DPHG1HWZRUNV Present diagram



■ ■



All mail servers will route mail internally using the NRPC protocol. All mail and application servers are in the same Domino Named Network, WorldPTNet. The hub server will: ■ Belong to a different DNN, TCPIP Network ■ Route mail to and from one mail server in the WorldPTNet DNN.



In s



tr



uc



■



to r



Show Slide 18, Target Mail Routing Topology, in the Classroom Diagrams presentation included with the instructor materials, to emphasize these major points:
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6HWWLQJ8S'RPLQR1DPHG1HWZRUNV Classroom DNN implementation



■ ■



or



Since the hub server will route mail to the Internet, it should be in a separate DNN. The mail and application servers in Portugal will be in another DNN to allow the following: Automatic mail routing between mail servers. Portugal users to access applications in their local region.



Refer to the following diagram:



NRPC Mail routing within the DNN



Portugal



PTHub/World



PTMail01/SVR/World



st ru



PTApps01/SVR/World



DNN: TCPIP Network



ct



NRPC Mail routing between DNNs



PTApps02/SVR/World



DNN: WorldPTNet



PTMail03/SVR/World



In



PTApps03/SVR/World



PTMail02/SVR/World
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6HWWLQJ8S'RPLQR1DPHG1HWZRUNV (continued)



Instruct students to separate the student servers into a new DNN



to r



Allow students approximately 10 minutes to complete this activity. As an alternative methodology, depending on student experience, consider performing these steps as a walkthrough. Step 5: Make sure students restart the servers.



Review intranet mail routing checklist



Show slide 10 in the Checklists presentation included with the instructor materials, then ask students:



uc



Which checklist item is now complete? Answer: Set up Domino Named Networks for mail routing.



In s



tr



■
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6HWWLQJ8S'RPLQR1DPHG1HWZRUNV (continued)



Create a new DNN for classroom servers



or



Worldwide Corporation has decided to place the servers for each region in their own DNN. Follow these steps to edit the server document and change the default DNN for classroom mail and application. Step



Action



From Domino Administrator, select your assigned server to administer.



2



Select the Configuration tab➝Server section➝Current server document➝Ports tab➝Notes Network Ports tab.



3



To change the DNN, perform these steps: a. Next to the TCPIP protocol, enter WorldPTNet in the Notes Network field. b. Verify that the TCPIP port is Enabled. c. Accept the default for all other fields.



4



Click Save and Close.



5



Restart the server for the changes to take effect.



st ru



ct



1



Choose a DNN name



In



Choose a DNN name that describes the protocol or location of the servers, for example, TCPIP_PTNet or WorldPTNet.
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.H\0DLO5RXWLQJ&RPSRQHQWV Present key mail routing components



■ ■ ■



to r



Use Slide 19, Key Mail Routing Components, in the Classroom Diagrams presentation included with the instructor materials, and the table below to introduce: The names of the key mail routing components Where the key components reside (workstation or server) The functions of these mail routing components, using the following table: Term



Definition



The Domino database in which the user creates, sends, retrieves, and stores mail messages.



Mail server



A user’s mail server is the server where the user’s mail file resides and is specified in the Person document in the Domino Directory.



Mailer



The Mailer resides on the workstation and performs these tasks: ■ Verifies the existence and spelling of the name(s) if the recipient is listed in the Domino Directory. Converts the message to MIME, if necessary. ■ ■ Deposits the message in MAIL.BOX on the sender’s mail server.



Domino Directory



The Domino database that stores information about the sender’s (and possibly recipient’s) mail server, mail file system, mail file name, mail address, and connections to other servers for transfer and delivery.



tr



uc



Mail file



A special database that resides on every server used for mail delivery. Mail is temporarily stored in MAIL.BOX, before the router delivers or transfers the mail.



Router



A server-based task that delivers and transfers mail. It checks the Domino Directory for connections to other servers and deposits mail in users’ mail files and other servers’ MAIL.BOX.



In s



MAIL.BOX
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.H\0DLO5RXWLQJ&RPSRQHQWV Workstation and server mail routing components The figure below shows the following key mail routing components:



■ ■ ■ ■



Dep



Mailer



t o si



Loo k



MAIL.BOX



or



■



Mail file Mail server Mailer Domino Directory MAIL.BOX Router



fer Trans



ct



■



Router



up



Router



Lo o



ku p



Domino Directory



Domino Directory



Sender’s mail file



Recipient’s mail file



st ru



Me ss ag e



MAIL.BOX



Deliver



Workstation



Mail Server



Mail Server



In



Note: This diagram shows the mail routing components for users connected to the network. For more information on mail routing components for disconnected users, see the Domino 5 Administration Help database and the Notes 5 Help database.
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0DLO5RXWLQJ%HWZHHQ'11V Build upon hub-and-spoke knowledge from Module C



■



Knowing what you know about mail routing within a DNN, will Connection documents be necessary to route mail within the DNN? Answer: No, mail routing occurs automatically within a DNN. Between what servers will Connection documents be required? Answer: ■ One Connection document from the Portugal hub server (hub) to one server in each DNN (spoke). ■ One Connection document from one server in each DNN to the Portugal hub server.



uc



■



to r



Use the hub-and-spoke diagram on the student page to review hub-and-spoke topology from Module C: Administering the Domino Server. Ask students the following questions:



Illustrate a typical mail routing scenario



tr



Show Slide 20, Hub-and-spoke Mail Routing, in the Classroom Diagrams presentation included with the instructor materials. Use the diagram and the following information to illustrate how mail would route between Worldwide Corporation’s regions from Juan in Brazil to Mary in Portugal:



In s



1. When Juan sends mail to Mary, the Mailer verifies the name, then moves the mail from Juan’s workstation to MAIL.BOX on BRMail02. 2. BRMail02’s router performs the following steps: a. Verify the recipient’s address. b. Look at the Connection documents, and see that WorldHub has a connection to PTHub in Mary’s DNN. c. Look at the Connection documents in the Domino Directory, and see that BRHub has a connection to WorldHub. d. Transfer the mail to MAIL.BOX on BRHub. 3. BRHub’s router performs the same lookups in Steps 2a-c, and transfers the mail to MAIL.BOX on WorldHub based on the schedule in the Connection document. 4. WorldHub’s router performs the same lookup in Steps 2a-b, and transfers the mail to MAIL.BOX on PTHub based on the schedule in the Connection document. 5. PTHub’s router transfers the mail to MAIL.BOX on PTMail01. 6. PTMail01’s router deposits the mail message in Mary’s mail file.



230



Implementing a Domino Infrastructure



Lesson 9 ■ Setting Up Intranet Mail Routing



0DLO5RXWLQJ%HWZHHQ'11V Connection documents schedule mail routing



or



Configure Connection documents in the Domino Directory to enable communication between servers in other Domino Named Networks. The Connection documents include specific connection information, such as message threshold, and delivery schedule requirements.



Hub-and-spoke mail routing topology



ct



In Module C, we scheduled replication using a hub-and-spoke topology because hub-and-spoke is the most efficient way to distribute changes to databases.



Similarly, scheduling mail routing in a hub-and-spoke topology is the most efficient way to route mail between DNNs.



st ru



The following diagram shows how Domino would route mail between Worldwide Corporation’s regions using a hub-and-spoke topology where each region is defined as a separate DNN:



DNN: TCP/IP Network



Connection document for Mail routing



Automatic mail routing within the DNN



3



WorldHub 4



BRHub



PTHub



5 6



2



In



BRMail01
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Juan Romero DNN: WorldBRNet
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DNN: WorldUKNet



United Kingdom



DNN: WorldPTNet



Portugal
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&RQQHFWLRQ'RFXPHQW2SWLRQV Show the Connection document Open a new Connection document, then:



■ ■



In s



tr



uc



■



Show and explain the fields listed in the table on the student page. Show students how to access pop-up field help. Note that the deployment plan calls for using the default router type: Push Only. Point out the fields on the Scheduling tab. Note that these fields are the same fields used to schedule replication.



to r



■
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&RQQHFWLRQ'RFXPHQW2SWLRQV Mail routing and replication in a Connection document



or



By default, both the mail routing and replication tasks are enabled in a single Connection document. When servers connect to replicate based on the schedule, Domino routes any pending mail; this is called opportunistic routing. The replication schedule may be sufficiently frequent to replicate databases; however, it may not be sufficiently frequent to transfer mail between DNNs.



ct



Use opportunistic routing and scheduled mail routing



To optimize server connections, use opportunistic routing and create separate Connection documents with a shorter repeat interval for mail routing.



st ru



Mail routing requires two Connection documents Although replication requires only one Connection document to perform bidirectional replication, mail routing requires two Connection documents, one for each server, for two-way communication.



Connection document mail routing options The following table describes some of the fields on the Routing/Replication tab in the Connection document that determine how and when mail routes: Field



Description



The task(s) that will be performed for this connection, such as Mail routing.



Route at once if X messages pending



Routes Normal priority mail immediately based on a pending message threshold.



Router type



The type of routing to be done for this connection. Options are: ■ Push Only (Default) - Only sends mail to the other server. ■ Pull Only - Only receives mail from the other server. ■ Push Wait - Waits for the other server to call before sending. ■ Pull Push - Sends mail to the other server, then waits for the other server to send mail back.



In



Routing task
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6FKHGXOLQJ0DLO5RXWLQJ Select teams to create two Connection documents Select two administrator/server teams to create Connection documents.



to r



Since students have already created Connection documents in Module C: Administering the Domino Server, they should not have difficulty with this activity. Allow approximately 10 minutes to complete this activity.



Verify number of Connection documents



Make sure students create only two Connection documents for the classroom.



uc



Note: Do not replicate the changes to the Domino Directory at this time. Students will discover the need to force replication during an upcoming troubleshooting exercise.



Review intranet mail routing checklist



tr



Show Slide 11 in the Checklists presentation included with the instructor materials, then ask students: Which checklist item is now complete? Answer: Schedule mail routing between DNNs.



In s



■
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6FKHGXOLQJ0DLO5RXWLQJ Implement the hub-and-spoke mail routing topology



or



Domino will use Connection documents to route mail to and from the Portugal hub server, since not all servers in the domain are in the same Domain Named Network. The instructor will select two administrator/server teams to create a pair of Connection documents for PTMail01/SVR/World to route mail to/from PTHub/ World. The two teams should follow these steps to implement the mail routing topology. Step



Action



From Domino Administrator, select your assigned server to administer.



2



Select the Configuration tab➝Messaging section➝Connections view.



3



Click Add Connection.



4



Accept the default Local Area Network for the Connection type.



5



Team 1: Enter PTMail01/SVR/World in the Source server field. Team 2: Enter PTHub/World in the Source server field.



6



Team 1: Enter PTHub/World in the Destination server field. Team 2: Enter PTMail01/SVR/World in the Destination server field.



7



Enter World in the Source and Destination domain fields.



8



Click Choose Ports to select the TCPIP port to use for this connection, and click OK.



9



On the Replication/Routing tab, use pop-up field help to view field descriptions, then make the following selections: ■ Disable the Replication task. ■ Select Mail Routing in the Routing task field. ■ Accept the default to route at once if 5 messages are pending. ■ Accept the default routing cost, 1. ■ Accept the default router type: Push Only.



10



On the Schedule tab, use pop-up field help to view field descriptions, then make the following selections: ■ Select Enabled in the Schedule field. ■ Change Call at times to: 12:00 AM - 11:59 PM ■ Change the repeat interval to 30 minutes. ■ Accept the default seven days per week.



11



Click Save and Close.



In



st ru



ct



1
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+RZWR7HVW0DLO5RXWLQJ Show students how to force mail routing



In s



tr



uc



to r



Use the procedure on the student page to demonstrate how to force mail routing between PTHub/World and any classroom mail server.
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+RZWR7HVW0DLO5RXWLQJ Force mail routing Follow these steps to force mail routing to either test connections or send all pending messages (including low priority messages) immediately. Action



or



Step



From Domino Administrator, select the mail server to administer.



2



Select the Messaging tab➝Mail tab.



3



From the tools menu, choose Messaging➝ Route Mail.



4



Enter the destination server’s fully distinguished hierarchical name. Use quotations (““) around the entire name if it contains spaces. For example, use quotes around the server name: “USMail01/SVR/Earth Corporation”



5



Click OK to route mail.



st ru



ct



1



Stop and start the router



Follow these steps to stop and restart the Router, if the Server Monitor indicates that the Router is not responding. Step



Action



From Domino Administrator, select the mail server to administer.



2



Select the Messaging tab➝Mail tab.



3



From the tools menu, choose Messaging➝ Stop Router.



3



From the tools menu, choose Messaging➝ Start Router.



In



1



Note: Stopping and restarting the Router also routes pending mail.
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7URXEOHVKRRWLQJ0DLO5RXWLQJ6HWXS Present possible mail routing problems Present the following material on the student page:



■



In s



tr



uc



■



Mail routing configuration checklist Note that the checklist is primarily to troubleshoot mail routing problems that occur during implementation. Common mail routing and delivery problems Mail messages that do not route



to r



■
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7URXEOHVKRRWLQJ0DLO5RXWLQJ6HWXS Mail routing configuration checklist After implementing mail routing, test the connections to ensure messages route properly. If problems occur during routing, verify the following:



or



‰ The DNNs are set up properly. ‰ The appropriate Connection documents exist and contain the following:



The server name is correct. ■ The Schedule is enabled. ■ The router type is correct. The connection requirements for sending mail, such as calling times or message thresholds, have been met. ■



ct



‰



‰ Replication between servers is successful, ensuring Connection document information is up-to-date on all relevant servers.



st ru



Common mail routing and delivery problems



Mail routing problems most often occur for one of the following reasons: Mail routing connections are improperly or poorly configured. The router is not running. A mail server is down.



■ ■ ■



Mail messages that do not route Often, misdelivered mail falls into one of the following categories:



In



Category



Definition



Dead mail



Mail that is not delivered to the recipient and cannot be returned to the sender for non-delivery. For example, if the sender mails a message to the wrong address, and the sender’s mail file is deleted, Domino can neither deliver the mail nor return the mail to the sender.



Undelivered mail



Mail that is not delivered because either: ■ The router on the server is not running. ■ The recipient’s mail server is down.
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7URXEOHVKRRWLQJ0DLO5RXWLQJ6HWXS (continued)



Show students the Messaging tab➝Mail tab Note the tools and options for monitoring and checking mail routing problems.



to r



Review intranet mail routing checklist



Show Slide 12 in the Checklists presentation included with the instructor materials, then ask students: Which checklist item is now complete? Answer: Test and troubleshoot intranet mail routing.



In s



tr



uc



■
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7URXEOHVKRRWLQJ0DLO5RXWLQJ6HWXS (continued)



Monitor and troubleshooting mail routing problems The Domino Administrator Messaging tab contains monitors and tools for use in verifying mail routing and server connections, and monitoring mail delivery status.



or



Follow these steps to monitor and troubleshoot mail routing problems. Step



Action



From Domino Administrator, select a mail server to administer.



2



Select the Messaging tab➝Mail tab➝Servername Mailbox view as shown below.



In



st ru



ct



1



3



To fix dead mail (flagged with a red icon): ■ Resend mail if the address was incorrect. ■ Release mail if the recipient is unknown. Note: Releasing deletes the message.



4



To fix undelivered mail: ■ Check the mail routing configuration to identify the source of the problem. ■ Reset the router and/or try to force mail routing. ■ Notify the administrator at the recipient’s server if applicable.



Determine the cause of the problem Observe what type of mail is not routing properly, then use these guidelines: ■ ■



Internet mail: Verify the gateway to the Internet. Internal mail: Investigate which hubs are not getting mail.
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(QDEOLQJ0HVVDJH7UDFNLQJ Note the message tracking restrictions fields Allow 10 minutes to complete this activity.



■ ■



Don’t track messages for Don’t log subjects for



to r



Either during or after the activity, point out the following fields related to restricting message tracking:



Avoid discussion of generating tracking reports



uc



Generating tracking reports is beyond the scope of this course. Refer students who will be responsible for using the Message Tracking Center to the Lotus Education course, Maintaining a Domino Server Infrastructure.



Keep Configuration document open



tr



Instruct students to keep the Configuration document open and use the task buttons to switch between the Administration window and the Configuration document window.



In s



Review intranet mail routing checklist Show Slide 13 in the Checklists presentation included with the instructor materials, then ask students: ■
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Which checklist item is now complete? Answer: Enable Message Tracking.
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(QDEOLQJ0HVVDJH7UDFNLQJ What is message tracking?



or



Domino provides the ability to track a sent mail message across servers. With message tracking enabled, Domino stores information about each mail message in a database (MTCSTORE.NSF). The Message Tracking facility can: Track messages across domains. Be used by administrators and users from a Notes client or Web browser. Provide reports of where a particular mail message was sent.



■ ■ ■



ct



Note: Only those messages sent after enabling message tracking can be tracked. Both administrators and users can request tracking reports.



Enable message tracking



st ru



Complete this activity in server/administrator teams on each mail server in the classroom. Follow these steps to enable message tracking. Action



1



From Domino Administrator, select your assigned mail server to administer.



2



Select the Configuration tab➝Messaging section➝Configurations view.



3



Select the Configuration document for your assigned server, and click Edit Configuration.



4



Select the Router/SMTP tab➝Message Tracking tab, then: a. Select Enabled in the Message Tracking field. b. Accept or change the default Message Tracking collection interval. c. Choose Yes in the Log message subjects field. d. Select the PTMailAdmins group in the Allowed to track messages and Allowed to track subjects fields.



5



Choose File➝ Save to save the Configuration document, but keep the Configuration document open.



6



Select the Administration task button to return to the Administration window.



7



Watch the server console for messages related to message tracking. This may take a few minutes. To speed the process, restart the Router.



In



Step



Note: For more information about using message tracking across domains or tracking reports, see the Domino 5 Administration Help database.
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7HVWLQJ0DLO'HOLYHU\ Review intranet mail routing checklist Show Slide 14 in the Checklists presentation included with the instructor materials, then ask students:



to r



Which checklist item is now complete? Answer: Test mail delivery to a user’s mail file.



In s



tr



uc



■
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7HVWLQJ0DLO'HOLYHU\ Mail trace



or



Domino Administrator includes a Mail trace tool that administrators can use to verify mail delivery and troubleshoot delivery problems. This tool does not actually deliver mail to the user’s mail file, the tool simply “pings” the user’s mail file and traces the path the message travelled to reach the user’s mail file.



Send a Mail trace



ct



Follow these steps to send a test mail message to test mail delivery to a user. Step



Action



From Domino Administrator, select the server to administer.



2



Select the Messaging tab➝Mail tab.



3



Choose Messaging➝Send Mail Trace from the tools menu.



4



In the To field, enter or select the mail user.



5



In the Subject field, enter Mail trace message for username.



6



Choose a delivery report option: ■ Each Server on the Path – returns a Trace report indicating each router hop. ■ Last Server Only – returns a Delivery Confirmation report from the destination server only.



7



Click Send.



8



View the delivery report in your mail file.



In



st ru



1
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7HVW,QWUDQHW0DLO5RXWLQJ([HUFLVH Explain addressing a message to a Notes user in the same domain



■ ■ ■ ■



Common name Fully distinguished name Short name Internet address



uc



Introduce the exercise



to r



Note that the sender can enter any of the following recipient names when addressing a message to a user in the same domain:



Allow approximately 10 minutes for students to complete this exercise. All administrator/server teams should complete this exercise.



Provide hints for sending mail to a user in another DNN



tr



If students are having difficulty solving the problem, remind students that the Domino Directory replicates every two hours based on a schedule. Mail will not route correctly unless the Domino Directory on the user’s mail server contains all the appropriate Connection documents.



In s



Students should: ■



■ ■



■
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Force replication of the Domino Directory with PTHub/World (twice) to receive all Connection documents for mail routing between DNNs. Resend the mail trace message. If the message does not reach PTMail01/SVR/World, verify the DNN names. If the message does not reach PTHub/World, verify the contents of the Connection documents.
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7HVW,QWUDQHW0DLO5RXWLQJ([HUFLVH How do Notes users address mail within the same domain?



■ ■



or



To send mail to Notes users within the domain, users need only enter a recipient’s name in one of the mail address fields. If users are in: The same DNN, mail routes automatically. A different DNN, mail routes based on Connection documents.



ct



Note: The difference is transparent to users, except for a possible time delay for mail transfer to another DNN.



Send mail to a user in another Domino Named Network Test mail routing within Worldwide corporation as follows:



In



st ru



1. Send a mail trace message to Doctor Notes using Each Router Server on the Path. 2. Use the Notes client to read the Trace report in your mail file. Did the mail message reach Doctor Notes’ mail file? 3. If the Mail trace message did not reach Doctor Notes mail file, try to determine the cause of the problem. Consider the following: ■ Replication of Connection documents in the Domino Directory throughout the Domain ■ DNN configuration ■ Mail routing Connection documents 4. Fix any problems found, then send another Mail trace message. 5. Use the Notes client to read the new Trace report in your mail file. Did the mail message reach Doctor Notes’ mail file?
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5HVWULFWLQJ0DLO)ORZ Explain how the settings control mail flow Introduce the control settings in the Configuration document specific to mail routing.



In s



tr



uc



to r



Note the defaults, available restrictions, and access options.
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5HVWULFWLQJ0DLO)ORZ Server Configuration document settings



Restrictions and controls



or



Server Configuration documents, located in the Domino Directory, contain settings that control how tasks run on each server. There are default settings for routing mail internally in the domain. Administrators can change the default settings to tailor mail routing for their site.



To control this type of mail flow



Use this Field



Allow mail only from domains.



st ru



Allow only the specified domains to send mail to this domain.



ct



The Restrictions and Controls tab contains fields that control mail flow to and from other Domino and Internet domains. The following table describes some of the Restrictions and Control fields. Additional notes



Blank field allows all domains except those explicitly listed in the Deny mail from domains field.



Deny mail from domains.



Blank field indicates there are no domains restricted.



Restrict only specific organization hierarchy to send mail to this domain.



Allow mail only from the following organizations and organizational units.



Use wildcards, for example, */ Earth, or */US/Earth.



Deny messages larger than a specific size.



Maximum message size.



A non-delivery report is sent to the sender if larger than the specified size.



To route large messages as low priority, therefore, defer transferring until a different time of day.



Send all messages as low priority if message size is between.



The maximum end of the range is the value in the Maximum message size field.



In



Restrict specific domains from sending mail to this domain.



Note: The router restrictions fields also apply to mail routed to the Internet.
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5HVWULFWLQJ0DLO)ORZ (continued)



Instruct students to set maximum message size Instruct students to make the changes to a server Configuration document for each mail server.



to r



Allow approximately 3 minutes to complete this activity.



Review intranet mail routing checklist



Show Slide 15 in the Checklists presentation included with the instructor materials, then ask students: Which checklist item is now complete? Answer: Set mail flow restrictions.



In s



tr



uc



■
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5HVWULFWLQJ0DLO)ORZ (continued)



Maximum message size consideration Use caution in setting the maximum message size. If the size is too low, it may prevent messages from ever being sent.



or



To manage costs and connection times, send all large messages, such as those between 2 to 10MB, low priority, instead of restricting them entirely.



Configure Router restrictions



ct



Large mail messages should be sent during off-peak hours. Work in administrator/server teams to set the maximum message size restrictions. Follow these steps to edit the server Configuration document. Step



Select the task button to view and edit the Configuration document for your assigned server.



st ru



1



Action



Select the Router/SMTP tab➝Restrictions and Controls tab➝ Restrictions tab.



3



Fill in the following Router restrictions fields: ■ Maximum message size: 10MB ■ Send all messages as low priority if message size is between: 2-10MB



4



Save the server Configuration document.



5



Use the task buttons to switch between the Administration window and the Configuration document window.



In



2
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(QKDQFLQJ7UDQVIHU3HUIRUPDQFH Describe the fields on the Transfer Controls tab Note the following:



■



In general, the defaults for Initial transfer retry interval and Expired message purge interval are sufficient for most mail routing topologies. The other Transfer control fields are discussed in the Lotus Education course Maintaining a Domino Server Infrastructure.



to r



■



Instruct students to set low priority mail routing time



uc



Allow 3 minutes to complete this activity.



Review intranet mail routing checklist



Show Slide 16 in the Checklists presentation included with the instructor materials, then ask students: Which checklist item is now complete? Answer: Set mail transfer controls.



In s



tr



■
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(QKDQFLQJ7UDQVIHU3HUIRUPDQFH Mail transfer controls Transfer control fields control how and when mail is transferred to other servers. The following table describes some of the transfer controls fields. Set this field



Default



or



To manage this type of mail transfer



Low priority mail routing time range



12:00 AM - 06:00 AM



How often the Router should retry transferring mail.



Initial transfer retry interval



15 minutes



How often expired messages should be purged from the server’s MAIL.BOX.



Expired message purge interval



15 minutes



ct



When low priority mail should be transferred.



st ru



Note: The transfer control fields also apply to mail routed to the Internet.



Specify when low priority mail should route



We just specified that messages between 2-10MB in size should route low priority. Follow these steps to specify when low priority mail should route.



In



Step



Action



1



Use the task buttons to view and edit the Configuration document for your assigned server.



2



Select the Router/SMTP tab➝Restrictions and Controls tab➝Transfer Controls tab.



3



Set the Low priority mail routing time range to 2:00 AM - 5:00 AM. Note: Worldwide Corporation wants a shorter time range than the default because of international time zones.



4



Save the server Configuration document.



Create a Connection document for low priority mail Make sure that there is a Connection document that includes the low priority time range, otherwise, low priority mail will not route.
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7HVW0DLO5RXWLQJ5HVWULFWLRQVDQG 7UDQVIHU([HUFLVH Introduce the exercise



to r



Allow approximately 10 minutes for students to complete this exercise. All administrator/server teams should complete this exercise.



In s



tr



uc



If students encounter problems, instruct them to check the maximum size restrictions in the mail server’s Configuration document.
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7HVW0DLO5RXWLQJ5HVWULFWLRQVDQG 7UDQVIHU([HUFLVH Send a large mail message



or



Test the maximum size restriction as follows: 1. Use the Notes client to send a mail message to any student in the classroom. Include a very large file attachment. For example, attach the Notes Help database in Notes\data\help\Help5_CLIENT.NSF. 2. Verify that the message is being held in the server’s MAIL.BOX waiting for the Low priority routing times, then verify the following: ■ Select the message in MAIL.BOX, and choose Edit➝Properties.



In



st ru



ct



On the Fields tab , verify that the DeliveryPrority field is set to L for Low priority. 3. If the message routed successfully, or was not changed to a low priority message, fix any problems, then resend the message. ■
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&RQILJXULQJ0XOWLSOH6HUYHU0DLO %R[HV Instruct students to set up multiple mail boxes



to r



Allow 5 minutes to complete this activity.



Review intranet mail routing checklist



Show Slide 17 in the Checklists presentation included with the instructor materials, then ask students: Which checklist item is now complete? Answer: Configure additional server mail boxes.



In s



tr



uc



■
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&RQILJXULQJ0XOWLSOH6HUYHU0DLO %R[HV The router can use more than one MAIL.BOX



■ ■ ■



or



By default, the router uses only one MAIL.BOX. The router supports using multiple mail boxes on a server. Using multiple mail boxes: Reduces contention Increases reliability Increases delivery speed



ct



Note: As a general rule, one additional mail box is sufficient for this purpose.



Set up multiple mail boxes



st ru



Follow these steps to set up multiple mail boxes on each mail server.



In



Step



Action



1



Select the Administration task button to view the default MAIL.BOX by selecting the Messaging tab➝Mail tab➝Servername Mailbox view.



2



Select the Configuration tab➝Server section➝Configurations view.



3



Edit the Configuration document for your assigned server.



4



Select the Router/SMTP tab➝Basics tab.



5



Enter 2 in the Number of mailboxes field.



6



Click Save and Close.



7



Restart the Server for the changes to take effect.



8



Switch back to the Administration window, and select the Messaging tab➝Mail tab➝Routing Mailboxes section to view the additional mail box.
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8VLQJ6KDUHG0DLO Contrast Shared Mail and message-based mail Use the figure on the student page to illustrate:



■



How Shared Mail works. The potential to save large amounts of disk space using Shared Mail.



to r



■



Refer interested students to the documentation



uc



Students interested in implementing Shared Mail can find additional information in the Domino 5 Administration Help database.



Review intranet mail routing checklist



Show Slide 18 in the Checklists presentation included with the instructor materials, then ask students: Which checklist item is now complete? Answer: Consider using Shared Mail.



In s



tr



■
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8VLQJ6KDUHG0DLO What is Shared Mail?



or



Shared Mail uses a central database to store the message body and attachments sent to several users on the same mail server while sending only the header information to each recipient. In contrast, Domino’s default message-based mail routing sends a copy of the entire message content to each recipient’s mail file, as shown below. Content 1MB



M ail M essage



M ail M essage



Total on server ➩1.15MB



S H A R ED .N SF



Total on server ➩3.15MB



Header



Header



45K



45K



R outer



ct



R outer



Header



Header & Content 1.05MB



45K



st ru



USER1.NSF USER2.NSF USER3.NSF



Header & Content 1.05MB



Header & Content 1.05MB



USER1.NSF USER2.NSF USER3.NSF



Enable Shared Mail



Follow these steps to begin using Shared Mail for new messages.



In



Step



Action



1



From Domino Administrator, select the mail server to administer.



2



Select the Configuration tab➝Messaging section➝Configurations view.



3



Edit an existing Configuration document.



4



Select the NOTES.INI Settings tab.



5



Select the Shared_Mail variable to set in the Item field.



6



Use the help information to determine the appropriate value, then enter a value for the selected NOTES.INI variable, click Next, then click OK.



7



Save and close the server Configuration document.



Note: Worldwide Corporation will not implement Shared Mail at this time. For additional information about using and maintaining Shared Mail, refer to the Domino 5 Administration Help Database. Student Guide Page No. 132



259



Lesson 9 ■ Setting Up Intranet Mail Routing



6HOHFWLQJD0DLO6WRUDJH)RUPDW Instruct students to select the mail storage format Before the activity, explain that the server stores messages in the user’s mail file on the mail server in the specified format.



to r



Allow 5 minutes to complete this activity.



Show the outgoing mail format option



uc



Open a Location document, and show the Format for messages addressed to Internet addresses field on the Mail tab.



Review intranet mail routing checklist



Show Slide 20 in the Checklists presentation included with the instructor materials, then ask students: Which checklist item is now complete? Answer: Select a mail storage format.



In s



tr



■
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6HOHFWLQJD0DLO6WRUDJH)RUPDW Select a mail storage format for incoming mail



or



Administrators can select the storage format for mail messages. The two mail storage formats are: MIME and Notes Rich Text. Follow these steps to select the mail storage format for a user. Step



Action



From Domino Administrator, select your assigned mail server to administer.



2



Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝People view.



3



Select your Person document, and click the Edit Person button.



4



On the Mail tab, use the pop-up help to view field definitions, then select No Preference in the Format preference for incoming mail field.



5



Click Save and Close.



st ru



ct



1



Select a mail format for outgoing mail



In



The user’s Location document (Mail tab) specifies the format to use for mail sent to Internet addresses: MIME or Notes Rich Text. A user can select this option, or an administrator can specify the outgoing mail format in a setup profile document.
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$OORZLQJ$FFHVVWR5XQ0DLO$JHQWV Explain the Out of Office Agent Explain the following to students:



■



What the Out of Office Agent is. How to allow Notes mail users access to run the Out of Office agent.



to r



■



Review intranet mail routing checklist



Show Slide 21 in the Checklists presentation included with the instructor materials, then ask students: Which checklist item is now complete? Answer: Allow users access to run mail agents.



In s



tr



uc



■
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$OORZLQJ$FFHVVWR5XQ0DLO$JHQWV E-mail responses when away from the office



or



The Out of Office Agent in a user’s mail file lets a user configure the mail clients to send responses indicating that the user is out of the office. Each time mail is delivered to the user’s mail file, the server sends back a predefined message from the user to the sender.



Allow users access to run mail agents



ct



The Out of Office agent requires access to run a restricted LotusScript agent on the user’s mail server. Follow these steps to allow users access to run a mail agent. Step



Action



Edit the Server document for the mail server(s).



2



Select the Security tab➝Agent Restrictions section.



st ru



1



In the Run restricted LotusScript/Java agents field, enter a group name that includes the names of users who have mail files on the server.



4



Click Save and Close.



In



3
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6HWWLQJ8S0DLO5RXWLQJWR WKH,QWHUQHW



ct or



Revisit the plan while introducing the objectives Introduce the objectives for this lesson, which covers: ■ ■



Configuring SMTP mail routing to the Internet Creating the documents necessary to route mail bound for the Internet from internal Domino mail servers to the server connected to the Internet



Show Slide 24 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



ru



‰ Route mail to the Internet.



Compare the classroom with an optimum configuration Explain: ■



st



■



Optimum deployment and settings are site-specific. The classroom example is not an optimum or exclusive example of actual deployment options. What students will do in the classroom relates to the deployment plan.



Clarify the hub server is the only server to route SMTP



In



In the classroom, the instructor hub is the only server that will be configured to route SMTP mail to the Internet.



Consider lesson delivery options



This lesson’s format is primarily demonstration, because the instructor’s server is the server being set up for SMTP routing. To increase student participation, consider inviting students to use the instructor’s workstation to perform the demonstrations in this lesson.
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6HWWLQJ8S0DLO5RXWLQJWR WKH,QWHUQHW



or



The industry standard Internet mail protocol SMTP (Simple Messaging Transport Protocol) is the industry standard Internet mail protocol. Domino supports native SMTP routing, Internet addressing, and native MIME content. Worldwide Corporation has decided to set up one server to route mail to the Internet using SMTP.



Objectives



ct



This lesson discusses how to configure an SMTP router in Domino and set up router controls to send mail to the Internet using the SMTP routing protocol.



st ru



Upon completion of this lesson, you should be able to: ■ ■ ■



In



■



Enable SMTP routing. Configure basic and advanced settings for SMTP routing. Restrict mail flow to and from the Internet. Troubleshoot common mail setup problems.
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7DUJHW,QWHUQHW0DLO5RXWLQJ7RSRORJ\ Present diagram



■



■



to r



Show Slide 21, Target Internet Mail Routing Topology, in the Classroom Diagrams presentation included with the instructor materials, and point out these major points: The Portugal hub: ■ Is connected to the Internet ■ Will route mail to the Internet, using the SMTP protocol The Portugal mail servers will route Internet-bound mail to the Portugal hub.



uc



Illustrate a typical mail routing scenario



Continue to show Slide 21, Target Internet Mail Routing Topology, in the Classroom Diagrams presentation included with the instructor materials. Use the diagram and the following information to illustrate how mail would route from Mary Costello to an Internet recipient:



In s



tr



1. When Mary sends a message to an Internet recipient, the Mailer moves the message from Mary’s workstation to MAIL.BOX on PTMail02. 2. PTMail02’s router does the following: a. Looks at the domain documents in the Domino Directory, sees that addresses in the format *.* should be routed to the domain that is connected to the Internet. b. Looks at the Connection documents in the Domino Directory, sees that PTHub has a connection to a server in the domain that is connected to the Internet. c. Looks at the Connection documents in the Domino Directory, sees that PTMail01 has a connection to PTHub. d. Transfers the mail to MAIL.BOX on PTMail01. 3. PTMail01’s router performs the same lookups in Steps 2a-c, sees that PTMail01 has a connection to PTHub, and transfers the mail to MAIL.BOX on PTHub based on the schedule. 4. PTHub’s router performs the same lookups in Steps 2a-b, and transfers the mail to the Internet based on defined connections.
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7DUJHW,QWHUQHW0DLO5RXWLQJ7RSRORJ\ Classroom implementation



Connection document Automatic routing within DNN



DNN: TCPIP Network



or



The following diagram shows how mail will route from the Portugal mail servers to the Internet.



Portugal



4



Internet



PTHub/World 3



ct



PTMail01/SVR/World



2



1



PTMail02/SVR/World



st ru



Mary Costello



PTMail03/SVR/World



In



DNN: WorldPTNet
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+RZWR&RQILJXUH0DLO5RXWLQJWRWKH ,QWHUQHW Provide an overview of mail routing to the Internet



In s



tr



uc



to r



Use the procedure on the student page to provide students with an overview of the tasks required to configure mail routing to the Internet.
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+RZWR&RQILJXUH0DLO5RXWLQJWRWKH ,QWHUQHW Configure mail routing to the Internet checklist



or



Complete these tasks to configure mail routing to the Internet. Task



Procedure



1



Enable the SMTP listener task on appropriate servers.



❏



2



Configure basic SMTP options.



❏



3



Restrict mail flow to and from the Internet.



❏



4



Set advanced SMTP options.



❏



5



Set up routing Internet mail from all domain mail servers to the SMTP router.



❏



6



Configure Internet mail addressing.



❏



7



Test and troubleshoot Internet mail routing.



st ru



ct



❏



SMTP settings in the server Configuration document



In



If SMTP routing is selected during server setup, Domino uses the default SMTP settings in the server Configuration document. Administrators can change SMTP settings to tailor SMTP mail routing for their site. The following figure shows some of the settings in the server Configuration document.
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(QDEOLQJWKH60735RXWHU Remind students SMTP was enabled during server setup Emphasize the fact that the SMTP listener task gets enabled during server setup.



to r



Configuration is more involved and site-specific.



Review Internet mail routing checklist



Show Slide 25 in the Checklists presentation included with the instructor materials, then ask students: Which checklist item is now complete? Answer: Enable the SMTP listener task on appropriate servers.



In s



tr



uc



■
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(QDEOLQJWKH60735RXWHU SMTP enabled during server setup



Enable the SMTP listener task



or



Enable SMTP on any server, during either the Quick and Easy or Advanced Configuration server setup. Once SMTP is enabled, Domino does not require or support a separate mail transfer agent (MTA) to send mail outside of the Domino Domain.



ct



Follow these steps to enable the SMTP listener task, if SMTP is not enabled during server setup. Step



Action



From Domino Administrator, select the server to use SMTP mail routing.



2



Select the Configuration tab➝Server section➝Current server document.



st ru



1



On the Basics tab, select Enabled in the SMTP listener task field.



4



Click Save and Close.



In



3
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&KRRVLQJ%DVLF60736HWWLQJV Discuss settings in relation to classroom implementation Ask the following question to test student understanding of these settings: Keeping in mind that we will use SMTP to route to the Internet only (not within the local domain), how should we set each of the fields? Answer: The following table shows the field values for the classroom.



Field



Value



to r



■



Comments



SMTP used when sending Messages outside of the local Internet Domain



Enabled



SMTP allowed within the local internet domain



Disabled



Servers within the local Notes domain are reachable via SMTP over TCPIP



Only if in same Notes Named Network



Not using SMTP internally



Relay Host for messages leaving the local internet domain



Enter the relay host



The relay host used to reach the Internet from your classroom.



Host Name Lookup



Select this value:



If using this in your classroom:



Dynamic lookup only



DNS



Local lookup only



Hosts file



Enables SMTP externally



uc



Not using SMTP internally



tr



Modify default Basics tab settings



In s



Use the procedure on the student page to demonstrate making the changes to the Configuration document for PTHub/World as described in the table above.



Keep the Configuration document open



Keep the Configuration document open and use the Task buttons to switch between the Administration window and the Configuration document window.



Review Internet mail routing checklist Show Slide 26 in the Checklists presentation included with the instructor materials, then ask students: ■
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&KRRVLQJ%DVLF60736HWWLQJV Basics SMTP settings The following table describes some of the basic SMTP settings: Descriptions



or



Field



Indicates if the Router can send SMTP messages to other SMTP hosts outside the local Internet domain. If disabled, the Router will use the NRPC protocol, connection, and domain documents to route the mail to a server that is SMTP outbound enabled.



SMTP allowed within the local Internet domain



Indicates whether or not the Router can consider transferring mail to Domino servers in the local Domain via SMTP.



Servers within the local Notes Domain are reachable via SMTP over TCPIP



If enabled, all servers in the local Notes domain with the SMTP listener task enabled can be reached via SMTP. If disabled, only those servers in the same Domino Named Network are reachable via SMTP. The default is Always.



Relay Host for messages leaving the local Internet domain



Indicates which relay host to send messages to, such as an ISP or firewall server, for any message sent outside the local Internet domain.



Host Name Lookup



Where the Router should look to resolve an Internet host name. The default is Dynamic then local, which uses DNS first, then local host files.



st ru



ct



SMTP used when sending Messages outside of the local Internet Domain



Configure SMTP settings in the Configuration document



In



Follow these steps to change the SMTP settings in the appropriate Configuration document. Step



Action



1



From Domino Administrator, select the SMTP server to administer.



2



Select the Configuration tab➝Messaging section➝Configurations view.



3



Edit an existing server Configuration document.



4



Select the Router/SMTP tab➝Basics tab.



5



Complete the SMTP settings on the Basics tab.



6



Save the server Configuration document.
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5HVWULFWLQJ0DLOIURPRUWRWKH ,QWHUQHW Ask students to predict sample scenarios



■



When are anti-spamming options most useful? Answer: When employees are receiving unwanted e-mail (also known as “spam”) from a particular Internet domain address. What are the potential repercussions of misuse? Answer: Inadvertently restricting mail from a source from which employees would like to send or receive mail.



uc



■



to r



Using either a classroom example, or a real-life example, initiate a discussion of how best to apply the allow and deny access controls, to ensure students understand:



Restrict access on the Portugal hub server



In s



tr



Use the procedure on the student page to prevent mail from passing through the Portugal hub server.
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5HVWULFWLQJ0DLOIURPRUWRWKH ,QWHUQHW SMTP Inbound Controls



■ ■



or



Inbound Controls specify from which external hosts the Domino mail server accept messages. With Inbound Controls, it is possible to: Allow or deny receiving messages from specific external Internet domains. Allow or deny relaying of messages from specific external Internet hosts to external Internet domains.



ct



SMTP Outbound Controls



Outbound Controls specify who can send mail to the Internet from within an organization. With the Outbound Controls, it is possible to: Allow or deny messages addressed to specific Internet addresses to be sent out to the Internet. Allow or deny specific Notes addresses to send mail to the Internet.



st ru



■



■



Note: SMTP Inbound and Outbound Controls apply only to routing mail externally via SMTP.



Prevent mail from passing through the domain Follow these steps to prevent the current domain from relaying messages from external domains.



In



Step



Action



1



Edit the appropriate server Configuration document.



2



Select the Router/SMTP tab➝Restrictions and Controls tab➝SMTP Inbound Controls tab.



3



Enter an asterisk (*) in the Deny messages from external Internet domains to be sent to the following Internet domains field.



4



Save the server Configuration document.
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5HVWULFWLQJ0DLOIURPRUWRWKH,QWHUQHW (continued)



Explain the tips Explain the tips on the student page using the provided examples.



to r



Review Internet mail routing checklist



Show Slide 27 in the Checklists presentation included with the instructor materials, then ask students: Which checklist item is now complete? Answer: Restrict mail flow to or from the Internet.



In s



tr



uc



■
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5HVWULFWLQJ0DLOIURPRUWRWKH,QWHUQHW (continued)



Allow or deny specific IP addresses Use the restrictions and controls to allow or deny mail to or from specific IP addresses.



or



To do this, specify a range of IP addresses to allow or deny as appropriate. Include the IP addresses block in brackets; for example: [198.114.90.*]



ct



In the above example, all IP addresses that begin with 198.114.90 are excluded, or allowed exclusively, to send mail through the SMTP server.



Allow or deny specific host names



To allow or deny a range of host names, enter the portion of the host name and insert the asterisk (*) where appropriate. For example, use *.xyz.com to block all hosts ending with .xyz.com.



In



st ru



Note: Entering mail.com would also restrict hotmail.com. To restrict only the host name mail.com, enter *.mail.com or @mail.com.
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&KRRVLQJ$GYDQFHG&RQILJXUDWLRQ 2SWLRQV Enable ETRN and the size extension



Field



Enabled



Description



Enables the calling server, (for example, an ISP server) to request the called server to push mail to the ISP server. This configuration forces the ISP to pay for the connection charges.



uc



ETRN extension



Value



to r



Use the procedure on the student page to demonstrate editing the server Configuration document on the Portugal hub server, and use pop-up field help to explain the optional settings on the Router/SMTP tab➝Advanced tab➝Commands and Extensions tab. Make the following changes:



Size extension



Enabled



The send will immediately fail if the message size is greater than the maximum size allowed on that server before the message is transmitted.



tr



Note: Remind students that the maximum message size was previously set to 10 MB on the Restrictions and Controls tab➝Restrictions tab.



Review Internet mail routing checklist



In s



Show Slide 28 in the Checklists presentation included with the instructor materials, then ask students: ■
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Which checklist item is now complete? Answer: Set advanced SMTP options.
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&KRRVLQJ$GYDQFHG&RQILJXUDWLRQ 2SWLRQV Further tailoring SMTP access



st ru



ct



or



Although it is not required, Domino supports E/SMTP (extended SMTP settings). The following figure shows the E/SMTP settings on the Router/SMTP tab➝Advanced tab➝Commands and Extensions tab:



Configure E/SMTP options



Follow these steps to configure E/SMTP options.



In



Step



Action



1



Edit the appropriate server Configuration document.



2



Select Router/SMTP tab➝Advanced tab➝Commands and Extensions tab.



3



Use pop-up field help to determine the appropriate field values.



4



Save the server Configuration document.



Maximize dial-up connections



ETRN requests the ISP to send messages to the Domino server after the server finishes sending messages. If the SMTP server makes dial-up connections, maximize the connection by enabling ETRN. Specify either Pull only or Pull Push routing in the Connection document for the ISP server. Student Guide Page No. 142
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&RQQHFWLQJWRDQ60735RXWHU Review deployment plan



to r



Remind students that the Portugal hub server is the only server that can route mail to the Internet. The regional mail servers must route mail bound for the Internet to the Portugal hub server. Use the first procedure on the student page to provide an overview of how to set up routing mail from the regional mail servers to the Portugal hub server.



Create the Foreign SMTP Domain document to define the Internet domain



uc



Use the second procedure on the student page to demonstrate creating the Foreign SMTP Domain document on the Portugal hub server.



In s



tr



Step 5: If the classroom domain will send mail to the Internet through another Domino domain that connects to the Internet, enter the other Domino domain name. Otherwise, enter a dummy domain name, such as TheInternet.
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&RQQHFWLQJWRDQ60735RXWHU Set up routing Internet-bound mail to the SMTP router



or



Mail intended for Internet recipients will only route if the local mail server can determine which server routes mail to the Internet. Complete these tasks to set up a route to the SMTP server. Procedure



❏



1



Define the Internet domain using a Foreign SMTP Domain document, which specifies that mail with an external Internet address should be routed to the server connected to the Internet. The domain can be another Domino domain that connects to the Internet, or a “virtual” domain.



❏



2



Define a connection to the Internet domain using an SMTP Connection document, which specifies the server that can connect to the Internet, and the Foreign SMTP Domain.



❏



3



Enable the SMTP Routing task on the server connected to the Internet via the server document.



st ru



ct



Task



Task 1: Define the Internet domain Follow these steps to use a Foreign SMTP domain document to define an Internet domain.



In



Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝Messaging section➝Domains view.



3



Click Add Domain.



4



On the Basics tab, select Domain type: Foreign SMTP Domain.



5



On the Routing tab, enter the following information: ■ Internet Domain: *.* ■ Domain name, enter one of the following: ■ If the server connected to the Internet is in a separate Domino domain, enter that domain name. ■ If a server in the local domain is connected to the Internet, enter any descriptive name, such as TheInternet, to set up a “virtual” domain.



6



Click Save and Close.
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&RQQHFWLQJWRDQ60735RXWHU (continued)



Create the SMTP Connection document Use the first procedure on the student page to demonstrate creating the SMTP Connection document on the Portugal hub server.



Field



to r



Step 4: Enter the following field values: Value



Description



PTHub/World



The server that connects to the Internet.



Connection via



Direct connection or dial-up connection



Based on the classroom configuration



Destination server



The name of the Internet server, or any “virtual” server.



The name of the server that is connected to the Internet in the external SMTP domain. Otherwise, enter any dummy server name.



uc



Source server



Destination domain



The value specified in the Foreign SMTP Domain document



Associates addresses in the form *.* with this Connection document.



tr



Enable the SMTP routing task



In s



Use the procedure on the student page to demonstrate enabling the SMTP routing task on the Portugal hub server.



Review Internet mail routing checklist Show Slide 29 in the Checklists presentation included with the instructor materials, then ask students: ■
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Which checklist item is now complete? Answer: Set up routing Internet mail from all domain mail servers to the SMTP router.
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&RQQHFWLQJWRDQ60735RXWHU (continued)



Task 2: Define a connection to the Internet domain Follow these steps to create an SMTP Connection document to define a connection to the Internet domain. Action



or



Step 1



From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝Messaging section➝Connections view.



3



Click Add Connection.



On the Basics tab, enter the following information: Connection type: SMTP ■ Source server: Name of the server with a connection to the Internet ■ Connection via: Direct connection or Dial-up connection ■ Destination server: The name of a server in the SMTP domain ■ Destination domain: The name of the SMTP domain specified in the Foreign SMTP Domain document ■



Click Save and Close.



st ru



5



ct



4



Task 3: Enable the SMTP routing task on the SMTP server Follow these steps to edit the server document to enable the SMTP routing task on the SMTP server.



In



Step



Action



1



From Domino Administrator, select the SMTP server.



2



Select the Configuration tab➝Server section➝Current server document.



3



On the Basics tab, add SMTP mail routing to the Routing tasks field.



4



Click Save and Close.



5



Restart the server for the changes to take effect.
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&RQILJXULQJ,QWHUQHW$GGUHVVLQJ Clarify when to use the procedure



In s



tr



uc



to r



Encourage students to use the tip during their Domino deployment. However, if the Internet address is not set during user registration, use the procedure on the student page to set the Internet Address.
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&RQILJXULQJ,QWHUQHW$GGUHVVLQJ Set user’s Internet Address



Set the Internet Address field



or



To enable a Notes user to send and receive mail to and from Internet users, set the user’s Internet Address during user registration.



Follow these steps to set the Internet Address field for existing users, if the Internet Address was not set during user registration. Action



ct



Step



From Domino Administrator, select the server to administer.



2



Select the People & Groups tab➝Domino Directories section➝Address Book section➝People view.



3



Choose People➝ Set Internet Address from the tools menu.



st ru



1



4



Check Use existing address from shortname field, if available.



5



Select the Default format and Separator.



6



Enter the Internet domain.



7



Select More options to further define the address.



8



Click OK.



In



Note: The Set Internet Address tool only modifies the Internet Address field for Person documents with a blank Internet Address field. This tool does not modify Person documents that contain a value in the Internet Address field.
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&RQILJXULQJ,QWHUQHW$GGUHVVLQJ (continued)



Review user naming in the plan Review the following user naming from the deployment plan: Type



Syntax Firstname Lastname



Internet mail addressing



[email protected] where username = Firstname_Lastname



to r



Common name for Domino environment



Note the default Address Lookup setting



uc



The default value for the Address Lookup field, Fullname then Local part, is sufficient for Worldwide’s implementation.



Review Internet mail routing checklist



Show Slide 30 in the Checklists presentation included with the instructor materials, then ask students: Which checklist item is now complete? Answer: Configure Internet mail addressing.



In s



tr



■
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&RQILJXULQJ,QWHUQHW$GGUHVVLQJ (continued)



Internet addressing specifications Domino supports the following two types of Internet address specifications included in Request for Comments (RFCs):



■



RFC 821, which is localpart@domain for example, Joe [email protected] RFC 822, which is “phrase” for example, “Joe Green/PT/World”



or



■



ct



The “phrase” portion of the Internet address is the user's primary full name if the user has one specified in the Person document.



Specify how to look up Internet addresses



st ru



The Address Lookup field on the Router/SMTP tab➝Basics tab determines what part of the address to consider when looking up the recipient’s destination. Follow these steps to specify how to look up Internet addresses. Step



Action



1



Edit the appropriate server Configuration document.



2



Select the Router/SMTP tab➝Basics tab.



3



Enter the appropriate value in the Address Lookup field. Options are: ■ Fullname then local part (default) ■ Fullname only (the entire address) ■ Local Part only.



4



Save the server Configuration document.



In



Note: The Address Lookup field applies to routing mail within the local domain and outside the local domain.



Sending mail to groups and mail-in databases Set the Address Lookup field to Fullname then local part, in order for Domino to look up groups and mail-in databases for mail received via SMTP.
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7HVW,QWHUQHW0DLO5RXWLQJ([HUFLVH Introduce the exercise Allow approximately 10 minutes for students to complete this exercise.



to r



All administrator/server teams should complete this exercise.



Provide hints for sending mail to an Internet address



If students are having difficulty solving the problem, remind students that the Domino Directory replicates every two hours based on a schedule. Mail will not route correctly unless the Domino Directory on the user’s mail server contains all the appropriate documents.



■



■ ■



Force replication of the Domino Directory with PTHub/World to receive the SMTP connection and Foreign SMTP Domain documents. Resend the message. If the message does not reach PTMail01/SVR/World, verify the information in the SMTP connection and Foreign SMTP Domain document. Force mail routing from PTMail01/SVR/World to PTHub/World.



tr



■



uc



Students should:



Review Internet mail routing checklist



In s



Show Slide 31 in the Checklists presentation included with the instructor materials, then ask students: ■
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Which checklist item is now complete? Answer: Test and troubleshoot Internet mail routing.
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7HVW,QWHUQHW0DLO5RXWLQJ([HUFLVH Send mail to an Internet address Test mail routing to the Internet as follows:



In



st ru



ct



or



1. Use the Notes client to create and send a mail message to a user over the Internet. Did the mail message route to PTHub/World correctly? 2. If the mail message did not route, try to determine the cause of the problem. Consider whether or not any of the following might be the cause: ■ Replication of documents in the Domino Directory throughout the Domain ■ SMTP Connection document information ■ Foreign SMTP Domain document information 3. After fixing the problem, resend the mail message. Did the mail message route to PTHub/World correctly?
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tr



uc



to r



Lesson 10 ■ Setting Up Mail Routing to the Internet



290



Implementing a Domino Infrastructure



Lesson 11



to



&RQILJXULQJ,QWHUQHW 6HUYHU6HWWLQJV



r



( Configuring the Domino Web Server



Lesson 12 Using a Certifying Authority



uc



Lesson 13 Setting Up SSL on a Server



In



st r



Lesson 14 Setting Up SSL and S/MIME for Clients







&RQILJXULQJWKH'RPLQR :HE6HUYHU



ct or



Introduce the Domino Web server Introduce the objectives for this lesson, which focuses on getting the Domino Web server up and running for Web clients.



Show Slide 34 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



‰ Configure the Domino Web server.



Consider lesson delivery options



■



Invite different students to use the instructor’s workstation to demonstrate procedures. Set up all the application servers in the classroom as Web servers.



In



st



■



ru



This lesson covers setting up PTApps03/SVR/World and PTHub/World as Web servers. To increase student participation in this lesson (for students seated at other servers and clients), consider the following alternative methods of delivery:
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&RQILJXULQJWKH'RPLQR :HE6HUYHU



or



The Domino server as a Web server



Objectives



ct



Worldwide Corporation has some employees that will need to access data from a Web browser. The rollout plan calls for making some of the internal applications available from a browser. Worldwide’s administrators will need to set up and configure the Domino Web server.



Upon completion of this lesson, you should be able to: ■



st ru



■



Start the Domino Web server. Configure Web server settings. Control Web client access to the Web server. Control Web client access to server files. Secure Web sessions.



■ ■



In



■
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)DFWV$ERXWWKH'RPLQR:HE6HUYHU Introduce the Domino Web server Present the material on the student page to introduce facts about the Domino Web server.



In s



tr



uc



to r



Show Slide 22, Domino Web Server, in the Classroom Diagrams presentation included with the instructor materials, to explain how the Domino Web server works.
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)DFWV$ERXWWKH'RPLQR:HE6HUYHU What does the Domino Web server do?



HTML file



Domino database design elements documents



Domino database design elements documents



ct



Retrieve page Web server



Domino database design elements documents



st ru



Display page



HTML file



ge pa M L e T v trie to H Re ert nv Co



Domino server



Request page



HTML file



or



Domino provides an integrated Domino Web application server. As a Web application server, the Domino Web server allows browser clients to participate in applications built in Domino databases and HTML pages as shown below.



Microsoft IIS can be the HTTP stack In Domino R5, Microsoft Internet Information Server (IIS) can serve as the HTTP stack enabling the Domino server to be run as an IIS server extension.



In



IIS routes all URL requests that include the .NSF extension to the Domino Web server to process. To use Microsoft IIS for the HTTP stack, the Domino server requires:



■ ■



Windows NT Server 4.0 w/Service Pack 3 Microsoft Internet Information Server 4.0



Note: For more information about using Microsoft IIS as the HTTP stack, refer to the Domino 5 Administration Help database and the Microsoft IIS documentation. Student Guide Page No. 151
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6WDUWLQJWKH'RPLQR:HE6HUYHU Briefly mention the HTTP task in the NOTES.INI file



■ ■



PTHub/World PTApps03/SVR/World



to r



We selected the HTTP task during server setup on the following classroom servers:



Show that the HTTP server task is running Ask students:



What administrative tool could you use to verify that the HTTP server task is running? Answer: Server tab➝Status tab or Server tab➝Monitoring tab. HTTP was selected during server setup; therefore, the task is already running.



uc



■



View the server monitor to show which servers are running the HTTP task.



tr



(Optional) Enable the HTTP server task to start automatically on other application servers



In s



If setting up all classroom application servers as Web servers, use the procedure on the student page to walk through editing the NOTES.INI file on the other classroom application servers to add the HTTP task.
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6WDUWLQJWKH'RPLQR:HE6HUYHU HTTP enabled during server setup



or



Enable HTTP on any server during either the Quick and Easy or Advanced Configuration server setup. If HTTP is selected during server setup, Domino adds the HTTP task to the NOTES.INI file.



Automatically start the HTTP task at server startup



ct



Follow these steps to automatically start the HTTP server task when the server starts, if HTTP is not enabled during server setup. Step



Action



Open the NOTES.INI file in a text editor. The NOTES.INI file is located, by default, in the Domino program directory.



2



Search for the line beginning with ServerTasks.



3



Add HTTP to the ServerTasks line. For example, the ServerTasks line may contain the following: ServerTasks=HTTP,Replica,Router,Stats,AMgr,Adminp,Sched,...



4



Save the NOTES.INI file, and close the text editor.



5



Restart the server for the changes to take effect. Result: The HTTP task will start automatically when the server restarts.



In



st ru



1
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7HVWLQJ$FFHVVWRWKH'RPLQR:HE 6HUYHU Access the Domino Web server from a browser



to r



Open a browser client, and access the PTHub Web server. Show students that the default Web server settings are sufficient to access the server. However, the next section introduces the Web server settings used to customize the Domino Web server.



Note the procedure to start and stop the HTTP server task



In s



tr



uc



The procedure on the student page is provided for the student’s future reference.
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7HVWLQJ$FFHVVWRWKH'RPLQR:HE 6HUYHU Access the Domino Web server from a browser



Step



or



The Domino Web server supports many URL commands. Follow these steps to access the Domino Web server from a browser. Action Open the browser client.



2



Enter the following for the URL: http://servername where servername is the Domino Web server’s host name (either the server’s common name, such as PTHub or host name such PTHub.world.com) Result: The Web server displays either the Default home page, Home URL: /homepage.nsf?Open (default), or a list of databases on the server, depending on Web server settings.



st ru



ct



1



Start and stop the HTTP server task manually Follow these steps to manually stop and start the HTTP server task, if the server monitor indicates that the HTTP server task is not responding.



In



Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the Server tab➝Status tab.



3



To stop the HTTP server task: a. Select HTTP Web Server from the list of tasks running on the server. b. Choose Task➝ Stop from the tools menu. c. Click Yes to confirm stopping the HTTP task.



4



To start the HTTP server task: a. Choose Task➝ Start from the tools menu. b. Select HTTP Web Server from the list of tasks. c. Click Start Task.
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'RPLQR:HE6HUYHU6HWWLQJV Show the server document Open a server document while describing the fields listed in the table on the student page. default



port



settings



are



sufficient



for



Worldwide’s



to r



Note that the implementation.



Discuss scenarios for Web server settings



Ask the following questions to test student understanding of the second table on the student page: What would be the most common scenario for Web clients accessing a Web server? Answer: Web clients would access the server this way:



uc



■



Scenario



Web clients only need to know the Web site address, not the specific Domino Web server name.



Use a Domino database element for the home page.



Facilitates easily and quickly changing the design or information on the page as Domino converts database elements at the time the page is requested.



tr



Allow Web users to access the site by entering an alias, such as www.world.com.



When would you want Web users to enter the server name as the URL? Answer: On a company intranet or for testing purposes. When would you use an HTML page for the home page? Answer: For initial deployment, if you already have an existing HTML page. When would you want to allow Web clients to browse the databases on the server? Answer: For testing purposes, or for a server that does not have a home page.



In s



■



Rationale



■



■
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'RPLQR:HE6HUYHU6HWWLQJV Internet port settings



or



The HTTP task uses the TCP/IP port for communication. Use the default port settings, or edit the server document to modify the settings. The following table describes some of the fields found under the Ports tab➝Internet ports tab in the server document: Field



Description



Specify the port number on which the Domino server should listen for HTTP requests. The default port is 80.



TCP/IP port status



Specify the status of the TCP/IP port. The TCP/IP port and/or the SSL port must be enabled for the Web server to operate. Disable this port and enable the SSL port to allow only SSL transactions.



ct



TCP/IP port number



Customize Web server settings



st ru



The default Web server settings may be sufficient for initial deployment. The following table describes the Web server settings to consider customizing. For Web clients to access the Web server this way



Set these fields



Host name: Blank ■ Bind host name: Disabled (Default) Domino will use the host name specified in the TCP/IP stack. ■



Allow Web users to access the site by entering an alias, such as www.world.com.



■



Have the Web server look up the DNS host name for clients.



DNS lookup: Enabled (Default is Disabled.)



Use an HTML file for the home page.



■



Use a Domino database element for the home page.



■



Allow Web users to enter a URL to see a list of databases on the server.



Allow HTTP clients to browse databases: Yes (Default is No.)



In



Allow Web users to enter the Domino Web server name for the URL.
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■



Host name: DNS name Bind host name: Enabled



Default home page: HTML file name Home URL: Blank



Default home page: default.htm ■ Home URL: URL for database element (Default: default.htm & /homepage.nsf?Open)
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6SHFLI\LQJ'RPLQR:HE6HUYHU 6HWWLQJV Change the default Web server settings



■



■



Enter the Host name from the Domain Name Server (DNS) or hosts file. (This step is optional, otherwise students can enter the Domino server name to access the server) Select Yes to allow HTTP clients to browse databases. Enter /Worldhpg.nsf?OpenDatabase in the Home URL field. Note: A sample Worldwide Corporation’s Home page application, WORLDHPG.NSF, is included with the instructor materials. It should be stored in the Domino\data on, at least, PTHub/World and PTApps03/SVR/ World, based on the classroom setup instructions.



uc



■



to r



Use the procedure on the student page to demonstrate changing the following settings on the classroom Web servers:



Note rationale for server settings



tr



Normally, a company would not allow HTTP clients to browse databases. Instead, the company would provide a home page from which to navigate the site. However, in the classroom, students will browse databases on the server as well as use the Home page application provided with the instructor materials in order to access different databases on the Web server.



In s



Restart the HTTP server task



After changing the Web server settings, use the procedure on the student page to walk through restarting the HTTP server task on the classroom Web servers. Have students test access to any classroom Web server from a browser using the Access the Domino Web server from a browser procedure.
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6SHFLI\LQJ'RPLQR:HE6HUYHU 6HWWLQJV Change default Web server settings



or



The Domino Web server has default settings that do not require modification in order for the Web server to function. However, administrators can customize how Web clients access the Domino Web server. Follow these steps to edit the server document to change the default Web server settings. Step



Action Edit the appropriate server document.



2



Select the Internet Protocols tab➝HTTP tab.



3



Change the desired default Web server settings.



4



Click Save and Close.



5



Restart the HTTP server task for the changes to take effect.



st ru



ct



1



Note: If Microsoft IIS is the HTTP stack, do not use the Web server settings in the server document. Configure Web server settings using Microsoft IIS tools.



Use the new Web server settings



After changing the default Web server settings, follow these steps to restart the HTTP task in order to use the new settings.



In



Step



Action



1



From Domino Administrator, select the Web server to administer.



2



Select the Server tab➝Status tab.



3



Select HTTP Web Server from the list of tasks running on the server.



4



Choose Task➝ Tell from the tools menu.



5



Select Restart Web server with new settings, and click OK.
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&RQWUROOLQJ$FFHVVWRWKH:HE6HUYHU Build upon prior security mechanisms To introduce the Domino Internet security mechanisms, ask the following questions to build upon the mechanisms previously discussed:



■



to r



■



Can a Notes user access the Domino server without authenticating (anonymously)? Answer: Yes, if the server allows anonymous access from Notes clients. What is the primary security mechanism for Notes users? Answer: The Notes user ID with user name and password. How does the Domino server authenticate with a user? Answer: The server checks for a certificate in common with the user.



uc



■



Compare Web server security to standard Domino/Notes security The three questions above also apply to the Domino Web server. The Domino Web server can: ■



tr



■



Allow access to anonymous users. Authenticate using name and password challenge. Authenticate using Internet (X.509) certificates and SSL.



In s



■
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&RQWUROOLQJ$FFHVVWRWKH:HE6HUYHU Domino security and Web users The username and password is the key to controlling security on a Domino Web server. There are two types of users for security consideration:



or



■



Registered users: Users who are listed in the Domino Directory or a trusted directory with: ■ A valid user name and password ■ A valid X.509 certificate Nonregistered users: Users who either do not have an X.509 certificate or Internet password, or are not listed in the Domino Directory or a trusted directory.



Registered users



ct



■



st ru



Web users must be listed in the Domino Directory or a trusted directory in order to access restricted resources on the Web server. Administrators can: ■ ■



■



Manually create the Person documents in the Domino Directory. Set up Directory Assistance to authenticate via a trusted directory. Directory Assistance is briefly described in Module F. Refer to the Domino 5 Administration Help database for more information about setting up authentication via a trusted directory. Use a registration application to allow users to register themselves. Domino/Notes ships with a database template for a Site Registration application. This application is used to register visitors to the Web site. For more information, refer to the Domino 5 Administration Help database.



In



Nonregistered users



A nonregistered user is assigned the Anonymous user name when accessing the Domino Web server. ■ ■



By default, the Domino Web server allows anonymous access. If the administrator prevents anonymous access, all Web clients will be required to provide a name and password in order to access the server.
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&RQWUROOLQJ$FFHVVWRWKH:HE6HUYHU (continued)



Present scenarios for authentication Use the table on the student page to describe different authentication options.



■



In s



tr



uc



■



Anonymous: Yes Name & Password: Yes



to r



Note that the following default settings are sufficient for Worldwide’s implementation:
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&RQWUROOLQJ$FFHVVWRWKH:HE6HUYHU (continued)



Web authentication choices



or



Domino’s basic Web authentication options determine the server’s response when a Web user requests access to the server, or to a restricted resource — a file or database element with access control in place. The Web authentication fields are found in the server document, Ports tab➝Internet ports tab. If you want Web users to authenticate this way



■



Yes



All Web users can reach the server anonymously without authenticating. Web users will be prompted for name and password when they attempt to access a restricted resource on the server (default).



All Web users must authenticate via a name and password when they first access the server.



All Web users can reach the server anonymously without authenticating. Web users will not be allowed to access any restricted resources on the server.



st ru



■



■



Set the Name & Password field



Yes



ct



■



Set the Anonymous field



No access to the server from a browser.



No



Yes



Yes



No



No



No



Note: The fields in the above table also apply if Microsoft IIS is the HTTP stack; however, the fields do not apply to SSL authentication, which is covered later in this module.



Set basic Web authentication options



In



Follow these steps to allow/restrict name and password authentication and anonymous access to the server. Step



Action



1



Edit the appropriate server document.



2



Select the Ports tab➝Internet ports tab.



3



Under TCP/IP port Authentication options, complete the following fields: Name & Password ■ Anonymous ■



4



Click Save and Close.
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&RQWUROOLQJ$FFHVVWRWKH:HE6HUYHU (continued)



Provide examples for file system access



to r



Remind students that the Domino Web server can host Domino Web-enabled applications or HTML files. The database ACL controls access to the Domino Web-enabled applications. The security mechanism described on the student page provides some level of access control to files. For example, users could be prompted for name and password when selecting to: ■ ■



View an HTML file. Download a file.



uc



Refer students regarding Web applications



In s



tr



Refer students who will be responsible for controlling access to Web-enabled applications to the Domino 5 Designer Help database and the Lotus Education course Deploying Domino Applications for more information on restricting access to Web-enabled applications.
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&RQWUROOLQJ$FFHVVWRWKH:HE6HUYHU (continued)



Coordinate with application developers



or



To ensure Internet clients have the appropriate access to Web applications, work with application developers to determine the Web authentication options.



Access control for the file system



Domino R5 allows the administrator to control access to any file (such as HTML files) stored in the file system on the server. Administrators can set the following access for files: Set this access level



ct



To allow users to



Allow GET and HEAD methods.



Send data to a CGI program, fill out forms and submit them to the server.



Allow POST and GET and HEAD methods.



st ru



Open files and start programs in the directory.



Set access control at the file system level Administrators can set access control for a specified drive, directory or file. Follow these steps to set access control for the file system.



In



Step



Action



1



From Domino Administrator, select the Web server to administer.



2



Select the Configuration tab➝Server section➝Current server document.



3



Click the Web button➝Create File Protection.



4



On the Basics tab, enter the drive, directory, or specific file name to protect in the Path field.



5



On the Access Control tab, click Set/Modify Access Control List, then: a. Select the -Default- entry to change the default access to the resource, and click Next. b. Click the down-arrow next to the Name field to select the people, servers and groups from a directory c. Select an access level, and click Next. d. When finished, click OK.



6



Click Save and Close.
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(QDEOLQJ6HVVLRQ$XWKHQWLFDWLRQ Enable session authentication Use the procedure on the student page to walk through enabling HTTP session authentication on classroom Web servers.



In s



tr



uc



to r



Step 3: Accept the default session settings.
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(QDEOLQJ6HVVLRQ$XWKHQWLFDWLRQ What is session authentication?



or



Session authentication is a security mechanism in which the Domino Web server sets up a session ID for a user when the user authenticates with the Web server using a name and password.



Session IDs The session ID is: ■ ■



Valid only on the server in which the user authenticated. Valid for the entire session. Invalidated when the user closes the browser.



st ru



■



ct



Each time the user requests a page during this session, the server authenticates the session ID. HTTP session authentication helps prevent stealing someone’s name and password by not using the name and password with each URL request.



Enable HTTP session authentication Follow these steps to edit the server document to enable HTTP session authentication.



In



Step



Action



1



Edit the server document for the Web server.



2



Select the Internet Protocols tab➝Domino Web Engine tab.



3



Complete the fields shown in the following figure:



4



Click Save and Close.



5



Restart the HTTP task to use the new settings.
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8VLQJD&HUWLI\LQJ $XWKRULW\



ct or



Introduce the use of X.509 certificates Introduce the objective for this lesson as it applies to using X.509 certificates for SSL and S/MIME.



Show Slide 35 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



‰ Set up a certifying authority for SSL and S/MIME.



Note the scope of this lesson



■



■



Many companies who choose to use SSL or S/MIME will not set up an internal CA server, but instead use external certificates created by other certifying authorities. To save time, as the process of setting up a CA server requires the instructor to demonstrate the lengthy process. While lengthy, the steps to set up a CA server are straightforward and documented well in the Domino 5 Administration Help database.



In



st



■



ru



Setting up the CA server will not be demonstrated in the classroom for the following reasons:
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or



Certifying authorities issue X.509 certificates Both SSL and S/MIME use the industry standard X.509 Internet certificate format for signing and encrypting data. Domino supports X.509 certificates from commercial certifying authorities as well as X.509 certificates created by Domino’s internal certifying authority application. Worldwide Corporation will set up an internal certifying authority.



st ru



Objectives



ct



This lesson provides an overview of how to set up CA server. Complete details are in the Domino 5 Administration Help database.



Upon completion of this lesson, you should be able to: Set up a Domino Certificate Authority server.



In



■
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,QWHUQHW6HFXULW\3URWRFROV Determine student experience with SSL Ask students the following questions:



■



Have you accessed or ordered products from a secure Web site? How did you know the site was secure? Possible answers include: ■ https in the URL ■ Appropriate padlock icon in the browser ■ Prompted to accept site certificate ■ Notified when requesting a secure or insecure document



to r



■



uc



Review Worldwide Corporation’s implementation



In s



tr



Worldwide Corporation will enable SSL over the HTTP protocol to secure purchasing transactions.
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,QWHUQHW6HFXULW\3URWRFROV Secure Web sites



■ ■



A client requests a secure channel to the site by specifying https in the URL. By specifying http, the client is requesting a non-secure channel. Domino also provides the ability to force use of SSL, even if the client specifies http.



What is SSL?



ct



■



or



A secure Web site may allow browser users to access some pages without authentication, but require credentials, such as a user name and password or a trusted certificate, to get to other pages.



st ru



Secure Sockets Layer (SSL) is a security protocol that provides communications privacy and authentication over the Internet. When SSL is enabled for any Internet protocols on the Domino server, the data is encrypted as it passes between clients and the server.



Supported Internet protocols



Domino supports enabling SSL over the following Internet protocols: ■ ■ ■ ■ ■



In



■



HTTP LDAP NNTP POP3 IMAP SMTP
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,QWHUQHW6HFXULW\3URWRFROV (continued)



Explain SSL benefits Note the benefits of using SSL as described on the student page.



to r



Define S/MIME



Use the information on the student page to define S/MIME and Domino’s support for S/MIME.



Build upon messaging protocols knowledge



■



What message storage formats does Domino use? Answer: Domino can store messages in either Notes Rich Text or MIME format. What certificate would be used to sign or encrypt a Notes Rich Text format message? Answer: A Domino internal certificate stored in the Notes user ID, such as /PT/World. What certificate would be used to sign or encrypt a MIME message? Answer: An X.509 certificate stored in the Notes user ID.



tr



■



uc



Ask these questions:



In s



■
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,QWHUQHW6HFXULW\3URWRFROV (continued)



Benefits of SSL transactions There are three primary commercial reasons for enabling SSL:



■ ■



Data encryption provides confidentiality. Servers and clients authenticate using certificates with digital signatures. Digital signatures provide data integrity.



or



■



What is S/MIME?



■



Offers a consistent way to send and receive secure MIME data Allows Notes R5 clients to sign and encrypt Internet mail Uses X.509 certificates



st ru



■



ct



Secure Multipurpose Internet Mail Extensions (S/MIME) is an Internet standard for providing privacy, data integrity, and authentication of mail using the MIME format. Since S/MIME can be integrated into any e-mail software package, secure messages can be exchanged between users of different e-mail packages. S/MIME:



■



Internet certificate format



Domino uses the X.509 format for SSL and S/MIME certificates, which is the most universally recognized certificate format. Using this format allows servers to recognize certificates presented by Domino and other applications.



In



Sources for Internet certificates



Internet (X.509) certificates can be generated from a variety of sources, including: ■ ■



Commercial certifying authorities, such as Verisign An internal certifying authority



The Domino server running Internet protocols accepts both internally and externally created Internet certificates.
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%HFRPLQJD&HUWLILFDWH$XWKRULW\ Illustrate the role of the CA



In s



tr



uc



to r



Use Slide 23, Certificate Authority, in the Classroom Diagrams presentation included with the instructor materials, to illustrate the role of the Certifying Authority.
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%HFRPLQJD&HUWLILFDWH$XWKRULW\ Certificate Authority The Certificate Authority (CA) is an authorized entity that generates Internet X.509 certificates used for SSL and S/MIME. Specifically, the CA:



■



Owns the CA certificate used to sign server and client certificates. Provides trusted root certificates which allow clients and servers with certificates signed by the same CA to trust each other.



or



■



Key file



st ru



Web or Notes Client



ct



Key file



Trusted root key: CA name CA public key



Domino Server



Trusted root key: CA name CA public key



Domino vs. external CA



Domino R5 includes a CA application that can create Internet X.509 certificates for servers and clients (Notes client or Web browser).



In



A company may decide to set up an internal CA. Using a Domino CA: ■



■



Avoids the expense that a third-party CA charges to issue and renew client and server certificates. Uses available tools that are already familiar to the Domino system administrators.
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%HFRPLQJD&HUWLILFDWH$XWKRULW\ (continued)



Clarify the procedure on the student page Make the following comments, based on the numbered tasks:



to r



Tasks 1 through 3: The Certification administrator needs to establish a Certificate Authority in order to approve server certificate requests. Tasks 4 and 5: The CA server itself now needs to be set up as an SSL server. The Certificate Authority Application performs the following tasks automatically: ■ ■ ■



uc



■



Request a server certificate signed by the CA. Approve the server certificate request. Add the CA certificate to the server key file. Add the signed server certificate to the server key file.



After the CA is set up, other servers can request certificates. The tasks to set up SSL on other servers is covered in the next lesson.



Refer students to documentation



In s



tr



For more detailed procedures on how to set up a CA server, refer students to the Domino 5 Administration Help database.
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%HFRPLQJD&HUWLILFDWH$XWKRULW\ (continued)



Set up a Certificate Authority server checklist Complete these tasks to set up a Certificate Authority server. For complete details, see the Domino 5 Administration Help database. Procedure



or



Task 1



Create the Certificate Authority application.



❏



2



Create a CA key file and CA certificate.



❏



3



Configure the Certificate Authority application profile.



❏



4



Create a server key file and certificate for the CA server.



❏



5



Configure the SSL port on the CA server.



ct



❏



In



st ru



Note: The steps to set up a CA server are the same regardless of the Internet protocol(s) being used.
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6HWWLQJ8S66/RQD 6HUYHU



ct or



CA server must be set up prior to this lesson The Notes to the Instructor section in this guide includes steps to set up the Certificate Authority on PTHub/World, which must be performed prior to this lesson.



Introduce the Web server/client requirements



Introduce the objective for this lesson as it applies to the server/client requirements for Web access as outlined in the deployment plan.



ru



Show Slide 36 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



‰ Set up Internet protocols for SSL.



Consider lesson delivery options



st



This lesson covers setting up PTApps03/SVR/World to use SSL. To increase student participation in this module (for students seated at other servers and clients) consider the following alternative methods of delivery:



In



■



■
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Invite different students to use the instructor’s workstation to demonstrate procedures. Talk through the procedure steps as the student demonstrates. Enable SSL on all mail and application servers in the classroom. Perform the demonstrations in this lesson as walkthroughs.
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or



Secure transactions Worldwide Corporation has employees that require access to applications from a Web browser. Some of the applications, such as purchasing, will require secure transactions.



Objectives



ct



Worldwide Corporation’s initial implementation is to use SSL over the HTTP protocol, but future plans include using SSL over several different Internet protocols.



st ru



Upon completion of this lesson, you should be able to: Set up SSL on a server.



In



■
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Lesson 13 ■ Setting Up SSL on a Server



6HWWLQJ8S66/RQD6HUYHU Clarify Domino CA was previously set up for class The instructor’s server has been previously set up as a Certifying Authority and is able to sign server and client certificates.



to r



At least one other server in the class, PTApps03/SVR/World, will now be set up to use SSL over the HTTP protocol, using a certificate signed by the CA as a trusted root.



Provide students with a setup overview



In s



tr



uc



Use the procedure on the student page to provide a high-level overview of the process of setting up SSL on a server.
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6HWWLQJ8S66/RQD6HUYHU Certificates required



■ ■



or



Each SSL-certified server in the organization requires two certificates issued by the CA. The certificates allow the server to communicate with clients and other servers within the organization. These certificates are: The CA certificate The server’s individual certificate



ct



Set up a server to use SSL checklist



Complete these tasks to set up a Domino server to use SSL. Task



Procedure



1



Create the Server Certificate Administration database, if it does not exist, and set the database ACL.



❏



2



Create a key file for the server.



❏



3



Request a server certificate from the CA server.



❏



4



Add the CA’s certificate to the key file on the server.



❏



5



The CA administrator signs the server certificate request.



❏



6



Pick up and add the signed server certificate to the key file on the server.



❏



7



Copy the server key file to the server.



❏



8



Enable SSL for the appropriate ports on the server.



st ru



❏



In



Note: Tasks 1 through 7 in the above procedure are the same regardless of the Internet protocol(s) being used.



Microsoft IIS as the HTTP stack



If Microsoft IIS is the HTTP stack, set up SSL over the HTTP protocol using Microsoft IIS tools. For more information on using Microsoft IIS as the HTTP stack, refer to the Domino 5 Administration Help database and the Microsoft IIS documentation.
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$SSOLFDWLRQIRU,QWHUQHW6HUYHU &HUWLILFDWH0DQDJHPHQW Describe the Server Certificate Administration database



to r



Present the material on the student page.



Set up the Server Certificate Administration database



Use the procedure on the student page to demonstrate setting up the Server Certificate Administration database on PTApps03/SVR/World.



In s



tr



uc



Step 2: Add the PTAdmins group to the database ACL.
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$SSOLFDWLRQIRU,QWHUQHW6HUYHU &HUWLILFDWH0DQDJHPHQW The Server Certificate Administration database



or



The Server Certificate Administration database lets administrators: Create a server key file. Request server certificates from either a Domino or third-party CA. Add a CA certificate as a trusted root. Manage server certificates in a key file. Create a self-certified certificate for testing purposes.



■ ■ ■ ■ ■



ct



Access the Server Certificate Administration database using a Notes client or Domino Administrator client. The application creates files locally which must be moved to the Domino server or a network file server.



st ru



Task 1: Set up the Server Certificate Administration database Domino creates the Server Certificate Administration database automatically at server startup. Follow these steps to set up the Server Certificate Administration database, if it does not exist.



In



Step



Action



1



Create the Server Certificate Administration database on the new SSL server based on the Server Certificate Administration template (CSVR50.NTF).



2



Set the database ACL as follows: ■ Add an entry for the group of administrators who will manage server certificates. Grant this group Manager access. ■ Set the Default access to No Access. ■ Set the Maximum Internet Name & Password field to No Access.



Protect the Server Certificate Administration database Prevent non-authorized access to this database by: ■ ■



Setting the default Notes and Web access to No access Deselecting the Show in open Database dialog database property.
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+RZWR&UHDWHWKH.H\)LOHWR6WRUH &HUWLILFDWHVRQWKH6HUYHU Create the server key file



to r



Use the procedure on the student page to demonstrate creating a server key file for PTApps03/SVR/World. Step 3: Enter the following information: ■ ■



Key file name: APPS3KEY.KYR Key file password: lotusnotes or password



Step 4: Accept the default key size.



Step 5: Common name: PTApps03.world.com



uc



Step 6: Organization: World



Skip step 7: Do not enter an Organizational unit or City. Step 8: State or Province: Lisbon



In s



tr



Step 9: Country: PT
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+RZWR&UHDWHWKH.H\)LOHWR6WRUH &HUWLILFDWHVRQWKH6HUYHU Task 2: Create the server key file



or



The key file resides on the server and stores the CA certificate and signed server certificates for the server. Follow these steps to create the server key file. Action



1



From Domino Administrator, open the Server Certification Administration database.



2



Select Create Key Ring.



3



Enter a key file name and password.



4



Select the Key size Domino will use when creating the public/private key pairs. The larger the size, the stronger the encryption.



5



In the Common name field, enter the server’s fully qualified domain name that appears in the Server document in the Domino Directory (for example, PTHub.world.com).



st ru



ct



Step



Enter the name of the organization that holds the certificate.



7



(Optional) Enter the Organizational unit and City where the organization resides.



8



Enter the State or Province where the organization resides, using three or more characters.



9



Enter the Country where the organization resides, using the two-character abbreviation.



10



Click Create Key Ring.



11



Notes displays a confirmation of the information just entered. Read the information to make sure that it is correct, and click OK.



In



6



Note: The default path for the key file is the Notes\data directory.
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+RZWR2EWDLQD6HUYHU&HUWLILFDWH Request a server certificate Use the procedure on the student page to demonstrate how to request a server certificate for PTApps03/SVR/World.



to r



Step 3: Server key file name: APPS3KEY.KYR



Step 4: Select Yes to Log Certificate Requests.



Step 7: Enter the password specified in the previous demonstration.



Step 9: Remind students that the CA application is on PTHub. Use the following steps to access the CA application: 1. Enter the following URL: http://PTHub



uc



2. Select Certificate Authority in the navigator pane from the home page.



In s



tr



Step 11: Enter the administrator’s user name and e-mail address.
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+RZWR2EWDLQD6HUYHU&HUWLILFDWH Task 3: Request a server certificate The server must hold a signed certificate from the CA. Follow these steps to request a certificate from the CA server. Action



or



Step



From Domino Administrator, open the Server Certificate Administration database.



2



Select Create Certificate Request.



3



Enter the Key file name, including the path to the file.



4



In the Log Certificate Request field, select Yes to log information to the Server Certificate Administration database.



5



In the Method field, choose Paste into form on CA’s site.



6



Click Create Certificate Request.



7



Enter the password for the server key file, and click OK.



8



Select the certificate (including the Begin Certificate and End Certificate lines), and press CTRL-C to copy the certificate to the clipboard, then click OK.



9



From a browser, access the Certificate Authority Application.



10



Select Request Server Certificate.



11



Enter your name, e-mail address, phone number, and any comments for the CA.



12



Press CTRL-V to paste the certificate into the text box, then click Submit Certificate Request.



In



st ru



ct



1
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+RZWR$GGWKH&$&HUWLILFDWHWRWKH 6HUYHU.H\)LOH Add the CA’s certificate as a trusted root



to r



Use the procedure on the student page to demonstrate merging the CA’s certificate as a trusted root on PTApps03/SVR/World.



Step 1: Access the CA application using the link from the home page on PTHub. 1. Enter the following URL: http://PTHub/



2. Select Certificate Authority in the navigator pane from the home page.



uc



Step 6: Server key file name: APPS3KEY.KYR



Step 7: Certificate Label: PTApps03 from WorldCA.



In s



tr



Step 10: Enter the password specified in the previous demonstration.
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+RZWR$GGWKH&$&HUWLILFDWHWRWKH 6HUYHU.H\)LOH Task 4: Add the CA’s certificate as a trusted root



or



The key file must contain the CA’s certificate as a trusted root. Follow these steps to add the CA certificate. Step



Action



From a browser, access the Certificate Authority Application.



2



Select Accept This Authority in Your Server.



3



Select the certificate (including the Begin Certificate and End Certificate lines), and press CTRL-C to copy the certificate to the clipboard.



4



From Domino Administrator, open the Server Certificate Administration database.



5



Select Install Trusted Root Certificate Into Key Ring.



6



Enter the key file name that will store the certificate.



7



In the Certificate Label field, enter the name for this certificate to use when displayed in the key file.



8



Select Clipboard as the certificate source, and press CTRL-V to paste the certificate into the Certificate from Clipboard field.



9



Click Merge Trusted Root Certificate into Key Ring.



10



Enter the key file password, and click OK.



11



Review the certificate information, and click OK.



12



Click OK to confirm the merge.



In



st ru



ct



1
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+RZWR6LJQWKH6HUYHU&HUWLILFDWH Approve the request Use the procedure on the student page to demonstrate signing the server certificate request.



to r



Step 4: Do not use e-mail notification. It will be easier to note the pickup ID. Step 5: Enter 90 days for the validity period. Step 6: Write down the pickup ID.



In s



tr



uc



Step 7: Enter the CA’s password.
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+RZWR6LJQWKH6HUYHU&HUWLILFDWH Task 5: Sign the server certificate



Step



or



The CA approves the certificate request by signing the server certificate, then notifies the server administrator where and how to pick up the signed certificate. The CA follows these steps to sign the server certificate. Action



From Domino Administrator, open the Certificate Authority Application.



2



Select Server Certificate Requests.



3



Open the request to sign, and review the information in the request.



4



(Optional) Check Send a notification email to the requestor to notify the administrator via e-mail where to pick up the signed certificate.



5



Enter a validity period.



6



Note the pickup ID to give the server administrator, and click Approve. Note: If not notifying the administrator by e-mail, the server administrator is required to enter the pickup ID in order to access the signed certificate.



st ru



ct



1



Enter the password for the CA’s key file, then click OK.



In



7
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+RZWR$GGWKH6LJQHG6HUYHU &HUWLILFDWH Merge the server certificate into the server key file



to r



Use the procedure on the student page to merge the server certificate into the key file on PTApps03/SVR/World. Step 1: Access the CA application using the link from the home page on PTHub. Step 3: Enter the pickup ID noted from the previous procedure. Step 7: Key file name: APPS3KEY.KYR



uc



Step 10: Enter the password specified in the previous demonstration.



Move the server key file to the new SSL server Currently, the server key file for PTApps03/SVR/World is stored in the Notes\Data directory on the instructor’s workstation.



In s



tr



Move the server key file and the associated stash file (APPS3KEY.KYR and APPS3KEY.STH) from the instructor’s workstation to the Domino\data directory on PTApps03/SVR/World or a network file server to which PTApps03/SVR/World has access.
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+RZWR$GGWKH6LJQHG6HUYHU &HUWLILFDWH Task 6: Merge the server certificate into the server key file



Step



or



After the CA approves the request, follow these steps to merge the signed certificate into the server key file. Action



From a browser, access the Certificate Authority Application.



2



Click Pick Up Server Certificate.



3



Enter the pickup ID (from the CA), and click Pick Up Signed Certificate.



4



Select the certificate (including the Begin Certificate and End Certificate lines), and press CTRL-C to copy the certificate to the clipboard.



5



From Domino Administrator, open the Server Certificate Administration database.



6



Click Install Certificate Into Key Ring.



7



Verify the key file name.



8



Select Clipboard as the certificate source, and press CTRL-V to paste the certificate into the Certificate from Clipboard field.



9



Click Merge Certificate into Key Ring.



10



Enter the key file password, then click OK.



11



Review the certificate information, and click OK.



12



At the confirmation messages, click OK.



st ru



ct



1



In



Step 7: Move the server key file to the server



Use the operating system to move the server key file (KEYFILE.KYR) and the associated stash file (KEYFILE.STH) from the local Notes\data directory to either of the following locations: ■ ■



The Domino\data directory structure on the server A network file server to which the Domino server has access
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(QDEOLQJ66/RQWKH6HUYHU Clarify phase in overall process Clarify that the servers now have the appropriate CA and server certificates and can now enable SSL for particular protocols on the server.



to r



Up to this point, the tasks to set up SSL have been independent of the protocol. Note that the next step, to enable the SSL port, is protocoldependent.



Note classroom implementation



uc



We will enable SSL over the HTTP protocol only in this course.



Show the Ports tab➝Internet Ports tab



Setting up the LDAP, IMAP, NNTP, and POP3 messaging protocols is covered elsewhere in this course.



In s



tr



Refer students to the Domino 5 Administration Help database for more information on enabling SSL over the other Internet protocols.
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(QDEOLQJ66/RQWKH6HUYHU SSL port options for different protocols



or



The steps to configure the server’s SSL port are different depending on the protocol used. The following figure shows the SSL configuration fields in the Server document for several protocols. The port values listed are the defaults for each of the server tasks, based on Internet standard configurations.



st ru



ct



The fields shown in the following figure are found on different tabs in the server document; Ports tab➝Internet Ports tab➝Web, Directory, News, or Mail tabs.



Note: If Microsoft IIS is the HTTP stack, the settings on the Internet Ports tab do not apply. Set up the HTTP protocol using Microsoft IIS tools.



Classroom implementation



In



Worldwide Corporation will implement SSL for the HTTP protocol. However, the procedure to enable SSL over the other Internet protocols is generally the same. Choose the appropriate tab shown in the above figure to set the options for the desired protocol.
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(QDEOLQJ66/RQWKH6HUYHU (continued)



Configure the SSL port for the HTTP protocol Use the procedure on the student page to demonstrate configuring the SSL port for the HTTP protocol on PTApps03/SVR/World.



■ ■



to r



Step 2: Enter the following field values: SSL key file name: APPS3KEY.KYR Accept the default for other fields.



Step 3: Select the Web (HTTP/HTTPS) tab, then enter the following field values: ■



uc



■



SSL port number: 443 SSL port status: Enabled



Step 5: Restart the HTTP server using the Use the new Web server settings in Lesson 11: Configuring the Domino Web Server.



Replicate the changes to the Domino Directory



In s



tr



Use the console commands batch file, WORLDREP.TXT, included with the instructor materials, to distribute the changes to the Domino Directory to all classroom servers.
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(QDEOLQJ66/RQWKH6HUYHU (continued)



Task 8: Configure the SSL port for an Internet protocol The process of setting up SSL security is independent of the protocol. However, enabling the port that SSL will use to send and receive secure transactions is protocol-dependent.



or



Follow these steps to configure the SSL port for an Internet protocol. Step



Action



Open the server document for the Web server to run under SSL.



2



Select the Ports tab➝Internet Ports tab. Fill in the following SSL fields: ■ SSL key file name ■ SSL protocol version ■ Accept SSL site certificates ■ Accept expired SSL certificates Note: Accept SSL site certificates allows the server to use SSL to access an Internet server, without having a certificate in common.



3



Select the appropriate protocol tab, then fill in the following SSL port fields: ■ SSL port number ■ SSL port status: Enabled



st ru



ct



1



4



Click Save and Close.



5



Restart the server task for the Internet protocol.



In



Note: The SSL authentication options will be discussed in Lesson 14: Setting Up SSL and S/MIME for Clients.
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6HWWLQJ8S66/DQG 60,0(IRU&OLHQWV



ct or



Clarify types of Internet authentication Introduce the objectives for this lesson. Explain that once the server is set up to run under SSL, the clients need to be configured next. Note the three types of secured Internet authentication as outlined on the student page.



Show Slide 37 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



In



st



ru



‰ Set up browser and Notes clients for SSL and S/MIME.
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6HWWLQJ8S66/DQG 60,0(IRU&OLHQWV



or



Client authentication Worldwide Corporation has decided that it should provide a Web site for secured transactions. The employees and customers who access the Web site must be able to authenticate with the Web server using SSL, which requires that the browsers and Notes clients hold a certificate in common with the Web server.



ct



Additionally, Worldwide Corporation will provide its employees with the ability to send secured mail. Domino supports the following types of secured Internet authentication: ■ ■



st ru



■



Server-only authentication using SSL Server and client authentication using SSL Signed or encrypted message authentication using S/MIME



Objectives



Upon completion of this lesson, you should be able to: ■ ■



In



■



Set up browser and Notes clients for SSL server authentication. Set up SSL client authentication on the server. Set up browser and Notes clients for SSL and S/MIME.
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+RZWR6HW8S6HUYHU$XWKHQWLFDWLRQ Clarify the next tasks for server authentication Tasks 1 and 2 were completed in the last lesson.



In s



tr



uc



to r



The next two sections include activities to complete tasks 3 and 4 from the procedure.
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+RZWR6HW8S6HUYHU$XWKHQWLFDWLRQ What is server authentication?



or



Using SSL with server authentication, the server encrypts transactions and validates data. Server authentication allows the client to verify the identity of the server. When using only server authentication, all clients access the server anonymously.



Set up server authentication on an SSL server checklist



Task



ct



Complete these tasks to set up the SSL server and clients to use only server authentication. Procedure



1



Set up the server to use SSL with a signed certificate from a CA.



❏



2



Set the following SSL authentication options for the enabled protocol(s): ■ Client certificate: No ■ Name & password: Yes or No ■ Anonymous: Yes or No



st ru



❏



❏



3



Add the CA certificate as a trusted root on the browser.



❏



4



Obtain a trusted root certificate for Notes clients. a. Add the Internet certifier to the Domino Directory. b. Create a cross certificate for the Notes user and Internet certifier.



In



Note: We completed tasks 1 and 2 in Lesson 13: Setting Up SSL on a Server.
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6HWWLQJ8S:HE%URZVHUVIRU6HUYHU $XWKHQWLFDWLRQ Instruct students to add the CA’s certificate as a trusted root



to r



Each server/administrator team can perform the activity on the student page. Allow approximately 5 minutes to complete this activity.



In s



tr



uc



After the students complete the activity, ask students what messages they received referring to certificates.
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6HWWLQJ8S:HE%URZVHUVIRU6HUYHU $XWKHQWLFDWLRQ Task 3: Add the CA certificate as a trusted root on the browser



Step 1



or



In order to access the SSL-enabled server from a browser, the browser must hold the server’s CA certificate as a trusted root. Follow these steps to set up a browser client for server authentication. Action



From a browser, enter the following URL:



ct



http://PTHub



Select Certificate Authority from the navigator pane.



3



Select Accept This Authority in Your Browser.



4



Review the information, and click Accept This Authority in Your Browser.



5



Follow all prompts from the browser.



st ru



2



6



To test access to an SSL-enabled server, enter the following URL: https://PTApps03



Select Product Catalog from the navigator pane.



8



Write down the messages that the browser displays.



In



7
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6HWWLQJ8S1RWHV&OLHQWVIRU6HUYHU $XWKHQWLFDWLRQ Draw an analogy to registering Domino certifiers



to r



Remind students that the organization certifier and organizational unit certifiers were registered before any servers or users could be certified in Module A.



Register the class CA Certificate



Use the second procedure on the student page to demonstrate how to register the CA certificate, WorldCA, used by the classroom CA server.



uc



Step 4: Select the CA key file created during classroom setup: CAKEY.KYR Step 5: Enter the generic password for the CA key file. Step 6: Registration server: PTHub/World.



Step 7: The CAKEY.KYR file should contain the WorldCA certificate.



tr



Replicate the Internet Certifier document



In s



Before moving to the next section, use the console commands batch file, WORLDREP.TXT, included with the instructor materials, to replicate the Domino Directory to all classroom servers to distribute the new Internet Certifier document.
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6HWWLQJ8S1RWHV&OLHQWVIRU6HUYHU $XWKHQWLFDWLRQ Trusted root certificates for Notes clients



or



In order to access the SSL-enabled server from a Notes client, the Notes client must hold a trusted root certificate from the CA. The process for obtaining a trusted root certificate for Notes clients is different than for browser clients as outlined in the following procedures.



ct



Task 4a: Add the Internet Certifier to the Domino Directory



Before the Notes client can obtain a cross certificate for the Internet server, the Internet certificate used by the CA server must be listed in the Domino Directory.



st ru



Follow these steps to add the Internet Certifier to the Domino Directory. Step



Action



From Domino Administrator, select the server to administer.



2



Select the Configuration tab.



3



Choose Registration➝ Internet Certifier from the tools menu.



4



Select the Internet certificate file, and click Open.



5



Enter the password, and click OK.



6



Select the Registration Server.



7



Review the information for the Internet certificate, then click Register.



In



1
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6HWWLQJ8S1RWHV&OLHQWVIRU6HUYHU$XWKHQWLFDWLRQ (continued)



Instruct students to create the cross certificate Each server/administrator team can perform the activity on the student page to cross certify the administrator’s Notes ID with the Internet certificate.



to r



Allow approximately 5 minutes to complete this activity.



(Optional) Test access to an SSL-enabled server



Walk through testing access to the SSL-enabled server from a Notes client.



1. From either the Notes client or Domino Administrator, click the Open URL



uc



. navigation button 2. Enter the following URL: https://PTApps03



In s



tr



3. Select Purchasing from the navigator pane. 4. Follow any Notes prompts.
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6HWWLQJ8S1RWHV&OLHQWVIRU6HUYHU$XWKHQWLFDWLRQ (continued)



What is Internet cross certification?



or



Internet cross certification allows Notes clients and servers to authenticate when the client and server are not certified by the same certifier. For example, a Notes user has a Domino certificate, /PT/World, but no Internet certificate, and the Web server is certified by an X.509 certificate, WorldCA.



ct



Task 4b: Create a cross certificate for the Notes user and the Internet certifier



Domino stores an Internet cross certificate document in the user’s Personal Address Book. The cross certificate includes Domino certificate information for the user and for the Internet CA certificate.



st ru



After an administrator adds the Internet certificate to the Domino Directory, follow these steps to create the Internet cross certificate:



In



Step



Action



1



From the Notes client, open the Domino Directory.



2



Select the Server view➝Certificates view.



3



Expand the Internet Certifiers section, then open the certificate document with the following information: CN=WorldCA/O=World/ST=Lisbon/C=PT



4



Choose Actions➝ Create Cross Certificate.



5



Choose the certificate to cross certify, and click OK.



6



Note that the Certifier is your hierarchical Notes user name from your ID. Verify that the selected server is local.



7



Click Cross Certify.
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Lesson 14 ■ Setting Up SSL and S/MIME for Clients



:KDW,V&OLHQW$XWKHQWLFDWLRQ" Remind students about obtaining third-party certificates



to r



A company may choose to use an external CA for server/client authentication.



Explain authenticating clients



In s



tr



uc



Explain what client authentication does.



352



Implementing a Domino Infrastructure



Lesson 14 ■ Setting Up SSL and S/MIME for Clients



:KDW,V&OLHQW$XWKHQWLFDWLRQ" Client certificates



■ ■



Issued by a Domino CA Obtained from a commercial CA, such as Verisign



Client certificates can be used to: ■



Authenticate with an Internet server using SSL. Send signed and encrypted mail (S/MIME) messages over the Internet.



ct



■



or



A company can optionally choose to set up client certificates, which eliminates the need for user names and passwords for Internet authentication. Clients can obtain a client certificate using either of the following methods:



Note: The process for setting up browser and Notes clients is the same for SSL client authentication as for S/MIME.



st ru



Client Authentication



Using SSL with server/client authentication, the server and client communicate by encrypting transactions and validating data. Server/client authentication allows the client and server to verify the identity of each other.



In



In order for the Domino server to authenticate an Internet client, the person must be listed in the Domino Directory or a trusted directory, and the directory entry must contain a copy of the client certificate.
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+RZWR6HW8S66/&OLHQW $XWKHQWLFDWLRQDQG60,0( Introduce overall process



to r



Use the procedure on the student page to introduce the overall process of setting up an Internet client for client authentication. Remind students that we completed task 1 in Lesson 13: Setting Up SSL on a Server.



In s



tr



uc



The next few sections include the details for completing tasks 2 through 4.
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+RZWR6HW8S66/&OLHQW $XWKHQWLFDWLRQDQG60,0( Set up S/MIME and SSL client authentication checklist



or



Complete these tasks to set up S/MIME and SSL client authentication. Procedure



❏



1



Set up the server to use SSL with a signed certificate from a CA.



❏



2



Enable SSL client authentication on the server.



❏



3



Set up Internet clients for client authentication. a. Create a Domino Directory entry for the Web user. b. Request a client certificate. c. Merge the CA certificate as a trusted root. d. Approve the client certificate request. e. Merge the client certificate in the browser.



❏



4



Set up Notes clients for client authentication and S/MIME. a. Add the Internet certifier in the Domino Directory. b. Create a cross certificate for the Notes user and Internet certifier. c. Add the Internet certificate to the user’s Person document and Notes ID.



st ru



ct



Task



In



Note: We completed task 1 in the Lesson 13: Setting Up SSL on a Server.
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6HWWLQJ8SWKH6HUYHUIRU&OLHQW $XWKHQWLFDWLRQ Present scenarios for client authentication



In s



tr



uc



to r



Use the table on the student page to describe different authentication options. There are nine possible combinations; however, the three listed on the student page are the most likely combinations.
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6HWWLQJ8SWKH6HUYHUIRU&OLHQW $XWKHQWLFDWLRQ Internet authentication



or



An Internet client can access the Domino server with one of three levels of security. These levels, in descending order of security, are: 1. With a client certificate 2. With a user name and password 3. With no authentication (that is, anonymous)



ct



Client authentication options on the server



st ru



The following figure shows the server document SSL authentication options:



The administrator can turn on different combinations of authentication. Domino will test for the highest level of security first. The following table describes some of the possible combinations for SSL Web authentication.



For the Domino server to test for these conditions



■ ■



Set Name & Password



Set Anonymous



Do not test for Client certificate. The user is asked to provide name and password. If no valid name and password, the user can access the server as Anonymous.



No



Yes



Yes



Test for Client certificate. If found, the user gains access. If no Client certificate is found, the user is asked to provide name and password. If no valid name and password is provided, the user cannot access the server.



Yes



Yes



No



Test for Client certificate. If found, the user gains access. If no Client certificate is found, the user is not allowed access to the server.



Yes



No



No



In



■



Set Client Certificate



■ ■



■



■ ■
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6HWWLQJ8SWKH6HUYHUIRU&OLHQW$XWKHQWLFDWLRQ (continued)



Invite a student to enable client authentication Invite a student to use the instructor’s workstation to demonstrate enabling client authentication on PTApps03/World as outlined in the procedure on the student page.



■ ■ ■



Client certificate: Yes Name and password: No Anonymous: No



to r



Step 3: Select the Web (HTTP/HTTPS) tab, then select the following values:



uc



Step 5: Restart the HTTP server using the Use the new Web server settings procedure in Lesson 11: Configuring the Domino Web Server.



Replicate the changes to the Domino Directory



In s



tr



Use the console commands batch file, WORLDREP.TXT, included with the instructor materials, to force replication among all classroom servers to distribute the changes to the server documents in the Domino Directory.



358



Implementing a Domino Infrastructure



Lesson 14 ■ Setting Up SSL and S/MIME for Clients



6HWWLQJ8SWKH6HUYHUIRU&OLHQW$XWKHQWLFDWLRQ (continued)



Task 2: Enable client authentication on the server After choosing the appropriate client authentication options, enable SSL client authentication on the server, following these steps: Action



or



Step



Edit the server document that will allow client authentication.



2



Select the Ports tab➝Internet Ports tab.



3



Select the appropriate protocol tab➝SSL Authentication options section, then enter the following field values: ■ Client certificate: Yes ■ Name & password: Yes or No ■ Anonymous: Yes or No



4



Click Save and Close.



5



Restart the server task for the Internet protocol.



ct



1



In



st ru



Note: On the CA server, the client certificate field should always be set to No in order to allow Web clients to access the server to request a client certificate.
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6HWWLQJ8S,QWHUQHW&OLHQWVIRU&OLHQW $XWKHQWLFDWLRQ Instruct students to create Person documents



to r



Each server/administrator team should create a Person document. Students can choose any First and Last names.



In s



tr



uc



Allow approximately 5 minutes to complete this activity.
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6HWWLQJ8S,QWHUQHW&OLHQWVIRU&OLHQW $XWKHQWLFDWLRQ Task 3a: Create a Domino Directory entry for the Web user



or



The Web user must be listed in the Domino Directory or a trusted directory. Follow these steps to create a directory entry for a new Web user. Step



Action



From Domino Administrator, select the Web server to administer.



2



Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝People view.



3



Click Add person.



4



ct



1



Enter any names to complete the following fields: First and last name ■ User name: First name Last name ■



Save the Person document.



6



Select the Groups view; choose Groups➝ Manage from the tools menu.



7



In the left pane, select the user name from step 4.



8



In the right pane, select the Web Users group, and click Add.



9



Click OK to close the Manage Groups dialog box.



In



st ru



5
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6HWWLQJ8S,QWHUQHW&OLHQWVIRU&OLHQW$XWKHQWLFDWLRQ (continued)



Instruct students to request a client certificate Each server/administrator team should request a client certificate.



Review second procedure



to r



Allow approximately 3 minutes to complete this activity.



In s



tr



uc



Remind students that they previously performed the Merge the CA certificate as a trusted root procedure on the student page when they set up the Web browser for SSL server authentication.
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6HWWLQJ8S,QWHUQHW&OLHQWVIRU&OLHQW$XWKHQWLFDWLRQ (continued)



Task 3b: Request a client certificate The user follows these steps to request a client certificate.



1



Action



or



Step



From a browser, access the Certificate Authority Application using the following URL: http://PTHub



Select Certificate Authority from the navigator pane.



3



Select Request Client Certificate.



4



Enter the name listed in the Person document from the last activity.



5



Enter any organization, State or Province, Country, e-mail address, phone number, and any comments for the CA.



6



Click Submit Certificate Request.



7



Follow all prompts from the browser.



st ru



ct



2



Task 3c: Merge the CA certificate as a trusted root



In order to access the SSL-enabled server, the browser must hold the server’s CA certificate as a trusted root. The user follows these steps to merge the CA certificate.



In



Step



Action



1



From a browser, access the Certificate Authority Application.



2



Select Accept This Authority in Your Browser.



3



Review the information, and click Accept This Authority in Your Browser.



4



Follow all prompts from the browser.



Student Guide Page No. 185



363



Lesson 14 ■ Setting Up SSL and S/MIME for Clients



6HWWLQJ8S,QWHUQHW&OLHQWVIRU&OLHQW$XWKHQWLFDWLRQ (continued)



Prepare for the activity



to r



Copy the CA key file, CAKEY.KYR, used by the classroom CA server to the Notes\data directory on each classroom workstation.



Instruct students to sign client certificates Allow approximately 5 minutes to complete this activity.



Step 8: Provide students with the password for the CA key file.



uc



Replicate the changes to the Domino Directory



Use the console commands batch file, WORLDREP.TXT, included with the instructor materials, to force replication among all classroom servers to distribute the changes to the Person documents in the Domino Directory.



tr



Instruct students to merge the signed client certificate Each server/administrator team should merge the signed client certificate.



Allow approximately 5 to 7 minutes to complete this activity.



In s



Step 4: Remind students that they noted the pickup ID in the previous activity. The database ACL for the Purchasing application (PURCHSNG.NSF) is as follows: ACL entry



364



Access



Default



No Access



Anonymous



No Access



*/World



Reader



Web Users



Author
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6HWWLQJ8S,QWHUQHW&OLHQWVIRU&OLHQW$XWKHQWLFDWLRQ (continued)



Task 3d: Approve the client certificate request Acting as the CA, follow these steps to sign your client certificate. Action



or



Step



From Domino Administrator, select PTHub/World.



2



Select the Files tab, and open the Certificate Authority Application.



3



Select Client Certificate Requests.



4



Open the request to sign, and review the information in the request.



5



Check Register Certificate in the Public Address Book to include the certificate in the user’s Person document in the Domino Directory.



6



Verify the user’s name.



7



Note the pickup ID, and click Approve.



8



Enter the password for the CA’s key file, then click OK.



st ru



ct



1



Task 3e: Merge the client certificate in the browser When the CA notifies the user that the request was approved, the user must merge the signed certificate from the browser. Follow these steps to merge the client certificate and test access.



In



Step



Action



1



From a browser, access the Certificate Authority Application using the following URL: http://PTHub



2



Select Certificate Authority from the navigator pane.



3



Click Pick Up Client Certificate.



4



Enter the pickup ID, and click Pick Up Signed Certificate.



5



View the certificate information, and click Accept Certificate.



6



Follow the browser instructions to merge the certificate into the key file.



7



Wait approximately 2 minutes for the server to add the certificate to your Person document, then test access to an SSL client authenticationenabled server by entering the following URL: https://PTApps03



8



Select Purchasing from the navigator pane.



9



Follow all prompts from the browser to select the client certificate to use.
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6HWWLQJ8SD1RWHV&OLHQWIRU66/ &OLHQW$XWKHQWLFDWLRQDQG60,0( Introduce overall process



to r



Use the procedure on the student page to introduce the overall process of setting up a Notes client for client authentication.



Review first two tasks for client authentication setup



Remind students that they previously performed the first two tasks for client authentication setup when they set up the Notes client for SSL server authentication earlier in this lesson.



In s



tr



uc



The detailed procedure for task 3 is provided in the next section.



366



Implementing a Domino Infrastructure



Lesson 14 ■ Setting Up SSL and S/MIME for Clients



6HWWLQJ8SD1RWHV&OLHQWIRU66/ &OLHQW$XWKHQWLFDWLRQDQG60,0( Uses for Internet Certificates in the Notes ID file



■ ■



or



A Notes ID can store an Internet (X.509) Certificate from an internal or external CA. Notes clients can use Internet Certificates to: Access an Internet Server using SSL. Send signed or encrypted mail messages over the Internet.



ct



Note: The process for setting up a Notes client for SSL client authentication and for setting up a Notes client for S/MIME is the same.



Additional tasks for SSL client authentication setup



st ru



Setting up SSL client authentication for a Notes client includes all the tasks to set up a Notes client for SSL server authentication, plus an additional task that adds the Internet certificate to the user’s Notes ID and Person document in the Domino Directory. We completed the first two tasks associated with setting up a Notes client for SSL client authentication and S/MIME earlier in this lesson. Refer to the following procedures: ■ ■



For Task 4a, refer to Add the Internet Certifier to the Domino Directory. For Task 4b, refer to Create the cross certificate for the Notes user and the Internet certifier.



In



The next section includes the procedure to complete Task 4c.
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6HWWLQJ8SD1RWHV&OLHQWIRU66/&OLHQW$XWKHQWLFDWLRQ DQG60,0( (continued)



Instruct students to add the Internet Certificate to their Notes ID



to r



Students should perform this activity in administrator/server teams. Step 5: Supply students with the location of the CA key file, CAKEY.KYR. Step 6: Supply students with the password for the CA key file. Allow approximately 5 minutes to complete this activity.



uc



(Optional) Test access to an SSL client authenticationenabled server



Walk through testing access to the SSL client authentication-enabled server from a Notes client.



In s



tr



1. Force replication of the Administration Requests database, ADMIN4.NSF, among all classroom servers. 2. Wait 2 minutes for the Administration Process to add the certificate to the Person document, or speed the Administration Process by doing the following: a. From Domino Administrator, select PTHub/World to administer. b. Select the Server tab➝Status tab. c. Select Administration Process from the list of tasks. d. Choose Task➝Tell from the tools menu. e. Check New requests, and click OK. 3. Force replication of the Administration Requests database, ADMIN4.NSF, and the Domino Directory, NAMES.NSF, among all classroom servers. 4. From either the Notes client or Domino Administrator, click the Open URL navigation button . 5. Enter the following URL: https://PTApps03



6. Select Purchasing from the navigator pane. 7. Follow any Notes prompts.
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6HWWLQJ8SD1RWHV&OLHQWIRU66/&OLHQW$XWKHQWLFDWLRQ DQG60,0( (continued)



Task 4c: Add the Internet Certificate to the user’s Person document and Notes ID



Step



or



Notes users can use SSL and S/MIME with an Internet (X.509) certificate. Follow these steps to add the Internet Certificate to a Notes ID. Action



From Domino Administrator, select your server to administer.



2



Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝People view.



3



Select your Person document.



4



Choose Actions➝ Add Internet Cert to Selected People.



5



Select the key file, CAKEY.KYR, supplied by the instructor, and click Open.



6



Enter the password, and click OK.



st ru



ct



1



7



Review the certification information in the dialog box, then click Certify.



What happens next



The previous procedure results in the following: ■ ■



The server adds the certificate to the Person document. The next time the user authenticates with a server in the domain, the certificate will get merged into the user’s Notes ID file.



In



Note: The steps outlined above do not occur immediately. The server performs these steps based on scheduled intervals.
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2SWLRQDO0RGXOH &RQILJXULQJ,QWHUQHW 0HVVDJLQJ6HUYHUVDQG &OLHQWV Lesson 15 Setting Up Internet Messaging Servers



In



st r



Lesson 16 Setting Up Internet Messaging Clients







6HWWLQJ8S,QWHUQHW 0HVVDJLQJ6HUYHUV



ct or



Consider module delivery options This module is optional for course delivery. The module is designed differently than the required modules in that the module can be: ■



■



Delivered at the end of Day 3. Poll students to determine interest in the material covered in this module. Not delivered as part of the course, but instead be used as a job aid by students when they perform the tasks included in this appendix on their jobs.



Introduce the Domino messaging server types



ru



Introduce the objectives for this lesson. Explain that the classroom implementation includes setting up only a POP3 mail server.



Show slide 39 of the Checklists presentation included with the instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



st



‰ Configure Internet messaging servers.



Consider lesson delivery options



In



This lesson covers setting up PTMail03/SVR/World as a POP3 server. To increase student participation in this lesson (for students seated at other servers and clients), consider the following alternative methods of delivery: ■ ■



372



Invite different students to demonstrate using the instructor’s workstation. Set up all the mail servers in the classroom as POP3 servers.
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6HWWLQJ8S,QWHUQHW 0HVVDJLQJ6HUYHUV



or



The Domino server as an Internet messaging server



■ ■ ■ ■ ■



st ru



■



HTTP IMAP LDAP NNTP POP3 SMTP



ct



Worldwide Corporation plans to set up some of the servers in the domain as mail servers running Internet mail protocols so that the non-Notes mail clients can access their mail from the Domino server. The Domino server includes support for the following Internet messaging server types:



Objectives



Upon completion of this lesson, you should be able to: Set up an Internet messaging server.



In



■
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,QWHUQHW3URWRFROV Define the supported Internet standard protocols Refer to the definitions on the student page.



In s
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Note: SMTP and HTTP are covered elsewhere in this course.
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,QWHUQHW3URWRFROV Supported protocols The Domino Server supports several Internet standard protocols for accessing the server. These include: Description



or



Protocol



The standard Internet protocol that enables Web clients to talk to Web servers. The HTTP server task allows the Domino server to understand HTTP.



Internet Mail Access Protocol (IMAP)



The Internet mail protocol that defines how clients can retrieve messages from an IMAP server and store them locally (similar to POP3), access messages directly from the server, or copy messages for off-line use, then later synchronize with the mail server.



Lightweight Directory Access Protocol (LDAP)



The Internet protocol for accessing directory services over a TCP/IP connection. It defines a means for Internet clients to query and manage a database of directory entries. An entry is defined as a collection of attributes assigned to a name.



st ru



ct



Hypertext Transfer Protocol (HTTP)



The Internet protocol that defines how users participate in news group discussions, both USENET discussions that span the Internet and discussions in private news groups created within an organization.



Post Office Protocol Version 3 (POP3)



The Internet mail protocol that allows a client running POP3 to retrieve mail from a host server running POP3. These clients periodically must connect to their server to download any new mail.



Simple Mail Transfer Protocol (SMTP)



The standard Internet protocol used to define the format and content of a mail message as well as the protocol to transfer a message.



In



Network News Transfer Protocol (NNTP)
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&RQILJXULQJ,QWHUQHW3URWRFRO3RUWV Distinguish the TCP/IP and SSL port fields Use the figure on the student page to distinguish the TCP/IP and SSL port and authentication fields for each protocol.



to r



Note: SSL is covered elsewhere in this course.



Refer students to the documentation



This lesson includes the procedures to set up many of the Internet messaging protocols; however, students will only implement a POP3 mail server in the classroom for the following reasons:



■



At the time of publication, market research indicates that POP3 is the Internet mail client protocol implemented most often by companies. The steps to set up the other Internet mail protocols are generally the same as with the POP3 protocol.



uc



■



In s



tr



Refer students to the Domino 5 Administration Help database for more information about protocols not implemented in this course.
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&RQILJXULQJ,QWHUQHW3URWRFRO3RUWV The Server document



or



The following figure shows the configuration fields in the Server document for several Internet protocols. The port values listed are the defaults for each of the server tasks, based on Internet standard configurations.



st ru



ct



Note: The fields shown in the following figure are found on different tabs in the server document; Ports tab➝Internet Ports tab➝Directory, News, or Mail tab.



Protocol support enabled during server setup



Administrators can enable each server task during server setup. When enabled, Domino assigns the server task to a particular protocol port to listen for connections. To add additional security, SSL can be implemented for each of the protocols, on a different port connection.



In



Note: SSL is discussed in Module E: Configuring Internet Server Settings.
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6WDUWLQJDQ,QWHUQHW0HVVDJLQJ6HUYHU Clarify use of procedures The procedures on the student page should be used only under the following circumstances:



In s



tr



uc



■



First procedure: When the server task is not selected during server startup. Second procedure: When the server task is not responding.



to r



■
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6WDUWLQJDQ,QWHUQHW0HVVDJLQJ6HUYHU Automatically start any server task at server startup



or



Select the Internet messaging protocol during server setup to add the appropriate task to the NOTES.INI file. Follow these steps to automatically start any Internet server task when the server starts, if not selected during server setup. Step



Action



Open the NOTES.INI file in a text editor. The NOTES.INI file is located, by default, in the Domino program directory.



2



Search for the line beginning with ServerTasks.



3



Add the appropriate server task to the ServerTasks line. For example, the ServerTasks line may contain the following: ServerTasks=Replica, Router, Stats, AMgr, Adminp, Sched, HTTP, POP3, IMAP, LDAP, SMTP, NNTP



4



Save the NOTES.INI file, and close the text editor.



5



Restart the server for the changes to take effect. Result: The server task will start automatically when the server restarts.



st ru



ct



1



Start and stop any Internet server task manually Follow these steps to manually stop and restart the server task, if the server monitor indicates that the Internet server task is not responding.



In



Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the Server tab➝Status tab.



3



To stop the server task: a. Select the task to stop from the list of tasks running on the server. b. Choose Task➝ Stop from the tools menu. c. Click Yes to confirm stopping the task.



4



To start the server task: a. Choose Task➝ Start from the tools menu. b. Select the task to start from the list of tasks. c. Click Start Task.
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6HWWLQJ8SD3236HUYHU Provide an overview of POP3



to r



Briefly describe the POP3 protocol, and use the procedure on the student page to provide an overview of how to set up POP3 service.



List POP3 clients



Some examples of POP3 clients include: ■



uc



■



Netscape Navigator Eudora Pro



Designate POP3 mail servers for the classroom



tr



As noted previously, this courseware includes the steps to set up one POP3 server in the classroom. If you use the alternative delivery option to set up all classroom mail servers as POP3 servers, designate those classroom servers and perform the following demonstration as a walkthrough.



Set up a POP3 server



In s



Use the procedure on the student page to demonstrate setting up PTMail03/ SVR/World as a POP3 server. Tasks 1 and 3: Remind students that we enabled POP3 and SMTP during server startup, then use the server monitor to verify that the tasks are running on PTMail03/SVR/World. Task 2: Do not change the default port. Port 995 is sufficient for classroom implementation. Task 4: The next lesson covers setting up POP3 mail users.
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6HWWLQJ8SD3236HUYHU What is POP3?



or



Post Office Protocol Version 3 (POP3) is a standard mail server protocol for supporting clients that do not maintain a constant connection with the server. Specifically, a POP3 server provides a mailbox to hold and retrieve mail for POP3 clients.



Domino POP3 server task



ct



The Domino server uses the POP3 server task to hold and retrieve mail that can be accessed by any POP3 client.



Set up POP3 service checklist



st ru



Configure the server and clients to use the Domino server as a POP3 server. Complete these tasks to set up POP3 service. Task



Procedure



❏



1



Start the POP3 task on the Domino server. Note: The POP3 task can be enabled during server setup.



❏



2



(Optional) Change the default POP3 port in the server document, Ports tab➝Internet Ports tab➝Mail tab➝POP3 column.



❏



3



Turn on the SMTP listener task on the Domino POP3 server.



❏



4



Set up POP3 mail users.



In



Note: The next lesson covers setting up a POP3 mail client.
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&RQILJXULQJWKH,0$36HUYHU List IMAP clients Some examples of IMAP clients include:



■ ■ ■



Outlook Express Mail component of Microsoft Internet Explorer 4.0 Netscape Messenger component of Netscape Communicator 4.0 Pine/PC-Pine (shareware available on the Web) Simeon



Note the checklist



to r



■



In s



tr



uc



The checklist on the student page is an overview procedure for setting up the IMAP service, and is provided for future reference.
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&RQILJXULQJWKH,0$36HUYHU What is IMAP? IMAP allows for manipulation of mail in different modes. IMAP clients can:



■ ■



■



or



Retrieve messages from an IMAP server and store them locally. Access messages directly from the server. Copy messages for off-line use, then later synchronize with the mail server. Share mailboxes.



■



ct



Domino IMAP server task



st ru



The Domino server supports the Internet Mail Access Protocol (IMAP), defined in RFC 2060, for reading mail. The Domino IMAP server, like all IMAP servers, enables IMAP clients to access their messages. It is not involved with sending and delivering messages. These functions are handled by the SMTP or NRPC mail routing protocols.



Set up the IMAP service checklist



Configure the server and clients to use the Domino server as an IMAP server. Complete these tasks to configure the IMAP service. Task



Procedure



1



Start the IMAP server task on the Domino server. Note: The IMAP task can be enabled during server setup.



❏



2



(Optional) Configure the IMAP port.



❏



3



Set up IMAP users. ■ Create Person documents and mail files for users. ■ Convert the mail files for IMAP access. ■ Configure the IMAP client software.



In



❏



Note: For more information on configuring IMAP, refer to the Domino 5 Administration Help database.
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&RQILJXULQJWKH/'$36HUYHU List examples of LDAP clients



■ ■ ■ ■



Lotus Mail 4.5 Soft-Switch Directory Explorer Microsoft Internet Explorer 4.0 Netscape Communicator 4.0



to r



Some of the current LDAP clients include:



Reference Web site locations for standards



uc



Web site URLs may change over time. If possible, give suggestions for accessing standards. For example: http://www.umich.edu/~dirsvcs/ldap



Note the checklist



In s



tr



The checklist on the student page is an overview procedure for setting up the LDAP service, and is provided for future reference.
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&RQILJXULQJWKH/'$36HUYHU What is LDAP?



or



LDAP is an Internet defined protocol for accessing directory services over a TCP/IP connection. LDAP defines the way Internet clients query and manage directory entries — a collection of attributes assigned to a name.



Domino LDAP server task



ct



The Domino LDAP server task provides access to the Domino Directory and other directories defined on the server. Domino R5 supports the following: LDAP V3 Using Secure Sockets Layer (SSL) for the LDAP connection Referring clients to another directory containing the requested information Attributes defined by the Lightweight Internet Person Schema (LIPS) Exporting the contents of an LDAP directory to a Lightweight Directory Interchange Format (LDIF) file



■ ■ ■ ■



st ru



■



Set up the LDAP service checklist



Configure the server and clients to use the Domino servers as an LDAP server. Complete these tasks to set up the LDAP service. Task



Procedure



1



Start the LDAP server task on the Domino server. Note: The LDAP task can be enabled during server setup.



❏



2



Create a full-text index for the Domino Directory.



❏



3



Specify a default Global Domain document.



❏



4



Customize the default LDAP service configuration.



❏



5



Create a Directory Assistance document to search other LDAP servers.



❏



6



Configure LDAP clients to connect to Directory Services.



In



❏



Note: For more information on configuring the LDAP server, refer to the Domino 5 Administration Help database.
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$XWKHQWLFDWLQJ&OLHQWVIURP([WHUQDO 'LUHFWRULHV Illustrate Directory Assistance



to r



Use the diagram on the student page to illustrate Directory Assistance. Note that Directory Assistance has more uses than those outlined on the student page. Refer students to the Domino 5 Administration Help database for more information about Directory Assistance.



Note the checklist



In s



tr



uc



The checklist on the student page is an overview procedure for setting up Directory Assistance, and is provided for future reference.
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$XWKHQWLFDWLQJ&OLHQWVIURP([WHUQDO 'LUHFWRULHV Directory Assistance



or



Directory Assistance allows a company to extend directory services from a server’s primary Domino Directory to secondary Domino directories and LDAP directories. Administrators can set up Directory Assistance to: Authenticate Web SSL clients in secondary directories. ■ Search for Internet addresses in secondary directories. The following diagram shows how Directory Assistance can be used. ■



Admin Coretta Santoro



Sales



Four 11



Directory Assistance



Acme Inc. (NDS) Bigfoot



Acme Inc. (Exchange)



st ru



Mktg



ct



X-Mart Inc. (X.500)



ACME



Bart Inc. (Domino)



Set up Directory Assistance checklist After determining which secondary and LDAP directories to use, set up Directory Assistance on directory servers. Complete these tasks to set up Directory Assistance. Task



❏



Procedure



Set up and replicate the Directory Assistance database on a designated directory servers using the Directory Assistance template (DA50.NTF).



❏



2



Set Directory Assistance Information in the server documents for the designated directory servers.



❏



3



Configure access to the secondary Domino directories in the Directory Assistance database.



❏



4



Configure access to the external LDAP directories in the Directory Assistance database.



In



1



Note: For more information on configuring Directory Assistance, refer to the Domino 5 Administration Help database. Student Guide Page No. 197
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$FFHVVLQJ1HZV*URXSVDQG 'LVFXVVLRQV List newsreader clients



■ ■ ■ ■ ■



Netscape Communicator Microsoft Internet Explorer Forte Free Agent WinVN NewsXpress



uc



Note the checklist



to r



Some examples of Newsreader clients include:



In s



tr



The checklist on the student page is an overview procedure for setting up the NNTP service, and is provided for future reference.



388



Implementing a Domino Infrastructure



Lesson 15 ■ Setting Up Internet Messaging Servers



$FFHVVLQJ1HZV*URXSVDQG 'LVFXVVLRQV What is NNTP?



or



The Network News Transport Protocol (NNTP) is the Internet protocol used by USENET news groups for posting, distributing, searching, and retrieving messages.



Configure NNTP checklist



ct



Complete these tasks to set up the NNTP server and clients. Task



Procedure



1



Start the NNTP server task on the Domino server. Note: The NNTP server can be enabled during server setup.



❏



2



Configure the NNTP server port, access, and newsfeed settings.



st ru



❏



❏



3



Configure NNTP clients to connect to the server.



❏



4



Set up connections to other NNTP servers to send and receive newsfeeds.



❏



5



Create private news groups.



In



Note: For more information on configuring the NNTP server and newsfeeds, refer to the Domino 5 Administration Help database.
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ct or



Introduce support for non-Notes client types Introduce the objectives for this lesson. Explain that the classroom implementation includes: ■ ■



Setting up a POP3 user Accessing non-Domino mail accounts from the Notes client



Show slide 40 of the Checklists presentation included with the Instructor materials. At the end of this lesson, the following Implementation checklist item will be complete:



In



st



ru



‰ Set up non-Domino messaging clients.
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or



Internet clients can access the Messaging Server Worldwide Corporation has some employees who will use non-Notes mail clients to access their Internet mail from the Domino server.



Objectives



ct



Other employees will access their non-Domino mail accounts from the Notes client.



Upon completion of this lesson, you should be able to: ■



In



st ru



■



Access Internet mail accounts from the Notes client. Set up a POP3 client.
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6HWWLQJ8S,QWHUQHW0DLO$FFRXQWV Add Internet mail account information to a setup profile



to r



Use the procedure on the student page to demonstrate editing the Administrators setup profile and add account information for a POP3 mail user. Step 3: Edit the Administrators setup profile. Skip step 4: This is not a new setup profile. Step 5: Complete the following fields:



■ ■ ■



Account name: Any appropriate name Server address: Any appropriate server address Protocol: POP3 Use SSL for the connection: 0



uc



■



Review setup profiles



Review how setup profiles work by asking this question: How does the user’s workstation get updated when the setup profile changes? Answer: The next time the user authenticates with the server, the client updates the Personal Address Book based on the information in the user’s assigned setup profile.



In s



tr



■



Note the checklist



The checklist on the student page is a procedure for setting up an Internet mail account, and is provided for future reference.
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6HWWLQJ8S,QWHUQHW0DLO$FFRXQWV Notes clients can access non-Notes mail



or



Worldwide Corporation has users that will use non-Notes mail accounts. For example, a user may have a mail account with America Online or some other Internet Service Provider (ISP). Account documents allow users to set up separate accounts for each mail and news protocol. Account documents are stored in the Personal Address Book on the workstation.



Account documents



■ ■



Administrators can include account information in a User Setup Profile. The workstation setup program prompts the user for mail account information (see the Domino 5 Administration Help database). Users can create their own account documents (see the Notes 5 Help database).



st ru



■



ct



There are three ways to create account documents:



Set up an Internet mail account for Notes users Follow these steps to edit the setup profile and to set up an Internet Mail account.



In



Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the People & Groups tab➝Domino Directories section➝Address Book section➝Setup Profiles view.



3



Edit an existing setup profile, or click Add Setup Profile.



4



If this is a new setup profile, enter the profile name on the Basics tab.



5



On the Accounts tab, fill in the following fields: ■ Enter the Account name(s). ■ Enter the server address to access the mail account. ■ Enter the protocol to use to access the server. ■ Enter 1 to use SSL for the connection, or 0 not to use SSL. Note: Separate multiple entries with commas.



6



Click Save and Close.
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6HWWLQJ8S323&OLHQWV Create the Person document and mail file for a POP3 user



Select any name for the POP3 user.



to r



Use the procedure on the student page to demonstrate creating a Person document and a mail file for a POP3 user.



Task 1: Enter the following field values: Field



Value



PTMail03/SVR/World



Database title



The POP3 user’s name from the POP3 client



Database file name



The POP3 user’s last name



Template



uc



Server



Mail (R5.0)



Task 2: Enter the following field values: Field



Value



First and last names from step 1



User name



First name Last name



tr



First name and last name



Generic password, such as password



Mail system



POP3



Mail server



PTMail03/SVR/World



Mail file name



The path and file name to the mail file specified in step 1



In s



Internet password
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Fowarding address



User’s common name



Internet address



From the POP3 client
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6HWWLQJ8S323&OLHQWV Universal Inbox Mail users can retrieve Notes mail and POP3 mail through the Universal inbox in the user’s mail file using either a Notes client or a POP3 client.



ct



Set up a POP3 user checklist



or



Every Notes client user has a Person document in the Domino Directory that indicates the mail server and the mail file name. Users accessing the mail file from a POP3 client also need a Person document in the Domino Directory to indicate the user’s name, Internet password, mail server, and mail file name.



Setting up a POP3 user includes listing the user in the Domino Directory, creating the mail file for the user, and configuring the POP3 client software. Complete these tasks to set up a POP3 user. Task



Procedure



1



Create a mail file for this user based on the Mail (R5.0) template (MAIL50.NTF), on the POP3 server, then set the database ACL as follows: ■ Add the user as Manager. ■ Add the user’s mail servers as Manager. ■ Remove your name in the database ACL.



❏



2



Create a Person document for the POP3 user as follows: ■ On the Basics tab, fill in the following fields: ■ Enter a First name, Last name, and User name specified on the POP3 client. ■ Enter an Internet password. ■ On the Mail tab, fill in the following fields: ■ Select POP3 for the Mail system. ■ The domain to which the POP3 server belongs. ■ The name of the POP3 mail server. ■ The path and file name for the user’s Mail file. ■ Enter the user’s current address for the forwarding address. ■ Select an Internet message storage format. ■ Enter the Internet address specified on the POP3 client. ■ Select No in the Encrypt incoming mail field. ■ Click Save and Close.



❏



3



Configure the POP3 client software.



In



st ru



❏
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(Optional) Configure the POP3 client
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If POP3 client software is available in the classroom, use the guidelines on the student page and follow the software’s instructions to set up the client software.
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POP3 client software configuration The steps to configure POP3 client software for mail are specific to each manufacturer, but the following information is required:



■



or



■



The fully qualified domain name of the Domino server running the SMTP listener task (for example, PTHub.world.com). The fully qualified domain name of the Domino server running the POP3 task (for example, PTMail03.world.com). The POP3 client user name. This name must map to one of the names included in the Name section of the Person document in the Domino Directory.



ct



■



Additionally, the following POP3 client settings are required: ■



st ru



■



Automatically delete mail documents from the POP3 server after the client copies them locally. Check for mail no more frequently than every five (5) minutes.



In



Note: For examples of configuring different POP3 clients, refer to the Domino 5 Administration Help database.
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The checklist on the student page is an overview procedure for setting up an IMAP client, and is provided for future reference.
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6HWWLQJ8S,0$3&OLHQWV Set up an IMAP user checklist



or



Setting up an IMAP user includes listing the user in the Domino Directory, setting up a mail file for the user, and configuring the IMAP client software. Complete these tasks to set up a IMAP user. Task



Procedure



1



Create a mail file for the IMAP user based on the Mail (R5.0) template (MAIL50.NTF) on the mail server, then set the database ACL as follows: ■ Add the user as Manager. ■ Add the user’s mail servers as Manager. ■ Remove your name in the database ACL.



❏



2



Create the Person document for the IMAP user as follows: ■ On the Basics tab, fill in the following fields: ■ Enter a First name, Last name, and User name specified on the IMAP client. ■ Enter an Internet password. ■ On the Mail tab, fill in the following fields: ■ Select IMAP for the Mail system. ■ The domain to which the IMAP server belongs. ■ The name of the IMAP mail server. ■ The path and file name for the user’s Mail file. ■ Enter the user’s current address for the forwarding address. ■ Select an Internet message storage format. ■ Enter the Internet address specified on the IMAP client. ■ Select No in the Encrypt incoming mail field. ■ Click Save and Close.



st ru



ct



❏



In



❏



3



Enable the mail file for IMAP access using the following server console command: load convert -m path mailfile * mail50.ntf where: path is the location of the mail file(s), relative to the data directory mailfile is the name of the user’s mail file



❏



4



Configure IMAP client software according to the manufacturer.



❏



5



(Optional) Create a full-text index of the mail file so the IMAP user can search for information in messages and attachments.



For more information on setting up an IMAP user, refer to the Domino 5 Administration Help database.
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The checklists on the student page are overview procedures for setting up non-Notes and Notes LDAP clients, and are provided for future reference.
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6HWWLQJ8S/'$3&OLHQWV Set up a non-Notes LDAP client checklist The Domino LDAP server supports any LDAP-compliant client. Complete these tasks to set up a non-Notes LDAP user to connect to the LDAP service. Procedure



or



Task 1



Configure the LDAP client software. Specify the host name of the Domino server running the LDAP service, for example, PTHub.world.com, or the IP address for the server.



❏



2



(Optional) If the LDAP user will connect using name and password or client certificate authentication, create a Person document in the primary Domino Directory used by the LDAP service and include the user's Internet password or client certificate.



ct



❏



Set up a Notes LDAP client checklist



st ru



A Notes user requires an Account document in the Personal Address Book to access the Domino LDAP server from the Notes client. Complete this task to set up a Notes LDAP user to connect to the LDAP service. Procedure



1



Create or modify a User Setup Profile to include the following information on the Accounts tab: ■ Account Names: Any descriptive name for this LDAP service account ■ Server Addresses: LDAP server’s host name ■ Protocols: LDAP ■ Use SSL Connection: 1 for Yes or 2 for No



In



❏



Task
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Appendix A ■ Exercise Solutions



$ERXW7KLV$SSHQGL[ Exercise solutions This appendix provides solutions to classroom exercises. Information about activities is not provided.
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All exercise keys are provided in the order in which they appear in the course materials.
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or



Set access to create databases on the server Follow these steps to allow the administrators the ability to create databases and replicas on the server. Step



Action



From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝Server section➝Current server document.



3



ct



1



On the Security tab, enter the following information: Create replica databases: MailAdmins (or AppsAdmins) and LocalDomainServers ■ Create databases: MailAdmins (or AppsAdmins) and LocalDomainServers



st ru



■



4



Click Save and Close.



Create the Deny List only group Follow these steps to create a Deny List only group.



In



Step



Action



1



From Domino Administrator, select the server to administer.



2



Select the People & Groups tab➝Domino Directories section➝World’s Address Book section➝Groups view.



3



Click the Add Group button.



4



Enter a unique name for the group, such as DenyAccess.



5



Select the Deny List only Group type.



6



Enter a description, such as Employees who have left the company.



7



Enter (or select) user and server names for members of the group.



8



Click Save and Close.
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Deny access to the server Follow these steps to explicitly deny a group access to the server. Step



Action From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝Server section➝Current server document.



3



On the Security tab, add the DenyAccess group to the Not access server field.



4



Click Save and Close.



uc



Restart the server



to



r



1



Follow these steps to restart the server for the changes to take effect. Step



Action



From Domino Administrator, select the server to administer.



2



Select the Server tab➝Status tab.



3



Select the Console button➝Live button.



tr



1



Enter Restart server on the command line, and press ENTER.
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6HW$GPLQLVWUDWRUV$FFHVVWRWKH 'RPLQR'LUHFWRU\([HUFLVH Assess appropriate access requirements The following table shows the appropriate access requirements. Access level/roles



or



Administrators task



Manager access



Delete documents.



Delete documents ACL privilege



Add new users.



UserCreator role



Add new groups.



GroupCreator role



Add users to groups.



GroupModifier role



Modify user settings. Add new servers. Modify server settings.



ct



Edit the Domino Directory ACL.



st ru



Add server connection information.



ServerCreator



ServerModifier NetCreator



NetModifier



In



Modify server connection information.



UserModifier role
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Modify the Domino Directory ACL Follow these steps to allow the PTAppsAdmins and PTMailAdmins groups the appropriate access to the Domino Directory. Action



r



Step



From Domino Administrator, select the server to administer.



2



Select the Files tab.



3



Select the Domino Directory, NAMES.NSF, from the list, then doubleclick to open the database.



4



Choose File➝ Database➝ Access Control.



5



To add an entry, follow these steps: a. Click Add. b. Enter PTAppsAdmins (or PTMailAdmins), or select the group name from the Domino Directory. c. Click OK.



6



Select the PTAppsAdmins (or PTMailAdmins) entry, then make the following changes: a. Set Access level to Manager. b. Select the Person group user type. c. Select the Delete documents ACL privilege. d. Select the following roles: ■ GroupCreator ■ GroupModifier ■ NetCreator ■ NetModifier ■ ServerCreator ■ ServerModifier ■ UserCreator ■ UserModifier
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7
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Click OK to close the Access Control List dialog box.
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or



Replicate the Connection documents



Follow these steps to manually replicate the Connection documents in the Domino Directory throughout the domain. Step



Action



From Domino Administrator, select the server to administer.



2



Select the Server tab➝Status tab.



3



Choose Server➝ Replicate from the tools menu.



4



Select the PTHub/World server from the drop-down box.



5



Select either Push Pull or Pull from the Replication style drop-down box.



st ru



ct



1



6



Choose Selected database, then click the Database button.



7



Select World’s Address Book from the list, and click OK.



8



Click Replicate.



Monitor replication



Follow these steps to use the tools on the Replication tab to monitor replication.



In



Step



Action



1



From Domino Administrator, select the server to administer.



2



To graphically display the schedule, select the Replication tab➝Replication schedule view.



3



To confirm which replication events have occurred, select the Replication events view.



4



To view the replication topology map, select the Replication Topology section➝By connections view.
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r



Send mail to a user in another Domino Named Network Follow these steps to test mail routing within Worldwide Corporation. Action



to



Step



From Domino Administrator, select your assigned mail server.



2



Select the Messaging tab➝Mail tab.



3



Choose Messaging➝Send Mail Trace from the tools menu.



4



In the To field, select Doctor Notes.



5



In the Subject field, enter Mail trace message for Doctor Notes.



6



Choose the trace report option, Each Router Server on the Path.



7



Click Send.



8



View the trace report in your mail file. The report should indicate that there was no route found to PTHub/World because the Connection documents have not replicated throughout the domain.



9



Manually force replication between PTHub/World and your assigned server using the steps under Replicate the Connection documents in the previous exercise. Note: You may need to replicate a second time to receive the Connection documents created on other mail servers.



tr



uc



1



Repeat steps 2 through 7 to send another mail trace message.
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11



If the trace report again indicates that there is no route to PTHub/World, verify the following: ■ The spelling of the DNNs in all Server documents ■ The spelling of server names in the Connection documents



12



Correct any problems found in step 11, then repeat steps 2 through 7 to send another mail trace message.



13



View the trace report in your mail file. The report should list the following servers: ■ Your mail server (if not PTMail01/SVR/World) ■ PTMail01/SVR/World ■ PTHub/World
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7HVW0DLO5RXWLQJ5HVWULFWLRQVDQG 7UDQVIHU([HUFLVH Send a large mail message Follow these steps to test the maximum message size settings. Action



1



Use the Notes client to address and send a mail message to any student in the classroom. Include a large file attachment, such as Notes\data\help\Help5_client.nsf.



2



View the regional mail server’s MAIL.BOX: a. From Domino Administrator, select the Messaging tab➝Mail tab➝Routing Mailboxes section. b. View either or both of the server mail boxes to verify that the mail message is pending. c. Select the pending message, click the right mouse button, and choose Document Properties from the pop-up menu.



ct



or



Step



st ru



d. Choose the Fields tab . e. Select DeliveryPriority from the list of fields. Note that this field is set to L for Low. If the message routed successfully, perform these steps: a. View the regional mail server’s Configuration document to verify that the Send all messages as low priority if message size is between field is set to between 2-10 MB. b. Correct the field listed above if incorrect. c. Repeat steps 1 and 2 to resend the message with the large file attachment, then verify that it is now low priority.



In
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Follow these steps to test mail routing to the Internet. Action



to



Step



r



Send mail to an Internet address



Address and send a mail message to an Internet user. Result: The message should not route because the SMTP Connection and Foreign SMTP Domain documents were not yet replicated from PTHub/World to the mail servers.



2



Force replication of the Domino Directory between the servers in the domain and PTHub/World under Replicate the Connection documents in the exercise from Lesson 7.



3



View MAIL.BOX (Messaging tab➝Mail tab➝Routing mailboxes section) on the regional and instructor’s servers for the pending message: ■ Note that the message is not stored in the mail server’s Mail box. ■ Note that the message is pending in the PTMail01’s Mail box.



4



If you get a Delivery Failure Notification message, then: a. Verify the SMTP Connection document: ■ View the SMTP Connection document from the instructor’s hub server to the Internet domain. ■ Correct any problems. b. Verify the Foreign SMTP Domain document: ■ View the Foreign SMTP Domain document indicating the Internet domain. ■ Correct any problems. c. Repeat step 1 to resend the message.
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5



Force mail routing from the PTMail01 to the instructor’s hub server. a. Select the Messaging tab➝Mail tab.



b. From the tools menu, choose Messaging➝ Route Mail. c. Enter PTHub/World for the destination server name. d. Click OK to route mail.
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Send mail to an Internet address...



Action



6



If the message does not route, then perform the following steps: a. View the instructor’s Server document to verify that SMTP mail routing is enabled. b. View the instructor server’s Configuration document to verify the following fields: ■ SMTP used when sending Messages outside of the local Internet Domain is enabled. ■ SMTP allowed within the local Internet domain is disabled. ■ Relay Host for messages leaving the local Internet domain has the correct relay host name. ■ Servers within the local Notes domain are reachable via SMTP over TCPIP is disabled. c. Correct any problems. d. Repeat step 1 to resend the message.



7



Force mail routing again as in step 5.



In
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Step
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Appendix B ■ Worldwide Corporation Infrastructure Plan



$ERXW7KLV'RFXPHQW Worldwide Corporation’s infrastructure This document gives an overview of Worldwide Corporation’s infrastructure. It is intended to provide an overall view of the environment as designed by the planning team. It does not provide details on specific Domino functionality.



r



This document will be continually updated. Administrators should refer to the Policies and Procedures database on any Worldwide Corporation server for the latest version of this document.
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Lotus Domino/Notes is Worldwide Corporation’s global standard for electronic mail and for developing and deploying groupware applications.
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2UJDQL]DWLRQ6WUXFWXUH Worldwide Corporation’s organizational chart



In
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to r



The structure of Worldwide Corporation appears below:
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8VHU1HHGV Application access by department Worldwide Corporation’s users require the following access to applications. Information Groups



Who



Domino Server



All



Application



Product catalogue



All



Web



Price list Purchasing application



Sales Finance Customers Resellers



Application Web



Customer service application



Sales Support Distribution



MRP application



Development Product management Manufacturing Support



to



r



Policies and procedures



Application Mail Communication



uc



Application Mail
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Note: User needs were determined by function across all geographies.
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6HUYHUVE\7DVN Tasks to be performed by each server Worldwide Corporation will designate servers to specific tasks based on Information Groups. The following table lists the servers, associated tasks, and rationale behind the decision.



Mail



Tasks Stores users’ mail and databases and routes mail across the intranet and Internet



Rationale



■ ■ ■ ■



■



Stores application databases



■ ■



Provide easier administration. Minimize server processor load. Reduce network traffic. Provide predictable server performance and grouping of users. Allow user access to databases when mail server is down.



Provide easier administration. Group applications by usage, replication needs, and/or security requirements. Allow tuning of server to optimize performance and response time independent of mail usage. Ease of expansion by adding new database servers as usage and storage needs increase.



uc



Application



to r



Server Type



■



st r



■



Web



In



Hub



Internet Messaging



Provides access to an application from the internet or to corporate intranet. Can use either: ■ Domino HTTP stack ■ Microsoft IIS



■



Routes mail and replication databases to and from other hub or spoke servers



Provides easier administration and maintenance.



Provides non-Domino mail services such as: ■ POP3 ■ IMAP ■ SMTP ■ NNTP ■ LDAP



Use Domino server to: ■ Provide employees with access to nonDomino mail files.
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■



Can place outside the firewall for Internet access. Provide employees with access to corporate information from a browser.
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6HUYHUVE\/RFDWLRQ Worldwide Corporation’s domain



r



There will be one Domino Domain (World) that includes all Worldwide Corporation offices. Worldwide Corporation’s Internet domain name was previously established as World.com.



to



Topology



Worldwide Corporation has selected a hub-and-spoke topology for ease of management and future expansion. Each regional office will have a hub server and one or more spoke servers. Each site will be set up to run independently, although they will be connected to the corporate hub.



uc



Connection documents are required for replication to tell the corporate hub how and when to communicate with other servers and for spoke servers to connect to the corporate hub.



tr



Portugal (Lisbon) is the center of the infrastructure. Lisbon houses the main hub server and has high-speed links running to the offices. Each individual Domino server is responsible for its own mail routing and replication events. The hub server is responsible for replication of the critical databases between all its spoke servers. The following map shows the locations and types of servers.



Portugal



In s



Hub



Mail



Corporate Hub Application



Brazil



Hub



UK Mail



Application
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6HUYHUVE\/RFDWLRQ (continued)



The Lisbon hub server The hub server is the administration server for the Worldwide Corporation domain and replicates the Directory Catalog and the Administration Requests database to all other Domino servers within the Worldwide Corporation domain (World).



to r



Sales offices and sales reps will dial in to their local regional hub server using Notes clients and Internet clients, such as browsers. Customers and vendors will have access through a Web server in Lisbon.



Domino Named Networks



uc



The regional sites will be logically grouped into Domino Named Networks (DNN), since they share a common protocol (TCP/IP) and are constantly connected.



Grouping the Domino Named Networks this way will ensure that users see information on their local servers to reduce network traffic. Each country office has one or more Domino servers. The following table shows the countries to be configured and the Domino Named Networks (DNN) for each country. Country code



st r



Country



DNN



Connect status



PT



WorldPTNET1



WAN



United Kingdom



UK



WorldUKNET1



WAN



Brazil



BR



WorldBRNET1



WAN



In



Portugal
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6\VWHP$GPLQLVWUDWLRQ System administration allocation System administration is locally controlled by region, but monitored from the Lisbon office. Administration tasks are controlled by regional administrators.



r



General policies and guidelines are maintained and distributed from the Lisbon office.



to



Implementation and design changes are carried out after business justifications are submitted and approved.



In s



tr



uc



All system administrators use the Domino Administrator for all administration tasks.
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1HWZRUN Wide Area Network expansion Worldwide Corporation added to their existing WAN by: Incorporating TCP/IP as their primary network protocol Developing a plan to phase out non-TCP/IP protocols over time ■ Using AT&T’s global frame relay network as its global WAN ■ Adding networking to the Rio office ■ Adding networking connections to all offices from the Lisbon office ■ Upgrading existing server network cards and adding network cards ■ Although the WAN was upgraded, Worldwide Corporation does not want to rely solely on the network. They purchased additional servers for regional offices to ensure reliability and consistency across geographical locations.



In



st r



uc



to r



■
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'LUHFWRU\6WUDWHJ\ Domino Directory and Directory Catalogs There will be only one Domino domain (World) for the entire Worldwide Corporation Domino environment. The model matches the physical layout of the Worldwide Corporation WAN. The first configured server (the corporate hub) will have full administration rights over the entire domain.



to



r



The Domino Directory will reside on the corporate hub server in Lisbon, and replicate to each regional hub server. The corporate hub will create Directory Catalogs, and replicate to regional hubs for use by remote users. Remote users can keep a local replica of the Directory Catalog on the client for faster response time and timely encryption of messages. System administrators will periodically update the Directory Catalog and replicate once a day to hub servers. Directory access is from:



■



In s



tr



■



Notes clients Web browsers Other e-mail and directory clients



uc



■
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5HSOLFDWLRQ7RSRORJ\ Hub-and-spoke topology A hub-and-spoke topology will be used for replication. This structure consists of a main hub with two spoke servers, which are the regional hub servers. Each regional hub server also has its own spoke servers.



Replication will be Pull Push.



to r



The corporate hub server will be the main hub and take overall control of replication. There will be Connection documents from the main hub to all regional hub servers.



The following map shows Worldwide Corporation’s replication topology. Corporate Hub



Portugal



Hub



uc



Mail



Application



Brazil



Mail



st r



Hub



Mail



Application



In



Application



Hub



UK
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$SSOLFDWLRQ7\SHV Locations for applications Types of applications will be separated and reside on different application servers to isolate problems and simplify management. All applications will be replicated to the Lisbon hub for central control and reliability. Resides on Lisbon application server and...



Replication schedule



Policies and restrictions



r



Application type



All regional application servers



Daily during mutual off-peak hours for Lisbon and regional hub



Local languages and customs, escalation procedures



Purchasing application



All regional application servers



Daily during mutual off-peak hours for Lisbon and regional hub



Local languages and regulations



Policies and procedures database



All regional application servers



When changes are made



Local languages and customs



Price lists



All regional application servers



When changes are made



Local languages and currencies



Catalogs



All regional application servers



Quarterly, or when changes are made



Local languages



When changes are made



Local languages



uc



tr Brazil application server



In s



MRP application



to



Customer service application
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0DLO5RXWLQJ6WUDWHJ\ Internal and external mail routing Each region will have its own server that is responsible for local mail delivery, but will rely on the corporate mail server for inbound Internet mail:



■



Simple Message Transfer Protocol (SMTP) will route mail to the Internet. The Notes Remote Procedure Call, NRPC, will route mail within the corporate intranet.



to r



■



The following configuration provides for ease of configuration and optimum load balancing and failover:



■ ■ ■



■



One Internet domain ISP as a relay host to Internet Regional Domino Named Networks (one for each region) The Corporate Hub in Lisbon is enabled to route external mail using the SMTP protocol. All mail servers have Connection documents and route mail using NRPC internally.



uc



■



st r



Mail administrators



Administrators must perform the following tasks: ■



■



In



■



Store the Internet domain name in the Foreign SMTP and Global Domain documents. List the inbound mail servers in the MX records in the Domain Name Service under the domain’s name. Only one is required. (Note that load balancing for multiple servers is dependent on the algorithm used by the client SMTP system to select a server from the MX records.) Configure complete address lookup or configure local part only lookup to identify each mail recipient’s mail server so that the router can make the final delivery.
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0DLO5RXWLQJ6WUDWHJ\ (continued)



Mail clients



r



Initially, all mail users will have Notes mail files. In the future, some mail users may use other Internet mail client software. At that time, Worldwide Corporation will set up select Internet POP3 Messaging Servers for non-Notes mail clients to access mail files on the Domino server.



to



Mail monitors and controls



The following mechanisms will be put into place for monitoring and controlling mail:



■ ■



■



Automated testing of mail routers Mail quotas Maximum message size for inbound and outbound message set to 10 megabytes. User restrictions, such as full text indexing



uc



■



Mail Routing topology



tr



The following map shows Worldwide Corporation’s mail routing topology: Corporate Hub



In s



Internet



Portugal Hub Mail



Application



Brazil
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:RUOGZLGH&RUSRUDWLRQ1DPLQJ &RQYHQWLRQV Organization and organizational unit naming The following table defines the Worldwide Corporation naming scheme. Value



Certifier



to r



Organization Component Organization (O)



World



CERT.ID



Organizational Units (OU)



PT: Portugal UK: United Kingdom BR: Brazil SVR: All servers



PT.ID UK.ID BR.ID SVR.ID



Organizational units are based on geographical regions.



uc



The servers’ organizational unit will be used for better control of management and creation of servers. All organizational units and common names are descendants of the organization certifier /World.



User naming



st r



The following table provides user naming conventions. Type



Syntax Firstname Lastname



Internet mail addressing



[email protected] where username = Firstname_Lastname



In



Common name for Domino environment
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:RUOGZLGH&RUSRUDWLRQ1DPLQJ&RQYHQWLRQV (continued)



Server naming The following table provides examples of regional server names. Country



Country code



Server names



PT



PTHUB01/SVR/World (Hub/Comm) PTAPPS01/SVR/World (Application) PTMAIL01/SVR/World (Mail)



United Kingdom



UK



UKHUB01/SVR/World (Hub) UKAPPS01/SVR/World (Application) UKMAIL01/SVR/World (Mail)



Brazil



BR



BRHUB01/SVR/World (Hub) BRAPPS01/SVR/World (Application) BRMAIL01/SVR/World (Mail)



uc



to



r



Portugal



Naming examples



The following table provides naming examples. If you want to...



Use the name XXType##/SVR/World, where: ■ XX is the standard country code ■ Type is the server type, for example, Mail ■ ## is the server number of this type For example, the first mail server in Australia might be: AUMAIL01/SVR/World



tr



Create a new server.



Then...



Use the standard country code that identifies the location of the organizational unit. A new organizational unit for Canada might be: /CN/World



Create a new user.



Certify under the regional organizational unit where the user works. A new user named Sara Jones in London would be: Sara Jones/UK/World The corresponding Internet name would be: [email protected]



In s



Create a new organizational unit.
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:RUOGZLGH&RUSRUDWLRQ1DPLQJ&RQYHQWLRQV (continued)



Certifier/ID management policy The following table describes the certifier/ID management policy. Type



Management Policy Lisbon system administrators create the O certifier. Lisbon system administrators create the OU certifiers. Access is limited to two administrators using multiple passwords. Store IDs on multiple floppy disks in protected areas.



Organizational unit certifiers



Regional administrators and Lisbon administrators keep copies of OU certifiers. Store IDs on multiple floppy disks in protected areas.



Server IDs



Lisbon system administrators create all server IDs. Store IDs on the server. Use only for the server.



uc



Regional administrators create user IDs. Regional system administrators keep copies of IDs in a secure database on the regional hub server. Use a Certification Log database to track certification. All Certifier IDs have multiple passwords and expiration dates of two years from date of creation. Store backups in a secure off-site location.



st r



User IDs



to r



Organization certifier



Using Domino as a Certificate Authority, administrators will create X.509 certificates using the Certificate Authority Application on a workstation and store the CA key ring on that workstation, not on the server. Do not distribute these files to other administrators in the organization. Store the certificates in a secure off-site location. Store in corporate user Notes ID files. Store in trusted LDAP directories (for customers.)



In



Key files for Internet (X.509) Certificates
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:RUOGZLGH&RUSRUDWLRQ1DPLQJ&RQYHQWLRQV (continued)



Hierarchical naming for Worldwide Corporation The following diagram shows the organization hierarchy, including currently planned server names.



/UK/World



/PT/Word



to



r



/World



/BR/World



/SVR/World PTHub01



BRHub01 PTMail01



UKMail01 BRMail01 PTApps01 UKApps01 BRApps01



In s



tr



uc



UKHub01
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5HPRWH$FFHVV Internet access The following Internet access will be used:



■



Authenticated access for employees Public access Web server for vendors, resellers, and customers, including controlled access to servers, applications, and data



to r



■



The following table describes types of access. Customers



X.509 certificates



Anonymous access to catalog and public company information. Future: Username and password access to information about their own orders, for example, shipping information.



Vendors



Anonymous access



Resellers



Authenticated access through outside LDAP directories.



st r



uc



Employees



Remote users



Users at offices that do not have direct connections to the WAN can use an Internet Server Provider (ISP) to access the Domino system through a local Firewall server.



In



Remote users can dial in to their mail server through the local Firewall servers.
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6HUYHU&RQILJXUDWLRQVDQG6HFXULW\ Server licenses The following table lists the server licenses that will be used for each of the server types. Server type



Server license



Rationale



Domino Mail and Internet Messaging servers



Domino Mail Server



Application and Web servers



Domino Application Server



Hub server



Domino Enterprise server



to



r



To provide Domino and Internet mail services To provide custom database applications for Notes and Web clients



uc



To provide the following services: ■ Clustering ■ Partitioning ■ Transaction logging



File structure



The following table lists the standard file structure on the servers. Contents



tr



Path



Description



System files, client files



Client files will be installed for network distribution purposes.



Domino\data



Databases, general data files



Domino system databases that are required for Domino to function properly.



Databases



Critical applications that require frequent replication.



In s



Domino



Domino\data\critical



Use the default installation file paths whenever possible to ensure standardized training and ease of support and troubleshooting. Tip: Store Domino executables on a separate disk than Domino data for better performance.



These areas of the Domino file structure are only accessible to designated personnel for installation purposes. All other Domino data is protected by operating system security and is accessible to Domino administrators only.



B ■ 20



Implementing a Domino Infrastructure



Appendix B ■ Worldwide Corporation Infrastructure Plan



6HUYHU&RQILJXUDWLRQVDQG6HFXULW\ (continued)



Configuration documents Every Worldwide Corporation server has its own server Configuration document. This ensures that each server configuration can be modified separately and that there is a log of any changes made.



to r



The Domino configuration database will be used for server setup to streamline and automate setup.



A Configuration document exists for each server type (for example, hub, mail, application) and is then distributed to other servers of the same type.



Domino servers by server type



uc



The following table lists the minimum requirements for all server configuration documents. Domino server type Standard services for all servers



Recommended options



■ ■ ■



Mail Router Replicator Indexer



■ ■ ■ ■



Agent Manager Administration Process Event Manager Statistics



■



Calendar Connector Schedule Manager HTTP for Web mail



Application servers



■



Standard services only, no additional services



Hub servers



■ ■



HTTP, Both Mail and Applications SMTP (Lisbon hub only)



Web servers



■



HTTP for Web Applications



Internet messaging servers



■



POP3 and SMTP IMAP LDAP NNTP



■



st r



Mail servers



In



■



■ ■ ■
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6HUYHU&RQILJXUDWLRQVDQG6HFXULW\ (continued)



Group naming for server access Groups will be used to determine access to servers and for added security. The following naming convention will be used to identify the location and type of group:



For example: PTAdmins or GlobalSales



Deny access groups



to



Within groups, names are sorted in alphabetical order.



r



region[global]descriptionofgroup



uc



As an added security feature, Worldwide Corporation will use four groups, which represent our access denial to any Worldwide Corporation servers. In each server restrictions setting, these groups will be added in the Not access server fields. The following table describes the four groups. Group name



Description



Denial for people whose surnames begin with A-F.



Deny Access G-L



Denial for people whose surnames begin with G-L.



tr



Deny Access A-F



Deny Access M-R



Denial for people whose surnames begin with M-R.



Deny Access S-Z



Denial for people whose surnames begin with S-Z.



In s



Before deleting a user from the Domino system, add the user to one of these groups. This will ensure immediate denial to any Worldwide Corporation server. Note: This is subject to replication of the changes throughout the domain, which will take no longer than 60 minutes.
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6HUYHU&RQILJXUDWLRQVDQG6HFXULW\ (continued)



Server configuration plan The following table describes the server configuration plan. Standard



Requirement No database size quotas



Database names



No database naming standards



File system directory structure



Standard directory structure, for example: \Domino\Data\Global\HR1 \Domino\Data\Global\Marketing \Domino\Data\Local\Marketing \Domino\Data\Local\Dev1



Groups spanning the entire organization



One global group for the entire company, for example: GlobalWorld (for all Worldwide Corporation employees) One group for all server administrators, for example: GlobalAdmins Groups for specific categories of employees, for example: GlobalSales



uc



to r



Database size quotas



A group for each region, for example: PTAll (for all Worldwide Corporation employees in Portugal) One group for administrators per region, for example: PTAdmins (for all server administrators in Portugal)



In



st r



Groups at all sites
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&OLHQW&RQILJXUDWLRQVDQG6HFXULW\ Client licenses: Client licenses will be:



■



r



■



Notes Client for most users, all generic IDs, and any contractual or affiliate accounts Domino Designer for users who will create, modify, or design databases Domino Administrator for system administrators



Desktop deployment



to



■



User Setup Profiles will be used to set up users’ desktops.



uc



For Internet mail, account documents will be created locally for each mail protocol. Mail will be stored in Notes Rich Text format.



Worldwide Corporation will use setup profiles to create and update Location and Connection documents on workstations for dialup users to determine where and how to locate the servers.



tr



Client IDs and certificates



The following table describes the policy regarding client IDs and certificates: Policy



Notes client IDs



Certify all IDs using a Domino certificate. Users responsible for secure or encrypted information, such as pricing information to resellers, will hold an Internet (X.509) certificate. Stored on workstations for all users and encrypted locally. Copies are kept in a secure location by local as well as corporate administrators.



In s



Type



Internet client browsers
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Accept CA certificate as a trusted root. Store internal signed client certificates for access to secure information.
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&OLHQW&RQILJXUDWLRQVDQG6HFXULW\ (continued)



Client database access Groups will be used to determine access to applications. The following naming conventions will be used to identify location and type of group: region[global]databasenameaccess



to r



For example: RioCustomerServiceReaders or GlobalPoliciesReaders Within groups, names are sorted in alphabetical order.



File storage



In



st r



uc



Client-based data files, such as IDs, NOTES.INI, and *.DSK, will be stored on the workstation for all users and encrypted locally.
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,PSOHPHQWLQJWKH'HSOR\PHQW3ODQ Implementation checklist Complete these tasks to implement the Domino/Notes components of the Worldwide Corporation deployment plan. Task



Procedure



1



Set up the first server.



❏



2



Add an administrator’s workstation.



❏



3



Add Domino servers.



❏



4



Add Notes clients.



❏



5



Set administration preferences.



❏



6



Set up access to servers.



❏



7



Set up access to the Domino Directory.



❏



8



Set up server logging.



❏



9



❏



10



❏



11



❏



12



❏



13



❏



14



❏



15



Set up a certifying authority for SSL and S/MIME.



❏



16



Set up Internet protocols for SSL.



❏



17



Set up browser and Notes clients for SSL and S/MIME.



uc



to



r



❏



Synchronize Domino system databases throughout the domain.



Add mobile clients.



Route mail internally.



Route mail to the Internet.



Set up Calendaring and Scheduling.



In s



tr



Configure the Domino Web server.
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❏



18



Configure Internet messaging servers.



❏



19



Set up non-Domino messaging clients.
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tr



uc



to



r
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$ERXW7KLV$SSHQGL[



In s



tr



uc



to



r



This appendix covers the administrative tasks involved in setting up Calendaring and Scheduling in a single domain.
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:KDW,V&DOHQGDULQJDQG6FKHGXOLQJ" Calendaring and Scheduling in Domino



or



Domino's Calendaring and Scheduling features allow users to check the free time of other users to schedule meetings and reserve resources, such as conference rooms and equipment.



User scheduling information in the mail file



ct



A user’s Calendar preferences indicate who may access the user’s free time information in the personal calendar when inviting the user to a meeting.



Calendaring and Scheduling server tasks



Domino uses the following tasks to run Calendaring and Scheduling: Function



ru



Domino task Schedule Manager



Sends free time queries for a user whose mail server is not the current server to another server or for a user that schedules using another scheduling application.



st



Calendar Connector



The schedule manager: Creates and updates the free time database, BUSYTIME.NSF ■ Creates an entry in the database for each user who filled out a Calendar Profile and whose mail file is on that server. ■



Use the NRPC protocol for Calendaring and Scheduling



In



Domino R5.0 does not support Calendaring and Scheduling over the SMTP routing protocol. To use Calendaring and Scheduling with R5.0, the servers must be able to communicate using NRPC.
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6HWWLQJ8S&DOHQGDULQJDQG 6FKHGXOLQJ Set up Calendaring and Scheduling checklist



Task



Procedure



r



Complete these tasks to set up Calendaring and Scheduling in a Domino Domain.



1



Enable the Calendaring and Scheduling server tasks, if not selected during server setup.



❏



2



Allow users access to autoprocess invitations.



❏



3



(Optional) Set up a database to define a site and resources to allow users to book rooms or materials for meetings: a. Create the Resource Reservations database. b. Create a profile for resources at a site. c. Define resources for each site.



In s



tr



uc



to



❏
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+RZWR$XWRPDWLFDOO\6WDUWWKH& 6 6HUYHU7DVNV Task 1: Enable the Calendaring and Scheduling server tasks



Step



Action



or



If enabled during server setup, the Schedule Manager and Calendar Connector server tasks automatically start when the server launches. Follow these steps to enable the server tasks, if not selected during server setup.



Open the NOTES.INI file in a text editor. The NOTES.INI file is located, by default, in the Domino program directory.



2



Search for the line beginning with ServerTasks.



3



Add Calconn and Sched to the ServerTasks line. For example, the ServerTasks line may contain the following: ServerTasks=HTTP,Replica,Router,Stats,AMgr,Adminp,Sched,Calconn...



4



Save the NOTES.INI file, and close the text editor.



5



Restart the server for the changes to take effect.



In



st



ru



ct



1
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+RZWR*UDQW8VHUV$FFHVVWR5XQ $JHQWVRQWKH6HUYHU Task 2: Allow users access to autoprocess invitations



Action



to



Step



r



Users can specify in the calendar profile to automatically accept invitations from selected people. Autoprocessing invitations requires access to run a restricted LotusScript agent on the mail server. Follow these steps to allow users access to autoprocess invitations.



Edit the Server document for the mail server(s).



2



Select the Security tab➝Agent Restrictions section.



3



In the Run restricted LotusScript/Java agents field, enter a group name which includes the names of users who have mail files on the server.



4



Click Save and Close.



uc



1



Note: Domino automatically sets up the Agent Manager on every server. It processes agents in Domino databases.



In s



tr



For more information on the Agent Manager, refer to the Domino 5 Administration Help database.



C ■ 6



Implementing a Domino Infrastructure



Appendix C ■ Setting Up Calendaring and Scheduling



+RZWR&UHDWHWKH5HVRXUFH 5HVHUYDWLRQV'DWDEDVH Task 3a: Create the Resource Reservations database The database that stores the resource information and reservations is called the Resource Reservations database.



Step



Action



or



Follow these steps to create a Resource Reservations database and assign authorized users access.



Choose File➝ Database➝ New.



2



Select the mail server to store the database.



3



Enter the database name and the database file name in the Title field and File Name fields, respectively.



4



Select the Resource Reservations template: RESRC50.NTF.



5



Click OK to create the database.



6



Choose File➝ Database➝ Access Control.



8



Add entries for the administrators authorized to create resource and Site Profile documents.



Assign the authorized administrators Author access with Create documents privilege and the [CreateResource] role. Click OK to close the database ACL dialog box.



In



st



9



ru



7



ct



1
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+RZWR'HILQHWKH6LWH3URILOH Task 3b: Create a profile for resources at a site Each resource must be associated with a company site. The Resource Reservations database includes a Site Profile document to define a site.



Step



Action



r



Follow these steps to create a Site Profile.



Open the Resource Reservations database.



2



Select the Sites view, and click New Site.



3



Enter a Site name where the resources are located; for example, Lisbon.



4



Enter the Domain name.



5



Save and close the Site Profile.



In s



tr



uc



to



1
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+RZWR'HILQH6LWH5HVRXUFHV Task 3c: Define resources for each site The Resource Reservations database stores resource information in Resource documents. Follow these steps to create a Resource document. Step



Action Open the Resource Reservations database.



2



Select the Resources view, and click New Resource.



3



On the Type tab, select the Resource type: Room or Other.



4



On the Resource Information tab, fill in the following fields: ■ Enter a Resource Name; use a unique name to identify the resource. ■ Select a site from the list of available sites. ■ If the resource type is Room, enter a room capacity. ■ If the resource type is Other, enter or select a Category for this resource. ■ Enter a description for this resource.



5



On the Owner Options tab, designate who can reserve the resource by selecting one of the following options: ■ None ■ Only the owner can book resource (Select Owner’s name) ■ Only select list of people can book resource (Select List of names) ■ Only select list of people can book resource via auto processing - all others require owner approval (Select Owner’s name; List of names) ■ Temporarily disable reservations



ct



ru



On the Availability Settings tab, enter the days and times this resource is available.



st



6



or



1



7



Save and close the Resource document.



In



Note: The Resource will be automatically added to the Domino Directory so that users can book this resource.



Booking a resource



Once the Resource Reservations database is properly configured, users can reserve the resource by either: ■ ■



Creating a Reservation document Including the resource in a meeting invitation.
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([SDQGLQJWKH8VHVRI&DOHQGDULQJ DQG6FKHGXOLQJ Using Calendaring and Scheduling across domains



Requirements



to



Function



r



Administrators can set up scheduling across multiple domains by identifying the server that processes free time requests for another domain or by identifying a different scheduling application. The following table describes the requirements for setting up Calendaring and Scheduling across domains:



Across Domino domains



An Adjacent or Non-adjacent Domain document specifying the Calendar server in the other domain.



Across scheduling applications



■



uc



■



A Foreign Domain document specifying the Calendar system and server name in the foreign domain. For Notes Mail users who are using a different scheduling application: the Person document specifying the Calendar domain entered in the Foreign Domain document.



Note: For additional information about using Calendaring and Scheduling across domains, refer to the Domino 5 Administration Help database.



tr



Using Calendaring and Scheduling on clustered servers Clustered servers are servers that share database replicas, and provide failover when a user’s mail server is down and load balancing when a server’s threshold has been reached.



In s



Calendaring and scheduling is also supported on clustered servers. Instead of using the Free Time database BUSYTIME.NSF, the server uses CLUBUSY.NSF; the database is a replica of all busytime databases in a cluster. The benefits of using Calendaring and Scheduling on clustered servers are: ■ ■



All the benefits of clustering servers Free time lookups are faster by performing lookups on the requestor’s mail server



Note: For more information on clustering servers, refer to the LearnerDirected Offerings by Lotus Education and the Domino 5 Administration Help database.
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'HILQLQJ&RUSRUDWH+ROLGD\V Corporate holidays



■



Users can add the corporate holiday documents to their personal calendars. Resources can be designated as unavailable for reservations on corporate holidays.



Holiday documents



ct



■



or



Define corporate holidays in the Domino Directory by creating Holiday documents. By default, the Domino Directory includes standard holidays for some countries. The holiday documents are subsequently used by Calendaring and Scheduling in the following ways:



In



st



ru



The following figure shows the Holidays view in the Domino Directory.
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'HILQLQJ&RUSRUDWH+ROLGD\V (continued)



Group holidays by region



Add holidays to the corporate calendar



r



International corporations should consider grouping holiday documents for each country, since holidays will vary among countries.



Step



to



Define corporate holidays using Holiday documents in the Domino Directory. Follow these steps to add a corporate holiday. Action



From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝Miscellaneous section➝Holidays view.



3



Click Add Holiday.



4



On the Basics tab, fill in the following fields: Group ■ Title ■ Fields in Holiday Information section ■



Click Save and Close.



tr



5



uc



1



Add corporate holidays to a personal calendar Follow these steps to add corporate holidays to a personal calendar.



In s



Step
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Action



1



From the Notes client Welcome screen, click Calendar.



2



Choose the Tools button➝Import Holidays.



3



Select holiday group(s) to import, and click OK.



4



View the calendar to see the imported holiday.
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In s



tr



uc



to



r



This appendix covers configuring connections to other Domino Domains for mail routing. The information in this appendix can also be applied to scheduling database replication between servers in different Domino Domains.
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&RQILJXULQJ&RQQHFWLRQVWR$GMDFHQW 'RPLQR'RPDLQV Send mail to Notes users in other domains checklist



or



An adjacent domain is a domain to which at least one of the servers in your domain can connect. Complete these tasks to permit sending mail to an adjacent Domino domain. Procedure



❏



1



Create a Connection document from a server in your domain to a server in the other domain.



❏



2



(Optional) Create an Adjacent Domain document to set any mail flow restrictions to the domain.



In



st



ru



ct



Task
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&RQILJXULQJ&RQQHFWLRQVWR$GMDFHQW'RPLQR'RPDLQV (continued)



Task 1: Create a Connection document



Step



Action



r



Domino uses Connection documents to route mail to and from servers in the different Domino domains. Follow these steps to create the Connection document between servers in different domains.



From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝Messaging section➝Connections view.



3



Click Add Connection.



4



Select the appropriate Connection type.



5



In the Source server field, enter the name of the server in your domain that is able to connect to a server in the other domain.



6



In the Destination server field, enter the name of the server in the other domain that is able to connect to the server in your domain.



7



Enter your domain name in the Source domain field.



8



Enter the other domain name in the Destination domain field.



9



Click Choose Ports to select the port to use for this connection, and click OK.



10



On the Replication/Routing tab, use pop-up field help to view field descriptions, then complete the following fields: ■ Replication task - Disable if using this connection only for mail routing. ■ Routing task: Mail Routing ■ Route at once if __ messages are pending ■ Routing cost ■ Router type



In s



tr



uc



to



1
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On the Schedule tab, use pop-up field help to view field descriptions, then complete the following fields: ■ Schedule: Enabled ■ Call at times ■ Repeat interval ■ Days of week



12



Click Save and Close.
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&RQILJXULQJ&RQQHFWLRQVWR$GMDFHQW'RPLQR'RPDLQV (continued)



Task 2: Create an Adjacent Domain document If restricting mail to and from this domain, follow these steps to create a domain document. Action



or



Step



From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝Messaging section➝Domains view.



3



Click Add Domain.



4



Select Adjacent Domain from the Domain type field.



5



Enter the Adjacent domain name.



6



(Optional) Enter any descriptive information about this domain.



7



(Optional) On the Restrictions tab, use pop-up field help to view the field descriptions, then complete the following fields: ■ Allow mail only from domains ■ Deny mail from domains



ru



8



ct



1



Click Save and Close.



Explicit mail addressing to an adjacent domain



st



If the mail recipients are not listed in an available directory, the sender must use explicit mail addressing. Enter the recipient’s fully distinguished name and domain name, for example, Joe Green/US/Earth @ Earth



In



Include other domain directories in a Directory Catalog Use the Directory Catalog discussed in Module C to simplify mail addressing across domains.
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&RQILJXULQJ&RQQHFWLRQVWR1RQ $GMDFHQW'RPLQR'RPDLQV Adjacent and non-adjacent domains When mail access to one domain is prohibited, users may still send mail to that domain, if there is another adjacent domain to which both have access.



DomainB (Adjacent)



DomainA



uc



X



to



r



For example, if DomainA has a connection to adjacent DomainB, and DomainB has a connection to adjacent DomainC, but DomainA is restricted to DomainC, a user in DomainA can send mail to a user in non-adjacent DomainC through DomainB.



DomainC (Non-adjacent)



tr



Send mail through a common Domino domain checklist Complete these tasks to set up sending mail through a common Domino domain. Procedure



❏



1



Create a Connection document from a server in your domain to a server in the other domain.



❏



2



Create a Non-adjacent Domain document to identify the name of the non-adjacent domain and the common domain through which mail should be routed.



In s



Task



Note: Refer to the procedure outlined in Task 1: Create a Connection document to create the Connection document for task 1.
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&RQILJXULQJ&RQQHFWLRQVWR1RQ$GMDFHQW'RPLQR 'RPDLQV (continued)



Task 2: Create the Domain document



or



Domino uses the Domain document to identify the destination domain specified in a user’s mail message. Follow these steps to create the domain document. Step



Action



From Domino Administrator, select the server to administer.



2



Select the Configuration tab➝Messaging section➝Domains view.



3



Click Add Domain.



4



Select Non-adjacent Domain from the Domain type field.



5



In the Mail sent to domain field, enter the name of the non-adjacent domain.



6



In the Route through domain field, enter the name of the adjacent domain to which your domain and the non-adjacent domain have access.



7



(Optional) Enter any descriptive information about this domain.



(Optional) On the Restrictions tab, use pop-up field help to view the field descriptions, then complete the following fields: ■ Allow mail only from domains ■ Deny mail from domains Click Save and Close.



st



9



ru



8



ct



1



Explicit mail addressing to non-adjacent domains



In



If there is no Non-adjacent Domain document, but there is a Connection document to a server in the non-adjacent domain, a mail user must use explicit mail addressing, for example, John Doe@DomainC@DomainB.
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:KDW,V&URVV&HUWLILFDWLRQ" Domino cross certification Cross certification allows servers and users with no common ancestral heritage to authenticate.



r



■



Cross certification is a two-way process. Both organizations need to cross certify each other. Cross certificates can be issued by user and server IDs as well as by certifier IDs.



to



■



Results of the cross certification process During the cross certification process:



■



Each organization cross certifies an ID from the other organization. Each organization stores the cross certificate it issues in the Domino Directory.



uc



■



Where are cross certificates stored?



■



Servers store the cross certificate in their local copies of the Domino Directory. Users store cross certificates in their Personal Address Books on their workstations.



In s



■



tr



Each user or server must have the cross certificate stored locally.
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:KDW,V&URVV&HUWLILFDWLRQ" (continued)



What cross certification does not do Cross Certification does not:



■ ■ ■ ■ ■



Alter either organization’s hierarchical structure. Alter any user’s distinguished name. Alter any ID. Necessarily give the other organization access to all your servers. Override server access control. Replace ACLs as the primary control mechanism for database access.



or



■



ct



Note: Cross Certification can be to or from an organization, organizational unit, server, or user.



Delete a cross certificate to prevent authentication



ru



Delete the cross certificate from the Domino Directory to prevent users and servers in the other organization from authenticating with that branch of your organization. Certificates are cached, so restart the server to begin to prevent authentication with the organization specified in the deleted cross certificate document.



In



st



As an additional precaution, deny access to the server to guarantee no access.
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&URVV&HUWLI\LQJ&HUWLILHUV Cross certify certifier–to–certifier A company can issue cross certificates between an organization or organizational unit certifiers. This type of cross certification is appropriate when: The company wants a specific branch of another company to have access to multiple servers in your organization. Your company wants to have access to a particular branch of the other organization.



■



to



r



■



The following figure shows two organizations that have cross certified. Domino Directory



Domino Directory



World



Marcus Frank



SVR



Pedro Lopes



US



PTMail01PTApps01



In s



Louisa Howes



Earth



tr



PT



Cross Certificate Document OU=SVR



uc



Cross Certificate Document O=Earth



PTHub



William Jones



Sarah Harris



Mark Smith



SVR



USMail01 USApps01 USHub



The following table shows the cross certificates. Cross certificate issued by



Cross certificate issued to



Cross certificate stored in directory for



/SVR/World



Earth



World Domain



Earth



/SVR/World



Earth Domain



O=Earth and OU=SVR/O=World are cross certified. This permits any user or server certified by Earth to authenticate with any user or server certified by /SVR/World.
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&URVV&HUWLI\LQJD&HUWLILHUDQG6HUYHU Cross certify certifier–to–server A company can issue cross certificates between an organization or organizational unit and an individual server or user. This type of cross certification is appropriate when:



■



or



The company wants a specific server from another company to have access to multiple servers in your organization. Your company wants to authenticate with the other organization, but wants to limit their access to your organization.



■



The following figure shows two organizations that have cross certified. Domino Directory



ct



Domino Directory



Cross Certificate Document CN=USHub



Cross Certificate Document OU=SVR



ru



World



SVR



st



PT



Louisa Howes



Marcus Frank



Pedro Lopes



PTMail01PTApps01



PTHub



William Jones



Earth



US



Sarah Harris



SVR



Mark Smith



USMail01 USApps01 USHub



In



The following table shows the cross certificates. Cross certificate issued by



Cross certificate issued to



Cross certificate stored in directory for



/SVR/World



USHub/SVR/Earth



World Domain



USHub/SVR/Earth



/SVR/World



Earth Domain



The organizational unit, OU=SVR/O=World, is cross certified with the server USHub. USHub is the only server in O=Earth that can authenticate with any server or user certified by /SVR/World.
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&URVV&HUWLI\LQJ6HUYHUV Cross certify server–to–server A company can issue cross certificates between individual servers or users. This type of cross certification is appropriate when users in different organizational units need access to the server of the other group, for example, to route mail between these two servers.



r



The following figure shows two organizations that have cross certified. Domino Directory



to



Domino Directory Cross Certificate Document CN=PTHub



C ross C e rtificate D o cum en t CN=USHub



PT



Marcus Frank



SVR



Pedro Lopes



US



PTMail01PTApps01



PTHub



William Jones



tr



Louisa Howes



Earth



uc



World



Sarah Harris



Mark Smith



SVR



USMail01 USApps01 USHub



The following table shows the cross certificates.



In s



Cross certificate issued by



Cross certificate issued to



Cross certificate stored in Directory for



PTHub/SVR/World



USHub/SVR/Earth



World Domain



USHub/SVR/Earth



PTHub/SVR/World



Earth Domain



In this example, the USHub and PTHub servers will successfully authenticate. Users who have access to these two servers can modify the same databases and send mail, even though they are not in the same organizations.
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&URVV&HUWLI\LQJ,'V Cross certification methods Administrators can use any of the following methods to cross certify IDs:



■ ■



Electronic mail Using a disk On demand



or



■



Cross certify on demand



ct



When a user in one organization attempts to access a server in another organization for which the server finds no cross certificate, Domino displays a message asking if the user wishes to create a cross certificate for the other organization. Follow these steps to cross certify IDs on demand. Step



In the Create Cross Certificate dialog box, click Advanced. The following figure shows the Issue Cross Certificate dialog box:



st



2



From the Notes client or Domino Administrator, connect to the server in the other organization (for example, dial-in via modem).



ru



1



Action



Click Certifier to select the certifier or server ID to issue the cross certificate.



4



Click Server to select the server whose Domino Directory will be updated.



In



3



5



Select the level within the other organization’s hierarchy at which you want to cross certify from the Subject name drop-down box.



6



Accept or change the cross certificate expiration date.



7



Click Cross Certify.



8



Copy the cross certificate document from the Personal Address Book on the workstation to the Domino Directory on a server in the domain.
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&URVV&HUWLI\LQJ,'V (continued)



Cross certify both organizations To complete cross certification, an administrator in the other organization must follow the previous procedure to create a cross certificate.



r



Documentation references



Cross Certification method



to



For more information on the other methods for cross certification, refer to the following table. Domino 5 Administration Help database reference



Adding a Domino cross-certificate for IDs by Notes mail



Cross certifying by disk



Adding a Domino cross-certificate for IDs by postal service



In s



tr



uc



Cross certifying by mail
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