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Abstract. We introduce an attack against the ISO/IEC 9796–1 digital signature scheme using redundancy, taking advantage of the multiplicative property of the RSA and Rabin cryptosystems. The forged signature of 1 message is obtained from the signature of 3 others for any public exponent v. For even v, the modulus is factored from the signature of 4 messages, or just 2 for v = 2. The attacker must select the above messages from a particular message subset, which size grows exponentialy with the public modulus bit size. The attack is computationally inexpensive, and works for any modulus of 16z, 16z ± 1, or 16z ± 2 bits. This prompts the need to revise ISO/IEC 9796–1, or avoid its use in situations where an adversary could obtain the signature of even a few mostly chosen messages.
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Introduction



ISO/IEC 9796–1 [1] [2] is an international standard specifying a digital signature scheme giving message recovery, designed primarily for the RSA and Rabin public key cryptosystems. To sign a message M , it is first transformed by inserting redundant information obtained by simple transformations of individual bytes of M , producing ˜ ; then the private key function S of the cryptosystem the expanded message M ¨ = S(M ˜ ). is applied, producing the signature M ′ ¨ To verify an alleged signature M , the public key function V of the cryptosys˜ ′ = V(M ¨ ′ ); then the tem is applied, producing an alleged expanded message M ′ ′ ˜ alleged message M is recovered from M by straightforward extraction, and it ˜ ′ is what it should be under the signature production process. is checked M ISO/IEC 9796–1 expansion makes it highly improbable that a randomly generated value is an acceptable signature. It meets precise design criterias in order to guard against a variety of other attacks, see [3] and [2]. The recently introduced Coron–Naccache–Stern forgery strategy of [4] is effective on a slightly simplified variant of ISO/IEC 9796–1. Motivated by this breakthrough and unaware of an extension to the full standard in [6], the author made an independent effort to attack ISO/IEC 9796–1 and discovered a new, simple and effective method. ˜ B ˜ In a nutshell, we efficiently construct many message pairs A, B with A/ equal to a common ratio. Forgery follows from the multiplicative property of the cryptosystem used: S(xy) = S(x)S(y).
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Definitions



When there is no ambiguity, we assimilate a bit string of fixed length and the integer having this binary representation. Following ISO/IEC 9796–1 unless stated otherwise, we use the notations xky x⊕y [x]i lcm(x, y) gcd(x, y) v k n p, q



(x|n)



s



z M ˜ M ¨ M



Concatenation of bitstrings x and y. Bitwise exclusive OR of bitstrings x and y. The bitstring of exactly i bits with [x]i ≡ x mod 2i . Least Common Multiple of x and y. Greatest Common Divisor of x and y. Public verification exponent. Number of bits in public modulus. nb: the standard [1] often use ks = k − 1. Public modulus of k bits, thus with 2k−1 ≤ n < 2k . Secret factors of n, with n = p q. if v is odd, p − 1 and q − 1 are prime with v. if v is even, (p − 1)/2 and (q − 1)/2 are prime with v, p ≡ 3 mod 4 and q ≡ p + 4 mod 8. Jacobi symbol of x with respect to n, used for even v only. (x|n) = (x|p)(x|q) = (x(p−1)/2 mod p)(x(q−1)/2 mod q). For even v the construction of p and q is such that (2|n) = −1. (x|n) can be efficiently computed without knowledge of p and q. Secret signing exponent. if v is odd, s v ≡ 1 mod lcm(p − 1, q − 1), and as a consequence (xs )v ≡ x mod n for any x. if v is even, s v ≡ 1 mod lcm(p − 1, q − 1)/2, and as a consequence (xs )v ≡ x mod n if (x|n) = +1. Number of bytes a message fits in; z ≤ ⌊(k + 2)/16⌋. Message to sign, which breaks up into the z bytes string mz k mz−1 k .. k m2 k m1 Message as expanded according to ISO/IEC 9796–1 (see below). ˜ is noted Ir in [1] and also Sr in [2]. nb: M ¨ is noted Σ(M ) in [1] and [2]. The signature of M. nb: M s ¨ ˜ ˜ s mod n) if v is odd, M = min(M mod n, n − M ˜ if v is even, assuming gcd(M  s , n) = 1 which isM˜highlysprobable, ˜ M ¨ M = min (1−(M|n))/2 mod n, n− (1−(M|n))/2 mod n ˜ ˜ 2 2



We restrict our attack and our description of ISO/IEC 9796–1 to the cases k ≡ 0, ±1, or ±2 mod 16, which covers many common choices of moduli, and to messages of z = ⌊(k + 2)/16⌋ bytes, the maximum allowed message size. With these restrictions, the construction of the redundant message amounts to the local transformation of each byte mi of the message by an injection Fi , yielding the redundant message ˜ = Fz (mz ) k Fz−1 (mz−1 ) k .. k F2 (m2 ) k F1 (m1 ) M



with the injections Fi transforming an individual byte mi of two 4 bit digits x k y as defined by F1 (x k y) = Π(x) k Π(y) k y k [6]4 Fi (x k y) = Π(x) k Π(y) k x k y for 1 < i < z Fz (x k y) = [1]1 k [Π(x)]k+2 mod 16 k Π(y) k x k (y⊕1)



(1)



and where Π is the permutation on the set of 4 bit nibbles given by x 0123456789ABCDEF Π(x) E 3 5 8 9 4 2 F 0 D B 6 7 A C 1 or as an equivalent definition, if the nibble x consists of the bits x4 k x3 k x2 k x1 , Π(x) = (x4 ⊕x2 ⊕x1 ⊕1) k (x4 ⊕x3 ⊕x1 ⊕1) k (x4 ⊕x3 ⊕x2 ⊕1) k (x3 ⊕x2 ⊕x1 ).
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The new attack



We essentialy select a pair of small positive integers a, b and search all the message pairs A, B that yield redundant messages verifying A˜ a = ˜ b B 3.1



(2)



Choice of ratio a/b



Since the ratios a/b and b/a will uncover the same messages, we can restrict our choice of a, b to a < b without missing any message pairs satisfying (2). Similarly, ˜ are strings of we can restrict ourselves to relatively prime a, b. Since A˜ and B equal length with a 1 bit on the left, we must have b < 2a. We transform equation ˜ = Ab, ˜ reduce mod 16, observe [A] ˜ 4 = [B] ˜ 4 = 6, get 6a ≡ 6b mod 16, (2) into Ba so we restrict ourselves to a ≡ b mod 8. Thus in the following we restrict our choice for the ratio a/b to relatively prime integers a, b with 9 ≤ a < b < 2a and a ≡ b mod 8. 3.2



Making the search manageable



Since the fraction a/b is chosen irreducible, for an hypothetical message pair A, B verifying (2), we can uniquely define the integer W such that A˜ = a W



˜ = bW and B



(3)



We break up A, B into z bytes, and, noticing that 9 ≤ a < b implies W < 216z for our choice of k, we break up W into z 16 bits strings A = az k az−1 k .. k a2 k a1 B = bz k bz−1 k .. k b2 k b1 W = wz k wz−1 k .. k w2 k w1



We break up each of the two multiplications appearing in (3) into z multiply and add steps operating on each of the wi , performed from right to left, with z − 1 steps generating an overflow to the next step, and a last step producing the remaining left (k + 2 mod 16) + 13 bits. We define the overflows a ¯0 = a ¯z = 0 a ¯i = ⌊(a wi + a ¯i−1 )/216 ⌋



¯b0 = ¯bz = 0 ¯bi = ⌊(b wi + ¯bi−1 )/216 ⌋



for 1 ≤ i < z



(4)



so we can transform (3) into the equivalent Fi (ai ) = awi + a ¯i−1 mod 216 Fi (bi ) = bwi + ¯bi−1 mod 216 Fi (az ) = awz + a ¯z−1 Fz (bz ) = bwz + ¯bz−1



for 1 ≤ i < z



(5)



The search for message pairs A, B satisfying (2) is equivalent to the search of wi , ai , bi , a ¯i , ¯bi satisfying (4)(5). This is z smaller problems, linked together by the overflows a ¯i , ¯bi . Reducing overflows a ¯i, ¯ bi to one link li Definition (4) of the overflows a ¯i , ¯bi implies, by induction     a [W ]16i ¯bi = b [W ]16i a ¯i = and for 1 ≤ i < z 216i 216i 3.3



(6)



Since 0 ≤ [W ]16i < 216i we have 0≤a ¯i < a



and 0 ≤ ¯bi < b



(7)



We also observe that a ¯i and ¯bi are roughly in the ratio a/b, more precisely equation (6) implies sucessively [W ]16i [W ]16i − 1 < ¯bi ≤ b 16i 216i 2 ¯ ¯ a ¯i [W ]16i a ¯i + 1 bi [W ]16i bi + 1 ≤ 16i < and ≤ 16i < a 2 a b 2 b ¯bi ¯bi + 1 a ¯i a ¯i + 1 a −1 























des documents recommandant







[image: alt]





A Practical and Tightly Secure Signature Scheme 

queries to a signing oracle Sign(sk; Â·), and returning a valid signature Ïƒâˆ— on ... qs signature queries on chosen messages, and receiving eventually a signature.










 


[image: alt]





An Efficient CDH-based Signature Scheme With a Tight Security 

oracle: A is allowed to make at most qh queries to the hash oracle. 2.2 The Diffie-Hellman and the Discrete Logarithm Problems. The security of signature ...










 


[image: alt]





SFLASH, a fast asymmetric signature scheme for low-cost smartcards 

We will denote by Ï€ the bijection between {0, 1}7 and K defined by: âˆ€b = (b0,...,b6) âˆˆ {0, 1}7, Ï€(b) = b6X6 + ... + b1X + b0 (mod X7 + X + 1). â€¢ The second one is ...










 


[image: alt]





An Efficient CDH-based Signature Scheme With a Tight Security 

3621 of Lecture Notes in Computer Science, pp. ... scheme using the technique of Shamir and Tauman, based on chameleon ... The disadvantage of the forking ..... As an advantage, our signatures are smaller than the EDL's ones: they are.










 


[image: alt]





.. Signature : 

Des commissaires de course sillonneront le parcours et Ã©ventuellement pourront mettre hors course le coureur en infraction. Le parcours coureur sera balisÃ©.










 


[image: alt]





Signature® 

Nettoyer le sol avec une vadrouille ou une décapeuse automatique en utilisant la marque de nettoyant recommandé de Diversey selon les instructions de son ...










 


[image: alt]





IEC 14882 

Oct 15, 2003 - 10.3 Virtual functions . ..... 13.3.1.1.2 Call to object of class type . ..... 14.8.2.1 Deducing template arguments from a function call . ...... implementation is not required to document which behavior occurs. [Note: usually, the ran










 


[image: alt]





IEC Connectors 

50N (Max.) Mouldings: Nylon, Flammability Rating UL94V-0. Nylon, Flammability Rating UL94V-0. Nylon, Flammability Rating UL94V-0. Contacts: Brass, Clean.










 


[image: alt]





Signature® 

Nettoyer le sol avec une vadrouille ou une décapeuse automatique en utilisant la marque de nettoyant recommandé de Diversey selon les instructions de son ...










 


[image: alt]





IEC 13818-3 - the IEC Webstore 

Apr 15, 1998 - Part 7: Advanced Audio Coding (AAC) ... which can be used to transfer high quality digital multichannel and/or multilingual audio information on .... Therefore, nonbackward compatible (NBC) audio coding systems free of the constraints 










 


[image: alt]





IEC 17799 

Dec 1, 2000 - In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. Draft International Standards ...










 


[image: alt]





IEC 60229 

20 mai 2016 - normes internationales pour tout ce qui a trait à l'électricité, à l'électronique et aux technologies apparentées. A propos des publications CEI.










 


[image: alt]





Membership list of IEC 36WG11 â€“ Revision of IEC 60815 

Jan 1, 2004 - Tel : +44 1827 285 316. Fax (Office) : +44 1782 261 421, (Allied) : +44 1782 532 010. Mobile : +44 421 497 545. E-mail : [email protected] ...










 


[image: alt]





SÉRIE IEC 309 

GW 60 023. GW 60 024. GW 60 025. GW 60 026. GW 60 027. GW 60 028. GW 60 029. GW 60 030. GW 60 031. GW 60 032. GW 60 033. GW 60 034. GW 60 035. GW 60 036. GW 60 037. GW 60 038. GW 60 039. GW 60 040. GW 60 041. GW 60 042. GW 60 043. GW 60 044. GW 60 14










 


[image: alt]





IEC 60815 - EDOC.SITE 

Radio interference, television interference, and audible noise of polluted insulators ... judgement on the probable behaviour of a given insulator in certain pollution ... This guide does not deal with the effects of snow or ice on polluted insulator










 


[image: alt]





Membership list of IEC 36WG11 â€“ Revision of IEC 815 

Feb 4, 2000 - Wu, Dong. ABB Power System AB. PO Box 703. Ludvika S-77180. Sweden. Tel : +46 240 782 816. Fax (Office) : +46 240 783 765.










 


[image: alt]





Liasse fiscale VIDELIO IEC 

(SDNC-DGFiP) - Octobre 2017. â‘ . VIDELIO IEC. 3 5 0 0 9 3 7 0 4. 92230 GENNEVILLIERS. 1 2. 0 0. 31122017. 67 860. 65 960. 1 900. 1 088 604. 1 088 604.










 


[image: alt]





IEC 15802-2 : 1995 

The reader of this standard is urged to become familiar with the complete family of standards. ... Daniel Watts. Eldon D. Feist. Richard Patti*â€ . Alan Weissberger.










 


[image: alt]





Membership list of IEC 36WG11 â€“ Revision of IEC 815 

Jan 28, 2000 - Tamworth Staffordshire B77 5AG. United Kingdom. Tel : +44 1827 285 316. Fax (Office) : +44 1782 545 804. E-mail : [email protected] ...










 


[image: alt]





IEC 60815 - EDOC.SITE 

acceptably clean, low conductive state to flashover in a short (< 1 hour) time and then returns .... For example, the more the pollution is soluble and fast dissolving, the less the pollution layer ..... conductivity and temperature readings in repor










 


[image: alt]





IEC 13818-4 - Exvacuo 

Dec 1, 1998 - ISO/IEC Copyright Office â€¢ Case postale 56 â€¢ CH-1211 GenÃ¨ve 20 â€¢ Switzerland ...... On the other hand, decoders can also ...... att/att_mismatch.










 


[image: alt]





IEC 27002 LEAD MANAGER 

Mise en Å“uvre des mesures de sÃ©curitÃ© de l'information liÃ©es Ã  la cryptographie, Ã  la sÃ©curitÃ© physique et environnementale, Ã  l'exploitation et au rÃ©seau.










 


[image: alt]





IEC 60915 - CLUMPCO - Clive Lumb's Internet Home and IEC TC 

under polluted conditions Å“ Part 1: Definitions, information and ..... 7.2. Pollution severity levels. For the purposes of standardisation, five levels of pollution characterising the site ... Desert areas with fast accumulation of sand and salt, an










 


[image: alt]





Membership list of IEC 36WG11 â€“ Revision of IEC 60815 

Sep 1, 2004 - FGH e.v.. Hallenweg 40. Mannheim D-68219. Germany. Tel : +49 621 8 047 216. Fax (Office) : +49 621 8 047 112. E-mail : petrusch@fgh-ma.










 














×
Report IEC 9796â€“1 Signature Scheme





Your name




Email




Reason
-Select Reason-
Pornographic
Defamatory
Illegal/Unlawful
Spam
Other Terms Of Service Violation
File a copyright complaint





Description















Close
Save changes















×
Signe






Email




Mot de passe







 Se souvenir de moi

Vous avez oublié votre mot de passe?




Signe




 Connexion avec Facebook












 

Information

	A propos de nous
	Règles de confidentialité
	TERMES ET CONDITIONS
	AIDE
	DROIT D'AUTEUR
	CONTACT
	Cookie Policy





Droit d'auteur © 2024 P.PDFHALL.COM. Tous droits réservés.








MON COMPTE



	
Ajouter le document

	
de gestion des documents

	
Ajouter le document

	
Signe









BULLETIN



















Follow us

	

Facebook


	

Twitter



















Our partners will collect data and use cookies for ad personalization and measurement. Learn how we and our ad partner Google, collect and use data. Agree & Close



