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â€¢WebSphere V6 uses new standard Java logging package, java.util.logging ... Service log ... â€“A message entry is an informational record that is intended. 
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Problem Determination



IBM Confidential



Unit Objectives •This unit covers: –Problem Determination – Overview –New Logging Architecture - WAS V6 –Configuring Logs and Trace –Application Server Toolkit (AST) and other Tools –Heap Dump and Hung Detection



Problem Determination – Divide and Conquer Check activity.log, SystemOut.log, SystemErr.log



Client



Ping the IP address, ping the cluster address



Use browser to access http://localhost (if local) or http:// (if remote)



Load Balancer



IBM HTTP Server



Application Server Web Container



EJB Container



Use browser to access port 9080



Use Java client to access EJB



Use database client with SQL to check tables



Database



Web Server Plugin Check http_plugin.log file



Problem Determination in WAS V6 •Navigate through the problem: –What kind of problem do I have? –What component is causing the problem? •Resources for identifying problems. –Log files, Trace, Dumps, Analyzer tools (AST), Administration Console •WebSphere Application Server V6 topology –New locations of Log and Trace files –New Logging Detail Level for Trace and Logging –Web server can be part of Managed Node –New Java Logging Framework (JSR-047) –Improved Messaging with new prefixes: •For example, thread names in advanced log format



Resources for Identifying a Problem •Java exceptions provide stack trace. •Log files provide information about servers as they initialize and run. •Log Analyzer or AST diagnoses problems from event history and symptom database. •Traces provide detailed information about WebSphere Application Server components. •JNDI Dump Name Space displays global names for objects and references. •Configuration Problems information, now integrated in the workspace area of the Administrative Console (Troubleshooting Æ Configuration Problems)



Java Logging Architecture in WAS V6 •WebSphere V6 uses new standard Java logging package, java.util.logging (JSR-047) •Provides a portable and extensible logging API •Conceptually similar to JRas (Previous WebSphere logging API) –JRas has been integrated with the new API for interoperability



Java Logging Architecture - Overview



Application WebSphere Code Code



JRas



Logger



Filter



Handler



Filter



Formatter



output device



Loggers and Log Handler •Loggers –Used by application or runtime components to capture messages or trace events –Organized hierarchically (Logger can have children and parent – exception: root Logger no parent) •com.ibm Logger is parent of com.ibm.websphere Logger



•Log Handlers –Write log records to a output device (for example: log files, sockets) –Can have Filter and Formatter –WebSphere Application Server V6 uses the following set of log handlers that are available to all loggers: • • • • •



Diagnostic trace JMX notification object Service log SystemErr SystemOut



Logging and Tracing •Message Logging (messages) and diagnostic Trace (trace) are conceptually similar since they are using the same Java Logging API •They have important differences: –A message entry is an informational record that is intended for system administrators, and support personnel to view. The text of the message must be clear, concise, and interpretable by an end user. –A trace entry is an information record that is intended for service engineers or developers to use. As such, a trace record might be considerably more complex, verbose and detailed than a message entry.



Logging and Tracing in WAS V6 •Logging and tracing configuration panels are significantly changed –Related to the infrastructure changes made to implement Java logging •Logging Detail Level (formerly trace level) is now set on a separate panel –Stands alone from the Diagnostic Tracing panel because it affects both logging and tracing –Logging and tracing are the same from an infrastructure perspective •Different log and trace files are just different Java logging Handlers.



Log Files and Locations •The destination and names for the log files are configurable. The default location is: \profiles\\logs\



•Log Files: –SystemOut.log and SystemErr.log - standard JVM output and error log –startServer.log and stopServer.log •Startup and shutdown of the Application Servers



–activity.log - events that show a history of activities •Use Log Analyzer to read output from this file



–trace.log – output from diagnostic trace •Destination and name are configurable



–http_plugin.log – not in •Location: \logs\



Configuring JVM Logs •Troubleshooting Æ Logs and Trace > Æ JVM Logs •Alternative: Servers -> Application servers Æ Æ Logging and Tracing Æ JVM Logs •System.out and System.err logs can be configured from this page •Logs are self-managing – Can roll over based on time or file size – Number of historical log files is configurable •To view logs through the console, use the Runtime tab



Enabling Trace •Troubleshooting Æ Logs and Trace Æ Æ Diagnostic Trace •“Enable Log” checkbox enables tracing •Configurable output – Memory buffer or file •The location for entering the Trace string has been moved to a separate page



Trace Dump and Runtime



•View and Dump available in the Runtime tab of Diagnostic Trace •AST can be used to analyze Trace output •Before you can view or dump Trace you need to specify Log Detail Level



Setting the Log Detail Level •Logs and Tracing Æ Change Log Detail Level •Log detail level affects tracing and regular logging –Setting levels below info reduces the amount of data in logs –*=off disables logging altogether •Trace levels (fine, finer, finest) will not appear in trace file unless logging is enabled •Log string can be typed in or set using the graphical menu •Default is *=info



Log Detail Levels V6 Log Level



V5 Log Level



V5 Trace Level



Description



Off



Off



Turn off logging and tracing



Fatal



Fatal



Task cannot continue and component cannot function.



Severe



Error



Task cannot continue but component can still function.



Warning



Warning



Potential error or impending error.



Audit



Audit



Significant event affecting server state or resources



Info



Info



General information outlining overall task progress



Config



Configuration change or status



Detail



Info detailing subtask progress



Fine



Event



Finer



Entry / Exit



Finest



Debug



All



All=enabled



General trace + method entry / exit / return values Detailed trace Most detailed trace Log all events



Log String Syntax • = •Examples –com.ibm.ws.classloader.ClassGraph=finest •Enables finest trace level for com.ibm.ws.classloader.ClassGraph



–EJBContainer=fine •Enables least verbose trace level for all components in the EJBContainer group



–com.ibm.ws.classloader.*=finer •Enables detailed trace for all classes in the com.ibm.ws.classloader package



–*=info •Sets the log level for all components to info (default – no trace output)



Log String Syntax and Parsing •Separate multiple trace strings using colon (:) –For example, *=config:com.ibm.ejs.*=fine •“*=” sets level for all strings that are not explicitly set –Above string sets trace level fine for com.ibm.ejs.*, and log level config for all other components •Log strings are parsed from left to right –If entries conflict, rightmost entry takes precedence •If string does not start with “*=”, “*=info” is prepended –Sets the default level for all strings not covered by the rest of the string –“*=info:com.ibm.ejs.*=fine” is equal to “com.ibm.ejs.*=fine”



Compatibility with V5 Trace Strings •V5-style trace strings are supported –Mapped to “most similar” V6 log strings –Their values are not immediately obvious –Recommendation is to avoid using them •“=disabled” sets the log level to one step lower (less verbose) than •“=enabled” sets the log level to 



V5 Trace Strings: Examples V5 Trace String



Effect on V6



Why



com.ibm.ejs.ras.*=finest



debug is equivalent to finest, and enabled turns on the log level specified by the string



com.ibm.ejs.ras.*=debug=disabled



com.ibm.ejs.ras.*=finer



debug is equivalent to finest, and disabled sets the level one step lower. The step below finest is finer.



*=all=enabled



*=all



com.ibm.ejs.ras.*=debug=enabled



enabled turns on the specified log level. Turns off all tracing, but leaves logging enabled



*=all=disabled



*=info



This is an exception to the previous rules.



Log and Trace File Format [11/30/04 9:51:15:081 EST] 3c07adad SystemOut O Looking up Account



Timestamp



Thread



Component



ID



< A W X E D T F I O C



Msg type



MsgNr: Message



Entry to a method (debug) Exit a method (debug) Audit Warning Error Event (debug) Detail (debug) Terminate (exits process) Fatal (exits process) Information Program output Configuration



Viewing activity.log with Log Analyzer •Start: \bin\waslogbr •File Æ Open – Only activity.log



Application Server Toolkit (AST) •Based on Eclipse tooling •Similar to Rational Studio Application Developer, limited function – Remote Debugger – Profiling and Logging – J2EE Packaging – Java perspectives •Installed as separate program •To work with Log files: – File Æ Import – Select Log File, then type of Log file •For remote connection ensure that the IBM Agent Controller is running on remote host.



AST – Profiling and Logging Perspective



Embedded HTTP Server Logs •New Administrative Console panels for configuring embedded HTTP server logs (access and error) – Previously could only be configured by setting custom properties •From main application server panel, click “HTTP Error and NCSA Access Logging” •Access and error logs can be controlled separately •When maximum file size is reached, oldest entries are pruned



WebSphere Configuration Problems • •



Change Validation Policy: Troubleshooting Æ Configuration Problems View: Troubleshooting Æ expand Configuration Problems



Dumping the JNDI Name Space •DumpNameSpace utility shows JNDI directory content. •Useful to ensure correct association of named objects: –Data sources –EJBs –JMS resources –Other resources •Syntax and some of the options: \bin\DumpNameSpace [-host bootstrap_host_name (defaults to localhost)] [-port bootstrap_port_number (defaults to 2809)] [-startAt subcontext/in/the/tree]



•Output can be redirected to a file and inspected.



FFDC and Collector •First Failure Data Capture tool preserves the information generated from a processing failure –Captured data is saved in log files for use in analysis –Capturing FFDC data does not affect performance –FFDC data is collected in the \logs\ffdc directory –There are no administrative tasks to manage FFDC •Collector tool collects information about the WebSphere Application Server installation and configuration so that it may be sent to IBM Support for analysis –Packages information in JAR file –JAR file is sent to IBM Support –Run collector from the \bin directory –Only needs to be run upon IBM Support’s request



Generating an IBM Heap Dump •IBM Heap Dump is created in directory when an out of MemoryException is thrown •Can be disabled with an environment variable –IBM:HEAPDUMP_OUTOFMEMORY=false •Enable Heap Dump: –Environment variable: IBM_HEAPDUMP=true –Enables heap dump –Heap dump is in .phd (Portable Heap Dump) format •.phd is a more compact format used by some of the newer tools



•IBM_JAVA_HEAPDUMP_TEXT=true –Formats heap dump as text (classic heap dump format) •SIGQUIT (kill -3) generates Heap Dump –Also using wsadmin



Hung Thread Detection •Hung threads can be hard to diagnose. Often not noticed until enough threads have hung to cause an end-user problem •The ThreadMonitor architecture monitors Web Container, ORB, and Async Bean thread pools –Enabled by default •No action taken to kill the thread. Only a notification mechanism •When a thread is suspected to be hung, notification is sent 3 ways: –JMX notification for JMX listeners –ThreadPool metric for PMI clients –Message written to SystemOut.log: [7/15/04 15:03:11:502 EDT] 3c3b4e37 ThreadMonitor W WSVR0605W: Thread "Servlet.Engine.Transports : 0" (37c18e37) has been active for 68,839 milliseconds and may be hung. There are 1 threads in total in the server that may be hung.



Hung Thread Detection: Internals •When the thread pool gives work to a thread, it notifies the thread monitor –Thread monitor notes thread ID and timestamp •Thread monitor compares active threads to timestamps –Threads active longer than the time limit are marked “potentially hung” •Performance impact is minimal (< 1%)



Hung Thread Detection: Internals (continued) •What about false alarms? –For example, a thread that takes several minutes to complete a long-running query •If a thread previously reported to be hung completes its work, a notification is sent: [7/15/04 15:03:47:684 EDT] 37c18e37 ThreadMonitor W WSVR0606W: Thread "Servlet.Engine.Transports : 0" (37c18e37) was previously reported to be hung but has completed. It was active for approximately 105,021 milliseconds. There are 0 threads in total in the server that still may be hung.



•The monitor has a self-adjusting system to make a best effort to deal with false alarms



Hung Thread Detection: Configuration Create custom properties on the application server:



Property



Units



Default



com.ibm.websphere.threadmonitor .interval



secs



180



interval at which the thread pools will be polled for hung threads



com.ibm.websphere.threadmonitor .threshold



secs



600



the length of time that a thread can be active before being marked as “potentially hung”



com.ibm.websphere.threadmonitor .false.alarm.threshold



N/A



100



the number of false alarms that can occur before automatically increasing the threshold by 50%.



Description



Connection Leak Diagnostics •Poorly-written applications often do not properly release database connections –Forget to call connection.close() –Most often in the exception case –Connections should be closed in a finally{} block •Orphaned connections will only return to the pool after timeout –Can cause a back-up of new connections waiting for old connections to time out –New connections that have waited too long throw a connectionWaitTimeoutException •Connection manager is instrumented to print stack traces when a connectionWaitTimeoutException occurs



Connection Manager Diagnostics •When activated, enables a connection manager wrapper that holds the stack trace of all getConnection() calls in a Throwable object •When an exception is thrown due to waiting on a full connection pool, print stack traces of all open connections •Lower performance impact than connection manager tracing (1-5% impact) •Benefits: –Users become more self-sufficient because they know what sections of the code need to be audited –IBM support can more easily distinguish between application code defects and WebSphere defects.



Connection Leak Diagnostics: Configuration •Enabled using a standard trace string: – ConnLeakLogic=finest • Must select Enable Log in the Diagnostic Trace Service page



Unit Summary •Logging and tracing has been changed internally to support Java logging (JSR-047). –Logging and tracing configuration is different as a result •Embedded HTTP server logs can be configured from the console. •AST can be used for all logs and trace files. •Serviceability features: –Hung thread detection –Database connection leak diagnostics
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