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4. Check that the Data Protector Inet service runs under the user account. Make sure that the same user is also added to the Data. Protector admin user group. 
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Conventions The following typographical conventions are used in this manual. Table 2 Convention Italic



Meaning



Example



Book or manual titles, and manual page names



Refer to the HP OpenView Storage Data Protector Integration Guide for more information.



Provides emphasis



You must follow these steps.



Specifies a variable that you must supply when entering a command



At the prompt type: rlogin your_name where you supply your login name.



Bold



New terms



The Data Protector Cell Manager is the main ...



Computer



Text and items on the computer screen



The system replies: Press Enter



Command names



Use the grep command ...



File and directory names



/usr/bin/X11



Process names



Check to see if Data Protector Inet is running.



Window/dialog box names



In the Backup Options dialog box...



Text that you must enter



At the prompt, type: ls -l



Keyboard keys



Press Return.



Keycap
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Data Protector provides a cross-platform (Windows and UNIX) graphical user interface. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for information about the Data Protector graphical user interface. Figure 1



Data Protector Graphical User Interface
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Contact Information General Information



General information about Data Protector can be found at http://www.hp.com/go/dataprotector



Technical Support Technical support information can be found at the HP Electronic Support Centers at http://support.openview.hp.com/support.jsp Information about the latest Data Protector patches can be found at http://support.openview.hp.com/patches/patch_index.jsp For information on the Data Protector required patches, refer to the HP OpenView Storage Data Protector Software Release Notes. HP does not support third-party hardware and software. Contact the respective vendor for support. Documentation Feedback



Your comments on the documentation help us to understand and meet your needs. You can provide feedback at http://ovweb.external.hp.com/lpe/doc_serv/



Training Information



For information on currently available HP OpenView training, see the HP OpenView World Wide Web site at http://www.openview.hp.com/training/ Follow the links to obtain information about scheduled classes, training at customer sites, and class registration.
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Data Protector Documentation Data Protector documentation comes in the form of manuals and online Help. Manuals



Data Protector manuals are available in printed format and in PDF format. Install the PDF files during the Data Protector setup procedure by selecting the User Interface component on Windows or the OB2-DOCS component on UNIX. Once installed, the manuals reside in the \docs directory on Windows and in the /opt/omni/doc/C/ directory on UNIX. You can also find the manuals in PDF format at http://ovweb.external.hp.com/lpe/doc_serv/ HP OpenView Storage Data Protector Administrator’s Guide This manual describes typical configuration and administration tasks performed by a backup administrator, such as device configuration, media management, configuring a backup, and restoring data. HP OpenView Storage Data Protector Installation and Licensing Guide This manual describes how to install the Data Protector software, taking into account the operating system and architecture of your environment. This manual also gives details on how to upgrade Data Protector, as well as how to obtain the proper licenses for your environment. HP OpenView Storage Data Protector Integration Guide This manual describes how to configure and use Data Protector to back up and restore various databases and applications. There are two versions of this manual: • HP OpenView Storage Data Protector Windows Integration Guide This manual describes integrations running the Windows operating systems, such as Microsoft Exchange, Microsoft SQL, Oracle, SAP R/3, Informix, Sybase, NetApp Filer, HP OpenView Network Node Manager, and Lotus Domino R5 Server.
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• HP OpenView Storage Data Protector UNIX Integration Guide This manual describes integrations running on the UNIX operating system, such as Oracle, SAP R/3, Informix, Sybase, NetApp Filer, IBM DB2 UDB, HP OpenView Network Node Manager, and Lotus Domino R5 Server. HP OpenView Storage Data Protector Concepts Guide This manual describes Data Protector concepts and provides background information on how Data Protector works. It is intended to be used with the task-oriented HP OpenView Storage Data Protector Administrator’s Guide. HP OpenView Storage Data Protector EMC Symmetrix Integration Guide This manual describes how to install, configure, and use the EMC Symmetrix integration. It is intended for backup administrators or operators. It describes the integration of Data Protector with the EMC Symmetrix Remote Data Facility and TimeFinder features for Symmetrix Integrated Cached Disk Arrays. It covers the backup and restore of file systems and disk images, as well as online databases, such as Oracle and SAP R/3. HP OpenView Storage Data Protector HP StorageWorks Disk Array XP Integration Guide This manual describes how to install, configure, and use the integration of Data Protector with HP StorageWorks Disk Array XP. It is intended for backup administrators or operators. It covers the backup and restore of Oracle, SAP R/3, Microsoft Exchange, and Microsoft SQL. HP OpenView Storage Data Protector EVA/VA/MSA Integration Guide This manual describes how to install, configure, and use the integration of Data Protector with HP StorageWorks Virtual Array, HP StorageWorks Enterprise Virtual Array or HP StorageWorks Modular SAN Array 1000. It is intended for backup administrators or operators. It covers the backup and restore of Oracle, SAP R/3, Microsoft Exchange, and Microsoft SQL.
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HP OpenView Storage Data Protector Integration Guide for HP OpenView This manual describes how to install, configure, and use the integration of Data Protector with HP OpenView Service Information Portal, HP OpenView Service Desk, and HP OpenView Reporter. It is intended for backup administrators. It discusses how to use the OpenView applications for Data Protector service management. HP OpenView Storage Data Protector MPE/iX System User Guide This manual describes how to install and configure MPE/iX clients, and how to back up and restore MPE/iX data. HP OpenView Storage Data Protector Integration Guide for HP OpenView Operations This manual describes how to monitor and manage the health and performance of the Data Protector environment with HP OpenView Operations (OVO), HP OpenView Service Navigator, and HP OpenView Performance (OVP). HP OpenView Storage Data Protector Software Release Notes This manual gives a description of new features of HP OpenView Storage Data Protector A.05.10. It also provides information on supported configurations (devices, platforms and online database integrations, SAN, and ZDB), required patches, and limitations, as well as known problems and workarounds. An updated version of the supported configurations is available at http://www.openview.hp.com/products/datapro/spec_0001.html. Online Help



Data Protector provides context-sensitive (F1) help and Help Topics for Windows and UNIX platforms.
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In This Book The HP OpenView Storage Data Protector Windows Integration Guide describes how to install, configure, and use integrations of Data Protector with other software products on the Windows platform.



Audience This manual is intended for backup administrators who are responsible for the planning, setup, and maintenance of network backups. It assumes that you are familiar with: • Basic Data Protector functionality • Database administration Conceptual information can be found in the HP OpenView Storage Data Protector Concepts Guide, which is recommended in order to fully understand the fundamentals and the model of Data Protector.
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Organization The manual is organized as follows: Chapter 1



“Integrating Oracle8/9 and Data Protector” on page 1.



Chapter 2



“Integrating SAP R/3 and Data Protector” on page 107.



Chapter 3



“Integrating Microsoft SQL Server 7.0/2000 and Data Protector” on page 193.



Chapter 4



“Integrating Microsoft Exchange Server 5.x and Data Protector” on page 251.



Chapter 5



“Integrating Microsoft Exchange 2000 Server and Data Protector” on page 297.



Chapter 6



“Integrating Microsoft Exchange Single Mailbox and Data Protector” on page 331



Chapter 7



“Integrating Sybase and Data Protector” on page 379.



Chapter 8



“Integrating Informix and Data Protector” on page 439.



Chapter 9



“Integrating the NDMP Server and Data Protector” on page 511.



Chapter 10



“Integrating Network Node Manager and Data Protector” on page 553.



Chapter 11



“Integrating Lotus Domino R5 Server and Data Protector” on page 575.



Chapter 12



“Integrating Microsoft Volume Shadow Copy Service with Data Protector” on page 629.



Appendix A



“Installing Data Protector in the Cluster Environment” on page A-1.
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Definition of terms used in this manual.



The integrations of Data Protector with the following applications are described in the HP OpenView Storage Data Protector Administrator’s Guide: • Microsoft Cluster Server • MC/ServiceGuard • Data Source Integration • Application Response Measurement xxviii
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Integrating Oracle8/9 and Data Protector
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Integrating Oracle8/9 and Data Protector In This Chapter



In This Chapter This chapter explains how to install, configure, and use the Data Protector Oracle8/9 integration. It is organized into the following sections: “Overview” on page 3 “Prerequisites and Limitations” on page 5 “Integration Concept” on page 8 “Data Protector Oracle8/9 Configuration Files” on page 13 “Installing and Upgrading the Oracle8/9 Integration” on page 18 “Configuring the Integration” on page 22 “Configuring an Oracle8/9 Backup” on page 30 “Backing Up an Oracle8/9 Database” on page 45 “Restoring Oracle8/9 Databases” on page 58 “Monitoring an Oracle8/9 Backup and Restore” on page 75 “Oracle8i and Oracle9i RMAN Metadata and Data Protector Media Management Database Synchronization” on page 76 “Configuring the Integration as Cluster-Aware” on page 78 “Troubleshooting” on page 83 “Examples of an Oracle8/9 Database Restore” on page 96
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Chapter 1



Integrating Oracle8/9 and Data Protector Overview



Overview Data Protector offers offline as well as online backup of the Oracle8/9 Server instances. In order to enable recovery from an online backup, the respective Oracle8/9 Server instance must operate in the ARCHIVELOG mode. The online backup concept is widely accepted. It addresses the business requirements for high application availability, as opposed to the offline concept. Backup Types



You can perform the following types of backups using the Data Protector integration: • Online backup of a whole database or parts of it • Online incremental backup (Oracle8/9 differential incremental backup 1 to 4) • Offline backup of a whole database • Backup of Archived Redo Logs only • Backup of the Oracle8/9 recovery catalog • Backup of the Oracle8/9 control file



Restore Types



Using the Data Protector Oracle8/9 integration, you can restore the following: • The whole database or parts of it • The database to a specific point in time • From incremental backup • To a host other than the one where the database originally resided • A datafile to a location other than its original one • A catalog before restoring the database • From a chain of incremental backups
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Integrating Oracle8/9 and Data Protector Overview Why use the Data Protector User Interface?



Using the Data Protector Oracle8/9 integration with the Data Protector GUI or Recovery Manager (RMAN) offers several advantages over using RMAN alone: • Central Management You can manage backup and restore operations from a central point. This is important in large business environments. • Media Management Data Protector has an advanced media management system that allows users to monitor media usage, set the protection for stored data, as well as organize and manage devices in media pools. • Scheduling Data Protector has a built-in scheduler that allows the administrator to automate backups to run periodically. With the Data Protector Scheduler, the backups you configure run unattended at specified times, as long as the devices and media are properly set. • Device Support Data Protector supports a wide range of devices, from files and standalone drives to complex multiple drive libraries. See the HP OpenView Storage Data Protector Software Release Notes for a complete list of supported backup devices. • Monitoring Data Protector has a feature that allows the administrator to monitor currently running sessions and view finished sessions from any system that has the Data Protector user interface installed. All backup sessions are logged in the built-in Data Protector database and in the Oracle8/9 recovery catalog database. The administrator is thus provided with a history of activities that can be queried at a later time.
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Integrating Oracle8/9 and Data Protector Prerequisites and Limitations



Prerequisites and Limitations Prerequisites • A special license is needed to use the Data Protector Oracle8/9 integration. See “HP OpenView Storage Data Protector On-Line Extension”, Appendix-A in the HP OpenView Storage Data Protector Installation and Licensing Guide. • Before you begin, ensure that you have correctly installed and configured the Oracle8/9 Server and Data Protector Cell Manager system. Refer to the: ✓ HP OpenView Storage Data Protector Software Release Notes for an up-to-date list of supported versions, devices, platforms, and other information. ✓ HP OpenView Storage Data Protector Installation and Licensing Guide for instructions on how to install Data Protector on various architectures. ✓ HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to configure and run backups. ✓ Oracle8i/9i Recovery Manager User’s Guide and References for Oracle8/9 concepts and backup/recovery strategies. ✓ Oracle8i Backup and Recovery Guide for the configuration and use of Recovery Manager, as well as for Oracle8/9 backup terminology and concepts. ✓ Oracle8 Enterprise Manager User’s Guide for information about backup and recovery with the Oracle8/9 Enterprise Manager, as well as information about Oracle8 Server Manager and about Oracle9i SQL Plus. • The database you are about to recover must first have been backed up. • An instance of Oracle 8/9 must be created and configured on the host to which you want to restore the database. • If you want to restore tablespaces or datafiles, the Oracle database to which they belong must exist.
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Integrating Oracle8/9 and Data Protector Prerequisites and Limitations • The database must be in Mount state if the whole database is being restored, or in NoMount state if just the control file is being restored. • It is assumed that you are familiar with Oracle8/9 database administration and basic Data Protector functionality. • The Oracle8/9 database user used by this integration to connect to the target Oracle8/9 database during the backup must have the SYSDBA privilege granted. Refer to Oracle8/9 documentation for more information on user privileges in Oracle8/9. • The \bin directory must be included in the PATH system environmental variable.



Limitations See the HP OpenView Storage Data Protector Software Release Notes for a list of general Data Protector limitations. This section describes limitations specific to this integration. • Data Protector does not check whether database objects to be restored were backed up and exist in the Data Protector internal database. The restore procedure simply starts. • When restoring a database to a host other than the one on which the database originally resided, the instance name on the new host must be the same as the original database instance name. • When using RMAN scripts in Oracle 8/9 backup specifications, double quotes (“) must not be used - single quotes should be used instead. • When editing RMAN scripts in the Data Protector Restore GUI for Oracle, a maximum of two backup commands can be used. The first backup command is used for backing up any of the database objects (or the whole database), while the second is reserved for backing up only the archive logs. SQL commands can be used. • The user will not be able to edit RMAN scripts before they are executed when performing a restore operation. • When editing RMAN scripts in Oracle 8/9 backup specifications, usage of “(“ and “)” is not supported.
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Integrating Oracle8/9 and Data Protector Prerequisites and Limitations • When editing an RMAN script, the term “backup”, which is a reserved word, must be written in capital letters when it is used in the SQL command. In all other RMAN commands, do not use capital letters for the reserved word “backup”. The term “backup” should not be used in the name of a backup specification e.g. “LAST Backup”. • If the users perform the restore of tablespaces until point-in-time, the recovery of tablespaces until point in time should be done from RMAN. Alternatively users can perform the recovery of the database from the Data Protector Oracle Restore GUI.
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Integrating Oracle8/9 and Data Protector Integration Concept



Integration Concept The Data Protector Oracle8/9 integration links the Oracle8/9 database management software with Data Protector. From the Oracle8/9 point of view, Data Protector represents a media management utility. On the other hand, the Oracle8/9 database management system can be seen as a data source for backup, using media controlled by Data Protector. Components



The software components involved in backup and restore processes are: • The Oracle8/9 Recovery Manager (RMAN) • The Data Protector Oracle8/9 Integration software



Integration Functionality Overview



The Data Protector Oracle8/9 Integration agent works with Oracle to manage all aspects of backup, restore, and recovery operations on the Oracle8/9 target database. The following functionality is offered: • Database startup and shutdown • Backups (backup and copy) • Recovery (restore and recovery) • Catalog maintenance, catalog analysis and display • Stored script maintenance, miscellaneous operations



How Does the Integration Work?



The Data Protector Oracle8/9 Integration agent for Oracle uses RMAN functionality to direct the Oracle8/9 server processes on the target database to perform backup, restore, and recovery operations. Furthermore, it maintains the required information about the Target Databases in the recovery catalog, the Oracle8/9 central repository of information, or in the control file of a particular Target Database. The Data Protector Oracle8/9 Integration agent for Oracle uses the information in the recovery catalog to determine how to execute the requested backup and restore operations. The Data Protector Oracle8/9 Integration agent for Oracle gets the following information about Oracle8/9 backup objects either from the control files in the Oracle8/9 Target Database or from the Oracle8/9 recovery catalog: • The physical schema of the Oracle8/9 Target Databases 8
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Integrating Oracle8/9 and Data Protector Integration Concept • Datafile and archive log backup sets and pieces • Datafile copies, Archived Redo Logs • Runtime information on backup and restore jobs. You can back up Oracle8/9 control files, datafiles, and Archived Redo Logs using RMAN. The RMAN and Oracle8/9 server integrate with Data Protector to provide complete backup and restore of Oracle8/9 Target Databases to tape storage. The interface from the Oracle8/9 server processes to Data Protector is provided by the Data Protector Database Library (Media Management Layer or Media Management Library), which is a set of routines that allows the reading and writing of data to Media Agents. Besides handling direct interaction with the media devices, Data Protector provides scheduling, media management, network backups, monitoring, and interactive backup. Oracle Backup Types Handled by the Integration



Oracle8/9 full and incremental backup types (up to incremental level 4) can be performed using this integration. As opposed to a full backup, where all data blocks per data file are backed up, only the data blocks that have changed since the previous backup are included in an incremental backup. The full backup type is not related to the number of data files included in the backup, and can therefore be performed per single datafile. The data being backed up, regardless of the backup type (full or incremental), is selected and controlled by Oracle8/9.



NOTE



Regardless of the Oracle8/9 backup type specified, Data Protector always marks the Oracle8/9 backups as full in the Data Protector database, since the Data Protector incremental backup concept is different from the Oracle8/9 incremental backup concept.



A backup that includes all data files that belong to an Oracle8/9 Server instance is known as a whole database backup. These features can be used for online or offline backup of the Oracle8/9 Target Database. However, you must ensure that the backup objects (such as tablespaces) are switched into the appropriate state before and after a backup session. For online backup, the database instance must
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Integrating Oracle8/9 and Data Protector Integration Concept operate in the ARCHIVELOG mode; whereas for offline backup, objects need to be prepared for backup by using the Pre-exec and Post-exec options in the backup specification. The Data Protector backup specification contains information about backup options, commands for RMAN, Pre- and Post-exec commands, media, and devices. The Data Protector backup specification allows you to configure a backup and then use the same specification several times. Furthermore, scheduled backups can only be performed using a backup specification. Backup and restore of an Oracle8/9 Target Database can be performed using the Data Protector User Interface, the RMAN CLI, or the Oracle8/9 Enterprise Manager utility. The heart of the Data Protector Oracle8/9 integration is the Data Protector Database Library, which enables an Oracle8/9 server process to issue commands to Data Protector for backing up or restoring parts or all of the Oracle8/9 Target Database files. The main purpose is to control direct interaction with media and devices. Backup Flow



Before a backup session begins, the Oracle8/9 Target Database instance is switched into backup mode. A Data Protector scheduled or interactive backup is triggered by the Data Protector Backup Session Manager, which reads the backup specification and starts the ob2rman.exe binary on the Oracle8/9 Server under a specific user. This user must be defined as the owner of the Data Protector Oracle8 backup specification. Further on, the ob2rman.exe binary prepares the environment to start the backup, and issues the Recovery Manager (RMAN) backup command. RMAN instructs the Oracle8/9 Server processes to perform the specified command. The Oracle8/9 Server processes initialize the backup through the Database Library, which establishes a connection to the Data Protector Backup Session Manager. The Backup Session Manager starts the Media Agent, sets up a connection between the Database Library and the Media Agent, and then monitors the backup process. The Oracle8/9 Server processes read the data from the disks and send it to the backup devices through the Database Library and the Media Agent.
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Integrating Oracle8/9 and Data Protector Integration Concept RMAN writes information regarding the backup either to the recovery catalog (if one is used) or to the control file of the Oracle8/9 Target Database. Messages from the backup session are sent to the Backup Session Manager, which writes messages and information regarding the backup session to the IDB. The Data Protector Media Agent writes data to the backup devices. Once the backup has finished, the Oracle8/9 database is switched into normal mode. Restore Flow



A restore session can be started from the Data Protector Restore GUI for Oracle, by issuing the RMAN restore command from the RMAN command line, or from the Oracle8/9 Enterprise Manager graphical user interface. You must specify which objects are to be restored. A restore from the Data Protector user interface is triggered by the Data Protector Restore Session Manager, which starts the ob2rman.exe binary. The ob2rman.exe binary prepares the environment to start the restore, and issues the RMAN restore command. RMAN checks the recovery catalog (if one is used) or the control file to gather the information about the Oracle8/9 backup objects. It also contacts the Oracle8/9 Server processes, which initialize the restore through the Database Library. The Database Library establishes a connection with the Restore Session Manager and passes along the information about which objects and object versions are needed. The Restore Session Manager checks the IDB to find the appropriate devices and media, starts the Media Agent, establishes a connection between the Database Library and the Media Agent, and then monitors the restore and writes messages and information regarding the restore to the IDB. The Media Agent reads the data from the backup devices and sends it to the Oracle8/9 Server processes through the Database Library. The Oracle8/9 Server Processes write the data to the disks. The concept of Oracle8/9 integration, data and the control flow are shown in Figure 1-1 on page 12, and the related terms are explained in the following table.
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Integrating Oracle8/9 and Data Protector Integration Concept Figure 1-1



Data Protector Oracle8/9 Integration Concept



Table 1-1



Legend SM



The Data Protector Session Manager, which can be the Data Protector Backup Session Manager during a backup session and the Data Protector Restore Session Manager during a restore session.



RMAN



The Oracle8/9 Recovery Manager.



Database Library



The Data Protector set of routines that enables data transfer between the Oracle8/9 Server and Data Protector.



Backup API



The Oracle-defined application programming interface.



IDB



The IDB where all the information about Data Protector sessions, including session messages, objects, data, used devices, and media is written.



MA



The Data Protector Media Agent, which reads and writes data from and to media devices.



12



Chapter 1



Integrating Oracle8/9 and Data Protector Data Protector Oracle8/9 Configuration Files



Data Protector Oracle8/9 Configuration Files Data Protector stores Oracle8/9 integration parameters in two files on the Cell Manager: • For every configured Oracle8/9 instance in the: /etc/opt/omni/integ/config/Oracle8/% file (HP-UX and Solaris systems), or in the \Config\integ\config\oracle8\% file (Windows systems) on the Cell Manager. The parameters stored in the instance configuration file are: ✓ Oracle home directory, ✓ Oracle version, ✓ encoded connection strings to the target database and recovery catalog and ✓ the variables which need to be exported prior to starting a backup, and which affect the Oracle8/9 instance. • Oracle8/9 global integration parameters in the: /etc/opt/omni/integ/config/Oracle8/%_OB2_GLO BAL file (HP-UX and Solaris systems), or in the \Config\integ\config\oracle8\%_OB2_GLOBAL file (Windows systems) on the Cell Manager. The parameters stored in the global configuration file are: ✓ instance list (all Oracle8/9 instances on the Oracle8/9 server) and ✓ the variables that need to be exported prior to starting a backup, and which affect every Oracle8/9 instance on the Oracle8/9 server. The configuration parameters are written to the Data Protector Oracle8/9 configuration files: • during configuration of the integration • during creation of a backup specification • when the configuration parameters are changed
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Integrating Oracle8/9 and Data Protector Data Protector Oracle8/9 Configuration Files Global Configuration File Syntax



The syntax of the file is as follows:



IMPORTANT



To avoid problems with your backups, take extra care to ensure that the syntax of your configuration file matches the examples.



INSTANCE_LIST=(''[,'',''. ..]); Environment={ [='';] [=''; ...] }



Example of Global This is an example of the Data Protector Oracle8/9 global configuration Configuration File file: INSTANCE_LIST=('ICE','BUREK'); Environment={ OB2OPTS='-debug 1-200 GLOB.txt'; OB2FASTRAXDUMPDIR='/tmp'; }



IMPORTANT



To avoid problems with your backups, take extra care to ensure that the syntax of your configuration file matches the examples.



Instance Configuration File Syntax



The syntax of the file is as follows: TGTLogin=''; RCVLogin=''; ORACLE_HOME=' prompt and enter the following: svrmgrl> connect internal; svrmgrl> alter user system identifed by manager; svrmgrl> grant sysdba to system; Refer to Oracle8/9 documentation for more information on user privileges in Oracle8/9. To use the Oracle8/9 Target Database control files, check the Use target database controlfile option. To use a recovery catalog, check the Use recovery catalog option and enter the login information for the recovery catalog as well.
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Integrating Oracle8/9 and Data Protector Configuring the Integration Figure 1-7



Configuring Oracle8/9 - Connection



What Happens?



The following takes place after clicking OK in the Configure Oracle8 window. 1. The util_oracle8.exe executable is started on the Oracle8/9 Server system, and saves the configuration parameters in the Data Protector Oracle8/9 configuration files. Refer to “Data Protector Oracle8/9 Configuration Files” on page 13. 2. If the Use recovery catalog button was selected, the util_oracle8.exe executable starts the Oracle8/9 RMAN command, which registers the Oracle8/9 Target Database in the recovery catalog. Information about the Oracle8/9 Target Database’s structure is transferred to the recovery catalog from the Oracle8/9 Target Database’s control files.



Checking the Configuration



After clicking OK in the Configure Oracle8 window, the next page in the wizard allows you to check the configuration. Data Protector will verify the configuration by trying to connect to the Oracle8/9 Server system using the information specified and saved during the configuration procedure.
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Integrating Oracle8/9 and Data Protector Configuring the Integration Figure 1-8



Checking the Configuration



Proceed as follows to check the configuration: 1. Right-click the Oracle8/9 Server system. 2. Click Check Configuration. If the configuration is successful, you will receive a message confirming that the integration was properly configured. If it was not, you will receive a message explaining the reasons for the unsuccessful configuration. The configuration can also be also checked if you have already created and saved a backup specification for backing up a particular Oracle8/9 Server: 1. In the Data Protector Manager, switch to the Backup context. In the Scoping Pane, expand Backup, Backup Specification, then Oracle8. 2. In the Results Area, right-click the backup specification. Chapter 1
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Integrating Oracle8/9 and Data Protector Configuring the Integration 3. In the Source property page, right-click the name of the client system, then click Check Configuration. Configuring the Oracle8/9 Server Using the CLI Execute the following command to configure an Oracle8/9 Server system using the Data Protector CLI: \bin\util_oracle8.exe -CONFIG \ ] The last connection string is required only if you are using the recovery catalog, otherwise the database control files are used instead. The variables are defined as follows: .



The name of the Oracle8/9 Server instance.



.



The home directory of the Oracle8/9 Server instance.



.



The format of the login information is /@ . It is used to connect to the Target Database via the Recovery Manager.



.



The format of the login information is /@. It is used to connect to the recovery catalog database via the Recovery Manager. This parameter is optional and is to be used only if you are using the recovery catalog database.



In the example below, the Oracle8/9 service name and the ORACLE_SID of the Target database is aba, and the user name sys is identified by the password manager. The recovery catalog owner is rman, the corresponding Oracle8/9 service name and the ORACLE_SID is TCAT, and the user name rman is identified by the password rman. \bin\util_oracle8.exe -CONFIG aba x:\orant\ sys/manager@aba rman/rman@TCAT
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Integrating Oracle8/9 and Data Protector Configuring the Integration What Happens?



The following happens after typing the command at the command line: 1. The util_oracle8.exe executable is started on the Oracle8/9 server system, which saves the configuration parameters in the Data Protector Oracle8/9 configuration files. Refer to “Data Protector Oracle8/9 Configuration Files” on page 13. 2. If the option has been specified in the command line, the util_oracle8.exe executable starts the Oracle8/9 RMAN command line interface, which registers the Oracle8/9 Target Database to the recovery catalog. Information about the Oracle8/9 Target Database’s structure is transferred to the recovery catalog from the Oracle8/9 Target Database’s control files. If you need to export some variables before starting the Oracle8 Server Manager or Oracle9i SQL Plus, TNS listener, or Recovery Manager, these variables must be defined in the Environment section of the Data Protector Oracle8/9 global configuration file. Refer to “Data Protector Oracle8/9 Configuration Files” on page 13 for information on how to define such variables.



Checking the Configuration



To check the configuration, you can run the following command on the Oracle8/9 server system: \bin\util_oracle8.exe -CHKCONF . Data Protector attempts to connect to the Oracle8/9 server system using the information that was specified and saved during the configuration procedure. In case of an error, the error number is displayed in the form *RETVAL*.
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup



Configuring an Oracle8/9 Backup To configure an Oracle8/9 backup, perform the following steps: 1. Configure the backup devices, media, and media pools. See the HP OpenView Storage Data Protector Administrator’s Guide or online Help for instructions. 2. Create a backup specification for what and how to back up. The Data Protector backup specification is stored on the Cell Manager system and contains instructions on how to perform a backup with Data Protector. Once the backup specification is created and saved, it can be scheduled so that unattended backups may be performed. You may use one of the predefined backup templates for Oracle8/9 Target Database objects, or you can create a new, customized template.



Creating a New Template You can use backup templates to apply the same set of options to a number of backup specifications. By creating your own template, you can specify the options exactly as you want them to be. This allows you to apply all the options to a backup specification with a few mouse clicks, rather than having to specify all the options over and over again. This task is optional, as you can use one of the default templates as well. If you prefer using predefined templates, refer to “Creating a Backup Specification” on page 31 for a detailed explanation. To create a new backup template, proceed as follows: 1. In the Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup and then Templates, and then right-click Oracle8 Server. 3. Click Add Template. Follow the wizard to define the appropriate backup options in your template.



30



Chapter 1



Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup



Creating a Backup Specification To create a new backup specification for the Oracle8/9 Target Database, proceed as follows: 1. In the Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, and then Backup Specifications. 3. Right-click Oracle8 Server and then click Add Backup. The Create New Backup dialog box is displayed. 4. Double-click Blank Oracle8 Backup to create a backup specification without pre-defined options, or use one of the pre-defined templates given below:



NOTE



The first four templates in the list below are present because of the backward compatibility.



Archive.



Backs up the Archived Redo Logs.



Archive_Delete.



Backs up the Archived Redo Logs, then deletes them after the backup.



Whole_Online.



Backs up the database instance and the Archived Redo Logs.



Whole_Online_Delete.



Backs up the database instance and the Archived Redo Logs, and then deletes the Archived Redo Logs.



Database_Archive.



Backs up the database instance and the Archived Redo Logs.



Database_Switch_Archive.



Backs up the database instance, switches the Online Redo Logs and backs up the Archived Redo Logs.
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup Database_Switch_ArchiveDel. Backs up the database instance, switches the Online Redo Logs, backs up the Archived Redo Logs and then deletes the Archived Redo Logs. Direct_Database.



Backs up the database instance and controlfile.



SMB_Database.



Backs up the database instance and controlfile in the ZDB (split mirror or snapshot) backup mode. To be used with Oracle8i and Oracle9i only.



SMB_Database_Oracle8.



Backs up the database instance and controlfile in the ZDB (split mirror or snapshot) backup mode. To be used with Oracle8 only.



5. After starting the creation of a backup specification, enter the following information in the Results Area. • Name of the Oracle8/9 Server system that you want to backup. • Name of the Oracle8/9 application instance. • Once you have entered the required information, the Backup Wizard is started, provided that the respective Oracle8/9 Server has already been configured. If not, you must configure the client at this stage by entering the appropriate connection strings. See “Configuring the Oracle8/9 Server” on page 23 for details. 6. In the next step of the wizard, select the database objects you want to back up.



TIP



If no database objects are displayed in the Results Area, select All in the Show drop-down list.



For example, a single tablespace can be separately selected for the backup, but for a complete and consistent online backup of the Oracle8/9 Target Database, the ARCHIVELOGS must be selected.
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup



NOTE



If your Oracle8/9 Target Database uses a recovery catalog, this is backed up by default after each Oracle8/9 Target Database backup. This is not the case if control files are used instead of the recovery catalog. The control files must be backed up separately.



Figure 1-9



Selecting Backup Objects:



7. Follow the wizard to define options, devices, and the schedule to be used. Refer to Data Protector Online Help and the HP OpenView Storage Data Protector Administrator’s Guide for backup options common to all objects. See “Oracle8/9 Backup Options” on page 35 for details about Oracle8/9 specific options.
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup



IMPORTANT



The word DEFAULT is a reserved word and therefore must not be used for backup specification names or labels of any kind. Oracle8/9 does not allow full stops in channel names. Therefore, do not use punctuation in names of backup specifications, since the Oracle8/9 channel format is created from the backup specification name.



Once you have defined all backup options, you must save and name your Oracle8/9 backup specification under a name of your choice. It is recommended that you save all Oracle8/9 backup specifications in the Oracle8 group. Figure 1-10



Saving the Backup Specification



You should by now have completed the creation of a backup specification.



8. You can examine the newly-created and saved backup specification in the Backup context, under the specified group of backup specifications. The backup specification itself is stored in the \Config\Barlists\Oracle8\ file on the Cell Manager system. It is recommended that you test the backup specification by clicking the Start Preview button. This is an interactive test which does not back up any data. However, as a result of this test the file
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup



\tmp\_T EST_FILE is created on the Oracle8/9 Server system. It should be deleted after the test. You can start a real interactive backup that includes data transfer by clicking the Start Backup button. See “Testing the Integration” on page 42 for more details.



Oracle8/9 Backup Options Setting the Oracle8/9 options allows you to: • Edit the Oracle8/9 RMAN script section of the Data Protector Oracle8/9 backup specification. The RMAN script section is created by Data Protector during the creation of a backup specification and reflects the backup specification’s selections and settings. The RMAN script is used when the Data Protector backup specification is started to perform a backup of the Oracle8/9 objects. For more information on how to use the RMAN script in Data Protector, refer to “Editing the Oracle8/9 RMAN Script” on page 37.



IMPORTANT



The RMAN script section is not written to the backup specification file but is kept in memory until the backup specification is either saved or manually edited by clicking the Edit button.



IMPORTANT



The RMAN script can be edited only after the Data Protector Oracle 8/9 backup specification has been saved.



• Specify the Pre- and Post-exec commands/scripts. The Oracle8/9 backup options are accessible in the Data Protector GUI in the Application Specific Options window. This window can be accessed from the Options property page of an Oracle8/9 backup specification by clicking the Advanced button.
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup



TIP



If the Application Specific Options window is not displayed when clicking the Advanced button, this means that you have deselected all backup objects that were present in the backup specification, either by using the Data Protector GUI or by editing the RMAN script section. Using the Data Protector GUI, select backup objects to display the Application Specific Options window when clicking the Advanced button.



Figure 1-11



Accessing the Application Specific Options Window
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup Specifying the Pre- and Post-exec commands To specify Pre- or Post-exec commands, enter the command in the box next to the following two options: • Pre-exec Specifies a command/script that is started on the Oracle8/9 server system before backup. The command is started by the ob2rman.exe scrip The full pathname of the command must be provided in the backup specification. • Post-exec Specifies a command/script that is started on the Oracle8/9 server system after backup. The command is started by the ob2rman.exe script The full pathname of the command must be provided in the backup specification. Editing the Oracle8/9 RMAN Script



IMPORTANT



The RMAN script section of the Data Protector Oracle8/9 backup specification can be edited only after the Data Protector Oracle8/9 backup specification has been saved.



IMPORTANT



When editing the RMAN script section of the Data Protector Oracle8/9 backup specification, the Oracle8/9 manual configuration convention must be used and not the Oracle8/9 automatic configuration convention (introduced by Oracle9i). When using RMAN scripts in Oracle 8/9 backup specifications, double quotes (“) must not be used - single quotes should be used instead. Additionally, the format of RMAN commands must be as described on the following pages.



IMPORTANT



When editing the RMAN script section of the Data Protector Oracle8/9 backup specification, make sure that all manually-entered RMAN commands are backup-related. The RMAN script section of the Data
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup Protector Oracle8/9 backup specification is not meant for any other Oracle8/9-related tasks, such as maintenance, configuration, registration, etc.



To edit an Oracle8/9 RMAN script, click the Edit button, edit the script and click the Save button to save changes to the script. Refer to the Oracle8i Recovery Manager User’s Guide and References for more information on Oracle8/9 RMAN commands. The RMAN script created by Data Protector consists of the following parts (refer also to “Example of the RMAN Script” on page 40): • The Oracle8/9 channel allocation together with the Oracle8/9 environment parameters’ definition for every allocated channel: ✓ If the Blank Oracle8 Backup template was used as a basis to create the backup specification, then the number of allocated channels is the same as the Data Protector concurrency number.



NOTE



Once the backup specification has been saved, changing the concurrency number does not change the number of allocated channels in the RMAN script. This has to be done manually by editing the RMAN script.



✓ If any other template was used as a basis to create the backup specification, Data Protector allocates one channel.



NOTE



When an Oracle8/9 channel is manually defined by editing the RMAN script, the environment parameters must be defined in the following format: parms ‘ENV=(OB2BARTYPE=Oracle8, OB2APPNAME=, OB2BARLIST=)’;
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup • Depending on the backup objects selection, an RMAN backup statement for the backup of the whole database instance, and/or for any combination of RMAN commands to back up tablespaces, the control file or the datafile. The backup statement consists of the following: ✓ The Oracle8/9 type of backup (full | incr1-4) together with the RMAN filesperset=1 command. Limitation



Only one file per set is possible. ✓ The Oracle8/9 format of the backup file in the following format: format ‘.db f’



NOTE



When an Oracle8/9 format of the backup file is manually defined or changed by editing the RMAN script, any user-defined combination of the Oracle8/9 substitution variables can be added to the %s:%t:%p substitution variables, which are obligatory.



✓ The RMAN backup objects definitions (depending on the backup objects selection) as follows: ❏ The RMAN database command, and/or ❏ Any combination of the RMAN commands to back up tablespaces, the control file or the datafile (the RMAN tablespace [, ...] command, the RMAN include current controlfile command or the RMAN datafile * command). • If the Archived Redo Logs were selected for a backup, an RMAN backup statement for the backup of Oracle8/9 archive logs. The backup statement consists of the following: ✓ The RMAN filesperset=1 command. Limitation



Only one file per set is possible. ✓ The Oracle8/9 format of the backup file in the following format:
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup



format ‘.db f’



NOTE



When an Oracle8/9 format of the backup file is manually defined or changed by editing the RMAN script, any user-defined combination of the Oracle8/9 substitution variables can be added to the %s:%t:%p substitution variables, which are obligatory.



✓ The RMAN archivelog all command.



IMPORTANT



It is not permitted to manually add additional RMAN backup commands, it is only possible to edit them.



• If an appropriate template was selected, or if the statement was manually added, the RMAN sql statement to switch the Online Redo Logs before backing up the Archived Redo Logs: sql 'alter system archive log current'; • If an appropriate template was selected, or if the statement was manually added, the RMAN statement to delete the Archived Redo Logs after they are backed up: archivelog all delete input; Example of the RMAN Script



The following is an example of the RMAN script section as created by Data Protector based on the Blank Oracle8 Backup template, after the whole database instance selection: run { allocate channel 'dev_0' type 'sbt_tape' parms 'ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=DIPSI,OB2BARLIST=New1)'; allocate channel 'dev_1' type 'sbt_tape' parms 'ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=DIPSI,OB2BARLIST=New1)'; allocate channel 'dev_2' type 'sbt_tape' parms 'ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=DIPSI,OB2BARLIST=New1)'; backup incremental level filesperset 1 format 'New1.dbf'
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database include current controlfile ; backup filesperset 1 format 'New1.dbf' archivelog all ; }



Creating Copies of Backed Up Objects Oracle 8i/9i Duplex Oracle 8i and 9i support the duplex mode, which allows you to create Mode copies of every backed up object to a separate backup device. To enable the duplex feature, perform the following steps: 1. Add the following command to the RMAN script before any allocate channel command: set duplex=



IMPORTANT



If more than one allocated channel is used, it may happen that some original and copied objects are backed up to the same medium. To prevent this, you should use only one allocated channel when backing up using the duplex mode.



2. Add the following parameter to every format string used for backup: %c 3. Set the concurrency of each device used for backup to 1. 4. Set the MIN and MAX load balancing parameters according to the following formula: * Example



If the duplex is set to 2 and the backup runs with 2 allocated channels, then the MIN and MAX parameters should be set to 4.
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IMPORTANT



If the MIN and MAX load balancing parameters are set to lower values, the backup will hang. If the MIN and MAX load balancing parameters are set to higher values, it may happen that the original and copied objects are backed up to the same medium.



Testing the Integration Once you have created and saved a backup specification, you should test it before running a backup. The test verifies both parts of the integration, the Oracle8/9 side and the Data Protector side. In addition, the configuration is tested as well. The procedure consists of checking both the Oracle8/9 and the Data Protector parts of the integration to ensure that communication between Oracle8/9 and Data Protector is established, that the data transfer works properly, and that the transactions are recorded either in the recovery catalog (if used) or in the control file. The test backup of the Oracle8/9 database is written to \tmp\_TEST _FILE on the Oracle8/9 server system. Details of the test backup, such as media protection, backup user and backup status are registered in the Data Protector database and in the Oracle8/9 control files. Set the Protection option of your test backup specification to None. Testing Using the Data Protector GUI Follow the procedure below to test the backup of an Oracle8/9 backup specification: 1. In the Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, then Backup Specifications. Expand Oracle8 Server and right-click the backup specification you want to preview. 3. Click Preview Backup.
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup Figure 1-12



Previewing a Backup



Testing Using the CLI A test can be executed from the command line on the Oracle8/9 Server system or on any Data Protector client system within the same Data Protector cell, provided that the system has the Data Protector User Interface installed. You have to run the omnib command with the -test_bar option. Execute the following command: \bin\omnib -oracle8_list -test_bar
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Integrating Oracle8/9 and Data Protector Configuring an Oracle8/9 Backup What Happens?



The session messages are displayed on the screen during the command execution, while the following happens: 1. The ob2rman.exe script is started, which then starts the Oracle8/9 RMAN backup command. The Oracle8/9 Target Database is backed up to \tmp\_T EST_FILE on the Oracle8/9 server system without using Data Protector for data transfer. This is how the Oracle8/9 side of the integration is checked. 2. The Data Protector testbar2 command is started by the ob2rman.exe script, which checks: • The communication within Data Protector • The syntax of the Oracle8/9 backup specification • If the devices are correctly specified • If the required media reside in the devices
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Backing Up an Oracle8/9 Database There are two strategies for backing up a database. These are an offline or consistent database backup, and an online or inconsistent database backup. The latter is also known as a hot backup. Special attention is required to reach a consistent state with an online backup. A decision about your database backup strategy depends on a number of factors. If the database must be opened and available all the time, then online backup is your only choice. If you can afford to have the database offline at a certain time, then you are more likely to make periodic offline backups of the entire database, supplementing them with online backups of the dynamically changing tablespaces. Oracle8/9 Offline



An offline backup of a database is a backup of the datafiles and control files which are consistent at a certain point in time. The only way to achieve this consistency is to cleanly shut down the database and then back up the files while the database is either closed or mounted. The offline backup of an Oracle8/9 Target Database can be performed using a Data Protector filesystem backup specification or a Data Protector Oracle8/9 backup specification, based on which Data Protector automatically generates and executes the RMAN script. The Data Protector Disk Agent is used in the first case, and the Data Protector Oracle8/9 Integration software component in the second case. Typically, you would perform an offline backup of the entire database, which must include all datafiles and control files, while the parameter files may be included optionally. The whole offline database backup is performed as follows: 1. Shut down the database cleanly. A clean shutdown means that the database is not shut down using the ABORT option. 2. Mount the database if you are backing it up using RMAN. 3. Back up all datafiles, control files and, optionally, parameter files. 4. Restart the database in the normal online mode



Oracle8/9 Online



As opposed to an offline backup, an online backup is performed when a database is open. Chapter 1
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Integrating Oracle8/9 and Data Protector Backing Up an Oracle8/9 Database The backup of an opened database is inconsistent, because portions of the database are being modified and written to disk while the backup is progressing. Such changes to the database are entered into the online redo logs as well. A database running in ARCHIVELOG mode enables the archiving of online redo logs. In the case of a restore, this feature is essential to bring a database to a consistent state as part of the entire restore process. When using an online backup, the following must be done in order to bring the database to a consistent state: 1. Restore the database files (which are inconsistent) to disk 2. Restore the Archived Redo Logs to disk 3. Perform a database recovery, which requires applying the Archived Redo Logs. This is an Oracle8/9 operation. An Oracle8/9 online database backup can be performed using the Oracle8/9 RMAN utility or Data Protector GUI. In the latter case, Data Protector creates and executes the RMAN script automatically based on data entered in the Data Protector GUI. During an Oracle8/9 online backup, the Oracle8/9 Target Database is open, while tablespaces, datafiles, control files, and archived redo logs are being backed up. The database must operate in the ARCHIVELOG mode so that the current Online Redo Logs are archived to the Archived Redo Logs. In order to be able to restore to a consistent state, a complete online database backup must be performed as follows: 1. Put the tablespaces in backup mode. 2. Back up tablespaces, datafiles, and control files. 3. Put the tablespaces back in normal mode. 4. Back up the Archived Redo Logs.



IMPORTANT



Before you run an Oracle8/9 online backup, make sure that the database is really operating in ARCHIVELOG mode. This can be done on the Oracle8/9 server system by starting the Oracle8 Server Manager or Oracle9i SQL Plus and issuing the following command: archive log list;
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Integrating Oracle8/9 and Data Protector Backing Up an Oracle8/9 Database If the Oracle8/9 Target Database is not operating in the ARCHIVELOG mode, shut it down first and mount it again. Issue the following command at the Oracle8 Server Manager or Oracle9i SQL Plus prompt: alter database archivelog; archive log start; alter database open;



IMPORTANT



Do not use Oracle8/9 reserved names, such as ALLOCATE, BACKUP, CATALOG, FORMAT, INCREMENTAL, RUN, TABLESPACE and others for tablespace names. Refer to Oracle8/9 documentation for a complete list. Oracle8/9 reserved names used as names for tablespaces may cause the backup to fail.



Now you are ready to run an online backup of the Oracle8/9 database, using any of the following methods: • Schedule the backup of a saved Oracle8/9 backup specification using the Data Protector Scheduler. See “Scheduling a Backup” on page 49. • Start an interactive backup of the Oracle8/9 backup specification. See “Starting an Interactive Backup” on page 51. • Start a backup on the Oracle8/9 server using either Oracle8/9 Recovery Manager or Oracle8/9 Enterprise Manager. See “Using the Oracle8/9 Recovery Manager (RMAN)” on page 52. Backup Procedure The following happens when you start a backup using the Data Protector user interface: 1. Data Protector executes the ob2rman.exe binary on the client. This command starts the Recovery Manager (RMAN) and sends the Oracle8/9 RMAN Backup Command Script to the standard input of the RMAN command. 2. The Oracle8/9 RMAN contacts the Oracle8/9 Server, which contacts Data Protector via the Database Library interface and initiates a backup. 3. During the backup session, the Oracle8/9 Server reads data from the disk and sends it to Data Protector for writing to the backup device.
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Integrating Oracle8/9 and Data Protector Backing Up an Oracle8/9 Database Messages from the Data Protector backup session and messages generated by Oracle8/9 are logged to the Data Protector database. Automatic Recovery Catalog Database Backup



A backup of the Oracle8/9 recovery catalog is performed automatically following each Oracle8/9 Target Database backup. Using the standard Oracle8/9 export utility, the Data Protector ob2rman.exe binary starts an export of the Oracle8/9 recovery catalog to a file which is then backed up by Data Protector.



IMPORTANT



When backing up or restoring the catalog database, the value of the NLS_LANG variable, which is set for the target database, is used as the default NLS_LANG value. If you want to use a different NLS_LANG value for importing or exporting the catalog database, you can specify this in the Oracle instance configuration file in the section Environment. Refer to the section “Setting, Retrieving and Listing Data Protector Oracle8/9 Configuration Files’ Parameters Using the CLI” on page 15.



Deleting Data from When backing up an Oracle8/9 database using the recovery catalog the Recovery database, all information about the backup, restore and recovery of the Catalog database is stored in the recovery catalog. This information is used by RMAN during the restore. If you overwrite or format the media on which this data is backed up, Data Protector exports the object from the Data Protector database. You must manually delete the data from the recovery catalog while logged on to RMAN. Refer to the Oracle8i Recovery Manager User’s Guide and References for detailed information about deleting data from the recovery catalog.



NOTE



You can obtain the primary keys of the records to be deleted by issuing the list command, as shown in the following example:



If the (data) file is stored on a disk, issue the following command: list backup of tablespace temp; Primary keys in the temp tablespace are listed. You need these keys to delete the records, as shown in the following example: allocate channel for delete type 'sbt_tape'; 48
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change backupset delete; release channel;



Scheduling a Backup For more detailed information on scheduling, refer to the online Help index keyword “scheduled backups”. A backup schedule can be tailored according to your business needs. If you have to keep the database online continuously, then you should back it up frequently, including the backup of the Archived Redo Logs, which is required in case you need a recovery to a particular point in time. For example, you may decide to perform daily backups and make multiple copies of the online redo logs and the Archived Redo Logs to several different locations. An example of scheduling backups of production databases: • Weekly full backup • Daily incremental backup • Archived Log backups as needed To schedule an Oracle8/9 backup specification, proceed as follows: 1. In the Data Protector Manager window, switch to the Backup context. 2. In the Scoping Pane, expand Backup, then Backup Specifications. Click Oracle8 Server. A list of backup specifications is displayed in the Results Area. 3. Double-click the backup specification you want to schedule and click the Schedule tab to open the Schedule property page. 4. In the Schedule property page, select a date in the calendar and click Add to open the Schedule Backup dialog box.
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Integrating Oracle8/9 and Data Protector Backing Up an Oracle8/9 Database 5. Specify Recurring, Time options, Recurring options, and Session options. The backup type can be full or incremental, with the incremental level as high as Incr 4. Refer to RMAN documentation for details on incremental backup levels. The backup type is ignored for zero downtime backup sessions (split mirror or snapshot backup). It is set to Full. In the case of zero downtime backup, but only for ZDB disk or ZDB disk/tape backups (instant recovery enabled), specify the Split mirror/snapshot backup option. See Figure 1-13 on page 50. 6. Click OK to return to the Schedule property page. 7. Click Apply to save the changes. Figure 1-13



Scheduling Backups
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Starting an Interactive Backup You are most likely to run an interactive backup after creating a new backup specification or when you need a backup immediately, while the corresponding backup specification is scheduled at a later time. An interactive backup can be started using the Data Protector GUI or Data Protector CLI. When you start a backup, Data Protector invokes the ob2rman.exe script on the Oracle8/9 Server and the Media Agents on the client system on which backup devices are configured. Running a Backup Interactively Using the Data Protector GUI Follow the procedure below to start an interactive backup of an Oracle8/9 backup specification: 1. In the Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, and then expand Backup Specifications and then Oracle8 Server. 3. Right-click the backup specification, then click Start Backup. In the Start Backup dialog box, select the backup type and network load. The backup type is ignored for zero downtime backup sessions (split mirror or snapshot backup). It is set to Full. In the case of zero downtime backup, but only for ZDB disk or ZDB disk/tape backups (instant recovery enabled), specify the Split mirror/snapshot backup option. 4. Click OK to execute the backup. Upon successful completion of the backup session, a Session Completed message appears.
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Integrating Oracle8/9 and Data Protector Backing Up an Oracle8/9 Database Figure 1-14



Starting an Interactive Backup



Using the Oracle8/9 Recovery Manager (RMAN) The Oracle8/9 Recovery Manager (RMAN) utility is an Oracle8/9 CLI that allows you to perform a backup, restore, or recovery of Oracle8/9 database objects. To start an Oracle8/9 backup using RMAN, an Oracle8/9 backup specification must be created. See “Configuring an Oracle8/9 Backup” on page 30 for information on how to create an Oracle8/9 backup specification. To start an Oracle8/9 backup using RMAN, follow these steps: 1. Connect to the Oracle8/9 Target Database specified in the backup specification.
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Integrating Oracle8/9 and Data Protector Backing Up an Oracle8/9 Database To connect to an Oracle8/9 Target Database that uses the recovery catalog, enter the following command: \bin\rman80 target rcvcat To connect to an Oracle8/9 Target Database without using the recovery catalog, enter the following command: \bin\rman80 target nocatalog Note that with Oracle8i and Oracle9i, rman and not rman80 command is used. See the “Glossary” on page G- 1 for details on the login information syntax. 2. Allocate the Oracle8/9 channels. Allocating a channel tells RMAN to initiate an Oracle8/9 Server process for backup, restore, or recovery on the Oracle8/9 Target Database. For example: allocate channel 'dev_0' type 'disk';



or allocate channel 'dev_1' type 'sbt_tape';



where you specify the backup directly to disk in the first case and directly to tape in the second case. Note that if Oracle8/9 is linked to Data Protector, Data Protector will perform the backup to the tape in the second case. If you specify more than a single allocate channel command, RMAN can establish multiple logon sessions and conduct multiple backup sets in parallel. This "parallelization" of backup and restore commands is handled internally by RMAN. To use Data Protector backup media, specify the channel type SBT_TAPE. 3. You must specify the parms operand in the following form: parms‘ENV(OB2BARTYPE=Oracle8, OB2APPNAME=,OB2BARLIST=)’;
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Integrating Oracle8/9 and Data Protector Backing Up an Oracle8/9 Database Note that the RMAN script will not work without the above parameters being specified in this form. 4. You must specify the backup command operand filesperset. filesperset represents the number of files per backup set. Data Protector limits this number to 1. Each channel can operate on only one file, and there are as many channels as files used. 5. Optionally, you may specify format as follows: If you have created and saved a backup specification named credo for backing up an Oracle8/9 database identified by the Oracle8/9 instance called alma, you would enter the following string: format ‘credo.dbf’ See the Oracle8i Recovery Manager User’s Guide and References for information on substitution variables. The Oracle8/9 channel format specifies which Oracle8/9 backup specification to use for the backup. 6. Optionally, you may specify backup incremental level. Note that a Data Protector full backup performs the same operation as an incremental level 0 backup type in the Oracle8/9 RMAN scripts. They both back up all the blocks that have ever been used. In order to run a backup using RMAN, start the Recovery Manager by typing the following from the directory (if you are using recovery catalog): bin\rman80 target rcvcat Some examples of RMAN scripts that must be executed from the RMAN> prompt are listed below: Note that with Oracle8i and Oracle9i, rman and not rman80 command is used. Backing Up a Single Channel



To back up the Oracle8/9 instance credo, using a backup specification named alma, enter the following command sequence: run { allocate channel 'dev_0' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; backup incremental level 0
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filesperset 1 format 'alma.dbf' database; }



Backing Up Three Channels in Parallel



The RMAN backup script for backing up the database by using three parallel channels for the same backup specification would look like this: run { allocate channel 'dev_0' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; allocate channel 'dev_1' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; allocate channel 'dev_2' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; backup incremental level 0 filesperset 1 format 'alma.dbf' database; }



Backing Up All If you want to back up the Archived Redo Logs and the tablespace Archived Logs and SYSTEM and RONA of the previous database using three parallel Tablespaces channels and a backup specification named alma, the RMAN script should look like this: run { allocate channel 'dev_0' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; allocate channel 'dev_1' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; allocate channel 'dev_2' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; backup incremental level 0 filesperset 1 format 'alma.dbf' tablespace SYSTEM, RONA archivelog all;
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}



Backing Up Particular Archived Logs



To back up all Archived Redo Logs from sequence #5 to sequence #105 and delete the Archived Redo Logs after backup of the instance named alma is complete, run the following script: run { allocate channel 'dev_0' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; allocate channel 'dev_1' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; allocate channel 'dev_2' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; backup incremental level 0 filesperset 1 (archivelog low logseq 5 high logseq 105 thread 1 all delete input format 'alma.dbf'); }



If the backup fails, the logs are not deleted. Including Control File in a Backup Specification



The current control file is automatically backed up when the first datafile of the system tablespace is backed up. The current control file can also be explicitly included in a backup, or backed up individually. To include the current control file after backing up a tablespace named COSTS, run the following script: run { allocate channel 'dev_0' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’;



allocate channel 'dev_1' type 'sbt_tape 'parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’;



allocate channel 'dev_2' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; backup incremental level 0
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filesperset 1 (tablespace COSTS current controlfile format 'alma.dbf'); ;}



Backing Up While The set maxcorrupt command determines the number of corrupted Allowing for Some blocks per datafile that can be tolerated by RMAN before a particular Corrupted Blocks backup will fail. If a backup specification named alma backs up the database and allows for up to 10 corrupted blocks per datafile C:\oracle\data1.dbs, then the appropriate RMAN script would be: run { allocate channel 'dev_0' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’;



allocate channel 'dev_1' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’;



allocate channel 'dev_2' type 'sbt_tape' parms‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=credo,OB2BARLIST=alma)’; backup incremental level 0 filesperset 1 format 'alma.dbf' database; set maxcorrupt for datafile 'C:\oracle\data1.dbs''/oracle/data1.dbs' to 10;}
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Restoring Oracle8/9 Databases You can restore the database using one of the following tools within Data Protector: Restore Methods



• Data Protector Restore GUI for Oracle • Oracle Recovery Manager (RMAN). For information on how to use RMAN to restore the database see “Restoring Oracle8/9 Using RMAN” on page 72.



Restorable Items



It is possible to restore the following items using both the Data Protector Restore GUI for Oracle and RMAN. • Control files • Datafiles • Tablespaces • Databases



Restoring Oracle8/9 Using the Data Protector Restore GUI for Oracle For the restore, RMAN scripts are generated with necessary commands, depending on selections made in the GUI. If you want to perform additional actions, you cannot edit the RMAN restore script, but you can perform them manually from RMAN itself. Restoring Database Items in a Disaster Recovery In a disaster recovery situation, database objects must be restored in a certain order. The following table shows you in which order database items must be restored. Under normal conditions it is possible to restore database items in any order.
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Table 1-2



Oracle8/9 Data Restore Order in Disaster Recovery Oracle version



Data restore order



Oracle8/8i



1. Restore the recovery catalog database 2. Restore the control file 3. Restore the entire database or data items



Oracle9



1. Restore the control file from automatic backup 2. Restore the database or data items OR: 1. Restore the recovery catalog database. 2. Restore the control file 3. Restore the database or data items



Changing The Database State Before you restore any database item you need to ensure that the database is in the correct state. The following table tells you which state the database needs to be in to restore a particular type of database item: Table 1-3



Required Database States Item to restore



Database state



Control file



NoMount



All other items



Mount



To put the database into the correct state carry out the following procedure: Open a command window and enter the following: sqlplus/nolog In the SQL> prompt, enter: SQL>connect/as sysdba
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SQL>shutdown immediate If you are restoring a control file put the database into NoMount state. SQL>startup nomount If you are restoring any other database item put the database in Mount state. SQL>startup mount Restoring the Recovery Catalog Database The Oracle recovery catalog database is exported using the Oracle export utility to a binary file and backed up by Data Protector. This file has to be restored back to the disk and then imported into the Oracle database using the Oracle import utility. Data Protector provides a facility to do this automatically using the Oracle8/9 Integration. Carry out the following procedure to restore the recovery catalog database: 1. Ensure the recovery catalog database exists and is empty. To check if the recovery catalog database was used as a repository during backup execute the following from the command line on the client system: # ./util_cmd -getconf Oracle8 If the recovery catalog database was selected as one of the Data Protector backup options when the original database backup was configured, this command gives you the following output: ORACLE_HOME='/app/oracle9i/product/9.2.0.1.0'; TGTLogin='EIBBKIBBEIBBQDBBOHBBCHBBPHBBBIBBCHBBEIBBB FBBFGBBFFBBDFBB'; RCVLogin='DIBBOHBBCHBBPHBBQDBBDIBBOHBBCHBBPH FBBFGBBFFBBDFBB'; ORACLE_VERSION='9.2.0'; Configuration read/write operation successful. If the RCVLogin entry is present in the output, the recovery catalog database was used. 2. Identify the recovery catalog database owner and the instance name of the recovery catalog database using the Data Protector Restore GUI for Oracle.
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Integrating Oracle8/9 and Data Protector Restoring Oracle8/9 Databases 3. Ensure that the recovery catalog database is in the Open state: sqlplus /nolog On the SQL> prompt, enter the following SQL>connect sys/password@CATALOG_NAME as sysdba; SQL>select status from v$instance; 4. In the Data Protector GUI, switch to the Restore context and select the Oracle server and Oracle instance for which you need to restore the recovery catalog database. 5. In the Results Area, select Recovery Catalog. If you want to change or enter the recovery catalog login strings, right-click on the Recovery Catalog and select Change Settings. Figure 1-15



Recovery Catalog and Change Recovery Catalog Settings Dialogs



6. Enter the recovery catalog database login strings in the Recovery Catalog Settings dialog.



Chapter 1



61



Integrating Oracle8/9 and Data Protector Restoring Oracle8/9 Databases 7. Select the Options pane. Select the Session ID from the Session ID drop-down list. For further information see “Restore and Recovery Options” on page 68. 8. Click Restore. At this point the recovery catalog database is restored. You can now proceed to restore your control file. Restoring the Control File The control file contains all the information about the database structure. If the control file has been lost, you must restore it before you can restore any other part of the database.



IMPORTANT



If you are using Oracle8i it is not possible to restore the control file immediately. You need to restore the recovery catalog database first, for information on how to do this see “Restoring the Recovery Catalog Database” on page 60. If you did not use the recovery catalog database when backing up objects in the database, call Oracle Support for help recovering the control file.



The procedure for restoring the control file is as follows: 1. Open a SQLPlus window and put the database in the nomount state. 2. In the Data Protector GUI switch to the Restore context. Expand Restore and select the Oracle Server and the Oracle instance for which you need to restore the control file. 3. In the Results area select the control file. 4. Click Restore. If you want to restore the control file and the entire database to a different client refer to “Restoring the Database to Another Client” on page 63 for more information about this dialog. You can now proceed to recover the Oracle database or items within the database.
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Integrating Oracle8/9 and Data Protector Restoring Oracle8/9 Databases Restoring the Database to Another Client It is possible to restore the database and the control file to a machine other than the one where they originally resided. To do this, carry out the following procedure: 1. In the Source pane select the database. 2. In the Options pane select Perform Restore from the Restore Action drop-down list. 3. Select the client to which to restore the database by selecting the name of the client from the Restore to client drop-down list. 4. Click Restore. At this point both the control file and the database will be restored to the chosen client. Restoring Oracle Database Objects Before you restore Oracle database objects you need to ensure that you have an up-to-date version of the recovery catalog database and the control file. These contain the database structure information. If you do not already have up-to-date versions of these files you need to restore them, refer to “Restoring the Recovery Catalog Database” on page HIDDEN and “Restoring the Control File” on page 62 for more information. To restore Oracle database items proceed as follows: 1. First ensure that the database is in the correct state before you begin to restore database items. Details of this can be found in “Changing The Database State” on page 59. 2. In the Context List select Restore. 3. In the Scoping Pane select the Oracle server instance you would like to restore. Data Protector now displays all the Oracle objects that were backed for that instance of Oracle.
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IMPORTANT



Data Protector does not check if the Oracle objects were all backed up and that they can all be restored. You need to be aware of what was in the backup. You can check this by going to the Backup context and selecting the backup specification for the Oracle database you are restoring.



Figure 1-16



Source Pane



4. From the Restore action drop-down list select the type of restore action you wish to perform. For more details on these options refer to “Restore and Recovery Options” on page 68.



IMPORTANT



If you do not select Perform Restore & Recovery or Perform Recovery Only in the Restore actions drop-down list you will have to recover database items manually from the command line. For more information about using RMAN refer to “Restoring Oracle8/9 Using RMAN” on page 72.
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Integrating Oracle8/9 and Data Protector Restoring Oracle8/9 Databases 5. In the Results Area click on the items you would like to restore. If you are restoring datafiles it is possible to restore the files to a new location by right-clicking on the filename. A dialog will appear into which you can enter the new datafile location. If you select to restore the datafile to another location or with a different name, the datafile will be restored to the selected location. If you want Oracle to use the datafile under the new name, you must issue a switch statement afterwards using Oracle tools. For more details refer to “Recovery Manager User’s Guide and Reference”. 6. In the Options pane enter the restore or recovery details. Refer to “Restore and Recovery Options” on page 68 for more information about the fields in this pane. Figure 1-17



Options Pane



7. Go to the Devices pane of the Data Protector Restore GUI for Oracle and select the devices to be used for the restore. You can select devices from which to restore the database other than those which were used for the original backup, although Data Protector defaults to the original device on which the backup was made. For more information on the Devices pane, press F1. Chapter 1
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Devices Pane



8. If you would like to change the device from which an item is restored, select your desired device and click Change. 9. After selecting all the devices click Restore. The restore procedure starts. When the restore session starts, messages are displayed in the Result Area. When the session is finished a message is issued in the Session Information dialog. After Recovering the Database



Once you have restored the lost database objects you need to ensure that the database is in the correct state. If you used one of the options on the Source pane containing the word “Recovery” then the database will automatically be put into Open state by Data Protector.
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Integrating Oracle8/9 and Data Protector Restoring Oracle8/9 Databases If you are performing an Oracle database restore and recovery until point in time, and the session has finished successfully, reset the database in order to register the new incarnation of database in the recovery catalog. Connect to the target and recovery catalog database using RMAN and reset the database: rman target rcvcat RMAN> RESET DATABASE; RMAN> exit If you did not choose to use Data Protector to Recover database items, you need to carry out the following procedure after the database has been restored: Open a command line window and enter the following commands: sqlplus/nolog SQL>recover database; SQL>connect/as sysdba SQL>alter database open; Restoring Tablespaces and Datafiles You can restore tablespaces and datafiles as follows: 1. Open a command line window and enter the following commands if you have the database in the Open state: sqlplus/nolog SQL>connect/as sysdba SQL>alter database datafile ‘’ offline; If you are restoring a tablespace enter: SQL>alter tablespace ‘’ offline; 2. When the restore has been completed put the datafiles and tablespaces back online with the following procedures: Open a command line window and enter the following commands: sqlplus/nolog SQL>connect/as sysdba If you are restoring a datafile enter:
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SQL>alter database datafile ‘’ online; If you are restoring a tablespace enter: SQL>alter tablespace ‘’ online;



Restore and Recovery Options Source Pane



The following describe each of the options on the Source pane. This pane is used to define the combination of Restore and Recovery you would like to perform with the GUI. In the context of Data Protector “Restore” means to restore the datafiles. Users can select which database, tablespace or datafiles they would like to restore and up to which point in time they would like them to be restored. “Recover” means applying all the redo logs. The user can select which redo logs to apply according to SCN number, logseq, or can apply all the redo logs to the time of the last backup. The options below are available on the Restore action drop-down list. Perform Restore This option specifies that the user will restore the database objects using Data Protector and will then perform the recovery manually using RMAN. For information on how to recover database items using RMAN see “Restoring Oracle8/9 Using RMAN” on page 72. Perform Restore and Recovery This option means that the user will perform both the Restore and the Recovery from the GUI. Perform Recovery Only The option specifies that the user will perform the recovery only using the GUI. This option is meant to be used after Instant Recovery has been successfully completed. Perform RMAN Repository Restore This option is used to restore the recovery catalog or the control file if the database objects are not available in the Source property page.
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Integrating Oracle8/9 and Data Protector Restoring Oracle8/9 Databases The Source window allows you to specify another location to which to restore an Oracle database file. This is done using the Restore As dialog which appears when you right-click the mouse on a database item listed in the Results Area. Options Pane



The following describe each of the fields on the Options pane. Restore to client This option specifies the name of the Oracle server to which the user wants to restore the database item. This defaults to the original backup server.



NOTE



When restoring to another host, you should select the database SID on the Source pane and then select the host to which to restore the database on the Options pane. At this point Data Protector automatically restores the control file and then all the objects in the database.



Parallelism This field is used to specify the number of concurrent data streams that can read from the backup device. If you do not enter a value, the number of parallel streams defaults to one. To optimize restore performance, specify the same number of data streams as were used during the backup. If, for example you set the backup concurrency to 3 then set the number of parallel data streams to 3 as well. Note that if a very high number of parallel data streams are specified this may result in a resource problem because too much memory is being used. Restore mode This drop-down list allows you to specify which type of restore you would like perform. The options are:
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Integrating Oracle8/9 and Data Protector Restoring Oracle8/9 Databases • Normal This option should be used when either a Standalone or Zero Downtime Backup was made of the database using a version of Data Protector which is older than 5.0. • Proxy copy This option should be used when the original Oracle backup was made using the Oracle Proxy copy feature, such as ZDB/Snapshot backups of Oracle8i/9 using Data Protector version 5.0. This option is disabled when you are performing a restore after Instant Recovery. Restore until The options in this drop-down list allow you to specify to which point in time you would like the restore to be performed. This option is disabled when you are performing a restore after Instant Recovery. • Now This is the default option. Data Protector finds the most recent backups to use when performing the restore. • Selected time Using this option you can specify an exact time to which Data Protector restores database objects.



IMPORTANT



Check the internal database to find out what time the backup you are restoring was completed. Specify the time immediately after the backup was finished.
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Integrating Oracle8/9 and Data Protector Restoring Oracle8/9 Databases • Selected logseq/thread number A logseq number is a redo log sequence number. You can enter a particular redo log sequence number which will act as an upper limit of redo logs to restore. • Selected SCN number This option allows you to enter the SCN number to which to perform the restore. Recover until The options in this drop-down list allow you to specify to which point in time you would like the recovery to be performed. • Now This is the default option. Data Protector finds the most recent backups to use when performing the recovery. • Selected time Using this option you can specify an exact time to which Data Protector restores database objects. • Selected logseq/thread number A logseq number is a redo log sequence number. You can enter a particular redo log sequence number which will act as an upper limit of redo logs to recovery. This option is used for Point in Time Restore. • Selected SCN number This option allows you to enter the SCN number to which to perform the recovery. Target DB login This option lets you change the target database login information, i.e. the username and password of the user who has SYSDBA privileges and the service name to which Data Protector should connect.
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Restoring Oracle8/9 Using RMAN Data Protector acts as a media management utility for the Oracle8/9 system, therefore the Oracle Recovery Manager (RMAN) can be used for a restore. Refer to the Oracle8i Recovery Manager User’s Guide and References for detailed information on how to perform database, tablespace, control file, and datafile restore and recovery. Restoring the Recovery Catalog



Data Protector can restore the binary file which contains the logical backups of the Oracle8/9 recovery catalog. This file is made using the Oracle8/9 Export utility, which creates it by reading the Oracle8/9 database and writing the output to the binary file, which is then backed up by Data Protector. This file can be restored back to the disk and then imported to the Oracle8/9 database by the Oracle8/9 Import utility. To restore the Oracle8/9 recovery catalog, proceed as follows: 1. Login to the Oracle8/9 Target Database. Ensure that the recovery catalog is empty and that you have identified the Oracle8/9 recovery catalog owner. If you have lost (deleted) the recovery catalog then you need to create it again. 2. Set the OB2APPNAME environment variable. Its value must be set to the Oracle8/9 SID of the target database, not of the Oracle8/9 recovery catalog: set OB2APPNAME= 3. Switch to the \bin directory and issue the following Data Protector command: ob2rman.exe -restore_catalog -session After issuing the above command, the rcvcat.exp file is restored by the Data Protector obkrestore utility, which is then read by the Oracle8/9 import utility. The Oracle8/9 Import utility then restores the file back to the Oracle8/9 database.
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Data Protector supports the restore of Oracle8/9 database objects from devices other than those on which the database objects were backed up. Specify these devices in the: \Config\Cell\restoredev file in the following format: “DEV 1” ”DEV 2” where DEV 1 is the original device and DEV 2 the new device. Note that this file must be in UNICODE format and should be deleted after it is used.



Example



Suppose you have Oracle8/9 objects backed up on a device called DAT1. To restore them from a device named DAT2, specify the following in the restoredev file: “DAT1” ”DAT2”



Disaster Recovery Disaster recovery is a very complex process that involves products from several vendors. As such, successful disaster recovery depends on all the vendors involved. The information provided here is intended to be used as a guideline. Check the instructions from the database/application vendor on how to prepare for a disaster recovery. Also see the Disaster Recovery chapter in the HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to approach system disaster recovery using Data Protector. This is a general procedure for recovering an application: 1. Complete the recovery of the operating system. 2. Install, configure, and initialize the database/application so that data on the Data Protector media can be loaded back to the system. Consult the documentation from the database/application vendor for a detailed procedure and the steps needed to prepare the database. 3. Ensure that the database/application server has the required Data Protector client software installed and is configured for the database/application. Follow the procedures in this chapter and in
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Integrating Oracle8/9 and Data Protector Restoring Oracle8/9 Databases the section. See also the section of this manual about the Data Protector Restore GUI for Oracle for information about using this to restore database items, “Restoring Oracle8/9 Using the Data Protector Restore GUI for Oracle” on page 58. 4. Start the restore. When the restore is complete, follow the instructions from the database/application vendor for any additional steps required to bring the database back online.



74



Chapter 1



Integrating Oracle8/9 and Data Protector Monitoring an Oracle8/9 Backup and Restore



Monitoring an Oracle8/9 Backup and Restore During a backup, system messages are sent to the Data Protector monitor. You can monitor the backup session from any Data Protector client on the network where the Data Protector User Interface is installed. Details about Oracle8/9 backup and restore sessions are also written in the following logs on the Oracle8/9 Server system: • \log\oracle8.log file • Oracle8/9 writes the logs in the \sbtio.log file. Monitoring Tools



The progress of backups and restores can be monitored by querying the Oracle8/9 Target Database using the following SQL statement: select * from v$SESSION_LONGOPS where compnam=’dbms_backup_restore’; You can also monitor the progress of backups and restores from the Data Protector GUI by selecting the Monitor Context and then selecting the session which interests you from the list in the Results Area.
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Oracle8i and Oracle9i RMAN Metadata and Data Protector Media Management Database Synchronization This section describes how to synchronize Oracle8i and Oracle9i Recovery Manager metadata with the Data Protector Media Management Database. Recovery Manager metadata contains information about the target database. RMAN uses this information for all backup, restore and maintenance operations. The metadata can be stored either in the recovery catalog database or in the control files. Data Protector is the media manager that Oracle needs to perform tape storage backups and restores. Data Protector has its own data protection policy that is not automatically synchronized with Oracle RMAN metadata. In order to have both catalogs synchronized, run the following command using RMAN: allocate channel for maintenance type 'sbt_tape'; crosscheck backup; release channel; RMAN checks every backup piece in the repository and queries the MMDB for the availability of that backup piece. RMAN then mark the backup piece as expired or available, depending on media availability. Note that in the above example, RMAN does not delete backup pieces that are reported as expired by the MMDB, but instead marks them as expired. Refer to the Oracle8i Recovery Manager User’s Guide and References for more details on recovery catalog maintenance.
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TIP



It is recommended that synchronization be performed in the following cases: • after a Data Protector import or export of media with Oracle objects and • whenever protection for media with Oracle objects has expired.
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Configuring the Integration as Cluster-Aware The following sections describe how to install and configure the Data Protector Oracle8/9 integration as cluster-aware. Prerequisites



It is assumed that the Oracle8/9 Server with cluster support (FailSafe) is installed, configured and running as a cluster-aware application.



Installing the Integration as Cluster-Aware Proceed as follows to install the Data Protector Oracle8/9 integration as a cluster-aware application: 1. You must locally install the Data Protector Oracle8 Integration software component on both cluster nodes and use the Cluster Administrator to stop all Oracle8/9 services. See Appendix , “Integrating Data Protector and Cluster-Aware Applications,” on page A- 6 for details. 2. Skip this step if you have already installed the Data Protector Cell Manager software and the Oracle8 Integration software component on both cluster nodes and verified the installation. Otherwise, you need to import the cluster nodes to the Data Protector cell to update the Data Protector Cell_Info file, since it is not updated automatically. To import the cluster nodes to the Data Protector cell, proceed as follows using the Data Protector GUI: a. In the Data Protector Manager, switch to the Clients context. b. In the Scoping Pane, right-click Clusters and select Import Cluster. c. Enter the cluster virtual name and click OK. This will add/update the Cell_Info file for all cluster nodes and all virtual hosts from that cluster. 3. Check if the Data Protector Oracle8 Integration software component has been properly installed: a. Switch to the \bin directory.
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Integrating Oracle8/9 and Data Protector Configuring the Integration as Cluster-Aware b. Enter the following command: omnirsh INFO_CLUS The output should return the name of the cluster-aware client systems in the Data Protector cell. 4. Check that the Data Protector Inet service runs under the user account. Make sure that the same user is also added to the Data Protector admin user group. The logon account has to bet be set as shown in Figure 1-19 on page 79. Figure 1-19



Data Protector User Account



Configuring an Oracle8/9 Cluster-Aware Integration The configuration of the Oracle8/9 cluster-aware integration consists of: 1. Configuring an Oracle8/9 cluster-aware client; see “Configuring an Oracle8/9 Cluster-Aware Client” on page 80. 2. Configuring a cluster-aware Oracle8/9 backup; see “Configuring a Cluster-Aware Oracle8/9 Backup” on page 80. The list below provides an overview of the global configuration tasks and emphasizes cluster-specific steps.
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Integrating Oracle8/9 and Data Protector Configuring the Integration as Cluster-Aware Configuring an Oracle8/9 Cluster-Aware Client The client configuration must be performed on only one of the cluster nodes for each Oracle8/9 server, since the Data Protector Oracle8/9 configuration files reside on the Cell Manager. Refer to “Configuring the Oracle8/9 Server” on page 23. Configuring a Cluster-Aware Oracle8/9 Backup You will need to create an Oracle8/9 backup specification as explained in “Creating a Backup Specification” on page 31, except that you must specify the name of the client system where the Oracle8/9 server is running as the virtual server name used in the Oracle8/9 resource group. There are some additional requirements that must be fulfilled: • Before you perform an offline backup, make sure that you take the Oracle Database resource offline and bring it back online after the backup. This can be done using the fscmd command in the Pre-exec and Post-exec commands for the client system in a particular backup specification, or by using the Cluster Administrator.



Backing up a Cluster-Aware Oracle8/9 Database See “Backing Up an Oracle8/9 Database” on page 45 for a detailed procedure.
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Restoring a Cluster-Aware Oracle8/9 Database Before you start restoring a cluster-aware Oracle8/9 server, take the Oracle Database resource offline using, for example, the Cluster Administrator utility: Figure 1-20



Taking the Oracle8/9 Resource Group Offline



Verify that you have set the Prevent Failback option for the Oracle8/9 resource group and Do not restart for the .world resource, which is an Oracle Database resource.
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Integrating Oracle8/9 and Data Protector Configuring the Integration as Cluster-Aware Figure 1-21



Checking Properties



Then proceed as you would normally for an ordinary Oracle8/9 Server. See “Restoring Oracle8/9 Databases” on page 58.
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Troubleshooting Before you start troubleshooting the Data Protector Oracle8/9 integration, check the following: 1. Ensure that the latest official Data Protector patches are installed. Refer to “Verifying Which Data Protector Patches Are Installed” in the HP OpenView Storage Data Protector Installation and Licensing Guide. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported versions, platforms, and other information. 2. Refer to the HP OpenView Storage Data Protector Software Release Notes for a description of general Data Protector limitations, problems and workarounds, and a list of related Data Protector patches. The following sections provide some testing procedures you should perform before calling Data Protector support. In this way you may either resolve the problem yourself or identify the area where the difficulties are occurring. Should you fail when performing a troubleshooting procedure, actions are proposed to help you work around the problem.



Setting Up the Environment Variables If you need to export some variables before starting the Oracle8 Server Manager or Oracle9i SQL Plus, TNS listener, or Recovery Manager, these variables must be exported as described in “Setting, Retrieving and Listing Data Protector Oracle8/9 Configuration Files’ Parameters Using the CLI” on page 15.



Checking Prerequisites Related to the Oracle8/9 Side of the Integration For more detailed information about how to perform any of the following procedures, refer to the Oracle8/9 documentation.
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Integrating Oracle8/9 and Data Protector Troubleshooting 1. Verify that you can access the Oracle8/9 Target Database and that it is opened as follows: Set and : Start the Server Manager (Oracle8) or SQL Plus (Oracle9i) from the directory: bin\svrmgrl Note that with Oracle9i, the sqlplus /nolog command, not the svrmgrl command is used. At the SVRMGR (Oracle8) or SQL (Oracle9i) prompt, type: connect internal select * from dba_tablespaces; exit If this fails, open the Oracle8/9 Target Database. 2. Verify that you can access the recovery catalog (if used) as follows: Set the and the . Start the Server Manager (Oracle8) or SQL Plus (Oracle9i) from the directory: bin\svrmgrl Note that with Oracle9i, the sqlplus /nolog command, not the svrmgrl command is used. At the SVRMGR (Oracle8) or SQL (Oracle9i) prompt, type: connect select * from rcver; exit If this fails, open the recovery catalog. 3. Verify that the TNS listener is correctly configured for the Oracle8/9 Target Database and for the recovery catalog database. This is required for properly establishing network connections: From the directory run the following command:



84



Chapter 1



Integrating Oracle8/9 and Data Protector Troubleshooting Note that with Oracle8i and Oracle9i, the lsnrctl and not the lsnrctl80 command is used. bin\lsnrctl80 status If this fails, startup the TNS listener process and refer to the Oracle8/9 documentation for instructions on how to create a TNS configuration file (LISTENER.ORA). The listener process can be started from the Windows desktop. In the Control Panel, click Services (Windows NT) or Administrative Tools, Services (other Windows systems). Figure 1-22



Checking the Status of the Oracle Listener



a. The status of the respective listener service in the Services window should be Started, otherwise you must start it manually. b. From run: bin\svrmgrl Note that with Oracle9i, the sqlplus /nolog command, not the svrmgrl command is used. At the SVRMGR (Oracle8) or SQL (Oracle9i) prompt, type: connect exit
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Integrating Oracle8/9 and Data Protector Troubleshooting If this fails, refer to the Oracle8/9 documentation for instructions on how to create a TNS configuration file (TNSNAMES.ORA). 4. Verify that the Oracle8/9 Target Database and the recovery catalog database are configured to allow remote connections with system privileges: Set the directory. Start the Server Manager (Oracle8) or SQL Plus (Oracle9i) from the directory: bin\svrmgrl Note that with Oracle9i, the sqlplus /nolog command, not the svrmgrl command is used. At the SVRMGR (Oracle8) or SQL (Oracle9i) prompt, type: connect as SYSDBA exit and bin\svrmgrl connect as SYSDBA Note that with Oracle9i, the sqlplus command, not the svrmgrl command is used. exit Repeat the procedure using SYSOPER instead of SYSDBA. If this fails, refer to the Oracle8/9 documentation for instructions about how to set up the password file and any relevant parameters in the init.ora file. 5. If you are using the recovery catalog database, verify that the Target Database is registered in the recovery catalog: bin\svrmgrl Note that with Oracle9i, the sqlplus command, not the svrmgrl command is used. At the SVRMGR (Oracle8) or SQL (Oracle9i) prompt, type: connect ; select * from db; exit 86
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Integrating Oracle8/9 and Data Protector Troubleshooting If this fails, start the configuration using Data Protector or refer to the Oracle8/9 documentation for details about how to register an Oracle8/9 Target Database in the recovery catalog database. 6. Verify backup and restore directly to disk using a Recovery Manager channel type disk. If you are using the recovery catalog: Set and start Recovery Manager from the directory: bin\rman80 target rcvcat cmd_file=rman_script Note that with Oracle8i and Oracle9i, the rman command, not the rman80 command is used. If you are not using the recovery catalog: Set and start Recovery Manager from the directory: bin\rman80 target nocatalog cmd_file=rman_script Note that with Oracle8i and Oracle9i, the rman command, not the rman80 command is used. An example of the RMAN script is presented below: run {allocate channel ‘dev0’ type disk; backup tablespace format ’\tmp\’;}



After a successful backup, try to restore the backed up tablespace by running the following restore script: run { allocate channel ‘dev0’ type disk; sql ‘alter tablespace offline immediate’; restore tablespace ; recover tablespace ; sql ‘alter tablespace online’ release channel ‘dev0’; }
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Integrating Oracle8/9 and Data Protector Troubleshooting If this fails, refer to the Oracle8/9 documentation for details about how to execute a backup and restore directly to disk using the Recovery Manager.



Configuration Problems IMPORTANT



If you have encountered any errors up to this point when performing the procedures described in the previous section, please contact Oracle8/9 support. The respective tests must be done before you even start checking the Data Protector Oracle8/9 configuration.



1. Verify that the Data Protector software has been installed properly. See “Installing and Upgrading the Oracle8/9 Integration” on page 18 for details. 2. Verify that the Data Protector Database Library is loaded: Once the setup has finished, you need to restart the Oracle8/9 services and verify that the :\\system32\orasbt.dll Data Protector Database Library is loaded. Proceed as follows: a. Switch to the :\\system32 directory and right-click orasbt.dll. b. Select Properties and click the Version tab from the orasbt.dll Properties window. In the Description field, you should see the file described as a part of the Data Protector integration. 3. Perform a filesystem backup of the Oracle8/9 Server system: Perform a filesystem backup of the Oracle8/9 Server system so that you can eliminate any potential communication problems between the Oracle8/9 Server and the Data Protector Cell Manager system. Do not start troubleshooting an online database backup unless you have successfully completed a filesystem backup of the Oracle8/9 Server system. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for details about how to do a filesystem backup. 88
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Integrating Oracle8/9 and Data Protector Troubleshooting 4. Verify the inet startup parameters: Check the Data Protector Inet service startup parameters on the Oracle8/9 Server system. Proceed as follows: a. In the Control Panel, go to Services (Windows NT) or Administrative Tools, Services (other Windows systems). b. In the Services window, select Data Protector Inet, Startup. The service must run under a specified user account. Make sure that the same user is also added to the Data Protector admin user group. Figure 1-23



Checking the Inet Start-Up Parameters:



5. Examine the system errors The system errors are reported in the \log\debug.log file on the Oracle8/9 Server system.
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Integrating Oracle8/9 and Data Protector Troubleshooting



Backup Problems At this stage, you should have performed all the verification steps described in the previous sections. After this, proceed as follows: 1. Check your Oracle8/9 Server configuration: To check the Oracle8/9 Server configuration, start the following command on the Oracle8/9 Server system: \bin\util_oracle8.exe -CHKCONF The *RETVAL*0 indicates successful configuration.



IMPORTANT



It is possible to receive a *RETVAL*0 even though the backup still fails. This can happen due to the fact that the backup owner is not the Oracle dba user.



2. Verify Data Protector internal data transfer using the testbar2 utility. Before you run the testbar2 utility, verify that the Cell Manager name is correctly defined on the Oracle8/9 Server system. Check the \Config\Cell\Cell_Server file, which contains the name of the Cell Manager system. Then run the following command: \bin\testbar2 -type:Oracle8 -appname: -bar: -perform:backup



Switch to the Data Protector Manager and examine the errors reported by the testbar2 utility by clicking the Details button in the Data Protector Monitor context. If the messages indicate problems on the Data Protector side of the integration, proceed as follows: Create an Oracle8/9 backup specification to back up to a null device or file. If the backup succeeds, the problem may be related to the backup devices. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions on troubleshooting devices.
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Integrating Oracle8/9 and Data Protector Troubleshooting Data Protector reports “Export of the Recovery Catalog Database Failed” when backing up Oracle 9i Problem



The following errors are listed in the Data Protector monitor: EXP-00008: ORACLE error 6550 encountered ORA-06550: line 1, column 13: PLS-00201: identifier 'SYS.LT_EXPORT_PKG' must be declared ORA-06550: line 1, column 7: PL/SQL: Statement ignored EXP-00083: The previous problem occurred when calling SYS.LT_EXPORT_PKG.schema_info_exp . exporting statistics Export terminated successfully with warnings. [Major] From: ob2rman.exe@machine "MAKI"



Time: 10/01/01 16:07:53



Export of the Recovery Catalog Database failed.



Action



Log in to Oracle9i SQL Plus and grant the execute permission to the Oracle9i LT_EXPORT_PKG as follows (make sure that the user sys has the SYSDBA permission granted beforehand): sqlplus ‘sys/@CDB as sysdba’ SQL> grant execute on sys.lt_export_pkg to public; Restart the failed backup session. Backup Fails After a Point in Time Restore and Recovery



Problem



Backup fails after a Point in time restore and recovery was performed and the following error is displayed: RMAN-06004: ORACLE error from recovery catalog database: RMAN-20003: target database incarnation not found in recovery catalog



Action



Connect to the target and recovery catalog database using RMAN and reset the database: rman target rcvcat RMAN> RESET DATABASE; RMAN> exit Chapter 1
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Restore Problems At this stage, you should have performed all the verification steps described in the previous sections. After this, proceed as follows: 1. Verify that an object exists on the backup media: This can be done by executing: \bin\omnidb -oracle8 “” -session “” -media on the Oracle8/9 Server system. The output of the command lists detailed information about the specified Oracle8/9 object, as well as the session IDs of the backup sessions containing this object and a list of the media used. For detailed syntax of the omnidb command, run: \bin\omnidb -help 2. Simulate a restore session Once you know the information about the object to be restored, you can simulate a restore using the Data Protector testbar2 utility. Before you run testbar2, verify that the Cell Manager name is correctly defined on the Oracle8/9 Server system. Check the \Config\Cell\Cell_Server file, which contains the name of the Cell Manager system. Test Data Protector internal data transfer using the testbar2 utility: \bin\testbar2 -type:Oracle8 -appname: -perform:restore -object: -version: -bar:



IMPORTANT



The hostname should not be specified in the object option. It is automatically provided by testbar2.



You should see only NORMAL messages displayed on your screen, otherwise examine the errors reported by the testbar2 utility by clicking the Details button in the Data Protector Monitor context. 92
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Integrating Oracle8/9 and Data Protector Troubleshooting If the messages indicate problems on the Data Protector side of the integration, proceed as follows: Run the omnidb command to view the objects in the database. 3. Ensure that the database is in the correct state. If you are trying to restore a database item using the Data Protector Restore GUI for Oracle and the GUI hangs try one of the following: • If you are restoring the control file the database should be in the NoMount state. Open a command window and enter the following: sqlplus/nolog SQL>connect/as sysdba SQL>shutdown immediate SQL>startup nomount



• If you are restoring datafiles the database should be in the Mount state. Open a command window and enter the following: sqlplus/nolog SQL>connect/as sysdba SQL>shutdown immediate SQL>startup mount



4. Check your environment variables. The message below sometimes appears when you are restoring database items to a new host: ”Binary util_orarest is missing. Cannot get information from the remote host.” To resolve this problem do as follows: a. Close Data Protector. b. Set the environment variable on the system where the Cell Manager resides: OB2_ORARESTHOSTNAME = 
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Integrating Oracle8/9 and Data Protector Troubleshooting c. Restart Data Protector and try to restore the database items again. d. When the restore is complete, close Data Protector and re-set the following environment variable: OB2_ORARESTHOSTNAME = e. Restart Data Protector. 5. Try using the RMAN CLI to restore the database items. If there is a problem you cannot resolve while you are trying to restore a database item using the Data Protector Restore GUI for Oracle try using the RMAN CLI to restore the database items. For information about using the CLI see “Restoring Oracle8/9 Using RMAN” on page 72 6. Try putting the database into the Open state manually after using the Data Protector Restore GUI for Oracle to recover and restore a Zero Downtime Backup or Standalone Backup session. If you have used the Data Protector Restore GUI for Oracle to recover and restore a Zero Downtime Backup (ZDB) session or a standalone backup, and you see the following error message: Oracle Error: ORA-1589: must use RESETLOGS or NORESETLOGS option for database open. Open a SQLplus window and use the following command: SQL>sqlplus/nolog SQL>connect as sysdba SQL>alter database open no resetlogs/resetlogs;



If this does not work try using the following command: SQL>alter database open resetlogs;
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Integrating Oracle8/9 and Data Protector Troubleshooting “Binary util_orarest failed” error message is displayed when browsing Oracle9 database for restore on Linux Problem



The following error message is displayed when browsing Oracle9 database for restore on Linux: Binary util_orarest failed. Cannot get information from the remote host.



Action



Replace the util_orarest.exe utility with the new util_orarest9.exe (both located in the /usr/omni/bin directory on Linux): 1. Rename the util_orarest.exe to util_orarest.exe.orig 2. Rename the util_orarest9.exe to util_orarest.exe
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Examples of an Oracle8/9 Database Restore This section describes some examples of how you can restore an Oracle8/9 database. The following examples of restore are given: • Full database restore • Point-in-time restore • Tablespace restore • Datafile restore • Archive log restore • Control files restore



IMPORTANT



The restore of an Oracle8/9 database is performed using the RMAN utility, which is not a part of Data Protector. This section only describes examples of how you can perform a restore. The examples provided do not apply to all situations where a restore is needed. For additional information on how you can restore an Oracle8/9 database using the RMAN utility, refer to the Oracle documentation.



Preparing the Oracle8/9 Database for Restore The restore of an Oracle8/9 database can be performed when the database is in a mount (quiescent) mode. However, when you are performing the restore of tablespaces or datafiles, only a part of the Oracle8/9 database can be put offline. Prerequisites



The following requirements must be met before you start a restore of an Oracle8/9 database: • If you are using a recovery catalog database, make sure that the database is running. If the recovery catalog database cannot be brought online, you will probably need to restore the database. Refer to “Restoring Oracle8/9 Databases” on page 58 for details on how to restore the recovery catalog database.
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Integrating Oracle8/9 and Data Protector Examples of an Oracle8/9 Database Restore • If you are using control files, they must be accessible in order to perform the restore. If the control files are not available, you will probably need to restore them. Refer to “Control File Restore” on page 105 for details on how to restore the control files. If you have to perform a restore of the recovery catalog database or control files, you must perform this restore first. Only then can you perform a restore of other parts of the Oracle8/9 database. When you are sure that the recovery catalog database or control files are in place, start the recovery catalog database and the listener. • Make sure that the following environment variables are set: ✓ ORACLE_BASE ✓ ORACLE_HOME ✓ ORACLE_TERM ✓ ORACLE_SID ✓ PATH ✓ NLS_LANG ✓ NLS_DATE_FORMAT Example of Environment Variables



ORACLE_BASE= ORACLE_HOME=\product\8.1.6 ORACLE_TERM=hp ORACLE_SID=PROD PATH=$PATH:\product\8.1.6\bin NLS_LANG=american NLS_DATE_FORMAT=’Mon DD YYYY HH24:MI:SS’ • Check that the /etc/oratab file has the following line: PROD:\product\8.1.6:N The last letter determines whether the database will automatically start upon bootup (Y) or not (N).
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Examples of Oracle8/9 Database Restore In the examples below, the following connection strings are used: • Target connection string for target database: sys/manager@PROD where sys is the username, manager is the password and PROD is the name of the Oracle8/9 database. • Recovery catalog connection string for recovery catalog database: rman/rman@CATAL where rman is the username and password and CATAL is the name of the Oracle8/9 database. Full Database Restore To perform a full database recovery, you also need to restore and apply all the archive logs. To perform a full database restore, follow the steps below: 1. Log in to the Oracle 8/9 RMAN: a. If you are using the recovery catalog database, run the following command: \bin\rman target sys/manager@PROD rcvcat rman/rman@CATAL b. If you are using control files, run the following command: \bin\rman target sys/manager@PROD nocatalog 2. Start the full database restore: run{ allocate channel type ‘’ parms ‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=)’; restore database; recover database; sql ‘alter database open’;
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Integrating Oracle8/9 and Data Protector Examples of an Oracle8/9 Database Restore



release channel ; } You can also save the script into a file and perform a full database restore using the saved files. The procedure in such cases is as follows: 1. Create a file restore_database in the \tmp directory. 2. Start the full database restore. a. If you are using the recovery catalog database, run the following command: \bin\rman target sys/manager@PROD rcvcat rman/rman@CATAL cmdfile=\tmp\restore_datafile b. If you are using control files, run the following command: \bin\rman target sys/manager@PROD nocatalog cmdfile=\tmp\restore_datafile Point-in-Time Restore To perform a point-in-time restore, you also need to restore and apply the archive logs to the specified point in time. To perform a point-in-time database restore, follow the steps below: 1. Log in to the Oracle 8/9 RMAN: a. If you are using the recovery catalog database, run the following command: \bin\rman target sys/manager@PROD rcvcat rman/rman@CATAL b. If you are using control files, run the following command: \bin\rman target sys/manager@PROD nocatalog 2. Start the point-in-time restore: run{ allocate channel type ‘’ parms ‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=)’;
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set until time ‘Mar 14 2001 11:40:00’; restore database; recover database; sql ‘alter database open’; release channel ; } 3. After you have performed a point-in-time restore, reset the database in the Recovery Catalog. You can also save the script into a file and perform a point-in-time restore using the saved files. Follow the steps below: 1. Create a file restore_PIT in the \tmp directory. 2. Start the point-in-time restore. a. If you are using the recovery catalog database, run the following command: \bin\rman target sys/manager@PROD rcvcat rman/rman@CATAL cmdfile=\tmp\restore_PIT b. If you are using control files, run the following command: \bin\rman target sys/manager@PROD nocatalog cmdfile=\tmp\restore_PIT
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Integrating Oracle8/9 and Data Protector Examples of an Oracle8/9 Database Restore Tablespace Restore If a table is missing or corrupted, you need to perform a restore of the entire tablespace. To restore a tablespace, you may take only a part of the database offline, so that the database does not have to be in the mount mode. You can use either a recovery catalog database or control files to perform a tablespace restore. Follow the steps below: 1. Log in to the Oracle 8/9 RMAN: a. If you are using the recovery catalog database, run the following command: \bin\rman target sys/manager@PROD rcvcat rman/rman@CATAL b. If you are using control files, run the following command: \bin\rman target sys/manager@PROD nocatalog 2. Start the tablespace restore. a. If the database is in the open state, the script to restore the tablespace should have the following format: run{ allocate channel type ‘’ parms ‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=)’; sql ‘alter tablespace “TEMP” offline immediate’; restore tablespace ‘TEMP’; recover tablespace ‘TEMP’; sql ‘alter tablespace “TEMP” online’; release channel ; } b. If the database is in the mount state, the script to restore the tablespace should have the following format: run{ allocate channel type ‘’ parms ‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=)’; restore tablespace ‘TEMP’;
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recover tablespace ‘TEMP’; release channel ; } You can also save the script into a file and perform a tablespace restore using the saved files. The procedure in such cases is as follows: 1. Create a file restore_TAB in the \tmp directory. 2. Start the tablespace restore. a. If you are using the recovery catalog database, run the following command: \bin\rman target sys/manager@PROD rcvcat rman/rman@CATAL cmdfile=\tmp\restore_TAB b. If you are using control files, run the following command: \bin\rman target sys/manager@PROD nocatalog cmdfile=\tmp\restore_TAB Datafile Restore To restore a datafile, you may take only a part of the database offline. To perform a datafile restore, follow the steps below: 1. Log in to the Oracle 8/9 RMAN: a. If you are using the recovery catalog database, run the following command: \bin\rman target sys/manager@PROD rcvcat rman/rman@CATAL b. If you are using control files, run the following command: \bin\rman target sys/manager@PROD nocatalog
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Integrating Oracle8/9 and Data Protector Examples of an Oracle8/9 Database Restore 2. Start the datafile restore: a. If the database is in an open state, the script to restore the datafile should have the following format: run{ allocate channel type ‘’ parms ‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=)’; sql ‘alter database datafile ‘\data\oradata\DATA\temp01.dbf’ offline; restore datafile ‘\data\oradata\DATA\temp01.dbf’; recover datafile ‘\data\oradata\DATA\temp01.dbf’; sql ‘alter database datafile ‘\data\oradata\DATA\temp01.dbf’ online; release channel ; } b. If the database is in a mount state, the script to restore the datafile should have the following format: run{ allocate channel type ‘’ parms ‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=)’; restore datafile ‘\data\oradata\DATA\temp01.dbf’; recover datafile ‘\data\oradata\DATA\temp01.dbf’; release channel ; } You can also save the script into a file and perform a datafile restore using the saved files. The procedure in such cases is as follows: 1. Create a file restore_dbf in the \tmp directory.
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Integrating Oracle8/9 and Data Protector Examples of an Oracle8/9 Database Restore 2. Start the datafile restore. a. If you are using the recovery catalog database, run the following command: \bin\rman target sys/manager@PROD rcvcat rman/rman@CATAL cmdfile=\tmp\restore_dbf b. If you are using control files, run the following command: \bin\rman target sys/manager@PROD nocatalog cmdfile=\tmp\restore_dbf Archive Log Restore To restore an archive log, follow the steps below: 1. Login to the Oracle 8/9 RMAN: a. If you are using the recovery catalog database, run the following command: \bin\rman target sys/manager@PROD rcvcat rman/rman@CATAL b. If you are using control files, run the following command: \bin\rman target sys/manager@PROD nocatalog 2. Start the archive log restore: run{ allocate channel type ‘’ parms ‘ENV=(OB2BARTYPE=Oracle8,OB2APPNAME=)’; restore archivelog all; release channel ; } You can also save the script into a file and perform an archive log restore using the saved files. The procedure in such cases is as follows: 1. Create a file restore_arch in the \tmp directory.
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Integrating Oracle8/9 and Data Protector Examples of an Oracle8/9 Database Restore 2. Start the archive log restore. a. If you are using the recovery catalog database, run the following command: \bin\rman target sys/manager@PROD rcvcat rman/rman@CATAL cmdfile=\tmp\restore_arch b. If you are using control files, run the following command: \bin\rman target sys/manager@PROD nocatalog cmdfile=\tmp\restore_arch Control File Restore The restore and recovery procedure of Oracle 8/9 control files is a very delicate operation, which depends on whether you are using the recovery catalog or control file as a central repository and on the version of the Oracle database you are using. For detailed steps to perform the restore of control files, please refer to the Recovery Manager User’s Guide and Reference.
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Integrating SAP R/3 and Data Protector In This Chapter



In This Chapter This chapter explains how to install, configure, and use the HP OpenView Storage Data Protector SAP R/3 integration. It explains the concepts and methods that you need to understand in order to back up and restore SAP R/3 databases. It is organized into the following sections: “Overview” on page 109 “Prerequisites and Limitations” on page 111 “Integration Concept” on page 113 “Data Protector SAP R/3 Configuration File” on page 122 “Installing and Upgrading the Data Protector SAP R/3 Integration” on page 128 “Configuring the Integration” on page 131 “Backing Up an SAP R/3 Database” on page 154 “Restoring an SAP R/3 Database” on page 161 “Monitoring an SAP R/3 Backup and Restore” on page 167 “Configuring the Integration as Cluster-Aware” on page 168 “Troubleshooting” on page 173 “Example of SAP R/3 Database Restore” on page 184
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Integrating SAP R/3 and Data Protector Overview



Overview Data Protector integrates with the SAP R/3 Database Server to offer online backup of your SAP R/3 databases. If the SAP R/3 system uses an Oracle database, then the Data Protector SAP R/3 integration can be used for backup. If any other database is used by SAP, then the corresponding Data Protector integration of that database (for example, Informix) must be used instead. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for up-to-date information about platforms supported by the integration. The online backup concept is now widely accepted because it addresses the business requirements of high application availability. During backup, the database is online and actively used. The backup is performed quickly and efficiently, with the least possible impact on database performance. The SAP R/3 part of the integration provides storage management utilities. These utilities communicate with Data Protector via the Data Protector backint executable, which complies with the SAP R/3 backup interface. Using Data Protector with the SAP R/3 Database Server offers several advantages over using SAP R/3 alone: • Central Management for all backup operations You can manage backup operations from a central point. This is especially important in large business environments. • Media Management Data Protector has an advanced media management system that allows you to keep track of all media and the status of each medium, set the protection for stored data, fully automate operations as well as organize and manage devices and media. • Scheduling Data Protector has a built-in scheduler that allows you to automate backups to run periodically. With the Data Protector scheduler, the backups you configure run unattended at the periods you specify.
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Integrating SAP R/3 and Data Protector Overview • Local versus Network Backups When configuring an SAP R/3 backup, the location of devices is completely transparent to the user. They can be connected to the SAP R/3 Database Server or any other Data Protector clients on the network. • Device Support Data Protector supports a wide range of devices, from standalone drives to complex multiple drive libraries. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported devices and other information. • Monitoring Data Protector has a feature that allows you to monitor currently running sessions and view finished sessions from any system that has the Data Protector User Interface installed. All backup sessions are logged in the built-in IDB, providing you with a history of activities that can be queried at a later time.
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Prerequisites and Limitations This section provides you with a list of prerequisites and limitations you must be aware of before using the integration. Prerequisites



• The database used by SAP R/3 must be an Oracle database. If any other database is used by SAP, then the corresponding Data Protector integration of that database (for example, Informix) must be used instead. • You need a license to use the Data Protector SAP R/3 integration. See the HP OpenView Storage Data Protector Installation and Licensing Guide for licensing instructions. • Before you begin, ensure that you have correctly installed and configured the SAP R/3 Database Server and Data Protector. For additional information, refer to the: ✓ HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported versions, platforms, devices, and other information. ✓ HP OpenView Storage Data Protector Installation and Licensing Guide for instructions on how to install Data Protector on various architectures. ✓ HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to configure and run backups. ✓ SAP R/3 System Online Documentation for instructions on how to install and configure the SAP R/3 database and the SAP R/3 backup and restore tools (BRBACKUP, BRRESTORE, and BRARCHIVE).



Limitations



See the HP OpenView Storage Data Protector Software Release Notes for a list of general Data Protector limitations. The following is a list of integration-specific limitations: • Do not use double quotes (" ") in object-specific pre-exec and post-exec commands. These commands are optionally entered as integration-specific options during the creation of backup specifications.
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Integrating SAP R/3 and Data Protector Prerequisites and Limitations • Do not configure RMAN Offline SAP R/3 backups using the Internal user since the backups will not work.
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Integrating SAP R/3 and Data Protector Integration Concept



Integration Concept This integration links SAP R/3 backup utilities (BRTOOLS) with Data Protector. SAP R/3 backup utilities provide an interface between an SAP R/3 Database Server and media management applications, like Data Protector. They enable the backup or restore of the following SAP R/3 data objects: • data files • control files • online redo logs • offline (archived) redo logs • SAP R/3 logs and parameter files Because SAP R/3 Database Servers run on top of Oracle databases, the SAP R/3 backup objects are very similar to those of Oracle. The main difference is that SAP R/3 backup utilities hide the database from Data Protector, which sees those objects as plain files. Version 4.5 and higher of the SAP R/3 backup utilities allows Oracle8 data files to be backed up directly using the Oracle8 Recovery Manager (hereinafter RMAN), as well as using the Data Protector Oracle8 Integration. This is very useful because RMAN supports incremental backups, and thus the backup time and the amount of backed up data can be significantly reduced. This mode of SAP R/3 backup and restore will be referred to as RMAN mode in the rest of this chapter. The previous mode (where data files were backed up as plain files) will be referred to as the backint mode. SAP R/3 Backup Utilities



SAP R/3 backup utilities are the following: • BRBACKUP This utility performs online and offline backup of control files, data files, and online redo log files. Additionally, BRBACKUP saves the profiles and logs relevant for a particular backup session. • BRARCHIVE This utility performs backups of the offline (archived) redo logs, written by Oracle to the archiving directory.
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Integrating SAP R/3 and Data Protector Integration Concept • BRRESTORE This utility restores the backed up data using the BRBACKUP and BRARCHIVE utilities. These backup utilities can be started directly using Data Protector, or interactively using SAPDBA, which is an SAP R/3 administration utility.



NOTE



Data Protector supports all SAP BRTOOLS options that are also supported by backint, except for the BRARCHIVE -b and BRBACKUP -a options.



Data Protector Integration Software



The Data Protector integration software consists of the following components, as depicted in Figure 2-1 on page 115. • The backint program is a backup interface between the Data Protector software and the SAP R/3 backup and restore tools. It is started using BRBACKUP or BRARCHIVE during a backup session, and BRRESTORE during a restore session. • The sapback program performs the actual backup of files. • The saprest program performs the actual restore of files. • The omnisap.exe program is used by Data Protector to start the SAP R/3 backup tools. • The testbar2 utility checks the Data Protector part of the integration. • The util_sap.exe program is used by Data Protector to configure the integration. • The configuration file on the Cell Manager system contains data needed by Data Protector to run backups and restores.



114



Chapter 2



Integrating SAP R/3 and Data Protector Integration Concept Figure 2-1
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The Data Protector Session Manager, which is the Data Protector Backup Session Manager during backup or the Data Protector Restore Session Manager during restore.



Database Library



The interface between SAP R/3 Server processes and Data Protector



IDB



The IDB, which stores information about Data Protector sessions, such as session messages, and information about objects, data, used devices, and media.



MA



The Data Protector Media Agent



SAP R/3 Architecture



Depending on the backup mode, there are two possible backup scenarios (backint mode or RMAN mode) that can be used.



Backup Flow Using backint



The backup session undergoes the following stages if the backup is performed in backint mode. Refer to Figure 2-2 for details.
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NOTE



It is not possible to perform an incremental backup in backint mode.



Figure 2-2
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Data Protector Backup Media Agent
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Integrating SAP R/3 and Data Protector Integration Concept Table 2-2
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Data Protector Restore Media Agent



GUI/CLI



Data Protector User Interface



1. The backup session can be started using the Data Protector GUI, or interactively using the SAP R/3 utilities. If the backup session is started using the Data Protector User Interface (or using the scheduler), then the Backup Session Manager (BSM) is started. The BSM then reads the appropriate Data Protector backup specification, checks if the devices are available, and starts the omnisap.exe program on the SAP R/3 Database Server. The omnisap.exe program exports the appropriate environment variables and starts either the BRBACKUP or BRARCHIVE utilities. These utilities then initiate the first backint command to back up the Oracle Target Database’s data files and the control files (BRBACKUP) or to back up archived redo log files (BRARCHIVE). If the backup is started interactively using the SAPDBA program, then the BRBACKUP or BRARCHIVE utilities are started directly. 2. BRBACKUP does the following: • Automatically changes the state of the Oracle Target Database (opened or closed), according to the backup type (online or offline). • Switches the Oracle Target Database to the ARCHIVELOG mode before the backup. The archived redo log files are written to the archiving directory by Oracle and are backed up later using BRARCHIVE. • Writes the BRBACKUP log during the backup session, with information about the backup file and the backup ID. These logs must be available in order to determine the location of the database files and archived redo log files during restores. • Sets the tablespace mode (BEGIN / END BACKUP) in the case of online backup using backint. In this way, the SAP R/3 locks the tablespace just before it is backed up, and opens the tablespace immediately after the backup is completed. The tablespaces are therefore locked for a minimal amount of time.
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Integrating SAP R/3 and Data Protector Integration Concept 3. The backint program obtains the SAP R/3 configuration from the Cell Manager, divides the files for backup into subsets (provided that the specified concurrency is greater than 1) and starts the sapback program for each subset. Each sapback process connects to the BSM, which then starts Media Agents on the corresponding client systems and establishes a connection between the sapback processes and Media Agents. Data transfer can begin at this point. The sapback processes read data from disks and send it to Media Agents. The first backint program stops as soon as all sapback processes have finished and control is returned to the parent process, either the BRBACKUP or BRARCHIVE utility. The second backint command is initiated by either the BRBACKUP or BRARCHIVE command. This command attempts to back up the SAP R/3 log files and parameter files (in the case of BRBACKUP), or the archived redo logs (in the case of BRARCHIVE) that have been created since the first backint command. If new archived redo logs have been created, they are backed up and another backint command is started. Otherwise, the SAP R/3 log files and the parameter files are backed up, and the second backint program is started using BRBACKUP. Therefore, more than two backint commands may be initiated by BRARCHIVE, while there are only two backint commands initiated by BRBACKUP.



NOTE



The total number of sapback processes started in one session using Data Protector is limited to 256.



4. Media Agents finish transferring data when all the sapback processes are complete. When all of the Media Agents have finished data transfer, the BSM waits for a timeout (SmWaitForNewClient global variable) and completes the backup session, as long as no backint is started within this time frame. Backup Flow Using Recovery Manager



A backup session using RMAN mode differs from a backup session in backint mode in step 3. Refer to Figure 2-3 on page 120 for details.
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Integrating SAP R/3 and Data Protector Integration Concept BRBACKUP starts RMAN, which then connects to the Data Protector Database Library via the Oracle8 Server processes. The Database Library provides a connection to the Data Protector BSM, which starts Media Agents and establishes a connection between the Oracle8 Server and Media Agents. The data transfer begins at this point. The Oracle8 Server sends data to Media Agents, which then write the data to the media. Once the Oracle8 Target Database’s data files have been written to the media, the respective Oracle8 Server processes are completed, and so, subsequently, is RMAN. The backup control is now returned to BRBACKUP, which starts the first backint command to back up the Oracle8 Target Database’s control file and the SAP R/3 log files. Archive logs are backed up in the same manner as in backint mode.
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Integrating SAP R/3 and Data Protector Integration Concept Figure 2-3



SAP R/3 Architecture: RMAN Mode SAP Backup Specification
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Restore Flow Using Backint
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SAP R/3 restore can be initiated using Data Protector, or interactively using the SAP R/3 utilities. However, only a standard filesystem restore is performed using Data Protector. The restore session proceeds according to the following stages if the restore is performed in backint mode.
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Integrating SAP R/3 and Data Protector Integration Concept 1. Using the SAPDBA utility, the objects to be restored are selected. 2. The BRRESTORE first checks whether the required free disk space is available to allow the files to be restored. It then starts the first backint command to restore the Oracle Target Database’s data files. The backint command reads the SAP R/3 configuration file, divides the files for restore into subsets (provided that the specified concurrency is greater than 1) and starts the saprest process for each subset. The first saprest process starts the Data Protector Restore Session Manager (RSM), while the subsequent saprest processes connect to the same RSM. In addition, the saprest process checks whether the specified objects have been backed up. The RSM checks the availability of the restore devices, starts Media Agents and establishes a connection between the saprest processes and Media Agents. Data transfer begins at this stage. Data is sent from the media to the target disks. The Media Agent finishes as soon as all saprest processes connected to it are completed. 3. When all the Media Agents have finished, the RSM waits for a timeout (SmWaitForNewClient global variable) and completes the restore session, if no backint is started within this time frame. Restore Flow Using Recovery Manager



A restore session using RMAN differs from a restore session using the backint mode in the step 2 as follows: BRRESTORE starts RMAN in order to restore the Oracle8 Target Database data files. RMAN then connects to the Data Protector Database Library via the Oracle8 Server processes.
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Integrating SAP R/3 and Data Protector Data Protector SAP R/3 Configuration File



Data Protector SAP R/3 Configuration File Data Protector stores the SAP R/3 integration parameters for every configured SAP R/3 instance in the /etc/opt/omni/integ/config/SAP/% file (HP-UX and Solaris systems), or in the \Config\integ\config\sap\% file (Windows systems) on the Cell Manager. The parameters stored are: • Oracle home directory • encoded connection string to the target database • BRTOOLS home directory • the variables which need to be exported prior to starting a backup • concurrency number and balancing (for each backup specification), and number of channels for RMAN backup • speed parameters (time needed for a specific file to back up - in seconds) • manual balancing parameters The configuration parameters are written to the Data Protector SAP R/3 configuration file: • during configuration of the integration • during creation of a backup specification • when the configuration parameters are changed



IMPORTANT



To avoid problems with your backups, take extra care to ensure the syntax and punctuation of your configuration file match the examples.
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NOTE



You can set up the parameters in the Environment section (sublist) of the file by referring to other environment variables in the following way: SAPDATA_HOME=${ORACLE_HOME}/data



Syntax



The syntax of the Data Protector SAP R/3 configuration file is as follows: ORACLE_HOME=''; ConnStr=''; BR_directory='; SAPDATA_HOME=''; Environment={ [='';] [=''; ...] } SAP_Parameters={=('-concurrency ' | '-time_balance' | '-load_balance' | '-manual_balance' | '-channels '); } speed={ AVERAGE=1; ''=; } compression={''=; } manual_balance={={''=; } }
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Integrating SAP R/3 and Data Protector Data Protector SAP R/3 Configuration File Example



This is an example of the file: ORACLE_HOME='/app/oracle805/product'; ConnStr='EIBBKIBBEIBBFIBBGHBBOHBBQDBBOFBBCFBBPFBBCFBBIFBBGFBBDGBBB FBBCFBBDFBBCFBB'; BR_directory='/usr/sap/ABA/SYS/exe/run'; SAPDATA_HOME='/sap'; Environment={



}



SAP_Parameters={ sap_weekly_offline=('-concurrency 1','-no_balance'); sap_daily_online=('-concurrency 3','-load_balance'); sap_daily_manual=('-concurrency 3','-manual_balance'); } speed={ AVERAGE=1; '/file1'=2345; '/file2'=6789; } compression={ '/file1'=1234; '/file2'=5678; } manual_balance={ sap_daily_manual={ '/file1'=1; /* file 1 is backed up by the first sapback */ '/file2'=2; /* file 2 is backed up by the second sapback */ '/file3'=1; /* file 3 is backed up by the first sapback */ '/file4'=1; } }
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Setting, Retrieving, Listing and Deleting Data Protector SAP R/3 Configuration File Parameters Using the CLI The Data Protector SAP R/3 configuration file parameters are normally written to the Data Protector SAP R/3 configuration file after: • the configuration of the SAP R/3 instance in Data Protector is completed. • a new backup specification is created. • a backup that uses balancing by time algorithm is completed. The util_cmd Command



You can set, retrieve, list or delete the Data Protector SAP R/3 configuration file parameters using the util_cmd -putopt (setting a parameter), util_cmd -getopt (retrieving a parameter) or util_cmd -getconf (listing all parameters) command on the Data Protector SAP R/3 client. The command resides in the \bin directory.



The util_cmd Synopsis



The syntax of the util_cmd command is as follows: util_cmd -getconf[ig] SAP [-local ] util_cmd -getopt[ion] [SAP ] [-sub[list] ] [-local ] util_cmd -putopt[ion] [SAP ] [] [-sub[list] ] [-local ] Where: is the name of the parameter is the value for the parameter [-sub[list] ] specifies the sublist in the configuration file to which a parameter is written to or taken from. [-local ] specifies one of the following: • When it is used with the -getconf[ig] option, the filename for the output of the command to be written to (if the -local option is not specified, the output is written to the standard output).
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Integrating SAP R/3 and Data Protector Data Protector SAP R/3 Configuration File • When it is used with the -getopt[ion], the filename of the file from which the parameter and its value are to be taken and then written to the standard output (if the -local option is not specified, the parameter and its value are taken from the Data Protector SAP R/3 configuration file and then written to the standard output). • When it is used with the -putopt[ion] option, the filename for the output of the command to be written to (if the -local option is not specified, the output is written to the Data Protector SAP R/3 configuration file).



NOTE



If you are setting the option_value parameter as a number, the number must be put in single quotes, surrounded by double quotes.



Return Values



The util_cmd command displays a short status message after each operation (writes it to the standard error): • Configuration read/write operation successful. This message is displayed when all the requested operations have been completed successfully. • Configuration option/file not found. This message appears when either an option with the specified name does not exist in the configuration, or the file specified as the -local parameter does not exist. • Configuration read/write operation failed. This message is displayed if any fatal errors occurred, for example: the Cell Manager is unavailable, the Data Protector SAP R/3 configuration file is missing on the Cell Manager, etc.



Setting Parameters



To set the Data Protector OB2OPTS and the Oracle8 NLS_LANG parameters for the SAP R/3 instance ICE, use the following commands on the Data Protector SAP R/3 client: \bin\util_cmd -putopt SAP ICE OB2OPTS '-debug 1-200 INSTANCE.txt' -sublist Environment \bin\util_cmd -putopt SAP ICE NLS_LANG 'AMERICAN_AMERICA.US7ASCII' -sublist Environment
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\bin\util_cmd -putopt SAP ICE NLS_LANG “'10'” -sublist Environment Retrieving Parameters



To retrieve the value of the OB2OPTS parameter for the SAP R/3 instance ICE, use the following command on the Data Protector SAP R/3 client: \bin\util_cmd -getopt SAP ICE OB2OPTS -sublist Environment



Listing Parameters To list all the Data Protector SAP R/3 configuration file parameters for the SAP R/3 instance ICE, use the following command on the Data Protector SAP R/3 client: \bin\util_cmd -getconf SAP ICE Deleting Parameters



To remove the value of the OB2OPTS parameter for the SAP R/3 instance ICE, use the following command on the Data Protector SAP R/3 client: \bin\util_cmd -putopt SAP ICE OB2PTS -sublist Environment
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Integrating SAP R/3 and Data Protector Installing and Upgrading the Data Protector SAP R/3 Integration



Installing and Upgrading the Data Protector SAP R/3 Integration Prerequisites



You have to stop all Oracle8 or SAP R/3 services before you install or upgrade Data Protector, and start them again after the installation or upgrade. This way the Data Protector Database Library :\\system32\orasbt.dll will be correctly loaded once the Data Protector installation is finished. To stop the Oracle8 services, proceed as follows: 1. In the Control Panel, go to Services (Windows NT) or Administrative Tools, Services (other Windows systems). 2. In the Services list, select all Oracle8 services and then click the Stop button.



Figure 2-4



Terminating Oracle8 Services



Upgrading



The SAP R/3 integration is upgraded automatically during the client upgrade. After the upgrade procedure has completed, some additional steps have to be performed manually to finish the upgrade. For the upgrade procedure, refer to “Upgrading to Data Protector A.05.10” in the HP OpenView Storage Data Protector Installation and Licensing Guide.
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Install the Data Protector software on your SAP R/3 Database Server following the instructions given in the HP OpenView Storage Data Protector Installation and Licensing Guide.



Which Components Should I Install?



Install the following components: • SAP R/3 Integration • Oracle8 Integration Install this component if you intend to use the Oracle8 Recovery Manager to back up the SAP R/3 database files. • User Interface Install this component to gain access to the Data Protector GUI and the Data Protector CLI on the system. • Disk Agent Data Protector requires a Disk Agent to be installed on Backup Servers (clients with (filesystem) data to be backed up). Install the Disk Agent for two reasons:



Why Install the Disk Agent?



To run a filesystem backup of the SAP R/3 Database Server. Run this backup (a test backup) before configuring your integration and resolve all problems related to the SAP R/3 Database Server and Data Protector. To run a filesystem backup of data that cannot be backed up using the SAP R/3 Database Server. • Media Agent Install this component on Drive Servers (clients with connected devices). If you are installing the Data Protector Cell Manager on the SAP R/3 database Server system, you must select SAP R/3 Integration during the Cell Manager setup. Other required software components are selected by default.
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Integrating SAP R/3 and Data Protector Installing and Upgrading the Data Protector SAP R/3 Integration Figure 2-5



Installing the SAP R/3 Integration Module



Verifying the Installation



Once the installation has completed, you can verify it. For the procedure, refer to “Verifying Data Protector Installation” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



What’s Next?



You have now successfully installed Data Protector software on the SAP R/3 Database Server system. The integration is not yet ready for use. The next section gives you instructions on the procedure for configuring the integration to make it ready for use.
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Configuring the Integration Configuring the Data Protector SAP R/3 integration consists of these steps: 1. If you intend to use the Oracle8 Recovery Manager to backup the SAP R/3 database files, install and configure the Data Protector Oracle8 integration. When the Data Protector Oracle8 integration is configured, it is recommended to run a test Data Protector Oracle8 backup using the Oracle8 Recovery Manager. Refer to the HP OpenView Storage Data Protector Integration Guide for information on how to do this. If the test backup fails, refer to the “Troubleshooting” section of the same guide to resolve the problems. 2. Configure the SAP R/3 Database Server. 3. Configure the SAP R/3 backup.



Configuring an SAP R/3 Database Server Before You Begin



It is recommended that you configure and run a Data Protector test filesystem backup of the SAP R/3 Database Server (a client system in the Data Protector cell). In case of problems, this type of backup is much easier to troubleshoot than the integration itself. A test filesystem backup includes installing a Disk Agent on the SAP R/3 Database Server. Any device can be used for the test purposes only. Configure a standard filesystem backup, which can include one directory only. The test should include a partial restore to the SAP R/3 Database Server as well. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for detailed instructions about filesystem backups. Configuring the SAP R/3 Database Server involves preparing the environment for performing backups. The environment parameters such as the Oracle home directory and the connection string to the Oracle Target Database are saved on the Cell Manager. The database must be online during the configuration procedure.
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NOTE



Each SAP R/3 instance must be configured separately.



NOTE



Make sure to set any Oracle8 and SAP R/3 related environment variables needed for the Oracle8 and SAP R/3 databases to function properly (for example, the Oracle8 NLS_LANG environment variable) on the SAP R/3 Database Server. Refer to Oracle8 and SAP R/3 documentation for more information.



Data Protector Inet User Account



Set the service startup account of the Data Protector Inet service as an SAP administrator account. To configure the Data Protector Inet service startup account, go to Control Panel, then Services (Windows NT) or Administrative Tools, Services (other Windows systems). Double-click the Inet service to configure it. This user must also be included in the ORA_DBA local group on the system where SAP R/3 instance is running Configuration of an SAP R/3 Database Server is performed using the \bin\util_sap.exe command. Configuration can be started remotely using the Data Protector GUI from any Data Protector Windows client within the same Data Protector cell, or locally on the SAP R/3 Database Server.



The util_sap.exe Command



Use the util_sap.exe command to get the information you may need to configure your SAP R/3 Database Server. This will: • List all Oracle instances on a particular system. util_sap.exe -APP • List the tablespaces that belong to a particular Oracle8 instance: util_sap.exe -OBJS0 • List the database files that belong to a particular tablespace of the Oracle instance: util_sap.exe -OBJS1 



Using the GUI



To configure an instance of the SAP R/3 Database Server, perform the following steps using the Data Protector GUI:
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Integrating SAP R/3 and Data Protector Configuring the Integration 1. In the Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, then expand Backup Specifications, and right-click SAP R/3. 3. Click Add Backup. In the Create New Backup dialog box, double-click the Blank SAP Backup template or any of the pre-defined templates. The properties of a particular backup template can be seen in the corresponding pop-up window. 4. In the Results Area of the next page of the wizard, enter the following information: • Name of the SAP R/3 Database Server you want to configure. • Name of the Oracle Server instance (ORACLE_SID) on which the SAP R/3 Database Server is running. Figure 2-6



Specifying the SAP R/3 Database Server and the Oracle SID
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Integrating SAP R/3 and Data Protector Configuring the Integration Once you have provided the required information, click Next. If the selected system is configured for the first time, the configuration window is displayed. Figure 2-7



Configuring an SAP R/3 Database Server



5. Enter the following information in the Configure SAP dialog box: • The Oracle Server home directory. If not specified, this is set to the default Oracle8 home directory. • SAP data home directory (if not entered, this is set to ) • The connection string to the Oracle Target Database. See “Glossary” on page G-1 for more information on login connection strings. • The directory where the SAP R/3 backup utilities are stored. By default, the utilities reside in the \\\sapmnt\\sys\exe\run directory. What Happens?



The following happens after saving the configuration.
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Integrating SAP R/3 and Data Protector Configuring the Integration Data Protector starts the util_sap.exe file on the SAP R/3 Database Server, which performs the following: 1. Saves the configuration parameters in the Data Protector integration configuration on the Cell Manager in the /etc/opt/omni/integ/config/SAP/% file (HP-UX or Solaris Cell Manager), or in the \Config\integ\config\sap\% file (Windows Cell Manager). 2. Copies the backint program from the \bin directory to the directory in which the SAP R/3 backup utilities reside. Checking the To check the configuration of your SAP R/3 Database Server, proceed as SAP R/3 follows: Configuration Data Protector GUI 1. Right-click the SAP R/3 Database Server system. 2. Click Check Configuration. If the configuration is successful, you should receive a message confirming that the integration was properly configured.



NOTE



The target database must be online during the check.



The configuration can also be also checked if you have already created and saved a backup specification for a particular SAP R/3 Database Server. Proceed as follows: 1. In the Data Protector Manager, switch to the Backup context. In the Scoping Pane, expand Backup, Backup Specification, then SAP R/3. 2. In the Results Area, double-click the backup specification, then select Properties. 3. In the Source property page, right-click the name of the SAP R/3 Database Server, then click Check Configuration.
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Integrating SAP R/3 and Data Protector Configuring the Integration Figure 2-8



Checking the SAP R/3 Configuration



You can also (re)configure an SAP R/3 Database Server by right-clicking it and selecting Configure. To check the SAP R/3 configuration, start the following command on the Checking the client: SAP R/3 Configuration util_sap.exe -CHKCONF . Data Protector CLI Data Protector verifies the configuration by attempting to connect to the SAP R/3 Database Server using the information that was specified and saved during the configuration. In case of an error, the error number is displayed in the form *RETVAL*.
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Configuring an SAP R/3 Backup To configure an SAP R/3 backup, perform the following steps: 1. Configure media and devices needed for backup. See the HP OpenView Storage Data Protector Administrator’s Guide or online Help for instructions. 2. Create a backup specification, specifying what to back up and how to back it up. 3. Create or modify the parameter file on the SAP R/3 Database Server.



Creating a New Template You can use backup templates to apply the same set of options to several backup specifications. By creating your own template, you can specify the options exactly as you want them to be. This allows you to apply the options to a backup specification with a few mouse clicks, rather than having to specify the options over and over again. This task is optional, as you can use one of the default templates as well. To create a new backup template, proceed as follows in the Data Protector Manager: 1. In the Context List, select Backup. 2. In the Scoping Pane, expand Templates and right-click SAP R/3. 3. Click Add Template. Follow the wizard to define the appropriate backup options in your template. You can also modify any of the existing pre-defined templates.



Creating a Data Protector SAP R/3 Backup Specification SAP R/3 backup specifications are located in the following directory on the Cell Manager: \config\barlists\sap
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Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup An SAP R/3 backup specification is created using the Data Protector GUI. Creating an SAP R/3 Backup Specification



To create an SAP R/3 backup specification using the Data Protector User Interface, proceed as follows: 1. In the Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, and then Backup Specifications. 3. Right-click SAP R/3 and then click Add Backup. The Create New Backup dialog box is displayed. 4. Double-click Blank SAP Backup to create a backup specification without predefined options, or use one of the pre-defined templates given below: Brarchive_CopyDeleteSave



Creates a second copy of the offline redo logs, saves them, deletes them after the backup, and then archives the newly-created redo logs.



Brarchive_Save



Archives the offline redo logs.



Brarchive_SaveDelete



Archives the offline redo logs, and then deletes them after the backup.



Brarchive_SecondCopyDelete Creates a second copy of the offline redo logs that have been already archived, and then deletes them after the backup. Brbackup_Offline



Backs up the shut-down database.



Brbackup_Online



Backs up the active database. The tablespace is locked for the time of the whole backup.



Brbackup_Online_Fast



Backs up the active database. The tablespace is locked for the time of its backup.



Brbackup_RMAN_Offline



Backs up the shut-down database.
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Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup Brbackup_RMAN_Online



Backs up the active database. The tablespace is locked for the time of the whole backup.



Brbackup_SMB_Offline



Performs the database backup of the mirror disks. The database is stopped during the splitting of the mirror disks.



Brbackup_SMB_Online



Performs the database backup of the mirror disks. The database is active during the splitting of the mirror disks.



5. In the Results Area, enter the following information: • Name of the SAP R/3 Database Server you want to configure. • Name of the Oracle Server instance (ORACLE_SID) on which the SAP R/3 Database Server is running. Click Next. If the SAP R/3 Database Server is configured successfully, the Source dialog box is displayed. Otherwise, you are prompted to configure the SAP R/3 Database Server. See “Configuring an SAP R/3 Database Server” on page 131 for details. 6. In the Source property page, select the database objects you want to back up. Database objects include archive logs, tablespaces, and data files.
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Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup Figure 2-9



Selecting Backup Objects



Refer to “Why Archive Redo Logs?” on page 142, for an explanation of the reasons for archiving redo logs, and online Help for details on backup objects. 7. Define options, devices, and the scheduling policy to be used by following the wizard. Refer to Data Protector online Help and the HP OpenView Storage Data Protector Administrator’s Guide for backup options common to all objects. See “SAP R/3 Backup Options” on page 142 for details about SAP R/3-specific options.
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Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup Once you have defined all backup options, you have to save and name your SAP R/3 backup specification. It is recommended that you save all SAP R/3 backup specifications in the SAP group. Figure 2-10



Saving the Backup Specification



You have now completed the creation of an SAP R/3 backup specification. 8. You can examine the newly-created and saved backup specification in the Backup context, under the specified group of backup specifications. The backup specification itself is stored in the \Config\Barlists\SAP\ file on the Cell Manager system. When the backup specification is saved, the SAP configuration, which stores information about parallelism and balancing types, is also automatically saved on the SAP R/3 Database Server. It is recommended that you test the backup specification by clicking Start Preview. This is an interactive test which does not back up any data. You can start a real interactive backup that includes data transfer by clicking Start Backup. Note that you can edit backup specifications once you have specified all the backup options. The Use default RMAN channels option is valid only if SAP R/3 uses RMAN for backing up the Oracle8 Target database.
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NOTE



The parallelism of a backup (the number of streams your SAP R/3 database is backed up with) is set automatically. If load balancing is used, the parallelism represents the sum of the device concurrencies defined in the SAP R/3 backup specification. See the HP OpenView Storage Data Protector Administrator’s Guide for more information on load balancing.



The database system of an SAP R/3 system must operate in the ARCHIVELOG mode. This prevents the overwriting of online redo log files that have not yet been saved. To protect the archived directory from overflowing, empty the directory regularly. Why Archive Redo The reasons for archiving redo log files are listed below: Logs? • In the event of a failure, consistent database status can only be recovered if all the relevant redo log files are available. • An online backup of data files is useless if the related redo log files are missing. It is therefore necessary to archive the redo log files generated during the online backup immediately after running BRBACKUP.



SAP R/3 Backup Options SAP R/3 backup options are specified in the Data Protector GUI in the Application Specific Options window. This window can be accessed from the Options property page of an SAP R/3 backup specification by clicking the Advanced button.
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Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup Figure 2-11



SAP R/3 Backup Options



Log file



Specifies the pathname of the backint log file. By default, this log file is not generated, as Data Protector stores all relevant information about backup sessions in the database. However, the user may decide to enable local logging by specifying a log file pathname.



BR Backup



Enter the BRBACKUP command options. See SAP R/3 Online Documentation for information about BRBACKUP command options. For example, type -t online, for online backup.
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Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup Or, type -u for some other user than default user (usually the user system). Backup Objects



When the backup specification is saved, this field lists the string passed by omnisap.exe to the BRBACKUP command.



BR Archive



Enter the BRARCHIVE command options. See the SAP R/3 Online Documentation for information about BRARCHIVE command options.



Balancing: By Load



Groups files in subsets by size so that the amount of data on all backup devices is approximately the same. Each subset is backed up by one Data Protector sapback program, thus allowing concurrent backup of all subsets. If this option is set and your backup device uses hardware compression, the size of the backed up file on the medium will not be the same as on the disk. To make Data Protector aware of this, make sure that you specify the size of the backed up file on the medium in the compression section of the Data Protector SAP R/3 configuration file. Refer to “Data Protector SAP R/3 Configuration File” on page 122 for information on how to do this.



Balancing: By Time
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Groups files in subsets so that backup to all backup devices takes approximately the same time. This depends on the file types, the speed of the backup devices, and external influences (such as mount prompts), and is therefore best for environments with large libraries of the same quality. Each subset is Chapter 2



Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup backed up by one Data Protector sapback program, thus allowing concurrent backup of all subsets of the same type. Data Protector automatically stores backup speed information in the speed section of the Data Protector integration configuration file on the Cell Manager. It uses this information to optimize backup time. This type of balancing may lead to non-optimal grouping of files in the case of online backup, or if the speed of backup devices varies significantly among devices. Balancing: Manual



Manual balancing optimizes backups by allowing you to group files into subsets and back up these subsets using specific devices. See “Manual Balancing of Files into Subsets” on page 150 for more information.



Balancing: None



No balancing is used. The files are backed up in the same order as they are listed in the internal Oracle database structure. To check the order use the Oracle Server Manager SQL command: select * from dba_data_files



Pre-exec



Specifies an object pre-exec command with options that will be started on the SAP R/3 Database Server before backup. The command/script is started by Data Protector ldbar.exe and has to reside in the \bin directory. Only the filename must be provided in the backup specification.



Post-exec



Specifies an object post-exec command with options that will be started on the SAP R/3 Database
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Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup Server after backup. The command/script is started by Data Protector ldbar.exe and has to reside in the \bin directory. Only the filename must be provided in the backup specification. Backup mode



Specifies the type of RMAN backup to be used. This option is disabled if tablespaces and not the whole database are configured backup. If All is specified, RMAN backs up the complete database. If Full is specified, RMAN performs the Full backup (level 0), thus enabling RMAN incremental backups.



Use default RMAN channels



Enter the concurrency value for your backup. This number overrides the parameter set in the initialization parameter file.



Objects outside database



With this option, you save all non-database files of the SAP R/3 and Oracle8 environments. This means that the following directory trees can be saved: /sapmnt/ /usr/sap/, /usr/sap/trans,



It is recommended that you save these directories in a separate backup session.



NOTE



Note that the sapdata and saplog or origlog/mirrlog subdirectories of the directory should not be saved.
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Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup See online Help and the HP OpenView Storage Data Protector Administrator’s Guide for details on other specific Data Protector backup options.



Creating or Modifying the Parameter File on the SAP R/3 Database Server The parameter file is used by SAP R/3 to set specific SAP R/3 backup options in case these options are not yet specified using the backup command. A template for the parameter file is located on the SAP R/3 Database Server as \database\init.sap, where represents the identifier for your database. To link the Data Protector SAP R/3 Integration Module with the SAP R/3 backup and restore interface, modify the backup_dev_type parameter in the parameter file. You can find this parameter in the following section of the parameter file: # backup device type # [disk | tape | tape_auto | pipe | pipe_auto | rman_util | util_file_online | util_file ] # default: tape backup_dev_type = util_file



You can perform two types of online backups as well as offline backups. • To start an offline backup, specify the -t offline and -d util_file BRBACKUP options. You can alternatively specify backup_dev_type = util_file and backup_type = offline in the SAP parameter file. • The two types of online backups differ according to the duration in which tablespaces are in backup mode. If the -t online and -d util_file BRBACKUP options are specified, SAP R/3 puts all tablespaces in backup mode before the backup begins, and puts them back into normal mode after the backup. The same is achieved by specifying backup_dev_type = util_file and backup_type=online in the SAP parameter file. If the -t online and -d util_file_online BRBACKUP options are specified, SAP R/3 puts individual objects in backup mode before the backup begins, and puts them back into normal mode after the
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Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup backup. The same is achieved by specifying backup_dev_type = util_file_online and backup_type=online in the SAP parameter file. Refer to SAP R/3 documentation for more information.



Backing Up Using Recovery Manager Benefits



Version 4.5 and higher of the SAP R/3 backup utilities allows Oracle8 data files to be backed up using RMAN mode. RMAN mode is in general transparent to the user. The User Interface remains unchanged and allows the use of new options. The most important benefit of RMAN mode is that the underlying Oracle8 database can be backed up incrementally. The backup procedure using RMAN mode is very similar to the one for the underlying Oracle8 database using the Data Protector Oracle8 integration. The following restrictions must be taken into account when RMAN is used directly: • The RMAN stores information about backups in the recovery catalog. For security reasons, this catalog should be kept in a separate database. This requires more administrative work. • In a disaster situation (such as the loss of a production database and recovery catalog), the restoration and recovery of data is complicated. It may not be possible without the help of Oracle Support. If the Recovery Manager does not have administrative data stored in the recovery catalog, it cannot recover the database on the basis of the backups that have been made.



IMPORTANT



If the SAP R/3 integration is configured with the user Internal, the offline SAP R/3 backup using the RMAN fails. Configure the integration using the user System.



The integration of RMAN into the BRBACKUP SAP backup utility offers some important benefits:



148



Chapter 2



Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup • The recovery catalog is not used. Information about backups is saved in the control file and SAP log files. After each backup, the control file and SAP log files are saved. When data is restored, the control file is copied back first and then the data files. In case of a disaster, restore SAP log files before restoring any data files. • Other important files will still be automatically backed up using the backint program. • All previous SAP backup strategies can still be used with RMAN. However, RMAN cannot be used for offline redo log backups with BRARCHIVE, for standby database backups, or for split mirror backups. Configuring the SAP R/3 Backup



In order to use SAP R/3 with the Oracle8 RMAN utility in order to back up the Oracle8 Target Database data files, you need to link the Oracle8 Server with the Data Protector Database Library. Refer to Chapter 1, “Integrating Oracle8/9 and Data Protector,” for more information.



Creating an SAP R/3 Backup Specification



To create a backup specification that enables you to use RMAN for backing up, specify the following BRBACKUP option:



NOTE



If the BRBACKUP option -d is not specified, the default value is taken from the SAP parameter file. In this case you have to make sure that the value for rman_params is set correctly in the SAP parameter file.



-d rman_util (using BRBACKUP) or backup_dev_type (in the SAP parameter file)



Before starting an incremental backup, ensure that the appropriate full backup is done using the following option: -m full (using BRBACKUP) or backup_mode=full (in the SAP parameter file) Incremental Backups if Using RMAN



To start an incremental backup, specify the Incr mode in the Data Protector GUI or the incr mode in the CLI, as follows: omnib -sap_list -barmode incr
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Manual Balancing of Files into Subsets Manual balancing allows you to precisely tailor the performance of an SAP R/3 backup by grouping files into subsets that are backed up in parallel. Make sure that: • You use only one file from the same hard disk at a time. • The number of files in a subset is equal to or smaller than a concurrency number, that is, the sum of concurrencies of all devices configured in the backup specification. • If you do not specify all the files, other files that need to be backed up are added to the list automatically using the load balance option. Before backup, this list of files is logged in the\sapbackup\*.lst file. • You specify the file subsets in the manual_balance section of the Data Protector integration configuration on the Cell Manager in the /etc/opt/omni/integ/config/SAP/% file (HP-UX or Solaris Cell Manager), or in the \Config\integ\config\sap\% file (Windows Cell Manager). Refer to “Data Protector SAP R/3 Configuration File” on page 122



Creating an SAP /R3 Backup Specification for Manual Balancing To use manual balancing, you have to edit the SAP R/3 backup specifications. The backup specifications are specified in the /etc/opt/omni/barlist/sap directory (HP-UX or Solaris Cell Manager) or in the \Config\Barlists\SAP directory (on Windows Cell Managers). In the backup specification, define which backup set will be backed up to which device. Use the -restype option followed by the ID numbers of the sets to be backed up by a specific device.
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Integrating SAP R/3 and Data Protector Configuring an SAP R/3 Backup Example



To back up three subsets identified by ID numbers 1, 3, and 4, using a device named device2, specify the following: DEVICE "DEVICE2" { -restype "1 3 4" }



Note that the files in the specified subsets are thus backed up using only the specified device. To optimize backup performance, the number of sets for a device should be equal to the concurrency of the device. Ensure that all the subsets are specified for backup using a specific device, or they will not be backed up. To ensure that all the subsets are backed up, even if you do not specify them for backup using a specific device, configure one device without the -restype option. All the subsets not configured for backup using a specific device will be backed up on this device. Save the backup specification before using it. Example of Configuration:



Suppose that you have two devices, Device_1, with concurrency 2, and Device_2, with concurrency 1. You also have the following manual balance specified in the manual_balance section of the Data Protector integration configuration on the Cell Manager in the /etc/opt/omni/integ/config/SAP/% file (HP-UX or Solaris Cell Manager), or in the \Config\integ\config\sap\% file (Windows Cell Manager): manual_balance={ SAP-R3={ fileA=0; fileB=1; fileC=0;fileD=2;}} Configure your backup specification SAP-R3 to back up the files fileA, fileC and fileD on device Device_1, and fileB on device Device_2. The backup specification then looks like: BARLIST "SAP-R3" OWNER galeja.zimco.com DEVICE "DEVICE1"
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{ -restype "0 2" } DEVICE "DEVICE2" { -restype "1" } CLIENT "ORACLE_SID" galeja.zimco.com { -exec omnisap.exe -args“-brb -t online -m all” }



Testing the Integration Once you have created and saved a backup specification, you should test it before running a backup. Testing Using the Data Protector GUI Testing Procedure The procedure consists of checking the Data Protector part of the integration to ensure that communication within Data Protector is established, that the data transfer works properly, and that transactions are recorded either in the recovery catalog (if used) or in a control file. Proceed as follows to test the integration: 1. In the Data Protector Manager switch to the Backup context. 2. In the Scoping Pane, expand Backup, then expand Backup Specifications, SAP R/3 and right-click the backup specification you want to preview. 3. Click Preview Backup to open the Start Preview dialog box. Select the type of backup you want to run as well as the network load. See online Help for a description of these options. Testing Using the Data Protector CLI A test can be executed from the CLI on the SAP R/3 Database Server system or on any other Data Protector client system within the same cell, provided that the systems have the Data Protector User Interface installed. You must run the omnib command with the -test_bar option. Execute the following command:
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\bin\omnib -sap_list -test_bar What Happens?



The session messages are displayed on the screen during the command execution, while the following happens: The omnisap.exe program is started, which then starts the Data Protector testbar command. This command then checks: • the communication within Data Protector, • the syntax of the SAP R/3 backup specification, • if the devices are correctly specified, • if the required media reside in the devices.
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Integrating SAP R/3 and Data Protector Backing Up an SAP R/3 Database



Backing Up an SAP R/3 Database The Data Protector SAP R/3 integration provides both online and offline database backup. To run a backup of an SAP R/3 database, use any of the following methods: Backup Methods



• Schedule a backup of an existing SAP R/3 backup specification using the Data Protector Scheduler. • Start an interactive backup of an existing SAP R/3 backup specification. You can start a backup using the Data Protector GUI or the Data Protector CLI. • Start an interactive backup on SAP R/3 Database Servers using either the brbackup or the sapdba command.



NOTE



If you use brbackup or sapdba to start a backup session, you do not receive any Data Protector messages about the progress of the session.



Messages from the Data Protector backup session are logged in the Data Protector database. SAP R/3 messages generated by the brbackup or sapdba commands are logged to the Data Protector database only if Data Protector is used to start the backup. Duplicate SIDs



Concurrent backups of systems with the same Oracle SID in the same cell are not supported.



Backup Modes



Configurable backup modes that were used in Data Protector versions earlier than A.03.00 are not supported in the current version of Data Protector. However, their functionality is now supported using templates.



Incremental Backups



Before starting an incremental backup, ensure that the appropriate full backup is done using the following option (note that this is valid for SAP tools version 4.5 and later): -m full (using BRBACKUP) or backup_mode=full (in the SAP parameter file).
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Integrating SAP R/3 and Data Protector Backing Up an SAP R/3 Database To start an incremental backup, specify Incremental mode in the Data Protector GUI or incr mode in the CLI, as follows: omnib -sap_list -barmode incr



NOTE



It is not possible to perform an incremental backup in backint mode.



Aborting a Running Session



In the Actions menu, click Abort to abort a running SAP R/3 backup session, and then confirm the action.



Figure 2-12



Aborting an SAP R/3 Backup Session



Scheduling a Backup For more detailed information on scheduling, refer to the online Help index keyword “scheduled backups”.
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Integrating SAP R/3 and Data Protector Backing Up an SAP R/3 Database A backup schedule can be tailored according to your business needs. If you need to keep the database online continuously, then you should back it up frequently, including backup of the Archived Redo Logs, which is required in case you need a recovery to a particular point in time. For example, you may decide to perform daily backups and make multiple copies of the online redo logs and the Archived Redo Logs to several different locations. Some examples of scheduling backups of production databases: • Weekly full backup • Daily incremental backup • Archived Log backups as needed To schedule an SAP R/3 backup, proceed as follows: 1. In the Data Protector Manager window, switch to the Backup context. 2. In the Scoping Pane, expand Backup, then Backup Specifications. Click SAP R/3. A list of backup specifications is displayed in the Results Area. 3. Double-click the backup specification you want to schedule and click the Schedule tab to open the Schedule property page. 4. In the Schedule property page, select a date in the calendar and click Add to open the Schedule Backup dialog box. 5. Specify Recurring, Time options, Recurring options, and Session options. The backup type can be Full or Incr. The backup type is ignored for zero downtime backup sessions (split mirror or snapshot backup). It is set to Full. In the case of zero downtime backup, but only for ZDB disk or ZDB disk/tape backups (instant recovery enabled), specify the Split mirror/snapshot backup option. See Figure 2-13 on page 157. 6. Click OK to return to the Schedule property page. 7. Click Apply to save the changes.
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NOTE



It is not possible to perform an incremental backup in the backint mode.



Figure 2-13



Scheduling Backups



NOTE



When creating an SAP R/3 backup specification, you access the Data Protector Scheduler via the Backup Wizard. See “Creating a Data Protector SAP R/3 Backup Specification” on page 137 for information about accessing the Backup Wizard.
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Starting an Interactive Backup You are most likely to run an interactive backup after creating a new backup specification or when you need a backup immediately, with the corresponding backup specification scheduled for a later time. The interactive backup can be started using the Data Protector GUI or Data Protector CLI. Using the Data Protector GUI Follow the procedure below to start an interactive backup of an SAP R/3 backup specification: 1. In the Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, and then expand Backup Specifications, and then SAP R/3. 3. Right-click the backup specification, then click Start Backup. In the Start Backup dialog box, select the backup type and network load. The backup type is ignored for zero downtime backup sessions (split mirror or snapshot backup). It is set to Full. In the case of zero downtime backup, but only for ZDB disk or ZDB disk/tape backups (instant recovery enabled), specify the Split mirror/snapshot backup option. 4. Click OK to execute the backup. Upon successful completion of the backup session, a Session Completed message appears.
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Integrating SAP R/3 and Data Protector Backing Up an SAP R/3 Database Figure 2-14



Starting an Interactive Backup



Using the Data Protector CLI An interactive backup can also be started from the CLI. Switch to the \bin directory on an SAP R/3 Database Server system and run the following command: omnib -sap_list [-barmode ][list_options] You can select among the following list_options: -protect {none | weeks n | days n | until date | permanent} -load {low | medium | high}
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-crc -no_monitor SapMode = { -full | -incr} Example



To start a backup using an SAP R/3 backup specification, called RONA, execute the following command: omnib -sap_list RONA



Using SAP R/3 Commands When you interactively start a backup of your SAP R/3 object using the brbackup or sapdba commands, Data Protector uses the default SAP R/3 backup specification named SAP-R3 for backup. Data Protector Inet User Account



Before you start backup interactively using the sapdba command, and you have at least one device attached to the SAP R/3 Database Server (and specified in the backup specification), you have to set the service startup account of the Data Protector Inet service to be your logon user account. This does not apply if you initiate the backup or restore using the Data Protector User Interface. To configure the Data Protector Inet service startup account, perform the following steps: 1. In the Control Panel, go to Services (Windows NT) or Administrative Tools, Services (other Windows systems). 2. Select the Data Protector Inet service and restart it.



Starting a Backup Using Another Backup Specification



To start a backup using some other SAP R/3 backup specification, you must set the environment variable OB2BARLIST to the appropriate SAP R/3 backup specification name, and OB2APPNAME to the appropriate SAP R/3 backup system ID before starting the backup. Set the environment variable by entering the following command before you enter the brbackup command or sapdba command: set OB2BARLIST= set OB2APPNAME= If you do not set this environment variable, Data Protector assumes that the SAP R/3 backup specification is named SAP-R3.
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Restoring an SAP R/3 Database An SAP R/3 database can be restored: • Using the Data Protector GUI or CLI. A standard filesystem restore is performed. • Using SAP R/3 commands



NOTE



You cannot perform a restore of backups created by the Oracle8 RMAN using the Data Protector GUI or CLI.



Before you start to restore your data using the Data Protector User Interface, you need detailed information about backed up objects. See the following section on how to find the information you need to restore your data.



NOTE



If your disk is full before a restore, restoring of a filesystem with SAP R/3 data that was backed up using the brbackup command will fail, because the brrestore command needs additional disk space for restoring the control file and online log files. How much additional disk space you need depends on the amount of the backed up data.



Finding Information Needed for Restore To find the information needed for a restore, follow the steps below: Execute the following commands: • omnidb -sap to get a list of SAP R/3 objects. • omnidb -sap to get details on a specific object, including the SessionID.
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Using the Data Protector GUI To restore your data, proceed as follows in the HP Data Protector Manager: 1. In the Context List, select Restore. Expand Restore, then SAP R/3, and then the SAP R/3 Database Server from which you want to restore. A list of backup objects is displayed in the Results Area. 2. Select the SAP R/3 object you want to restore. You can also select the search interval for browsing object versions in the Data Protector database by clicking the drop-down list button of the Search Interval option. If you select Interval in the drop-down list, you can set your own search interval by specifying the From: and To: options and then clicking the Update button. 3. Select the media and devices needed for the restore. 4. Click Start Restore and then Finish to start the restore session, or click Next to select the Network Load and Report Level before starting the restore session.
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Integrating SAP R/3 and Data Protector Restoring an SAP R/3 Database Figure 2-15



Restoring SAP R/3 Database Objects



When the session starts, messages are displayed in the Results Area. Upon successful completion, a message is issued in the Session Information dialog box.



Using the Data Protector CLI The omnir Command



Using the CLI, execute the following command:



Example



omnir -sap corsa.hermes.si:ABA.0 -session 2000/02/23-1 -tree C:\oracle\ABA\sapdata1\btabd_1\btabd_1.dat



omnir -sap -session -tree 
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Integrating SAP R/3 and Data Protector Restoring an SAP R/3 Database The restore session can be monitored in the Data Protector Monitor window, where mount prompts for the required media are also displayed. Refer to the man pages for more information on the Data Protector omnir command.



TIP



If you have a sparse file, restore using the sparse option to perform a faster restore.



Use any of the following methods to set the sparse option: • Execute the following command: set OB2SPARSE=sparse if the restore is started using the SAP sapdba or brrestore commands. • Set Restore Sparse Files in the Restore Options window if the restore is started using the Data Protector GUI. • Set restore option -sparse if the restore is started using the Data Protector omnir command.



Using SAP R/3 Commands The sapdba or brrestore Commands



You can use sapdba or brrestore to restore the target database. Both commands use the Data Protector backint interface to restore files backed up using Data Protector. If you have backups of two different Oracle Servers with the same ORACLE_SID but on different SAP R/3 Database Servers, set the OB2HOSTNAME variable before starting restore to the name of the SAP R/3 Database Server from which you want to restore.



Example



set OB2HOSTNAME= sapdba See the SAP R/3 System Online Documentation for instructions on how to use these utilities.



Using Another Device Data Protector supports restore using a different device than the original one that was used at backup time.
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Integrating SAP R/3 and Data Protector Restoring an SAP R/3 Database Restoring Using the Data Protector GUI If you are performing a restore using the Data Protector GUI, refer to the “Restoring Under Another Device” section of the HP OpenView Storage Data Protector Administrator’s Guide for more information on how to perform a restore using another device. Restoring Using the Data Protector CLI or SAP R/3 Commands If you are performing a restore using the Data Protector CLI or SAP R/3 commands, specify the new device in the \Config\Cell\restoredev file in the following format: “DEV 1” ”DEV 2” where, DEV 1 is the original device and DEV 2 is a new device. Note that this file has to be in UNICODE format and should be deleted after it is used. Example



Suppose you have SAP R/3 objects backed up on a device called DAT1. To restore them from a device named DAT2, specify the following in the restoredev file: “DAT1” ”DAT2”



Disaster Recovery Disaster recovery is a very complex process that involves products from several vendors. As such, successful disaster recovery depends on all the vendors involved. The information provided here is intended to be used as a guideline. Check the instructions from the database/application vendor on how to prepare for a disaster recovery. Also see the Disaster Recovery chapter in the HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to approach system disaster recovery using Data Protector. This is a general procedure for recovering an application: 1. Complete the recovery of the operating system.
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Integrating SAP R/3 and Data Protector Restoring an SAP R/3 Database 2. Install, configure, and initialize the database/application so that data on the Data Protector media can be loaded back to the system. Consult the documentation from the database/application vendor for a detailed procedure and the steps needed to prepare the database. 3. Ensure that the database/application server has the required Data Protector client software installed and is configured for the database/application. Follow the procedures in this chapter and in the troubleshooting section. 4. Start restore. When restore is complete, follow the instructions from the database/application vendor for any additional steps required to bring the database back online.
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Monitoring an SAP R/3 Backup and Restore During a backup, system messages are sent to both the SAP R/3 Database Server and the Data Protector monitor. Thus, you can monitor a backup session from either the SAP R/3 Database Server or from any Data Protector client in the network where the User Interface is installed. When it is detected that no more data can be backed up on the media, either because they are not in a device or because they are full, and a mount prompt is issued, the message is sent to the Data Protector monitor only, not to SAP R/3. Change the media and confirm the mount prompt in Data Protector.
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Configuring the Integration as Cluster-Aware The following sections describe how to install and configure the Data Protector SAP R/3 integration as cluster-aware. Prerequisites



It is assumed that the Oracle 8.0.5 Server with cluster support (FailSafe) is installed, configured, and running as a cluster-aware application. The SAP R/3 database and all its files must be placed on a shared disk (all files including the parameter and archive logs directories), except for the SAP R/3 executables, which must be installed on both cluster nodes on local disks.



Installing the Integration as Cluster-Aware Proceed as follows to install the Data Protector SAP R/3 integration as a cluster-aware application: 1. You must locally install Data Protector SAP R/3 integration software on both cluster nodes. See Appendix “Installing the Cell Manager and the SAP R/3 Integration as Cluster-Aware” on page 20 and “Installing the SAP R/3 Integration as Cluster-Aware” on page 21 for a step-by-step setup procedure. 2. Skip this step if you have already installed the Data Protector Cell Manager software and the SAP R/3 integration module on both cluster nodes. In the opposite case, you need to import the cluster nodes to the Data Protector cell to update the Data Protector cell_info file, since it is not updated automatically. To import the cluster nodes to the Data Protector cell, proceed as follows using the Data Protector GUI: a. In the Data Protector Manager, switch to the Clients context. b. In the Scoping Pane, right-click Clusters and select Import Cluster. c. Enter the cluster virtual name and click OK. This will add/update the Cell_Info file for all cluster nodes and all virtual hosts from that cluster. 168
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Integrating SAP R/3 and Data Protector Configuring the Integration as Cluster-Aware 3. Check if the Data Protector software has been properly installed: a. Switch to the \bin directory. b. Enter the following command: omnirsh INFO_CLUS



The output should return the name of the cluster-aware client systems in the Data Protector cell. 4. Check if the logon user account is assigned to the Data Protector II Inet service on each cluster node. Make sure that the same user is also added to the Data Protector admin user group. The logon account must be set as shown in Figure 2-16 on page 169. Figure 2-16



Data Protector User Account



5. Edit the Data Protector omnirc file on each cluster node and specify the name of the cluster node in the SAPLOCALHOST variable. Below is an example of the omnirc file: # SAP R/3 related entries for clustering # SAPLOCALHOST=
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NOTE



Make sure that the SAPLOCALHOST variable is not defined in the Environment section of the Data Protector SAP R/3 configuration file. Refer to “Data Protector SAP R/3 Configuration File” on page 122 for information on how to do this.



Configuring an SAP R/3 Cluster-Aware Database Server The client configuration must be performed on only one of the cluster nodes per one SAP R/3 server, since the Data Protector SAP R/3 configuration file resides on the Cell Manager. Refer to “Configuring an SAP R/3 Database Server” on page 131. The Data Protector backint program needs to be manually copied to the correct location on all other nodes. On every other node, copy the \bin\backint.exe to the directory where the SAP R/3 backup utilities reside.



NOTE



Any changes to the database login access require that you reconfigure the cluster-aware SAP R/3 Database Server.



See “Configuring an SAP R/3 Database Server” on page 131 for a detailed procedure on how to configure an SAP R/3 Database Server. The only exception to this procedure is that you need to enter the local full pathname of the directory where SAP R/3 backup utilities are stored (it is an SAP R/3 recommendation that you install SAP R/3 backup utilities on both local nodes in the cluster).



Configuring a Cluster-Aware SAP R/3 Backup See “Configuring an SAP R/3 Backup” on page 137 for a detailed procedure on how to configure an SAP R/3 Database Server. Create an SAP R/3 backup specification as explained in “Creating a Data Protector SAP R/3 Backup Specification” on page 137. Specify the virtual server of the SAP R/3 resource group as the name of the client system where the SAP R/3 Database Server is running.
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Integrating SAP R/3 and Data Protector Configuring the Integration as Cluster-Aware There are some additional requirements that must be fulfilled: • Before you perform an offline backup, make sure that you take the Oracle Database resource offline and bring it back online after the backup. This can be done using the fscmd command in the pre-exec and post-exec commands for the client system in a particular backup specification, or using the Cluster Administrator.



Backing up a Cluster-Aware SAP R/3 Database See “Backing Up an SAP R/3 Database” on page 154 for a detailed procedure.



Restoring a Cluster-Aware SAP R/3 Database Before you start restoring a cluster-aware SAP R/3 database, take the SAP R/3 resource group offline using, for example, the Cluster Administrator utility: Figure 2-17



Taking the SAP R/3 Resource Group Offline



Verify that you have set the Prevent Failback option for the SAP R/3 resource group and Do not restart for the .world resource. Chapter 2
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Checking the Properties



Then proceed as you would for an ordinary SAP R/3 Database Server. You must do the following: 1. Start the corresponding service (OracleServiceSID) 2. Start the database with the mount option using the Server Manager. 3. Start restore. See “Restoring an SAP R/3 Database” on page 161
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Troubleshooting Before you start troubleshooting the Data Protector SAP R/3 integration, check the following: 1. Ensure that the latest official Data Protector patches are installed. Refer to “Verifying Which Data Protector Patches Are Installed” in the HP OpenView Storage Data Protector Installation and Licensing Guide. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported versions, platforms, and other information. 2. Refer to the HP OpenView Storage Data Protector Software Release Notes for a description of general Data Protector limitations, supported versions, problems and workarounds, and a list of related Data Protector patches. The following sections provide some checking procedures you should perform before you call Data Protector support. In this way you may either resolve the problem yourself or identify the area where the difficulties are occurring. Should you fail when performing a troubleshooting procedure, measures have been proposed to help you work around the problem.



Prerequisites Concerning the Oracle Side of the Integration The following steps should be performed to verify that Oracle is installed as required for the integration to work. These steps do not include verifying Data Protector components. 1. Verify that you can access the Oracle Target Database and that it is opened, as follows: Set and : For Oracle8/8i, start the Server Manager from the directory
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bin\svrmgr30 Note that with Oracle8i, the svrmgrl and not the svrmgr30 command is used. For Oracle9i, start SQLPlus from the directory bin\sqlplus At the SVRMGR> or SQLPLUS> prompt, type: connect internal select * from dba_tablespaces; exit If this fails open the Oracle Target Database. 2. Verify that the TNS listener is correctly configured for the Oracle Target Database. This is required for properly establishing network connections: From the directory run the following command Start the listener from the directory: bin\lsnrctl80 status Note that with Oracle8i, the lsnrctl and not the lsnrctl80 command is used. quit If it fails, start up the TNS listener process and refer to the Oracle documentation for instructions on how to create a TNS configuration file (LISTENER.ORA) The listener process can be started from the Windows desktop. In the Control Panel, go to Services (Windows NT) or Administrative Tools, Services (other Windows systems).
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Integrating SAP R/3 and Data Protector Troubleshooting Figure 2-19



Checking the Status of the Oracle Listener



a. The status of the respective listener service in the Services window should be Started, otherwise you must start it manually. b. For Oracle8/8i, from the run bin\svrmgr30 Note that with Oracle8i, the svrmgrl and not the svrmgr30 command is used. For Oracle9i, from the run bin\sqlplus At the SVRMGR or SQLPLUS prompt, type: connect exit If it fails, refer to the Oracle documentation for instructions on how to create a TNS configuration file (TNSNAMES.ORA). 3. If you are running backups in RMAN mode, verify that the Oracle8 Target Database is configured to allow remote connections with system privileges: Set as described on page 173 and start the Server Manager from the directory:
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bin\svrmgrl30 At the SVRMGR prompt, type connect as SYSDBA; exit Repeat the procedure using SYSOPER instead of SYSDBA. Set the directory If you are using the recovery catalog: bin\rman target rcvcat If you are not using the recovery catalog: bin\rman target nocatalog If this fails, refer to the Oracle8 documentation for instructions on how to set up the password file and any relevant parameters in the init.ora file.



Prerequisites on the SAP R/3 Side of the Integration The following verification steps must be performed in order to verify that SAP R/3 is installed as required for the integration to work. These steps do not include Data Protector components. 1. Verify backup directly to disk as follows: brbackup -d disk -u / If this fails, check the error messages and resolve possible problems before you continue. 2. Verify restore directly to disk as follows: brrestore -d disk -u / If this fails, check the error messages and resolve possible problems before you continue. 3. If you are running backups in RMAN mode, verify backup and restore directly to disk using Recovery Manager channel type disk as follows:
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Integrating SAP R/3 and Data Protector Troubleshooting a. You must define the parameter init in the initialization file init.ora. Run the following commands: brrestore -d pipe -u / -t online -m all brrestore -d disk -u / b. If this fails, refer to SAP R/3 Online Help to learn how to execute backup and restore directly to disk using the SAP R/3 backup utility. Check the error message and resolve these problems before you continue. 4. Verify that the SAP R/3 backup tools correctly start backint (which is provided by Data Protector): Move the original backint and create a test script named backint.bat in the directory where the SAP R/3 backup utility resides, with the following entries: echo “Test backint called as follows:” echo “%0%1%2%3%4%5%6%7%8%9” exit Then start the following commands : brbackup -t offline -d util_file -u / -c



If you receive backint arguments, this means that SAP R/3 is properly configured for backup using backint; otherwise you have to reconfigure SAP R/3. Refer to “Configuring an SAP R/3 Database Server” on page 131.



Configuration Problems IMPORTANT



The procedure described in the previous sections must be performed before you start checking the Data Protector configuration.



Chapter 2



177



Integrating SAP R/3 and Data Protector Troubleshooting 1. Verify that the Data Protector software has been installed properly. See “Installing and Upgrading the Data Protector SAP R/3 Integration” on page 128 for details. 2. Perform a filesystem backup of the SAP R/3 Database Server: Perform a filesystem backup of the SAP R/3 Database Server system so that you can eliminate any potential communication problems between the SAP R/3 Database Server and the Data Protector Cell Manager system. Do not start troubleshooting an online database backup unless you have successfully completed a filesystem backup of the SAP R/3 Database Server system. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for details about how to do a filesystem backup. 3. If the SAP R/3 backup utilities are installed in a shared directory, then the inet startup parameter must be specified as described in step 4, or the Windows permissions must be set correctly. Run the following command (if you use the default directory): dir \\\sapmnt\\SYS\exe\run\brbackup or dir \\\\brbackup If this fails, set the inet startup parameters, or set the correct permissions to access a Windows network directory. 4. If you use the command line to start the Data Protector commands, verify the inet startup parameters: Check the Data Protector Inet service startup parameters on the SAP R/3 Database Server system. Proceed as follows: a. In the Control Panel, go to Services (Windows NT) or Administrative Tools, Services (other Windows systems). b. Select Data Protector Inet. In the Services window, select Data Protector Inet, Startup.
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Integrating SAP R/3 and Data Protector Troubleshooting The service must run under a specified user account. Make sure that the same user is also added to the Data Protector admin user group. Figure 2-20



Checking the Inet Start-Up Parameters:



5. Examine the environment variables: If you need to export some variables before starting the Oracle Server Manager, TNS listener, or other Oracle utility, these variables must be defined in the Environment section of the Data Protector SAP R/3 configuration file on the Cell Manager. Refer to “Data Protector SAP R/3 Configuration File” on page 122. 6. Examine system errors: System errors are reported in the \log\debug.log file on the SAP R/3 Server.



Backup Problems At this stage, you should have performed all the verification steps described in the previous sections. If backup still fails, proceed as follows: 1. Check your SAP R/3 Server configuration:
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Integrating SAP R/3 and Data Protector Troubleshooting To check the configuration, start the following command on the SAP R/3 Server system: \bin\util_sap.exe -CHKCONF The *RETVAL*0 indicates successful configuration. 2. Verify Data Protector internal data transfer using the testbar2 utility. Before you run the testbar2 utility, verify that the Cell Manager name is correctly defined on the SAP R/3 Database Server. Check the \Config\Cell\Cell_Server file, which contains the name of the Cell Manager system. Then run the following command: \bin\testbar2 -type:SAP -appname: -bar: -perform:backup Examine the errors reported by the testbar2 utility by clicking the Details button in the Data Protector Monitor context. If the messages indicate problems concerning the Data Protector side of the integration, proceed as follows: Create an SAP R/3 backup specification to back up to a nul or file device. If the backup succeeds, the problem may be related to the backup devices. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions on troubleshooting devices. If the test fails again, call support. 3. Verify the backup using backint export OB2BARLIST= export OB2APPNAME= \bin\backint.exe -f backup -t file -u -i where is a file with a list of full pathnames for backup. Backint anticipates a list of files in the following format: 
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Integrating SAP R/3 and Data Protector Troubleshooting Backup fails at the beginning with the message Internal heap ERROR 17112 Problem



When using SAP 4.6D kernel on HP-UX 11.11, backup fails immediately after it was started due to a BRBACKUP core dump. A line similar to the following can be found at the beginning of the message: Internal heap ERROR 17112 addr=0x800003ffff7f3660



Action



1. Login to the SAP server as the user who is owner of the backup specification. 2. Run the command env | grep NLS_LANG The output is similar to the following: NLS_LANG=AMERICAN_AMERICA.US7ASCII 3. Add the NLS_LANG variable to the backup specification. For more details, refer to “Setting, Retrieving, Listing and Deleting Data Protector SAP R/3 Configuration File Parameters Using the CLI” on page 125. 4. Restart the backup.



Restore Problems At this stage, you should have performed all the verification steps described in the previous sections. After this, proceed as follows: 1. Verify that a backup object exists on the backup media and in the IDB: This can be done by executing the command \bin\omnidb -SAP “” -session “” -media on the SAP R/3 Database Server system.
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Integrating SAP R/3 and Data Protector Troubleshooting The output of the command lists detailed information about the specified backup object, session IDs of the backup sessions containing this object, and a list of the media used. For detailed syntax of the omnidb command, run: \bin\omnidb -help You can also do this using the SAP R/3 utilities: Use backint, so that SAPDBA will also use this command to query: \bin\backint.exe -f inquiry -u -i where the specified is queried. If this fails, check if the backup session was performed successfully and if the query was started under the appropriate user account. Backint anticipates a list of files of the following format: [] [] [] To retrieve the numbers, enter the following command: echo #NULL #NULL | backint –f inquiry –u or, alternatively, you can just specify #NULL as in the . In this case, the latest backup session for the file is used for the restore. 2. Verify the restore using the Data Protector User Interface This test is possible if the objects have been backed up by backint. Refer to “Restoring an SAP R/3 Database” on page 161. If this fails, check if the backup session was performed successfully and if the query was started under the appropriate user account. 3. Simulate a Restore Session Once you know the information about the object to be restored, you can simulate a restore using the Data Protector testbar2 utility. Before you run testbar2, verify that the Cell Manager name is correctly defined on the SAP R/3 Database Server.
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Integrating SAP R/3 and Data Protector Troubleshooting Check the \Config\Cell\Cell_Server , which contains the name of the Cell Manager system. Then, test the Data Protector internal data transfer using the testbar2 utility: \bin\testbar2 -type:SAP -appname: -perform:restore -object: -version: -bar: You should see only NORMAL messages displayed on your screen, otherwise examine the errors reported by the testbar2 utility by clicking the Details button in the Data Protector Monitor context. 4. Verify the restore using backint Run the following command: \bin\backint.exe -f restore -u -i where the contents of the will be restored. If this fails, check if the session was performed successfully and if the restore was started under the appropriate user account. Backint anticipates a list of files in the following format: [] [] [] To retrieve the numbers, enter the following command: echo “#NULL #NULL” | backint –f inquiry –u 
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Integrating SAP R/3 and Data Protector Example of SAP R/3 Database Restore



Example of SAP R/3 Database Restore This section describes some examples of how you can restore an SAP R/3 database. The following examples of restore are given: • Full database restore and recovery • Restore of lost files • Archive log restore



IMPORTANT



The restore of an SAP R/3 database can be performed using SAP R/3 utilities, which are not a part of Data Protector. This section only describes examples of how you can perform a restore using the BRRESTORE utility from SAPDBA. The examples provided do not apply to all situations, where the restore is needed. For additional information on how you can restore an SAP R/3 database using the BRRESTORE utility, refer to the SAP R/3 documentation.



Preparing the SAP R/3 Database for Restore If you are performing a full database restore, you need to know how the backup was performed, whether you have used the Oracle8 RMAN channels or only BRBACKUP tools. If you used RMAN, then you need to use Oracle8 svrmgrl and RMAN commands to perform the restore. If you have used BRBACKUP utility, then you need to use SAPDBA to perform the restore. If you are performing a partial restore, you can use BRRESTORE tools that come with the SAP R/3 BRBACKUP utility. The following environment variables must be set before performing the restore: • ORACLE_SID: system ID of the database instance Example: P01 SAPSID refers to the name of the SAP R/3 system, while the DBSID refers to the name of the database instance. When a single instance is installed, SAPSID and DBSID are the same.
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Integrating SAP R/3 and Data Protector Example of SAP R/3 Database Restore • ORACLE_HOME: home directory of the Oracle software Default location is: \ • SAPDATA_HOME: home directory of the database files Default location is: \



IMPORTANT



The environment variables ORACLE_SID, ORACLE_HOME and SAPDATA_HOME must always be set.



The following environment variables must only be set if the corresponding paths are different from the default locations: • SAPARCH: directory for the BRARCHIVE logs Default location: \saparch • SAPBACKUP: directory for the BRBACKUP logs Default location: \sapbackup • SAPCHECK: directory for the sapdba -check/analyze logs Default location: \sapcheck • SAPREORG: directory for all other SAPDBA logs, as well as shell and SQL scripts. It is also the standard directory for export and unload dump files, if the parameter exireo_dumpdir in the profile init.dba is not set. Default location: \sappreorg • SAPTRACE: directory for Oracle8 trace files and the alert file Default location: \saptrace • SAPDATA1: directory of the database data files Default location: \sapdata1 Syntax for SAPDATA is: n=1, ..., 99. The environment variables SAPDATA must only be defined if directories are on a location other than the default. • TWO_TASK: identification of a remote database system This environment variable must not be set. Other optional environment variables that can be set: Chapter 2
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Integrating SAP R/3 and Data Protector Example of SAP R/3 Database Restore • LINES: definition of the screen height • COLUMNS: definition of the screen width • SAPDBA_DEBUG: setting the trace function for error analysis



Examples of SAP R/3 Database Restore Full Database Restore and Recovery To perform a full database restore and recovery, follow the steps below: 1. Login to the SAPDBA utility. In the SAPDBA select the m to display User and Security option. Select the Expert mode and enter the Expert’s password. Figure 2-21



Starting the SAPDBA in Expert Mode
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Integrating SAP R/3 and Data Protector Example of SAP R/3 Database Restore 2. When the menu appears, select the Restore/Recovery option. Figure 2-22



Selecting the Restore/Recovery Option



3. When the new menu appears, you can select between different types of restore. Select Full restore and recovery option. SAPDBA will check if your database is up and running. Figure 2-23



Selecting Full Restore and Recovery



4. After the SAPDBA checks the status of the database, a new window displaying the results appears. Specify the Select a backup of type option to select the backup version you want to use to perform the restore.
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Integrating SAP R/3 and Data Protector Example of SAP R/3 Database Restore Figure 2-24



Selecting the backup type and version for restore



5. Afterwards, enter the full pathname name for the backup tool parameter file. 6. Select the Start restore and recover option to start the restore session. Figure 2-25



Starting the Restore Session



7. Select the Return to restore procedure and continue, if you want to specify or modify the restore parameters.
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Integrating SAP R/3 and Data Protector Example of SAP R/3 Database Restore Figure 2-26



Selecting Return to restore process and continue option



IMPORTANT



After the restore and recovery are performed, the command ALTER DATABASE OPEN RESETLOGS is always executed. For security reasons, perform a backup of the database, before you open it. After you have opened the database, the current LOG SEQUENCE NUMBER = 1 and its operations overwrite the old redo log files. Back up the offline redo log files before the function is executed.



Partial Restore To perform a partial restore and recovery, you need to determine whether you need to restore a backup file or an archive redo log. The task of the SAPDBA recovery function is to fix certain media and user errors. When such errors occur, they usually involve the loss of database files, which contain many various types of objects: Oracle8 Dictionary segments, temporary segments, rollback segments, or user segments (tables and indexes). SAPDBA utility supports restoring the database after the loss of the following files: • SAP tablespaces data file (PSAPD/I) • System tablespace files (SYSTEM) • Rollback tablespace files (PSAPROLL) • Temporary tablespace files (PSAPTEMP)
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Integrating SAP R/3 and Data Protector Example of SAP R/3 Database Restore The menu option Check (and repair) database only enables the recovery of the database up to the present time. Restoring lost files To restore the lost files, follow the steps below: 1. Define the time period within which you want SAPDBA to search for the backup files. The default value is 30 days. Then select the Start finding backup files menu option. SAPDBA utility uses the BRBACKUP log files to find the backup files. If the SAPDBA utility finds backup files, the necessary log sequence number is determined by SAPDBA as follows: SAPDBA searches for the most recent BRBACKUP file for each lost file and then selects the lowest of the respective log sequence numbers. 2. Select the Show the list of damaged files to determine the files that need to be restored. The SAPDBA utility lists all the lost files and their backup files. Each file shown in the list contains one of the following comments: • Backup file: on Backed up by This means that the file was backed up using the specific program. This comment appears when the parameter backup_util_name of the profile init.dba contains the name of the external backup program. Otherwise, the comment is displayed as, for example: ext. backup utility. • No restore of a backup file required This means that the existing file can be used. • No backup file found This means that no backup was found for this file in the specified period of time. 3. Select the Show the list of backup files option to specify the lost files for which you would like to see the available backup files. Each file that has been lost can have several backup files. 4. Select the Select a backup file for restore if you would like to change the proposed backup file, that should be restored. The file that is selected for the restore is flagged with Selected for restore. 190



Chapter 2



Integrating SAP R/3 and Data Protector Example of SAP R/3 Database Restore 5. Select the Select a BRBACKUP run for restore if you want to change the newest found backup file for each individual file from which the requested files can be restored. You can change this setting, for example, if all the files for restore were backed up in the same backup session and you want to specify only that backup session. The following information is listed: • Sequential number of the backup file found • Coded timestamp, date and time of the backup • The medium on which the backup was performed • The number of files found in this backup which are to be restored 6. Select the Return option to continue with the recovery process. The lost files are restored using the SAP utility BRRESTORE. 7. Select the Start restore of backup files. SAPDBA checks if the files that are to be restored are still available. If these files are still available, an error message is displayed. Confirm that SAPDBA may overwrite these files. If you do not allow SAPDBA to overwrite these files, the restore procedure is terminated at this point. SAPDBA checks if there is a backup file for each data file that was lost. If a backup file is missing, the restore procedure is terminated at this point. SAPDBA displays the restore parameters. The SAP utility BRRESTORE is started in order to restore the files. Archive Log Restore To restore the archive log files, follow the steps below: 1. Select the Restore archive files option. Archive log files are restored using the SAP utility BRRESTORE. If SAPDBA determines that the archiving directory \saparch does not have enough space to restore all the necessary redo log files, the redo log files that have already been used will be deleted and the next required redo logs are restored during the subsequent recovery. 2. Select the Start restore of archive files option.
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Integrating SAP R/3 and Data Protector Example of SAP R/3 Database Restore This option is mandatory when the recovery requires offline redo log files that are no longer in the archiving directory. The recovery cannot be started until the necessary archived redo logs are restored. SAPDBA displays the following information on the screen: • The log sequence number of the first archived file to be restored. • The archived files that were found. • The maximum size of the archived redo log files. • The configured restore parameters which you can change using the Specify restore parameters option. The SAP BRRESTORE utility restores the required files. If the redo logs are still available on the disk, they do not have to be restored. 3. Select Return to continue with the recovery process.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector In This Chapter



In This Chapter This chapter explains how to install, configure, and use the Data Protector Microsoft SQL Server 7.0/2000 integration. The chapter is organized into the following sections: “Overview” on page 195 “Prerequisites and Limitations” on page 197 “Integration Concept” on page 198 “Data Protector Microsoft SQL Server 7.0/2000 Configuration File” on page 204 “Installing and Upgrading the Microsoft SQL Server 7.0/2000 Integration” on page 206 “Configuring the Integration” on page 208 “Backing Up Microsoft SQL Server 7.0/2000 Databases” on page 219 “Restoring Microsoft SQL Server 7.0/2000 Databases” on page 222 “Performance Tuning” on page 234 “Monitoring a Microsoft SQL Server 7.0/2000 Backup and Restore” on page 239 “Configuring the Integration as Cluster-Aware” on page 241 “Troubleshooting” on page 244
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Overview



Overview The Data Protector integration with Microsoft SQL Server 7.0/2000 allows you to perform online backups. Refer to the HP OpenView Storage Data Protector Software Release Notes for information about platforms and devices that are supported by the Data Protector Microsoft SQL Server 7.0/2000 integration. The online backup concept is widely accepted. It addresses the business requirements for high application availability better than the offline backup concept. Data Protector Microsoft SQL 7.0/2000 integration supports the following backup types: • Full online database backups • Transaction log online backups • Differential online database backups Data Protector Microsoft SQL 7.0/2000 integration supports the following restore options: • Point-in-time restore • Restore database to another SQL Server • Recovery completion state • Force restore over existing database Using Data Protector together with Microsoft SQL Server 7.0/2000 offers several advantages over using Microsoft SQL Server 7.0/2000 alone: • Central Management for all backup operations: The administrator can manage backup operations from a central point. • Media Management: Data Protector has an advanced media management system that allows users to monitor media usage, set the protection for stored data, as well as organize and manage devices in media pools.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Overview • Scheduling: Data Protector has a built-in scheduler, which allows the administrator to automate backups to run periodically. With the Data Protector Scheduler, the backups you configure run unattended at specified times, provided the devices and media are properly set. • Device Support: Data Protector supports a wide range of devices: files, standalone drives, very large multiple drive libraries, etc. • Monitoring: Data Protector has a feature that allows the administrator to monitor currently running sessions and view finished sessions from any system that has the Data Protector GUI installed. All backup sessions are logged in the IDB, which provides the administrator with a history of activities that can be queried at a later time.



196



Chapter 3



Integrating Microsoft SQL Server 7.0/2000 and Data Protector Prerequisites and Limitations



Prerequisites and Limitations The following is a list of prerequisites and limitations. • You need a license to use the Data Protector Microsoft SQL Server 7.0/2000 integration. Refer to the HP OpenView Storage Data Protector Installation and Licensing Guide for detailed information about Data Protector licensing. • Before you begin, ensure that you have correctly installed and configured the Microsoft SQL Server 7.0/2000 and Data Protector systems. Refer to the: ✓ HP OpenView Storage Data Protector Software Release Notes for an up-to-date list of supported versions, platforms, devices, limitations, and other information. ✓ HP OpenView Storage Data Protector Installation and Licensing Guide for instructions on how to install Data Protector on various architectures. ✓ HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to configure and run filesystem backups. ✓ SQL Server Books Online for online information on Microsoft SQL Server 7.0/2000. • It is assumed that you are familiar with Microsoft SQL Server 7.0/2000 database administration, in particular backup and restore, and basic Data Protector functionality. • Do not use double quotes (" ") in object-specific pre-exec and post-exec commands.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Integration Concept



Integration Concept Virtual Device Interface



The Microsoft SQL Server 7.0/2000 introduces a new backup interface called Virtual Device Interface (VDI). VDI allows much faster backups and restores than the backup interface used in previous versions of the Microsoft SQL Server. The central component of the integration is the Data Protector sql_bar.exe executable, which is installed on the Microsoft SQL Server 7.0/2000 system. From the perspective of the Microsoft SQL Server 7.0/2000, Data Protector is seen as media management software. The sql_bar.exe executable implements multiple virtual devices used for backup and restore, and transforms VDI commands from the Microsoft SQL Server into Data Protector backup or restore streams.



Fast Direct Mode



The VDI architecture allows the Data Protector Media Agent to access data directly in the Microsoft SQL Server's memory, provided that the devices are attached directly to the Microsoft SQL Server system. Therefore, high backup and restore speeds on large databases can be achieved. The high performance Data Protector mode is called Fast direct mode.



Backup Types



There are three online backup types of the Microsoft SQL Server 7.0/2000 system that can be performed using the Data Protector Microsoft SQL 7.0/2000 integration: Full database backup Full database backup includes all data in a database regardless of whether the database has changed after the last backup was created. This means that the entire database backup does not depend on any other backup media. A full database backup differs from a full server backup, which is a backup of all existing databases on the Microsoft SQL Server 7.0/2000 system.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Integration Concept Differential database backup A differential database backup records only the data changes made to the database since the last full database backup. A differential database backup takes less time to complete than a full database backup. By creating differential database backups more frequently than full database backups, you can conserve the media used for a backup. Transaction log backup Transaction log backups generally use fewer resources than database backups, so they can be created more frequently than database backups. By applying transaction log backups, you can recover the database to a specific point in time. A transaction log backup is not possible sometimes. For example, if the Recovery model option on the Microsoft SQL Server 7.0/2000 is not set to Bulk-Logged or Full, Data Protector performs a differential or full backup instead. Backup Objects



When selecting objects for a backup, a user may choose to back up the whole server system or may select particular databases, which are listed below: Database



Description



user databases Contain user data. For example, there is the pubs database providing learning tools, which is the basis for most of the examples in Microsoft SQL Server 7.0/2000 manuals. master



Controls the user databases and the operation of Microsoft SQL Server 7.0/2000 as a whole. It keeps track of such information as user accounts, configurable environment variables, and system error messages.



model



Provides a template or prototype for new user databases.



distribution



The distribution database is one of the system databases used by the replication components of the Microsoft SQL Server 7.0/2000, such as Distribution Agent, to store data, including transactions, snapshot jobs, synchronization status, and replication history
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Integration Concept information. This database does not necessarily reside on a server unless the system is used for remote distribution or as a combined Publisher/Distributor. msdb



IMPORTANT



Provides a storage area for scheduling information and information about backups.



Table backup is not supported by the Data Protector Microsoft SQL Server 7.0/2000 integration.



For a complete description of system databases, refer to the Microsoft SQL Server 7.0/2000 Books Online. Full and differential backups, together with regular transaction log backups, prevent a user from data loss in the event of a disk failure. Furthermore, transaction log backups are needed to perform a point-in-time restore. Data Protector restores the databases so that the last differential backup is applied to the most recent full backup. Then the transaction log backups are applied according to the specified point-in-time restore option. The recovery itself is performed by the Microsoft SQL Server. Backup Flow



A backup session is started by the Data Protector Backup Session Manager (BSM), which reads the Data Protector backup specification and invokes sql_bar.exe. The BSM also starts the Media Agents. The sql_bar.exe executable connects to the Microsoft SQL Server 7.0/2000 and receives data from it via VDI. It then passes the instructions on to Data Protector Media Agents, which write the data to the backup devices. Messages from the backup session are sent to the Backup Session Manager, which then writes messages and information regarding the respective session to the IDB.



Restore Flow



Using the Data Protector User Interface, the objects and object versions which are to be restored are defined by the user. A restore session is started by the Restore Session Manager (RSM), which starts sql_bar.exe and the Data Protector Media Agents. The sql_bar.exe connects to Microsoft SQL Server 7.0/2000 and receives data from the Media Agents. The Microsoft SQL Server 7.0/2000 then writes the data restored by Data Protector to the disks.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Integration Concept Messages from the restore session are sent to the Data Protector RSM, which writes messages and information regarding the respective session to the IDB. The concept of a backup and a restore session is shown in the Figure 3-1 on page 201. Figure 3-1



Microsoft SQL 7.0/2000 Integration Concept



Table 3-1



Legend: SM



A Data Protector Session Manager, which is the Data Protector Backup Session Manager during backup, or the Data Protector Restore Session Manager during restore



Backup API or VDI



The Microsoft SQL Server 7.0/2000 Virtual Device Interface, the Microsoft backup interface introduced with the Microsoft SQL Server 7.0



MA



The Data Protector Media Agent
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Integration Concept



Advanced Concept - Parallelism Data Protector can back up more than one Microsoft SQL Server 7.0/2000 database at a time. It can even back up a single database using multiple streams. The two parallelism types that are used with Microsoft SQL Server 7.0/2000 are database parallelism and the number of concurrent streams. • Database parallelism More than one database is backed up at a time if the number of available devices allows you to perform backups in parallel. The allocation of streams to devices is done automatically. Data Protector tries to use all available devices to run the backup in parallel. • Number of concurrent streams The number of concurrent streams is defined as the number of devices used to back up a particular database or Microsoft SQL Server 7.0/2000. It can be specified by the user or calculated automatically.



NOTE



Microsoft SQL Server 7.0/2000 does not support the backup of multiple streams to one device.



Figure 3-2 on page 203 gives an example of a Data Protector backup session where four Microsoft SQL Server 7.0/2000 databases are being backed up using a different number of concurrent streams per database.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Integration Concept Figure 3-2



Database Parallelism=4, Overall Concurrency = 10



Number of concurrent streams = 1



Db1



Media Agent Number of concurrent streams = 2



Db3



Media Agent Media Agent Number of concurrent streams = 3 Media Agent



Db3



Media Agent Media Agent Number of concurrent streams = 4



Db4
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Data Protector Microsoft SQL Server 7.0/2000 Configuration File



Data Protector Microsoft SQL Server 7.0/2000 Configuration File Data Protector stores the Microsoft SQL Server 7.0/2000 integration parameters for every configured Microsoft SQL Server 7.0/2000 in the /etc/opt/omni/integ/config/MSSQL/% file (HP-UX and Solaris systems), or in the \Config\Integ\Config\MSSQL\% file (Windows systems) on the Cell Manager. The parameters stored are username and a password for the Microsoft SQL Server 7.0/2000 user, who must have permissions to run backup and restore within the Microsoft SQL Server 7.0/2000 (assuming the standard security is used during the configuration of the integration). The configuration parameters are written to the Data Protector Microsoft SQL Server 7.0/2000 configuration file: • during the configuration of the integration • during the creation of a backup specification Syntax



The syntax of the Data Protector Microsoft SQL Server 7.0/2000 configuration file is as follows: Login=''; Password='';



IMPORTANT



To avoid problems with your backups, take extra care to ensure that the syntax of your configuration file matches the examples.



Example



This is an example of the file: • if standard security is used Login='TROLL\Administrator'; Password='dsjf08m80fh43kdf';
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Data Protector Microsoft SQL Server 7.0/2000 Configuration File • if integrated security is used Login=''; Password='dsjf08m80fh43kdf';
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Installing and Upgrading the Microsoft SQL Server 7.0/2000 Integration



Installing and Upgrading the Microsoft SQL Server 7.0/2000 Integration Upgrading



The Microsoft SQL Server 7.0/2000 integration is upgraded automatically during the client upgrade. For the upgrade procedure, refer to “Upgrading to Data Protector A.05.10” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



Installation



It is assumed that your Microsoft SQL Server 7.0/2000 is up and running. Install the Data Protector Microsoft SQL 7.0/2000 integration software on your Microsoft SQL Server 7.0/2000 either locally, from the CD-ROM, or remotely, by using the Data Protector User Interface. Once installed and configured, the system also becomes a Data Protector client. Install these Data Protector software components: • SQL 7.0/2000 Integration • Disk Agent (for a filesystem backup test) • Media Agent (if you have devices connected to the system) • User Interface Refer to the HP OpenView Storage Data Protector Installation and Licensing Guide for detailed instructions about installation.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Installing and Upgrading the Microsoft SQL Server 7.0/2000 Integration Figure 3-3



Custom Setup



Verifying the Installation



Once the installation has completed, you can verify it. For the procedure, refer to “Verifying Data Protector Installation” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



What’s Next?



If you have installed the Data Protector Microsoft SQL 7.0/2000 integration software on the Microsoft SQL Server 7.0/2000 system, you are ready to proceed to the configuration described in the following section.



Chapter 3



207



Integrating Microsoft SQL Server 7.0/2000 and Data Protector Configuring the Integration



Configuring the Integration The configuration procedure consists of configuring a Microsoft SQL Server 7.0/2000 system functioning as a Data Protector client, and configuring a Microsoft SQL Server 7.0/2000 backup. Before You Begin



It is recommended that you configure and run some test filesystem backups using Data Protector. This includes installing the Disk Agent on the Microsoft SQL Server 7.0/2000 system. Any device can be used for this test. Configure a standard filesystem backup, which can include one directory only. By doing this, you can check whether the Microsoft SQL Server 7.0/2000 client system and the Data Protector Cell Manager are communicating properly. In case of problems, this type of backup is much easier to troubleshoot than the integration of Microsoft SQL Server 7.0/2000 with Data Protector. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions. In case of any difficulties with a filesystem backup, do not continue configuring the integration until you have solved them.



Configuring the Microsoft SQL Server 7.0/2000 Prerequisites



The Microsoft SQL Server 7.0/2000 must be online during the configuration procedure. Configuration must be performed for every single Microsoft SQL Server 7.0/2000 system. The configuration consists of setting the username and password for the Data Protector services. Thereafter, the services are able to connect to the Microsoft SQL Server 7.0/2000 and operate under the specified account. The user must have appropriate permissions to run backup and restore on the respective Microsoft SQL Sever 7.0/2000. You can check this using the Microsoft SQL Server 7.0/2000 Enterprise Manager.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Configuring the Integration Figure 3-4



Microsoft SQL Server 7.0/2000 Users



The configuration is performed during the creation of a new backup specification, or by modifying an existing backup specification. You need to define the way the Data Protector sessions will run on the Microsoft SQL Server system, using either Data Protector Inet account (in most cases the system account) or a specified user account (preferred option). The procedure below describes the configuration of a Microsoft SQL 7.0/2000 Server using an existing backup specification: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, Backup Specifications, and MS SQL Server.Click an existing backup specification. 3. Right-click the name of the Microsoft SQL Server 7.0/2000 listed in the Source property page, and then select Configure from the pop-up window. 4. In the Configure MS SQL window, select either Integrated Security or Standard Security.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Configuring the Integration



NOTE



It is recommended that the Microsoft SQL Server 7.0/2000 system administrator configure the Data Protector Microsoft SQL Server 7.0/2000 integration.



If you use Standard Security, you must provide a username in the format \ and a password for a Microsoft SQL Server 7.0/2000 user, who must have permissions to run backup and restore of the Microsoft SQL Server 7.0/2000. If you use Integrated Security, the Data Protector SQL Server 7.0/2000 integration will use the Data Protector Inet account to connect to the Microsoft SQL Server 7.0/2000. Refer to the “Glossary” on page G-1 and to the Microsoft SQL Server 7.0/2000 documentation for more detailed information about security and for a description of the two connection types. Click OK to confirm the configuration. Figure 3-5



What Happens?



Configuring the Microsoft SQL Server



After clicking OK in the configuration window, the login information is written to the Data Protector Microsoft SQL Server 7.0/2000 configuration file on the Cell Manager: \Config\Integ\Config\MSSQL\% (Windows Cell Manager) or /etc/opt/omni/integ/config/MSSQL/% (HP-UX or Solaris Cell Manager). 5. Right-click the name of the Microsoft SQL Server 7.0/2000 listed in the Source property page. Then, click Check Configuration. A pop-up window informs you of the results of the check. Figure 3-6



Checking Configuration



Once you start checking the configuration procedure, the Data Protector service reads the login information from the configuration file.



NOTE



Any changes of the client configuration parameters in one backup specification will affect other backup specifications that have been created for the same Microsoft SQL Server 7.0/2000. Refer to Figure 3-5 on page 210.
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Configuring a Microsoft SQL Server 7.0/2000 Backup To configure a Microsoft SQL Server 7.0/2000 backup, perform the following three steps: 1. Configure the devices you plan to use for a backup. Refer to the HP OpenView Storage Data Protector Administrator’s Guide or online Help for basic instructions, and “Performance Tuning” on page 234 for advanced options. 2. Configure media pools and media for a backup. Refer to the HP OpenView Storage Data Protector Administrator’s Guide or online Help for instructions. 3. Create a Data Protector Microsoft SQL Server 7.0/2000 backup specification that defines what and where to back up. Creating a Backup Specification A Data Protector backup specification for a Microsoft SQL Server 7.0/2000 is a configuration file that contains the information on how, when and which Microsoft SQL Server 7.0/2000 backup objects to back up. Refer to “Integration Concept” on page 198 for a description of the Microsoft SQL Server 7.0/2000 backup objects. To create a backup specification using the Data Protector GUI, perform the following steps: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, Backup Specifications, and then right-click MS SQL Server and click Add Backup. 3. In the Create New Backup dialog box, double-click Blank Microsoft SQL Server Backup.
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Selecting a Blank Template



4. In the next page of the wizard, specify the name of the Microsoft SQL Server 7.0/2000 system and the application database which is the instance of the SQL Server. 5. Click Next to proceed. If the client has not been configured yet, the Configure Microsoft SQL window appears. Refer to “Configuring the Microsoft SQL Server 7.0/2000” on page 208. Click OK to complete the configuration. 6. Select the Microsoft SQL Server 7.0/2000 backup objects you want to back up.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Configuring the Integration Figure 3-8



Selecting Backup Objects



You cannot expand Microsoft SQL Server 7.0/2000 databases further into tables, but you can specify full server backup by selecting the top-level item (the name of the server), and a single database backup by selecting a lower-level item. If full server is selected, Data Protector checks what databases exist on the server and backs up all of them at backup time. 7. Following the wizard, select the devices, backup options, and schedule your backup.



TIP



If you are not sure about selecting the backup options, keep the default values.



Refer to online Help and the HP OpenView Storage Data Protector Administrator’s Guide for details about options common to all Data Protector backup specifications.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Configuring the Integration Refer to “Microsoft SQL Server 7.0/2000 Specific Backup Options” on page 215 for details about Microsoft SQL Server 7.0/2000 specific options. 8. Once you have defined all backup options and the schedule, you need to name and save the newly created backup specification. It is recommended that you save all Microsoft SQL Server 7.0/2000 backup specifications in the MSSQL group. Figure 3-9



Saving a Backup Specification



Microsoft SQL Server 7.0/2000 Specific Backup Options The Microsoft SQL Server 7.0/2000 specific backup options are specified using the Data Protector GUI by clicking the Advanced button next to Application Specific Options. The following are the Microsoft SQL Server 7.0/2000 application specific backup options: Concurrent streams This option is available only if the whole Microsoft SQL 7.0/2000 Server is backed up. It sets the number of user-specified concurrent streams (devices) used for a backup. To set the number of concurrent streams for a particular Microsoft SQL Server 7.0/2000 database (if one or more Microsoft SQL Server 7.0/2000 databases were selected for a backup), refer to “Object Specific Options” on page 217.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Configuring the Integration Fast Direct Mode This option can only be used with locally connected devices in order to optimize performance. This operational mode must be combined with special device settings. Refer to “Performance Tuning” on page 234 for details.



NOTE



It is recommended that the local devices with special block-size settings be dedicated to the Microsoft SQL Server 7.0/2000 high performance backup only.



Pre-exec



Specifies a command with arguments or a script that will be started on the Microsoft SQL Server 7.0/2000 before the backup starts. The command/script is started by the Data Protector sql_bar.exe and must reside in the \bin directory of the Microsoft SQL Server 7.0/2000 system. Only the filename must be provided in the backup specification.



Post-exec



Specifies a command with arguments or a script that will be started on the Microsoft SQL 7.0/2000 Server after the backup. The command/script is started by the Data Protector sql_bar.exe and must reside in the \bin directory of the Microsoft SQL Server 7.0/2000 system. Only the filename must be provided in the backup specification.
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Application Specific Options



Object Specific Options If you have specified one or several database objects for a backup, so that the backup specification is started as a database backup (as opposed to a full server backup), you can set the backup options on a single database level.



NOTE



If you selected full server backup, the same options as in the Application Specific Options windows are displayed here.



In the Backup Specification Summary property page, double-click an object to open the Object Properties window, where you can customize object properties for the respective database.
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Object Properties



The following backup options can be selected per backup object: Use default concurrent streams You may keep this box checked so that the number of concurrent streams is defined by Data Protector using all available devices. Concurrent streams The number of user-specified concurrent streams (devices) used for backup. VDI supports up to 32 virtual devices per database.
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Backing Up Microsoft SQL Server 7.0/2000 Databases To run an online backup of a Microsoft SQL Server 7.0/2000, use any of the following methods: • Schedule the backup of an existing Microsoft SQL Server 7.0/2000 backup specification using the Data Protector Scheduler. • Start an interactive backup of an existing Microsoft SQL Server 7.0/2000 backup specification.



Scheduling the Backup For more detailed information on scheduling, refer to the online Help index keyword “scheduled backups”. To schedule a Microsoft SQL Server 7.0/2000 backup specification, perform the following steps in the Data Protector GUI: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, then Backup Specifications. Click MS SQL Server. A list of available backup specifications is displayed in the Results Area. 3. Double-click the backup specification you want to schedule and click the Schedule tab to open the Schedule property page. 4. In the Schedule property page, select a date in the calendar and click Add to open the Schedule Backup dialog box. 5. Specify Recurring, Time options, Recurring options, and Session options. You can select one of the following backup types: full, differential, or transaction log backup. Refer to “Integration Concept” on page 198 for a detailed description of backup types. The backup type is ignored for zero downtime backup sessions (split mirror or snapshot backup). It is set to Full.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Backing Up Microsoft SQL Server 7.0/2000 Databases In the case of zero downtime backup, but only for ZDB disk or ZDB disk/tape backups (instant recovery enabled), specify the Split mirror/snapshot backup option. See Figure 3-12 on page 220. 6. Click OK to return to the Schedule property page. 7. Click Apply to save the changes. Figure 3-12



Scheduling Backups



Running an Interactive Backup An interactive backup can be started using the Data Protector GUI by following these steps: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Backing Up Microsoft SQL Server 7.0/2000 Databases 2. In the Scoping Pane, expand Backup; then expand Backup Specifications and MSSQL items. 3. Right-click the backup specification you want to run, and then select Start Backup from the pop-up menu. The Start Backup dialog box appears. Select the backup type {Full|Trans|Differential} and the network load {High|Medium|Low}. The backup type is ignored for zero downtime backup sessions (split mirror or snapshot backup). It is set to Full. Refer to online Help for a description of network load. In the case of zero downtime backup, but only for ZDB disk or ZDB disk/tape backups (instant recovery enabled), specify the Split mirror/snapshot backup option. 4. Click OK. Upon successful completion of the backup session, a Session Completed Successfully message appears.
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Restoring Microsoft SQL Server 7.0/2000 Databases NOTE



In Microsoft SQL Server 7.0/2000, there is no need to create an empty database prior to restoring database, since the database and its files are generated automatically by the Microsoft SQL Server 7.0/2000. If the database already exists and has a different structure, the restore will fail unless you select the Force restore over existing database option. Refer to “Restore Options” on page 226 for a detailed description.



General restore options that apply to all objects within a restore session, such as: • Restore database to another Microsoft SQL Server • Restore using a different device can be combined with object-specific restore options: • Point-in-time restore • Recovery completion state • Force restore over existing database so that a user may choose among several restore scenarios. Prerequisites



Before you start a restore session, verify that the database is not being used by any user. To restore Microsoft SQL Server 7.0/2000 objects using the Data Protector GUI, proceed as follows: 1. In the HP OpenView Storage Data Protector Manager, switch to the Restore context. 2. Expand Restore and MS SQL Server. Select the client from which you want to restore the data, and then click MS SQL Server. A list of backed up objects is displayed in the Results Area.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Restoring Microsoft SQL Server 7.0/2000 Databases 3. Select the Microsoft SQL Server 7.0/2000 objects you want to restore. Check the properties by right-clicking the object name. Here you can select the version (date of a backup) from which you want to restore, and choose the Microsoft SQL Server 7.0/2000 specific restore options. Refer to “Restore Options” on page 226 for more information about these options. Figure 3-13



Selecting Object Specific Options



4. In the Options property page, specify whether you want to restore your data to another client or instance. In this case, you have to specify new locations for the databases you want to restore. Refer to “Restore Options” on page 226.
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NOTE



When you click the Options tab, Data Protector browses the cell for the running Microsoft SQL Server 2000 instances that can be selected as target instances for restore. If no instances are found, the Restore to another instance option is automatically disabled and the message There are no instances on this client system is displayed.



Also, select one of the following restore actions: • Restore data (default). Select this action if you want to restore the whole database. • Restore and display file list only. Use this action if you do not know the original file names. In this case, the list of files backed up in a particular backup session is displayed. • Restore and display headers only. Select this action if you need specific details about the database backup. The SQL Server’s header information is displayed.
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Restore Options



5. Click Devices and then Media to select the devices and media to be used for the restore. Note that you can change a device used for the restore. Therefore, you have the possibility of using a different device for a restore than the one that was used for the backup. Refer to the “Restoring Under Another Device” section of the HP OpenView Storage Data Protector Administrator’s Guide for more information on how perform a restore using another device.



IMPORTANT



If the devices used for the restore are not those used for the backup, select the same number of devices in the Devices property page as you used when you backed up the object.



6. Click Restore MS SQL Server to open the Start Restore Session window. Click Next to select the Network Load and Report Level before starting the restore session. Refer to online Help for details. Chapter 3



225



Integrating Microsoft SQL Server 7.0/2000 and Data Protector Restoring Microsoft SQL Server 7.0/2000 Databases Click Finish to start the restore session. When the session starts, the messages are displayed in the Results Area. Upon successful completion, a message is displayed in the Session Information dialog box.



Restore Options The object-specific restore options are shown in Figure 3-13 on page 223. See also “Restoring Using the Command Line” on page 249 for restore options available from the command line only. Backup Version Specify the backup session from which the selected objects will be restored. Point-in-Time Restore Point-in-time restore means that a user can specify a point in time to which the database state must be restored. After recovery, the database is recovered in the state it was at the specified date and time. The backup you restore from must include the transaction log backups so that the Microsoft SQL Server can recover the database to a particular point in time. Only transaction log records written before the specified date and time are applied to the database. Point-in-time restore is specified by selecting a backup version and by setting the Stop at option. Stop at The Stop at option specifies the exact time when the roll-forward of transactions will be stopped. Therefore, the backup you restore from must include transaction log backups so that the Microsoft SQL Server can recover the database to a particular point in time.



226



Chapter 3



Integrating Microsoft SQL Server 7.0/2000 and Data Protector Restoring Microsoft SQL Server 7.0/2000 Databases This option cannot be used with NORECOVERY or STANDBY. If you specify a Stop at time that is after the end of the RESTORE LOG operation, the database is left in a non-recovered state, just as if RESTORE LOG had been run with NORECOVERY. Restore only this backup If you have restored a version of the database and left it in a non-operational or standby state, then you can subsequently restore differential or transaction log backups one by one, leaving each version non-operational to restore additional backups. Full restore of the database All necessary versions are restored, including the latest full backup, the latest differential backup (if one exists), and all transaction log backups from the last differential up to the selected version. Force restore over the existing database The existing database residing on the target restore server system will be overwritten. If a database with the same name as the one that you want to restore already exists on the server, and it has a different internal structure, then the Microsoft SQL Server 7.0/2000 does not let you rewrite the database without the Force Restore over existing database option turned on. Recovery Completion State These options let you select the state of the database after the recovery. You may select among the following: • Leave the database operational. Once the last transaction log has been restored and the recovery has completed, the database is already operational. • Leave the database non-operational after the last transaction log has been restored. You may further restore additional transaction logs one by one.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Restoring Microsoft SQL Server 7.0/2000 Databases • Leave the database as read-only. You may further restore transaction logs before the database is set to read-write mode. Restore database with a new name This option lets you restore your database under a different name. You have to specify the database’s logical file name and the destination file name (suboptions of the Restore files to new locations option) when selecting this option. Restore files to new locations This option allows you to restore files to a new location. You need to specify the database’s logical file name, and a destination target file name for the specified logical file name. Use this option if you are restoring data to another server, instance or making a copy of the database on the same server. Restoring to Another Microsoft SQL Server 2000 Instance or (and) to Another Microsoft SQL Server 7.0/2000 If you want to restore databases to a different Microsoft SQL Server 7.0/2000 system or (and) to a different Microsoft SQL Server 2000 instance, check the prerequisites below: Prerequisites



• Both Microsoft SQL Servers 7.0/2000 must have the same local settings, such as code page and sort order. This information is displayed in the session monitor for each backup. • The Target Microsoft SQL Server 7.0/2000 must be in the same Data Protector cell as the original Microsoft SQL Server 7.0/2000 and it must be configured. Once you have verified these prerequisites, proceed as follows: 1. If the target Microsoft SQL Server 7.0/2000 is not yet configured, create a backup specification and configure the server. Refer to “Configuring a Microsoft SQL Server 7.0/2000 Backup” on page 212. 2. Select the databases you want to restore and their versions.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Restoring Microsoft SQL Server 7.0/2000 Databases 3. Select whether you want to restore the data to another Microsoft SQL Server 7.0/2000 client or (and) to another Microsoft SQL Server 2000 instance: • If you want to restore the data to another Microsoft SQL Server 7.0/2000 client, select the Restore to another client option and then select the target client from the drop-down list. • If you want to restore the data to another Microsoft SQL Server 2000 instance, select the Restore to another instance option. If you do not see the list of instances in the drop-down list, enter the instance name by yourself. • If you want to restore the data to another Microsoft SQL Server 2000 client and to another Microsoft SQL Server 2000 instance, make sure you entered the name of the instance that exists on the target client. Otherwise, the restore will fail. Also, specify the new locations for the databases you want to restore. 4. Start restore. Refer to “Restoring Microsoft SQL Server 7.0/2000 Databases” on page 222



Disaster Recovery Disaster recovery is a very complex process that involves products from several vendors. As such, a successful disaster recovery depends on all the vendors involved. The information provided here is intended to be used as a guideline. Check the instructions from the database/application vendor on how to prepare for a disaster recovery. Also see the Disaster Recovery chapter in the HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to approach system disaster recovery using Data Protector. This is a general procedure for recovering an application: 1. Complete the recovery of the operating system. 2. Install, configure, and initialize the database/application so that data on the Data Protector media can be loaded back to the system. Consult the documentation from the database/application vendor for a detailed procedure and the steps needed to prepare the database.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Restoring Microsoft SQL Server 7.0/2000 Databases 3. Ensure that the database/application server has the required Data Protector client software installed and is configured for the database/application. Follow the procedures in this chapter and in the troubleshooting section. 4. Start restore. When restore is complete, follow the instructions from the database/application vendor for any additional steps required to bring the database back online. In case of a disk failure, you need to recover the operating system prior to any other recovery tasks. Data Protector disaster recovery is used to bring the operating system back up on the damaged system. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for more information about the Data Protector disaster recovery. The next step is restoring the Microsoft SQL Server 7.0/2000 database.



IMPORTANT



If the SQL Server 7.0/2000 needs be reinstalled, make sure that you use the original local settings. Before you perform a restore to another client, make sure that the local settings on the restore target system match the original.



You need to recover the master database first. Refer to the following section for the procedure on how to do this. Recovering the Master Database The master database holds the vital information about the Microsoft SQL Server 7.0/2000 as a whole. If you lose the master database, you cannot access any other databases and all of them are therefore unavailable. If the master database gets corrupted or lost, you must recover the master database first to make the Microsoft SQL Server 7.0/2000 operational. Next, restore all other databases or reattach them, as described in the section “Recovering User Databases” on page 232. To recover the master database, proceed as follows: 1. Rebuild the master database
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Restoring Microsoft SQL Server 7.0/2000 Databases Create the basic master database in order to make the Microsoft SQL Server 7.0/2000 operational, since some databases might be corrupted or might contain inconsistent data: a. Shut down the Microsoft SQL Server 7.0/2000 if it is running. b. Start the Rebuild Master utility \bin\rebuildm.exe c. Select an appropriate character set and sort order to match the backed up data. You can check this in the latest backup session report. d. Rebuild the database. For more information, refer to Microsoft SQL Server Books Online. 2. Set user rights or reconfigure the integration At this stage you must either reconfigure the integration or set user rights. Setting User Rights



After the master database is rebuilt, proceed as follows to set user rights using the Microsoft SQL Server 7.0/2000 Enterprise Manager: a. From the server’s desktop, click Start, Programs, Microsoft SQL Server 7/Microsoft SQL Server, Enterprise Manager to start the utility. b. Right-click the server in question, and then select Register Server. Configure the Microsoft SQL Server 7.0/2000 to use trusted connections. c. Close the dialog box and go to Security, Logins. Select the user rights you want to use (such as sa,). d. Then return to the server in question, right-click its name, and then select Register Server. Enter the account you have just selected in Manage, Logins. Perform any additional administration tasks that are required to run the SQL Server at this point.



Reconfiguring the Microsoft SQL Server 7.0/2000 Integration



Reconfigure the Microsoft SQL Server 7.0/2000 Integration. Refer to “Configuring a Microsoft SQL Server 7.0/2000 Backup” on page 212 for instructions.



Chapter 3



231



Integrating Microsoft SQL Server 7.0/2000 and Data Protector Restoring Microsoft SQL Server 7.0/2000 Databases 3. Stop all Microsoft SQL Server 7.0/2000 services You can do this using the Windows desktop: Start, Programs, Microsoft SQL Server 7. Start the SQL Service Manager and stop the services. 4. Start the Microsoft SQL Server 7.0/2000 service in single-user mode This can be done from the Windows desktop: a. In the Control Panel, go to Services (Windows NT) or Administrative Tools, Services (other Windows systems). b. Select the MSSQL Server Service. c. Enter -m as a start-up parameter and start the services. 5. Restore the master database using the Data Protector Manager 6. Restart the Microsoft SQL Server 7.0/2000 services in normal mode After the recovery of the master database, the Microsoft SQL Server 7.0/2000 service is automatically shut down. Start the Microsoft SQL Server 7.0/2000 Service Manager and restart SQL services. Remember that you must restore all other databases if you perform disaster recovery. If you restored selected databases only, you need to reattach databases (if they exist on disks) to the newly-rebuilt master database. Refer to the next section for details. Recovering User Databases To restore a user database, proceed as described in “Restoring Microsoft SQL Server 7.0/2000 Databases” on page 222. Note that restoring a database to a certain state often requires a multiphase restore. This means that multiple versions need to be restored to retrieve data. The latest full backup, the latest differential backup and all transaction log backups after the last full or differential backup must be restored. Suppose you have the following backup sequence:
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Restoring Microsoft SQL Server 7.0/2000 Databases FD T TDTTTTT and you want to restore the version marked T, then all the backup versions in will be restored. Restore is performed and automated by sql_bar.exe.



TIP



It is also possible to restore versions one by one if you want to have more control over the restore process. Use the options Restore only this backup and Recovery completion state to do this.



For more information about restoring the master database, refer to “Recovering the Master Database” on page 230. For more information on disaster recovery, refer to the HP OpenView Storage Data Protector Administrator’s Guide and Microsoft SQL Server Books Online.
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Performance Tuning Performance tuning means customizing your Microsoft SQL Server 7.0/2000 and Data Protector in a way that enables them to achieve better backup and restore results. You can improve the backup or restore performance of your Microsoft SQL Server 7.0/2000 by following these guidelines: 1. Ensure that your Microsoft SQL Server 7.0/2000 database files are on separate disks. 2. Calculate the number of devices to be used in parallel. The main consideration is to select a number of devices to match the bandwidth of the incoming data stream and to identify the bottleneck. This can be either the network, if devices are connected to remote systems, or the Microsoft SQL Server 7.0/2000 itself, if the devices are connected locally. As the bandwidths of networks are most often either ~1 MB/s (10 Mbit Ethernet), or ~10 MB/s (100 Mbit Ethernet), though the actual throughput is usually lower, you will not need more than one fast device, such as a DLT 7000 for a remote backup. There are two possibilities when you have devices connected locally: a. Devices are dedicated to local backups of the Microsoft SQL Server 7.0/2000 and it is very likely that backup/restore performance is important. Fast direct mode should be used. b. Devices are shared within the Data Protector cell and backup/restore performance is not very important. Fast direct mode should be disabled. Determine the maximum backup speed by performing a backup to a few null file devices on a local server, and select the number of devices that fit best with the measured performance.



TIP



Create separate backup specifications for local and remote devices. It is not recommended to use both in one backup specification.



3. Adjust the block size for local backup devices.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Performance Tuning • Enable/Disable the Fast direct mode option. Fast direct mode is an application-specific option per backup specification, which enables Data Protector to read data directly from the SQL Server’s shared memory, and can therefore increase the backup/restore speed to/from local devices. Refer to Figure 3-10 on page 217. This option should be used only if the highest performance is required. Due to the specific device settings, these device definitions should not be shared with conventional (filesystem) backups. Therefore, it is not recommended to use this option in general. You should disable the Fast direct mode option (as well as the special local device settings) if backup performance is not very critical and/or other data is also backed up to devices connected to the Microsoft SQL Server system. The Fast direct mode option can only be used for local devices. This mode is ignored for remote devices. • Set the block size Before you activate the Fast direct mode option, a special block size has to be set for the devices, as referenced in the backup specification. The adjusted block sizes can be calculated as follows: block size (kB) = 64*N + 4 (N=1,...64) block size (kB) = 68, 132, .....4100 kB



All selected devices must have the same block size. Some performance improvement can be gained by specifying a block size larger than 68 KB. You can increase the block size step by step and compare the performance achieved for each step. Note that it is recommended to set the block size to 68 KB. If you keep the Fast direct mode inactive, you do not need to adjust the local device settings, otherwise you must adjust the block size for all selected local devices, where the block size must meet the above requirements. You can adjust the block size during the initial device definition for local devices by checking the attached check box and selecting the block size. Refer to Figure 3-15 on page 236.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Performance Tuning You can also modify the block size later, however you will have to first calculate the block size by using the formula above and then insert the value as shown in Figure 3-16 on page 237. • Modify the registry If you want to use a block size larger than 56 KB, some SCSI interface cards require you to adjust related values in the registry of the system where the device is connected. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for information on how to adjust registry values for block sizes larger than 56 KB. Figure 3-15



Creating an Adjusted Local Device



To modify the block sizes of an existing device, proceed as follows: a. In the HP OpenView Storage Data Protector Manager, switch to the Devices&Media context.



236



Chapter 3



Integrating Microsoft SQL Server 7.0/2000 and Data Protector Performance Tuning In the Scoping Pane, expand Devices and click the locally-connected device that you want to modify. In the Results Area, select Settings, and then click Advanced. b. In the Advanced Options window, click Sizes, where you can modify block sizes. Figure 3-16



Advanced Options



If the Fast direct mode option has been activated and not all selected local devices in a backup specification are adjusted accordingly, you will get the following warning message when saving the backup specification:



Chapter 3



237



Integrating Microsoft SQL Server 7.0/2000 and Data Protector Performance Tuning Figure 3-17



Device Block Sizes Are Not Adjusted



3. Scheduling The backup schedule depends on how many transactions are done on the server. Generally, it is not wise to let the transaction log files grow over a certain limit, which depends on the certain production database and the size of its transaction log files. These are some general rules on how to schedule backups for production databases: • Weekly full backup • Differential backup daily • Transaction log backups as needed You should schedule full and differential backups when the server is not heavily loaded (nights and weekends), while transaction log backups should be done several times during the day. The final decision on scheduling backups must be made according to the actual database configuration. For more information, refer to the Microsoft SQL Server Books Online and HP OpenView Storage Data Protector Administrator’s Guide.
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Monitoring a Microsoft SQL Server 7.0/2000 Backup and Restore The Data Protector GUI allows you to monitor current or view previous backup and restore sessions. Monitoring is automatically activated when you start a restore or backup interactively. Refer to “Running an Interactive Backup” on page 220 and “Restoring Using the Command Line” on page 249 for information about how to use the command line. Monitoring Current Sessions



Use the following procedure to monitor a current session using the Data Protector GUI: 1. In the HP OpenView Storage Data Protector Manager, switch to the Monitor context. 2. Sessions that are currently in progress are displayed in the Results Area. If there are no sessions currently in progress, the screen is empty. 3. Select the session you want to monitor.



Figure 3-18



Monitoring a Current Session



Viewing Previous Sessions



Use the following procedure to view a previous session using the Data Protector GUI: 1. In the HP OpenView Storage Data Protector Manager, switch to the Internal Database context.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Monitoring a Microsoft SQL Server 7.0/2000 Backup and Restore 2. Expand Sessions. A list of sessions appears in the Scoping Pane. 3. Select the session you want to preview. Figure 3-19



Viewing a Previous Session
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Configuring the Integration as Cluster-Aware The following sections describe how to install and configure the Data Protector SQL 7.0/2000 integration as cluster-aware. Prerequisites



It is assumed that the Microsoft SQL Server 7.0/2000 with support for clustering is installed, configured, and running as a cluster-aware application.



Installing the Integration as Cluster-Aware Proceed as follows to install Data Protector SQL 7.0/2000 integration as cluster-aware application: 1. Locally install the Data Protector SQL 7.0/2000 integration software on both cluster nodes. Refer to Appendix, “Integrating Data Protector and Cluster-Aware Applications” on page 6. 2. Skip this step if you have installed the Data Protector Cell Manager software and the SQL 7.0/2000 Integration Module on both cluster nodes. To import the cluster nodes to the Data Protector cell, proceed as follows using the Data Protector GUI: a. In the HP OpenView Storage Data Protector Manager, switch to the Clients context. b. In the Scoping Pane, right-click Clusters and select Import Cluster. c. Enter the cluster virtual name and click Finish. This will add/update the Cell_Info file for all cluster nodes and all virtual hosts from that cluster. 3. Check if the Data Protector integration software has been properly installed. Proceed as follows: a. Switch to the \bin directory. b. Enter the following command: omnirsh INFO_CLUS
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Configuring the Integration as Cluster-Aware The output should return the name of the cluster-aware client systems in the Data Protector cell. 4. Check that the logon user account is assigned to the Data Protector Inet service on each cluster node. Make sure that the same user is also added to the Data Protector admin user group. The logon account must be set as shown in the following figure. Figure 3-20



Data Protector User Account



Configuring the Data Protector SQL 7.0/2000 Cluster-Aware Integration The configuration of the Data Protector SQL 7.0/2000 cluster-aware integration consists of: 1. Configuring an Microsoft SQL Server 7.0/2000 cluster-aware client. Refer to “Configuring a Microsoft SQL 7.0/2000 Cluster-Aware Client” on page 243. 2. Configuring a cluster-aware SQL Server 7.0/2000 backup. Refer to “Configuring Backups for a Cluster-Aware Microsoft SQL Server 7.0/2000” on page 243 The list below provides an overview of global configuration tasks and emphasizes the cluster-specific steps. 242
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Configuring the Integration as Cluster-Aware Configuring a Microsoft SQL 7.0/2000 Cluster-Aware Client The client configuration must be performed on only one cluster node per one Microsoft SQL 7.0/2000 server, since the Data Protector Microsoft SQL 7.0/2000 configuration file resides on the Cell Manager. Refer to “Configuring the Microsoft SQL Server 7.0/2000” on page 208. Configuring Backups for a Cluster-Aware Microsoft SQL Server 7.0/2000 You need to create a Data Protector SQL Server 7.0/2000 backup specification as explained in “Creating a Backup Specification” on page 212, except that you must specify the virtual server of the Microsoft SQL Server 7.0/2000 resource group as the name of the client system where the Microsoft SQL Server 7.0/2000 server is running. Refer to “Configuring a Microsoft SQL Server 7.0/2000 Backup” on page 212 for a detailed procedure on how to configure an SQL Server 7.0/2000 backup.



Backing Up and Restoring a Cluster-Aware Microsoft SQL Server 7.0/2000 Refer to “Backing Up Microsoft SQL Server 7.0/2000 Databases” on page 219 and “Restoring Microsoft SQL Server 7.0/2000 Databases” on page 222 for a detailed procedure. Use the virtual server instead of physical nodes.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Troubleshooting



Troubleshooting This section is divided into the following subsections: • General troubleshooting • Configuration problems • Backup problems • Restore problems



General Troubleshooting 1. Ensure that the latest official Data Protector patches are installed. Refer to “Verifying Which Data Protector Patches Are Installed” in the HP OpenView Storage Data Protector Installation and Licensing Guide. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported versions, platforms, and other information. 2. Refer to the HP OpenView Storage Data Protector Software Release Notes for a description of general Data Protector limitations, problems and workarounds, as well as a list of available Data Protector patches. Follow the given procedures to troubleshoot your configuration, backup, or restore problems. The Data Protector agent displays troubleshooting messages when a problem occurs. These can then be used to find a workaround.



Configuration Problems 1. If a configuration procedure does not work: • Check that the Microsoft SQL Server 7.0/2000 services are running.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Troubleshooting • Examine system errors reported in \log\debug.log on the Microsoft SQL Server 7.0/2000, functioning as a Data Protector client. • Connect to the Microsoft SQL Server 7.0/2000 via Microsoft SQL Server 7.0/2000 Enterprise Manager using the same login ID as the one specified in the Data Protector Configuration dialog box. • Perform a backup of Microsoft SQL Server 7.0/2000 objects using the Microsoft SQL Server 7.0/2000 Enterprise Manager. If the backup fails, fix any Microsoft SQL Server 7.0/2000 problems, and then perform a backup using Data Protector. Using the Data Protector Command Line to Check Configuration The configuration can also be performed from the command line. Enter the following string at the \bin directory on the Microsoft SQL Server 7.0/2000 system: sql_bar config -dbuser: -password: -appsrv: [-instance:] You must enter the same information as if using the Data Protector GUI: • The username and password of the SQL Server 7.0/2000 user who has permissions to back up and restore the SQL Server backup objects. • The name of the SQL Server system. To check configuration using the command line, enter the following string from the \bin directory on the Microsoft SQL Server 7.0/2000 computer: sql_bar chkconf [-instance:] If the optional parameter -instance: is not specified, the default instance is checked. If the integration is not properly configured, the command returns the following output: *RETVAL*8523 If you want the information about the existing configuration, enter the following string: sql_bar getconf [-instance:]
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Troubleshooting If the optional parameter -instance: is not specified, the configuration for the default instance is returned. What Happens?



Once you start the configuration from the command line, the login information will be written in the % file in the \Config\Integ\Config\MSSQL directory. Once you start checking the configuration procedure, the Data Protector service reads login information from the % file on the Data Protector Cell Manager and tries to connect to the server using this account. Miscellaneous Problems



Problems



• The integration is properly configured and the backup of all databases fails after a timeout, with an error message similar to the following: [Warning] From: [email protected] "MSSQL70" 3/14/2000 8:19:22 PM Error has occurred while executing SQL statement.



Time:



Error message: ' Error number: bc5 [Microsoft][ODBC SQL Server Driver][SQL Server]Backup or restore operation terminating abnormally.' [Critical] From: [email protected] "MSSQL70" 3/14/00 8:19:24 PM



Time:



Received ABORT request from SM => aborting.



• The SQL Server's error log contains an entry similar to the following: 2000-03-14 20:19:21.62 kernel BackupVirtualDeviceSet::Initialize: Open failure on backup device 'Data_Protector_master'. Operating system error -2147024891(Access is denied.).



• The SQL Server's VDI.LOG file contains an entry similar to the following: 2000/03/15 13:19:31 pid(2112) Error at BuildSecurityAttributes: SetSecurityDescriptorDacl Status Code: 1338, x53A Explanation: The security descriptor structure is invalid.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Troubleshooting Cause



The SQL Server service and the Data Protector Inet service are running under different accounts. The SQL Server 7.0/2000 integration cannot access the SQL Server's data for backup due to security problems.



Solution



Restart the Data Protector Inet service under the same account as the SQL Server service is running.



Backup Problems 1. If a backup does not work: • To check if the Cell Manager is correctly set on the Microsoft SQL Server 7.0/2000 that is functioning as a Data Protector client, verify the configuration file. • Check that the Microsoft SQL Server 7.0/2000 services are running. • Check that sql_bar.exe is installed on the system. • Examine system errors reported in \log\debug.log on the Microsoft SQL Server 7.0/2000 system. Check also the errorlog and VDI.log files in the \log directory on the server system. • Perform a backup of Microsoft SQL Server 7.0/2000 objects using the Microsoft SQL Server 7.0/2000 Enterprise Manager. If the backup fails, fix the Microsoft SQL Server 7.0/2000 problems and perform a backup using Data Protector. 2. If during creating a backup specification you do not see the instance of the Microsoft SQL Server 2000 as the application database, enter the instance name by yourself. When the “not-named instance” is not displayed, the DEFAULT string must be inserted as an application database. 3. When performing a backup, Microsoft SQL Server 7.0/2000 reports that the database backup cannot take place because of inappropriate user rights. If the Data Protector Manager (and sql_bar.exe) reports that the integration is properly configured, verify that the Microsoft SQL Server 7.0/2000 user has appropriate rights to access the databases that cannot be backed up. Chapter 3
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Troubleshooting It is recommended that the Microsoft SQL Server 7.0/2000 system administrator (sa) configure the Data Protector Microsoft SQL Server 7.0/2000 integration.



Restore Problems — If restore does not work: • Check whether a filesystem backup of the problematic client works. It is much easier to troubleshoot a filesystem backup. • Check that the Microsoft SQL Server 7.0/2000 services are running. • Check that sql_bar.exe is installed on the system. • Examine the system errors reported in \log\debug.log on the Microsoft SQL Server 7.0/2000 that is functioning as a Data Protector client. Check also the errorlog and VDI.log files in the \log directory on the same system. — The following error has occurred when executing an SQL statement: Error message: “Microsoft SQL-DMO (ODBC SQLState: 01000)?15[152:5] 1646 [Microsoft][ODBC SQL Serevr Driver][SQL Server]The master database has been successfully restored. Shutting down SQL Server.[Microsoft][ODBC SQL Server Driver][SQL Server]SQL Server is terminating this process.”



It is an expected behavior when the master database is restored in a single user mode, so this message should not be treated as an error. Restoring to a Client not Configured to Use with Data Protector If you want to perform a restore of the Microsoft SQL Server 7.0/2000 database to a Data Protector client not configured to use with the Microsoft SQL Server 7.0/2000, the restore does not work. To solve this problem, create the configuration file by configuring the Microsoft SQL 7.0/2000 integration on this client. Refer to “Configuring the Integration” on page 208.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Troubleshooting Restoring Using the Command Line A restore session can also be started from the command line. Switch to the \bin directory on any client system within the Data Protector cell that has the Data Protector User Interface installed, and run the following command: omnir -MSSQL -barhost [-destination ]-base [-session ][-nochain][-replace][-recovery rec|norec][-standby ] [-instance ] Example



To start a restore of the database RONA that was running on the Microsoft SQL Server 7.0/2000 called Alma, execute the following command to restore the latest backup session to the same destination: omnir -MSSQL -barhost Alma -base RONA



Before You Call Support



If you have performed all the troubleshooting procedures without solving your problem, you should gather the following information for Data Protector support before you make a call: 1. Provide details about your hardware and software configuration, including the official patches you use, the Microsoft SQL Server version, the SP, the Windows version and the SP. 2. Provide a detailed description of the action you failed to perform. If you had backup problems, attach the backup specification. 3. Provide the information from the \debug.log \log\errorlog and \log\vdi.log file. Copy the session output into a file.
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Integrating Microsoft SQL Server 7.0/2000 and Data Protector Troubleshooting
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Integrating Microsoft Exchange Server 5.x and Data Protector In This Chapter



In This Chapter This chapter explains how to install, configure, and use the Data Protector Microsoft Exchange 5.x integration. The chapter is organized into the following sections: “Overview” on page 253 “Prerequisites and Limitations” on page 255 “Integration Concept” on page 256 “Installing and Upgrading the Microsoft Exchange Server 5.x Integration” on page 260 “Configuring a Microsoft Exchange 5.x Backup” on page 264 “Backing Up a Microsoft Exchange Server 5.x” on page 272 “Restoring a Microsoft Exchange 5.x Object” on page 275 “Performance Tuning” on page 284 “Monitoring a Microsoft Exchange 5.x Backup and Restore” on page 285 “Configuring the Integration as Cluster-Aware” on page 287 “Troubleshooting” on page 290
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Integrating Microsoft Exchange Server 5.x and Data Protector Overview



Overview Data Protector offers online backup of your Microsoft Exchange Server 5.x. The online backup concept is widely accepted. It addresses the business requirements for high application availability better than the offline backup concept. An offline filesystem backup can also be performed. This can be implemented by configuring pre-exec commands to shut down the database before the backup, and post-exec commands to start up the database after the backup. Using Data Protector together with the Microsoft Exchange Server 5.x offers several advantages over using the Microsoft Exchange Server 5.x alone: • Central Management for all backup operations: The administrator can manage backup operations from a central point. • Media Management: Data Protector has an advanced media management system, which allows users to monitor media usage and set protection for stored data, as well as organize and manage devices in media pools. • Scheduling: Data Protector has a scheduler that allows the administrator to automate backups to run periodically. Using the Data Protector Scheduler, one can configure the backups to run unattended, at specified times, as long as the devices and media are properly set. • Device Support: Data Protector supports a wide range of devices: files, standalone drives, very large multiple drive libraries, etc. • Monitoring: Data Protector has a feature that allows the administrator to monitor currently running sessions and view finished sessions from any system that has the Data Protector Manager installed.
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Integrating Microsoft Exchange Server 5.x and Data Protector Overview All backup sessions are logged in the IDB, which provides the administrator with the history of activities that can be queried at a later time. See the HP OpenView Storage Data Protector Software Release Notes for more information about the platforms and devices that are supported by the Data Protector Microsoft Exchange 5.x integration.
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Integrating Microsoft Exchange Server 5.x and Data Protector Prerequisites and Limitations



Prerequisites and Limitations This is the list of prerequisites and limitations: • You need a license to use the Data Protector Microsoft Exchange 5.x integration. See the HP OpenView Storage Data Protector Installation and Licensing Guide for more information about licensing. • Before you begin, ensure that you have correctly installed and configured the Microsoft Exchange 5.x and Data Protector systems. Refer to the: ✓ HP OpenView Storage Data Protector Software Release Notes for an up-to-date list of supported versions, platforms, devices, limitations and other information. ✓ HP OpenView Storage Data Protector Installation and Licensing Guide for instructions on how to install Data Protector on various architectures. ✓ HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to configure and run backups. ✓ Microsoft Exchange Server 5.x Books Online for online information on Microsoft Exchange Server 5.x. • Do not use double quotes (" ") in object-specific Pre-exec and Post-exec commands. • On a single node, only one Data Protector Microsoft Exchange 5.x Agent may run at a certain point of time. You cannot run two or more backup sessions, two or more restore sessions, or a backup and a restore session simultaneously. In the Data Protector cell, however, you can run multiple Exchange 5.x backups (backup of different Microsoft Exchange Servers 5.x) simultaneously. It is assumed that you are familiar with the Microsoft Exchange 5.x database administration and the basic Data Protector functionality.
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Integrating Microsoft Exchange Server 5.x and Data Protector Integration Concept



Integration Concept Data Protector integration with the Microsoft Exchange 5.x allows you to perform online backups of the Microsoft Exchange Server 5.x. The integration also provides you with such features as library support, parallel backups, and media management for the backup and restore. Data Protector backs up online the Microsoft Exchange Server 5.x Directory Store (DS) and the Information Store (MDB), which are also referred to as the Microsoft Exchange 5.x backup objects. The central component of the integration is the Data Protector exbar.exe executable, which is installed on the Microsoft Exchange Server 5.x computer and which controls the activities between the Microsoft Exchange Server 5.x and Data Protector backup and restore processes. From the perspective of the Microsoft Exchange Server 5.x, Data Protector is seen as a media management software. On the other hand, the Microsoft Exchange Server 5.x is a Data Protector client from Data Protector Cell Manager’s point of view. Backup Flow



A Data Protector backup session can be started only from the Data Protector side. The Data Protector Backup Session Manager reads the backup specification and starts the exbar.exe on the Microsoft Exchange Server 5.x system. The exbar.exe reads data from the Microsoft Exchange Server 5.x and passes it to the Data Protector Media Agents. Data Protector can back up a single database using multiple streams. This is known as the concurrent streaming. Microsoft Exchange 5.x objects are backed up sequentially one after another. Each object can be backed up to more than one stream. So you can back up to 4 devices, for example. The concurrency value per backup session equals the number of the streams started by the exbar.exe, that is the sum of all concurrencies per individual device defined in the backup specification. The configuration of streams is designed to optimize the performance of a backup. 256
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Integrating Microsoft Exchange Server 5.x and Data Protector Integration Concept Two backup types supported by Data Protector Microsoft Exchange 5.x integration are full and incremental. There is only one level of incremental which refers to the previous full or incremental, whichever was performed last. The full backup includes all backup objects specified in the backup specification regardless of whether they have changed since the last backup. The incremental backup performs a backup of the objects that have changed since the last backup. Backup session messages are sent to the Backup Session Manager, which then writes the messages and information regarding the respective session to the IDB. Restore Flow



Using the Data Protector User Interface, you define which objects and object versions to restore. The Data Protector Restore Session Manager is invoked, which then starts the exbar.exe and passes the information about the objects and the backup versions to the backup API. The Media Agents are started by the exbar.exe and the data flows from the media to the target Microsoft Exchange Server 5.x (see Figure 4-1). For optimal performance, use the same number of devices as for a backup. Messages from the restore session are sent to the Data Protector Restore Session Manager, which writes the messages and information regarding the respective session to the IDB.
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Integrating Microsoft Exchange Server 5.x and Data Protector Integration Concept



Figure 4-1



Data Protector Microsoft Exchange 5.x Integration Concept Media Agent Clients



MA De vice



Media Agent Clients



exbar.exe



Directo ry Store



Microsoft Exchange Server + Backup API



MA Device



Cell Manager Data Prote ctor Backup Spe cification



Info rma tion Store



Table 4-1



Microsoft Exchange Server



control



Data Protector



data



Microsoft Exchange Server



SM



IDB



Data Protector User Interface



Legend: SM



A Data Protector Session Manager, that can be the Data Protector Backup Session Manager during backup or the Data Protector Restore Session Manager during restore.



MA



The Data Protector Media Agent



Information Store (MDB)



The default message store provider for Microsoft Exchange Server 5.x.



Directory Store (DS)



A part of the Microsoft Exchange Server 5.x directory, which contains objects that are the principal means for applications to find and access services, mailboxes, recipients, public folders, and other addressable objects within the messaging system. The directory consists of two components:



• Directory database • Directory service agent
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Integrating Microsoft Exchange Server 5.x and Data Protector Integration Concept Table 4-1



Legend: Backup API
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The Microsoft defined interface that enables data transfer between Data Protector and Microsoft Exchange Server 5.x.
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Integrating Microsoft Exchange Server 5.x and Data Protector Installing and Upgrading the Microsoft Exchange Server 5.x Integration



Installing and Upgrading the Microsoft Exchange Server 5.x Integration Upgrading



The Microsoft Exchange 5.x integration is upgraded automatically during the client upgrade. For the upgrade procedure, refer to “Upgrading to Data Protector A.05.10” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



Installation



It is assumed that your Microsoft Exchange Server 5.x is up and running. Install the Data Protector Microsoft Exchange Server 5.x integration software on your Microsoft Exchange Server 5.x either locally, from the CD-ROM, or remotely by using the Data Protector User Interface. Once installed and configure, the system also becomes a Data Protector client. You have to install the following Data Protector software components: • MS Exchange 5.x Integration • Disk Agent (for a test filesystem backup) • Media Agent (if you have devices connected to the system) It is recommended that you install: • User Interface



NOTE



If you are performing local installation of the Data Protector software on the Microsoft Exchange Server 5.x system, you have to select the MS Exchange 5.x Integration software component during the setup procedure. Other required components are selected by default.
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Integrating Microsoft Exchange Server 5.x and Data Protector Installing and Upgrading the Microsoft Exchange Server 5.x Integration Figure 4-2



Selecting Components and Location



Verifying the Installation



Once the installation has completed, you can verify it. For the procedure, refer to “Verifying Data Protector Installation” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



What’s Next?



You have installed the Data Protector Microsoft Exchange 5.x integration software on the Microsoft Exchange Server 5.x system. At this stage, you are ready to proceed to the configuration procedure described in the following section.
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Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration



Configuring the Integration The configuration is a set of procedures needed after the installation of the Data Protector Microsoft Exchange 5.x integration software. It consists of the following: 1. “Configuring the Microsoft Exchange Server 5.x” on page 262 2. “Configuring a Microsoft Exchange 5.x Backup” on page 264



Configuring the Microsoft Exchange Server 5.x NOTE



The configuration is performed using the Windows desktop on the Microsoft Exchange Server 5.x computer.



To configure the Microsoft Exchange Server 5.x, you have to switch off the circular logging in order to enable incremental backups. Circular logging is a default Microsoft Exchange 5.x database mode, where transaction log files are automatically overwritten, as soon as the data they contain gets committed to the database. If turned on, this option reduces disk storage space requirements, but does not allow you to perform incremental backups. Proceed as follows to turn the circular logging off. 1. From the Windows desktop, start the Exchange Administrator. 2. Log on to the Microsoft Exchange Server 5.x, open the site, move to Configuration, Servers, .



262



Chapter 4



Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration Figure 4-3



Browsing Exchange Server 5.x



3. Right-click the server name to open the advanced tab of the properties and clear the circular logging for Information Store and Directory. See Figure 4-4 on page 263. Figure 4-4



Disabling Circular Logging
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Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration



Configuring a Microsoft Exchange 5.x Backup Before You Begin



It is recommended that you configure and run a test filesystem backup using Data Protector. This includes installing a Disk Agent on the Microsoft Exchange Server 5.x system. Any device can be used for this test. Configure a standard filesystem backup which may include one directory only. By doing this, you will check whether the Microsoft Exchange Server 5.x client system and the Data Protector Cell Manager can communicate properly. In case of problems, this type of backup is much easier to troubleshoot than the integration of Microsoft Exchange Server 5.x with Data Protector. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions. In case of any difficulties with filesystem backup, do not proceed with configuring the integration until you solve them. To configure a Microsoft Exchange 5.x backup, perform the following three steps: 1. Configure the devices which are planned to be used for a backup. See the HP OpenView Storage Data Protector Administrator’s Guide or online Help for instructions. 2. Configure media pools and media for a backup. See the HP OpenView Storage Data Protector Administrator’s Guide or online Help for instructions. 3. Create a Microsoft Server backup specification specifying what to back up, where to back it up, and how to back it up. See the following section for the procedure on how to create a backup specification. Creating a Backup Specification The Data Protector backup specification holds the information about how, when and which Microsoft Exchange 5.x backup objects need to be backed up.
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Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration To create a backup specification, perform the following steps: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, Backup Specifications and right-click MS Exchange 5.x Server. Select Add Backup. 3. In the Create New Backup dialog box, double-click Blank Microsoft Exchange Server Backup. 4. Specify the name of the Microsoft Exchange Server 5.x. MSExchange is already displayed in the Application database text box. Figure 4-5



Selecting a Blank Template



5. Click Next to proceed. In the Results Area, select the Microsoft Exchange Server 5.x objects available for a backup. You can select the Information Store (MDB) and the Directory Store (DS) object.



Chapter 4



265



Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration The public information store (PUB.EDB), and the private information store(PRIV.EDB)are backed up as soon as the Information Store (MDB) has been selected for a backup. Figure 4-6



Selecting Backup Objects



6. Click Next to proceed to selecting devices. Select the appropriate device and then click Properties to set the device concurrency.



NOTE



The maximum device concurrency is two for devices connected directly to the server and one for those connected remotely to the server.



7. Click Next to proceed to select backup options, scheduling your backup and selecting the backup type. Refer to the “Microsoft Exchange 5.x Specific Backup Options” on page 268 for details about Microsoft Exchange Server 5.x specific options.
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Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration Refer to online Help and the HP OpenView Storage Data Protector Administrator’s Guide for details about options, common to all Data Protector backup specifications and about the information on how to schedule a backup specification. When scheduling, starting or previewing the backup specification, select Full or Incr backup type: • Full: Backs up all selected Microsoft Exchange Server 5.x databases and Microsoft Exchange Server 5.x transaction logs even if there are no changes from the previous backup. The advantage of a full backup is faster and simpler restore (you only need media from the latest full backup). The disadvantage is that a full backup takes longer to complete and occupies more space on media and in the IDB since the same version of a file can be backed up several times. • Incr: Backs up only the changes to the selected Microsoft Exchange Server 5.x databases. If there is no full Microsoft Exchange Server 5.x backup in the IDB, Data Protector starts a full backup instead. The advantage of this type of backup is that it takes less time to complete (it backs up smaller quantities of data) and occupies less space on media and in the IDB. The disadvantage is more complicated restore as you usually need all the media used since the last full backup. 8. Once you have defined all backup options and the schedule, name and save the newly created backup specification. It is recommended that you save all Microsoft Exchange Server 5.x backup specifications in the MSExchange group. See Figure 6-8. Figure 4-7



Saving Your Backup Specification
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Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration Once saved, the backup specification can be first tested by clicking Start Preview or can be started by clicking the Start Backup button. See “Testing the Microsoft Exchange 5.x Backup Configuration” on page 270 for more information about testing a backup configuration. You have created and saved a new backup specification and therefore defined backup options for all objects selected in the backup specification. See “Microsoft Exchange 5.x Specific Backup Options” on page 268 for details about the application specific options. Microsoft Exchange 5.x Specific Backup Options This section describes the Data Protector Microsoft Exchange 5.x integration specific backup options, which are also known as the application specific options. You can access them from the Options property page of a backup specification. Click the Advanced button next to the Application Specific Options. See Figure 4-8.
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Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration Figure 4-8



Application Specific Options



The following options can be selected from this window: Pre-exec



Specifies a command with arguments or script that will be started on the Microsoft Exchange 5.x client before the backup starts. The command/script is started by the Data Protector exbar.exe and must reside in \bin directory. Only the filename must be provided in the backup specification.



Post-exec



Specifies a command with arguments or script that will be started on the Microsoft Exchange 5.x client after the backup. The command/script is started by the Data Protector exbar.exe and must reside in \bin directory. Only the filename must be provided in the backup specification.



Buffer Size



This is the size of Microsoft Exchange 5.x buffer, which is used to transfer data to Data Protector. The default value is equal to number of backup streams multiplied by 16kB.
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Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration For example, if you have two DLT devices defined in a backup specification, each with a concurrency of two, then the Default Buffer Size is: BUFF_SIZE=2*2*16=64kB.



NOTE



Note that the Pre-exec and the Post-exec commands have to reside in the \bin directory on the Microsoft Exchange Server 5.x computer.



The application specific options are applied to all backup objects that have been selected in the backup specification.



Testing the Microsoft Exchange 5.x Backup Configuration To check whether a backup specification has been properly configured, perform the following steps: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, and then Backup Specifications. Expand MS Exchange 5.x Server and then right-click the backup specification you want to preview. 3. Click Preview Backup and select backup type and network load. Click OK. The “Session completed successfully” message is displayed at the end of the preview session if the test finishes successfully. What Happens?



The given procedure actually tests the backup by performing the following actions: 1. The Data Protector exbar.exe is started on the Microsoft Exchange Server 5.x to test all Microsoft Exchange 5.x backup interface calls needed for a backup. It also checks whether all needed Microsoft Exchange 5.x services are running.
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Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration 2. Starting a backup simulation (without data transfers) of the backup objects in order to: • Check the communication between the client and the Data Protector Cell Manager. • Check if the specified devices are available. • Check if there are media available in the devices, where backup data can be written to.
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Integrating Microsoft Exchange Server 5.x and Data Protector Backing Up a Microsoft Exchange Server 5.x



Backing Up a Microsoft Exchange Server 5.x To run an online backup of a Microsoft Exchange 5.x backup object, use any of the following methods: • Schedule the backup of an existing Microsoft Exchange 5.x backup specification using the Data Protector Scheduler. • Start an interactive backup using the Data Protector GUI. Refer to “Running an Interactive Backup” on page 273.



Scheduling the Backup For more detailed information on scheduling, refer to the online Help index keyword “scheduled backups”. Scheduling a backup specification means setting time, date and type of a backup that will be started unattended once the scheduling options are defined and saved in the backup specification. To schedule a Microsoft Exchange 5.x backup specification, perform the following steps: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, then Backup Specifications. Click MS Exchange 5.x Server. A list of backup specifications is displayed in the Results Area. 3. Double-click the backup specification you want to schedule and click the Schedule tab to open the Schedule property page. 4. In the Schedule property page, select a date in the calendar and click Add to open the Schedule Backup dialog box. 5. Specify Recurring, Time options, Recurring options, and Session options. See Figure 4-9 on page 273. The backup type is ignored for split mirror backup sessions. It is set to Full. Incremental backup performs a backup of the transaction log files, where the changes to the database are recorded.
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Integrating Microsoft Exchange Server 5.x and Data Protector Backing Up a Microsoft Exchange Server 5.x The Microsoft Exchange Server 5.x automatically deletes transaction log files after they have been backed up. 6. Click OK to return to the Schedule property page. 7. Click Apply to save the changes. Figure 4-9



Scheduling Backups



Running an Interactive Backup An interactive backup can be performed any time after the backup specification has been created and saved. To start an interactive backup of a Microsoft Exchange 5.x backup object, perform the following steps: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, Backup Specifications, and then MS Exchange 5.x Server.



Chapter 4



273



Integrating Microsoft Exchange Server 5.x and Data Protector Backing Up a Microsoft Exchange Server 5.x 3. Right-click the backup specification you want to back up, and then select Start Backup from the pop-up menu. The Start Backup dialog box appears. Select the backup type {Full|Incr} and the network load {High|Medium|Low}. The backup type is ignored for split mirror backup sessions. It is set to Full. See online Help for a description of network load. 4. Click OK. Messages appear in the Results Area as the backup sessions proceeds. Upon successful completion of the backup session, the Session completed successfully message is displayed.
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Restoring a Microsoft Exchange 5.x Object NOTE



A Microsoft Exchange 5.x object can only be restored offline.



You can restore a Microsoft Exchange 5.x object using the Data Protector GUI. The following is a description of the Microsoft Exchange 5.x restore flow: Restore Flow



1. The Data Protector Restore Session Manager starts the exbar.exe command on the Microsoft Exchange Server 5.x and Media Agents on the systems where the backup devices are configured. 2. The Data Protector exbar.exe command stops all Microsoft Exchange 5.x services except the Exchange System Attendant if the Stop services before restore option is selected in the Data Protector Manager. Otherwise, you have to stop the services manually: Use the Windows desktop to open the Services window. Select all the Microsoft Exchange 5.x services with the exception of the Exchange System Attendant, and then click the Stop button. See Figure 4-10 on page 276. 3. Media Agents read data from the backup devices, and after send it to exbar.exe which writes the data to disks. 4. If the Start services after restore option was selected, exbar.exe restarts all Microsoft Exchange 5.x services that were stopped at the beginning of the restore session. 5. During the services start-up, the Microsoft Exchange Server 5.x performs its internal restore procedure, which can be monitored using the Windows EventLog Viewer.



NOTE



Microsoft Exchange 5.x objects are restored offline. Steps two and four are performed by the Data Protector integration, provided that the above mentioned options are selected.
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Integrating Microsoft Exchange Server 5.x and Data Protector Restoring a Microsoft Exchange 5.x Object Figure 4-10



Stopping the Microsoft Exchange Server 5.x Services:



Once you have taken the Microsoft Exchange Server 5.x offline (manually or by selecting the corresponding option), proceed as follows to restore the Microsoft Exchange 5.x backup objects using the Data Protector GUI: 1. In the HP OpenView Storage Data Protector Manager, switch to the Restore context. In the Scoping Pane, expand MS Exchange 5.x Server and then the name of the client system from which you want to restore. 2. Double-click MS Exchange 5.x Server. In the Source property page, select either DS or MDB database. Parallel restore of both objects is not supported.
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Integrating Microsoft Exchange Server 5.x and Data Protector Restoring a Microsoft Exchange 5.x Object Figure 4-11



Restore Objects



3. To select a backup version to be restored, right-click the object, and select Properties.
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Integrating Microsoft Exchange Server 5.x and Data Protector Restoring a Microsoft Exchange 5.x Object Figure 4-12



Selecting an Object Version



In the Properties for DS or Properties for MDB dialog box, select the restore version. Data Protector restores the backup chain. You have to select the latest version that has to be restored. The latest full and all required incremental backups will be restored automatically. Do not restore versions one by one. 4. Select the restore options from the Options property page. See “Restore Options” on page 282 for details about the restore options. 5. Click Devices and then Media to select the devices and media to be used for the restore. You can use a different device for the restore than the one used for the backup. Refer to the “Restoring Under Another Device” section of the HP OpenView Storage Data Protector Administrator’s Guide for more information on how perform a restore using another device.
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Integrating Microsoft Exchange Server 5.x and Data Protector Restoring a Microsoft Exchange 5.x Object



IMPORTANT



If the devices used for the restore are not those used for the backup, select the same number of devices in the Devices property page as you used when you backed up the object.



6. Click Restore MS Exchange and then Next to select the Report level and Network load. Click Finish. You will see the restore session messages being displayed in the Results Area.



Restoring from the Latest Online Backup This procedure allows the restore of the Microsoft Exchange 5.x database to the point of failure using existing log files. Prerequisites



• You have an online backup with databases and log files from number M to N (for example, edb000110.log to edb000120.log) • You have log files at the time of the crash from number N+1 to K and the edb.log file (for example, edb000121.log to edb000135.log).



Procedure



1. Restore from an online backup without deleting existing logs so that you get databases from the time of the backup, logs from number M to N, and existing logs. You should have the following files in the directory: • edbM.log to edbK.log (edb000110.log to edb000135.log in our example) without any missing log file • edb.log file from the time of failure 2. Start the Microsoft Exchange Server 5.x Information Store.



Restore Options The following restore options are specific to the Data Protector Microsoft Exchange 5.x integration (See also Figure “Restore Options” on page 282):
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Integrating Microsoft Exchange Server 5.x and Data Protector Restoring a Microsoft Exchange 5.x Object Restore to another client (supported for the Information Store only) By default, the target Data Protector Microsoft Exchange 5.x client is the Microsoft Exchange Server 5.x from which the application data was backed up. Nevertheless, the Information Store can be restored to a Microsoft Exchange Server 5.x other than the one the backup was made from. The new target Microsoft Exchange Server 5.x has to be also in the Data Protector cell. This provides a method to recover individual items (messages or folders) from the backup without restoring them over Microsoft Exchange Server 5.x items that are in use. You may use this option as a last-resort method for retrieving items such as mailboxes.



NOTE



It is recommended that this option is used with the Delete existing log files option (see below for a description).



Follow the steps below to restore the Information Store to another client: 1. Install the Microsoft Exchange Server 5.x on a separate system, and create the same structure and site names as on the Microsoft Exchange Server 5.x the backup of which is to be restored. The new system name can be different. 2. Install the Data Protector Microsoft Exchange 5.x integration on this system. 3. Restore the Information Store to the new Microsoft Exchange Server 5.x. See “Restoring a Microsoft Exchange 5.x Object” on page 275 for details. Delete existing log files Erases all existing log files pertaining to the directory or the Information Store that is being restored. Use this option when the data is being restored to a different system or when you want your restore to be consistent to a point-in-time.
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Integrating Microsoft Exchange Server 5.x and Data Protector Restoring a Microsoft Exchange 5.x Object It is recommend that you do not delete log files when you restore the latest backup on the system from which the backup was made. Stop services before restore Data Protector stops all Microsoft Exchange 5.x services except the Exchange System Attendant. If you do not use this option, you have to stop the services manually before the restore. Start services after restore Data Protector starts the Microsoft Exchange 5.x services that were stopped using the Stop services before restore option. If you do not use this option, you have to start these services manually after the restore. The exbar.exe starts only the services that were stopped before the restore session using the Data Protector Manager Stop services before restore option. Restore actions (supported for the Information Store only) The Restore both databases option restores both the public and the private parts of the Information Store. The Restore private database only option restores only the private part of the Information Store. The Restore public database only option restores only the public part of the Information Store.



Chapter 4



281



Integrating Microsoft Exchange Server 5.x and Data Protector Restoring a Microsoft Exchange 5.x Object Figure 4-13



Restore Options



Disaster Recovery Approach Disaster recovery is a very complex process where the following products from several vendors participate: • main system hardware • special disk subsystem (such as raid arrays) • interface cards • drivers for various hardware components • operating system • backup/restore application • online database application This implies that disaster recovery is a shared responsibility among ALL vendors involved.
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Integrating Microsoft Exchange Server 5.x and Data Protector Restoring a Microsoft Exchange 5.x Object Disclaimer



The information provided here is to be seen as guidelines. By no means does the presented information imply that Data Protector guarantees the overall recovery to a running application like database. See the HP OpenView Storage Data Protector Administrator’s Guide for details on Data Protector disaster recovery. To recover your Microsoft Exchange Server 5.x, follow the steps below: 1. Use the Data Protector disaster recovery to recover the Microsoft Exchange Server 5.x. 2. If your Microsoft Exchange Server 5.x cannot be restored from a filesystem backup, proceed as follows: a. Install the Microsoft Exchange Server 5.x and create the same structure for the new Microsoft Exchange Server 5.x and name it the same as the original. b. Install the Microsoft Exchange Service Pack. 3. Restore the Directory from the last backup of this Microsoft Exchange Server 5.x. 4. Restore the Information Store from the last backup. 5. Run the Microsoft Exchange DS/MDB consistency adjustment tool. See Microsoft Exchange Server 5.x Books Online for more information.
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Integrating Microsoft Exchange Server 5.x and Data Protector Performance Tuning



Performance Tuning Performance tuning means customizing your Microsoft Exchange Server 5.x and Data Protector in the way that they achieve better backup and restore results. You can improve the backup or restore performance of your Microsoft Exchange Server 5.x by following these guidelines: • Increase the Microsoft Exchange Server 5.x buffer size on the high performance systems. The recommended values range from 512 KB to 2 MB. See “Microsoft Exchange 5.x Specific Backup Options” on page 268 for information on how to modify the buffer size. • Calculate the number of devices to use in parallel. The main consideration is to set the number of devices to match the bandwidth of the incoming data stream and to identify the bottleneck. This can be either the network, if the devices are connected to remote computers, or the server computer itself, if the devices are connected locally. As the bandwidths of networks usually vary between ~1 MB/s (10 Mbit Ethernet), ~10 MB/s (100 Mbit Ethernet) and the actual throughput is usually lower, you will not need more than one fast device, such as a DLT 7000 for a remote backup. Otherwise, determine the maximum backup capabilities of the Microsoft Exchange Server 5.x machine by performing a backup to a few null file devices on the local server and select the number of devices that best fit the measured performance.
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Monitoring a Microsoft Exchange 5.x Backup and Restore The Data Protector Manager allows you to monitor the current or previous backup and restore sessions. Note that you must have the appropriate privileges to view previous sessions. Monitoring is automatically activated when you start a backup or restore session.



Monitoring Current Sessions The procedure below describes how to monitor a current session using in the Data Protector GUI: 1. In the HP OpenView Storage Data Protector Manager, switch to the Monitor context. 2. The sessions that are currently in progress are displayed in the Results Area. If there are no sessions currently in progress, the Results Area is empty. 3. Double click the sessions you want to monitor. Figure 4-14



Monitoring Current Sessions
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Integrating Microsoft Exchange Server 5.x and Data Protector Monitoring a Microsoft Exchange 5.x Backup and Restore



Viewing Previous Sessions The procedure below describes how to monitor previous sessions: 1. In the HP OpenView Storage Data Protector Manager, switch to the Internal Database context. A list of items is displayed in the Scoping Pane. 2. Expand Sessions. A list of sessions appears in the Scoping Pane. 3. Select the session you want to view. See the HP OpenView Storage Data Protector Administrator’s Guide for details. Figure 4-15



Viewing Old Sessions
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Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration as Cluster-Aware



Configuring the Integration as Cluster-Aware The following sections describe how to install and configure the Data Protector Microsoft Exchange 5.x integration as a cluster-aware application. Prerequisites



It is assumed that the Microsoft Exchange Server 5.5 EE SP 1(or later) with support for clustering is installed, configured and running as a cluster-aware application.



Installing the Integration as Cluster-Aware Proceed as follows to install the Data Protector MS Exchange 5.x Integration software component as a cluster-aware application: 1. You have to locally install the MS Exchange 5.x Integration software component on both cluster nodes. See Appendix “Installing the Cell Manager and the Microsoft Exchange 5.x Integration as Cluster-Aware” on page 22 and “Installing the Microsoft Exchange 5.x Integration as Cluster-Aware” on page 23 for details. 2. Skip this step if you have installed the Data Protector Cell Manager software with the Microsoft Exchange Integration Module on both cluster nodes. Otherwise, import the cluster nodes to the Data Protector cell to update the Data Protector Cell_info file, since it is not updated automatically. To import the cluster nodes to the Data Protector cell, proceed as follows: a. In the HP OpenView Storage Data Protector Manager, switch to the Clients context. b. In the Scoping Pane, right click Clusters and select Import Cluster c. Enter the cluster virtual name and click OK. This will add/update Cell_Info file for all cluster nodes and all virtual servers from that cluster.
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Integrating Microsoft Exchange Server 5.x and Data Protector Configuring the Integration as Cluster-Aware 3. Check if the Data Protector integration software has been properly installed. Proceed as follows: a. Switch to the \bin directory. b. Enter the following command: omnirsh INFO_CLUS The output should return the name of the cluster-aware client systems in the Data Protector cell. 4. Check that the logon user account is assigned to the Data Protector Inet service on each cluster node. Make sure that the same user is also added to the Data Protector admin user group. The logon account has to be set as shown in Figure 4-16. Figure 4-16



Data Protector User Account
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Configuring the Microsoft Exchange 5.x Cluster-Aware Integration The configuration of the Data Protector Exchange 5.x cluster-aware integration consists of: 1. “Configuring the Microsoft Exchange Server 5.x” on page 262. 2. “Configuring Backup for a Cluster-Aware Microsoft Exchange 5.x” on page 289 The list below provides an overview of the global configuration tasks and emphasizes the cluster-specific steps. Configuring Backup for a Cluster-Aware Microsoft Exchange 5.x You have to create a Data Protector Microsoft Exchange 5.x backup specification as explained in “Creating a Backup Specification” on page 315, specifying the virtual server of the Microsoft Exchange 5.x resource group as the name of the client system where the Microsoft Exchange Server 5.x is running. See “Configuring a Microsoft Exchange Backup” on page 314 for the detailed procedure on how to configure a Microsoft Exchange 5.x backup.



Backing up a Cluster-Aware Microsoft Exchange Server 5.x See “Backing Up a Microsoft Exchange Server 5.x” on page 272 for a detailed procedure.



Restoring a Cluster-Aware Microsoft Exchange Server 5.x Refer to “Restoring a Microsoft Exchange 5.x Object” on page 275 for instructions on how to perform a restore of the cluster-aware Microsoft Exchange Server 5.x.
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Integrating Microsoft Exchange Server 5.x and Data Protector Troubleshooting



Troubleshooting This section is divided into the following subsections: • General troubleshooting • Backup problems • Restore problems



General Troubleshooting 1. Ensure that the latest official Data Protector patches are installed. Refer to “Verifying Which Data Protector Patches Are Installed” in the HP OpenView Storage Data Protector Installation and Licensing Guide. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported versions, platforms, and other information. 2. Refer to the HP OpenView Storage Data Protector Software Release Notes for a description of general Data Protector limitations, problems and workarounds, as well as the list of related Data Protector patches. Follow the given procedures to troubleshoot your backup or restore problems.



Backup Problems 1. Backup does not work: • To perform backup of the Directory Store, you have to check if the following services are running: ✓ Microsoft Exchange Directory ✓ Microsoft Exchange System Attendant
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Integrating Microsoft Exchange Server 5.x and Data Protector Troubleshooting • To perform backup of the Information Store, you have to check if the following services are running: ✓ Microsoft Exchange Directory ✓ Microsoft Exchange System Attendant ✓ Microsoft Exchange Information Store • To check if the Cell Manager is correctly set on the Microsoft Exchange 5.x client, check the Windows registry entry (\HKEY_LOCAL_MACHINE\Software\Hewlett-Packard\OpenView \OmniBack II\Site). • Provided that the Microsoft Exchange Server 5.x is running, but you cannot connect it, proceed as follows: a. Edit the following registry key on the Microsoft Exchange 5.x client: HKEY_LOCAL_MACHINE\Software\Hewlett-Packard\OpenVie w\OmniBack II\Agents\Exchange\ b. Edit the ServerName value and enter the Microsoft Exchange Server 5.x’s NetBIOS computer name. • Check if the filesystem backup of the problematic client works. • Start the Data Protector test backup utility. Refer to “Testing the Microsoft Exchange 5.x Backup Configuration” on page 270 for instructions. ✓ If Microsoft Exchange Server 5.x part of the test fails, proceed as follows: Check the Microsoft Exchange Server 5.x log error messages using the Event Viewer utility. Examine system errors reported in \log\debug.log on the Data Protector Microsoft Exchange 5.x client system ✓ If the Data Protector part of the test backup utility fails, proceed as follows: Examine system errors reported in \log\debug.log on the Data Protector Microsoft Exchange 5.x client system.
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Integrating Microsoft Exchange Server 5.x and Data Protector Troubleshooting ✓ If the test succeeds, start a backup of the Data Protector Microsoft Exchange 5.x client system using the Windows backup utility. If this backup succeeds, the problem is probably insufficient amount of memory, disk space, or other OS resources of the client running the Data Protector User Interface. • To test the Data Protector internal data transfer, restart the Data Protector Inet service as an administrator and start the test backup utility as follows: \utilns\testbar -type:MSExchange -bar: -perform:backup 2. Backup hangs because of a large buffer. Stop the running exbar.exe tasks, reduce the buffer size and start the backup. 3. The Data Protector Manager displays misleading error messages. In case of system or the Microsoft Exchange Server 5.x errors, exbar.exe displays messages generated by the Microsoft Exchange Server 5.x or the Windows operating system. Some of these messages are erroneous. Command Line



A backup session can be tested using the Data Protector CLI, where the backup options have to be specified as the exbar.exe command-line options. The command has to be started from the \bin directory on a Data Protector Microsoft Exchange 5.x client system: exbar [-appsrv:]-perform:backup -base: [-type:]-bar: -n [-buffer: ][-pre:][-post:] The can be MDB or DS and the can be full or incremental. The [-start][-stop] options are related to the Microsoft Exchange 5.x services that have to be stopped before or started after a restore session.
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NOTE



The -bar option is mandatory since exbar.exe reads the device options from the backup specification as opposed to other options in the respective backup specification, which are ignored. The command-line options are used instead.



An interactive backup of a Microsoft Exchange 5.x backup object can also be started using the omnib command on any client in the Data Protector cell, provided that the respective client has the Data Protector User Interface installed. The command has to be started from the \bin directory: omnib -msexchange_list [-barmode Exchangemode] [list_options] List_options can be one of the following: -protect {none | weeks n | days n | until date | permanent} -load {low | medium| high} -crc -no_monitor date = YYYY/MM/DD Exchangemode options can be one of the following: • full, for a full backup • incr, for an incremental backup Example



The following is an example of an incremental backup using the omnib command of a backup specification RONA omnib -msexchange_list RONA -barmode incr



Restore Problems 1. Restore does not work: • Check whether the filesystem restore of the problematic client works. It is much easier to troubleshoot a filesystem restore. • Check that the Microsoft Exchange System Attendant Service is running. Chapter 4
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Integrating Microsoft Exchange Server 5.x and Data Protector Troubleshooting • Check whether the Data Protector Microsoft Exchange Agent ExBAR is installed on the system. • To restore to another system, ensure that the Microsoft Exchange Server 5.x is installed and that it has the same organization and site names as the Server the backup of which is to be restored. • Examine system errors reported in \log\debug.log on the Microsoft Exchange Server 5.x client. 2. The Start Services After Restore option is used and a timeout error message is returned as services are being started. It is very likely that the default timeout is too small. You have to manually restart the services that were not started and increase the timeout (in seconds) in the registry: HKEY_LOCAL_MACHINE\SOFTWARE\Hewlett-Packard\Open View\OmniBackII\Agents\Exchange\SvcStartTimeout. This timeout will be used from this on. 3. You cannot start the Microsoft Exchange Directory and/or Information Service after the restore. Perform the following steps and restart the services after each step: a. Check the messages in the Event Viewer to see if any log file has failed. Delete the first failed log file and all subsequent log files. b. Delete the tmp.edb file in Directory Database directory and/or temp.edb file in the Information Store directory. c. Delete *.chk files and all old *.log files in the Directory Transaction Logs directory or the Information Store Transaction Logs directory. Refer to the Microsoft Exchange Administrator for the locations of the files. d. Delete all data in the directories and perform the restore once again. 4. Data Protector Manager displays misleading error messages. In case of the system or the Microsoft Exchange Server 5.x errors, exbar.exe displays messages generated by the Microsoft Exchange Server 5.x or the Windows operating system. Some of these messages are erroneous.
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A restore session can be tested using the Data Protector exbar command. The command has to be started from the \bin directory on a Data Protector Microsoft Exchange Server 5.x system: exbar [-appsrv:]-perform:restore -base: [-versionmdb:][-versionds:] [-start][-stop][-restorefrom:]



The can be MDB or DS and the has to be specified as it is recorded in the IDB, otherwise the last version will be restored. The [-start] [-stop] options are related to the Microsoft Exchange 5.x services that have to be stopped before or started after a restore session. Example



To restore the Information Store that was backed up on ‘1999/09/23’, on the Microsoft Exchange 5.x client named my.exchange.server to the computer where you are running this command, and stop the Microsoft Exchange 5.x services on the target computer before the restore, type the following string at the command line: exbar -perform:restore -base:MDB -versionmdb:1999/09/23-0001 -stop -restorefrom:my.exchange.server



An interactive backup of a Microsoft Exchange 5.x backup object can also be started from the command line, using the omnir command from any client in the Data Protector cell, provided that the respective client has the Data Protector User Interface installed. The command is started from the \bin directory on a Data Protector client system configured in the same cell as the original and the target Microsoft Exchange 5.x client system. omnir -exchange -barhost [-destination ] -base {MDB|DS}[-session ][-start][-stop]



Before You Call Support



If you have performed the troubleshooting procedures without solving your problem, you should gather the following information for the Data Protector support before you make a call. a. Provide details about your hardware and software configuration, including official patches you use.
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Integrating Microsoft Exchange Server 5.x and Data Protector Troubleshooting b. Provide a detailed description about the action you failed to perform. If you have backup problems, attach the backup specification. c. Provide the information from the \debug.log. Describe what happened after the failure. d. Copy the session output to a file.



296



Chapter 4



5



Integrating Microsoft Exchange 2000 Server and Data Protector



Chapter 5



297



Integrating Microsoft Exchange 2000 Server and Data Protector In This Chapter



In This Chapter This chapter explains how to install, configure, and use the Data Protector Microsoft Exchange 2000 integration. The chapter is organized into the following sections: “Overview” on page 299 “Prerequisites and Limitations” on page 301 “Integration Concept” on page 303 “Installing and Upgrading the Microsoft Exchange 2000 Server Integration” on page 306 “Backing Up the Microsoft Exchange 2000 Server” on page 308 “Restoring a Microsoft Exchange 2000 Object” on page 317 “Configuring the Integration as Cluster-Aware” on page 324 “Troubleshooting” on page 327
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Integrating Microsoft Exchange 2000 Server and Data Protector Overview



Overview Data Protector integration with Microsoft Exchange 2000 allows you to perform online backup of Microsoft Exchange 2000 Server. Extensible Storage Microsoft Exchange 2000 Server uses a database technology called Engine (ESE 98) Extensible Storage Engine (ESE 98) as a storage system for information exchange. Microsoft Exchange 2000 Server uses a common Application Programming Interface (API) that provides a unified interface to back up and restore all data that is written to any instance of the ESE database present on the system. Using Exchange 2000 Server’s new functionality, you can configure multiple databases for each server. Databases are grouped into Storage Groups. For each Storage Group a database server instance is running. Up to 4 Storage Groups and 5 databases per Storage Group are supported, so that up to 20 databases for each server or cluster can be configured. Each Storage Group can only run one backup at a time, so that databases within a Storage Group can only be backed up sequentially. Storage Groups can be backed up in parallel. There are two kinds of databases: mailbox stores and public folder stores. The service that is responsible for storage management is called the Information Store. The database that permits compatibility with Exchange 5.5 by emulating an Exchange 5.5 directory service is called the Site Replication Service. The database that provides security encryption services is called the Key Management Service. For other information about Microsoft Exchange 2000 Server, refer to the Microsoft Exchange 2000 Server Books Online. Advantages



Integrating Data Protector with Microsoft Exchange 2000 Server offers several advantages over using the Windows backup utility with support for Exchange 2000 Server: • Central Management for all backup operations: The administrator can manage backup operations from a central point.
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Integrating Microsoft Exchange 2000 Server and Data Protector Overview • Media Management: Data Protector has an advanced media management system, which allows users to monitor media usage and set protection for stored data, as well as organize and manage devices in media pools. • Scheduling: Data Protector has a scheduler that allows the administrator to automate backups to run periodically. Using the Data Protector Scheduler, you can configure the backups to run unattended, at specified times, if the devices and media are set properly. • Device Support: Data Protector supports a wide range of devices: files, standalone drives, very large multiple drive libraries, etc. • Reporting: Data Protector has reporting capabilities that allow you to receive information about your backup environment. You can schedule reports to be issued at a specific time or attached to a predefined set of events, such as the end of a backup session or a mount request. • Monitoring: Data Protector has a feature that allows the administrator to monitor currently running sessions and view finished sessions from any system that has the Data Protector User Interface installed. All backup sessions are logged in the IDB, which provides the administrator with a history of activities that can be queried later. Refer to the HP OpenView Storage Data Protector Software Release Notes for more information about supported platforms and devices.
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Prerequisites and Limitations This is a list of prerequisites and limitations for the Data Protector Exchange 2000 integration: Prerequisites



• You need the NT online backup extension license to use the Data Protector Microsoft Exchange 2000 integration. Refer to the HP OpenView Storage Data Protector Installation and Licensing Guide for information about licensing. • Before you begin, make sure that you have correctly installed and configured the Microsoft Exchange 2000 and Data Protector systems. Refer to the: ✓ HP OpenView Storage Data Protector Installation and Licensing Guide for instructions on how to install Data Protector on various architectures. ✓ HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to configure and run backups. ✓ Microsoft Exchange 2000 Server Books Online for online information on Microsoft Exchange 2000 Server. For an up-to-date list of supported versions, platforms, devices, and other information, refer to the: ✓ HP OpenView Storage Data Protector Software Release Notes or ✓ http://www.openview.hp.com/products/datapro/spec_0001.html • The \bin directory must be added to the system path before any operation is performed. To add this directory, follow the procedure described below: ✓ Right-click My Computer on the desktop, select Properties, and then the Advanced tab. ✓ Click the Environment Variables button, and edit the Path system variable.



Limitations



• Double quotes (" ") in object-specific pre-exec and post-exec commands are not used because they may cause a backup failure. Use single quotes instead.
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Integrating Microsoft Exchange 2000 Server and Data Protector Prerequisites and Limitations It is assumed that you are familiar with Microsoft Exchange 2000 database administration and basic Data Protector functionality.
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Integration Concept The central component of the Data Protector Microsoft Exchange 2000 integration is the Data Protector ese_bar.exe executable, which is installed on the Microsoft Exchange 2000 Server system and which controls the activities between Microsoft Exchange 2000 Server and Data Protector backup and restore processes. From the perspective of Microsoft Exchange 2000 Server, Data Protector is seen as media management software. On the other hand, Microsoft Exchange 2000 Server is a Data Protector client from the Data Protector Cell Manager’s point of view. Backup Flow



A Data Protector backup session can be started only from the Data Protector GUI. The Data Protector Backup Session Manager reads the backup specification and starts the ese_bar.exe command on the Microsoft Exchange 2000 Server system. The ese_bar.exe command reads the data from Microsoft Exchange 2000 Server and passes it to the Data Protector Media Agents. Multiple storage groups are backed up in parallel. Multiple databases within a storage group are backed up sequentially. The maximum number of devices used in a backup session equals the number of storage groups you want to back up. The two types of backup supported by the Data Protector Microsoft Exchange 2000 integration are Full and Incremental. A full backup selects for a backup the whole database and all log files of a storage group regardless of whether they have been changed since the last backup. Incremental backup selects only log files. After a full or incremental backup, the log files are deleted. There is only one level of incremental backup, which refers to the previous full or incremental backup, whichever was performed last.



Restore Flow



Using the Data Protector User Interface, you define which objects and object versions to restore. The Data Protector Restore Session Manager is invoked, which then starts ese_bar.exe and passes the information
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Integrating Microsoft Exchange 2000 Server and Data Protector Integration Concept about the objects and backup versions on to the backup API. Media Agents are started by ese_bar.exe, and the data flows from the media to the target Microsoft Exchange 2000 Server. Refer to Figure 5-1. Messages from the restore session are sent to the Data Protector Restore Session Manager, which writes the messages and the information regarding the respective session to the IDB. Figure 5-1



Data Protector Microsoft Exchange 2000 Integration Concept



Table 5-1



Legend: SM



Data Protector Session Manager, which is a Data Protector Backup Session Manager during a backup, or Data Protector Restore Session Manager during a restore.



MA



Data Protector Media Agent



Backup API



The Microsoft defined interface that enables the data transfer between Data Protector and Microsoft Exchange Server.
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Integrating Microsoft Exchange 2000 Server and Data Protector Integration Concept Table 5-1



Legend: Storage Group



Chapter 5



A collection of mailbox stores and public folder stores that share a set of transaction log files. Exchange manages each storage group using a separate server process.
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Installing and Upgrading the Microsoft Exchange 2000 Server Integration Upgrading



The Microsoft Exchange 2000 integration is upgraded automatically during the client upgrade. For the upgrade procedure, refer to “Upgrading to Data Protector A.05.10” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



Installation



It is assumed that your Microsoft Exchange 2000 Server is up and running. Install the Data Protector Microsoft Exchange 2000 Integration software on your Microsoft Exchange 2000 Server either locally, from the CD-ROM, or remotely, by using the Data Protector User Interface. Once installed and configured, the system also becomes a Data Protector client. You need to install the following Data Protector software components: • MS Exchange 2000 Integration • Disk Agent (for a test filesystem backup) • Media Agent (if you have devices connected to the system) It is recommended that you install: • User Interface



NOTE



If you are performing local installation of the Data Protector software on the Microsoft Exchange 2000 Server system, you have to select the MS Exchange 2000 Integration software component during the setup procedure. Other required components are selected by default.
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Integrating Microsoft Exchange 2000 Server and Data Protector Installing and Upgrading the Microsoft Exchange 2000 Server Integration Figure 5-2



Selecting Components and Location



Verifying the Installation



Once the installation has completed, you can verify it. For the procedure, refer to “Verifying Data Protector Installation” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



What’s Next?



If have installed the Data Protector Microsoft Exchange 2000 Server integration software on the Microsoft Exchange 2000 Server system, then you are ready to proceed to the configuration procedure described in the following section.
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Integrating Microsoft Exchange 2000 Server and Data Protector Backing Up the Microsoft Exchange 2000 Server



Backing Up the Microsoft Exchange 2000 Server Before You Begin



Before performing an incremental backup of Microsoft Exchange 2000 Server, make sure that circular logging for storage groups is switched off. Circular logging is a Microsoft Exchange 2000 mode where transaction log files are automatically overwritten as soon as the data they contain is transferred to the database(s). If turned on, this option reduces disk storage space requirements, but does not allow you to perform incremental backups.



Configuring a Microsoft Exchange 2000 Backup To configure a Microsoft Exchange 2000 backup, perform the following three steps: 1. Configure the devices which you plan to use for a backup. Refer to the HP OpenView Storage Data Protector Administrator’s Guide or online Help for instructions. 2. Configure media pools and media for a backup. Refer to the HP OpenView Storage Data Protector Administrator’s Guide or online Help for instructions. 3. Create a Data Protector Microsoft Exchange Server 2000 backup specification that defines what and where to back up. Refer to the following section for the procedure on creating a backup specification. Creating a Backup Specification A Data Protector backup specification contains the information on how, when and which Microsoft Exchange 2000 backup objects to back up.



NOTE



All Exchange 2000 Server backup specifications are collected under “Microsoft Exchange 2000 Server” in the Scoping Pane.
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Integrating Microsoft Exchange 2000 Server and Data Protector Backing Up the Microsoft Exchange 2000 Server To create a backup specification, perform the following steps: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand the Backup item, and then double-click Backup Specifications. 3. In the Results Area, right-click Microsoft Exchange 2000 Server, and then click Add Backup. The Create New Backup dialog box appears. 4. In the Create New Backup dialog box, select the Blank Microsoft Exchange 2000 Server Backup template, and then click OK to start a backup wizard. 5. In the first page of the wizard, specify a client name. In the Application database drop-down list, select one of the following: • Microsoft Exchange Server (Microsoft Information Store) Select this item to back up the Information Store. • Microsoft Exchange Server (Microsoft Key Management Service)(if installed) Select this item to back up the Key Management Service. • Microsoft Exchange Server (Microsoft Site Replication Service)(if installed) Select this item to back up the Site Replication Service. Click Next to proceed.
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Integrating Microsoft Exchange 2000 Server and Data Protector Backing Up the Microsoft Exchange 2000 Server Figure 5-3



Specifying a Client Name and Selecting an Application Database



6. Select the Microsoft Exchange 2000 Server objects you want to back up. Click Next.
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Integrating Microsoft Exchange 2000 Server and Data Protector Backing Up the Microsoft Exchange 2000 Server Figure 5-4



Selecting the Objects for a Backup



7. Select the device you want to use for the backup. Click Properties to set the device concurrency, media pool, and preallocation policy. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for more information about these options.



NOTE



The recommended maximum device concurrency is two for devices connected directly to the server, and one for those connected remotely.
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Integrating Microsoft Exchange 2000 Server and Data Protector Backing Up the Microsoft Exchange 2000 Server Figure 5-5



Selecting Backup Devices



8. Click Next to proceed to select backup options and to scheduling your backup. Refer to online Help or the HP OpenView Storage Data Protector Administrator’s Guide for details about the options common to all Data Protector backup specifications. Refer to “Microsoft Exchange 2000 Specific Backup Options” on page 312 for details about Microsoft Exchange 2000 Server specific options. 9. Once you have defined all backup options and optionally scheduled the backup, name and save the newly created backup specification. Once saved, the backup specification can be tested by clicking Start Preview, or started by clicking Start Backup. Microsoft Exchange 2000 Specific Backup Options This section describes backup options specific to the Data Protector Microsoft Exchange 2000 integration.
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Integrating Microsoft Exchange 2000 Server and Data Protector Backing Up the Microsoft Exchange 2000 Server You can access these options from the Options property page of a backup specification. Click the Advanced button next to the Application Specific Options. Refer to Figure 5-6. Figure 5-6



Application Specific Options



The following options can be selected from this window: Pre-exec



Specifies a command with arguments or a script that will be started on the Microsoft Exchange 2000 client before the backup starts. The command/script is started by Data Protector ese_bar.exe and must reside in \bin directory. Only the filename must be provided in the backup specification.



Post-exec



Specifies a command with arguments or a script that will be started on the Microsoft Exchange 2000 client after the backup. The command/script is started by Data Protector ese_bar.exe and must reside in \bin directory. Only the filename must be provided in the backup specification.
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Integrating Microsoft Exchange 2000 Server and Data Protector Backing Up the Microsoft Exchange 2000 Server Buffer Size



NOTE



This is the size of the Microsoft Exchange 2000 buffer, which is used to transfer data to Data Protector.



Note that the pre-exec and post-exec commands/scripts must reside in the \bin directory on the Microsoft Exchange 2000 Server system.



Running an Online Backup To run an online backup of a Microsoft Exchange 2000 backup object, use any of the following methods: • Schedule the backup of an existing Microsoft Exchange 2000 backup specification using the Data Protector Scheduler. • Start an interactive backup using the Data Protector GUI. Scheduling a Backup For more detailed information on scheduling, refer to the online Help index keyword “scheduled backups”. Scheduling a backup specification means setting the time, date, and type of a backup that starts unattended once the scheduling options are defined and saved in the backup specification. To schedule a Microsoft Exchange 2000 backup specification, perform the following steps: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, then Backup Specifications. Click MS Exchange 2000 Server. A list of backup specifications is displayed in the Results Area. 3. Double-click the backup specification you want to schedule and click the Schedule tab to open the Schedule property page. 4. In the Schedule property page, select a date in the calendar and click Add to open the Schedule Backup dialog box. 5. Specify Recurring, Time options, Recurring options, and Session options. See Figure 5-7 on page 315. 314
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Integrating Microsoft Exchange 2000 Server and Data Protector Backing Up the Microsoft Exchange 2000 Server The incremental backup performs a backup of the transaction log files that record changes to the database. Microsoft Exchange 2000 Server automatically deletes transaction log files after they have been backed up. 6. Click OK to return to the Schedule property page. 7. Click Apply to save the changes. Figure 5-7



Scheduling Backups



Running an Interactive Backup An interactive backup can be performed any time after the backup specification has been created and saved. To start an interactive backup of a Microsoft Exchange 2000 backup object, perform the following steps: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context.
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Integrating Microsoft Exchange 2000 Server and Data Protector Backing Up the Microsoft Exchange 2000 Server 2. In the Scoping Pane, expand the Backup, and then the Backup Specifications items. Expand Microsoft Exchange 2000 Server. A list of backup specifications appears. 3. Right-click the backup specification you want to back up, and then select Start Backup from the pop-up menu. The Start Backup dialog box appears. Select the backup type and network load. Refer to online Help for a description of network load. 4. Click OK. Messages appear in the Results Area as the backup session proceeds. Upon successful completion of the backup session, the Session completed successfully message is displayed.
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Integrating Microsoft Exchange 2000 Server and Data Protector Restoring a Microsoft Exchange 2000 Object



Restoring a Microsoft Exchange 2000 Object You can restore a Microsoft Exchange 2000 object using the Data Protector GUI.



IMPORTANT



The database (store) must be unmounted to perform a restore.



To unmount the database (store), perform the following steps using the Exchange 2000 Administration GUI: 1. In the Exchange System Manager window, right-click the object that you have backed up (Mailbox Store or Public Folder Store), and select Dismount Store from the pop-up menu. Figure 5-8



Unmounting the Database (Store)



2. A warning message appears. Click Yes to continue unmounting. When the unmounting is completed, you may start a restore session. After a hard recovery, databases can be mounted automatically. Refer to “Restore Options” on page 320 for details. Chapter 5



317



Integrating Microsoft Exchange 2000 Server and Data Protector Restoring a Microsoft Exchange 2000 Object



NOTE



Log files for storage groups are saved in the subdirectory of the specified log directory. Refer to “Restore Options” on page 320 for details.



Restore Procedure Use the following procedure to restore Microsoft Exchange 2000 Server objects: 1. In the HP OpenView Storage Data Protector Manager, switch to the Restore context. 2. In the Scoping Pane, expand Microsoft Exchange 2000 Server, and then the name of the client system from which the data you want to restore was backed up. 3. Browse for and select the backed up Microsoft Exchange 2000 Server objects you want to restore. Figure 5-9



Restore Objects
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Integrating Microsoft Exchange 2000 Server and Data Protector Restoring a Microsoft Exchange 2000 Object To select a backup version, right-click the object in the Results Area, and then select Properties.



NOTE



If you are restoring multiple databases from the same storage group in the same session, make sure that their versions are the same. Otherwise, you need to restore them in separate restore sessions.



Figure 5-10



Selecting a Backup Version



4. Select the restore options from the Options property page. Refer to “Restore Options” on page 320. The devices and media for restore are automatically selected. Note you can use a different device for a restore than the one used for a backup. Refer to the “Restoring Under Another Device” section of the HP OpenView Storage Data Protector Administrator’s Guide for more information on how to perform a restore using another device.
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Integrating Microsoft Exchange 2000 Server and Data Protector Restoring a Microsoft Exchange 2000 Object



IMPORTANT



If the devices, used for the restore, are not those used for the backup, select the same number of devices in the Devices property page as you used when you backed up the object.



5. Click Restore MS Exchange 2000 Server. Review your selection, and then click Finish to start a restore session. The restore session messages are displayed in the Results Area. If the Mount databases after recovery option was not specified for the restore, mount the dismounted Information Stores using the Exchange System Manager after the restore has finished.



Restore Options The following restore options are specific to the Data Protector Microsoft Exchange 2000 integration: Restore to another client By default, the target Data Protector Microsoft Exchange 2000 client is the Microsoft Exchange 2000 Server from which the application data was backed up. Nevertheless, the databases can be restored to a Microsoft Exchange 2000 Server other than the one the backup was made from. The new target Microsoft Exchange 2000 Server must be a part of the Data Protector cell and have the MS Exchange 2000 Integration software component installed. Follow the steps below to restore a database to another client: 1. Install Microsoft Exchange 2000 Server on a separate system, and create the same structure and site names as on the Microsoft Exchange 2000 Server the backup of which is to be restored.



NOTE



The new system name can be different.



2. Install the Data Protector Microsoft Exchange 2000 integration on this system.
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Integrating Microsoft Exchange 2000 Server and Data Protector Restoring a Microsoft Exchange 2000 Object 3. Restore the database to the new Microsoft Exchange 2000 Server. Directory for temporary log files Specifying this option, you set the temporary directory for log files. Data Protector restores the log files to this directory. Using this directory, Microsoft Exchange 2000 Server then recovers the database - this operation is referred to as hard recovery. Last restore set (start recovery) If this option is set, a hard recovery is performed after the restore. Use this option if you are restoring the last set of files. If you do not set this option, you need to start the recovery manually by running the eseutil /cc /t utility from the directory for temporary log files. Mount databases after recovery If you specify this option, the restored databases will be automatically mounted after the hard recovery. Last consistent state If this option is set, the database will be restored to its last consistent state. The latest log files, created after the backup, will be applied to the restored database during the recovery process.
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Integrating Microsoft Exchange 2000 Server and Data Protector Restoring a Microsoft Exchange 2000 Object Figure 5-11



Restore Options



Troubleshooting



Sometimes, when performing a restore session, you may get the following error message: Target Instance, specified for restore, is not found or log files do not match the backup set logs.



This happens if there is a gap in the sequence of restored log files and current log files. To solve this problem, you need to manually run the \bin\eseutil /cc /t utility in the \\\ directory. For example: e:\Temp\First Storage Group\eseutil /cc /t Recovering an Exchange 2000 Database (Store)



Note that restoring a database to a certain state often requires a multiphase restore. This means that multiple versions need to be restored to retrieve data. The full backup and the transaction log backups after the full backup have to be restored.
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Integrating Microsoft Exchange 2000 Server and Data Protector Restoring a Microsoft Exchange 2000 Object



IMPORTANT



When you restore from a full database (store) backup, make sure you selected the database files and the transaction log files from the same version.



Example



Suppose you have the following backup sequence: FTTFTTTT and you want to restore the version marked T, you must restore all the versions in : the first full and transaction log backup, the second transaction log backup, and the last transaction log backup. The last transaction log backup has to be restored with the Last restore set (start recovery)option selected.



Chapter 5



323



Integrating Microsoft Exchange 2000 Server and Data Protector Configuring the Integration as Cluster-Aware



Configuring the Integration as Cluster-Aware The following sections describe how to install and configure the Data Protector Microsoft Exchange 2000 integration as cluster-aware. Prerequisites



• It is assumed that the Microsoft Exchange 2000 Server with support for clustering is installed, configured, and running as a cluster-aware application. • On all nodes, the \BIN directory should be added to the Windows Path environment variable.



Installing the Integration as Cluster-Aware Proceed as follows to install the Data Protector MS Exchange 2000 Integration software component as a cluster-aware application: 1. You need to locally install the MS Exchange 2000 Integration software component on all cluster nodes. Refer to “Installing the Cell Manager and the Microsoft Exchange 2000 Integration as Cluster-Aware” on page A-24 and “Installing the Microsoft Exchange 2000 Integration as Cluster-Aware” on page A-25 for details. 2. Skip this step if you have installed the Data Protector Cell Manager software with the MS Exchange 2000 Integration software component on all cluster nodes. Otherwise, import the cluster nodes to the Data Protector cell to update the Data Protector Cell_info file, since it is not updated automatically. To import the cluster nodes to the Data Protector cell, proceed as follows: a. In the HP OpenView Storage Data Protector Manager, switch to the Clients context. b. In the Scoping Pane, right-click Clusters and select Import Cluster.
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Integrating Microsoft Exchange 2000 Server and Data Protector Configuring the Integration as Cluster-Aware c. Enter the cluster virtual name and click Finish. This will add/update the Cell_Info file for all cluster nodes and all virtual servers in that cluster. 3. Check if the Data Protector integration software has been properly installed. Proceed as follows: a. Switch to the \bin directory. b. Enter the following command: omnirsh INFO_CLUS The output will return the name of the cluster-aware client systems in the Data Protector cell. 4. Check that the logon user account is assigned to the Data Protector Inet service on each cluster node. Make sure that the same user is also added to the Data Protector admin user group. The logon account must be set as shown in Figure 5-12. Figure 5-12



Data Protector User Account
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Integrating Microsoft Exchange 2000 Server and Data Protector Configuring the Integration as Cluster-Aware



Configuring the Microsoft Exchange 2000 Cluster-Aware Integration The configuration of the Data Protector Microsoft Exchange 2000 cluster-aware integration consists of: 1. Switching off the Microsoft Exchange 2000 Server Circular Logging for storage groups on all nodes in the cluster for an incremental backup. 2. Refer to “Configuring a Cluster-Aware Microsoft Exchange 2000 Backup” on page 326 The list below provides an overview of the global configuration tasks and emphasizes the cluster-specific steps. Configuring a Cluster-Aware Microsoft Exchange 2000 Backup You have to create a Data Protector Microsoft Exchange 2000 backup specification as explained in “Configuring a Microsoft Exchange 2000 Backup” on page 308. Make sure you specified the virtual server of the Microsoft Exchange 2000 resource group as the name of the client system where the Microsoft Exchange 2000 Server is running.



Backing Up a Cluster-Aware Microsoft Exchange 2000 Server Refer to “Running an Online Backup” on page 314 for a detailed procedure.



Restoring a Cluster-Aware Microsoft Exchange 2000 Server Refer to “Restoring a Microsoft Exchange 2000 Object” on page 317 for instructions on how to perform a restore of a cluster-aware Microsoft Exchange 2000 Server.
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Integrating Microsoft Exchange 2000 Server and Data Protector Troubleshooting



Troubleshooting This section is divided into the following subsections: • General troubleshooting • Backup problems • Restore problems



General Troubleshooting 1. Ensure that the latest official Data Protector patches are installed. Refer to “Verifying Which Data Protector Patches Are Installed” in the HP OpenView Storage Data Protector Installation and Licensing Guide. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported versions, platforms, and other information. 2. Refer to the HP OpenView Storage Data Protector Software Release Notes for a description of general Data Protector limitations, problems and workarounds, as well as for a list of related Data Protector patches. 3. Try to run a backup and restore without using Data Protector. Use Windows Backup to back up and restore the Microsoft Exchange 2000 Server Information Store. 4. Check if the following directories exist on the Data Protector Cell Manager: \config\barlists\msese\ \config\barschedules\msese\ 5. If you perform an incremental backup, ensure that the Enable circular logging option on the Microsoft Exchange 2000 Server is disabled. You can check this option by starting the Exchange System manager and selecting Properties from the Storage Group you are backing up.
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Integrating Microsoft Exchange 2000 Server and Data Protector Troubleshooting 6. Check if the environment variable Path also includes the MS Exchange 2000 Server \BIN directory: a. Select the My computer icon from the Windows desktop, right-click it and select Properties. b. In the System Properties window, click the Environment property page. Under System Variables, select the Path variable and edit it by adding the \BIN string in case it does not already exist there.



Backup Problems Start a preview of the Data Protector Microsoft Exchange 2000 Server backup specification. • If the Microsoft Exchange 2000 Server part of the preview fails, proceed as follows: 1. Check if the Microsoft Exchange 2000 Server services are running. To perform any kind of backup (MailBox Store, Public Folder Store or both), the following services must be running: ✓ Microsoft Exchange System Attendant ✓ Microsoft Exchange Information Store 2. Check on the Microsoft Exchange 2000 System manager if all the stores that need to be backed up are mounted. • If the Data Protector part of the preview fails, proceed as follows: 1. Check if the Cell Manager is correctly set on the Microsoft Exchange 2000 Server client by checking the following registry entry: HKEY_LOCAL_MACHINE\SOFTWARE\Hewlett-Packard\OpenView\O OmniBack II\Site Its name and value must be CellServer and “”, respectively. 2. Create an Microsoft Exchange 2000 Server backup specification to back up to a null or file device and run the backup. If the backup succeeds, the problem may be related to the backup devices. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions on troubleshooting devices.
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Integrating Microsoft Exchange 2000 Server and Data Protector Troubleshooting • If the preview succeeds, proceed as follows: 1. Check if the filesystem backup of the problematic client works. It is much easier to troubleshoot a filesystem backup. 2. Examine the errors reported in \log\debug.log on the Microsoft Exchange 2000 Server. 3. Examine the errors logged in the Windows Event log. 4. Try to restart the Microsoft Exchange 2000 Server and start the backup again.



Restore Problems • Check if the following Microsoft Exchange 2000 Server services are running: 1. Microsoft Exchange System Attendant 2. Microsoft Exchange Information Store • Using the Exchange System Manager, check whether all the stores that need to be restored are dismounted. • If you cannot mount the storage after a successful restore, check if the LOGS storage on the same storage group has also been restored. • If you want to restore, for example, a “Second Storage Group”, the \Second Storage Group directory must exist on your drive. • Define a directory for temporary log files in the restore context. Check whether the directory you have specified exists. If it does not, create it or specify another existing directory. • Check if the Cell Manager is correctly set on the Microsoft Exchange 2000 Server client by checking the following registry entry: HKEY_LOCAL_MACHINE\SOFTWARE\Hewlett-Packard\OpenView\Omni Back II\Site Its name and value should be CellServer and “”, respectively. • To restore to another system, make sure that the Microsoft Exchange 2000 Server is installed on that system and has the same organization and site names as the restored server. Chapter 5
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Integrating Microsoft Exchange 2000 Server and Data Protector Troubleshooting • Ensure that the filesystem restore of the problematic client works. It is much easier to troubleshoot a filesystem restore. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for information on troubleshooting filesystem restores. • Examine the errors reported in \log\debug.log on the Microsoft Exchange 2000 Server. • Examine the errors logged in the Windows Event log.
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Chapter 6



331



Integrating Microsoft Exchange Single Mailbox and Data Protector In This Chapter



In This Chapter This chapter explains how to install, configure, and use the Data Protector MS Exchange Single Mailbox integration. The chapter is organized into the following sections: “Overview” on page 333 “Prerequisites and Limitations” on page 335 “Integration Concept” on page 337 “Installing and Upgrading the Integration” on page 340 “Configuring the Integration” on page 342 “Backing Up a Single Mailbox” on page 353 “Restoring a Single Mailbox” on page 357 “Performance Tuning” on page 365 “Monitoring a Single Mailbox Backup and Restore” on page 367 “Configuring the Integration as Cluster-Aware” on page 369 “Troubleshooting” on page 372
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Integrating Microsoft Exchange Single Mailbox and Data Protector Overview



Overview The Data Protector MS Exchange Single Mailbox integration enables performing online backups and restores of single mailboxes located on the MS Exchange Server system. The entire mailbox content including e-mail messages, task assignments, calendar schedules, contacts, etc., is backed up and restored by Data Protector. You can perform full, incremental1, and incremental backups of single mailboxes using the Data Protector MS Exchange Single Mailbox integration. You can restore your data into the original mailbox, into a new mailbox on the same MS Exchange Server system, or into the mailbox located on the other MS Exchange Server. Advantages



The following are the advantages of integrating Data Protector with MS Exchange Single Mailbox: • Central Management for all backup operations: The MS Exchange administrator can manage backup operations from a central point. • Media Management: Data Protector has an advanced media management system that allows you to monitor media usage and set protection for stored data, as well as to organize and manage devices in media pools. • Scheduling: Data Protector has a scheduler that allows you to automate backups to run periodically. Using the Data Protector Scheduler, you can configure the backups to run unattended at specified times if the devices and media are set properly. • Device Support: Data Protector supports a wide range of devices: files, standalone drives, very large multiple drive libraries, etc.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Overview • Reporting: Data Protector has reporting capabilities that allow you to receive information about your backup environment. You can schedule reports to be issued at a specific time or attached to a predefined set of events, such as the end of a backup session or a mount request. • Monitoring: Data Protector has a feature that allows you to monitor currently running sessions and view finished sessions from any system that has the Data Protector User Interface installed. All backup sessions are logged in the Data Protector internal database (IDB), which provides the administrator with a history of activities that can be queried later.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Prerequisites and Limitations



Prerequisites and Limitations This is a list of prerequisites and limitations for the Data Protector MS Exchange Single Mailbox integration: Prerequisites



• It is assumed that you are familiar with the MS Exchange administration and basic Data Protector functionality. • Before you begin, make sure that you have correctly installed MS Exchange Server and Data Protector systems. Refer to the: ✓ Microsoft Exchange Server Documentation for information about MS Exchange Server. ✓ HP OpenView Storage Data Protector Installation and Licensing Guide for instructions on how to install Data Protector on various architectures. ✓ HP OpenView Storage Data Protector Administrator’s Guide for general information on how to configure and run backups. For an up-to-date list of supported versions, platforms, devices, and other information, refer to the: ✓ HP OpenView Storage Data Protector Software Release Notes or ✓ http://www.openview.hp.com/products/datapro/spec_0001.html • The Data Protector MS Exchange 5.x or the Data Protector MS Exchange 2000 integration must be installed and configured on the system. • Before performing a restore into a different mailbox, make sure that the destination mailbox exists on the target MS Exchange Server. • Before restoring mailbox content to another MS Exchange Server system, the MS Exchange Single Mailbox integration must be installed and configured on the target MS Exchange Server.



Limitations



• A single mailbox backup is slower and requires more media space than a regular MS Exchange Server backup. The reason is that only one copy of a message addressed to more than one recipient is saved on the MS Exchange Server system and linked to all recipients. The entire message is backed up for each mailbox when performing single mailbox backups. Chapter 6
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Integrating Microsoft Exchange Single Mailbox and Data Protector Prerequisites and Limitations • Only the messages, located on MS Exchange Server, can be backed up and restored. It means that if you have messages stored locally on client machines, they will not be backed up.



IMPORTANT



Single mailbox backups should not be used as a replacement of regular MS Exchange Server backups. Server backups are still needed to successfully recover a crashed system. For the information on how to back up MS Exchange Server, refer to “Backing Up a Microsoft Exchange Server 5.x” on page 272 and “Backing Up the Microsoft Exchange 2000 Server” on page 308.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Integration Concept



Integration Concept The following MS Exchange concepts are important from the single mailbox backup and restore perspective: • MAPI (Messaging Application Programming Interface), a programming interface that lets applications and messaging clients interact with messaging and information systems through the use of a single interface. • MAPI profile, a group of settings that define how a MAPI client is set up for a particular user. It contains information services, that is settings that enable sending, storing, and receiving messages. The profile is created during the configuration process. • MAPI session, a connection with a MAPI subsystem (for example, MS Exchange Server) that must be established before a client application can call the underlying messaging system. • Message Store, a MAPI object that contains messages and folders organized hierarchically. • Message, a MAPI object containing the information that can be sent to one or more recipients by means of a messaging system. Integration Overview



The central component of the Data Protector MS Exchange Single Mailbox integration is the Data Protector mbx_bar.exe agent, which is installed on the MS Exchange Server system. It communicates with MS Exchange Server through MAPI thus controlling the activities between MS Exchange Server and the Data Protector backup and restore processes. The mbx_bar.exe agent transfers data directly from the MS Exchange Server to Data Protector Media Agents. From the perspective of MS Exchange Server, Data Protector is seen as media management software. On the other hand, MS Exchange Server is a Data Protector client from the Data Protector Cell Manager’s point of view.



Backup Flow



A backup session is started by the Data Protector Backup Session Manager (BSM). The BSM reads a backup specification and starts the mbx_bar.exe agent installed on the MS Exchange Server system. The mbx_bar.exe agent logs in through the MAPI profile to the Exchange administrator’s mailbox, which has privileges to access users’ mailboxes.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Integration Concept The MAPI session is therefore established, and after that the mbx_bar.exe agent logs to each mailbox that was selected for backup. The content of these mailboxes is then passed to Data Protector Media Agents, which write it to media. Messages from the backup session are sent to the BSM, which writes them and the information regarding the respective backup session to the IDB. Backup Types



The Data Protector MS Exchange Single Mailbox integration supports three backup types: Full, Incremental1, and Incremental. A full backup is a backup of the entire mailbox content. An incremental1 backup backs up all the changes made to the mailbox after the last full backup. An incremental backup backs up all the changes after the last backup of any type. Each mailbox is represented as one Data Protector backup object and is backed up in one stream. Multiple mailboxes can be backed up in parallel streams to one device. Refer to “Performance Tuning” on page 365.



Restore Flow



A restore session is started by the Data Protector Restore Session Manager (RSM). The RSM starts the mbx_bar.exe agent on the target MS Exchange Server and invokes Data Protector Media Agents, which read the data from backup devices and send it to the MS Exchange Server. The MS Exchange Server processes write the data to disks. The mbx_bar.exe agent logs in to each mailbox that was selected for restore, and creates there a new Data Protector folder to which the selected data is restored. Messages from the restore session are sent to the RSM, which writes them and the information regarding the respective restore session to the IDB. The architecture of the Data Protector MS Exchange Single Mailbox integration is presented in Figure 6-1 on page 339.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Integration Concept Figure 6-1



MS Exchange Single Mailbox Integration Concept



Table 6-1



Legend: MAPI



The Messaging Application Programming Interface, which lets applications and messaging clients interact with messaging and information systems through the use of a single interface.



SM



The Data Protector Session Manager, which is the Data Protector Backup Session Manager during a backup session, and the Data Protector Restore Session Manager during a restore session.



MA



The Data Protector Media Agent, which reads and writes data from and to media devices.



IDB



The Data Protector internal database where all the information about Data Protector sessions, including session messages, objects, data, used devices and media is written.
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Installing and Upgrading the Integration Upgrade



The single mailbox filesystem backup specifications created with the previous versions of Data Protector are no longer valid after the upgrade to Data Protector A.05.10. These backup specifications as well as initialization files used by the MBXCopy.exe utility have to be deleted, and new backup specifications have to be created. Refer to “Creating a Backup Specification” on page 346 for information on how to create a backup specification. After upgrading to Data Protector A.05.10, you can perform a filesystem restore of the MS Exchange single mailbox backups made with OmniBack II A.04.x or Data Protector A.05.00. The restore must be performed to a .pst file.



Installation



It is assumed that your MS Exchange Server is up and running. Install the Data Protector MS Exchange 5.x or the Data Protector MS Exchange 2000 integration software on your MS Exchange Server either locally, from the CD-ROM, or remotely, using the Data Protector GUI. The MS Exchange Single Mailbox integration agent will be installed as a part of the Data Protector A.05.10 MS Exchange 5.x or the Data Protector A.05.10 MS Exchange 2000 integration package. You need to install the following Data Protector software components: • MS Exchange 5.x Integration or MS Exchange 2000 Integration • Disk Agent • Media Agent (if you have devices connected to the system) It is recommended that you install: • User Interface Refer to the HP OpenView Storage Data Protector Installation and Licensing Guide for details about the installation.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Installing and Upgrading the Integration Figure 6-2



Selecting Components and Location



Verifying the Installation



Once the installation has completed, you can verify it. For the procedure, refer to “Verifying Data Protector Installation” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



What’s Next?



By now, you should have installed the Data Protector MS Exchange integration software together with the MS Exchange Single Mailbox integration agent on your MS Exchange Server system. The MS Exchange Server system has become a Data Protector client. At this point, you are ready to proceed to configuration described in “Configuring the Integration” on page 342.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration



Configuring the Integration It is assumed that the installation of the Data Protector software components on the MS Exchange Server system was successful. Prerequisite



Ensure that you have an account with MS Exchange administrative permissions. In particular, check that Act as part of the operating system and Log on as a service user rights are assigned to the MS Exchange administrator account. Refer to “Configuration Problems” on page 373 for more details about these user rights.



Configuration Overview



The following list gives an overview of the global tasks for configuring the MS Exchange Single Mailbox integration: 1. “Configuring the Single Mailbox Integration Agent” on page 342. 2. “Configuring a Single Mailbox Backup” on page 345.



Configuring the Single Mailbox Integration Agent In order to perform single mailbox backup and restore-related operations, the account, under which the mbx_bar.exe agent is started, must have permissions to access the mailboxes residing on the MS Exchange Server (these are the permissions of the MS Exchange administrator). Therefore, the account you have to provide during the configuration of the Single Mailbox integration agent must be the user account, to which the permission to administer MS Exchange was granted at the time of the MS Exchange Server installation. This user account must also be added to the Data Protector Operator user group, or to the user group with the same or higher privileges. The parameters that need to be specified during the configuration process are the username, the password, and the domain of the MS Exchange administrator.



IMPORTANT



The integration must be reconfigured any time the MS Exchange administrator’s password changes.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration The configuration is performed during the creation of a new backup specification, and can be modified when a backup specification already exists. The procedure below describes the single mailbox integration configuration at the time of creating a new backup specification: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, then Backup Specifications, and right-click MS Exchange Single Mailboxes. Select Add Backup. 3. In the Create New Backup window, double-click Blank Single Mailbox Backup. 4. In the next page of the wizard, select the client on which MS Exchange is running. Data Protector lists all the clients that have the MS Exchange 5.x or the MS Exchange 2000 integration installed. The name of the application database is set to Single Mailbox, and you cannot change it. Click Next. If the MS Exchange Single Mailbox integration was not configured for the client you have selected, the Configure Single Mailbox window is displayed. In the Configure Single Mailbox window, provide the username, the password, and the domain of the MS Exchange administrator. Figure 6-3



Single Mailbox Configuration



Click OK to confirm the configuration.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration Once the integration is configured for a particular client, the Configure Single Mailbox window is not displayed any more during creating of backup specifications for backing up data from this client. However, you can modify the configuration when a backup specification already exists following the procedure described below: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, Backup Specifications, and then MS Exchange Single Mailboxes. Click an existing backup specification. 3. Right-click the name of the MS Exchange Server listed in the Source property page, and then select Configure from the pop-up window. 4. In the Configure Single Mailbox window, provide the required information. Click OK to confirm the configuration. What Happens?



After clicking the OK button, the login information and the encrypted password are written to the configuration file on the Cell Manager: • \Config\Integ\Config\Mailbox\ %SingleMailbox - Windows Cell Manager • /etc/opt/omni/integ/config/Mailbox/% SingleMailbox - HP-UX Cell Manager If the integration is configured properly, Data Protector is allowed to back up and restore single mailboxes. Refer to Microsoft Exchange documentation for further information on different types of connections, roles and permissions of MS Exchange database administrators, and security issues that need to be considered.



Checking the Configuration



If you confirmed the configuration by clicking OK in the Configure Single Mailbox window, the next page in the wizard allows you to check the configuration. Data Protector verifies the configuration by trying to connect to the MS Exchange Server system on which the Single Mailbox integration is configured using the information specified and saved during the configuration procedure.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration Figure 6-4



Checking the Configuration



Proceed as follows to check the configuration: 1. Right-click the MS Exchange Server system. 2. Click Check Configuration. The configuration can also be checked if you have already created and saved a backup specification for backing up a single mailbox. Follow the steps described below: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. In the Scoping Pane, expand Backup, Backup Specifications, and then MS Exchange Single Mailboxes. 2. In the Results Area, right-click the backup specification. 3. In the Source property page, right-click the name of the client system, and then click Check Configuration. If the configuration was successful, you receive a message confirming that the integration was properly configured. If it was not, you receive a message explaining the reasons for the unsuccessful configuration.



Configuring a Single Mailbox Backup To configure a single mailbox backup, perform the following steps: 1. Configure the backup devices, media, and media pools. Refer to the HP OpenView Storage Data Protector Administrator’s Guide or online Help for instructions.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration 2. Create a backup specification. Once the backup specification is created and saved, it can be scheduled so that unattended backups can be performed. Creating a Backup Specification To create a backup specification for backing up single mailboxes, proceed as follows: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, then Backup Specifications, and right-click MS Exchange Single Mailboxes. Select Add Backup. 3. In the Create New Backup window, select the template you want to use. Figure 6-5



Selecting a Template
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration 4. In the next page of the wizard, select the client on which MS Exchange is running. Data Protector lists all the clients that have the MS Exchange 5.x or the MS Exchange 2000 integration installed. The name of the application database is set to Single Mailbox, and you cannot change it. Click Next.



NOTE



If the integration had not been configured for the selected client, the configuration window appears. Refer to “Configuring the Single Mailbox Integration Agent” on page 342 for the information on how to configure the MS Exchange Single Mailbox integration.



5. In the next step of the wizard, select the data you want to back up. All the mailboxes residing on the selected client are displayed in alphabetical order. For example, all mailboxes with the first letter S are collected under the S item in the Data Protector GUI. You can specify a full server backup by selecting a top-level backup object, or a single mailbox backup by selecting lower-level objects.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration Figure 6-6



Selecting Backup Objects



Click Next to proceed. 6. Follow the wizard to select the devices to be used for backup, to define backup options, and to schedule your backup specification. Refer to Data Protector online Help and the HP OpenView Storage Data Protector Administrator’s Guide for a description of the backup options common to all backup objects. Refer to “Backup Options” on page 349 for details about backup options, specific to the Data Protector MS Exchange Single Mailbox integration. 7. Once you have selected the devices and backup options, name and save your MS Exchange Single Mailbox backup specification. After the backup specification is saved, it can be started either from the Data Protector GUI or the Data Protector CLI, or can be scheduled to run automatically using the Data Protector Scheduler.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration Refer to “Backing Up a Single Mailbox” on page 353 for information on how to perform a backup using the Data Protector GUI or the Data Protector CLI and on how to schedule a backup specification. You can examine the newly created and saved backup specification in the Backup context. The backup specification itself is stored in the \config\barlists\Mailbox\ file on Windows Cell Manager systems and in the /etc/opt/omni/barlists/Mailbox/ file on HP-UX Cell Manager. It is recommended that you test the backup specification by clicking the Start Preview button. Refer to “Testing the Integration” on page 351. You can start an interactive backup that includes data transfer by clicking the Start Backup button.



Backup Options The MS Exchange Single Mailbox integration specific backup options are specified using the Data Protector GUI by clicking the Advanced button next to Application Specific Options.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration Figure 6-7



Backup Options



The following backup options are specific to the Data Protector MS Exchange Single Mailbox integration: Pre-exec



Specifies a command with arguments or a script that will be started on MS Exchange Server before the backup. This command/script, started by Data Protector mbx_bar.exe, must reside in the \bin directory on the MS Exchange Server system. Only the filename, relative to the directory named above, must be provided in the backup specification. For more information on pre-exec commands, refer to “Preand Post-Exec Commands” in the HP OpenView Storage Data Protector Administrator’s Guide.



Post-exec



Specifies a command with arguments or a script that will be started on MS Exchange Server after the backup. This command/script, started by Data Protector mbx_bar.exe, must reside in the \bin directory on the MS Exchange Server system. Only the filename,
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration relative to the directory named above, must be provided in the backup specification. For more information on post-exec commands, refer to “Preand Post-Exec Commands” in the HP OpenView Storage Data Protector Administrator’s Guide.



Testing the Integration Once you have created and saved a backup specification, you should test it before running a backup. Testing Using the Data Protector GUI Testing Procedure The testing procedure consists of checking the MS Exchange and the Data Protector parts of the integration to ensure the communication within MS Exchange and Data Protector is established and the data transfer works properly. Proceed as follows to test the integration: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, then Backup Specifications, MS Exchange Single Mailboxes, and right-click the backup specification you want to preview. 3. Click Preview Backup to open the Start Preview dialog box. Select the type of backup you want to run as well as the network load. See online Help for a description of these options. Figure 6-8



Previewing a Backup
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration Testing Using the Data Protector CLI A test can be executed from the CLI on the MS Exchange Server system or on any other Data Protector client system within the same cell, provided that the systems have the Data Protector User Interface installed. To test a backup specification, run the omnib command with the -test_bar option: \bin\omnib -mbx_list -test_bar What Happens?



The session messages are displayed on the screen during the command execution. The mbx_bar.exe program is started, which then starts the Data Protector testbar2 command. This command checks the following: • if the communication within Data Protector works properly. • if the syntax of the MS Exchange Single Mailbox backup specification is correct. • if the devices are correctly specified. • if the required media reside in the devices. After that, the MS Exchange part of the preview is started, which checks if all the backup objects are present and are in a correct state for a backup.
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Backing Up a Single Mailbox Each mailbox is one Data Protector backup object, which is backed up in one stream. However, if you perform a backup of several mailboxes, it is recommended that you back them up in parallel streams to one device. Backing up mailboxes this way enables constant data transfer to tape and thus improves backup performance. Refer to “Performance Tuning” on page 365 for details. To run a single mailbox backup, use any of the following methods: • Schedule a backup of an existing MS Exchange Single Mailbox backup specification using the Data Protector Scheduler. • Start an interactive backup using the Data Protector GUI or the Data Protector CLI.



Scheduling a Backup Scheduling a backup specification means setting the time, date, and type of a backup that will be started unattended once the scheduling options are defined and saved in the backup specification. To schedule an MS Exchange Single Mailbox backup specification, perform the following steps: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context. 2. In the Scoping Pane, expand Backup, and then Backup Specifications. Expand the MS Exchange Single Mailboxes item to get a list of backup specifications. 3. Double-click the backup specification you want to schedule, and then click the Schedule tab to open the Schedule property page. 4. In the Schedule property page, select a date in the calendar, and click Add to open the Schedule Backup dialog box. 5. Specify Recurring, Time options, Recurring options, and Session options. See Figure 6-9 on page 354.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Backing Up a Single Mailbox You can select one of the following backup types: full, incremental1, or incremental. Refer to “Integration Concept” on page 337 for a detailed description of backup types. 6. Click OK to return to the Schedule property page. 7. Click Apply to save the changes. Figure 6-9



Scheduling a Backup



Running an Interactive Backup Using the Data Protector GUI An interactive backup can be run any time after the backup specification has been created and saved. Backup Procedure To start an interactive single mailbox backup using the Data Protector GUI, perform the following steps: 1. In the HP OpenView Storage Data Protector Manager, switch to the Backup context.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Backing Up a Single Mailbox 2. In the Scoping Pane, expand the Backup, and then the Backup Specifications items. Expand MS Exchange Single Mailboxes. A list of backup specifications appears. 3. Right-click the backup specification you want to back up, and then select Start Backup from the pop-up menu. The Start Backup dialog box appears. Select the backup type and network load, and click OK. Refer to online Help for a description of these options. Messages appear in the Results Area as the backup session proceeds.



Running an Interactive Backup Using the Data Protector CLI You can start an interactive backup from the Data Protector CLI. Switch to the \bin directory on the MS Exchange Server system, and run the following command: omnib -mbx_list [-barmode ] [] The parameter is the name of a backup specification. You can select among the following : {full | incr | incr1} You can select among the following : -barcmnd -protect {none | weeks n | days n | until Date | permanent} -keepcatalog {weeks n | days n | until Date | permanent} -load {low | medium | high} -disk_only -crc -no_monitor -test_bar Refer to the HP OpenView Storage Data Protector Command Line Interface Reference for a description of .
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Integrating Microsoft Exchange Single Mailbox and Data Protector Backing Up a Single Mailbox Example



To start an incremental backup using an existing MS Exchange Single Mailbox backup specification called FIRST, and to set data protection to 5 days, execute the following command: omnib -mbx_list FIRST -barmode incr -protect days 5
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Restoring a Single Mailbox You can restore a single mailbox using either the Data Protector GUI or the Data Protector CLI. Prerequisites



• If you want to perform a restore into a different mailbox, make sure that the destination mailbox exists on the target MS Exchange Server. • If you want to restore mailbox content to another MS Exchange Server, configure the MS Exchange Single Mailbox integration on the target MS Exchange Server.



Restoring a Single Mailbox Using the Data Protector GUI Use the following procedure to restore a single mailbox using the Data Protector GUI: 1. In the HP OpenView Storage Data Protector Manager, switch to the Restore context. 2. In the Scoping Pane, expand MS Exchange Single Mailboxes, and then the name of the client system from which the data you want to restore was backed up. 3. In the Source property page, browse for and select the backed up objects you want to restore. These objects are displayed in alphabetical order. For example, all the backed up mailboxes with the first letter S are collected under the S item in the Data Protector GUI. By selecting a top-level object (a letter) you restore all the mailboxes with the first letter you specified, while by selecting lower-level objects you perform a restore of single mailboxes.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Restoring a Single Mailbox Figure 6-10



Restore Objects



You may check the properties of each object by right-clicking the object name. Under the Version tab in the Properties window, select the version you want to restore. The version is identified by the date and time of a backup and the backup type.



NOTE



By default, the latest version of the object is selected. If you want to restore some other version, select it from the Backup version drop-down list.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Restoring a Single Mailbox Figure 6-11



Version Properties



Under the Advanced tab in the Properties window, specify if you want to restore your data into a different mailbox. To restore to another mailbox, enter its name into the Restore into mailbox text box.



IMPORTANT



The destination mailbox must exist on the target MS Exchange Server.



You can choose between Restore only this backup and Full restore of mailbox options. The last option is selected by default.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Restoring a Single Mailbox Figure 6-12



Advanced Properties



Refer to “Restore Options” on page 362 for details about these options. 4. In the Options property page, specify whether you want to restore the data to another MS Exchange Server system. Refer to “Restore Options” on page 362 for a description of this option.



IMPORTANT



The MS Exchange Single Mailbox integration must be configured on the target MS Exchange Server. Otherwise, the Configuration window will appear at the beginning of a restore session.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Restoring a Single Mailbox Figure 6-13



Selecting a Destination



5. In the Devices property page, the names of devices used for backup are displayed. If you want to restore from a device different from the one used for backup, select the device you want to change, and click Change. The list of all configured devices is displayed. From this list, select the device you want to use for restore, and then click OK. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for more information on how to perform a restore using another device. 6. Click the Restore MS Exchange button to start the restore session. The restore session messages are displayed in the Results Area. After the Restore



Data Protector creates a Data Protector folder on each mailbox selected for restore, and restores the data into it. If the same backup version was restored several times, folders with restored data look as follows: Data Protector (1) (this folder contains the backup version, which was restored first), Data Protector (2)
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Integrating Microsoft Exchange Single Mailbox and Data Protector Restoring a Single Mailbox (this folder contains the backup version, which was restored second), etc., depending on the number of restore sessions performed. Refer to Figure 6-14 on page 362. Figure 6-14



Restored Mailbox Content



Mailbox users can start transferring restored data to .pst files by performing the following: 1. Creating a .pst file on their client system. 2. Connecting to MS Exchange Server. 3. Moving the restored data from the Data Protector folder to the previously created .pst file.



Restore Options The following restore options are specific to the Data Protector MS Exchange Single Mailbox integration:
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Integrating Microsoft Exchange Single Mailbox and Data Protector Restoring a Single Mailbox Restore into mailbox By default, the data is restored into the original mailbox. Nevertheless, you may restore your data into a different mailbox. In this case, enter the name of this mailbox in the Restore into mailbox text box. The destination mailbox must exist on the target MS Exchange Server. Note that you can specify the same destination mailbox for more than one mailbox you want to restore. Full restore of mailbox This option is selected by default. The latest full, the latest incremental1 (if exists), and all incremental backups from the last incremental1 up to the selected version are restored within one restore session. Restore only this backup If you specify this option, only a selected backup session, regardless of the backup type, will be restored. Restore to another host By default, the target Data Protector MS Exchange client is the MS Exchange Server from which the data was backed up. Nevertheless, mailboxes can be restored to an MS Exchange Server other than the one the backup was made from. The new target MS Exchange Server must be a part of the Data Protector cell and have the MS Exchange 5.x Integration or the MS Exchange 2000 Integration software component installed and configured.



Restoring a Single Mailbox Using the Data Protector CLI You can also start a restore session from the Data Protector CLI. Switch to the \bin directory on the MS Exchange Server system, and run the following command: omnir -mbx -barhost [-destination ] -mailbox -session []...
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Integrating Microsoft Exchange Single Mailbox and Data Protector Restoring a Single Mailbox You can select among the following : -destMailbox -chain The -barhost parameter is the name of the MS Exchange Server system from which you are restoring, while the -destination parameter is the name of the target MS Exchange Server. is the name of the mailbox you want to restore, and is the ID of the respective session. The parameter is the name of a destination mailbox into which the data will be restored (in case of a restore into the mailbox other than the original). By specifying the chain parameter, you select full restore of a mailbox meaning that the latest full, the latest incremental1 (if exists), and all incremental backups from the last incremental1 up to the selected version are restored within one restore session; otherwise, only a selected backup session, regardless of the backup type, will be restored. Example



To restore the contents of a mailbox called FIRST residing on the MS Exchange Server system called infinity.ipr.hermes, with the backup session ID 2003/01/10-1, into a new mailbox called TEMP, execute the following command: omnir -mbx -barhost infinity.ipr.hermes -mailbox FIRST -session 2003/01/10-1 -destMailbox TEMP
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Performance Tuning Performance tuning means customizing MS Exchange Server and Data Protector to achieve better backup and restore results. When backing up single mailboxes, one backup object is created for each mailbox selected for backup. The Single Mailbox integration agent mbx_bar.exe spends a significant amount of time on creating/finishing Data Protector backup objects and logging mailboxes on/off before it starts the actual data transfer to tape. This influences backup performance, especially if the mailbox store contains a lot of mailboxes. In this case, data transfer stops when mbx_bar.exe finishes a backup of one mailbox and starts a backup of the next one. This has an impact on the backup device, which stops a tape when the mbx_bar.exe agent finishes with one mailbox and starts running a tape when the agent restarts data transfer. Figure 6-15 on page 365 shows how a single-streamed backup of mailboxes affects backup performance. Figure 6-15



An Example of a Single-Streamed Backup (Concurrency = 1)



This problem can be solved by backing up mailboxes in parallel streams. Performance tests show that the best performance is achieved by backing up mailboxes in 2 parallel streams to one device or by backing up mailboxes in 2 concurrent streams to 2 devices. The second stream takes over the entire backup load while the first stream deals with creating/finishing the object process and the mailbox logon/logoff. Chapter 6
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Integrating Microsoft Exchange Single Mailbox and Data Protector Performance Tuning Backing up mailboxes this way enables constant data transfer to tape and thus improves backup performance. Refer to Figure 6-16 on page 366. Figure 6-16



An Example of a Multiple-Streamed Backup (Concurrency = 2)



NOTE



The backup of one mailbox using multiple streams is not supported.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Monitoring a Single Mailbox Backup and Restore



Monitoring a Single Mailbox Backup and Restore The Data Protector GUI allows you to monitor current or view previous backup and restore sessions. Monitoring is automatically activated when you start a restore or backup interactively. Monitoring Current Sessions



Follow these steps to monitor a current session using the Data Protector GUI: 1. In the HP OpenView Storage Data Protector Manager, switch to the Monitor context. Sessions that are currently in progress are displayed in the Results Area. If there are no sessions currently in progress, the screen is empty. 2. Select the session you want to monitor.



Figure 6-17



Monitoring a Current Session



Viewing Previous Sessions



Use the following procedure to view a previous session using the Data Protector GUI: 1. In the HP OpenView Storage Data Protector Manager, switch to the Internal Database context. 2. Expand Sessions. A list of sessions appears in the Scoping Pane. 3. Select the session you want to preview.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Monitoring a Single Mailbox Backup and Restore Figure 6-18



Viewing a Previous Session
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration as Cluster-Aware



Configuring the Integration as Cluster-Aware The following sections describe how to install and use the Data Protector MS Exchange Single Mailbox integration as cluster-aware. Prerequisite



It is assumed that the MS Exchange Server with support for clustering is installed, configured, and running as a cluster-aware application.



Installing the Integration as Cluster-Aware Proceed as follows to install the Data Protector MS Exchange 2000 Integration or the MS Exchange 5.x Integration software component as a cluster-aware application: 1. You need to locally install the MS Exchange 2000 Integration or the MS Exchange 5.x Integration software component on all cluster nodes. The MS Exchange Single Mailbox integration agent will be installed as a part of the Data Protector MS Exchange 5.x or the Data Protector MS Exchange 2000 integration package. Refer to “Installing the Microsoft Exchange 5.x Integration as Cluster-Aware” on page A-23 and “Installing the Microsoft Exchange 2000 Integration as Cluster-Aware” on page A-25 for details. 2. Import the cluster nodes to the Data Protector cell to make it be aware of the cluster configuration. Skip this step if you have installed the Data Protector Cell Manager software with the MS Exchange 2000 Integration or the MS Exchange 5.x Integration software component on all cluster nodes. To import the cluster nodes to the Data Protector cell, proceed as follows: a. In the HP OpenView Storage Data Protector Manager, switch to the Clients context. b. In the Scoping Pane, right-click Clusters and select Import Cluster. c. Enter the cluster virtual name and click Finish. This will add/update the Cell_Info file for all cluster nodes and all virtual servers in that cluster.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration as Cluster-Aware 3. Check if the Data Protector integration software has been properly installed. Proceed as follows: a. Switch to the \bin directory. b. Enter the following command: omnirsh INFO_CLUS The output will return the name of the cluster-aware client systems in the Data Protector cell. 4. Check that the Cluster Service account is assigned to the Data Protector Inet service on each cluster node. Make sure that the same user is also added to the Data Protector admin user group. The account must be set as shown in Figure 6-19. Figure 6-19



Data Protector Cluster Service Account



Configuring the MS Exchange Single Mailbox Cluster-Aware Integration The configuration of the MS Exchange Single Mailbox integration consists of: 1. Configuring an MS Exchange Single Mailbox cluster-aware client. Refer to “Configuring an MS Exchange Single Mailbox Cluster-Aware Client” on page 371.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Configuring the Integration as Cluster-Aware 2. Configuring an MS Exchange Single Mailbox cluster-aware backup. Refer to “Configuring an MS Exchange Single Mailbox Cluster-Aware Client” on page 371. Configuring an MS Exchange Single Mailbox Cluster-Aware Client The MS Exchange Single Mailbox integration must be configured on all cluster nodes. Refer to “Configuring the Integration” on page 342. Once you have finished the configuration on one node, switch the virtual server to the other node and repeat the procedure. Configuring an MS Exchange Single Mailbox Cluster-Aware Client To configure a cluster-aware MS Exchange Single Mailbox backup, create a backup specification for backing up single mailboxes as described in “Creating a Backup Specification” on page 346. Specify the virtual server hostname as the name of the MS Exchange Server.



Backing Up a Cluster-Aware MS Exchange Single Mailbox Integration The procedure for backing up a cluster-aware MS Exchange Single Mailbox integration is the same as for backing up a non-cluster-aware integration. Refer to “Backing Up a Single Mailbox” on page 353 for a step-by-step procedure.



Restoring a Cluster-Aware MS Exchange Single Mailbox Integration The procedure for restoring a cluster-aware MS Exchange Single Mailbox integration is the same as for restoring a non-cluster-aware integration. Refer to “Restoring a Single Mailbox” on page 357 for a step-by-step procedure.
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Troubleshooting The following section provides some testing procedures you should perform before calling the Data Protector support. Following these guidelines, you may either resolve the problem yourself or identify the area where the problems occur. Should you fail when performing a troubleshooting procedure, actions are proposed to help you work around the problem. The section is divided into the following subsections: • General troubleshooting • Configuration problems • Backup problems • Restore problems



General Troubleshooting 1. Ensure that the latest official Data Protector patches are installed. Refer to “Verifying Which Data Protector Patches Are Installed” in the HP OpenView Storage Data Protector Installation and Licensing Guide. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported versions, platforms, and other information. 2. Refer to the HP OpenView Storage Data Protector Software Release Notes for a description of general Data Protector limitations, problems and workarounds. 3. Check if the following directories exist on the Data Protector Cell Manager: \config\barlists\Mailbox\ \config\barschedules\Mailbox\
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Configuration Problems Problem



You do not have necessary permissions to log on to the system The \log\debug.log file on the MS Exchange 2000 Server contains one of the following error messages: Error = 596 Logon failure: the user has not been granted the requested logon type to this computer.



or: [MBX_ImpersonateUser] A required privilege is not held by the client.



Action



Check on the Domain Controller system if the domain-level policy settings are defined. To do this, go to Start->Settings->Control Panel->Administrative Tools->Domain Security Policy->Local Policies->User Rights Assignment, and check in the Computer Setting column if the Log on as a service and Act as part of the operating system user rights are set to Defined.



Domain-Level Policy Settings Are Defined



If the domain-level policy settings are defined, proceed as follows: 1. Go to Start->Settings->Control Panel->Administrative Tools->Domain Security Policy->Local Policies->User Rights Assignment on the Domain Controller System. 2. Set Log on as a service and Act as part of the operating system user rights for the MS Exchange administrator. 3. Run the secedit command: secedit /refreshpolicy machine_policy /enforce 4. Perform the following steps on the MS Exchange 2000 Server system: a. Log off the currently logged on user, and then log this user on again. b. Start the Local Security Policy console application: Start->Settings->Control Panel->Administrative Tools->Local Security Policy->Local Policies->User Rights Assignment.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Troubleshooting c. Make sure that Act as part of the operating system and Log on as a service user rights are set to MS Exchange administrator in both the Local Setting and Effective Setting columns. Domain-Level Policy Settings Are Not Defined



If the domain-level policy settings are not defined, perform the following steps on the MS Exchange 2000 Server system: 1. Start the Local Security Policy console application: Start->Settings->Control Panel->Administrative Tools->Local Security Policy->Local Policies->User Rights Assignment. 2. Set the Act as part of the operating system and Log on as a service user rights for the MS Exchange administrator account. 3. Log off the currently logged on user, and then log this user on again.



IMPORTANT



After performing any of the above-mentioned procedures, restart the Data Protector Inet service on the MS Exchange 2000 Server system.



Problem



Configuration of the Single Mailbox integration is not successful The \log\debug.log file on the MS Exchange Server contains the following error message: An error has occurred while creating a profile administration object.



Action



Proceed as follows to solve this problem: 1. Connect to the client machine where MS Exchange Server is installed. 2. Run the \bin\mbx_bar.exe delete command to delete the incorrect administrator’s profile. 3. Run the \bin\mbx_bar.exe create command to manually create a profile: a. In the Choose Profile window, click New to create a new profile.
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Integrating Microsoft Exchange Single Mailbox and Data Protector Troubleshooting b. Following the profile setup wizard, specify the $$$Data Protector as a profile name, provide the name of the MS Exchange Server containing the administrator’s mailbox, and enter the name of the MS Exchange administrator’s mailbox. Refer to Figure 6-20 on page 375. Figure 6-20



The Setup Wizard



Backup Problems Problem



Backup does not work



Actions



To solve this kind of problem, try one of the actions described below: • Start a preview of the Data Protector MS Exchange backup specification: ✓ If the MS Exchange Server part of the preview fails, check if the MS Exchange databases are running. ✓ If the Data Protector part of the preview fails, proceed as follows: 1. Make sure that the Cell Manager is correctly set on the Microsoft Exchange 2000 Server client by checking the following registry entry: HKEY_LOCAL_MACHINE\SOFTWARE\Hewlett-Packard\OpenVie w\OmniBack II\Site
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Integrating Microsoft Exchange Single Mailbox and Data Protector Troubleshooting Its name and value must be CellServer and “”, respectively. 2. Check if the integration was properly configured. The procedure how to check configuration is described on page 344. 3. Create an MS Exchange Single Mailbox backup specification to back up to a null or file device, and run the backup. If the backup succeeds, the problem may be related to backup devices. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions on troubleshooting devices. ✓ If the preview succeeds, proceed as follows: 1. Examine the errors reported in the \log\debug.log file on the MS Exchange Server. 2. Examine the errors logged in the Windows Event log. 3. Try to restart the MS Exchange Server and start the backup again.



Restore Problems Problem



Restore does not work



Actions



To solve this kind of problem, try one of the actions described below: • Make sure that the Cell Manager is correctly set on the MS Exchange Server client by checking the following registry entry: HKEY_LOCAL_MACHINE\SOFTWARE\Hewlett-Packard\OpenView\Omni Back II\Site Its name and value should be CellServer and “”, respectively. • Examine the errors reported in the \log\debug.log file on the MS Exchange Server. • Examine the errors logged in the Windows Event log.
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Restore to another client fails



Action



Check if the MS Exchange Server is installed and the Data Protector MS Exchange Single Mailbox integration is installed and configured on the system to which you will perform a restore.



Problem



Restore into another mailbox fails



Action



Make sure that the destination mailbox exists on the target MS Exchange Server.
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Integrating Sybase and Data Protector In This Chapter



In This Chapter This chapter explains how to install, configure, and use the Data Protector Sybase integration. It explains the concepts and methods that you need to understand to back up and restore Sybase data.



Organization of This Chapter The chapter is organized into the following sections: “Overview” on page 381 “Prerequisites” on page 383 “Limitations” on page 384 “Integration Concepts” on page 385 “Installing and Upgrading the Integration” on page 387 “Configuring the Integration” on page 389 “Testing the Integration” on page 408 “Backing Up a Sybase Database” on page 410 “Restoring a Sybase Database” on page 419 “Monitoring a Sybase Backup and Restore Session” on page 430 “Sybase Character Sets” on page 431 “Troubleshooting” on page 432
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Integrating Sybase and Data Protector Overview



Overview Data Protector integrates with Sybase SQL Server to offer the online backup of your Sybase databases. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for up-to-date information about platforms supported by the Data Protector Sybase integration. The online backup concept is now widely accepted because it addresses the business requirement of high application availability. During the backup, the database is online and actively used. The backup is performed quickly and efficiently, with least impact on database performance. Backup Types



You can perform the following types of backups of your Sybase databases from the Data Protector User Interface or from Sybase via isql.exe commands: • Interactive backup using any of the following backup modes: — Full, at which part of or the entire database, including both the data and the transaction log, is backed up — Trans, at which the transaction log is backed up, providing a record of any changes made since the last full or trans backup • Scheduled backup of selected Sybase databases. Data Protector allows you to define the date and time for your unattended backup to start. You can also use predefined backup schedules to simplify your configuration. A backup is always executed on the Sybase Server via the isql utility. The isql utility communicates backup and restore requests to Sybase Backup Server.



Restore Types



You can perform the following types of restores of your Sybase databases using Sybase isql commands: • Restore all or part of the database • Restore the database to a special point in time
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Integrating Sybase and Data Protector Overview Why Use the Data Protector User Interface?



Backing up using the integration offers various advantages over backing up using Sybase Backup Server alone: • Central Management for all backup operations You can manage backup operations from a central point. This is especially important in large business environments. • Media Management Data Protector has an advanced media management system, which allows you to keep track of all media and the status of each medium, set protection for stored data, fully automate operation, as well as organize and manage devices and media. • Scheduling Data Protector has a built-in scheduler that allows you to automate backups to run periodically. With the Data Protector Scheduler, the backups you set will run unattended at the times you specify. • Device Support Data Protector supports a wide range of devices; from standalone drives to complex multiple drive libraries. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported devices and other information. • Monitoring Data Protector has a feature that allows you to monitor currently running sessions and view finished sessions from any system that has the Data Protector User Interface installed. All backup sessions are logged in the built-in IDB, providing you with a history of activities that can be queried at a later time.
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Prerequisites This section provides you with a list of prerequisites you must be aware of before using the integration. • You need a license to use the Data Protector Sybase integration. See the HP OpenView Storage Data Protector Installation and Licensing Guide for licensing instructions. • Before you begin, ensure that you have correctly installed and configured Sybase Server and Data Protector. For additional information, refer to the: ✓ HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported versions, platforms, devices, and other information. ✓ HP OpenView Storage Data Protector Installation and Licensing Guide for instructions on how to install Data Protector on various architectures. ✓ HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to configure and run backups. ✓ Sybase SQL Server System Administration Guide and Sybase SQL Server Installation and Configuration Guide for more information on Sybase. Audience



• The primary audience of this chapter is the administrator who must backup and restore Sybase data using the Data Protector Sybase integration. This chapter assumes that you are familiar with Sybase SQL Server, Sybase Backup Server, the Windows operating system, and basic Data Protector functionality. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for Data Protector details.
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Integrating Sybase and Data Protector Limitations



Limitations See the HP OpenView Storage Data Protector Software Release Notes for a list of supported platforms and general Data Protector limitations and requirements. This section describes limitations specific to this integration. • Do not use double quotes for object-specific pre-exec and post-exec commands. These commands are optionally entered as integration-specific options during the creation of backup specifications. • The concurrency value greater than 1 is supported only with Sybase 12.x. • The maximum number of parallel streams is 13 for local backups and four for network backups.
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Integration Concepts Figure 7-1
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Data Protector User Interface



Data Protector integrates with Sybase Backup Server through the Data Protector Database Library based on a common library called Data Protector BAR (Backup And Restore). The Data Protector Database Library channels communication between the Data Protector Session Manager (SM), and, via the Sybase Backup Server Application Programming Interface (API), to the Sybase isql utility. Refer to Figure 7-1 for the architecture of the Data Protector Sybase integration. Table 7-1



Legend SM
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Data Protector Session Manager: Backup Session Manager during backup and Restore Session Manager during restore.
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Legend API



Sybase Backup Server Application Programming Interface



Database Library



The Data Protector set of routines that enables the data transfer between the Sybase Backup Server and Data Protector.



MA



Data Protector Media Agent



The isql Utility



The isql utility is a standalone program that sends commands to Sybase Backup Server, formatting the results and printing them on the standard output. When a request to execute a backup or restore is received, isql initiates a session with both Sybase Backup Server and Data Protector.



Backup Specification



Backup and restore commands are issued via the Data Protector User Interface or using the Sybase isql command-line interface. The list of objects to be backed up, together with backup options and the set of devices to be used are kept in the Data Protector backup specification.



Sybase Backup Server API



For a backup, Data Protector receives databases and transaction logs from Sybase Backup Server through the Sybase Backup Server API and writes them to devices on Data Protector clients using the Media Agents (MA). The Data Protector ob2sybase.exe command starts the syback.exe program, which then starts the isql commands used for backup. The Data Protector ob2sybase.exe command keeps the number of parallel backup streams to an optimum level during backup. For a restore, Data Protector retrieves the requested databases and transaction logs from media and sends them through the Sybase Backup Server API to Sybase Backup Server, which writes them to disks. While Sybase Backup Server is responsible for read/write operations to disk, Data Protector manages devices and media used for backup and restore sessions, and provides other powerful media management features before, during, and after backup sessions.



What’s Next?



Equipped with the working concepts of the Data Protector Sybase integration, go on to upgrade or install the integration.
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Installing and Upgrading the Integration Upgrading



The Sybase integration is upgraded automatically during the client upgrade. For the upgrade procedure, refer to “Upgrading to Data Protector A.05.10” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



Installation



You can install Data Protector software on your Sybase Backup Server locally, from a CD-ROM, or remotely, using the Data Protector User Interface. Refer to the HP OpenView Storage Data Protector Installation and Licensing Guidefor installation details. Install the following software components:



Which Components Should I Install?



• Sybase Integration • User Interface Install this component to have access to the Data Protector GUI and the Data Protector CLI on this system. • Disk Agent Data Protector requires a Disk Agent to be installed on Backup Servers (clients with (filesystem) data to be backed up). Install the Disk Agent for two reasons:



Why to Install the Disk Agent?



✓ To run a filesystem backup of Sybase Backup Server. Make this backup before configuring your Data Protector Sybase integration and resolve all problems related to Sybase Backup Server and Data Protector. ✓ To run a filesystem backup of important data that cannot be backed up using Sybase Backup Server. • Media Agent Install this component on clients with connected devices. Figure 7-2 shows how to select the Sybase Integration during Data Protector setup.
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Integrating Sybase and Data Protector Installing and Upgrading the Integration Figure 7-2



Selecting the Sybase Integration Module



Click Next and follow the Installation Wizard. Select Install the Installation Server to have the Data Protector software depot installed on this client. This then enables you to distribute Data Protector software to Data Protector clients when performing a remote installation. Verifying the Installation



Once the installation has completed, you can verify it. For the procedure, refer to “Verifying Data Protector Installation” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



What’s Next?



You have successfully installed Data Protector software on the Sybase Backup Server system. This system is now a client in the Data Protector cell. The integration is not yet ready for use. The next section gives you instructions on the procedure to configure the integration to make it ready for use.
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Configuring the Integration After the installation, the integration is not yet ready for use. The following subsections provide instructions for configuring the integration so that it functions properly. To configure the integration, follow these steps: Configuration Overview



1. Configure a Sybase Server This is a client running Sybase Backup Server. Refer to “Configuring a Sybase Server” on page 391 for instructions about configuring this client. 2. Configure a Sybase backup Configure the devices and media needed for your backup, and create a Data Protector backup specification (a file in which you specify the objects that you want to back up), the media and devices to which you want your data to be backed up, as well as powerful Data Protector backup options, which, for instance, allow you to schedule your backup to specific or periodic times). Refer to “Configuring a Sybase Backup” on page 398 for instructions about configuring your backup.



Before You Begin Configuring Check the following before you start configuring: ✓ The integration software has been installed on all Sybase Servers you want to back up. See “Installing and Upgrading the Integration” on page 387 for instructions. ✓ Sybase SQL Server and Sybase Backup Servers are correctly installed and running.
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Integrating Sybase and Data Protector Configuring the Integration To start a Sybase server from Sybase Central, without connecting to it, right-click the server, and then click Start in the pop-up menu: Figure 7-3



Starting Sybase Servers Using Sybase Central



NOTE



You must have Sybase Backup Servers running on the same machine as your Sybase SQL Server. The Sybase Backup Servers must be listed in the master..sysservers table. This entry is created during installation or upgrade, and should not be deleted.



NOTE



If your Sybase SQL Server is running language other than English, see “Sybase Character Sets” on page 431.



✓ You can successfully run a filesystem backup of the Sybase Server. Configure and run a Data Protector filesystem backup of Sybase Server for test purposes. By doing this, you check whether the Sybase Server and the Data Protector Cell Manager can communicate properly. In case of errors, this type of backup is much easier to 390
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Integrating Sybase and Data Protector Configuring the Integration troubleshoot than the integration itself. The configuration procedure includes installing a Disk Agent on the Sybase Server, configuring appropriate devices and media (use any device), creating a filesystem backup specification, starting the backup, and then restoring the data. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions. ✓ For each running Sybase instance you will have to supply the following information when configuring a backup specification: Information Needed to Configure a Backup



— Sybase Backup Server home directory, for example, c:\sybase — Full pathname of the Sybase isql command, for example, c:\sybase\bin\isql.exe — Sybase SQL Server name — Username and password of the Sybase user who has at least the backup role set in Sybase. In case of Sybase 12.x you will also need to provide the following: ❏ the name of the Sybase directory and ❏ the name of the Sybase directory. For more information, refer to the Sybase SQL Server System Administration Guide.



Configuring a Sybase Server Each client running Sybase Backup Server must be configured for proper integration with Data Protector.



IMPORTANT



Do not proceed until you configure and run a filesystem backup of Sybase Backup Server as stated in “Before You Begin Configuring” on page 389. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions.



Before you configure a Sybase Server, ensure that Sybase Backup Server is running. Refer to “Before You Begin Configuring” on page 389 for instructions. You can configure a Sybase Server using the Data Protector GUI.
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Integrating Sybase and Data Protector Configuring the Integration Using the Data Protector GUI To configure a Sybase Server, perform the following steps in the HP OpenView Storage Data Protector Manager: Configuring a Data 1. In the Context List, select Backup. Protector Client 2. In the Scoping Pane, expand Backup, and then Backup Specifications. Right-click Sybase and click Add Backup. The Create New Backup dialog box is displayed. Figure 7-4



Creating a New Sybase Backup



Select the Load balanced option, which enables Data Protector to automatically balance the usage of devices that you select for the backup. 3. Click OK.
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Configuring a Sybase Server



Click Next. An error message pertaining to the Sybase database is displayed. Click OK and the Configure Sybase dialog box is displayed.
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Integrating Sybase and Data Protector Configuring the Integration Figure 7-6



Configuring a Sybase Server



4. Enter the Sybase SQL Server home directory, for example, c:\sybase, the full pathname of the Sybase isql.exe command, for example, c:\sybase\bin\isql.exe, the username and password of the Sybase user who has at least the backup role set in Sybase. In case of Sybase 12.x you also need to enter the Sybase directory and the Sybase directory. Note that in case of Sybase 12.x, the full pathname of the Sybase isql.exe command is different, for example c:\sybase\OCS-12_0\bin\isql.exe 5. Click OK.



NOTE



If you receive a message that your Sybase Backup Server is not running, leave the configuration, run your Sybase Backup Server and proceed from there.



Upon successful configuration the next step of the wizard is displayed in which you can start configuring your backup.
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Integrating Sybase and Data Protector Configuring the Integration Figure 7-7



Successful Configuration



What Happens?



The following happens after saving the configuration. Data Protector executes the util_sybase.exe command on the Sybase Server, which performs the following: 1. It saves the configuration parameters in the Windows Registry as shown in Figure 7-8:
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Integrating Sybase and Data Protector Configuring the Integration Figure 7-8



Saving Configuration Parameters



2. It checks connections to Sybase Backup Server. What’s Next?



You may want to check if the integration is properly configured before you start using it to make backups and restores. The next section shows you how. Checking the Sybase Configuration



Using the Data Protector GUI



To check the configuration of your Sybase Server, proceed as follows in the HP OpenView Storage Data Protector Manager: 1. In the Context List, select Backup. 2. In the Scoping Pane, expand Backup, then Backup Specifications, and then Sybase.
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Integrating Sybase and Data Protector Configuring the Integration 3. Go over the configuration procedure described in “Configuring a Sybase Server” on page 391 and the proceed with the procedure below. Or, if you have already configured a backup specification, click it. The Sybase Server is displayed. In the Context List, select Backup. 4. Right-click the client and then click Check Configuration. Figure 7-9



Checking the Sybase Configuration



5. If the integration is properly configured, a message is returned confirming this fact. What’s Next?



Now that you have successfully configured your Sybase Server, go on and configure your backup. This is the last step before you run your first backup of Sybase data!
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Configuring a Sybase Backup To run backups and restores of your Sybase data, you need to configure Data Protector Sybase backup specifications. This section gives you instructions to this end. To configure the backup of Sybase data, perform the following steps: Configuration Steps



1. Configure devices, media and media pools needed for the backup. See the HP OpenView Storage Data Protector Administrator’s Guide for instructions. 2. Create a Data Protector Sybase backup specification specifying the data that you want to back up, the media and devices to which you want your data to be backed up, as well as Data Protector backup options that define the behavior of your backup or restore session. Creating a base Backup Specification Sybase backup specifications are located in the following directory on the Cell Manager: /etc/opt/omni/barlists/sybase (HP-UX or Solaris Cell Manager) or \config\barlists\sybase (Windows Cell Manager). A Sybase backup specification is created using the Data Protector GUI. Ensure that you have appropriate privileges. To create a Data Protector Sybase backup specification on a client with no backup specification configured, proceed from where you left off in “Configuring a Sybase Server” on page 391. 1. In the Results Area, select the databases you want to back up. The databases include user databases and system databases. In the example shown in Figure 7-10, all databases were selected for backup.
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Integrating Sybase and Data Protector Configuring the Integration Figure 7-10



Selecting Databases For Backup



Click Next. 2. Select devices and media to which you will make your backup. See online Help for details.



NOTE



If you still have not configured your devices and media, do so now. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions.



3. Select the device you want to use and click Properties. The Device Properties dialog box is displayed.
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Integrating Sybase and Data Protector Configuring the Integration Figure 7-11



Specifying Device Properties



Specify the number of parallel backup streams in the Concurrency tab and the media pool you will use. In the example shown in Figure 7-11, a concurrency of 2 and the Default QIC media pool were used.



IMPORTANT



Device concurrency values greater than one are possible only with the Sybase SQL Server 12.x version.



4. Click Add, to add specific media to the Prealloc list, a subset of media in the media pool used for backup, which also specifies the order in which media are used for backup. Click OK. 5. Click Next to specify backup options.
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Integrating Sybase and Data Protector Configuring the Integration Specify the Load Balancing option. With this option set, Data Protector dynamically assigns backup objects to available devices. This enables devices to be used evenly and for backups to continue on available devices in case of failure of some device. Object-Specific Pre-Exec and Post-Exec Commands



Under Application Specific Options, click Advanced, to specify pre-exec and post-exec commands that will be started on the Sybase Server for each Sybase object. These commands are different from the pre-exec and post-exec commands in the Backup Options dialog box (which you reach by clicking Advanced under Backup Specification Options) in that they are valid only for the specific object you select and not for the whole client. Under General Information in Figure 7-12, optionally specify the following: • Pre-exec a command that will be started on the Sybase Server before the backup. The command is started by the ob2sybase.exe command.The command must reside in the \bin directory and only the filename must be provide in the backup specification. • Post-exec a command that will be started on the Sybase Server after the backup. The command is started by the ob2sybase.exe command.The command must reside in the \bin directory and only the filename must be provide in the backup specification.



IMPORTANT



Do not use double quotes for object-specific pre-exec and post-exec commands.
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Integrating Sybase and Data Protector Configuring the Integration Figure 7-12



Object-Specific Pre-Exec and Post-Exec Commands



Scheduling a New Backup Specification



Click OK and then Next, to schedule your backup specification. You can schedule your backup to start automatically and unattended on a specific date and time or at regular intervals for a period of up to a year in advance.



Scheduling Example



A full backup will be scheduled to start at 9.00 p.m. every Friday.



IMPORTANT



Sybase SQL Server allows the online backup of databases and transaction logs. Schedule frequent backups of your transaction log. The more often you back up your system, the less amount of work is lost should a system failure occur.



Click Add to open the Schedule Backup dialog box and specify the options as shown in Figure 7-13.
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Scheduling a Weekly Full Backup



Click Next. All the objects you selected for backup are displayed.



NOTE



If you chose to back up the whole client by selecting the client as shown in Figure 7-14, then only the client is displayed in the Backup Specification Summary dialog box and not individual databases:
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Integrating Sybase and Data Protector Configuring the Integration Figure 7-14



Selecting the Whole Client For Backup



In the example shown in Figure 7-15, individual objects were selected for backup. Hence, individual objects are displayed in the Backup Specification Summary dialog box.
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Backup Specification Summary



You can also select the number of concurrent streams for each specific database by selecting the object and clicking Properties to open the Object Properties dialog box.



NOTE



Number of concurrent streams sets the number of Sybase database streams that are sent to backup devices. Depending on the device concurrency value set for each device, the streams are distributed among the backup devices.



IMPORTANT



Device concurrency values greater than 1 are possible only with the Sybase SQL Server 12.x version.
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Integrating Sybase and Data Protector Configuring the Integration Figure 7-16



Selecting the Number of Concurrent Streams



The Sybase Backup Server splits the database into approximately equal portions and sends each portion to a different device. This is done concurrently on all devices, reducing the time required to back up an individual database or transaction log. This option is equivalent to Sybase dump striping. Refer to the Sybase SQL Server Reference Manual for more information.



TIP



To improve backup performance, back up your large databases to multiple streams.



You can now select individual objects and edit your backup specification options by clicking the Properties text box. After defining the number of concurrent streams for all your objects, click Next and then save your backup specification. Click Start Preview, to test your backup specification.
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Now you have created your backup specification and are ready to run your backups. You can always revert to your backup specification to edit it by selecting it by name in the Backup context. Click the appropriate tab and implement the changes you want. You need to save the backup specification afterwards.



What’s Next?



Follow the steps in this section to configure other backup specifications you might need, for example, a backup specification to back up system databases. Test your backup specification thoroughly before using it for production backups. Refer to “Testing the Integration” on page 408.
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Testing the Integration Test your backup specifications thoroughly by previewing them, then running them on file devices and then finally on the actual devices you intend to use. To test your backup specifications, you can use either the Data Protector GUI or the Data Protector CLI.



Using the Data Protector GUI To check if a backup specification has been properly configured, proceed with the following steps in the main HP OpenView Storage Data Protector Manager: Testing Procedure 1. In the Context List, select Backup. 2. In the Scoping Pane, expand Backup, and then Backup Specifications. Expand Sybase Server and then right-click the backup specification you want to preview. 3. Click Preview Backup to open the Start Preview dialog box. Select the type of backup you want to run as well as the network load. See online Help for a description of these options. Observe the generated messages. The “Session completed successfully” message is displayed at the end of a successful backup session of the FullSybase backup specification.



Using the Data Protector CLI The omnib.exe Command



You can check if a Data Protector Sybase backup specification is properly configured using the following Data Protector command: omnib -sybase_list -test_bar In the following example, the backup specification is called FullSybase.
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Testing the Configuration of the FullSybase Backup Specification



Upon successful configuration, a dialog box with the message *RETVAL *0 is returned. In case of an error, the error number is displayed in the form *RETVAL*.



What Happens? The given procedure performs a backup preview that tests: • Communication between the Sybase Server and Data Protector • The syntax of the Sybase backup specification • If used devices are correctly specified • If the needed media are in devices The testbar.exe command only tests the Data Protector part of the configuration.
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Backing Up a Sybase Database In case of system failure, you can make a useful restore of your databases if you have been making regular backups of the databases and transaction logs. Before You Begin



To be prepared for hardware or software failure on your server, the two most important housekeeping tasks are: • Performing frequent backups of the system databases. Back up your master database each time you create, alter or delete any device or database. Back up your model database each time you change it. In case of a system failure, restore the model database as you would a user database. If you make changes to the Sybase system procedure database or add your own stored procedures to the database, back up the database regularly. • Keeping a copy of the following systems tables: sysusages sysdatabases sysdevices sysloginroles syslogins



Backup Methods



To run a backup of a Sybase database, use any of the following methods: • Schedule the backup of an existing Sybase backup specification using the Data Protector Scheduler. Refer to “Scheduling an Existing Backup Specification” on page 412. • Start an interactive backup of an existing Sybase backup specification. You can start a backup using the Data Protector GUI or the Data Protector CLI. Refer to “Running an Interactive Backup” on page 415. • Start a backup using the Sybase CLI. Refer to “Backing Up Using Sybase Commands” on page 417.
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The Data Protector Sybase integration provides online backup of the following types:



Table 7-2



Sybase Backup Types Type



Description



Full



The backup of selected databases and transaction logs.



Transaction



The backup of transaction logs that have been modified since the last backup, providing a record of any changes made since the last full or transaction backup.



See the Sybase SQL Server Administration Guide for more details on the backup types. What Happens?



The following happens when you start a Sybase backup: 1. Data Protector executes the ob2sybase.exe command on the Sybase Server. This command starts the util_sybase.exe to check the configuration of the integration. Then the ob2sybase.exe command starts the syback.exe programs in parallel. Each script starts an isql.exe backup command. 2. The Sybase isql.exe backup command initiates a backup session on Sybase Backup Server. During the backup session, Sybase Backup Server reads data from the disk and sends it to Data Protector for writing to devices. Messages from the Data Protector backup session and messages generated by Sybase are logged to the IDB. Upon successful completion of the backup, the “Session completed successfully” message is displayed in the Session Information dialog box.



Aborting a Running Session



In the Actions menu, click Abort, to abort a running Sybase backup session, and then confirm the action. In the example shown in Figure 7-18, the backup session of the backup specification FullSybase is being aborted.
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Integrating Sybase and Data Protector Backing Up a Sybase Database Figure 7-18



Aborting a Sybase Backup Session



Scheduling an Existing Backup Specification For more detailed information on scheduling, refer to the online Help index keyword “scheduled backups”. Data Protector allows you to run unattended backups at specific times or periodically. The powerful Data Protector Scheduler can highly influence the effectiveness and performance of your backup. To schedule a new Sybase backup specification, follow the steps described in “Creating a base Backup Specification” on page 398. To schedule an existing backup specification, perform the following steps in the HP OpenView Storage Data Protector Manager: Scheduling Procedure



1. In the Context List, select Backup. 2. In the Scoping Pane, expand Backup, then Backup Specifications. Click Sybase Server.
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Integrating Sybase and Data Protector Backing Up a Sybase Database A list of backup objects is displayed in the Results Area. 3. Double-click the backup specification you want to schedule and click the Schedule tab to open the Schedule property page. 4. In the Schedule property page, select a date in the calendar click Add to open the Schedule Backup dialog box. 5. Specify Recurring, Time options, Recurring options, and Session options. See Figure 7-19 on page 414. 6. Click OK to return to the Schedule property page. 7. Click Apply to save the changes. Scheduling Example



To schedule a backup specification called FullSybase so as to back up transaction logs at 8.00 a.m., and then at 1.00 p.m. and at 6.00 p.m. during week days, open the Schedule property page of the backup specification as described in the above procedure, and then proceed as follows: 1. In the Schedule property page, click Add to open the Schedule Backup dialog box. 2. Under Recurring, select Weekly. Under Time options, select the time 8 AM. Under Recurring Options, select Mon, Tue, Wed, Thu, and Fri. Under Session options, select the Trans backup type. Click OK. See Figure 7-19 on page 414.
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Integrating Sybase and Data Protector Backing Up a Sybase Database Figure 7-19



Scheduling the FullSybase Backup Specification



3. Repeat steps 1 and 2 to schedule another backup. Specify options as described, except the time, which should be set to 1 PM. 4. Repeat steps 1 and 2 to schedule another backup. Specify options as described, except the time, which should be set to 6 PM. 5. Click Apply to save the changes. After scheduling your backup, you can have it run unattended or you can still run it interactively, as shown in the next section. See online Help or the HP OpenView Storage Data Protector Administrator’s Guide for scheduling details.



NOTE



When creating a Sybase backup specification, you access the Data Protector Scheduler through the Backup Wizard. See “Creating a base Backup Specification” on page 398 for information about accessing the Backup Wizard.
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Running an Interactive Backup Interactive backups, as opposed to unattended scheduled backups, are run on demand. They are useful to test your scheduled backups, in case of failure of scheduled backups and to back up clients that need to be backed up urgently, before the regular scheduled periodic backup. You can run your interactive backups using the Data Protector GUI or the Data Protector CLI. Using the Data Protector GUI To start an interactive backup of a Sybase database, perform the following steps in the HP OpenView Storage Data Protector Manager: Running an 1. In the Context List, select Backup. Interactive Backup 2. In the Scoping Pane, expand Backup, then Backup Specifications, and then Sybase Server. 3. Select the backup specification you want to back up and click Start Backup in the Actions menu. The Start Backup dialog box is displayed. Select the backup type {Full|Trans} and network load {High|Medium|Low}. See online Help for a description of these options.



TIP



You can also start a backup by right-clicking the Sybase backup specification you want to back up and then clicking Start Backup.



4. Click OK. Observe the generated messages. the “Session completed successfully” message displayed at the end of a successful backup session of the FullSybase backup specification. Using the Data Protector CLI The omnib.exe Command



You can also start an interactive backup of a Sybase database using the omnib.exe command located in the Data Protector home directory from any client in the Data Protector cell. The syntax of the omnib.exe command is as follows: Chapter 7
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omnib -sybase_list [-barmode SybaseMode] [List_options] where: • SybaseMode={full|trans} A Sybase backup can be either of the following types: Table 7-3



Sybase Backup Types Type



Description



Full



The backup of selected databases and transaction logs.



Transaction



The backup of transaction logs that have been modified since the last backup, providing a record of any changes made since the last full or transaction backup.



• List_options can be one of the following: protect {none | weeks n | days n | until date | permanent} This option enables you to set the period of protection for the data you back up to prevent the backup media from being overwritten for the specified period. The default is permanent. load {low | medium| high} This option enables you to set the network load during your backup. Set it to high for maximum performance and to low to reduce network load at busy times. The default is high. crc Set this option on to have Data Protector calculate the cycle redundancy check when a backup is run. This option enables you to later confirm using the Verify option whether data has been correctly written to the medium. The default is off. no_monitor By default, the command monitors the session and displays the status of the session.
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test_bar Tests the backup specification as described in “Testing the Integration” on page 408. Following are some common backup examples: Example 1



To start a full backup of the Sybase backup specification called FullSybase, execute the following command in the Data Protector home directory: omnib -sybase_list FullSybase -barmode full You can observe backup messages in the Data Protector Monitor.



Example 2



To start a transaction backup of a Sybase backup specification called TransSybase, execute the following command in the Data Protector home directory: omnib -sybase_list TransSybase -barmode trans



Backing Up Using Sybase Commands To start a backup of a database from the client where the database is located, using the Sybase isql.exe command interface, proceed as follows: Backup Procedure 1. Check if the devices used for the backup contain formatted media with sufficient free space. 2. Verify the backup options of the Data Protector Sybase backup specification. 3. Log into the Sybase Server as a Sybase SQL Server Administrator and run the following command in the Sybase Backup Server home directory: bin\isql -U -S -P dump database to "ob2syb::"



where, is the Sybase user, is the name of Sybase SQL Server. is the password of the Sybase System Administrator, for example, sa
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Integrating Sybase and Data Protector Backing Up a Sybase Database is the name of the Sybase database that will be backed up, for example, database2 is the name of the Data Protector Sybase backup specification, for example, FullSybase.
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Restoring a Sybase Database Restoring of a Sybase database consists of the following steps: Restore Procedure 1. Restoring a full backup of the Sybase database. 2. Restoring subsequent transaction backups, if they exist. To restore a corrupted database, you need to find the right media and the sessionID of the last backup session with a full backup. If you have backed up a database with several streams, you need to know the number of streams. This information can be found using the Data Protector omnidb.exe command. Refer to “The Data Protector omnidb.exe Command” on page 419 for more information. You can also use the Data Protector syb_tool.exe command to create an isql load command that you then use to restore a database on a specified date. Refer to “The Data Protector syb_tool.exe Command” on page 424 for more information. Note that this tool is not used to restore your data, but just to return load commands that you then use for restore.



The Data Protector omnidb.exe Command To find the information needed to restore your data, execute the following commands in the Data Protector home directory: • omnidb -sybase to get a list of Sybase objects. Figure 7-20



List of Sybase Objects
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Integrating Sybase and Data Protector Restoring a Sybase Database • omnidb -sybase “object_name” to get details on a specific object, including the SessionID. Figure 7-21 shows how you get details about the object called sherlock.hermes:master:SHERLOCK [DATABASE]. Figure 7-21



Details about a Specific Session



• omnidb -session -media to display media needed for restore. In Figure 7-22, media used for session 1999/06/30-8 are displayed. Figure 7-22



Finding Media Needed for Restore



Using the load Command A Sybase restore can only be started from a Sybase Server by using the isql.exe command. To run the isql.exe command, proceed as follows: Starting the isql.exe Command



1. Type in the following command in the Sybase SQL Server home directory: isql -U -P 



-S 



2. In the first line, type in the appropriate load command. To execute your command(s), type go in the last line and press Enter.
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Integrating Sybase and Data Protector Restoring a Sybase Database Before you restore, you want to find out the databases on Sybase SQL Server. The \bin\util_sybase.exe -OBJS0 command lists Sybase databases on the defined Sybase SQL Server, shown in Figure 7-23. Figure 7-23



List Sybase Database Names



The Sybase load database and load trans commands are covered in detail in the Sybase SQL Server System Administration Guide. In this chapter, only a brief description of these commands will be given. Restore examples will also be provided. The syntax of the Sybase load command is as follows: load {database|transaction} 



from "ob2syb::[::[::old_db_servername]]" stripe on "ob2syb::[::[::old_db_servername]]"



where: database|transaction defines the backup of databases or transaction logs ob2syb is the Data Protector Database Library can either be the SessionID of the backup session with the data you want to restore or the latest version keyword to restore the latest version of backup is the name of the new database to be restored is the name of the original database is the name of the original Sybase SQL Server.
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Integrating Sybase and Data Protector Restoring a Sybase Database Restore Examples The following are examples of using the Sybase load command for restore. Before restoring, you need information, which you can find using the Data Protector omnidb.exe command, as described in “The Data Protector omnidb.exe Command” on page 419. Run the omnidb -sybase command to get a list of Sybase objects and the omnidb -sybase “Object_Name” command to get details about the backed up object. To run the load command, first start the Sybase isql.exe command as described in “Starting the isql.exe Command” on page 420. Example 1



To restore a database named database2, backed up in a session with sessionID 1999/06/09-2, start the Sybase isql.exe command and execute the following command, also shown in Figure 7-24: 1>load database database2 from "ob2syb::1999/06/09-2" 2>go



Figure 7-24



Restoring database2, Backed Up in Session 1999/06/09-2



Example 2



To restore a database to a new database, first create an empty database, and then perform the restore. To create an empty database with a defined layout, proceed as follows: 1. Create a “database device” as shown in the following example:



Figure 7-25



Creating a Database Device



2. Create the empty database using the create database command, as shown in Figure 7-26. It should have the same layout as an existing database from which you then want to restore.
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NOTE



A new database cannot be smaller than the model database.



Figure 7-26



Creating an Empty Database



In this example, a database named database1 was created with the same layout as the database named model, which had backed up before. To restore model into database1, start the Sybase isql utility and execute the following commands: 1>load database database1 from "ob2syb::latest version::model" 2>go



Example 3



To restore the latest version of a database named database1, start the Sybase isql utility and execute the following command: 1>load database database1 from "ob2syb::latest version" 2>go



Example 4



To restore a database backed up with several streams, add the appropriate number of stripe commands. You can get the number of streams in the Data Protector Monitor. For example, to restore the latest version of a database named database3, backed up with three streams, start the Sybase isql utility and execute the following commands: 1>load database database3 from "ob2syb::latest version" 2>stripe on "ob2syb::latest version" 3>stripe on "ob2syb::latest version" 4>go
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Integrating Sybase and Data Protector Restoring a Sybase Database Monitoring Restore Sessions Though you cannot start your restore sessions from the Data Protector GUI, use the Data Protector GUI to monitor your sessions. Refer to “Monitoring a Sybase Backup and Restore Session” on page 430 for instructions about monitoring your restore sessions. You get a “Session completed successfully” message at the end of a successful restore session, as shown Figure 7-27: Figure 7-27



Monitoring Restore Sessions



The Data Protector syb_tool.exe Command The Data Protector syb_tool.exe command, located in the \bin directory, creates an isql load command that is used to restore a database on a specified date. To start this command, log in as either a Data Protector administrator or as the
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Integrating Sybase and Data Protector Restoring a Sybase Database Sybase user. Note that this tool is not used to restore your data, but to return load commands that you then need to use for restore. The command has the following syntax: Syb_tool.exe Command Syntax



syb_tool -date [ -new_db ] [ -new_server ] [ -file ] [ -media ]



where: dbname



is the name of the Sybase database to be restored (required)



servername



is the name of Sybase SQL Server (required)



date



represents a date after which the first new backup version of the database will be restored (required)



new_db



is the destination database name (optional, used for renaming the database to be restored)



new_server



is the destination Sybase SQL Server name (optional, used for changing Sybase SQL Server)



file



is the file containing an isql.exe command or command sequence that should be used to restore the specified data (optional)



media



lists the media necessary to perform the restore (optional)



A global options file variable OB2SybaseTransLogDelay is used to define the time between the points when the transaction logs are closed and the backup session is started. The default value is 20 seconds. Example 1



To return an isql command to restore the first backup of the database database1 on Sybase Server audisherlock that was made after 12:00 on August 12June1, 1999 and also the media on which the backup was made, type in the following command in the Data Protector home directory: syb_tool database1 audisherlock -date 1999/06/01/08/12.12:00:00 -media



The required isql.exe command sequence as well as the media that you need for the restore are returned, as shown in Figure 7-28.
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Integrating Sybase and Data Protector Restoring a Sybase Database Figure 7-28



A load Command Including the Required Media



Example 2



To return the results of the above command to a file, c:\tmp\isqlfile, type in the following command: syb_tool database1 sherlock -date 1999/06/01.12:00:00 -file c:\tmp\isqlfile -media



The required isql command sequence, the media that you need for the restore as well as the file to which the command sequence was loaded, are returned, as shown in Figure 7-29. Figure 7-29



A load Command Including the Required Media to a File



Example 3



To return a load command that restores a database database1 to database2, perform the following command: syb_tool database1 sherlock -date 1999/06/01.12:00:00 -new_db database2 -media



The required isql.exe command sequence as well as the media that you need for the restore are returned, as shown in Figure 7-30.
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Integrating Sybase and Data Protector Restoring a Sybase Database Figure 7-30



A load Command to a Different Database



Example 4



To return a load command that restores a database database1 backed up using the server sherlock to server toplarna, perform the following command: syb_tool database1 sherlock -date 1999/06/01.12:00:00 -new_server toplarna -file c\tmp\isql -media



The required isql command sequence, the media that you need for the restore as well as the file to which the command sequence was loaded, are returned, as shown in Figure 7-31. Figure 7-31



A load Command to a Different Server



Example 5



To return a load command that restores a full backup and two transaction backups, backed up using the server, sherlock, including the required media, perform the following command: syb_tool database3 sherlock -date 1999/08/13.17:00:00 -media



The required isql command sequence and the file to which the command sequence was loaded, are returned, as shown in Figure 7-32.
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Loading Transaction Logs



Restoring Using Another Device Data Protector supports the restore of Sybase database objects from devices other than those on which the database objects were backed up. Specify these devices in the \Config\Cell\restoredev file in the following format: “DEV 1” ”DEV 2” where, DEV 1 is the original device and DEV 2 the new device. Note that this file has to be in the UNICODE format and should be deleted after it is used.
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Suppose you have Sybase objects backed up on a device called DAT1. To restore them from a device named DAT2, specify the following in the restoredev file: “DAT1” ”DAT2”



Disaster Recovery Disaster recovery is a very complex process that involves products from several vendors. As such, successful disaster recovery depends on all the vendors involved. The information provided here is to be used as a guideline. Check the instructions of the database/application vendor on how to prepare for the disaster recovery. Also see the Disaster Recovery chapter in the HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to approach system disaster recovery using Data Protector. This is a general procedure on how to recover an application: 1. Complete recovery of the operating system. 2. Installing, configuring, and initializing the database/application so that data on the Data Protector media can be loaded back to the system. Consult the documentation of the database/application vendor for a detailed procedure and steps needed to prepare the database. 3. Ensure that the database/application server has the required Data Protector client software installed and is configured for the database/application. Follow the procedures in this chapter and the procedures in the troubleshooting section. 4. Start restore. When restore is complete, follow the instructions of the database/application vendor for any additional steps required to bring the database back online.
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Monitoring a Sybase Backup and Restore Session Data Protector allows you to monitor currently running and view past backup and restore sessions. When you run an interactive backup or restore session, a monitor window opens showing you the progress of the session. You can monitor the session from any Data Protector client in the network that has the Data Protector User Interface component installed. Note, however, that the session continues even with the User Interface closed. To monitor a currently running session, proceed as follows in the HP OpenView Storage Data Protector Manager: Monitoring Procedure



To get session details, double-click the running session you want to monitor. At the end of the session a message is displayed indicating the success or failure of the session. All actions and messages are logged to both Data Protector and Sybase log files. Mount prompt requests are displayed on the Data Protector monitor.
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Sybase Character Sets Sybase SQL server supports various language environments. Refer to Sybase SQL Server Utility Programs for more information. To enable this support in the Data Protector Sybase integration, specify the ISQL_OPTS option for the util_sybase.exe command by entering the following command on the Sybase SQL server: util_sybase.exe -ISQL_OPTS “-J” where is the character set to be used. For example: util_sybase.exe -ISQL_OPTS “-Jsjis” will enable the Sybase Japanese language environment support. What Happens?



Every time Data Protector starts the isql command, it is started with the -Jsjis option. The following key is added to the Windows Registry: HKEY_LOCAL_MACHINE\SOFTWARE\Hewlett-Packard\OpenView\OmniBac kII\Agents\SYBASE\\ with the value name Isql_opts and value -J
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Troubleshooting This section describes procedures you should follow to troubleshoot your configuration, back up, or restore problems.



Before You Begin 1. Ensure that the latest official Data Protector patches are installed. Refer to “Verifying Which Data Protector Patches Are Installed” in the HP OpenView Storage Data Protector Installation and Licensing Guide. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported versions, platforms, and other information. 2. Refer to the HP OpenView Storage Data Protector Software Release Notes for a description of general Data Protector limitations as well as known problems and workarounds. Follow the given procedures to troubleshoot your configuration, backup, or restore problems, respectively.



Configuration Problems If you have problems configuring the Data Protector Sybase integration, proceed as follows: 1. Make a Data Protector filesystem backup of the problematic client. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions. 2. Ensure that Sybase SQL Server and Sybase Backup Server are up and running. To start a Sybase server from Sybase Central, without connecting to it, right-click the server, and then click Start in the pop-up menu:
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Integrating Sybase and Data Protector Troubleshooting Figure 7-33



Starting Sybase Servers Using Sybase Central



3. Examine system errors reported in the \log\debug.log file on the Sybase server where is the Data Protector home directory. 4. If you have any non-default Sybase settings, ensure that they are registered in the System Properties dialog box, which you access by selecting System in the Control Panel.



Backup Problems If you have problems backing up Sybase databases, proceed as follows: 1. Make a Data Protector filesystem backup of the problematic client. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions. 2. Ensure that Sybase SQL Server and Sybase Backup Server are up and running.
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Integrating Sybase and Data Protector Troubleshooting To start a Sybase server from Sybase Central, without connecting to it, right-click the server, and then click Start in the pop-up menu: Figure 7-34



Starting Sybase Servers Using Sybase Central



3. Verify the configuration of your Sybase server. Using the Data Protector GUI



You can also check the configuration of your Sybase Server by performing the following steps in the HP OpenView Storage Data Protector Manager: a. In the Context List, select Backup. b. In the Scoping Pane, expand Backup, then Backup Specifications, and then Sybase Server. c. Click a configured Sybase backup specification you want. The Sybase Server is displayed in the Results Area. d. Right-click the client and then click Check Configuration. A message is returned confirming that the integration is properly configured.
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Integrating Sybase and Data Protector Troubleshooting 4. Verify that the Data Protector Cell Manager is correctly set on the Sybase Server by checking the \Config\Cell\Cell_Server file using a text editor, like Notepad, where is the Data Protector home directory. The name of the Data Protector Cell Manager is stored in this file. 5. Test the Data Protector Sybase configuration as per instructions in “Testing the Integration” on page 408. Example



Run the following command in the \bin\ directory, to test the configuration of the backup specification called FullSybase: omnib -sybase_list FullSybase -test_bar • If the Data Protector part of the test fails then create a Sybase backup specification to back up to a null or file device. If the backup succeeds, then the problem is probably related to devices. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions on troubleshooting devices. • If the test succeeds, start a backup directly from a Sybase Server. See “Backing Up Using Sybase Commands” on page 417 for instructions. If this backup succeeds, then the problem may be that the client on which the Data Protector User Interface runs does not have enough memory, disk space, or other operating system resources. 6. Test Data Protector data transfer using the testbar utility. Proceed as follows in the \bin directory: testbar () -type:Sybase -appname: -bar: -perform:backup where is the name of Sybase SQL Server and the name of the Data Protector backup specification.
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Integrating Sybase and Data Protector Troubleshooting If the test is successful, then proceed to the next step, otherwise proceed as follows: a. Troubleshoot errors reported by the testbar utility using the Data Protector troubleshooting file, \docs\trouble.txt. b. Examine system errors reported in the \log\debug.log file on the Sybase Server where is the Data Protector home directory. 7. If you have any non-default Sybase settings, ensure that they are registered in the System Properties dialog box, which you access by selecting System in the Control Panel.



Restore Problems If you have problems restoring Sybase databases, proceed as follows: 1. Make a Data Protector filesystem backup and restore of the problematic client. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions. 2. Examine system errors reported in the \log\debug.log file on the Sybase server where is the Data Protector home directory. 3. Ensure that Sybase SQL Server and Sybase Backup Server are up and running. To start a Sybase server from Sybase Central, without connecting to it, right-click the server, and then click Start in the pop-up menu:
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Starting Sybase Servers Using Sybase Central



4. Verify that the Data Protector Cell Manager is correctly set on the Sybase Server by opening the \Config\Cell\Cell_Server file using a text editor, like NotePad, where is the Data Protector home directory. The name of the Data Protector Cell Manager is stored in this file. 5. Test Data Protector data transfer using the testbar utility. Proceed as follows testbar -type:Sybase -appname: -bar: -perform:backup where is the name of Sybase SQL Server and the name of the Data Protector backup specification.



Chapter 7



437



Integrating Sybase and Data Protector Troubleshooting If the test is successful, then proceed to the next step, otherwise proceed as follows: a. Troubleshoot errors reported by the testbar utility using the Data Protector troubleshooting file, \docs\trouble.txt. b. Examine system errors reported in the \log\debug.log file on the Sybase Server where is the Data Protector home directory.
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Integrating Informix and Data Protector In This Chapter



In This Chapter This chapter explains how to install, configure, and use the Data Protector Informix integration. It explains the concepts and methods that you need to understand to back up and restore Informix dbobjects. Information pertaining to Informix refers to OnLine Dynamic Server.



Organization of This Chapter The chapter is organized into the following sections: “Overview” on page 441 “Prerequisites” on page 444 “Limitations” on page 445 “Integration Concepts” on page 446 “Installing and Upgrading the Integration” on page 448 “Configuring the Integration” on page 450 “Testing the Integration” on page 472 “Backing Up an Informix Database” on page 476 “Restoring an Informix Database” on page 487 “Monitoring an Informix Backup and Restore” on page 498 “Configuring the Integration as Cluster-Aware” on page 499 “Troubleshooting” on page 502
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Integrating Informix and Data Protector Overview



Overview Data Protector integrates with OnLine Server to offer the online backup of your Informix database objects, hereinafter referred to as dbobjects. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for up-to-date information about platforms supported by the integration. The online backup concept is now widely accepted because it addresses the business requirement of high application availability. During the backup, OnLine Server is online and actively used. The backup is performed quickly and efficiently, with least impact on OnLine Server performance. Backup Types



You can perform the following types of backups of your Informix dbobjects using the Data Protector User Interface: • Interactive backup using any of the following backup types: Full, at which a baseline (level-0) backup of the selected dbobjects is made Incr1, which backs up all changes since the last full (level-0) backup Incr2, which backs up all changes since the last incremental (level-1) backup



NOTE



The Informix terms level-0, level-1, and level-2 backup are equivalent to Data Protector terms full, incr1, and incr2 backup, respectively.



• Scheduled backup of selected Informix dbobjects. You can schedule the same backup types as for interactive backups. Data Protector allows you to define the date and time for your unattended backup to start. You can also use predefined backup schedules to simplify your configuration.
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Integrating Informix and Data Protector Overview



NOTE



You can also back up Informix dbobjects using the Informix onbar command.



A backup is always executed on OnLine Server via the Informix ON-Bar system. The onbar utility communicates backup and restore requests to OnLine Server. You can restore your Informix dbobjects using the Data Protector GUI or the Informix onbar command. Data Protector allows you to perform various types of restores, giving you all the flexibility you need to recover your mission-critical data. Why Use the Data Protector User Interface?



Backing up and restoring using the integration offers various advantages over backing up using OnLine Server alone: • Central Management for all backup operations You can manage backup operations from a central point. This is especially important in large business environments. • Media Management Data Protector has an advanced media management system, which allows you to keep track of all media and the status of each medium, set protection for stored data, fully automate operation, as well as organize and manage devices and media. • Scheduling Data Protector has a built-in scheduler that allows you to automate backups to run periodically. With the Data Protector Scheduler, the backups you set will run unattended at the times you specify. • Device Support Data Protector supports a wide range of devices; from standalone drives to complex multiple drive libraries. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported devices and other information.
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Integrating Informix and Data Protector Overview • Monitoring Data Protector has a feature that allows you to monitor currently running sessions and view finished sessions from any system that has the Data Protector User Interface installed. All backup sessions are logged in the built-in IDB, providing you with a history of activities that can be queried at a later time.
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Integrating Informix and Data Protector Prerequisites



Prerequisites This section provides you with a list of prerequisites you must be aware of before using the integration. • Before you begin, ensure that you have correctly installed and configured OnLine Server and Data Protector. For additional information, refer to the: ✓ HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported versions, platforms, devices, and other information. ✓ HP OpenView Storage Data Protector Installation and Licensing Guide for instructions on how to install Data Protector on various architectures. ✓ HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to configure and run backups ✓ INFORMIX-OnLine Dynamic Server: Backup and Restore Guide for more information on configuring and using INFORMIX-OnLine Dynamic Server Audience



• The primary audience of this chapter is the administrator who must backup and restore OnLine data using the Data Protector Informix integration. This chapter assumes that you are familiar with OnLine Server, the Windows operating system, and basic Data Protector functionality. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for Data Protector details.
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Integrating Informix and Data Protector Limitations



Limitations See the HP OpenView Storage Data Protector Software Release Notes for a list of general Data Protector limitations. This section describes limitations specific to this integration. • Do not use double quotes for object-specific pre-exec and post-exec commands. These commands are optionally entered as integration-specific options during the creation of backup specifications. • Due to an Informix bug, you cannot perform an Informix restore by a logical log number on Windows with the Informix version 7.31.TC2. • Cold restore of non-critical dbspaces is not possible.
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Integrating Informix and Data Protector Integration Concepts



Integration Concepts Data Protector integrates with Informix through the Data Protector Database Library based on a common library called Data Protector BAR (Backup And Restore). The Data Protector Database Library channels communication between the Data Protector Session Manager (SM), and, via the XBSA interface, the Informix onbar utility. Refer to Figure 8-1 for the architecture of the Data Protector Informix integration. Figure 8-1



Informix Backup Concept Online Server



Media Agent Client



Onbar Utility



Devices



XBSA



MA



Database Library Cell M anager Backup Specification



Online Server Dbobjects Data Protector Informix Client



SM



control



IDB



data Data Protector Inform ix Server



Table 8-1



Data Protector User Interface



Legend SM



Data Protector Session Manager: Backup Session Manager during backup and Restore Session Manager during restore.



XBSA



X/Open Backup Services Application Programmer’s Interface
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Integrating Informix and Data Protector Integration Concepts Table 8-1



Legend Database Library



The Data Protector set of routines that enables the data transfer between the OnLine Server and Data Protector.



MA



Data Protector Media Agent



Backup Specification



The onbar utility executes backup and restore requests coming from the Informix command-line and from Data Protector. The list of objects to be backed up, together with backup options and the set of devices to be used are kept in the Data Protector backup specification.



XBSA



The onbar utility and Data Protector exchange control as well as backup and restore data via the X/Open Backup Services Application Programmer’s Interface (XBSA). When a request to execute a backup or restore is received, the onbar utility initiates a session with both OnLine Server and Data Protector.



Backup Flow



For a backup, the onbar utility requests dbobjects from OnLine Server and passes them to Data Protector. Data Protector then writes the data to devices.



Restore Flow



For a restore, Data Protector retrieves the requested dbobjects from media and sends them through the XBSA interface to the onbar utility, which sends the data to OnLine Server for writing to disk. While OnLine Server is responsible for read/write operations to disk, Data Protector manages devices and media used for backup and restore sessions, and provides other powerful media management features before, during, and after backup sessions.
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Integrating Informix and Data Protector Installing and Upgrading the Integration



Installing and Upgrading the Integration Upgrading



The Informix integration is upgraded automatically during the client upgrade. For the upgrade procedure, refer to “Upgrading to Data Protector A.05.10” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



Installation



You can install Data Protector software on your OnLine Server locally, from a CD-ROM, or remotely, using the Data Protector User Interface. Refer to the HP OpenView Storage Data Protector Installation and Licensing Guide for details.



Before You Begin



• Add the user informix to the Data Protector admin or operator user group. • Ensure that OnLine Server is online. Stop the Data Protector Inet service and then restart it as user informix. Install the following software components:



Which Components Should I Install?



• Informix Integration • User Interface Install this component to have access to the Data Protector GUI and the Data Protector CLI on this system. • Disk Agent Data Protector requires a Disk Agent to be installed on Backup Servers. Install the Disk Agent for two reasons:



Why Install the Disk Agent?



— To run a test backup of any filesystem on the system where the OnLine Server is running. Make this backup before configuring your Data Protector Informix integration and resolve all problems related to OnLine Server and Data Protector. — To run a filesystem backup of important data (Informix ONCONFIG file, ON -Bar emergency boot file, oncfg_., Windows configuration files, etc.) that cannot be backed up using OnLine Server. • Media Agent
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Integrating Informix and Data Protector Installing and Upgrading the Integration Install this component on Drive Servers (clients with connected devices). Verifying the Installation



Once the installation has completed, you can verify it. For the procedure, refer to “Verifying Data Protector Installation” in the HP OpenView Storage Data Protector Installation and Licensing Guide.



What’s Next?



This system is now a client in the Data Protector cell. The integration is not yet ready for use. The next section gives you instructions on the procedure to configure the integration to make it ready for use.
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Integrating Informix and Data Protector Configuring the Integration



Configuring the Integration After the installation, the integration is not yet ready for use. The following subsections provide instructions for configuring the integration. To configure the integration follow these steps: Configuration Overview



1. Configure an OnLine Server This is a client running OnLine Server. Refer to “Configuring an OnLine Server” on page 452. 2. Configure an Informix backup Configure the devices and media needed for your backup, and create a Data Protector backup specification. Refer to “Configuring an Informix Backup” on page 460.



Before You Begin Configuring Check the following before you start configuring: ✓ OnLine Server is up and running Before you start installing your integration software, ensure that your OnLine Server is running: 1. Log on to your OnLine Server 2. Type in the following command: \bin\onstat -d, where is the home directory of OnLine Server. If OnLine Server is up and running, the -- On-Line -- message is displayed as shown in Figure 0-1:
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Integrating Informix and Data Protector Configuring the Integration Figure 8-2



Checking if OnLine Server is Up



If OnLine Server is not up and running, proceed as follows to run it: 1. Log on to your OnLine Server as user informix 2. Type in the following command: \bin\oninit



where is the home directory of OnLine Server. ✓ You can successfully run a a test backup of any filesystem on the system where the OnLine Server is running. Configure and run a Data Protector a backup of any filesystem on the system where the OnLine Server is running for test purposes. By doing this, you check whether OnLine Server and the Data Protector Cell Manager can communicate properly. In case of errors, this type of backup is much easier to troubleshoot than the integration itself. The configuration procedure includes installing a Disk Agent on OnLine Server, configuring appropriate devices and media (use any device), creating a filesystem backup specification, starting the backup, and then restoring the data. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions. ✓ The Informix Integration Module has been installed on all OnLine Servers you want to back up. ✓ For each client running OnLine Server, you will need to provide the following information: Information Needed to Configure a Backup



— The Informix home directory, , for example, d:\informix. — Filename of OnLine Server ONCONFIG configuration file, for example, onconfig. The ONCONFIG file is located in the \etc\ directory, where is the Informix home directory.
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Integrating Informix and Data Protector Configuring the Integration — Registry value of the HKEY_LOCAL-MACHINE\SOFTWARE\INFORMIX\ONLINE\ \ENVIRONMENT\INFORMIXSQLHOSTS or HKEY_LOCAL-MACHINE\SOFTWARE\INFORMIX\ONLINE\ \ENVIRONMENT\REGMACHINE (for Informix 9.40) variable. — Name of OnLine Server. This is stored in the INFORMIXSERVER shell variable. Log on to OnLine Server as user informix and type in the following: echo %INFORMIXSERVER% You should get the name of OnLine Server returned. In our case, the server is called ds_street. Figure 8-3



Finding the Name of OnLine Server



For more information, refer to the INFORMIX-OnLine Dynamic Server: Backup and Restore Guide.



Configuring an OnLine Server Each system running OnLine Server must be configured for proper integration with Data Protector.



IMPORTANT



Do not proceed until you configure and run a test backup of any filesystem on the system where the OnLine Server is running, as stated in “Before You Begin Configuring” on page 450. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions.
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Integrating Informix and Data Protector Configuring the Integration Before you configure an OnLine Server, ensure that OnLine Server is running. You can configure an OnLine Server using either the Data Protector CLI or the Data Protector GUI. Using the Data Protector CLI Configuring an OnLine Server



To configure an OnLine Server, log in as user informix on OnLine Server and execute the following command on the client you want to configure: \bin\util_informix.exe -CONFIG (HP-UX and Solaris systems) or util_informix.exe -CONFIG (other UNIX systems), where:



Informix Configuration Options



is the name of OnLine Server. is the Informix home directory is the registry value of the HKEY_LOCAL-MACHINE\SOFTWARE\INFORMIX\ONLINE\ \ENVIRONMENT\INFORMIXSQLHOSTS or HKEY_LOCAL-MACHINE\SOFTWARE\INFORMIX\ONLINE\ \ENVIRONMENT\REGMACHINE (for Informix 9.40) variable is the filename of the OnLine Server ONCONFIG file



Configuration Example



\bin\util_informix.exe -CONFIG ds_street d:\informix \\STREET onconfig.ds_street



Figure 8-4



OnLine Server CLI Configuration
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Integrating Informix and Data Protector Configuring the Integration If the configuration is successful, the message, *RETVAL*0, is displayed. Otherwise, the error number is displayed in the form *RETVAL*. To see more details about the error, run the following command on OnLine Server: To see more details about the error, check the \log\informix.log and \log\debug.log files. For more information, refer to the INFORMIX-OnLine Dynamic Server: Backup and Restore Guide. Using the Data Protector GUI Log in as user informix and perform the following steps in the HP OpenView Storage Data Protector Manager: Configuring an OnLine Server



1. In the Context List, select Backup. 2. In the Scoping Pane, expand Backup, and then Backup Specifications. Right-click Informix Server and click Add Backup. The Create New Backup dialog box is displayed.



454



Chapter 8



Integrating Informix and Data Protector Configuring the Integration Figure 8-5



Selecting an Informix Backup Template



Select the Load balanced option, which enables Data Protector to automatically balance the usage of devices that you select for the backup, thus ensuring equal usage of the devices. For more information about Data Protector load balancing, refer to the HP OpenView Storage Data Protector Administrator’s Guide. 3. Click OK.
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Integrating Informix and Data Protector Configuring the Integration Figure 8-6



Configuring OnLine Server



In the Results Area, enter the following information: • The hostname of the OnLine Server you want to configure, for example, hase.hermes • The name of OnLine Server, for example, ODS731 Click Next. A message is displayed stating that the OnLine Server instance has not yet been configured. Click OK. The Configure Informix dialog box is displayed.



456



Chapter 8



Integrating Informix and Data Protector Configuring the Integration Figure 8-7



Configuring Informix



4. Enter the Informix home directory, for example, d:\informix, value of the INFORMIXSQLHOSTS or REGMACHINE (for Informix 9.40) registry entry, for example, \\STREET, and the name of the ONCONFIG file, for example, ONCONFIG.ds_street. Click OK. Upon successful configuration, a message like the one depicted in Figure 8-8 is returned: Figure 8-8



Success of the Configuration
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Integrating Informix and Data Protector Configuring the Integration The message states that the configuration was successful and also returns the name of the configured OnLine Server, name of the OnLine Server home directory, registry value of the HKEY_LOCAL-MACHINE\SOFTWARE\INFORMIX\ONLINE\ \ENVIRONMENT\INFORMIXSQLHOSTS or HKEY_LOCAL-MACHINE\SOFTWARE\INFORMIX\ONLINE\ \ENVIRONMENT\REGMACHINE (for Informix 9.40) variable and the name of the Informix ONCONFIG file. Click OK. Otherwise, an error number is displayed in the form *RETVAL*. To see more details about the error, check the \log\informix.log and \log\debug.log files. What Happens?



The following happens after saving the configuration. Data Protector starts the file, util_informix.exe, on the OnLine Server, which performs the following: 1. It saves the configuration parameters into registry under the key HKEY_LOCAL_MACHINE\SOFTWARE\Hewlett-Packard\OpenView\Omni BackII\Agents\Informix\ with registry value where is the name of OnLine Server. 2. It verifies connections to OnLine Server.



What’s Next?



Before you start configuring your Data Protector Informix backup specifications, check the configuration, as per instructions in “Checking the Informix Configuration”. Checking the Informix Configuration To check the Informix configuration, start the following command:



Using the Data Protector CLI



\bin\util_informix.exe -CHKCONF .
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Integrating Informix and Data Protector Configuring the Integration Figure 8-9



Checking the Informix Configuration Using the CLI



If the configuration is successful, the message, *RETVAL*0, is displayed. Otherwise, an error number is displayed in the form *RETVAL*. To see more details about the error, check the \log\informix.log and \log\debug.log files. Using the Data Protector GUI



You can also check the configuration of your OnLine Server by performing the following steps in the HP OpenView Storage Data Protector Manager: 1. In the Context List, select Backup. 2. In the Scoping Pane, expand Backup, then Backup Specifications, and then Informix Server. 3. Go over the configuration procedure described in “Using the Data Protector GUI” on page 454. Or, if you have already configured a backup specification, click it. The OnLine Server is displayed. 4. Right-click the client and then click Check Configuration.
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Integrating Informix and Data Protector Configuring the Integration Figure 8-10



Checking the Informix Configuration Using the Data Protector GUI



5. A message is returned confirming that the integration is properly configured. What’s Next?



Now that you have successfully configured your OnLine Server, you can configure your backup.



Configuring an Informix Backup To run backups and restores of your Informix dbobjects, you need to configure Data Protector Informix backup specifications. To configure the backup of Informix dbobjects, perform the following general steps:
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Integrating Informix and Data Protector Configuring the Integration Configuration Procedure



1. Configure devices, media and media pools needed for the backup. See the HP OpenView Storage Data Protector Administrator’s Guide for instructions. 2. Create a Data Protector Informix backup specification specifying the data that you want to back up, the media and devices to which you want your data to be backed up, as well as Data Protector backup options that define the behavior of your backup or restore session. Before You Begin Perform the following preliminary tasks before creating your backup specification:



NOTE



Only general guidelines are given here. Refer to the INFORMIX-Online Dynamic Server: Backup and Restore Guide for detailed information about these tasks.



✓ Ensure that you have sufficient logical-log space to create a backup If the total available space in the logical log (all the logical-log files) is less than half of a single log file, OnLine Server does not create a backup. ✓ Print or keep a copy of your ONCONFIG file and the emergency boot file You need this information when you create a level-0 backup ✓ Verify data consistency ✓ Synchronize with other administrative tasks Creating a Data Protector Informix Backup Specification An Informix backup specification is created using the Data Protector GUI. To create a Data Protector Informix backup specification on a client on which no backup specification has yet been configured, proceed from where you left off in “Using the Data Protector GUI” on page 454.
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Integrating Informix and Data Protector Configuring the Integration Procedure to Create a Backup Specification



1. In the Results Area, select the dbobjects you want to back up. The dbobjects include dbspaces, archive logical-logs, current logical-logs, and the root dbspace.



Figure 8-11



Selecting dbobjects to Backup



Click Next.



NOTE



If you still have not configured your devices and media, do so now. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions.



2. Select devices and media needed for your backup. See online Help for details. Allocate n primary devices that cover all resource types to be backed up. A typical configuration may include one device for logical logs and one for all other types.
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Integrating Informix and Data Protector Configuring the Integration Allocate m devices as secondary devices that cover all resource types in case any of the primary devices fails. Configure primary devices and after that secondary devices. Select a device you want to use and click Properties. The Device Properties dialog box is displayed. Specify the number of parallel backup streams in the Concurrency tab and the media pool you will use.



NOTE



Except for whole-system backups and restores, OnLine Server backs up and restores dbobjects concurrently to achieve better performance than it would if it backed up or restored dbobjects serially. ON-Bar creates a new process for each object up to a limit specified by the BAR_MAX_BACKUP configuration parameter.
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Integrating Informix and Data Protector Configuring the Integration Figure 8-12



Specifying Device Properties



Click Add, to add specific media to the Prealloc list (a subset of media in the media pool used for backup), which specifies the order in which media are used for backup.



464



Chapter 8



Integrating Informix and Data Protector Configuring the Integration Figure 8-13



Adding Media to a Prealloc List



Select the media and click Add until all the media subsets have been added to the Prealloc List, and then click the Informix tab to set Informix resource types. The resource type determines the types of dbobjects that will be backed up on this device. For example, if the resource type is set to R, only the root dbspace is backed up to this device. The valid resource types are shown in Table 8-2. Table 8-2



Legend:



Device Resources Resource Type



Description



B



blobspace



CD



critical dbspace*



L



logical log



MR



master root dbspace



ND



noncritical dbspace



R



root dbspace * The following dbspaces are critical dbspaces (CD): A root dbspace
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Integrating Informix and Data Protector Configuring the Integration A dbspace that contains the physical log Any dbspace that contains a logical-log file As an example, select all types, except L. You will back up logical logs on a different medium dedicated only for that purpose.



NOTE



To backup logical logs, the LTAPE parameter in the ONCONFIG file must be set to a value that is not /dev/null or ''. The value will be ignored and the backup will be performed.



Figure 8-14



Informix Resource Types



Click OK. Repeat this step until you specify properties for all media. 3. Click Next to specify backup options. 466
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Specifying Backup Options



Specify the Load Balancing option. With this option set, Data Protector dynamically assigns backup objects to available devices. This enables devices to be used evenly and for backups to continue on available devices in case of failure of some device. Specify the number of the primary devices (n) for the minimum and maximum value. Make sure primary devices are not locked prior to starting Informix backup. You can do so by scheduling backups appropriately. If this is not true, secondary devices with possibly wrong resource type may get used. Object-Specific Pre-Exec and Post-Exec Commands



Under Application Specific Options, click Advanced, to specify pre-exec and post-exec commands that will be started before ob2onbar is started on the Informix server and after it has finished.
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Integrating Informix and Data Protector Configuring the Integration These commands are different from the pre-exec and post-exec commands in the Backup Options dialog box (which you reach by clicking Advanced under Backup Specification Options) in that they are started by BSM on any specified client before and after ob2onbar is started and finished on the Informix server. Under Informix Integration, optionally specify the following: • Pre-exec a command that will be started on the OnLine Server before backup. The command is started by the ob2onbar.exe command. The command must reside in the \bin directory and only the filename must be provided in the backup specification.



TIP



Use the onmode -l OnLine command as a Pre-exec command, to ensure that you always have a log file to back up. This is useful if you specified a logical-log backup, since the backup will fail if there are no logical logs to back up.



• Post-exec a command that will be started on the OnLine Server after backup. The command is started by the ob2onbar.exe command. The command must reside in the \bin directory and only the filename must be provided in the backup specification.



IMPORTANT



Informix Whole-System Backup



Do not use double quotes for object-specific pre-exec and post-exec commands.



A whole-system backup is a backup of all OnLine Server dbobjects from one onbar command. ON-Bar cannot back up dbobjects concurrently during a whole-system backup, so dbobjects are backed up serially. A whole-system backup is useful for disaster recovery and for restoring from a client other than the one to which the backup was made. If a computer’s disk is completely destroyed and needs to be replaced with a new disk, you will need either a full (level-0) backup
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Integrating Informix and Data Protector Configuring the Integration of every dbspace, blobspace, and logical-log file or a full (level-0) whole-system backup to completely restore data on the replacement computer. As an example, select Whole, to make a whole-system Informix backup. Figure 8-16



Whole-System Backup



4. Click OK and then Next, to schedule your backup specification. You can schedule your backup to start automatically and unattended on a specific date and time or at regular intervals for a period of up to a year in advance. For example, to schedule a full backup to start at 9.00 p.m. every Friday, click Add to open the Schedule Backup dialog box and specify the options as shown in Figure 8-17.
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Integrating Informix and Data Protector Configuring the Integration Figure 8-17



Scheduling a Weekly Full Backup



Click Next and then save your backup specification. Click Start Preview, to test your backup specification. Editing Your Backup Specification



Now you have created your backup specification and are ready to run your backups. You can always revert to your backup specification to edit it by selecting it by name in the Backup context as shown in Figure 8-18. Click the appropriate tab and implement the changes you want. You need to save the backup specification afterwards.
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Integrating Informix and Data Protector Configuring the Integration Figure 8-18



What’s Next?



Editing a Backup Specification



Follow the steps in this section to configure other backup specifications you might need, for example, a backup specification to back up logical logs. Test your backup specifications thoroughly before using them for real. Refer to “Testing the Integration” on page 472.
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Integrating Informix and Data Protector Testing the Integration



Testing the Integration Test your backup specifications thoroughly by previewing them, then running them on file devices that are not NULL devices and then finally on the actual devices you intend to use. You can use either the Data Protector GUI or the Data Protector CLI.



Using the Data Protector GUI To check if a backup specification has been properly configured, proceed with the following steps in the main HP OpenView Storage Data Protector Manager: Testing Procedure 1. In the Context List, select Backup. 2. In the Scoping Pane, expand Backup, and then Backup Specifications. Expand Informix Server and then right-click the backup specification you want to preview.
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Integrating Informix and Data Protector Testing the Integration Figure 8-19



Testing the Informix Backup Specification



3. Click Preview Backup to open the Start Preview dialog box. Select the type of backup you want to run as well as the network load. See online Help for a description of these options. Observe the generated messages. The “Session completed successfully” message is displayed at the end of a successful preview session.



Using the Data Protector CLI The omnib Command



You can also perform the same test using the following Data Protector command in the Data Protector home directory: omnib -informix_list -test_bar where is the name of the backup specification to be tested. In the example, the ds_street backup specification was tested.
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Integrating Informix and Data Protector Testing the Integration Figure 8-20



Testing the ds_street Backup Specification



What Happens? The given procedure performs a backup preview that: 1. Starts the Informix onbar command with the -F Informix fake option, which tests if the Informix database is correctly configured for backup. This command only tests the Informix part of configuration. 2. Starts the Data Protector \bin\testbar.exe or test_informix_integration_64bit (HP-UX and Solaris systems) or or test_informix_integration_64bit (other UNIX systems) command, which tests: • Communication between the OnLine Server and Data Protector • The syntax of the Informix backup specification • If used devices are correctly specified • If the needed media are in devices The testbar.exe or test_informix_integration_64bit command only tests the Data Protector part of the configuration. You can run this command independently as shown in the following example:
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Integrating Informix and Data Protector Testing the Integration Test Informix Integration Example



\bin\testbar.exe -type:Informix -appname:ds_street -perform:backup -bar:InformixWhole, where ds_street is the name of OnLine Server and InformixWhole is the name of the backup specification that you want to test.
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Integrating Informix and Data Protector Backing Up an Informix Database



Backing Up an Informix Database In case of system failure, you can make a useful restore of your databases if and only if you have been making regular backups of the databases and logical-logs. This section describes how to configure and run backups of your Informix dbobjects. To run a backup of Informix dbobjects, use any of the following methods: Backup Methods



• Schedule the backup of an existing Informix backup specification using the Data Protector Scheduler. Refer to “Scheduling an Existing Backup Specification” on page 479 • Start an interactive backup of an existing Informix backup specification. You can start a backup using the Data Protector GUI or the Data Protector CLI. Refer to “Using the Data Protector GUI” on page 481 or “Using the Data Protector CLI” on page 482 • Start a backup using the Informix onbar command. Refer to “Using Informix Commands” on page 483



Backup Types



The Informix Data Protector integration provides online database backup of the following types:



Table 8-3



Informix Backup Types Backup Type



Description



Full



Full backup



Incr1



First incremental backup. Backs up changes since the last full (level 0) backup.



Incr2



Second incremental backup. Backs up changes since the last incremental (level 1) backup.



Refer to the Informix-OnLine Dynamic Server: Backup and Restore Guide for details on these backup types and on the syntax of the onbar utility. What Happens?



The following happens when you start an Informix backup:
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Integrating Informix and Data Protector Backing Up an Informix Database 1. Data Protector executes the ob2onbar.exe command on the OnLine Server. This command checks the configuration of the integration and starts the onbar command. 2. During the backup session, the onbar utility receives data from OnLine Server, which reads data from disk. The onbar utility then sends the data to Data Protector for writing to devices. Messages from the Data Protector backup session and messages generated by OnLine Server are logged to the IDB. Upon successful completion of the backup, the “Session completed successfully” message is displayed in the Session Information window. What OnLine Server Does Not Back Up



OnLine Server backs up all dbobjects with the following exceptions: • Dbspace pages that are allocated to OnLine Server but are not yet allocated to a tblspace extent • Configuration files • Mirror chunks, if the corresponding primary chunks are accessible • Blobs in blobspaces that are stored on optical platters • Temporary dbspaces



What You Need to Back Up



In addition to OnLine dbobjects, you should back up the files listed in the previous section, if you need them. You must back up the following files: • ONCONFIG file, located in the \etc directory. • oncfg_. file, located in the \etc directory. • emergency boot file, an Informix configuration file that resides in the \etc directory and is called ixbar., where is the value of the SERVERNUM configuration parameter.



IMPORTANT



The Informix onbar utility does not back up these files. How often you need to back them up depends on how frequently changes are made to them. Back up the emergency boot file at least daily and always after you back up either a critical dbspace.
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Integrating Informix and Data Protector Backing Up an Informix Database Aborting a Running Session



To abort a running Informix backup session, click Abort in the Actions menu, and then confirm the action. In the following example, the backup session of the backup specification InformixLogs is being aborted.



Figure 8-21



Aborting an Informix Backup Session



IMPORTANT



The BAR_RETRY ON-Bar configuration parameter specifies how many times ON-Bar should retry a backup or restore operation if the first attempt fails. To successfully abort a backup or restore operation at the first attempt, set the BAR_RETRY value to 0. Refer to the Informix-OnLine Dynamic Server: Backup and Restore Guide for more information on this parameter.
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Scheduling an Existing Backup Specification For more detailed information on scheduling, refer to the online Help index keyword “scheduled backups”. Data Protector allows you to run unattended backups at specific times or periodically. The powerful Data Protector Scheduler can highly influence the effectiveness and performance of your backup. To schedule a new Informix backup specification, follow the steps described in “Creating a Data Protector Informix Backup Specification” on page 461. To schedule an existing backup specification, perform the following steps in the HP OpenView Storage Data Protector Manager: Scheduling Procedure



1. In the Context List, select Backup. 2. In the Scoping Pane, expand Backup, then Backup Specifications. Click Informix Server. A list of backup objects is displayed in the Results Area. 3. Double-click the backup specification you want to schedule and click the Schedule tab to open the Schedule property page. 4. In the Schedule property page, select a date in the calendar and click Add to open the Schedule Backup dialog box. 5. Specify Recurring, Time options, Recurring options, and Session options. See Figure 8-22 on page 480 6. Click OK to return to the Schedule property page. 7. Click Apply to save the changes.



Scheduling Example



To schedule a backup specification called InformixLogs such that logical logs are backed up at 8.00 a.m., and then at 1.00 p.m. and at 6.00 p.m. during week days, open the Schedule property page of the backup specification as described in the above procedure, and then proceed as follows: 1. In the Schedule property page, select a date in the calendar and click Add to open the Schedule Backup dialog box. 2. Under Recurring, select Weekly. Under Time options, select the time 8 AM. Under Recurring Options, select Mon, Tue, Wed, Thu, and Fri. Leave other options as default and click OK.
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Integrating Informix and Data Protector Backing Up an Informix Database See Figure 8-22 on page 480. Figure 8-22



Scheduling the InformixLogs Backup Specification



3. Repeat steps 1 and 2 to schedule another backup. Specify options as described, except the time, which should be set to 1 PM. 4. Repeat steps 1 and 2 to schedule another backup. Specify options as described, except the time, which should be set to 6 PM. 5. Click Apply to save the changes. See online Help or the HP OpenView Storage Data Protector Administrator’s Guide for scheduling details. After scheduling your backup, you can have it run unattended or you can still run it interactively, as shown in the next section.



Running an Interactive Backup Interactive backups, as opposed to unattended scheduled backups, are run on demand. They are useful to test your scheduled backups, in case of failure of scheduled backups and to back up clients that need to be 480
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Integrating Informix and Data Protector Backing Up an Informix Database backed up urgently, before the regular scheduled periodic backup. You can run your interactive backups using the Data Protector GUI or the Data Protector CLI. Using the Data Protector GUI To start an interactive backup of an Informix dbobject, perform the following steps in the HP OpenView Storage Data Protector Manager: Running an 1. In the Context List, select Backup. Interactive Backup 2. In the Scoping Pane, expand Backup, then Backup Specifications, and then Informix Server. 3. Select the backup specification you want to back up and click Start Backup in the Actions menu.



TIP



You can also start a backup by right-clicking the Informix backup specification you want to back up and then clicking Start Backup.



The Start Backup dialog box is displayed. Figure 8-23



Starting the Backup of the InformixWhole Backup Specification



Select the backup type {Full|Incr1|Incr2} and network load {High|Medium|Low}. See online Help for a description of these options. 4. Click OK. Upon successful completion of the backup session a message confirming the success of the session is displayed. Chapter 8
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Integrating Informix and Data Protector Backing Up an Informix Database Using the Data Protector CLI The omnib Command



You can also start an interactive backup of an Informix dbobject using the omnib command located in Data Protector home directory from any client in the Data Protector cell. omnib -informix_list [-barmode InformixMode] [List_options] InformixMode={full|inf_incr1|inf_incr2} A Data Protector Informix backup can be any of the following types:



NOTE



The Informix terms level-0, level-1, and level-2 backup are equivalent to Data Protector terms full, incr1, and incr2 backup, respectively.



Table 8-4



Informix Backup Types Backup Type



Onbar Arguments



Description



Full



-L 0



Full backup



Incr1



-L 1



First incremental backup. Backs up changes since the last full (level 0) backup.



Incr2



-L 2



Second incremental backup. Backs up changes since the last first incremental (level 1) backup.



List_options can be one of the following: -protect {none | weeks n | days n | until date | permanent} This option enables you to set the period of protection for the data you back up to prevent the backup media from being overwritten for the specified period. The default is permanent. -load {low | medium| high}
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Integrating Informix and Data Protector Backing Up an Informix Database This option enables you to set the network load during your backup. Set it to high for maximum performance and to low to reduce network load at busy times. The default is high. -crc Set this option on to have Data Protector calculate the cycle redundancy check when a backup is run. This option enables you to later confirm using the Verify option whether data has been correctly written to the medium. The default is off. -no_monitor By default, the command monitors the session and displays the status of the session. -test_bar Tests both the Informix and the Data Protector parts of the backup specification as described in “Testing the Integration” on page 472. Backup Examples



To start a full backup of the Informix backup specification called InformixWhole, execute the following command in the Data Protector home directory: omnib -informix_list InformixWhole -barmode full To start an incremental backup of the Informix backup specification called InformixIncr, execute the following command in the Data Protector home directory: omnib -informix_list InformixIncr -barmode inf_incr1



Using Informix Commands This chapter assumes that you are familiar with both OnLine Server and the Windows operating system. You can start a backup of an Informix dbobject from the client where the database is located using the Informix onbar utility. See the Informix-OnLine Dynamic Server: Backup and Restore Guide for more details on the onbar utility. Before You Begin



Before running a backup using the onbar command, ensure that you are logged in as informix and execute the following commands: • SET ONCONFIG= Chapter 8
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Integrating Informix and Data Protector Backing Up an Informix Database Name of OnLine Server ONCONFIG file, for example, ONCONFIG • SET INFORMIXSQLHOSTS= Registry value of the HKEY_LOCAL-MACHINE\SOFTWARE\INFORMIX\ONLINE\ \ENVIRONMENT\INFORMIXSQLHOSTS or HKEY_LOCAL-MACHINE\SOFTWARE\INFORMIX\ONLINE\ \ENVIRONMENT\REGMACHINE (for Informix 9.40) variable, for example, \\STREET • SET INFORMIXSERVER= Name of OnLine Server, for example, ds_street • SET INFORMIXDIR= Home directory of OnLine Server, for example, d:\informix\ • SET OB2APPNAME= Name of OnLine Server, for example, ds_street • SET OB2BARLIST= Name of the backup specification to be used for the backup, for example, InformixWhole Note that OB2APPNAME and OB2BARLIST are Data Protector-specific variables. OnLine Server has to be in online or in quiescent mode to perform a backup. Once you start a backup, do not change the mode until the backup finishes; changing the mode terminates your backup. Only online dbspaces and blobspaces are backed up. To see which dbobjects are online, type in the following command: \bin\onstat -d where is the home directory of OnLine Server. Online Backups



The online mode is convenient if you want your OnLine Server to be accessible while you create the backup. An online backup might contribute to a loss of performance.
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Integrating Informix and Data Protector Backing Up an Informix Database Quiescent Backups



The quiescent mode is useful when you want to eliminate partial transactions in a backup. A quiescent backup might not be practical if users need continuous access to OnLine Server databases.



Back Up Your Configuration Files



Keep a copy of your ONCONFIG and emergency boot files after you create a full backup. You need this information to restore OnLine Server dbobjects.



Onbar Utility Backup Examples



To back up a list of dbspaces, proceed as follows: onbar -b To back up dbspaces dbspace1 and dbspace3, type in the following command: onbar -b dbspace1, dbspace3 To back up the current logical-log file and switch to the next logical-log file, use the -c option: onbar -l -c or onbar -b -l -c if you are using Informix 9.40. Messages from the Data Protector backup session and messages generated by the Informix Integration Module are logged in the IDB. See “Monitoring an Informix Backup and Restore” on page 498 for additional information.



On-Demand and Continuous Backups To back up all logical-log files that are full and ready to be backed up, start an on-demand backup. An on-demand backup backs up all the full logical-log files, then stops at the current logical-log file. You can also start a continuous backup on which OnLine Server backs up each logical-log file as it becomes full. The continuous backup process then waits until the next log is full. Use continuous logical-log backups, if you do not want to monitor the logical-log files. By default, the ALARMPROGRAM configuration parameter is set so that ON-Bar performs continuous backups.
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Integrating Informix and Data Protector Backing Up an Informix Database



IMPORTANT



If you use continuous backups, ensure that a device is always available for the logical log backup process.



Refer to “Troubleshooting Logical Log Backups” on page 505 for information about troubleshooting logical log backups. Examples



To make an on-demand backup of the logical-log files that are full (instead of a continuous backup that takes place every time a logical-log file fills), use the -l option as shown in the following example: SET OB2BARLIST= SET OB2APPNAME= onbar -l To back up the current logical-log file and switch to the next logical-log file, use the -c option, as shown in the following example: SET OB2BARLIST= SET OB2APPNAME= onbar -l -c or onbar -b -l -c if you are using Informix 9.40. See the Informix-OnLine Dynamic Server: Backup and Restore Guide for more information on on-demand and continuous backups.
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Restoring an Informix Database You can restore an Informix dbobject in any of the following ways: Restore Methods



• Using the Data Protector GUI. Refer to “Using the Data Protector GUI” on page 489. • Using the onbar command on the OnLine Server. Refer to “Using Informix Commands” on page 493. • Using the Data Protector CLI. Refer to Data Protector man pages for more information. To restore a corrupted database, you need to find the right media and the session ID of the last backup session with a full backup. This and other information can be found using either the Data Protector omnidb command or the Data Protector GUI. See “The Data Protector omnidb Command” for instructions on using the Data Protector omnidb command to find the information needed to restore your data and “Finding Information for Restore” for finding the information using the Data Protector GUI.



The Data Protector omnidb Command To find the information needed to restore your data, execute the following commands in the Data Protector home directory: • omnidb -informix to get a list of Informix objects. List of Informix Objects



• omnidb -informix object_name
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Integrating Informix and Data Protector Restoring an Informix Database to get details on a specific object, including the Session ID. • omnidb -session SessionID -media to display media needed for restore. See the manual pages for detailed information on the omnidb command.



Finding Information for Restore You can find information needed for restore in the HP OpenView Storage Data Protector Manager by clicking the Data Protector Internal Database Context and expanding either Sessions or Objects. The sessions are listed by date. Double-click a session to view session details: Figure 8-24



Checking Session Details
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IMPORTANT



The BAR_RETRY ON-Bar configuration parameter specifies how many times ON-Bar should retry a backup or restore operation if the first attempt fails. To successfully abort a backup or restore operation at the first attempt, set the BAR_RETRY value to 0. Refer to the Informix-OnLine Dynamic Server: Backup and Restore Guide for more information on this parameter.



Before You Begin Restoring



If you are not using shut down OnLine Server before you restore a root dbspace as follows: Logged on to OnLine Server as user informix, type in the following command: \bin\onmode -ky



where is the home directory of OnLine Server. Note that if you intend to restore only non-critical Informix dbspaces (dbspace1, dbspace2, etc.), then OnLine Server can be online. The following sections describe how to run a restore.



Using the Data Protector GUI To run a restore, follow these steps in the HP OpenView Storage Data Protector Manager: Restore Procedure 1. In the Context List, select Restore. 2. In the Scoping Pane, expand Restore and then Informix Server, to get a list of OnLine Servers from which Informix dbobjects can be restored. 3. Select the OnLine Server from which you want to restore. A list of OnLine Servers is displayed in the Results Area. Double-click the server from which you want to restore. Select the dbobjects you want to restore or Restore complete databases to restore all backed up objects.
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Integrating Informix and Data Protector Restoring an Informix Database



NOTE



To make an Informix whole-system restore, you must first select the Restore complete databases option.



Figure 8-25



Selecting Objects for Restore



4. Select Options, to specify the options needed for restore. These options are explained in “Restore Options” on page 490: Restore Options



Backup Specification Specifies a backup specification to be used to salvage logical-log files that are still on the disk before restoring. Note that this is not necessarily the backup specification used for the backing up.
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Integrating Informix and Data Protector Restoring an Informix Database Restore to client Specifies the name of the original backup client. To restore to another client, specify the name of the other client. Restore by date Indicates the date of the backup from which the restore is to be performed. This option invokes the onbar -r -t time command. Refer to the INFORMIX OnLine Dynamic Server: Backup and Restore Guide for details.



NOTE



You can browse your backup dates, regardless of backup type, using the Browse tab. The browse feature works only for backups of the current version of Data Protector. However, you can also enter other restore times, forcing a point in time restore to that particular time.



Restore the latest version Restores the latest version of a backup. Whole database restore Searches the last whole-system backup and restores from that. This option invokes the onbar -r -w command. Refer to the INFORMIX OnLine Dynamic Server: Backup and Restore Guide for details.



NOTE



This option should only be used after a whole database backup. Data Protector does not automatically detect if you have a whole database backup.



5. Select the Devices tab to specify the devices from which you want to restore. 6. If the Informix Full or Whole restore are to be performed and the Informix server to be restored is in online mode, shut down the Informix server by issuing the following command on the Informix server that is to be restored: onmode -ky 7. To start your restore session, proceed as follows:
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Integrating Informix and Data Protector Restoring an Informix Database Click the Start Restore button or In the Actions menu, click Start Restore. The Start Restore Session dialog box is displayed. Figure 8-26



Starting the Informix Restore Session



Click Next, to select the Report Level and the Network Load of the restore session and then Finish to start the restore session. 8. Observe the session flow messages in the Data Protector Monitor. The “Session successfully completed” message is displayed at the end of a successful session. 9. If the Informix Full or Whole restore was performed, put the Informix server back in online mode by issuing the following command on the Informix server that was restored, when the restore has finished: onmode -m What Happens?



The following happens when you start a restore using the Data Protector User Interface:
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Integrating Informix and Data Protector Restoring an Informix Database 1. Data Protector executes the ob2onbar.exe command on the OnLine Server. This command starts the onbar restore command, with the specified options. 2. The onbar command contacts OnLine Server, which contacts Data Protector via XBSA and initiates a backup session to salvage logical logs. 3. During this backup session, OnLine Server reads data from the disk and sends it to the onbar utility, which sends the data to Data Protector for writing to the device. 4. The onbar command contacts OnLine Server, which contacts Data Protector via XBSA and initiates a restore session for the data selected for restore. 5. During this restore session, Data Protector reads the data from the device and sends the data to the onbar utility, which in turn sends the data to OnLine Server for writing to disk. 6. OnLine Server switches to quiescent mode.



Using Informix Commands Before You Begin



Before you restore an Informix database instance using the Informix onbar command, ensure that you are logged in as root, and execute the following commands: • SET ONCONFIG= Name of OnLine Server ONCONFIG file, for example, ONCONFIG • SET INFORMIXSQLHOSTS= Registry value of the HKEY_LOCAL-MACHINE\SOFTWARE\INFORMIX\ONLINE\ \ENVIRONMENT\INFORMIXSQLHOSTS or HKEY_LOCAL-MACHINE\SOFTWARE\INFORMIX\ONLINE\ \ENVIRONMENT\REGMACHINE (for Informix 9.40) variable, for example, \\STREET • SET INFORMIXSERVER= Name of OnLine Server, for example, ds_street
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Integrating Informix and Data Protector Restoring an Informix Database • SET INFORMIXDIR= Home directory of OnLine Server, for example, d:\informix\ • SET OB2APPNAME= Name of OnLine Server, for example, ds_street • SET OB2BARLIST= Name of the backup specification used for salvaging logical logs and not the one used for the backup, for example, Logs Note that OB2APPNAME and OB2BARLIST are Data Protector-specific variables. Examples



The following are some examples of using the onbar command syntax for running restore. Restoring Dbspaces and Logical Logs (Informix Full Restore) If the Informix server to be restored is in online mode, shut down the Informix server by issuing the following command on the Informix server that is to be restored: onmode -ky To restore dbspaces and blobspaces as well as appropriate logical logs, use the -r option: onbar -r When the restore has finished, put the Informix server back in online mode by issuing the following command on the Informix server that was restored: onmode -m Restoring Dbspaces and Logical Logs (Informix Whole Restore) If the Informix server to be restored is in online mode, shut down the Informix server by issuing the following command on the Informix server that is to be restored: onmode -ky To restore dbspaces and blobspaces as well as appropriate logical logs, use the -r -w options: onbar -r -w
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Integrating Informix and Data Protector Restoring an Informix Database When the restore has finished, put the Informix server back in online mode by issuing the following command on the Informix server that was restored: onmode -m Restoring Dbspaces and Blobspaces Only To restore dbspaces and blobspaces and not the logical log, use the -r and -p options: onbar -r -p Restoring a Particular Dbspace or Blobspace To restore a specific dbspace, for example dbspace_1, use the following syntax: onbar -r dbspace_1 Salvaging Logical Log files If there has been a disk failure, salvage the logical-log files that are still on the disk with the following command before restoring your data from a backup: onbar -l -s See the Informix-OnLine Dynamic Server: Backup and Restore Guide for more details on the onbar command. Messages from the Data Protector backup session and messages generated by the Informix Integration Module are logged in the IDB. Refer to “Monitoring an Informix Backup and Restore” on page 498 for additional information on monitoring restore sessions.



To Another OnLine Server To restore to an OnLine Server other than the one from which the backup was made, proceed as follows: Restoring to Another OnLine Server



1. Install and configure the Informix Integration Module to the other client. 2. Create an Informix user on the client to which you intend to restore.
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Integrating Informix and Data Protector Restoring an Informix Database 3. Create an Informix database with the same Informix instance name and number as the original database by using the Informix onmonitor utility. Before going to the next step, ensure that OnLine Server is running. 4. Configure the Informix integration with the same OnLine Server name on the target client as was on the original client. Refer to Section “Configuring an OnLine Server” on page 452 for instructions. 5. Shut down the Informix database created in step 3. 6. Copy the main Informix configuration files (ONCONFIG, emergency boot file, oncfg_.) to the other client. 7. Modify the main client name in the Informix configuration files. This is necessary because the client name is changed when you restore to the other client. 8. Start a whole-system restore of the Informix objects from the Data Protector User Interface.



Using Another Device Data Protector supports restore using a different device than the original one, which was used at backup time. Restoring Using the Data Protector GUI If you are performing a restore using the Data Protector GUI, refer to the “Restoring Under Another Device” section of the HP OpenView Storage Data Protector Administrator’s Guide for more information on how perform a restore using another device. Restoring Using the Data Protector CLI or Informix Commands If you are performing a restore using the Data Protector CLI or Informix commands, specify the new device in the \Config\Cell\restoredev file in the following format:” “DEV 1” ”DEV 2” where, DEV 1 is the original device and DEV 2 the new device.
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Integrating Informix and Data Protector Restoring an Informix Database Note that this file has to be in the UNICODE format and should be deleted after it is used. Example



Suppose you have Informix objects backed up on a device called DAT1. To restore them from a device named DAT2, specify the following in the restoredev file: “DAT1” ”DAT2”



Disaster Recovery Disaster recovery is a very complex process that involves products from several vendors. As such, successful disaster recovery depends on all the vendors involved. The information provided here is to be used as a guideline. Check the instructions of the database/application vendor on how to prepare for disaster recovery. Also see the Disaster Recovery chapter in the HP OpenView Storage Data Protector Administrator’s Guide for instructions on how to approach system disaster recovery using Data Protector. This is a general procedure on how to recover an application: 1. Recover the operating system. 2. Install, configure, and initialize the database/application so that data on Data Protector media can be loaded back to the system. Consult database/application vendor documentation for a detailed procedure and steps needed to prepare the database. 3. Ensure that the database/application server has the required Data Protector client software installed and is configured for the database/application. Follow the procedures in this chapter and the procedures in the troubleshooting section. 4. Start the restore. When the restore is complete, follow the instructions of the database/application vendor for any additional steps required to bring the database back online.
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Integrating Informix and Data Protector Monitoring an Informix Backup and Restore



Monitoring an Informix Backup and Restore Data Protector allows you to monitor currently running and view past backup and restore sessions. When you run an interactive backup or restore session, a monitor window opens showing you the progress of the session. You can monitor the session from any Data Protector client in the network that has the User Interface component installed. Note that the session continues even with the User Interface closed. To monitor a currently running session, proceed as follows: in the HP OpenView Storage Data Protector Manager: Monitoring Procedure



1. In the Context List, select Monitor. The progress and status of current sessions appear in the Results Area. You can sort the sessions by clicking the column headings in the Results Area. If no sessions appear in the Monitor view, there are no sessions running. See the next section for instructions on how to view the finished sessions. 2. Double-click the running session you want to monitor. At the end of the session a message is displayed indicating the success or failure of the session. All actions and messages are logged to both Data Protector and Informix log files. Mount prompt requests are displayed on the Data Protector monitor. When the onbar utility encounters an error or a condition that warrants a warning, it writes a message to the Informix ON-Bar message file. The full pathname of this file is specified in the BAR_ACT_LOG configuration parameter. For more information on this file, refer to the INFORMIX-OnLine Dynamic Server: Backup and Restore Guide.
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Integrating Informix and Data Protector Configuring the Integration as Cluster-Aware



Configuring the Integration as Cluster-Aware The following sections describe how to install and configure Data Protector Informix integration as cluster-aware. Prerequisites



It is assumed that the OnLine Server with cluster support is installed, configured and running as cluster-aware application.



Installing the Informix Integration as Cluster-Aware Proceed as follows to install Data Protector Informix integration as cluster-aware application: 1. Skip this step if you have installed the Data Protector Cell Manager software and the Informix Integration software component on both cluster nodes. Otherwise, you have to import the cluster nodes to the Data Protector cell to update the Data Protector Cell_Info file, since it is not updated automatically. To import the cluster nodes to the Data Protector cell, proceed as follows using the Data Protector GUI: a. In the HP OpenView Storage Data Protector Manager, switch to the Clients context. b. In the Scoping Pane, expand Clusters. c. Right-click the name of the cluster, then select Import Cluster Node. d. Follow the Wizard and specify both cluster nodes. 2. Import the Virtual Server of the Informix resource group. Proceed as follows using the Data Protector GUI: a. In the HP OpenView Storage Data Protector Manager switch to the Clients context. b. In the Scoping Pane, expand Clusters. c. Right-click the name of the cluster, then select Import Cluster Virtual Server. Follow the Wizard and specify the Virtual Server of the Informix resource group.
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Integrating Informix and Data Protector Configuring the Integration as Cluster-Aware Figure 8-27



Importing Virtual Server (of the Informix Resource Group)



3. You have to locally install Data Protector Informix integration software on both cluster nodes. The installation procedure is the same as with standard installation. 4. Check if the Data Protector software has been properly installed: a. Switch to the \bin directory. b. Enter the following command: omnirsh INFO CLUS The output should return the name of the cluster-aware client systems in the Data Protector cell.
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Integrating Informix and Data Protector Configuring the Integration as Cluster-Aware



Configuring an Informix Cluster-Aware Client The client configuration must be performed on both cluster nodes. Once you have finished the configuration on one node, switch the application, and repeat the procedure on the other one. Refer to “Configuring the Integration” on page 450.



Configuring a Cluster-Aware Informix Backup The configuration must be performed on both cluster nodes to correctly update the respective Windows registries on each cluster node.



Backing Up a Cluster-Aware Informix Database For information on backing up see “Backing Up an Informix Database” on page 476.



NOTE



Backup tasks should be done on Informix virtual host.



Restoring a Cluster-Aware Informix Database Restore procedure is the same as in non-cluster environment. For more information see “Restoring an Informix Database” on page 487.



IMPORTANT



A cold restore has to be done using the node host name.
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Troubleshooting This section describes procedures you should follow to troubleshoot your configuration, back up, or restore problems.



Before You Begin 1. Ensure that the latest official Data Protector patches are installed. Refer to “Verifying Which Data Protector Patches Are Installed” in the HP OpenView Storage Data Protector Installation and Licensing Guide. Refer to the HP OpenView Storage Data Protector Software Release Notes or http://www.openview.hp.com/products/datapro/spec_0001.html for an up-to-date list of supported versions, platforms, and other information. 2. Refer to the HP OpenView Storage Data Protector Software Release Notes for a description of general Data Protector limitations as well as known problems and workarounds.



Configuration Problems If you have problems configuring the Data Protector Informix integration, proceed as follows: 1. Make a test backup of any filesystem on the problematic client. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions. 2. Ensure that OnLine Server is up and running: If OnLine Server is up and running, the -- On-Line -- message is displayed. If not, then start OnLine Server using the following command: \bin\oninit



where is the home directory of OnLine Server.
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Integrating Informix and Data Protector Troubleshooting 3. If you have any non-default Informix settings, then ensure that they are registered in the \config\informix\\ .profile file, where is the name of OnLine Server 4. Examine system errors reported in \log\debug.log on the Online Server.



Backup Problems 1. Make a test backup of any filesystem on the problematic client. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions. 2. Ensure that OnLine Server is up and running: If OnLine Server is up and running, the -- On-Line -- message is displayed. If not, then start OnLine Server using the following command: \bin\oninit



where is the home directory of OnLine Server. 3. Verify the configuration of your OnLine Server using the following command: where is the name of OnLine Server. util informix.exe -CHECKCONF , In case of an error, the error number is displayed in the form *RETVAL*. 4. Verify that the Data Protector Cell Manager is correctly set on the OnLine Server by typing: \config\cell\cell_server. This command returns the Data Protector Cell Manager. 5. Test the Data Protector Informix configuration as per instructions in “Testing the Integration” on page 472. Example



Run the following command to test the configuration of the backup specification called InformixWhole:
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\bin\omnib -informix_list InformixWhole -test_bar • If the Informix part of the test fails, then proceed as follows: Make a test run using the onbar -F -b option. If the test fails, then this is probably not a Data Protector problem. Refer to Informix manuals for further instructions. • If the Data Protector part of the test fails then create an Informix backup specification to back up to a null or file device. If the backup succeeds, then the problem is probably related to devices. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions on troubleshooting devices. • If the test succeeds, start a backup directly from an OnLine Server. See “Using Informix Commands” on page 483 for instructions. If this backup succeeds, then the problem may be that the client on which the Data Protector User Interface runs does not have enough memory, disk space, or other operating system resources. 6. If you have any non-default Informix settings, then ensure that they are registered in the \config\informix\/ .profile file where is the name of OnLine Server. 7. Start the backup directly from Online Server. Refer to “Using Informix Commands” on page 483. Troubleshooting the Informix Side This chapter is not meant to teach you about OnLine Server. Following the given procedure might help you solve some Informix-related problems: 1. Check the following Informix files for error descriptions: bar_act.log bar_dbg.log online.log The locations of these files are specified in the Informix ONCONFIG file. 504
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Integrating Informix and Data Protector Troubleshooting 2. Start a backup, not using Data Protector: Set the BAR_BSALIB_PATH shell variable to \bin\libbsa.dll, where is the path to the ISM. Use the onbar command to start the backup. Troubleshooting Logical Log Backups Problem



Backup of Informix logical logs fails



Description



After the continuous backup of logical logs is done, the Backup Session Manager waits for a specified timeout for the next logical log to be backed up. If there is no new connection in the specified timeout, the Backup Session Manager completes the session and goes down. If Informix sends a request for the backup of the next logical log, Data Protector first checks if the Backup Session Manager and other processes are up and running. If the Backup Session Manager is up, then a request is sent to the Backup Session Manager to create a new backup object. And if between these last two events the Backup Session Manager goes down because it didn’t receive a new request, you receive a system error and a new session is not started.



Resolution



Organize the backup of logical logs with more than two backup specifications.



Detailed Description



The backup of logical logs is started when a logical log is full. At that time, Informix starts a script specified by ALARMPROGRAM configuration parameter in the ONCONFIG file. This script then starts the backup using the specified backup specification. When the next logical log is full, then it restarts the ALARMPROGRAM script. This script will now start the backup using a different backup specification than the previous one and this way the new session will be started and the problem cannot appear. Use at least 3 backup specifications, because during the backup of one logical log it can happen that Informix calls the ALARMPROGRAM script more than once.



About the Backup Specifications



Backup specifications must be the same. You can use the same device in all the backup specifications.



Chapter 8



505



Integrating Informix and Data Protector Troubleshooting



IMPORTANT



The backup specification names must be different.



The following is an example of an alarm script for 4 backup specifications named BARLIST1, BARLIST2, BARLIST3, and BARLIST4. The script automates logical log backups using event alarms from the database server. To install this script, add the following line to the ONCONFIG file: ALARMPROGRAM /etc/log_full.sh, where is OnLine Server home directory.



NOTE



The Informix Enterprise Decision Server does not use the ALARMPROGRAM script for continuous logical log backup. Onbar_d starts the backup automatically (if the LOG_BACKUP_MODE parameter in the ONCONFIG file is set to CONT) and passes a request to workers which perform the backup.
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Example of an Alarm Script
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Restore Problems If you have problems restoring Informix dbobjects, proceed as follows: 1. Examine system errors reported in the \log\debug.log file on the Online Server. 2. Make a Data Protector test backup and restore of any filesystem on the problematic client. Refer to the HP OpenView Storage Data Protector Administrator’s Guide for instructions. 3. Verify that the Data Protector Cell Manager is correctly set on the Online Server in file: \config\cell\cell_server. 4. Ensure that the backup specification used for salvaging logical logs is properly configured. Note that this is not the same backup specification used to back up your data. 5. Test Data Protector data transfer using the testbar utility. Log in as the Informix user on the Online Server and proceed as follows: \bin\testbar -type:Informix -appname: -bar: 
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