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Honeynet: Challenge 1 of the Forensic Challenge 2010 publié par malphx



le mardi, février 16 2010 - 13:49



I’ve participated in the last Honeynet Challenge. This Challenge ran from Jan 18th 2010 to Feb 15th 2010. It was about the analysis of a PCAP trace file containing an attack. Results have been published, and I’m proud of my #2 position in this contest. You could find my submission on The Honeynet Project’s website.



Another solution to the Network Forensics Puzzle #3 publié par malphx



le samedi, février



6 2010 - 11:13



For this contest, We’ve had to deal with Apple TV traffic. Tools Used: _ TShark 1.2.2 _ macfinder.rb (custom ruby script giving IP/MAC bindings from a pcap file.) (require packetfu) _ httpdumper (custom ruby script that can display and dump HTTP conversations) (require packetfu and terminal-table) _ plist.rb (custom ruby script that can display informations extracted from Apple Property-List 1.0 XML documents) Recommandations for using these tools: macfinder and httpdumper rely on the wonderful ruby lib: packetfu. Significant performances improvements have been done by its author in version 0.3.1. (8x faster) So, You SHOULD use the last version of packetfu, eg: at least, packetfu 0.3.1 . Detailled AnswersAs usual, we have to verify the evidence file integrity:



franck@ODIN:~/Analysis/Sources/Puzzle_3$ md5sum evidence03.pcap f8a01fbe84ef960d7cbd793e0c52a6c9 evidence03.pcap Ok, we’re good to go !



http://malphx.free.fr/dotclear/index.php?



1/6



malphx://blog



First,I used to look at the protocol hierarchy stats given by tshark to take a first look at a pcap file:



franck@ODIN:~/Analysis/Sources/Puzzle_3$ tshark -r evidence03.pcap -qz io,phs =================================================================== Protocol Hierarchy Statistics Filter: frame frame frames:1778 bytes:1508750 eth frames:1778 bytes:1508750 ip frames:1778 bytes:1508750 udp frames:28 bytes:6102 dns frames:28 bytes:6102 tcp frames:1750 bytes:1502648 http frames:167 bytes:93189 image-gif frames:33 bytes:21202 xml frames:18 bytes:20852 tcp.segments frames:65 bytes:46469 http frames:65 bytes:46469 xml frames:17 bytes:11732 image-jfif frames:48 bytes:34737 =================================================================== Hum, I bet we’ll have to work with HTTP and some XML documents/data ! Let’s continue… We know that Ann has recently aquired an AppleTV and has configured it with a static IP address: 192.168.1.10 For some obvious reason, we have to know the mac (or hardware) address of Ann’s new HDTV box. Tshark could help for this task:



franck@ODIN:~/Analysis/Sources/Puzzle_3$ tshark -r evidence03.pcap -R "ip.src==192.168.1.10" -Tfields -e "eth.src" |uniq 00:25:00:fe:07:c4 I’ve also coded a small ruby script for this task: macfinder.rb. Here’s the help screen: franck@ODIN:~/Analysis/Sources/Puzzle_3$ ./macfinder.rb macfinder version 0.1 Copyright © 2009 Franck GUENICHOT macfinder comes with ABSOLUTELY NO WARRANTY; http://malphx.free.fr/dotclear/index.php?
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This is free software, and you are welcome to redistribute it under certain conditions. (GPL v3) Usage: macfinder [options] -i, –ip Display Mac address for the given IP address only (4-digit decimal dot notation form) -v, –version Display version information -h, –help Display this screen



Without any switch, macfinder.rb displays all the source IP/MAC address found in the pcap file: franck@ODIN:~/Analysis/Sources/Puzzle_3$ ./macfinder.rb evidence03.pcap Listing all Mac Address found ! IP: 8.18.65.10 | Mac: 00:23:69:ad:57:7b IP: 8.18.65.32 | Mac: 00:23:69:ad:57:7b IP: 8.18.65.88 | Mac: 00:23:69:ad:57:7b IP: 8.18.65.89 | Mac: 00:23:69:ad:57:7b IP: 8.18.65.67 | Mac: 00:23:69:ad:57:7b IP: 8.18.65.58 | Mac: 00:23:69:ad:57:7b IP: 8.18.65.82 | Mac: 00:23:69:ad:57:7b IP: 8.18.65.27 | Mac: 00:23:69:ad:57:7b IP: 192.168.1.10 | Mac: 00:25:00:fe:07:c4 IP: 4.2.2.1 | Mac: 00:23:69:ad:57:7b IP: 66.235.132.121 | Mac: 00:23:69:ad:57:7b From the listing above we can easily find Ann’s AppleTV mac address. But to be less verbose, and because we know the IP address, we can use the -i switch to display only the interresting MAC. Here’s the help screen: franck@ODIN:~/Analysis/Sources/Puzzle_3$ ./macfinder.rb -i 192.168.1.10 evidence03.pcap Mac: 00:25:00:fe:07:c4 And Voila ! Going Deeper Part I : HTTP
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Now, we have to go deeper in the pcap file to analyse Ann’s networking activity and particularly her AppleTV network conversations. Tshark let us know that we’ll have to deal with HTTP (and maybe XML documents, later), so I wrote a specialized tools to facilitate the investigation: httpdumper httpdumper basically displays informations about HTTP conversations. The HTTP protocol is a Request/Response protocol meaning that a client makes a request to a server with HTTP request messages and the server answers with HTTP response messages. httpdumper handles this mechanism and displays these conversations in an easy to understand manner. Some terminology: An HTTP conversation, for httpdumper, is the set of all REQUEST/RESPONSE HTTP messages involving the same 2 hosts and tcp ports. An HTTP flow is an unidirectionnal flow of http data (eg: client to server (request) or server to client (response) Here’s the help screen:



franck@ODIN:~/Analysis/Sources/Puzzle_3$ ./httpdumper -h httpdumper version 0.1 Copyright © 2010 Franck GUENICHOT httpdumper comes with ABSOLUTELY NO WARRANTY; This is free software, and you are welcome to redistribute it under certain conditions. (GPL v3) Usage: httpdumper [options] -r -r, –read Read the given pcap file [REQUIRED] -c, –conversation # List only flows for conversation # -f, –flow # List only flow # –with-headers For Display ONLY -d, –dump Dump the selected conversation or flow -p, –port Define custom HTTP port -s, –stats type,[val1],[val2] Displays statistics Valid options: Request stats: request,[requester_ip],[requested_host] URI list: uri,[requester_ip],[target_hostname] -v, –version Display version information -h, –help Display this screen
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httpdumper is only a passive (lightweight) analysis tool, it needs a file in entry, so -r options is required to launch this tool. The default output (without any options) displays all the HTTP conversations found in the given pcap file. Let’s do it ! franck@ODIN:~/Analysis/Sources/Puzzle_3$ ./httpdumper -r evidence03.pcap Reading file evidence03.pcap Parsing packets… 1778 packets read in 4.385 sec. Found 20 HTTP conversation(s) +——————–+——————————————–+—————–+———+———-+——————-+ | Conversation Index | Hosts | HTTP Flow count | Request | Response | Cumulative length | +——————–+——————————————–+—————–+———+———-+——————-+ | 0 | 192.168.1.10:49163 8.18.65.67:80 | 2 | 1 | 1 | 16551 | | 1 | 192.168.1.10:49164 66.235.132.121:80 | 2 | 1 | 1 | 43 | | 2 | 192.168.1.10:49165 8.18.65.32:80 | 8 | 4 | 4 | 22453 | | 3 | 192.168.1.10:49166 66.235.132.121:80 | 8 | 4 | 4 | 172 | | 4 | 192.168.1.10:49167 8.18.65.58:80 | 20 | 10 | 10 | 161118 | | 5 | 192.168.1.10:49168 8.18.65.67:80 | 4 | 2 | 2 | 3157 | | 6 | 192.168.1.10:49169 66.235.132.121:80 | 2 | 1 | 1 | 43 | | 7 | 192.168.1.10:49170 8.18.65.82:80 | 44 | 22 | 22 | 675124 | | 8 | 192.168.1.10:49171 8.18.65.27:80 | 6 | 3 | 3 | 13582 | | 9 | 192.168.1.10:49172 66.235.132.121:80 | 6 | 3 | 3 | 129 | | 10 | 192.168.1.10:49173 8.18.65.27:80 | 8 | 4 | 4 | 12744 | | 11 | 192.168.1.10:49174 66.235.132.121:80 | 2 | 1 | 1 | 43 | | 12 | 192.168.1.10:49175 66.235.132.121:80 | 6 | 3 | 3 | 129 | | 13 | 192.168.1.10:49176 8.18.65.67:80 | 4 | 2 | 2 | 3493 | | 14 | 192.168.1.10:49177 8.18.65.10:80 | 32 | 16 | 16 | 362826 | | 15 | 192.168.1.10:49178 66.235.132.121:80 | 2 | 1 | 1 | 43 | | 16 | 192.168.1.10:49179 8.18.65.88:80 | 20 | 10 | 10 | 5576 | | 17 | 192.168.1.10:49180 66.235.132.121:80 | 20 | 10 | 10 | 430 | | 18 | 192.168.1.10:49181 8.18.65.89:80 | 18 | 9 | 9 | 4861 | | 19 | 192.168.1.10:49182 66.235.132.121:80 | 18 | 9 | 9 | 387 | +——————–+——————————————–+—————–+———+———-+——————-+
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The table above show all the HTTP conversations found. (this kind of table is best viewed on large display) The flow count indicates the number of flows in each conversations Request and Response column, each displays the number of HTTP Request or HTTP response in each conversation Cumulative length: the length (in Bytes) of the HTTP Payloads (or HTTP message body) exchanged in each conversation. Note: this length takes only HTTP Response payloads into account. By now HTTP Request message body, if any, is not displayed (and not dumpable") Quickly, we learn interresting infos: _ 20 HTTP conversations, all involving the same client (Ann’s AppleTV) _ 7 of them are composed of 18+ flows _ Conversation #7 has the greater cumulative length (so, the largest HTTP payload)
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Challenge 

â€œLe Pont d'Arc en 3 dimensionsâ€� ... Selon la rÃ©ussite des Ã©preuves, les indices rÃ©coltÃ©s permettront de rÃ©soudre une Ã©nigme sur le thÃ¨me de ... Joutes en canoÃ«.
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CHALLENGE 

Maillot de bain, chaussures fermÃ©es, bouteille d'eau d' 1 litre minimum par personne et un encas de type barre de cÃ©rÃ©ales. Pour les participants portants des ...
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Challenge: 

May 23, 2018 - âˆ‚t(P1 q) = 0. (20). For acoustics iin 2-d: P1 q = âˆ’ky Ã» + kx v = F[âˆ‡ Ã— v] â†’ stationary vorticity (involution, or constant of motion). Dafermos 1986;.
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CHALLENGE CANYON - DÉCOUVERTE. Formez vos équipes. Difficulté : Durée : Nous fournissons : Informations sauts et épreuves : A prévoir : Guidez le/.
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SUDOKU1 Challenge 2013 .fr 

Aug 1, 2013 - All this grids have been generated thanks to SUDOKU1 software @NKH that you can find ... Twins Variants Masked Page 16,18 ... The black and white markers to ... 6b TWINS Relation Multiple â€“ Wheels â€“ Multiplication table.
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challenge - Xavier Jubier .fr 

To carry out this huge project, we ask you for some help to reach our goals, ... of raw equipment (mountaineering gear, communication equipment, nutrition, â€¦),.
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CANADA: Meeting the challenge 

WHAT IS THE CANADA PAVILION. AND WHAT IS ITS GOAL? The Canada Pavilion at AIDS 2016, Canada: Meeting the challenge, will showcase our country's ...
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Challenge: 

May 23, 2018 - The acoustic equations are contained in the Euler equations: âˆ‚tÏ± + v ..... For example, linear advection has stationary states, but no nontrivial ones... Wasilij ... Existence of nontrivial stationary states is equivalent to the exi
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Challenge 

Autour du site classé du Pont d'arc, vous prendrez toutes les dimensions du lieu au travers diffé- rents ateliers nature et sportifs : sur l'eau, au bord de l'eau et au dessus de l'eau… Selon la réussite des épreuves, les indices récoltés permettront
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Chaussures de canyoning : Pour une meilleure adhÃ©rence et une bonne protection de la cheville nous proposons Ã  la location des chaussures spÃ©cifiques de ...
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challenge 

Ce forfait comprend les pho- tos en format numériques ainsi que l'envoi postal d'un cadre de type patchwork (50 x76 cm) : Un véritable souvenir poster pour le ...
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CANADA: Meeting the challenge 

The screens will profile examples of. Canadian research, programs and policy across a variety of key topics. Resources on display will demonstrate Canadian ...
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Challenge Bernadotte Stockholm Grand Prix 2010 AWS 

dʀoɪt d'eɴɢaɢemeɴt. Pour la compétition individuelle, un droit d'engagement de euʀ 60 (sek 700) sera versé aux organisateurs. Le droit d'engagement pour la compétition par équipes est à euʀ 400 (sek. 4 500). La caisse est ouverte de 16ʜ00 à 21ʜ00 le 










 


[image: alt]





Oeufographie - The Morning Challenge 
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Hacker's Challenge 

He has managed large efforts, including Internet worms (sadmind, Code Red I ... Hacker's Challenge: Test Your Incident Response Skills Using 20 Scenarios ..... â€œThis was very close to being a catastrophic breach,â€� said a source familiar with the 
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office automation the challenge of technology pdf 

Citoyen Bernard Descamps D Put Du D Partement Du Gers Ou Le Cri De La V Rit Et De La Ju, and many more. Download: OFFICE AUTOMATION THE CHALLENGE OF TECHNOLOGY PDF. Download or read, you have convenient answers with office automation the challenge of
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Lady of the Lake Epee Challenge AWS 

NEIDIG Anne-Charlotte. 12/10/1998 prÃ©sente. 115. SES SION. SUI. PRAZ Justine. 1/1/1998 prÃ©sente. SES SION. SUI. RIVIER Delphine. 6/11/1996 prÃ©sente. 85. SES SION. SUI. WILK Cecilia. 1/1/1998 prÃ©sente. SES SION ..... HUELSHOERSTER Henri GER. A. A.
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8 oct. 2017 - College of Charleston. Josefine Garton. Victoria Huskey. Anna Buchanan. Clarissa von Stosch. Anna Rottluff. Maryland. Laura Van Respaille.
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TROJANI Cecilia. 25/6/1997. 161. SWITZERLAND 1. SUI. ULRICH Anja. 22/4/1996. 166. SWITZERLAND 2. SUI. AEGERTER Noa Lina. 4/8/1996. 131. SWITZERLAND 2. SUI. BLOESCH Sophie. 22/4/1996. 100. SWITZERLAND 2 ... European Cadet Circuit. 7 October 2012, Mont
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Meeting the Offshoring Challenge - Hussonet 

Ed Rendell's procurement reform efforts, which ... commitment to forge a 21st century competitive policy. .... Congress took steps to close tax loopholes.21 ...... 27 http://www.workforcealliance.org/news/press/TWAon05Budget2-3-04.pdf. ... 31 In 2000
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CHALLENGE CANYON - AVENTURE. Formez vos équipes. Difficulté : Durée : Nous fournissons : Informations sauts et épreuves : A prévoir : Guidez le/.
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Challenge Bernadotte 

FRISELL Carl. KIM Won Jin. 6 15 : 10 5. KASE Robin. PARK Kyoung Doo. 5 20 : 14 4. FORSSE Tor. JUNG Jin Sun. 5 25 : 17 3. KASE Robin. KIM Won Jin.
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Hacker's Challenge 

rity; the code was downloaded from her notebook at the beginning of the shift, re- moved at the end, ...... www.owned.com/baby. R1pped by Jack ...... shake are not received within that timeframe, the SYN packet is discarded from the firewall's ...
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challenge 

tos en format numÃ©riques ainsi que l'envoi postal d'un cadre de type patchwork (50 x76 cm) : Un vÃ©ritable souvenir poster pour le mariÃ©. L'aventure sur mesure !
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