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Hardware Security − Smartcards and other Tamper−Resistant Modules Markus G. Kuhn Computer Laboratory



http://www.cl.cam.ac.uk/~mgk25/



Applications of Tamper Resistant Modules Security of cryptographic applications is based on secure storage of secret keys and unobservability of computation Distributed and mobile applications allow attacker full physical access to hardware over extended period of time pay-TV access control



anti-theft protection



electronic purses



authentic telemetry



financial transaction terminals



protection of algorithms



software copy protection



cellular phones



prepayment meters



...



Classes of Attacks on Security Modules Hardware Emulation Replace a component of a system by an in−circuit simulator that helps to circumvent access control mechanisms in order to access protected services and secret data



Microprobing Open the package of a security module and observe or modify the internal communication lines where secrets are transmitted



Eavesdropping Without opening the package, try to get access to protected information by analyzing compromising signals in emanated electromagnetic radiation, supply current fluctuations, leakage currents on signal lines, and protocol timing



Fault Generation Provoke malfunctions by operating the device under environmental stress conditions such as high/low temperature, supply voltage variations and spikes, clock phase jumps, ionising radiation, protocol violations, partial resets, etc.



Preparation I: Depackaging the Processor



1) Heat up card plastic, bend it, and remove chip module 2) Dissolve package in 60 °C fuming nitric acid, then wash in acetone, deionized water, and finally isopropanol. The etching should be carried out under very dry conditions.



Getting Access to the Die Surface in Plastic Chips and Smartcards



1) Remove covering plastic manually 2) Put with a pipette a few drops fuming nitric acid (>98% HNO 3) on remaining plastic 3) Etching process can be accelerated by heating up chip and acid with IR radiator 4) Wash away acid and dissolved plastic with acetone 5) Repeat from step 2 until die surface is fully exposed



UV Read-out of Standard Microcontrollers UV light



EEPROM



Security Fuse



Many microcontrollers have an EEPROM security fuse located outside the EEPROM program memory. Open chip package Cover program memory with opaque material Reset security fuse in UV EPROM eraser Access memory with program/verify commands



Optical Reverse-Engineering of VLSI Circuits VCC



A B



A B



B



B



A B



polysilicon metal n-well dopant areas A GND A VCC B



Confocal microscopes represent the different



A



chip layers in different colors. In the right image, A B B A GND



A B



the metal interconnects have been removed with hydrofluoric acid. Both images together can be read almost as easily as a circuit diagram.



Optical Access to Diffusion Layer ROM Content



After all covering layers including the



polysilicon row access line



surrounding field oxide have been removed



metal column access line



with hydrofluoric acid, the shape of the



ground connection



now visible diffusion areas will reveal the ROM content (here 16x10 bits).



Access to CPU Bus via Laser Depassivation and Microprobing



Top: A complete microprobing station consisting of a microscope (Mitutoyo FS-60), laser cutter (New Wave QuikLaze), four micropositioners (Karl Suss), CCD camera, PC with DSP card for card protocol interface handling and data acquisition, oscilloscope, pattern generator, power supply, logic analyzer, etc. Right: Eight depassivated data bus lines. Photos: ADSR



Practical Submicron Microprobing



laser hole stabilizes contact



needle tip



Al



whisker tip



risk of short circuit



Al



no passivation



passivation



Al



Al



Al



Al



Laser cutter as a powerful reverse engineering tool



Local removal of passivation layer with 10 years



sealed steel can provides mechanical stability and EMI shielding, which allows very sensitive alarm mechanisms multiple layers of sensor wires on chip and in circuit board chip layout facing circuit board



clock crystal



multi−layer circuit board



difficult to open can without interrupting battery voltage pressurized with nitrogen



Change Single Instructions Using Signal Glitches



VCC CLK PROBE



1111111111111111 0000000000000000 0000000000000000 1111111111111111 0000000000000000 1111111111111111 0000000000000000 1111111111111111



1111 0000 0000 1111 0000 1111 0000 1111



111 000 000 111 000 111 000 111



Fault model:



R C



Links between gates form RC delay elements R and C vary between links and individual chips Max. RC sum of any signal path determines max.CLK frequency External electrical fields could open/close channels Transistors compare VCC and VC , which allows VCC glitches



Glitch attack on an output loop Typical data output routine in security software: 1 2 3 4 5 6 7 8



b = answer_address a = answer_length if (a == 0) goto 8 transmit(*b) b=b+1 a=a-1 goto 3 ...



Cause CLK or VCC glitch when instruction 3 or 6 is being fetched, in order to extend loop length to send additional memory content to port.



Power Supply Current Forms a Significant Covert Channel Record current in VCC/GND connection with 12-bit, 30-MHz ADC, in order to reconstruct executed instruction sequence and observe cryptographic computations.



Instruction 1: CLR C



Instruction 2: XOR B



Instruction 3:



Characteristic current spikes can identify executed instruction Data values appear in power profiles either as differential Hamming weights (~0.5-1 mA/bit) or as individual bits, e.g. with multiplication or shift instructions Current signature depends on accessed memory type (SRAM-write short circuit, EEPROM read-out amplifier, etc.) Activation of EEPROM programming-voltage charge pump observable, which allows to abort before state changes (e.g., with bad retry counters)



Tamper Resistance versus Tamper Evidence Invasive attacks Microprobing FIB editing Layout reconstruction



violate tamper resistance requirement (FIPS 140-1 Level 4)



Require between hours and weeks in a specialized laboratory, therefore the owner of the card is likely to notice the attack and can revoke certificates for keys that might be lost.



Non-invasive attacks Glitch attacks Power analysis Software vulnerabilities



violate in addition tamper-evidence requirement (FIPS 140-1 Level 2)



Can be performed within a few seconds inside a Trojan terminal in a Mafia-owned shop, therefore card owner will not notice that card secrets have been stolen and will not revoke keys.



Classification of Attackers Class I:



Clever Outsiders. Often very intelligent, have insufficient knowledge of the system, have access to moderately sophisticated equipment, use existing weaknesses in the system.



Class II:



Knowledgeable Insiders. Substantial specialized technical education and experience, varying degrees of understanding of the system but potential access to most relevant information, often highly sophisticated tools.



Class III:



Funded Organizations. Teams of specialists with complementary skills, great funding resources, capable of in-depth analysis and design of sophisticated attacks, most advanced tools, access to knowledgeable insiders.



[according to Abraham, Dolan, Double, Stevens: Transaction Security System, IBM Systems Journal, Vol. 30, No. 2, 1991.]



























des documents recommandant







[image: alt]





Computer Laboratory - CiteSeerX 

resolution is limited by optics and wavelength of a light: R ... geometric distortions pose problem for later post-processing ..... solution: fixed in newer devices.










 


[image: alt]





Computer & Network Security Introduction 

digital signature (implemented with encryption schemes). â€¢ Cryptanalysis. Cryptographic facilities. â€¢ symmetric systems, publickey systems, hash functions ...










 


[image: alt]





Computer & Network Security 

Sep 27, 2006 - Suppose Alice and Bob have RSA public keys in a file on a server. ... replaced the public keys Bob and Alice won't be able to decrypt correctly ...










 


[image: alt]





SafeNet Hardware Security Modules - Gemalto 

une large gamme d'applications. Pourquoi faire le choix de Gemalto pour vos HSM ? Les HSM SafeNet de Gemalto incorporent des fonctions développées grâce à une vaste expérience de fonctionnement. Cela permet la mise en oeuvre des meilleures pratiques 










 


[image: alt]





Computer Security and Reliability 

Oct 13, 2008 - Vietnam National University, Hanoi. Hoa. ... Computer Security & Reliability. 2 ... Develop strategies for virus detection and protection. â–« Develop ...










 


[image: alt]





The Armenian dialect of Artvin Bert Vaux, University of Cambridge 

I focus on the following questions: â€¢ Where is the dialect currently preserved, and by how many speakers? â€¢ How has the dialect changed from the form reported ...










 


[image: alt]





Computer Security Specialist 

Besides, adaptability is of the essence when reverse engineering code without prior ... 2002 to 2005, Obfuscation of Java byte-code and Java reflection API.










 


[image: alt]





Computer Security and Reliability 

Oct 13, 2008 - Computer Emergency Response Team (CERT) security organization ... information, such as social security numbers, to establish bank or credit ...










 


[image: alt]





Computer & Network Security - MAFIADOC.COM 

Computer & Network Security. September 2006 .... public key certification system, all only need to know. CA's public ..... manual cert. management process : a 'key ring' file stored other ... Acquirer : the bank servicing the Merchant. Acquirer or ..










 


[image: alt]





Computer & Network Security 

Computer & Network Security ... Network Security Essentials: Applications and Standards, W. Stallings,. 2nd Ed. ..... An extremely difficult job to write such a virus.










 


[image: alt]





Electrical Engineering & Computer Science University of Kansas 

Introduction and Overview. â€¢ System Design and Specifications. â€¢ Review of Software Engineering using Unix Tools. - shell programming, compilers, lint, make, ...










 


[image: alt]





(vesicular)â€“arbuscular mycorrhizal symbioses - Cambridge University 

Peyronel believed that these secondary fungi did not ...... study of the early stages in vesicularâ€“arbuscular mycorrhiza .... tropical community succession?










 


[image: alt]





Computer Safety, Reliability, and Security 

SYNOPSIS is a project at Mlardalen University sharing the Safe- ... through code generation and software reuse via product lines. ..... Limitations of FMEA in Healthcare Settings . ..... have a hazard, from the HT, as a source (although to ensure ful










 


[image: alt]





(vesicular)â€“arbuscular mycorrhizal symbioses - Cambridge University 

(1985) with Zea, Alexander et al. (1989) with ... Boullard, 1953a, b; Alexander, 1988; see also Smith ...... Gianinazzi-Pearson V, Gollotte A, Dumas-Gaudot E,.










 


[image: alt]





Keyrus University of Cambridge VFinal_FR 

10 mai 2016 - qui s'appuie sur la plus grande base de données des sciences. Keyrus aide ses clients à .... comportement numérique d'un individu.










 


[image: alt]





The main objective of computer security is to ... - Alexandre Miege 

Intrusion objective (intrusion detection point of view) An intrusion objective is the ...... W or k shop on the Recent Advances in Intrusion Detection ( RAID '2000 ) ,.










 


[image: alt]





Proceedings of the Third National Food Security ... - Ryerson University 

30 sept. 2006 - Revendiquer un système national de surveillance de la sécurité alimentaire qui tienne compte des enfants. 3. Élaborer une ébauche de projet ...










 


[image: alt]





Embedded systems and computer security - Rodolphe Ortalo 

4.2.1 Source code analysis tools ..... or her own computer system and can setup all the affordable protections he sees fit .... Project management or people management has few things to do with ..... when, on (hopefully rare) occasion you walk throug










 


[image: alt]





LABORATORY CHAIN OF CUSTODY 

20 sept. 2008 - est ouvert sur le site de collecte et permet d'établir la filiation univoque ... La Chaîne de possession interne au Laboratoire se compose de la ...










 


[image: alt]





Proceedings of the Third National Food Security ... - Ryerson University 

30 sept. 2006 - Economic benefits that stem from supporting .... This work requires forming partnerships across sectors and disciplines. â€œCreating a national ...










 


[image: alt]





Proceedings of the Third National Food Security ... - Ryerson University 

30 sept. 2006 - â€œWhat we advocate globally is what we expect locally.â€� â€¢. Join other groups whose mandate is related to international food policy, such as the International. Alliance Against Hunger, the Canadian Food Security Policy Group and t










 


[image: alt]





Embedded Systems and Computer Security - Rodolphe Ortalo 

Mar 1, 2011 - ISAE â€“ Embedded systems MS â€“ 2012/2013. 2. Overall presentation ..... cryptography. â—‹. Avian carrier ..... open, vendor neutral, industry standards for ... TPM Main Part 1 Design Principles, Specification, Version. 1.2, Level 2 ..










 


[image: alt]





LABORATORY CHAIN OF CUSTODY 

1 janv. 2009 - CHAINE DE POSSESSION INTERNE AU LABORATOIRE. Le dossier de suivi d'un Echantillon individuel comporte deux volets. Ces deux.










 


[image: alt]





Herbivore - Cornell Computer Science - Cornell University 

Tracking software installed at the ISPs can map IP addresses back to individuals. ... online activity, track user behavior or censor communications. .... A formal specification of DC-nets can be found in ... communication requirements of DC-nets, and










 














×
Report Hardware Security - Cambridge Computer Laboratory - University of





Your name




Email




Reason
-Select Reason-
Pornographic
Defamatory
Illegal/Unlawful
Spam
Other Terms Of Service Violation
File a copyright complaint





Description















Close
Save changes















×
Signe






Email




Mot de passe







 Se souvenir de moi

Vous avez oublié votre mot de passe?




Signe




 Connexion avec Facebook












 

Information

	A propos de nous
	Règles de confidentialité
	TERMES ET CONDITIONS
	AIDE
	DROIT D'AUTEUR
	CONTACT
	Cookie Policy





Droit d'auteur © 2024 P.PDFHALL.COM. Tous droits réservés.








MON COMPTE



	
Ajouter le document

	
de gestion des documents

	
Ajouter le document

	
Signe









BULLETIN



















Follow us

	

Facebook


	

Twitter



















Our partners will collect data and use cookies for ad personalization and measurement. Learn how we and our ad partner Google, collect and use data. Agree & Close



